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DATA COMMUNICATION METHOD AND APPARATUS 

 

Technical Field 

The present application relates to Internet technologies, and, in particular, to a data 

communication method and apparatus. 

 

Background 

A plugin is a program written by an Application Programming Interface (API) 

following a certain specification, for enhancing or expanding software functions. Many 

kinds of client terminal software also need plugins for normal running. For example, when 

a certain webpage is run in a browser, generally, the webpage can run normally only when 

the browser calls and executes a related plugin. Therefore, a plugin needs to follow the 

API specification specified by the browser during development, and then the browser can 

call the plugin. However, with continuous development of browser technology, lots of 

browsers begin to employ their respective private plugin specifications. Even if for plugins 

having a same function, application manufacturers have to develop plugin versions 

corresponding to different browsers respectively, and the work load is huge. 

 

Summary 

In view of this, the present invention provides a data communication method and 

apparatus, which are directed to implementing compatibility of a plugin with various 

browsers. 

Specifically, the present invention is implemented through the following technical 

solutions: 

In a first aspect, a data communication data is provided, the method including: 

receiving a request of accessing a target page sent by a browser; 

establishing a second channel with the browser, establishing a first channel with 

client terminal software, and storing a corresponding relationship between the first channel 

and the second channel; 

sending a plugin execution instruction to the client terminal software through the 

first channel, the plugin execution instruction being used for instructing the client terminal 

software to run a target plugin, and instructing, through the second channel, the browser to 

process other page functions of the target page; 
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receiving plugin running result data fed back through the first channel by the client 

terminal software; 

processing the running result data; and 

sending the processing result to the browser through the second channel. 

In a second aspect, a data communication method is provided, the method 

including: 

receiving a plugin execution instruction sent through a first channel by a server, the 

plugin execution instruction being used for instructing to run a target plugin; 

calling, according to the plugin execution instruction, the target plugin to run; and 

feeding back running result data, through the first channel, to the server for 

processing, so that the server feeds back the processing result to the browser. 

In a third aspect, a data communication apparatus is provided, the apparatus 

including: 

an access request receiving unit configured to receive a request of accessing a 

target page sent by a browser; 

a channel establishment unit configured to establish a second channel with the 

browser, establish a first channel with client terminal software, and store a corresponding 

relationship between the first channel and the second channel; 

an instruction sending unit configured to send a plugin execution instruction to the 

client terminal software through the first channel, the plugin execution instruction being 

used for instructing the client terminal software to run a target plugin, and instructing, 

through the second channel, the browser to process other page functions of the target page; 

a feedback receiving unit configured to receive plugin running result data fed back 

through the first channel by the client terminal software; 

a data processing unit configured to process the running result data; and 

a result forwarding unit configured to send the processing result to the browser 

through the second channel. 

In a fourth aspect, a client terminal apparatus is provided, the apparatus including: 

an instruction receiving unit configured to receive a plugin execution instruction 

sent through a first channel by a server, the plugin execution instruction being used for 

instructing to run a target plugin; 

a plugin processing unit configured to call, according to the plugin execution 

instruction received by the instruction receiving unit, the target plugin to run; and 
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a result feedback unit configured to feed back running result data, through the first 

channel, to the server for processing, such that the server feeds back the processing result 

to the browser. 

The data communication method and apparatus according to the embodiments of 

the present invention call and execute a plug-in by client terminal software, so that the 

client terminal software may execute the plugin on its own even if the browser cannot run 

the plugin, thus implementing compatibility of the plugin with various browsers. 

 

Brief Description of the Drawings 

FIG. 1 is an application scenario of a data communication method according to an 

embodiment of the present invention; 

FIG. 2 is a flowchart of a data communication method according to an embodiment 

of the present invention; 

FIG. 3 is a schematic diagram of the principle of a data communication method 

according to an embodiment of the present invention; 

FIG. 4 is a schematic structural diagram of a client terminal apparatus according to 

an embodiment of the present invention; 

FIG. 5 is a schematic structural diagram of another client terminal apparatus 

according to an embodiment of the present invention; 

FIG. 6 is a schematic structural diagram of a data communication apparatus 

according to an embodiment of the present invention; and 

FIG. 7 is a schematic structural diagram of another data communication apparatus 

according to an embodiment of the present invention. 

 

Detailed Description 

The data communication method according to the embodiments of the present 

invention is applicable to a scenario where client terminal software requires a plugin to 

assist in running. It should be noted that the method is also applicable to extension, 

controls and other programs for expanding software functions. A plugin is taken as an 

example in the following embodiments. 

FIG. 1 illustrates an application scenario of the data communication method.  The 

described method is not limited to the application scenario, and other similar applications 

may employ the method according to the embodiment of the present invention. Suppose 
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that it is necessary to open a webpage by using a browser 11 (the browser may be any 

browser such as firefox or IE) when client terminal software is running, and in this 

embodiment, an “online bank” that is run in the browser is taken as an example. In the 

process of using the online bank, a password may need to be input. FIG. 1 illustrates a 

page where a password needs to be input. The page may be referred to as a “target page”. 

In the page, it is assumed that a login password input area indicated by an elliptical box 12 

is managed by a password control, the password input field is normally displayed in the 

page of FIG. 1 and a password input by a user is received only if the password control is 

run (setting the control is generally for ensuring security of the password). In this 

embodiment, the password control is referred to as a “target plugin”, i.e., running of the 

target page shown in FIG. 1 requires a target plugin, and only by running the target plugin, 

may the function of inputting the corresponding password in the target page be normally 

executed. 

In a conventional way, the target plugin is called and executed by the browser 11, 

so that a page area corresponding to the plugin is normally run. The data communication 

method of this embodiment will describe how the target page in FIG. 1 is normally run in a 

situation that the target plugin is not in line with the plugin specification of the browser 11, 

and at this point, the browser 11 cannot call the target plugin. FIG. 2 illustrates the process 

of the method: 

201. A server sends a plugin execution instruction to client terminal software 

through a first channel, the plugin execution instruction being used for instructing to run a 

target plugin; and, instructs, through a second channel corresponding to the first channel, a 

browser to process other page functions of a target page. 

Wherein, the server, when receiving a request of accessing the target page sent by 

the browser, establishes the first channel with the client terminal software, establishes the 

second channel with the browser, and stores a corresponding relationship between the first 

channel and the second channel. 

202. The client terminal software calls, according to the plugin execution 

instruction, the target plugin to run. 

203. The client terminal software feeds back running result data, through the first 

channel, to the server for processing. 

204. The server processes the running result data, and sends the processing result, 

through the second channel, to the browser. 
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The process shown in FIG. 2 is described more specifically in the following. At 

first, in order to make the data communication method according to the embodiment of the 

present invention easy to understand, the principle of the method is simply illustrated with 

FIG. 3, wherein the online bank client terminal shown in FIG. 1 is still taken as an example, 

the browser is equivalent to a tool responsible for page parsing and display, and the server 

is an online bank server corresponding to the online bank. 

When the target page shown in FIG. 1 is displayed, the server sends a processing 

instruction to the browser, carrying page file data of the target page to be displayed by the 

browser. The browser, upon receipt of the data, parses the webpage syntax through a 

browser kernel, and renders and presents the target page. Referring to FIG. 3, in a 

conventional way, for a page requiring a plugin to assist, the server, when sending the 

processing instruction to the browser, may also instruct the browser to call a target plugin 

at the same time. In this way, the complete target page of FIG. 1 can be displayed. 

However, for a situation where the plugin is not in line with the API specification of the 

browser, it is necessary to employ the manner in the embodiment of the present invention, 

and the server may instruct the client terminal software to accomplish a task of calling and 

running the plugin, which is equivalent to that the client terminal software executes the 

task in place of the browser. 

Specifically, with reference to FIG. 1 and FIG. 3, in the target page shown in FIG. 1, 

the page function may be divided into two parts. The first part is a page function 

corresponding to the elliptical box 12, and this part displays the input field and receive a 

password input by a user only by running the target plugin. The second part is other page 

functions, for example, the display toolbar “file, edit, favorite and so on” shown in FIG. 1, 

and other page content such as a picture 13 in a display page.  Such functions are 

functions that are implemented by the browser without relying on the target plugin. Based 

on this, the server, when instructing to run of the target page, would give instructions 

separately. As shown in FIG. 3, the server instructs the client terminal software to run the 

target plugin, and still instructs the browser to run other page content.  

It should be noted that, although the server instructs two parts of the target page to 

run separately, the server records a corresponding relationship of the two parts therein, for 

example, “a page part corresponding to the target plugin run by the client terminal 

software is a part of the target page run by the browser”. Moreover, the client terminal 

software, after running the plugin to receive the password input by the user, would 
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transmit the password to the server, and the server, after processing the password (such as 

password verification), may instruct the browser to display “login succeeds”, thus 

associating the two parts together. 

The general principle of the data communication method is simply described above. 

On this basis, a process of establishing a connection between the client terminal software 

and the browser as well as the server shown in FIG. 3 and an interaction procedure in page 

display are described in detail as follows, including: 

In this embodiment, the client terminal software may monitor network 

communication, and specifically monitors communication between the browser and the 

server. For example, a website of an online bank is opened in an IE browser, the process of 

opening the page of the online bank (at this point, it is assumed that the page is a page that 

does not require running of a plugin, for example, the home page) requires the browser to 

communicate with the online bank server, and the browser sends a request of accessing the 

page (the page may be referred to as the target page). At the same time, the client terminal 

software may monitor the process of communication between the browser and the server. 

Specifically, the browser is a browser that supports HTML5, when the server 

returns page data to the browser, the page data includes a piece of HTML5 code of a 

WebSocket, and the browser, after parsing the page, establishes a connection with the 

server by using the WebSocket. The WebSocket is a protocol of the HTML5, which 

implements full-duplex communication between the browser and the server. The browser 

sends a channel acquisition request to the server by using the WebSocket, and the server, 

after receiving the request, allocates channel information and a channel identifier to the 

browser. The channel information, for example, includes: a server address and a server 

port. The channel identifier, for example, is a Key. In this embodiment, the channel 

between the browser and the server may be referred to as a second channel, represented by 

L2, and the Key allocated to the channel by the server is referred to as K2. The server may 

feed back the information to the browser periodically. 

The client terminal software, in the process of monitoring the communication 

between the browser and the server, may acquire the channel information and the channel 

identifier.  For example, the client terminal software may acquire the address and the port 

of the server. The client terminal software would actively send, according to the channel 

information, a channel establishment request to the server, to request the server to allocate 

a channel of connection with the client terminal software. Moreover, the client terminal 
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software may carry the channel identifier K2 in the request. 

The server, after receiving the request of the client terminal software, would 

establish a channel of connection with the client terminal software, which is referred to a 

first channel in this embodiment and may be represented by L1. Moreover, the server 

determines, according to the channel identifier K2 carried in the request sent by the client 

terminal software, that the first channel corresponds to the second channel, and establishes 

a corresponding relationship between the first channel and the second channel. The server 

may record information similar to those in the following Table 1, record a mapping 

relationship among the first channel, the second channel and the channel identifier, or only 

record a corresponding relationship between the second channel and the channel identifier: 

Table 1 

First channel Channel identifier Second channel 

L1 K2 L2 

 

No matter which recording manner of the corresponding relationship it is, the 

server needs to obtain a binding relationship between the first channel and the second 

channel in a subsequent process of page processing, because the server further needs to be 

responsible for data forwarding between the client terminal software and the browser, and 

running data after the client terminal software runs the plugin needs to be fed back to the 

browser by the server, which belongs to association between some functions of a same 

page. Reference may be made to the subsequent embodiment parts. 

In addition, it should be noted that the server may know the effect of requesting 

creating a first channel by the client terminal software. The effect is as follows: when it is 

necessary to run a page plugin, the server instructs, through the first channel, the client 

terminal software to call the plugin, but no longer instructs the browser to call the plugin. 

The manner that the server obtains the effect may be set flexibly. For example, it is 

possible to carry an identifier, for instructing the effect, in the channel establishment 

request sent by the client terminal software, or it is also possible to preset at the side of the 

server that receiving the request for establishing a channel from the client terminal 

software is used for the above effect. 

Next, after the server has created the first channel and the second channel and 

recorded the corresponding relationship between the first channel and the second channel, 

the server still resumes processing running control of the client terminal software. Which 
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page is displayed by the client terminal software in which step of the running process is 

controlled by the server.  The server instructs the browser to display the page, and the 

browser parses and displays the page according to the instruction of the server. 

Similarly, for the target page shown in FIG. 1, it is assumed that, at a certain time, 

the server detects that what to be performed in the next step is displaying the target page, 

and the target page needs to run a target plugin. Then, the server may send, through the 

first channel, a plugin execution instruction to the client terminal software. The instruction 

is used for instructing to run a target plugin, and may carry a plugin identifier of the target 

plugin, so that the client terminal software finds, according to the plugin identifier, the 

plugin for calling.  With respect to display of other page parts in the target page, the 

display is still processed by the browser, and the server sends, through the second channel, 

data of the other page parts to the browser and instructs the browser to process. 

Specifically, the browser, after receiving the page data sent by the server, performs 

parsing and display, for example, the browser displays page content outside the password 

input field in FIG. 1, such as a page toolbar and an in-page pattern. After receiving the 

instruction of the server, the client terminal software finds, according to the plugin 

identifier, a corresponding plugin for calling and execution, and by executing the plugin, 

causes the password input field to be displayed normally and to be capable of receiving the 

password input by the user. It should be noted that the target plugin executed by the client 

terminal software may be already installed, the target plugin is pre-defined in a 

configuration file of the client terminal software, and the client terminal software knows 

the installation position of the plugin and acquires, from the installation position, plugin 

data for execution. 

The client terminal software, after running the target plugin, further needs to feed 

back, through the first channel, running result data to the server for processing. For 

example, the client terminal software, after running the plugin, displays the password input 

field and receives the password input by the user, and the client terminal software 

transmits, through the first channel, received password data to the server. The server may 

process the password data such as perform password verification to verify whether the 

password is correct. If the verification is passed, a prompt such as “verification is passed” 

or “login succeeds” is displayed on the target page. Specifically, the server, after verifying 

that the password is correct, may notify the browser to display a successful login on the 

target page. The instruction displayed on the page of successful login is equivalent to 
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feeding back the processing result of the password data to the client terminal software. 

More specifically, the server may associate the client terminal software and the 

browser in the following manner: in the above process, the client terminal software would 

also send K2 when sending the password data to the server through the first channel, and 

the K2 is acquired when the client terminal software monitors network communication. 

When the verification is passed, the server finds the second channel L2 corresponding to 

the K2 according to the K2 and the corresponding relationship recorded previously, for 

example, Table 1, and instructs, through the L2, the browser to display information 

indicating that login succeeds. 

In addition, it can be seen through the above process that the data communication 

method is similar to communication between the client terminal software and the browser. 

For example, after the client terminal software executes a plugin program, the server 

performs processing according to running data of the client terminal software, and feeds 

back the processing result to the browser for display. That is, a display of the browser is 

obtained in combination with a running result of the plugin at the side of the client 

terminal software, which is equivalent to that the server transfers the data of the client 

terminal software to the browser. On the contrary, when the browser needs to 

communicate with the client terminal software, the request may be transferred through the 

server, that is, the request is sent to the server through the second channel, and then the 

server sends the request to the client terminal software, thus implementing two-way 

communication between the client terminal software and the browser. 

According to the data communication method of this embodiment, a same plugin is 

applicable to a variety of browsers, and developers no longer need to develop plugin 

versions in line with various browser specifications, as long as the client terminal software 

can call and execute the plugin. Compared with the conventional way, the work load of 

plugin developers is reduced significantly. Moreover, the method also improves the 

efficiency of service implementation. For example, when certain client terminal software 

needs to be upgraded, it is not necessary to develop plugins of multiple versions, 

upgrading of the client terminal software can be implemented quickly, and the efficiency is 

improved. 

Based on the above method embodiment, an embodiment of the present invention 

provides a client terminal apparatus. The apparatus is run at client terminal software, so 

that the client terminal software performs the method in the above method embodiment. In 
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this embodiment, the structure of the apparatus is briefly described, and reference may be 

made to the method embodiment for working principles of respective modules thereof. As 

shown in FIG. 4, the apparatus may include: an instruction receiving unit 41, a plugin 

processing unit 42 and a result feedback unit 43; wherein: 

the instruction receiving unit 41 is configured to receive a plugin execution 

instruction sent through a first channel by a server, the plugin execution instruction being 

used for instructing to run a target plugin; 

the plugin processing unit 42 is configured to call, according to the plugin 

execution instruction received by the instruction receiving unit, the target plugin to run; 

and 

the result feedback unit 43 is configured to feed back running result data, through 

the first channel, to the server for processing, such that the server feeds back the 

processing result to the browser. 

On the basis of FIG. 4, this embodiment further provides another apparatus of FIG. 

5, wherein the client terminal apparatus further includes: a network monitoring unit 44 and 

a channel request unit 45. 

The network monitoring unit 44 is configured to monitor communication between 

the browser and the server, to acquire channel information and a channel identifier of a 

second channel allocated by the server to the browser. 

The channel request unit 45 is configured to send a channel establishment request 

to the server according to the channel information acquired by the network monitoring unit, 

the channel establishment request carrying a channel identifier, such that the server creates 

the first channel, and establishes a corresponding relationship between the first channel 

and the second channel according to the channel identifier. 

An embodiment of the present invention further provides a data communication 

apparatus. The apparatus is run at a server, such that the server performs the above method. 

As shown in FIG. 6, the apparatus may include: an access request receiving unit 61, a 

channel establishment unit 62, an instruction sending unit 63, a feedback receiving unit 64, 

a data processing unit 65 and a result forwarding unit 66; wherein, 

the access request receiving unit 61 is configured to receive a request of accessing 

a target page sent by a browser; 

the channel establishment unit 62 is configured to establish a second channel with 

the browser, establish a first channel with client terminal software, and store a 



11 
 

corresponding relationship between the first channel and the second channel; 

the instruction sending unit 63 is configured to send a plugin execution instruction 

to the client terminal software through the first channel, the plugin execution instruction 

being used for instructing the client terminal software to run a target plugin, and 

instructing, through the second channel, the browser to process other page functions of the 

target page; 

the feedback receiving unit 64 is configured to receive plugin running result data 

fed back through the first channel by the client terminal software; 

the data processing unit 65 is configured to process the running result data; and 

the result forwarding unit 66 is configured to send the processing result to the 

browser through the second channel. 

On the basis of FIG. 6, this embodiment further provides another apparatus of FIG. 

7, wherein, in the apparatus, the channel establishment unit 62 may include: a channel 

request sub-unit 621, a channel creation sub-unit 622 and a channel relationship sub-unit 

623, wherein, 

the channel request sub-unit 621 is configured to receive a channel establishment 

request sent by the client terminal software, the channel establishment request carrying a 

channel identifier; 

the channel creation sub-unit 622 is configured to create the first channel according 

to the channel establishment request; and 

the channel relationship sub-unit 623 is configured to establish the corresponding 

relationship between the first channel and the second channel according to the channel 

identifier. 

The above descriptions are merely preferred embodiments of the present invention, 

which are not intended to limit the present invention. Any modification, equivalent 

replacement, improvement and the like made within the spirit and principle of the present 

invention should all be included in the protection scope of the present invention. 
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Claims 

 

1.  A data communication method comprising: 

receiving a request of accessing a target page sent by a browser; 

establishing a second channel with the browser, establishing a first channel with 

client terminal software, and storing a corresponding relationship between the first channel 

and the second channel; 

sending a plugin execution instruction to the client terminal software through the 

first channel, the plugin execution instruction being used for instructing the client terminal 

software to run a target plugin, and instructing, through the second channel, the browser to 

process other page functions of the target page; 

receiving plugin running result data fed back through the first channel by the client 

terminal software; 

processing the running result data; and 

sending the processing result to the browser through the second channel. 

 

2.  The data communication method of claim 1, wherein the establishing the first 

channel with the client terminal software, and storing the corresponding relationship 

between the first channel and the second channel includes: 

receiving a channel establishment request sent by the client terminal software, the 

channel establishment request carrying a channel identifier; and 

creating the first channel according to the channel establishment request, and 

establishing the corresponding relationship between the first channel and the second 

channel according to the channel identifier. 

 

3.  The data communication method of claim 2, further comprising: 

receiving communication data sent by the browser; and 

forwarding the communication data to the client terminal software. 

 

4.  A data communication method comprising: 

receiving a plugin execution instruction sent through a first channel by a server, the 

plugin execution instruction being used for instructing to run a target plugin; 

calling, according to the plugin execution instruction, the target plugin to run; and 
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feeding back running result data, through the first channel, to the server for 

processing, so that the server feeds back the processing result to a browser. 

 

5.  The data communication method of claim 4, wherein, before the receiving 

the plugin execution instruction sent through a first channel by a server, the method further 

comprises: 

monitoring a communication between the browser and the server, to acquire 

channel information and a channel identifier of a second channel allocated by the server to 

the browser; and 

sending a channel establishment request to the server according to the channel 

information, the channel establishment request carrying a channel identifier, such that the 

server creates the first channel, and establishes a corresponding relationship between the 

first channel and the second channel according to the channel identifier. 

 

6.  The data communication method of claim 5, wherein the channel information 

includes a server address and a server port. 

 

7.  A data communication apparatus comprising: 

an access request receiving unit configured to receive a request of accessing a 

target page sent by a browser; 

a channel establishment unit configured to establish a second channel with the 

browser, establish a first channel with client terminal software, and store a corresponding 

relationship between the first channel and the second channel; 

an instruction sending unit configured to send a plugin execution instruction to the 

client terminal software through the first channel, the plugin execution instruction being 

used for instructing the client terminal software to run a target plugin, and instructing, 

through the second channel, the browser to process other page functions of the target page; 

a feedback receiving unit configured to receive plugin running result data fed back 

through the first channel by the client terminal software; 

a data processing unit configured to process the running result data; and 

a result forwarding unit configured to send the processing result to the browser 

through the second channel. 

 



14 
 

8.  The data communication apparatus of claim 7, wherein the channel 

establishment unit includes: 

a channel request sub-unit configured to receive a channel establishment request 

sent by the client terminal software, the channel establishment request carrying a channel 

identifier; 

a channel creation sub-unit configured to create the first channel according to the 

channel establishment request; and 

a channel relationship sub-unit configured to establish the corresponding 

relationship between the first channel and the second channel according to the channel 

identifier. 

 

9.  A client terminal apparatus comprising: 

an instruction receiving unit configured to receive a plugin execution instruction 

sent through a first channel by a server, the plugin execution instruction being used for 

instructing to run a target plugin; 

a plugin processing unit configured to call, according to the plugin execution 

instruction received by the instruction receiving unit, the target plugin to run; and 

a result feedback unit configured to feed back running result data, through the first 

channel, to the server for processing, such that the server feeds back the processing result 

to the browser. 

 

10.  The client terminal apparatus of claim 9, further comprising: 

a network monitoring unit configured to monitor communication between the 

browser and the server, to acquire channel information and a channel identifier of a second 

channel allocated by the server to the browser; and 

a channel request unit configured to send a channel establishment request to the 

server according to the channel information acquired by the network monitoring unit, the 

channel establishment request carrying a channel identifier, such that the server creates the 

first channel, and establishes a corresponding relationship between the first channel and 

the second channel according to the channel identifier. 




