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FOR THE PREVENTI ON OF UNDESI RABLE ACTI VI TI ES OF EXECUTABLE OBJECTS Fi el d of
the Invention The present invention relates to the security nanaganrAtpRoms'

conmput er net wao bga27bfr e particularly, the invention relates tpomiLygssssand

......

Obj ects in a workstation of a conmputer network. Background of the Invention
The Internet has devel oped very nuch both in respect of and of
t he technol ogy enpl oyed, since it began a few years ago\\“\ mﬂm@ mw y days
of the Internet, web sites included text only, and after

was i ntroduced. As w , rds such
as pictures, voice v 1 progr amns

used 10 play t hemKERLEYHABE B/ACTIVITIES wmmqymmeewml oaded

to the user's wofrkstation only upon his requéest, and extracted on y by the
appropriate player, and after a specific order fromthe user. V\hen in the

nat ur al courjﬁ EE tltja divel oppent of the World Wde Wb the search for a
way to show L0 nd ani mat ed Wb Pages began, Sun

M crosyst ems l.an e r to
wite & pr og(f;ﬂn%vrgﬁé’ﬁ% enta Telntds 'R el riindincbiol CHBRHE

downl oaded t ;dth@rks Mot Pastiatloly, whe iavéntiba rkhevd argethciRGRkSeté e by
his browser at his workstation. The executabl es are used) atbge'g to provide

.phot ogr aphi ¢ fempreventingrnundasirable pefivities @ﬁmundeslmhle&ixeg\at Obi¢rts inf er .
Such execut abl es roachihng the user workstation's

resour ces) wit WRT %tgglqnogﬁa(‘gp@p%@!g%w?xgk probl em Al though - ~APR

+ 2A03 WD 00/ 22796 PCTJI L99/00539 -2 sone levels of security were defined in

t he Java Ianuage) it was very soon .that a huge security hole was found in
t he | anguage 5 s ; : M crosoft devel oped ActiveX, which

i s anot her : k Exe or al so,d paded |nt t he wor kst qti on.
Acti vex has%i %tiya ﬁs‘fﬁtl@f? mrytwa@aﬁ%%mpspw it gontentsaedpeon
fl ooded with ely
or w t hout thel\é%n\gﬁ é@[@@%t IEyZeSdeﬁsgﬁé:a WBG’B vvorEése'% tl ons wﬂﬁiﬂebe&%
organi zat i onsiatheEetheodnﬁezgren,embl giteo ninegludddatette only] unal iadtes. a Avhileugh

or gani yat | on EraBRS B o ”‘iueesﬁegsréx,ehé%%%ﬁcd‘%bi%pﬁﬂ%sg@%?%sa@rame
bl
esalt i uﬁasgﬁﬁ@?f%%d‘f %J R4S OGIRE AP VIRGR T4, PR 480EloEd KEA ek’

_server s/ wor kghabl Programeiusid i plsy Wmamltfd Ylayarsd. IpitiAlyS subht filée X
conponents, DLLs and ot her object codes, and their use is increasing at an

unpar al | el ed vmsaedom:doa:dp@rmt @%usemgeo@sﬁatmprmévmnah@ gennasbaded into
th t d | ed. t f
now ng- abonsLhatPAcR S bY SR deetRERRl S1asr hichBR §'etES e Hoed o

for early detghetuder. and prevention of the codes from be| ng executed. The
security problemwas solved partially by the browser manufacturers which
all ow the user to disable the use of executables. O course this is not

When, in the natural course of the development of the World Wide Web

ﬂlﬂ

the search for a way to show nicer, interactive and animated Web Pages
began, Sun-Microsystems Inc. developed Java - a language that allows the
webmaster to write a program, a list of commands - Network Executables
- that will be downloaded to the user workstation without his knowledge,
and executed by his browser at his workstation. The executables are used,
e.g., to provide photographic animation and other graphics on the screen of
the web surfer. Such executables have some ways approaching the user

workstation's resources, which lead to a great security problem. Although

L
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a reasonabl e solution) since all the electronic comrerce and adverflsﬁaﬁy 03
are based on the use of executables. The security problemis nuch nore
serious once such an executabl e can approach the enterprise servers,

dat abases andW® ¥&27%or kst at i ons. _4APR~~ wo 00nz~96 PCTI | LOPQIES%00539 | n
a copendi ng patent application of the same applicant herein, IL 120420)
filed on March 10, 1997 (and on February 23, 1998 as PCT/IL98/00083) t he
speci fication of which is incorporated her &n by reference, a nethod is
described and clainmed) for selectively preventing the downl oadi ng and
execution of undesired Executable Objects in a conputer, which conprises

the steps of gore)lePéle\dfbebgrinwess dofined 20ths JhvA R Aldze, SPMAsCRIIHaRbAd tO
one Oor nore gat evvail each at eway servi ng one oOor nore end user corrput ers,

(b) provi di ngthatas muqacumtybolmwm&umhmt@immge to detect Executable
bj ects reaching said gateway, to anal yze the header of each of said
Execut abl e (bjects, and to determ ne the resources of the corrputer that the

Cxecut bl COBerl S84 bR Mo AR TRERSICOHRL e B0 5861 ©

sai d gat eways, ore eac Icy repr esent| ng

t he resour cesNe¢woeRNBxveutsble oforrmpumaS)doWﬁbaddae mdén thet wirktaidows
or does not allow an Executable Object to utilize within its destination,

wher ei n t he SAetiveXyhamalsgseruripeprablems of the aamedindt ored in each of said
one or nore Control Centers; (d) when an Executable Object is detected at
‘the gateway: 1. analyzing the header of said Executable Object; 2.

det er m ni ng t PR BR|YAEE ha8 bdeRefl6cIBANvEth tRBtwoCERsstaabech 8ty peeds

to utilize; 3. conparing the resources of the conputer that the Execut abl e
" bj ect needs downiodderk -wdelibarhtelgaruwithpubPdhe cknawlddgé iof thie tbersr esmtoces

of the computer fhat, the Executabl e Obj.ect n ds to ptilize a I ncl uded I n
the list of tW@rf‘%*sa@?:ﬂrtsesW& vvéHg'F’&za Es-by |t$e¢eﬂaﬂfw contain \pR

Chr ough the qaREalcs Hhetels CAIBoLeY Reuhily %@c‘#‘ﬁi A Tk sl

downl oadi ng; speghited sebhrityhpolicssiithe @gahizationconmput er t hat t he
Once executed, codes may jam the network, cause considerable
irreversible damage to the local database, workstations and servers, or
result in unauthorized retrieval of information from the
servers/workstations. Such elements may appear on Java applets, ActiveX
components, DLLs and other object codes, and their use is increasing at an
unparalleled pace. The majority of these small programs are downloaded
into the organization unsolicited and uncontrolled. The enterprise has no
way of knowing about their existence or execution and there is no system
in place for early detection and prevention of the codes from being

executed.

The security problem was solved partially by the browser manufacturers
which allow the user to disable the use of executables. Of course this is not
a reasonable solution, since all the electronic commerce and advertising
are based on the use of executables. The security problem is much more
serious once such an executable can approach the enterprise servers,

databases and other workstations.



Execut abl e Object needs to utilize are included in the list of the
resources prohibited for use by the Security Policy) preventing &#fR 2003
Execut abl e Obj ect from passing through the gateway, thereby preventing it
fromreaching uter which has initiated its downl oadi ng LoER|
Center (CO nglagoéﬁgwgentral control unit, e.g., a PC or other Pgg’r’rpu e?#
which is connected to a plurality of gateways, and which updates the nenory
means containing relevant date, e.g., the Sgcurity Policy. Once the CCis
updated, e.g., by the addition of an additional limtation to the Security
Policy, all gateways are updated at once. The use of the CC to control the
operation of the security elenents of the gateways obviates the need (which
exists in prior art systens) to update each gateway every tinme that a

i tod to). diyn opdife saredibiningRon Urehe s SRriGR ROt I, 130890, g
The LAN i s | yufiledl b Maher, cTha(eaid oh (beay/ ooy a59Bnes ECTALBBIOODSN, as

the World Wde Wb, or to nore |imted LANs, e.g., of a client or supplier,
t hr ough one ortheospecificasionyef wiieh is dneprporateddrarain bytieferenchea Imethed ishe

! o2 SRR b A SRS o s 1
o T L Ak A RERR R ate OV 10 kg 858 o

sane organi zatthenstepsef:security requirenments nmay vary from one depart nent
to the other, and it may be necessary to keep high security |evels,

i ncl udi ng preventing Executables frommgrating fromone departnment to the
. other, even within j i C f _said
gat eways, to det ect@é@ﬁ?@fﬁo‘é@% é@ﬂ?éﬁkgggﬂ%%@%%idﬁa légv\%%cg‘flgggﬁggffe
the header of raagd gatewdis)eiegatichlysetbingtdrts otiédré @ ndalisrHobtpitees;
resources of the corryuter that the " Executable Cbject needs to utilize may

be of many diff er enfb) tnowidingymeans (cowpledeta vaght afbpaidogateways ta depgasd”
and anal yzed th t by i nLNag.an the co nicatiqn lJine,to {he
TCP/ I P prot ocgﬁ‘.’,‘e‘ﬁ@% ﬁﬁlgfétﬁ %eqch.iﬁ%gf@pga e?”zfl’fo"ﬁr@X’F%?%? %eagﬁg r?fzf?c MI'P,
HTTR, FTP, et Gof 9@ HxeeuiadblOOblts idd detbifind tKEréiothirsd 68Hd dtnpilt@r
contents of the header of ' the executable object are steps which are

under st ood by thad theiHteedtahde Odpectameddoko uhilizean be ef fected by nmeans of
conventional program ng)..and they ar erefpore, nqQt descri bed herein jn
detail, for the sak@nafg‘%}ﬂ’é\ﬁ Wanéqegpelphgo}f@ggﬁ @Fat%eﬁﬁgéug%ﬁ‘ioéeﬁﬂf ct
(EO has been I : [ r o u e EO
needs to util ié}g@wﬁtgﬁpt%e igecar?;tg?/‘s’lltg’tgyl igy %an ggée%ﬁs%% ggﬁefr%q g.gég’b)t(/ﬂ
conpari ng t hencosnbinatiomosfkeesputcas)| thap theisdmlimstrator glowsar doestmet w

whi ch represents the Security Policy.. . .Conpari.son can al so. be carri.ed out
agai nst the daf% 8?‘3&%&1 é‘l’iéﬂcé? Filize nwithin atsc%et@aémiw r yBReans

and conparing : NEE FA Mhd . of 19WR Vdtle and
per f or mance co%g gepag %{%‘gr}g{sv#??&ggten [ élt/%t %t!&?%%?ﬁge‘dﬂ? %peratﬁ%n%ls g:gﬁg
carried out atCoheroh@eavexy; itself. Prior art solutions provide for the

anal ysis of conmunication taking place via,a_single paort) Port 80, which is
the port commonly e@m@@;ﬁe%@ﬁﬁh%ﬁ?sm 3t theiggteway:s possi bl e

to surf the net through g = . | 22796

PCTI 1199/ 00536 - 6 1t han PLTAFAD By bepadk R Bldcluatl Eeficor
according to currently- a¥aldiaihiniag Cthe! regyurceanadt thwr doputerplthael thy of
ports. Therefore, if nmdre than one user enploy a_gateway simultaneously)

prior art systems are i nef¥xesutaflehjeet naedy tandiliees suitable for the

si mul t aneous anal ysi s of ,conmuni.cat jon taking pl ace,via other po{ts.
Anot her severe drawback Y fHs very SEP8 'gesl—rf‘?_l:’%ggr \F@P’?‘éteﬁ_eg‘égﬁ the
serve a plurality of usersgxadneableGhjaét AskdRUAeiFiR with thE S¥cufity Fdlicy

and;

(i) if the resources of the computer that the Executable
Object needs to utilize are included in the list of the

resources allowed for use by the Security Policy,



method. In order to permt to analyze the executables "on the fly 20
wi t hout hi ndering the downl oadi ng and he operation of harnl ess execﬁtpgtg"l es’.
anot her copendi ng patent application of the same applicants herein (121815,
filed Septen¥® 00227961997 and correspondi ng PCT applicati on PCPCTACAS/003982,
filed on February 23, 1998) provides a nethod for processing Executable

hj ects, conprising: (a) providing anal ysis, means capabl e of

non-interfering anal ysis of data packets ti@ansmtted on a commrunicati on

| i ne between a browser and an HTTP server on the web) said conmuni cation

| i ne being established through a gateway; (b) anal yzing the handshake
between said browser and sai d gfliswirig the Ebticaeibla Objett ‘to GBsRthdosgthdy
the user and an HTTP code sent in response by said server; (c) when such an
HTTP code i s detected) anal yzigafeway cand taciesch theneomputer twhichi bas

server to said browser, by: (L1).providing orderin ans to order data
packets received in non-sequeﬂ%’?@?‘g?d &@r, w&a@?gﬁgaard themin sequenti al
order to header checking MenSif tHe QRBSn 3™ of~ theApa?orag%ezp bl 4200539

(2) checking the data packets”so as to analyze the contents of the header

of the Executable Object, and Exedutabié Qbjebtc needouocatiliaé drecirphsdednin hat
it needs to enploy; (3) transn‘itti,ng to said gateway data representing the
resources of the systemt hat tthe bgkaft tha Eoggyrees prehibitad; for use Ay thed

(4) providing data packet suppsessi S led tq sgid . such
‘that if the resources of the %%Wr%@ﬁ?né&%%%{‘%bﬁ’ee %e‘ggﬁébﬁgﬁ(égjegg
utilize are not permtted acCoigig pgaisidte TREMIgH ¥ the! | gitswdy, bytHdeb

adm nistrator, at |east one data packet bel ongi ngh:o t he 4Execut abl e C¥)j ect

" is suppressed, altered or danmpreventimgsid frompreaching the cempater whichhbasof
by the browser. The ever changin cene of lLnternet systens, however,
requires that new solutions gg‘%ﬁﬁ?ffﬁ@dﬁt@lﬂﬁ reats whi ch devel op
continuously, to add to the security provided by existing nethods.

Specifically, new Internet browsers are equi pped w th expanded
capabi liti es,AiGComsali Centert (CChoszy becaedntral donomadiwgt! g.,| atRC netatherich

as the ability to access Jocal files and directories, Furthernore, other
appli cat i ons,COSRYCEs W }SnscP&H‘@ESecf/éDV‘Br aﬁg@ﬁw Pfalgataways, W&’é&ti ng
to be carrie Fp&%t i I 'tgﬁ,#q ﬁﬁﬁﬁ i I o I N
this situati E)h, ﬁgei téggéreék%n a d g‘)%‘s echgzzglﬁsgn ?g%g%’l g'r%’eg%egr%@ﬁ%yer net
appl i cati ons PélityotOeée RheoC@TEs upttedp el 9T tlexiadditide f aasaddibional
undesi rabl e Execut abl e Objects nmay _be all owed access through "secure”

_appl i cati ons,limitationt to thePesypitycBeliensall gateways argoupdatedcet enee. Theat
i ous| ' fe i h t hay,.di d_not, al f
hocese of oiserfb the ERot $ahte "ARIERR-RTod MOV, SaliBinl idifend of e

probl em and Etei;v%ﬁ'o%%iat%géﬂxesﬂéé”ﬂ Sw%ﬁ’éh'%id&'ﬁs 0§ pHdeRk é’yeﬂ;@ﬁﬂ;?% updatét A~
R 2003 .. WO 00122796 _$ PCT/1L99/ 00539 SUMVARY OF THE |I'NVENTI ON

each gateway every time that a change in policy is made.

A LAN (Loocal Area Network) may be (but is not limited to), e.g., a network
of computers located in an office or building. The LAN is typically
connected to outside communications networks, such as the World Wide
Web, or to more limited LLANg, e.g., of a client or supplier, through one or
more gateways. The larger the organization, the larger the number of
gateways employed, in order to keep communications at a reasonable

speed.

Generally speaking, a LAN can also be made of a plurality of smaller
LANS, located geographically nearby or far apart, but even if small LANs



Lt is an object of the present invention to provide a nethod fek APR2E i ng
undesirabl e activities of Executable Objects, that overcones the aforesaid;
drawbacks of prior art systenms. It is another object of the invention to
provi de such _a rreth?l which is easy to inplenent and whi ch doe ire
har dwar e char’(’{ﬁ‘ég‘.’mf78 t is a further object of the invention toﬁ%ﬂﬁ“é?/g(gsgg
met hod whi ch prevents an application that has been exposed to the Internet
.to access sel ected resources. O her advant,gges and objects of the

i nvention will beconme apparent as the description proceeds. The nethod for
preventing undesirable activities of Executable Cbjects via an application)

according to the invention, conprises denying to the sanme application, or
one or nore ofre found wshin thectame sganizabigne dhe ciesurity reaUirpmgyts may

previ ously exhibited I nternet behavj of. a a LE4.CiC [ tion
for accessi ng'ad HOM: O, departme etr?yﬁ?ggﬂla%@d%ﬁ‘gﬁti @&I }gen,ag%r%b% etoo?%r e
of its thr eadﬁigh' RLERAEY 1RBRY| Riclidihgpravadtidg i aeasisled Srapudidratide i s
accessing a secured resource. According to a preferred enbodi nent of the

i nvention t hefroni bwel depaptment to theotliergeven withinmthe sammorganigatiovent at i ve
of Internet behavior, keeping a record of au resources that are to be kept
secured and when an application that has previously exhibited Internet

behavi or att s.to 0 | o]
cai d secur cd B8 say del SGHPRERFoRt B SR YRAWTACH, BitocH SRLRARFOBfRRtS
PCT/ 1 L99/ 0053@ gcfing Anid @atbwayp e daistys tled headep @f @bch iofsaith Expastable
since the last Internet behavior; or - It has perfornmed at |east _a

pr edet er mi nedOhjecher exid oper detesmdne f the: regemyses; 9§ the comnutpehatofbe or -

. Anot h di.ti op.has b ful fihled T b, |
be enpl oyed | BropnebieORIES Hats i il meY cpf o Hafy Hibiepo il can
speci fic syst T@i@ahkr, BB e SgichiYa 18 Ghgett A6 dtidpped? astd hhalgzed as ehe gatbway

conprise, for stance§ the exercise of control over the execution of
downl oadabl esby distemiarg dnrthegcdmuamieatisrehineitorthe TCHAR protoendt anwell as
unexecut ed downl oadabl e may access the segcure 0 or di ne
preferred enbbithegbiest ‘irﬁé‘s?%v%??;?‘iﬂis,’ 45 ?%gg\élﬁ?eﬁfﬁ% @?@s&% ?gﬁ%(??gon
conpri ses t he; S§ uIﬁb% rdotdhth Eithe HRYdar of
harm ess. Accor ?dr% {:‘?)mgﬁpre gg&%ﬁ%’g@%ﬁﬁ&ﬁl%ﬁﬁe&i ‘r-'lvention | nt er net
behavi or is btleskgscutnblé abjdct age stapsehichrdrecamdestocdrbyc thensliibed person,
specific protocaols, such as HTJP, ‘g P, SMIP, tetc., or by disall ow ng t(?e
transfer of oBpdcwhiglEoan bﬁr%&%e r BYegRg| o eRRantional (PrograRine ANt he
access to trugted sj need adl : ' SIAILREFity.
preferred enbglt’ﬁ%ﬁ? Eﬁéretl e~ Pﬁggﬁ |ond§<?:e(?é§gn% @Egﬁ%g%ﬂ%e% resott})?cetl(s

bl ocked by disabling a thread using a specific systemservice that is used

to access the secured resource, )
Once the header of the Executable Object (EO) has been analyzed,

comparing the resources of the computer that the EO needs to utilize with

the Security Policy can be easily done, e.g., by comparing them with a
look-up table provided to the gateway by the CC, which represents the
Security Policy. Comparison can also be carried out against the data
stored in the CC, and in such a case specific memory means and
comparing means may not be necessary in the gateway. However, speed
and performance considerations will often dictate that such operations be

carried out at the gateway itself.

Prior art solutions provide for the analysis of communication taking place
via a single port, Port 80, which is the port commonly employed for web

surfing. However, today it is possible to surf the net through ports other



The invention al so enconpasses apparatus fox preventing undesirabl .
activities of Executable Objects via an application, conprising'é’ﬁ%ﬂgmp .
for storing a record of Internet behavior of a plurality of applications,
and rmeans for WRMNRHMS to the sane application access to a secuPEINLAYMN?BLe
if it has previously exhibited Internet behavior and has not net a specific
- 4 AP R 200 ", WD 00122796 PCTIIL99/00539 -10condition for accessing said
resource, and further for denying said appl®ation, or one or nore of its

t hreads, Internet behavior if, at the tinme access is sought, it is
accessing a secured resource. The invention is further directed to a system

for preventi ngthuidPoit @0, avhile ithe tHETPOserwsr of tthB! @seebheokding fo dArrently
application, conprising a conputer on which one or nore applications are to

run, sai d conpavailalei teghnologys tcanet twonkhen| atpdnnality of portist Fherefore, if
extranet, said co ter being ' provided with a nor or storing a record
of 1 nter net - boFes SHATHOBS, bty enBRISY 5 Bt A SaRILARMdSn FOPS ArhAYSIASARS
for denying to ' | : b ool as
b evi ousl y exhiie PeRPBVERbLE Phord Br a6t BtiKle Tof BEL sANAEAGNIL Enblysid of 70
for accessing comthunéSation eakinpiplace virotHe®podeslyi ng said application, or

one or nore of its threads, Internet behavior if, at the tine Internet
behavior is exhibited, it is accessing a secured resource. Throughout this

speci fication),whgnever refer Is the In t it is_ungerstood
that the same AP eésﬁevﬁﬁgaﬁagv%%{{égégg?%t%eﬁ r%?glmﬁgr‘éﬁr We’?%&ffqg to
e.g., an |ntragebeof afitgetof aBEks| WPheki dpe@dtingr Aiordink! t&ade! Yrior art
_understand that all that is said with reference to the Internet i's equally
appl i cabl e, wimethhéd nodifications, to other types of networks. Bri ef
Description of the Drawing In the drawings: Figs. | A and 1B schematically
illustrates two alternative situations in which an application that has
been exposed tyg,t rﬁy;.tm-'s ﬁﬁ S red (o). TROYSISM 1 2
schematical ly %oﬁegr@iet uat |1(lgnt({jﬁdﬂ | C%Qgﬁ i’fo%cﬁtéglt%lyoﬁ%t Egté Fg ’CS‘PFE%?Yy
accessi ng a sechinderingether dewnloadfing eand rliec opetatimhafi marmless executalfier,
2003 WO 00/ 22796 PCT/1L99/00539 -11 Fig,, 3.furt % illustrates the_secure
resources bl och& ef)ré‘&%‘é‘ﬂﬁcaﬁﬁﬁﬂg applicajion gopame applicants herein

(121815, filed September 22, 1997, and corresponding PCT application
PCT/1IL98/00082, filed on February 23, 1998) provides a method for

processing Executable Objects, comprising:

(a) providing analysis means capable of non-interfering analysis of
data packets transmitted on a communication line between a
browser and an HTTP server on the web, said communication
line being established through a gateway;

(b) analyzing the handshake between said browser and said server,
to detect a “GET_" command sent by the user and an HTTP code
sént in response by said server;

(c) when such an HTTP code is detected, analyzing the data
packets transmitted by said server to said browser, by:

(1) providing ordering means to order data packets received
in non-sequential order, and to forward them in sequential

order to header checking means;



Detai |l ed Description of Preferred Enbodi nents Looking now at Fig. 1A a
situation is illustrated in which an Application (indicated as "Appli i on
#1") tries to reach through one of its threads (in the figure, &k ABR a
secured resowyeonreds The Thread #1 (or any other thread of thg~ff¥B1n0530
application) has previously exhibited Internet behavior (Internet behavi or
meani ng that an application opens a connection to the Internet). This

behavi or has been recorded in nenory nmeans.f.not shown in the figure), along
with the details of the event. In the option detailed in Fig. | A any other
thread of the same application is prevented fromaccessing the SR In the

alternative situation depicted.in Fig. 1B, ;only the specifig thread, that
has exhi bited Internet tfghgé?cgfng Q?‘F‘dg%l‘fﬁ/p%‘d‘(?-tf ﬁ? éﬁgoﬂ%’éi%%ﬁ?heaﬁ%mﬁ%%Bﬁt ed
from accessing the SR, whi t t 0 : he
specific exanple of Fig. ltg)e l?léc#rtlig&)o erggg g?g%?ﬁ%té su %TS.EraégH'g ('1% read
#2 and Thread #3) can accagsowcssoftheckystanithatit Mexderidiaigploy;t he

i nvention, whenever an application exhibits Internet behavior, this event
is recorded in a rremy@)ﬁmnsmﬁmge tposaide Batewayie dada ksepresentivg ithet he
server). Arecord is also _kept in | ook-u bl al l resqurces that
are to be kept secured. V\ﬁgﬁooutrﬁ%s g@#@e ﬁﬁehgﬁ?toﬁh% %ecﬁg%blﬁré&e gs'fes? S
exhi bited Internet behavi @p vdfiiz8 ®hé t 0 access one such secured resource,

access to the resource is denied, unless: 1) At least a predetermn ned.
period of tinme has passdd) providinghdatiagsackenisapprassinghadans; caupled tbtsaids

performed at | east a preset nunber of _ope ions after_ the |nternet

behavior; or - 4~ APR Z(ﬁgﬁe"f"ﬂ’ E\)‘Bgdéﬂa 2-%%3 P@PPFE%P@BB%@YESW%;aKﬁBFher

- preset condition has been.ﬂ:&ébrﬁdbll@dObm{'yngécﬁ' $6¢ AR tdr@h%o%aﬁepﬁiﬂéégd to
al |l ow access to an ot herw se E‘)arred secured resource. For instance, control

may be exercised over the agzmaditig tonthef sedavity paliepkesby ¢heiadeninistratay, atch

connection, to ensure that no unexecut ed downl oadabl e, may_access th
secured resource, or the d%l%d%@@%?%@%&éhﬁ@ﬁ%‘?%@ ject

ascertain that they are hallg 'Eu‘f)ﬁfessg raitafaetnqagggiﬁrggg%d’g gﬁeiﬁrﬁ?%ﬁﬁ%&ﬂhei r

own sand-box for Java appletsy or execu e cer ess
with a digital signature, egbciififtic2bbfbyotlicchiowsate anal yzed of fline or
statically. The skilled person will, of course, be able to provide many
different suitable conditions for this purpose. Turning nowto Fig. 2) a
different sitygation is, shawn, in ikch _one thread,of an appli.catj;o

Crppl 1 cat i on S Rier Ay st SELGRrRECavRlERS, blwePte Tl s,
£exhi bi ting | nisghitgéndBE PrbFided &' nbW thréaisU@hicBHevbLEdiRintehdly! €5 addtb be
"deni ed. Here, again) a look-up table is kept of secured resources, so that)
whenever an afpei seurity girowided sby cexistimgimethuder ripechfztadlst,onewt Hotermedr y
in which a log of the resources, acgessed i,s, kept, is. checke ai nst .t he
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receives an | nternet execut
and directories. Furthermore, other applications, such as, for instance,

MS-Word or Visual-C++, allow browsing to be carried out directly without
the need for an additional browser. In this situation, the separation that
existed conventionally between Internet applications and other programs,
does no longer exist. As a result, undesirable Executable Objects may be
allowed access through “secure” applications, viz., through applications,
such as a word processor, that were previously considered safe inasmuch
as they did not allow for the access of EOs. )

The art has so far failed to provide a solution to this problem, and it is

clear that such a solution is urgently needed.



ActiveX object) it normally stores it in a tenporary or cache %iéﬁ@éory and
only when the entire executabl e has been downl oaded from t hHe#| t, one-.
of the threads within the application accesses it and executes it. These
steps are scH¥@0RT8 |y shown in Fig. 3: Step 1 (S1) - A thr eadlPGIARAYNSHS
an Internet Executable; Step 2 (S2) - Athread reads the |Internet
Executable fromthe tenporary or cache di regtory; Step 3 (S3) - Athread
attenpts to access a secured resource and i'S” deni ed access. Either thread
w 4 APR 2003 , . WD 001 22796 PCT/1L99/00539 -13 can perform any or nore
than one step.,Step 3 will be perforned even if one of steps S1 or S3 has
not been perforned. O course, the above operations can be carried out

wi thin the workstati on in avari et ways, using many different prograns

and conput er SHMMARY QF THE INVIENT e skill of the routineer, and
which therefoyre are not, descri bed herein,in detail., for the, sake of .
brevi by A ds AmoBRes AE i pretent TaveRtion Bupfyide agpetibd fig Bavanking
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PCT patent apor odrablo SEMAES! BARIGIIR Object, thiEbRBREmed I SLRERAN, 00
~on |sraeli Padwvwbaykelofgpaiorcaxrteysted®314, filed Novenber. 27, 1997) of the

sane applicant hereof) the description of which if wholly incorporated
herein by reference. All the above description of preferred enbodi nents has
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applications can be involved in the securing process, and their activities
" can be nenorized and analyzed in many different ways, all w thout exceeding
t he scope of the ipventiop. < APR Zpp3 . . 00l 22796 .-.14 C ai ns
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application, or e or nore of Its threads, access to a secured resource if
it has previ aesbureeshi bited | nternet behavior and has not net a specific
condition for accessing said resource, and denying said application) or one
or nore of its threads, Internet behavior if, at the tine access is sought,
't 1S access| G 38fdiltaes hAd Bhiéds o théiﬂ%m&g Grfe%bﬂﬁl %f%ﬂe%'[t@s]the
conprising recording In henory-events representative o rne

behavi or, keedddegiptionep®icdedd. all resources that are to be kept secured and

when an application that has previously exhibited Internet behavior
attenpts to access one such secured resource, denying access to said

d | ess: At. | east det er.nd i ftinme h
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c) Another presef condition has been ful fill ed. .
application, or one or more of its threads, access to a secured resource if it

has previously exhibited Internet behavior and has not met a specific
condition for accessing said resource, and denying said application, or one
or more of its threads, Internet behavior if, at the time access is sought, it

is accessing-a secured resource.

According to a preferred embodiment of the invention the method
comprises recording in a memory events representative of Internet
bebavior, keeping a record of all resources that are to be kept secured and
when an application that has previously exhibited Internet behavior
attempts to access one such secured resource, denying access to said

secured resource, unless:



3. A nethod according to claim2) wherein the preset condition conprises
the exercise of control over the execution of downl oadabl es receiggggggbhﬁg
I nt ernet behavior, to ensure that no unexecuted downl oadabl e nay a e’
secur ed resoungg gothre¢® Met hod according to claim2, wherein thedgy 5390
condition conprises the analysis of the downl oadabl es to ascertain that
there are harni ess. 4 APR 2~,~ F. WD 001 22796 PCTI1L99100539 -15 6. A

met hod according to any one of clains 1 to-8 wherein Internet behavior is
bl ocked by di sabling the network connection creation. 6. A nmethod according
to any one of clains 1 to 4, wherein Internet behavior is bl ocked by

di sabl i i'fi I ] [ ' |3 th
Speci 10 prot ocol S ComSeL s pReRs et deRe BF Bed el fadtell clacd O it 11

protocol. 8. Anteitmbehac¢ivrfbng to any one of clainms 1 to 4, wherein

| nternet behavior is_blocked by disabling the transfer of EGs in the '
communi cati on prot ocBl kas perfarmedafdleast 8- pradetexmingd mwanber of apenationso 8,
wherein the access taq, -.trusted sites.is not disabled. 10. A method
according to a‘?@eIO IB’ftn?ﬁﬁ}tﬁEn%stf A0 PfBrein access to a secured resource
i's blocked by di sablApg ' | ,hgu@ stem service that is
‘'used to access the secupgﬂb?ée%g&?ggt{b%lﬁaszpﬁﬁo a?:i(':ordi ng to any one of
claims 1 to 10, wherein all sub-threads of a thread that is denied access
to a secured resource are_al so geni ed acceis t(f seﬁgred resources. 12. A
met hod accordi'ﬁbe%%&ﬂo‘%ﬁiéméﬁt phean be employed fprdihis pusppseare engaa8dor a
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skilled person and may comprise, for instance, the exercise of control over

the execution of downloadables received during Internet behavior, to
ensure that no unexecuted downloadable may access the secured resource.
According to one preferred embodiment of the invention, for instance, the

N preset condition comprises the analysis of the downloadables to ascertain
that they are harmless.

According to a preferred embodiment of the invention Internet behavior is
blocked by disabling the network connection creation or specific protocols,
such as HTTP, FTP, SMTP, etc., or by disallowing the transfer of objects
(EOs) through a protocol. However, if so desired, the access to trusted sites
need not be disabled.

According to another preferred embodiment of the invention access to a
secured resource is blocked by disabling a thread using a specific system

service that is used to access the secured resource.

The invention also encompasses apparatus for preventing undesirable
activities of Executable Objects via an application, comprising a memory
for storing a record of Internet behavior of a plurality of applications, and
means for denying to the same application access to a secured resource if

it has previously exhibited Internet behavior and has not met a specific
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Brief Description of the Drawings

In the drawings:

Figs. 1A and 1B schematically illustrates two alternative situations
in which an application that has been exposed to the Internet is denied
access to secured resources;

Fig. 2 schematically shows a situation in which an application that

is currently accessing a secured resource is denied Internet behavior; and
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(indicated as “Application #1”) tries to reach through one of its threads (in
the figure, Thread #1) a secured resource, SR. The Thread #1 (or any other
thread of the same application) has previously exhibited Internet behavior

(Internet behavior meaning that an application opens a connection to the
Internet). This behavior has been recorded in memory means (not shown
in the figure), along with the details of the event. In the option detailed in
Fig. 1A, any other thread of the same application is prevented from

. accessing the SR.

In the alternative situation depicted in Fig. 1B, only the specific thread
that has exhibited Internet behavior, and any sub-thread thereof, are
prevented from accessing the SR, while all other threads are allowed
access. In the specific example of Fig. 1B, none of Thread #1, and its
sub-threads (Thread #2 and Thread #3) can access a secured resource.

According to the invention, whenever an application exhibits Internet
behavior, this event is recorded in a memory (which can be located in the
workstation or in the server). A record is also kept in a look-up table, of all
resources that are to be kept secured. When the same application that has
previously exhibited Internet behavior attempts to access one such
secured resource, access to the resource is denied, unless:

1) At least a predetermined period of time has passed since the last

Internet behavior; or
2) It has performed at least a preset number of operations after the

Internet behavior; or
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secured resource. For instance, control may be exercised over the

F2N
'

execution of downloadables received during such connection, to ensure
that no unexecuted downloadable may access the secured resource, or the
downloadables may be thoroughly analyzed to ascertain that they are
harmless. For instance, many browsers provide their own sand-box for
Java applets, or executable objects are certified harmless with a digital
signature, or executable objects are analyzed offline or statically. The
skilled person will, of course, be able to provide many-different suitable

conditions for this purpose.

Turning now to Fig. 2, a different situation is shown, in which one thread
of an application (Application #1) has already accessed a secured resource,
SR, and is now exhibiting Internet behavior. In this situation, Internet
behavior will be denied. Here, again, a look-up table is kept of secured
resources, so that, whenever an application attempts to exhibit Internet
behavior, the memory in which a log of the resources accessed is kept is
checked against the look-up table. If one of the resources currently being

accessed is a secured resource, then Internet behavior is denied.

When an application receives an Internet executable (e.g., a Java or
ActiveX object) it normally stores it in a temporary or cache directory and
only when the entire executable has been downloaded from the Internet,
one of the threads within the application accesses it and executes it. These
steps are schematically shown in Fig. 3: Step 1 (S1) — A thread downloads
an Internet Executable; Step 2 (S2) — A thread reads the Internet
Executable from the temporary or cache directory; Step 3 (S3) — A thread

attempts to access a secured resource and is denied access. Either thread
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one of steps S1 or S3 has not been performed.

Of course, the above operations can be carried out within the workstation
in a variety of ways, using many different programs and computer
routines, which are within the skill of the routineer, and which therefore
are not described herein in detail, for the sake of brevity. An example of
the operations involved in handling the data and blocking access to
resources is described, for instance, in the copending PCT patent
application No. PCT/IL98/00084 filed on February 23, 1998 (based on
Israeli Patent Application No. 122314, filed November. 27, 1997) of the
same applicant hereof, the description of which if wholly incorporated

herein by reference.

All the above description of preferred embodiments has been provided for
the sake of illustration, and is not intended to limit the invention in any
way, except as defined by the claims. Many modifications may be effected
in the invention. For instance, a variety of applications can be involved in
the securing process, and their activities can be memorized and analyzed

in many different ways, all without exceeding the scope of the invention.

CCC
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Claims

1. A method for preventing undesirable activities of Executable Objects
via an application, comprising denying to the same application, or one
or more of its threads, access to a secured resource if it has previously
exhibited Internet behavior and has not met a specific condition for
accessing said resource, and denying said application, or one or more of
its threads, Internet behavior if, at the time access is sought, it is

accessing a secured resource.

2. A method according to claim 1, comprising recording in a memory
events representative of Internet behavior, keeping a record of all
resources that are to be kept secured and when an application that has
previously exhibited Internet behavior attempts to accéss one such
secured resource, denying access to said secured resource, unless:

a) At least a predetermined period of time has passed since the last
Internet behavior; or

b) It has performed at least a predetermined number of operations
after exhibiting Internet behavior; or

c) Another preset condition has been fulfilled.

3. A method according to claim 2, wherein the preset condition comprises
the exercise of control over the execution of downloadables received

during Internet behavior, to ensure that no unexecuted downloadable

may access the secured resource.

4, A method according to claim 2, wherein the preset condition comprises

the analysis of the downloadables to ascertain that there are harmless.
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5. A method according to any one of claims 1 to 4, wherein Internet

behavior is blocked by disabling the network connection creation.

6. A method according to any one of claims 1 to 4, wherein Internet

behavior is blocked by disabling specific protocols.

7. A method according to claim 6, wherein the specific protocols comprise
HTTP, FTP, SMTP, or the like communication protocol.

8. A method according to any one of claims 1 to 4, wherein Internet
behavior is blocked by disabling the transfer of EOs in the

communication protocols.

9. A method according to any one of claims 5 to 8, wherein the access to

trusted sites is not disabled.

10. A method according to any one of claims 1 to 4, wherein access to a
secured resource is blocked by disabling a thread using a specific

system service that is used to access the secured resource.

11. A method according to any one of claims 1 to 10, wherein all
sub-threads of a thread that is denied access to a secured resource are

also denied access to secured resources.

12. A method according to any one of claims 1 to 10, wherein all
sub-threads of a thread that is denied Internet behavior are also denied

Internet behavior.
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13. Apparatus for preventing undesirable activities of Executable Objects
via an application, comprising a memory for storing a record of Internet
behavior of a plurality of applications, and means for denying to the
same application access to a secured resource if it has previously
exhibited Internet behavior and has not met a specific condition for

accessing said resource.

14. Apparatus for preventing undesirable activities of Executable Obiects
via an application, comprising a memory for storing a record of Internet
behavior of a plurality of applications, and means for denying said
application, or one or more of its threads, Internet behavior if, at the

time access is sought, it is accessing a secured resource.

15. A system for preventing undesirable activities of Executable Objects
via an application, comprising a computer on which one or more
applications are to run, said computer being connectable to the Internet
or Intranet or Extranet, said computer being provided with a memory
for storing a record of Internet behavior of each of said plurality of
applications, and means for denying to the same application access to a
secured resource if it has previously exhibited Internet behavior and

has not met a specific condition for accessing said resource.

16. A system for preventing undesirable activities of Executable Objects
via an application, comprising a computer on which one or more
applications are to run, said computer being connectable to the Internet
or Intranet or Extranet, said computer being provided with a memory
for storing a record of Internet behavior of each of said plurality of
applications, and means for denying said application, or one or more of
its threads, Internet behavior if, at the time Internet behavior is

exhibited, it is accessing a secured resource.
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17. A method for preventing undesirable activities of Executable Objects

via an application, substantially as described and illustrated.



