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decrypt the content to view and/or listen to subscribed content.

[0004] Generally, content is encrypted using keys (one or more bits) and the
keys are delivered on a regular basis. The keys that decrypt the content are
delivered periodically. In order to provide the content and keys that decrypt the
content at client devices, various over the air techniques are used. Often, a key-
exchange method is employed to provide a set of keys (for example public keys

and private keys) between the server and the client.

[0005] A common method is for the client to request a new key(s) or server
sending new key(s) to the client. According to this method, a new connection is
made between client and server in order to transmit the keys to client.
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Responswe to the request, the server generates the required keys and
determines a best time to send the keys to the mobile client device such that a
new connection is not required just for sending the requested keys. The best
time to send the keys may be during a scheduled connection for sending non-
key data, for example a connection setup for transmitting system parameters,
content data, etc. By sending the keys along with the non-key data, a need for a
special connection is avoided.

[0009] The embodiment also encompasses an electronic device, such as
mobile terminal, which may be operated in a communication system (for
example CDMA, TDMA, GSM, OFDM, OFDMA etc.). The mobile terminal

comprises a method for requesting one or more keys from a server and
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[0014] Figure 2B illustrates an example of operation of content delivery

system during a key epoch;

[0015] Figure 3 illustrates an example of flowchart of tasks performed by
processor of the server device according to an embodiment the invention; and

[0016] Figure 4 illustrates an example of flowchart of tasks performed by

processor of the mabile client device according to an embodiment the invention.

DETAILED DESCRIPTION OF THE INVENTION

[0017] Figure 1 illustrates a communication system and block diagram of
electronic devices operating within the system, such as a server device 100,
mobile client terminal 122 (“Client”) and content provider 120. The server device
100 comprises a controller (which may also be known as processor 102 and

may control the operations of the server device 100) coupled to memory 103
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[0019] The example of mobile client terminal 122 comprises a controller
(which may also be referenced to as processor 126) coupled to memory 127.
The mobile client terminal 122 communicates with the server device 100 to

receive content and keys to decrypt the content.

[0020] FIG. 2A and 2B illustrates an example of operation of content delivery
system using key epochs 200 and various messages that are sent between the
sever device 100 and the mobile device 122. An epoch is a unique period of
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number of windows that can be created during this time. Also, depending on the
operator and the type of information that is need to be communicated, a window
of timemay communicated with one mobile client terminal 122 or several mobile
client terminals at the same time. Therefore, several hundred windows may be
used to ensure that necessary or requested information is sent to the mobile

client terminals.

[0022] As shown in FIG. 2B, prior to the start of a scheduled window, for
example 208, an epoch event 214 is created. Thereafter, a communication link
between the server device 100 and the mobile client terminal 122 is created.
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keys. Generally, message 216 and 214 are not intended fo send any keys, only
system parameters. If the server device 100 has any keys to transmit to the
mobile client terminal 122, then the server device 100 may attach the keys
during these transmissions to avoid having to create a new connection for
transmitting the keys. Also, if determined through message 218 that the mobile
client terminal 122 needs new keys then the server device 100 may take
advantage of sending keys along with non-key data message 224 to transmit

keys to the mobile client terminal 122, without creating a special connection.

[0024] Figure 3 illustrates an example of flowchart 300 of tasks of delivering
keys is performed by processor 102 of the server device’s 100 according an
embodiment the invention. At block 302, data is continually being prepared for
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[0025] Figure 4 illustrates an example of flowchart 400 of tasks performed by
the mobile client terminal’s 122 processor 126 for receiving keys according to
an embodiment of the invention. At block 402, the mobile client terminal 122 is
an idle state of the content delivery system wherein, the server device 100 and
the mobile client terminal 102 may have a communication link or may have
communication link without data connection. The mobile client terminal 122 is
waiting for communication from the server device 100. At block 404, the
processor processing a receivedmessage, generally from the server device 100.

This message may or may not contain any keys. At block 406, the processor



then at bl ock 322, the processor generating the

necessary keys and at bl ock 324, attaching the keys to
woOheervesttis schedul ed nessage conmuni cat ed to t hecmmisedos/025151
client termnal 122. OQtherw se, processor returns to

bl ock 302. If determ ned thatgat bl ock 318 that the

keys were not received, then at bl ock 324, attaching
determising if dhe weceivsd messadie echtaipedaay keysnifiyes; tbnt at block

49, 8% Birpfasih Tp. 408 ik mTe b, Sfodessing the extracted
Kesist fid @ nto it tHEPREYPIinCd HBfRIbake! Thévdaftar é?%logﬁ 408, receiving

processor 126 for receiving keys according t
el Mesakeys duriegishoemeation seheduisgifon oegeiving nombkeéyedata. At

b€ 0, B bientf 28 Mofnihiart 8¢ sdlpiELoned Waheh 22 v
med hewckéyantif sey therakt bueknay2, hieep@ceosarINE atill Hdtifying the
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mobite sleetrdricedavicingudH aé REmoBRS tolgphos PRA, Aivbila! uters,
If yes, then at bl ock 408, the processor 12

keys.
rgggﬂ%g%/ﬁ?/ﬁg computar anst athes devices hawing a yirelessesannestion system

I a
AR AEoRrRlYiBgh AR 195, Ao uflBiTHE Borteptimay by block
afwideq andcaudie data rsushhegl fulletbldvision qregranm @r eagnhent of one or
data. At block 410, the processor 126 determning if
PRE HOE3™8: client terminal 122 will need new keys. |f
Q._then at block 412, the processor 126 wi ||

@9?7} yi Whilentdesigveation bap eeropaidiculashyudhawn end drseribed with
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T is CothBF \‘ﬁ‘didifn‘ééi"fﬁ)‘r‘fs,eémd"‘'()Qrié’l‘ic%‘*%lrr e FRenBiaY Wig é)% - @pparent to

W rel’'ess connection system and receiving audi o
thoske skitled in the 8 frams the forpyeingtdisclesureeantd teaghingsbThag, while

Qﬁ%\éire %’l?"br%n i diﬁ{qts‘g%% 39%%893%{9%%{’%5%\/iS?Jigg@Q?lly described
nélibing it WA b& \epiperarit thare nbARitoBS rhoditibatidré H"e Hstle thereto

described wit
without departing from the spirit and scope of the invention.

What is claimed is:



reference to a preferred enbodinent, it will be
understood by those skilled in the art that various
wohersgeer1isn form and details may be made t her ePaT/US2005/025151
wi t hout departing fromthe scope of the invention as
defined by the appended cl ai®s. That is, other

nodi fications and variations to the invention will be
apparent to those skilled g L art fromthe
foregoi ng disclosure and teac I'ngs. Thus, while only

a ients of h QY. ' . .
1SRRI SCRNER Sadhr e kAYSTThb fietai Gol g ots of
that nmer.ous ons, may be nmade thereto
Wi th ragwaetwmﬁghﬁv @)nﬁe\qHssgiﬂ d oGS Ser t ne
i nvention is clained is: CLAIMS 1. A nethod of
receW@‘W@StB‘Bé’a%We%?fesa@Vﬁe qrﬁ’éorﬁé%%@daﬁ%prl si ng act S
of : determ ning whether to request said one or nor
keys; ree@wugswggomlorv empretkeys @urdige aopom@lqae§§heduled for

BB EQKZ’%*%%S”?OTrg‘éreievikﬁésadﬁé'nnﬁei‘ data. 2

2 e TP 88 sifetan e plbrein S 8600t R08fd 58 one or

rﬁ@t‘éek s EbrApPsY adisigeleivnyBnedr kRve éé@%pﬁ@ﬁi képs BRS used to
decryptl ng previously stored content 3. The nethod as

for degrpptinghprsivigualy stofg@ cententai d act of determining
conprl ses act of receiving a notification based on a
3. iMhetmethiadeas elaimed Thelaimethwhessinciaid astiof deterraininggcomprises
Sl act of

d f
9\339 ﬁ’l&%“a@é ,afnclg '(S;t’%(%u’ quo%'a ﬁg ﬁp%\/l ously recel ved
4 hengtnaghas Elmen Ta it \reieky sad iR ieds comprises act o

éi’/%ilfa{tlﬁggf é‘ﬂeb%}hﬁf’é 8r g re{)‘B[l§l EEéNé\G "k@yé‘ dill be emen

recel v met ho cI al in cla

f I% Vrb@@\of'iaég & %&ﬂf&@ﬁ\e%o@ﬁé DS E(feﬂrgt‘ gﬁte‘?lasc%mpnses

stem pararre ers r‘reth

ddteinminihg ifbsideine sranorekeys swird nobrededyediat a conpri ses
receiving a set of multi-nmedia data. 8. The nethod as

@lﬂh@&ﬁeﬂhadcagldmhemmercmum n e GgHarbing récdiving Waidk eon-key data
dat a conprl Ses recel Vi n? a set of syst em par aneters

Qﬁ]ﬁ@pl‘@%é’ﬁC@Wlm B cﬁy@ eMatparameters.

7. The method as claimed in claim 1, wherein receiving said non-key data

comprises receiving a set of multi-media data.

8. The method as claimed in claim 1, wherein receiving said non-key data

comprises receiving a set of system parameters and a set of multimedia data.

9. The method as claimed in claim 1, further comprising an act of storing said

received one or more keys into a database.

10. The method as claimed in claim 1, wherein said act of receiving comprises
of receiving said one or more keys from a core network, said core network

comprising a digital rights management server and a license key server.

11. An apparatus, operable in a mobile communication system and configured

to receive one or more keys, the apparatus comprising:



9. The nethod as clained in claim1, further

conprising an act of storing said received one or nore
weeyw/netie a dat abase. 10. The net hod as cl ai medTius2005/025151

claim1, wherein said act of receiving conprises of

receiving said one or nore kigys froma core network,

said core network conprising a digital rights

nmanagrecésseercopfigared ® deteemine Kepidsene@r. mare kays needs to

N L T e
f&%@f@éﬁf@u??d%! sécﬁﬂieasﬁfdo@)ﬁéséf GAdid GEyediurihg a connection
determne I f sai

one or nore keys needs to be
scleapubed fat rendivingopioenikely d#éd.i very of said one or nore
keys; said processor further configured to receive
18aiTheoappamtumms &eised in icigima 1dowhereirosais begudemore keys

for receivi nqQn- key data. 12. The ratus as
compring L PHEdiex A daory g Braviausiysiied BBRRET Kers
conprise at one key for dec%r%ti ng Rrevij ousl%gy st ored furth
18ontheneppamtusas gaiaed: s ClMc 1Ay WRPrein Splg pracessor urtner

ARG 15 Pbcifl 8 FARBAIAHELYE off Atiistiiiteflal 0 T ecei ve a

ased on a ftirst criteria. 14.

h | ai : . : R _
13 ieraibilsra bl T Sl nBieRs Sl il EriefaSComprises
vgqu@semaqbﬁj nmed in claim 13, wherein said first
criteria conprises a value generated, after

1§efrﬁé“3' jafstub fastdIBinged el &ink €3 swherein Baid firet eriteid cotrfprises a
he apparatus as claimed in claim 11, wherein said,

vabre geyerateda afienpetesminiag anesIr mare keyiewees Bk reeelyed.
The apparatus as clained in claim1l, wherein said )
180 Thieeappaimatas csnglainsed ineclaion 16f whetsin sajsanenrisey dgta agmprises

The gppgr.atus _as.clainmed in claim1ll, wherein said

Woi(gm{ﬁ?%&@d%ﬁ?l ses a set of system paranmeters and

a set of nulti-nedja data.. 19. The apparat us, as .

1d. Jihﬁeapnaﬁawaawmecgmea@\ﬂhE?%awge oS8 LLAeT-KGY it comprises
. . g i d K it

%%@;ﬁ%gg&%g?@ﬁ&ew said one or nore keys into a

_ _ € apparatus as cl ai med in claim1l,
LT3 AP CERRIE YB35 SR SR e Bl Bomrises
$8btbflsy¥tent parieRss antiacsutof nudi-media data.
19. The apparatus as claimed in claim 11, wherein said processor further
storing said received said one or more keys into a database.

20. The apparatus as claimed in claim 11, wherein said processor further
configured to receive said one or more keys , wherein said at least one of said

keys comprises a license key.

21. An apparatus for delivering one or more keys, operable in a wireless

communication system, the apparatus comprising:

a processor configured to generate said one or more keys to be sentto a
mobile device and transmit said generated keys to said mobile device during a

connection scheduled for transmitting non-key data.



2 1. An apparatus for delivering one or nore keys,
operable in a wirel ess communi cati on system the

wappsreatlus conpri sing: a processor configured POT/US2005/025151
generate said one or nore keys to be sent to a nobile
device and transmt said gerrated keys to said nobile
devi ce during a connection scheduled for transmtting

Zmofﬁhbeappman%ls Flaanegdpar alains 2115, wlhaereredsfﬂld pragegsQr further

1, mher roces oy fur r
coRfiao 0 deTa b, 8o B aar G if PR oG sevive requires at
S kb qU|res at | east one key 23 The apparatus as
mggybﬁ n claim2 1, wherein said processor further
OFﬁq'ega

Sa%”@l Batinf biefhi o1 We‘i’éihdsé‘ﬁbbkﬁ;essor further

ev ce Pﬁ% a ing t one or nore keys are avail abl e
cémgure@rtememi annoiﬂ@aﬂd’rhéo waidhmaohite devickandisating that one or

claim 21, {ag)é a{ ocessor configured to access
"l@rﬁlk€¥$|§ée ﬁ&?‘ & (o ra}rl?%%ﬂ@?'ate sai d keys. 25 The
aratus as clainmed in clai erei n sai

261 Dbe pBAraRP BREIATIH N FIEE] GWAIaY S MoEESR Gppfioured to
d

affey fiofhds ee‘%’rv&@]%ébégﬁfeér%atie g 'ZGLZ% "26. The

gp afa%@gﬁ’:} P% ﬁée eﬁlgeﬁeﬁml A2}, Sl fﬁr Qﬁﬂsgﬁcessor further

cei’ve a rbques to tr
clSﬁB@urfeH o Sctieds M licéresediesy servepy adigital rigivte nadnagpnsentdserver
keys. 27. The agoarat us as clén med in claim?2l, said
apdecdistihution centar. togrneates3Rid feYet er mi ne a schedul e

for said connection. 28. The aﬁ paratus as clainmed ?
261 Then @pparatisi as sladved Joclainy 2 Said @ﬁqqeggpéfyr{r@r configured to

det.er mi i f f
ra‘%gé g{t Wner%é‘leggfo d{rgg%ﬁ k%&s ng %g%g;@%gdegéé% {;ﬁﬂ)r% qé’n%ratmg
seicPkéys?l, said processor further configured to attach

sai d keys to a non-key data nessage containing system

FRNEEA S ratudOas Elmal PRICRIIMS2 RSsdld Progsbson fartiaérnechfigured to

sai d processor further conflgured to use key epochs to
detérening @ schiedutsofonseid eémneston.r ansmi t ti ng non- key

data. 3 1. A nmethod of delivering one or nore keys in
28, ihicehpsaratuenas claimed dn ciaist 2ty sait oreeessod fudhgsr ¢anfigyred to
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20. The apparatus as claimed in claim 21, said processor further configured to
attach said keys to a non-key data message containing system parameters.

30. The apparatus as claimed in claim 21, said processor further configured to
use key epochs to schedule said connection for transmitting non-key data.

31. A method of delivering one or more keys in a wireless communication

system, the method comprising acts of:
generating said keys to be sent to a mobile device; and

transmitting said keys to said mobile device during a connection,

scheduled for transmitting non-key data.
32. The method as claimed in claim 31, further comprising an act of:
determining, prior to transmitting, if reuired to transmit at least one key.

33. The method as claimed in claim 31, further comprising an act of:



transmtting said keys to said nobile device during a
connection, scheduled for transmtting non-key data.
wGB2006k@18et hod as clained in claim3 1, furthecT/US2005/025151
conprising an act of: determning, prior to
transmtting, if reuired to 12ansmt at |east one key.
33. The nethod as clained in claim3 1, further
conpsending amadificatisin indinating thahonefaronpre keys ére availgple for
that .one or nore keys are available for transm ssion.
tr@RSMiSRlONLt hod as cI ained in cI ai m 3 1, wherein said
act_of geperatin rjse f acc a .
3k B Melpco iy LATHEY. Int it Ao dVASTeER a1 ¢AThn O GEMErating
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essing a license kKey server, a digital rights
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cefiprizesrarattwfagcassing adicense key sesvart akbgital ri.htsomanagement
gener at | ng sai d ke% 37. The nethod as clained in
serarangl @ distributen %Btﬁbrl sing an act of deternmining a

schedul e for said connection. 38. The nethod as
36. dihecmethodcasiclaimed in Glaime}T, duiten SOMBTiRg &5 agof receiving a

%ﬁ#%#t%@*@ﬁ% i . BriBER e SRl T G R ol ai e
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PesrRIE S safd corisetioht hod as clained in claim3 1,
further conprising an act of using key epochs to

@Ch%‘é%@trﬁﬁi &s E%E}HSG'M elanﬁ @1, FirBs B0k pritiing @R 68 %f determining
ata. 41. A nmethod of delivering keys fromfirst

ibieaid ometar morsekeyschake éxpired brforaegeneragiogsaickkens. act s

of : generating said keys, at the first device, to be

3R Mhd methoe @snclaided meclabm@1t, fartiseri cmmpgsu;glan Relyef attaching
fromthe first d%ce to second .device,durin

saith keys fua noddiRyata nessiade conaining, W&t%rﬁ’a& ebeo{?a

42. The nethod as clainmed in claim 1, yrthe

Kprihe methodassclaimedyia; daim il n&lrﬂzﬁr QQF@P%%EQ)@@ %cé\gfdésmg key
ddochi8%o UchBRlR iy EoltiédiontiBr #8nsmitting non-key data.

41. A method of delivering keys from first device to a second device, the

method comprising acts of:

generating said keys, at the first device, to be sent to a second device;

and

transmitting said keys from the first device to second device during a

connection, scheduled for transmitting non-key data.
42. The method as claimed in claim 41, further comprising acts of:

determining, at the second device, if one or more keys needs to be
requested;

requesting the first device to deliver said keys; and

receiving, at the second device, said keys from the first device during a

connection scheduled for receiving a hon-key data.



requested; requesting the first device to deliver said
keys; and receiving, at the second device, said keys
wonaewroénasfirst device during a connection scheduluseoos/025151
for receiving a non-key data.43. The nethod as cl ai ned
inclaim4 1, wherein said fi3 st device conprises a
server conputer. 44. The method as clainmed in claim4
43 Thbanethodsas dlairnedtin désic 41 caprein exaidh firatidavices comprises a

nPuter 45. The nethod as clainmed in claim4 1,
S@\W@ EPAPUETY second device conprises a robil e

iR oo AR AT TR S eroe
n{o&@ n\t}\ﬁj ger f orm oper ati on i ncludi ng:

erm ni ngOI ether to request one or nore keys;
5o HEShoR S LT SRR R Tra S St PRyeg) b

apokitytetaiimal. 47. A nmachi ne-readabl e medi um conpri si ng
i nstructions which, when executed by a machi ne, cause

46hA H‘%Ehin@zerebeaﬁl%rﬁ'\@ﬂmw BBPsATY insELEEOWhizhD @hehi e@cuted
said keys to be sent to a nobile device;

and
byreamaching;, Ggusathe mybmedomr@rmerah%mcw'@mw ing a
connection, scheduled for transmtti ni non- key dat a.
determining whether to request one or more keys

requesting delivery of said keys; and

receiving said keys during a connection scheduled for receiving a non-
key data.

47. A machine-readable medium comprising instructions which, when executed

by a machine, cause the machine to perform operation including:
generating said keys to be sent to a mobile device; and

transmitting said keys to said mobile device during a connection,
scheduled for transmitting non-key data.



