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15 restricted to use by designated parties (e.g., licensed users, business associates, purchasers,
etc.) and is not intended for general use by the public. Methods have been devised in the past
for protecting such content from unauthorized use, but many of these methods have been
inadequate. Methods and structures are therefore needed for improving and/or simplifying the
protection of such digital content.
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BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a diagram illustrating a data storage disk in accordance with an embodiment
of the present invention;
Fig. 2 is a flowchart illustrating an example method for use in fabricating a data
25  storage disk in accordance with an embodiment of the present invention;
Fig. 3 is a block diagram illustrating an example system for use in accessing a data
storage medium in accordance with an embodiment of the present invention;
Fig. 4 is a flowchart illustrating an example method for use in accessing a digital
storage medium in accordance with an embodiment of the present invention;
30 Fig. 5 is a flowchart illustrating an example method for use in implementing a
checkout time limitation function for a digital storage medium in accordance with an

embodiment of the present invention; and
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20 Fig. 1 is a diagram illustrating a data stofage disk 10 in accordance with an
embodiment of the present invention. As shown, the data storage disk 10 includes: a data
recording region 12, a disk center hole 14, aradio frequency identification (RFID) tag 16, and
an RFID antenna 18. The data recording region 12 is operative for storing digital data on the
data storage disk 10. In at least one embodiment, optical data storage techniques are used.

25  Other data storage techniques may alternatively be used (e.g., magnetic storage, etc.). Any
type of data may be stored in the data recording region 12 including, for example, audio data,
video data, computer data, and/or others. The center hole 14 allows the disk to be mounted on
a center spindle structure within a digital storage drive or player to allow the disk to be rotated
during disk access operations. As will be described in greater detail, the RFID tag 16 is used

30 to store information that may be used for security, access control, and/or authentication
purposes for the content stored within the data recording region 12. The RFID antenna 18
facilitates the reception and transmission of radio frequency (RF) signals by/from the RFID
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storage disk in accordance with an embodiment of the present invention. A blank polymer

20 diskis first stamped to form pits in a surface thereof that are representative of data (block 22).
In at least one implementation, the disk is made out of polycarbonate or a similar material
(although other types of material may alternatively be used). After stamping, a metallic layer
is deposited on the pitted surface of the disk (using, for example, sputtering) to act as a
reflective layer to facilitate the reading of the data (i.e., the pits) using a laser (block 24). The
75  RFID antenna traces are also deposited on the surface of the disk (block 26). As described
above, in at least one embodiment, the antenna traces and the reflective layer are deposited
concurrently as part of the same deposition process. In other embodiments, the antenna traces
and the reflective layer are deposited separately. The RFID tag is next mounted on the
surface of the disk so that the tag is electrically coupled to the antenna traces (block 28). A
30 protective coating may then be applied over the pitted surface to cover the metallic layer and

the RFID tag (block 30). In at least one embodiment, a lacquer coating is used as the



RFID antenna traces are al so deposited on the surface of the disk (block
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I ncl ude
may represent any type of system that needs to access data stored on a digital storage medium

including, for example, a CDROM drive; a DVD drive; a Blu-ray drive; a computer having a

20 CDROM drive, a DVD drive, and/or a Blu-ray drive; a DVD video player; a CDROM audio

player; a Blu-ray player, and/or others. As shown, the system 40 may include one or more of:

an RFID reader/writer 44, a medium reading subsystem 46, a controller 48, and a memory 50.

The medium reading subsystem 46 is operative for reading data from a data recording region

of the data storage disk 42. This reading may be performed in a conventional fashion using,

25  for example, optical techniques (e.g., a laser and detector approach), magnetic reading
techniques (e.g., a read/write head, etc.), or other digital data reading techniques.

The RFID reader/writer 44 may be used to read information from an RFID tag

associated with the data storage disk 42 and to deliver the information to the controller 48.

The RFID reader/writer 44 may also be used to write information to the RFID tag associated

30 with the data storage disk 42 under the control of the controller 48. In some applications,

writing to the RFID tag may not be required. In such cases, the RFID reader/writer 44 may be

replaced by an RFID reader that is not capable of writing to the tag. The controller 48 is
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control. For example, the RFID might include an instruction that the data on the
corresponding medium may be played, but not copied (e.g., in the case of video or audio

20 data). Other instructions may also (or alternatively) be stored.

In at least one implementation, a digital storage medium (e.g., a disk) having stored
content is maintained in a “locked” mode prior to sale, using an associated RFID tag. Atthe
time of sale, the digital storage medium may be “unlocked” by modifying the contents of the
RFID tag so that the disk may be accessed by the purchaser. The process of “unlocking” the

25  medium may be accomplished in a variety of different ways. In one approach, for example,
the unlocking process at the point of sale (POS) may include simply writing a valid
decryption code to the RFID tag. The medium may then be accessed as described previously.

In another approach, a memory location within the RFID tag may be used to record the
present status of the associated medium (e.g., a bit position to indicate a locked condition ifa

30 logic 1 is stored and an unlocked condition if a logic zero is stored, or vice versa). At the

POS, the status of the medium may be changed to “unlocked” using an RFID writer. Other
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from the corresponding RFID tag for use in accessing the medium. Information may then be
written to the RFID tag indicating that the software has been installed to a computer. The ID
20 of the computer may also be recorded to the RFID tag at this time. If the software license
indicates that the software is only to be written to a single machine, then subsequent efforts to
install the software to another machine will fail. That is, the other machine will read the
RFID tag associated with the medium and determine that the software has already been
installed and thus block the new installation. The computer would have to be pre-
25  programmed to perform this function. The software may be permitted to be re-installed to the
same machine to which it was originally installed (a finite or infinite number of times). In
another example, an RFID tag may be programmed to permit the software stored on a
corresponding medium to be installed on a predetermined number of machines, or in some
other manner. In at least one embodiment, when software is de-installed from a computer, an
30 RFID tagassociated with a corresponding digital storage medium may be modified to remove
the previously written installation state. In this manner, the software may now be installed on

another machine without violating the license. A time limit may also be established for using
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digital storage nedium a software key may be read fromthe corresponding
RFID tag for use in accessing the medium Information may then be witten
to the RFID tag indicating that the software has been installe 0.a
comutch sttt St PP or e bl G ool 1y
ti.nme. . | cat es a e software is onl
be wri tlpwefiéoéeng?”ﬁg?éc?‘}ﬁg'hi ne, then subsequent efforts to install th)é te
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T BRI B! SEGRHS TYEF R REREM, labid HOGHS o e aghiigne, maybe
i nst al | gditdiatdrhg h6diffn dt Iagioﬁit e sdlel(Eer a milisit CRROM beingpachased ekampbie, an
RFID tag nmay be progranmmed to permt the software stored on acgogtflespondi ng

medi um $tm?betci)n’élﬁ Butagrassocintediwite e diatelRoReT MRIUHLERY PELTAGF ' A s ome
el TNk e S0, SUOATED e oo e

COTm! T Al Cla a correspondi ng digital

st or age(Jedhigh fdheRkd (WE), fulted high fremeney (UHFpraw) tusthieve thetread range

instal lation state. In this manner, the soft,vv%re Y. .ow be i.nstall ed on
antc:)i(gler n}:]meﬂa?n@ ant aha gepladesieat for ghet e cpde cHaig | arieqde PP GRED! PTG IES e
est abl i she or . usingthe. | I h ' i gital
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of an RejgRal §Br8 Medlifi fay adobagsedediuteizsicttetion idoeide diyoer paample:so h
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the |i keroviding ®EiRpicaders 6 sire PXinilp AelpctoRET &S :El%hqygrn nrpé?ﬁeégengﬂg :

That is, instead of. bar ¢ i L Qi . ; . :
of - sal o PratedBa fRsbrRE R SERNR SR peh st Sk AinGRTRAIMAGINAPO N
REI st ag%@@mﬁe RFED teilindldelyenwbt i selbctsd tr abievatik wad nangelrequirsddo witet an

RFID reader. This will typically require that an appropriate RFID
t echnol etplendterssel ected (e.g., high frequency (HF), ultra high frequency

(UHF), etc.) étg o%ﬂl"_b?g\sla%g%&?at&? ch gg{gﬁoﬁ&%éﬁﬁéd’ tdcBnidhbs Amydbd pRlcacaiTENt

for the bar ar code r acenent feature may
separately or in any combination for a digital storage medium. For example, in one

implementation, an RFID tag associated with a storage medium may include only a

20  decryption key. In another implementation, an RFID tag associated with a storage medium
may include a decryption key and an expiration date, and so on. Furthermore, other types of
information may also, or alternatively, be stored within an RFID tag associated with a digital
storage medium in accordance with embodiments of the present invention. In the above
discussion, a disk-shaped digital storage medium having an RFID tag is described. It should

25  be appreciated that RFID tags may also be used in connection with other types of digital
storage media to provide security, access control, and/or authentication functions in
accordance with embodiments of the invention. For example, in some embodiments, the
inventive principles are extended to non-disk passive digital storage media including tapes
(e.g., mini-DV, DV, SD, Digital8, ADAT, DA88, DCC) and/or others.

30 Fig. 4 is a flowchart illustrating an example method 60 for use in accessing a digital
storage medium in accordance with an embodiment of the present invention. The method 60

is for use with a digital storage medium having an associated RFID tag. First, information is



al so be used to provide inventory and shelf nonitoring. The RFID tag
associated with a digital storage mediummay also be used as a theft
det ect i orwOevicowoisg, for exanple, providing RFID reader CatUsSsa6ne3exits to
detect RFID tags that have not been properly processedby a cashier during
pur chase ge. gRFI D6| ECLI’OI’II c article surveillance (EAS)). Again, an
appropri ate t echnol ogy nust be selected to achi eve e.read
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describ
contents of the RFID tag may then be modified to reflect the fact that access rights to the

digital storage medium have expired (block 82). For example, in one implementation, a

20  decryption key stored within the RFID tag may be deleted at this point. In another
implementation, a status bit within the RFID tag may be toggled to a “locked” status. Other
techniques for modifying the RFID tag content when it is determined that an expiration date
has passed may alternatively be used. In at least one embodiment, the contents of the RFID
tag are not modified after the expiration date.

25 Fig. 6 is a flowchart illustrating an example method 90 for use in managing the
installation of commercial software within a host system in accordance with an embodiment
of the present invention. An RFID associated with a digital storage medium carrying the
software is first read to determine whether it is permissible to install the software on the
subject machine (block 92). For example, the RFID tag content may indicate that the

30  sofiware was already installed on another machine and thus may not be installed on the
present machine. Conversely, the RFID tag content may indicate that the software has not

been installed on another machine or that the software was installed on another machine but



previously, other types of information nmay additionally (or alternatively)
be stored within the RFIDtag. Fig. 5is a flowhart illustrating an
exanpl e rwOhoab/0602380r use in inplenenting a check out tipo®/USROBSEL3NDN
function for a digital storage nediumin accordance wi th an enbodi nent of
the present invention. Before data is accessed fromthe digital storage
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a "locked” sinlismoll IRLAERMHIELASs R 6T odRBubdGortbRplasyeomtent when
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used. | fundfiodaGiBswiteinehesysionhs tanire atterapitngibetess the cerrsp@Iling digigel stosaggot
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modulated onto a carrier wave for transmission over a transmission medium.

In the foregoing detailed description, various features of the invention are grouped

20  together in one or more individual embodiments for the purpose of streamlining the
disclosure. This method of disclosure is not to be interpreted as reflecting an intention that
the claimed invention requires more features than are expressly recited in each claim. Rather,
as the following claims reflect, inventive aspects may lie in less than all features of each

 disclosed embodiment.

25 Although the present invention has been described in conjunction with certain
embodiments, it is to be understood that modifications and variations may be resorted to
without departing from the spirit and scope of the invention as those skilled in the art readily
understand. Such modifications and variations are considered to be within the purview and

scope of the invention and the appended claims.



96). If it is determned that the software can be installed on the subject
machi ne, the software is installed (block 94YN, 98). After the software has
been i nstwibl2eab/o60138¢ contents of the RFID tag may be nodipCiram2aos/onsis ect t he
installation (block 100). For exanple, in one approach, an identifier of

t he subj ect machi ne (and possibly other information) may be entered into
the RFID tag after installation. OQther techniques nay alternatively be
used. __Jme_tzlmmsd_i_tlustrat ed in Figs. 4, 5 and 6 may be executed, for

exanpl e bycéﬁntr functlonallty within the systens that are attenpting to
access %he PSS 1?Jﬁgltal storage nedia (e.g., controller 48 of Fig.
3, etc.). Inagaﬁ Qmmﬁ%gt@femlgﬁdﬁqaﬁpiﬁmds may be stored as |nstruct| ons

and/ or data structures on nachi ne readabl e ﬁ%‘t Eﬁfﬁr}%l es ftcerent
types of rmchiade frequeaby ilepafsaiion (RFILDpe FORlete syt %efnle oﬁ%rﬁettes

har d. di sks ti.cal disks t (CDROVB) DVDs,
magr?et o“g‘?ﬁnr ggﬁ‘ f%ug%n a‘fCS%(IJ‘% %&r:g@arggﬁios?%gg%?g{%\/%&a andd(i)llr%?zccess menori es
(RAMB), erasabl e programmabl e ROV (EPROVs), electrically erasable
progranmmabl e ROV (EEPROVsE), magnetic or optical cards, flash nmenory,

and/ or 2t her Thypsisletl claien “éhfﬂetllabl e for storing electronic instructions or
data. In anoth r, for hni ques are enbodi ed as a set of

i nstructionsS® §1tf’ a:%"?‘?‘f%‘%ﬂl ‘{M%Q 55;‘( 51i?%arrl er wave for transm ssion over a
transm ssi Onsdﬂﬂ!FWtagi’scbhﬁleﬂﬁmgﬁfa&g ofledididiskd descri ption, various
features of the invention are grouped together in one or nore individual
enbd@i nents for the purpose of stream ining the disclosure. This nmethod of
di scl osyre i s, not n ed as reflecting an intention that the

cl ai rredgl nvei{l?g wﬁ ?ﬁcﬁ?ﬂensf %@é&%leatur es than are expressly recited in each
claim Rat he§a1d@@r&é&&n&d&hmcimlﬁ®s@hwpnsalrchﬁid en:d i nventi ve aspects may lie
in less than all features of each disclos odi men Al t hough the
present i nvegmid&FIRdag lf’é'@ﬁphé§@?§%elqgs@ e WI th certain

enbodi ments, it is to be understood that m)dl fications and variations may
be resorted to without departing fromthe spirit and scope of the invention

as thosq ski lhedrtidle 6hdaiat 3, wigaein] y understand. Such nodifications and
variations are considered to be within the purvjew an scogp &1 ?g
10n thereof and

i nvent i on andaiteptiesd diskdeciudes ametalNplayericeVvering regording re
antenna traces deposited on a common surface of said disk, said RFID tag being electrically

connected to said antenna traces, wherein said metallic layer and said antenna traces are

formed from the same metallic material.

20
5. The article of claim 1, wherein:
said information includes a decryption key for use in decrypting digital data stored on
said storage medium.
25 6. The article of claim 1, wherein:
said information includes rules indicating how said digital data stored on said storage
medium can be used.
7. The article of claim 1, wherein:
30 said information includes expiration information indicating a time after which said

digital data stored on said storage medium will no longer be accessible.

10



1. An article conprising: a storage nediumto store digital data; and a
radi o frequency identification (RFID) tag coupled to said storage nediumto
st ore i nfwormad/wm3Bor use in accessing digital data storet/useomsaizdist or age
medium 2. The article of claim1l, wherein: said storage nediumincludes a
disk; and said RFID tag is coupled to a surface of said disk. 3. The
article of claim1, wherein: said storage nediumincludes an optical disk;
and sai®l RFlIThetaatcle of eloimlewheisina surface of said optical disk. 4. The
article of clagj erein: | i - i ! . tallic |ayer
covering a &ﬁadaépgg%lgl\a%i Sﬁ%re 86%%9%{(%%‘%@% 13%(}&&;11%{1%;&8?1{% ?eégggedeposi ted on a
common sur f agal Riforiation hdtdes Sai iddBRidA 6faghdibémmgidiaftrare das blyeaggrheset ed t o
said antenna traces, wherein said netallic |ayer and said antenna traces
are f orinetdlléd ama corapweaie netallic material. 5. The article of claiml1,
wherein: said information includes a decryption key for use in decrypting
di gi5t al data stored on said storage nedium 6. The article of claim1,
wherei ng sai fl siqbmrcBRipridigl ncl udes rul es indicating how said digital data
stored on said storage nmediumcan be used. 7. The article q% clahgkﬁ,

wher ei n:  sai airadieffieqvaneyoidentifiqatign RIEEDtaeFerdH 9 1A IHREPEIPY TN 84N a ti me
after which said digit.al r .on said storage nediumw Il no | onger
be acce@giaﬁs‘logl.a%f% agﬁlﬁagﬁé&gg Cdgﬁnm 1, wherein: said digital data stored
on sai d st or agRdfeetieddingRabsygrm Hatiddate froandiddigdali stirogarmeiliom; ané| udes an

i ndi cation of whether said software has already b st al LL.ed on _a
confut er. a controller to receive said information rea([ ?ro said RFID tag And %0 w30 sfid

information during an access operation involving said digital storage medium.

10.  The system of claim 9, wherein:

said digital storage medium includes an optical disk.

15
11.  The system of claim 9, wherein:
said information includes a decryption key; and
said controller to use said decryption key to decrypt data read from said digital storage
medium.
20

12.  The system of claim 9, wherein:
said data stored on said digital storage medium includes software; and
said controller does not allow said software to be installed in said system when said

information read from said RFID tag indicates that said software is not permitted to be

25  installed in said system.
13.  The system of claim 12, wherein:

said controller does not allow said software to be installed in said system when said

information read from said RFID tag indicates that said software has already been installed

30  within another system.
14.  The system of claim 9, wherein:

11



9. A systemconprising: a radio frequency identification (RFID) tag reader
to read information froman RFID tag associated with a digital storage
medi um awoediansvrieadi ng subsystemto read data from saiPpdTdiSgeosak233ss or age
medi um and a controller to receive said information read fromsaid RFID
tag and to use said information during an access operation involving said
digital storage nedium 10. The system of _cldai m 9, wherein: said digital
storage medisaid infermadies inghidspen expiraiogidate; 30d The system of claim 9,

wherein: said.information i I i k8 ¥ior sd@iugh Fentsial ler to
use said dec ‘%‘f‘?‘gﬁ?@%{}’ %85'%%%:#5%?8%%?%&nggfdﬁ%lﬁg’ai digital storage

medi um exbératidin@ats K patsed. claim 9, wherein: said data stored on said
digital storage nediumincludes software; and said controller does not
allow said software to be installed in said system when said information

reacg frg{n fsa.'i.g%gg %Bfg%;l'trp%%ﬁé\ini hat said software is not permitted to be

installed in esys e e systemof claim 12, wherein: said

control | er dggscdtollatfoonsdByisdidsiataonasnid digitabetorags tsliuaaafiar saidiedpigdf¥em when
said information read fromsaid RFID tag indicates that said software has
al r eadydasebes passadal | ed wi thin another system 14. The systemof claim9,
wherein:said information includes an expiration date; and said controller
to deny access to said data on said digital storage nediumafter said
expirati@n datmethasd cpapssidg: 15. The system of claim 14, wherein: said

cont ol [er to maify said data qf3eld 4l 4L%l, SR SRIPHLUTLAGhE" S d
using said information during an access operation of said digital storage medium to

control access to data stored on said digital storage medium.

17. The method of claim 16, wherein:

15 said digital storage medium includes an optical disk.

18.  The method of claim 16, wherein:
said information includes a decryption key; and

using said information includes using said decryption key to decrypt data stored on

20 said digital storage medium.

19. The method of claim 16, wherein:
said information includes an expiration date; and
using said information includes comparing said expiration date to a present date and

25  denying access to said digital storage medium when said expiration date is earlier than said

present date.

20. The method of claim 16, wherein:
said digital storage medium has software stored thereon; and
30 using said information includes determining whether said software can be installed on

a subject computer based on said information and installing said software on said subject

computer when it is permissible to do so.

12



16. A nmethod conprising: reading information froman RFID tag coupled to a
digital storage nedium and using said information during an access
oper at i orwof2o&aieok3di gi t al st orage nediumto control access/useodatsist or ed
on said digital storage nedium 17. The method of claim 16, wherein: said
digital storage nmediumincludes an optical disk. 18. The nethod of claim
16, wherein: said information includes a decryption key; and using said
information includes using said decryption key to decrypt data stored on
said digital st%%ge medi.um 19. The nethod of claim 16, wherein: said

i nf or meti-on AARTRAEIINEi rati on date: and using said information

i ncl udes conpamping a Sk pXRhdraiskas fotatptstiva surfice sentof dzat arcarprcerntafivag
access to said digital storage medi um when said expiration date is earlier
t han saofidapresent date. 20. The nethod of claim 16, wherein: said digital

St orage et IR0 SOLLIRE 59 OF eilg LOBIRTANY, uPjgs B Riketid myeR | on

i ncludes det software can be installed on a subject
conput er  basgshositing ahtknha fradewhisaid sarfdcd ofthakiskygpdsai d sof tware on said

subj ect conputer when it is permssible to do sg.21. hod . c L Si ng:
stanpi ng a bignktingAnREID @8 ek S%lés‘#fgﬁ*’ﬁog?"tl‘gd’isﬁ S%%gm%ﬁgfffﬁg}se%?c??"ﬁaé}y are
represent ative of. data; ositing a netallic |ayer on said surface of the
di sk toc‘&@ﬁedatg Sﬁldra eing%ttriq\gﬁg'layer; depositing antenna traces on said )
surface of the disk; and nounting an RFID tag on said surface of said disk

so that saidRFID tag is electrically coupled to said antenna traces. 22.
ThelGret 2dd ofhe methndof claigeleherein:

depositing a metallic layer and depositing antenna traces are performed concurrently

as part of a single deposition act.

23.  The method of claim 21, further comprising:

15 depositing a protective layer over said surface of said disk, said protective layer

covering said metallic layer and said RFID tag.

24, The method of claim 23, wherein:
said protective layer is a lacquer coating.

20

25.  Anarticle comprising a storage medium having instructions stored thereon that, when

executed by a computing platform, operate to:
read information from an RFID tag coupled to a digital storage medium; and
use said information during an access operation of said digital storage medium to

25  control access to data stored on said digital storage medium.

26. The article of claim 25, wherein:

said digital storage medium includes an optical disk.

30 27. The article of claim 25, wherein:

said information includes a decryption key; and

13



depositing a netallic |layer and depositing antenna traces are perforned
concurrently as part of a single deposition act. 23. The nethod of claim
21, furthwo20@monidgsi ng: depositing a protective |ayer ovem/isard/ossnf ace of
said disk, said protective |ayer covering said netallic |ayer and said RFID
tag. 24. The nethod of claim 23, wherein: said protective layer is a
| acquer coating. 25. An article conprising a storage nedium havin
i nst ruct i onwpetaioado tuse sad informationipelydes erasatia t9yHsy sa Eyphgn &tht? orm
operate_to: read information from tag coupled to a digital storage
medi umdesat faa S?é‘?‘{dm? ?ﬁ‘“&)p’rghr}?]i S&?{a%%%eﬁiglhgn access operation of said digital
storage nediumto control access to data stored on said digital storage
medi um 26. The article of claim25, wherein: said digital storage nedium
i ncl udezs. an Byt artiele ofickian 25 7wherpid: articl e of clai m 25, wherein: said
infaormation includes .a deer Lon .key: d ration to use said information
i ncPudes opestaé‘ﬁng‘?{n{agoﬂérgﬁ%%%ng’é%lrsas%%lidg{r%’ 12(5 to decrypt data stored on
sai d di gi t al oRiAAISusRdidIMordRion iheluddstopelationfo cirgiar Afs| explratiei date taai d
information i'ncludes an expiration date; and gper ai]i on ,éo use. sa(%g .
i nf or ned present deteLadsleop eecess Wrsaibdighpiorags BCHUBX PR AR G S pr esent
date and der{% access ;gsrgdstai d digital storage nmedi um when said expiration
dat e i sCUG|then} sSAYBIPSELYA'®n esent date. 29. The article of claim25,
wherein: said digital storage nmedium has software stored thereon; and
operation to use said information includes operation to determ ne whet her
sai i so29.war Ehe amiclseofictaima)S, wheigi:a subj ect conputer based on said
information and .operation tQq.i | j sai d subject conputer
when it s p%aﬂﬁgéﬁagﬁgrag%mggmggﬁ&sasom% HorRQ B 2RA | |
operation to use said information includes operation to determine whether said

software can be installed on a subject computer based on said information and operation to

install said software on said subject computer when it is permissible to do so.

14



