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/1110

The user of an individual mobile communication device from
among a population of such devices selects a mobile application
from among a plurality of mobile applications on a mobile
communication device

1120
As part of the requirements for the service, the mobile application
may need to authenticate to the application servers. The mobile
application may send a request to the Authentication Broker to
perform login to the corporate application
1140
The Authentication Broker of Fig. 1 verifies the user's
credentials, e.g. based on the public key of the mobile device.
| 1150

The Authentication Broker of Fig. 1 logins to the appropriate Active
Directory e.g. as supplied by the mobile application wishing to
authenticate or by the applicative authentication mechanism an
authentication token is sent to the mobile communication device.

' 1160

The mobile application is adapted to use the authentication
token to login to the network.

Fig. 6

Perform steps 1110 - 1140 of Fig. 6

The Authentication Broker sends the encrypted
authentication record to the mobile device

¢ /1260

The software on the mobile device sends the encrypted record to
a login service running on the mobile device in a secure manner

| /1270

The authentication token is given to the mobile application in
order to further contact the application's servers

Fig. 7



