DATA STORAGE SYSTEM BACKGROUND OF THE | NVENTI ON The present invention
relates to a data storage systemfor causing a data storage apparatus on a
network to store data frominside users' term nal apparatuses so as to
l.et the stored data be subsequently used by the wusers. Mire particularly,
the invention relates to a data storage systemfor allowng a plurality of
types of term nal apparatuses to use data stored by the system In recent
years, the so-called storage service has gained w despread acceptance.
This is a service that enables term nal apparatuses such as persona
conputers (PCs) owned by users to transfer their electronic data files to
a server for storage over a COANLRA STORAGHrKSTEMe storage service is being
utilized for diverse purposes including data backup and di scl osure. That
is, copies of data files frominside users' conputers are deposited with
the storage service for subsequent uses by the users, or files transferred
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system for causing a data storage apparatus on a network
to store data from inside users' terminal apparatuses so
as to let the stored data be subsequently used by the
users. More particularly, the invention relates to a data
storage system for allowing a plurality of types of
terminal apparatuses to use data stored by the system.

In recent years, the so-called storage service has
gained widespread acceptance. This is a service that
enables terminal apparatuses such as personal computers
(PCs) owned by users to transfer their electronic data
files to a server for storage over a computer network.
The storage service 1s being utilized for diverse
purpeses including data backupland disclosure. That is,
copies of data files from inside users' computers are
deposited with the storage service for subsequent uses by
the users, or files transferred to the server are stored
therein in formats allowing for download to the general
public.

There have been a number of constraints on

conventional storage services. For example, i1f a user



to the server of a service provider for data storage, then the user wll,
upon retrieval, often have to access the server through the use of the
sanme personal conputer running the sane application programin handling
the data. |In other words, the stored data cannot be shared between
different types of apparatuses or between different applications even if
the sanme apparatus is utilized. It follows that where the storage service
is used for backup purposes, the user away from hone cannot use the stored
data usi ng anot her personal conputer or a PDA (Personal Digital Assistant)
because the data were deposited using the PC at hone- In a data disclosure
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In other words, the stored data cannot be shared between
different types of apparatuses or between different
applications even if the same apparatus is utilized. It
follows that where the storage service is used for backup
purposes, the user away from home cannot use the stored
data using ancther personal computer cor a PDA {Personal
Digital Assistant) because the data were deposited using
the PC at home. In a data disclosure setup, there is no
way of knowing in adwvance the types of terminal
apparatuses employed by users for access to the stcorage
service system; if a terminal attempting to access the
system is not among the types of the apparatuses that
have been used to store the data, the user of that
terminal is barred from the shared use of the data.

Conventionally, a person's electronic data files

méy be disclosed to others over the Internet by attaching
the files to e-mail or Web mail for transmission, or by
disclosing them at the person's own website or at a

website run by a third party for disclosure purposes.



is that where e-mail or Web mail is used, the disclosing party in
possession of the electronic data files can disclose the files only to
specific persons having an environnment that permts the use of e-mail or
like facilities. The files are limted to a predeterm ned data size.

Anot her di sadvantage is that once the files are sent out, there is no way
of knowi ng how they will be handled by the receiving parties or what the
files will be used for. Wiere the person's own website or a third party's
website is utilized for data disclosure, it is difficult to disclose the
files for specific persons only. Were the website is used for disclosure,

the receiving paoheesigaa@vahltawedotfottdewabaadnelieahl OBtEefat apbikes only
as long as the files are being disclosed at the site. Furthernore, where
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facilities. The files are limited to a predetermined data
size. BAnother disadvantage is that once the files are
sent out, there is no way of knowing how they will be
handled by the receiving parties or what the files will
be uéed for. Where the person's own website or a third
party's website is utilized for data disclosure, it is
difficult to disclose the files for specific persons only.
Where the website is used for disclosure, the receiving
parties are allowed to download electronic data files
only as long as the files are being disclosed at the site.
Furthermore, where electronic data files are
disclosed by e-mail, Web mail, or at the website, the
data are encoded and decoded only for communication
protocol and security purposes; the formats of the data
files remain unconverted. This requires that the
receiving parties procure terminal apparatuses and
application programs compatible with the file formats
offered by the disclosing party.

The present invention has been made in view of the



enabling a plurality of term nal apparatuses of users to share data
deposited on the network by other users operating the sanme or other types
of term nal apparatuses. SUMVARY OF THE I NVENTION In carrying out the
i.-nvention and according to one aspect thereof, there is provided a data
storage system having a plurality of term nal apparatuses of users
connected with a data storage unit of a service provider via a conputer
network, the data storage unit storing data frominside the term na
apparatuses so that the stored data are subsequently used by the users.
The data storage unit includes a connecting elenent for connecting the

data storagedird tcifcuiStfad M wieleVd idhe sdragdaly appar at uses of
the users via the conputer network independently of types of the term nal
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SUMMARY OF THE INVENTION
In carrying out the invention and according to one
aspect thereof, there is provided a data storage system
having a plurality of terminal apparatuses of users
connected with a data storage unit of a service provider
via a computer network, the data storage unit storing
data from inside the terminal apparatuses so that the
stored data are subsequently used by the users. The data
storage unit includes a connecting element for connecting
. the data storage unit of the service provider with the
terminal apparatuses of the users via the computer
network independently of types of the terminal
apparatuses, a file storing element for allocating to
each of the users a user area of a predetermined size in
which to store data from inside the terminal apparatus of
the user in question, a file managing element for
managing the data being stored in the file storing
element, and a data format converting element for

performing a data format converting process on the stored
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converting el ement converts stored data in the file storing elenent into a
format conpatible with the type of the term nal apparatus used by the
requesting user for connection to the system The converted data is used
by the term nal apparatus through which the requesting user has sent the
use request. As outlined above, the data storage systemof this invention
all ows users' term nal apparatuses to connect wth the data storage unit
of the service provider independently of the types of the term nal
apparatuses being used. The data format converting el enment of the system
converts the stored data in the file storing elenent into a format

conpat i bl e ddtah i pavd ifculears domierg @fl dnfeentt.er mhnakspppakatysauged by each
user for connection to the system Wth the stored data converted to a
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Pref erabl y,cdhie datdy st BHRPQ di%q IdMeNLI0R IR ;iRcl ude a data

di sclosure controlling elenent for nmanagi ng use conditions under which the

stored dal g dd}{de Akl Alddl L1l Yhldigied Ji0be 45gd: Jphe data

di scl osure contr I'ng el enent enabl es the ata use
Cond't'Ons1ﬂﬁy%é%%yﬁéﬁﬂaﬁﬂgéﬁius used by the requesting user for

connection to the system. The converted data is used by
the terminal apparatus through which the requesting user
has sent the use request.

As outlined above, the data storage system of this
invention allows users' terminal apparatuses to connect
with the data storage unit of the service provider
independently of the types of the terminal apparatuses
being used. The data format converting element of the
system converts the stored data in the file storing
element into a format compatible with a particular type
of the terminal apparatus used by each user for
connection to the system. With the stored data converted
to a suitable format as needed, each user can use the
stored data using a terminal apparatus of a desired type
for connection to the system.

Preferably, the data storage system of this
invention may include a data disclosure controlling
element for managing use conditions under which the

stored data in the data storing element are allowed to be



used by users other than the user who stored the data in question into the
data storing elenent. Thanks to these features of the inventive system

not only the user who stored data into the systembut also other users can
use the stored data using a desired term nal apparatus for connecti.on to
the system The data is converted to the format conpatible with the
termnal apparatus that happens to be in use. In addition, where suitable
use conditions are set for the data stored by a given user in the system
the stored data may be disclosed to other users in ways desired by the
user in question. Specifically, the data may be offered or disclosed to
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configuration of a data storage system enbodying this 6 invention; Fig. 2A

s a tabul afued W AeRi! i@ alPind: TS, managenent dat abase;

Thanks to these features of the inventive system,
not only the user who stored data into the system but
also other users can use the stored data using a desired
terminal apparatus for connection to the system. The data
is converted to the format compatible with the terminal
apparatus that happens to berin use. In addition, where
suitable use conditions are set for the data stored by a
given user in the system, the stored data may be
disclosed to other users in ways desired by the user in
question. Specifically, the data may be offered or
disclosed to particular users in a particular manner for
particular purposes as designated by the user who stored

the data.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other objects of the invention will be
seen by reference to the description, taken in connection
with the accompanying drawing, in which:

Fig. 1 is a schematic view showing a typical

configuration of a data storage system embodying this



Fig. 2Bis a tabular viewillustrating a typical mnenber user file
managenent database; Fig. 3 is a tabular view indicating a typical data
conversion table; Fig. 4 is a tabular view presenting a typical disclosure
policy managenent table; Fig. 5 is a tabular view sketching a typical
information intercepted menber table; Fig. 6 is a flowhart of steps in

whi ch the data storage systemof the invention operates to |et the sane
menber user store and retrieve data; and Fig. 7 is a flowhart of steps in
whi ch inventive data storage systemoperates to let different nmenber

users share disclosed data. DETAILED DESCRI PTI ON OF THE PREFERRED

EMBCDI MENTS vaxief st y ed enbodi ment of the data storage system according to
the invention will now be described in detail with reference to the

acconpanying dr awigigs. oEhe 4 Iavec@.ﬁow@rd%ti@wsh%aa%iﬁgsge%g&hgms users to
store data into a data storage unit of an entity that 7 offers the system

(called the,sarVvice pr gyl fder . here HaseANd to manage the stored data as
desired in oer%g:ger to‘#ret r?fjengbg{a e suabse’quently ref erenced, downl oaded,
or otherw se usedFi@he@% Egi% %%%L%QE‘%iEQ QR?ﬁgkkg@inG a typical
member user file management database;
| Fig. 3 is a tabular view indicating a typical data
conversion table;

Fig. 4 is a tabular view presenting a typical
disclosure policy management table;

Fig. 5 is a tabular view sketching a typical
information intercepted member table;

Fig. 6 1s a flowchart of steps in which the data
storage system of the invention coperates to let the same
member user store and retrieve data; and

Fig. 7 is a flowchart of steps in which inventive
data storage system operates to let different member

users share disclosed data.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

A preferred embodiment of the data storage system
according to the invention will now be described in
detail with reference to the accompanying drawings.

The inventive data storage system allows users to

store data into a data storage unit of an entity that



contract made between each user and the service provider allocates to the
user a user area of a predetermned size in which to store data inside a
data storage device such as a server nanaged by the service provider (the
user having a user area allocated under contract with the service
provider will be called a nmenber user hereunder). A nenber user may
connect to the systemthrough the conputer network in order to nove data
frominside the wuser's termnal apparatus to the user area in the system
for storage and to use the stored data as needed. The above-descri bed ‘
system uses an integrated connection interface for connection to the

conputer netmrK.thes U f aca 1ald awe defise PRRS fr Bs8lbunieryi nal
apparatuses to connect with the data storage unit of the service provider
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menber use%@ntract made between each user and the service provider
allocates to the user a user area of a predetermined size
in which to store data inside a data storage device such
as a server managed by the service provider {(the user
.having a user area allocated under contract with the
service provider will be called a member user hereunder) .
A member user may connect to the system through the
computer network in order to move data from inside the
user's terminal apparatus to the user area in the system
for storage and to use the stored data as needed.

The above-described system uses an integrated
connection interface for connection to the computer
network. The interface allows diverse types of user
terminal apparatuses to connect with the data storage
unit of the service provider for data storage and other
purposes,

The inventive system charges each member user for
the size of the allocated user area. The user area may

later be changed in its total size when relevant

provisions of the contract are modified and agreed on



attenpts to use the data stored in the user area, converts the target data
into a data format conpatible wth the type of the term nal apparatus used
by the user in question for connection to the system The data conversion
service references format conversion data such as term nal -dependent data
formats or file sizes recorded beforehand in the system when carrying out
data format conversion processes converting one data format to another or
changing the file size to conply with a given data format. Conversions may
take pl ace between such formats as G F (G aphics Interchange Format), JPEG
(Joint  Phot ographi ¢ Codi ng Experts G oup), AVl (Audio Visual

| nt erl eavedje tvedtth MRREG A& {MAHN G 1R @Mﬁdéf%%ﬁ%ﬂg Experts Group Layer
4). In the case that a plurality of data formats is conpatible with a
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converts the target data into a data format compatible
with:the type of the terminal apparatus used by the user
in qguestion for connection to the system. The data
conversion service references format conversion data such
as terminal-dependent data formats or file sizes recorded
beforehand in the system when carrying out data format
conversion preocesses converting one data format to
another or changing the file size to comply with a given
data format. Conversions may take place between such
formats as GIF {(Graphics Interchange Format), JPEG (Joint
Photographic Coding Experts Group), AVI (Audio Visual
Interleaved), and MPEG-4 (Moving Picture image coding
Experts Group Layer 4). In the case that a plurality of
data formats is compatible with a glven terminal
apparatus, the member user utilizing the terminal in
question may select one of the formats for conversion.

In operation, the data conversion service
automatically determines the type of the terminal

apparatus used by the member user for connection to the



Protocol) or equival ent information under a conmunication protocol in use,
or by verifying the user ID, password, and destination of connection
(i.e., URL) regarding the connected term nal apparatus of a given type.
[llustratively, a nmenber user under contract may connect his or her )
I nt er net - capabl e personal conputer to the system of the service provider,
store data frominside the PCinto the applicable user area in the system
and manage the stored data as desired. The data stored in the user area
may | ater be referenced, downl oaded, or otherw se used by a term na
apparatus other than the PC (e.g., a PDA, or a nobile tel ephone with
communi cat i 9ps t&aPad idd @DrdNOUEh 4 e ARV e-HRatldiked Il sfsorrat
conversi on process ensuring conpatibility with the termnal in use.
Conver sel y, cdind BIdH 8y ARP AR WSl caiN3N de RALSENale camRYt er may be
used to connect to the systemof the service provider and to deposit data
with the m t . S d:da : S S by the
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protocol in use, or by verifying the user ID, password,
and destination of connection (i.e., URL) regarding the
connected terminal apparatus of a given type.
Illustratively, a member user under contract may
connect his or her Internet-capable personal computer to
the system of the service provider, store data from
inside the PC into the applicable user area in the system,
and manage the stored data as desired. The data stored in
the user area may later be referenced, downloaded, or
otherwise used by a terminal apparatus other than the PC
(e.g., a PDA, or a moblle telephone with communication
capabllities} through the above-described data format
conversion process ensuring compatibility with the
terminal in use. Conversely, a terminal apparatus other
than the personal computer may be used to connect to the
system of the service provider and to deposit data with
the system so that the stored data may subsequently be
used by the PC. This feature provides member users with a

higher degree of freedom in data utilization regardless
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system and the stored data in the systemmy | ater be accessed on the road
using a PDA. By offering users flexible uses of the stored data based on
enhanced system availability, this 'system enables the service provider to
attract nore custoners than before. The above-descri bed data conversion
service of the inventive systemallows the user-deposited data to be not
only utilized by the sane user but also shared by different nenber users.
Where appropriate provisions are included in the contract with the service
provi der over a data disclosure service, different nenber users may share
the stored data. More specifically, the data stored by a given nenber user

into the syst efRdmByyRe oH SGlOS@dniihais Wb SRINQIs 26 it aldnwatiber nenber
users to share the data as well (the other nenber users allowed to receive

the disclosgd dat aspiddn ke cald eld;aaeﬁ%nvwgex@rttﬂee%on%r&li%er)s Data files
are disclosed using this system under what nmay be called a protected
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data be disclosed to and shared by other menber use I npose
certain usqlsc%q%aé; %ro%etgi FQ; sacé Qe t@‘eC rréerg%ecr q)%g:ﬂ] %l scl osi ng
their data scl osi ng parties Yer etinder e use conditions
may i lTustratd velnd MY W&o 485 anal 1119 e SRS VING RS
accessed on the road using a PDA. By offering users
flexible uses of the stored data based on enhanced system
availability,'this system enables the service provider to
attract more customers than before.

The above-described data conversion service of the
inventive system allows the user-deposited data to be not
only utilized by the same user but also shared by
different member users. Where appropriate provisions are
included in the contract with the service provider over a
data disclosure service, different member userxrs may share
the stored data. More specifically, the data stored by a
given member user into the system may be disclosed in
such a manner as to allow other member users to share the
data as well {(the other member users allowed to receive
the disclosed data will be called receiving parties
hereunder). Data files are disclosed using this system
under what may be called a protected disclosure scheme,
Under this scheme, member users willing to let their data

be disclosed to and shared by other member users may
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to whom data may be di scl osed; authorizing or prohibiting a copy of the

di scl osed data to receiving parties' user areas; authorizing or

prohi biting the downl oad of the disclosed data to receiving parties

term nal. apparatuses; specifying a period over which the data are

di scl osed; authorizing or prohibiting data format conversion to be
performed by this system and authorizing or prohibiting secondary use of
the disclosed data (i.e., the practice of a receiving party authori zing

ot her nmenber users to use the received data) These use conditions will be
referred to as disclosure policies in the description that follows. Wen a

certain di sthesidigcePraiy wak hesnaesi sisdositHe Ofsdlaiato same ot her
receiving party under the above-described constraints, the disclosure is

first announsgskt auddies recei MhParissr Jde apnouncenent; ds made
illustratively by e-mail transm ssion or by a nmessage indication on a
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di scl osing party's user "area. Because t are y way of
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a copy of the disclosed data to receiving parties' user
areas; authorizing or prohibiting the download of the
disclosed data to receiving parties' terminal
apparatuses; specifying a period over which the data are
disclosed; authorizing or prohibiting data format
conversion to be performed by this system; and
authorizing or prohibiting secondary use of the disclosed
data (i.e., the practice of a receiving party authorizing
other member users to use the received data). These use
conditions will be referred to as disclosure policies in
the description that follows. When a certain disclosing
party authorizes disclosure of data to some other
receiving party under the above-described constraints,
the disclosure is first announced to the receiving party.
The anncuncement is made illustratively by e-mail
transmission or by a message indication on a display
screen of the designated receiving party upon his or her

connection to the system.

Foliowing the announcement from the disclosing
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apparatus used by the receiving party for connection to the system The
conversion process is the sane as in the case of the sane user storing and
retrieving data to and fromthe system unless data format conversion is
explicitly prohibited as a disclosure policy. It follows that different
menber users, solely under constraints of the disclosing party's

di scl osure policy, can utilize the disclosed data in a flexible manner,
i.e., regardless of the type of the term nal apparatus used for connection
to the systemor the |ocation where the connection is established with
the system The inventive systemallows disclosing parties to grasp those

who have usggkihe e ctaseid, dat gadty addidiien,to the syt emEdy eseyees the
settings of use conditions inposed by the disclosing parties on the

di sclosure andeie st peses, by dde racal Vi Bgchakki ese0hatheadiscl osed
data. This feature also helps inplenent the protected data disclosure
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di scl osed data may be ‘detérm ned by each user. 13 Each nenber user nay al so
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to stipulatg, thelf, 86 P SRS MY AAS 98P &S nection to
the system. The conversion process is the same as in the
case of the same user storing and retrieving data to and
from the system, unless data format conversion is
explicitly prohibited as a disclosure policy. It follows
that different member users, solely under constraints of
the disclosing party's disclosure policy, can utilize the
disclosed data in a flexible manner, i.e., regardless of
the type of the terminal apparatus used for connection to
the system or the location where the connection is
established with the system.

The inventive system allows disclosing parties to
grasp those who have used the disclosed data. In additiocn,
the system preserves the settings of use conditions
imposed by the disclosing parties on the disclosure and a
history of uses by the receiving parties of the disclosed
data. This feature also helps implement the protected
data disclosure scheme.

Between different member users, whether or not to

utilize disclosed data may be determined by each user.

13



receiving parties to intercept unwanted di scl osed data or announcenents of
such disclosure fromparticular disclosing parties as needed or in
advance. This feature offers nenber users a further degree of freedomin
choosing the data to make use of. As outlined above, the systemof this
invention inplenents the protected data disclosure schene under the

di scl osure policies stipulated by disclosing parties. The systemthus

all ows menber users to store and use their own data as well as share ot her
menbers' disclosed data. Such enhanced availability of the system enabl es
the service provider to attract nore custoners than before. By making a
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service provider further gains usage fees for the service. (1) Overall
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termnal 1 e%éelﬁjnu earbde ftﬁf%lexf ShEhes usrpeecﬁ?}ilc(:lr?%e L*%raidsl&s/ﬁnr?&]ie&n

ther ebet Weerngceoivxvpiexgg t1:}/arl4:sieerss t(oA ianq:deche%ncl yur{w%r}trgds disclosed data or

announcements of such disclosure from particular
disclosing parties as needed or in advance. This feature
offers member users a further degree of freedom in
choosing the data to make use of.

As outlined above, the system of this invention
implements the protected data disclosure scheme under the
disclosure policies stipulated by disclosing parties. The
system thus allows member users to store and use their
own data as well as share other members' disclosed data.
Such enhanced availability of the system enables the
service provider to attract more customers than before.
By making a new contract with each member user over the
data disclosure service, the service provider further

gains usage fees for the service.

(1) Overall configuration of the data storage system
Described below is a system configuration designed
to implement the data storage system described above. Fig.

1 schematically shows an overall configuration of the
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exanpl e) are connected through a conputer network NT such as the Internet
to a data storage unit 11 of the service provider in possession of a
plurality of servers and conputers. The users A and B are nenber users of
the data storage systemoffered by the service provider. The user

termnal |la owed by each user is illustratively a consuner-oriented
personal conputer. The user terminal 1 or the PCincludes: a CPU (Central
Processing Unit) that perforns various arithnmetic operations while
providing overall control on the term nal conponents; a RAM (Random
Access Menory) acting as a work area for the CPU; a ROM (Read Only Menory)

for acconmogiatd ng:shadde | ed it N ¥ PUANR BXRCULRLERY ddhe §RUpnashard disc
drive (HDD) on which an operating system and application prograns run by

the CPU ar esstgs ech anchid and d7 aatichvariel ies oy, data and files are
e

witten and read; a display unit for displaying diver'se Kinds of

| i or Tt ony e S SpLay pd MIdace () deI] aging a3 sxhanags bet ween

the 15 dispfay unit and the CPU;, an operation un oper at t he user

entering d [ nst ' ; operati.on _inferface far interfacing
dat a excha%égrs et%\llgzln{t eéroé;;lesr gﬁ 0 euc%ﬂtlcaﬁlf%%goﬁésﬁdwglﬁ@t wor k

Interface f’a{erékpettetgefeq‘lc)l no(‘%\lndea& %yar{ldsgﬁs! e(AeXaCn@rpeOSnlgfetivI\leet%itShe term nal

example) are connected through a computer network NT such
as the Internet to a data storage unit 11 of the service
provider in possession of a plurality of servers and
computers.

The users A and B are member users of the data
storage system offered by the service provider. The user
terminal la owned by each user is illustratively a
consumer—oriented personal computer. The user terminal 1
or the PC includes: a CPU (Central Processing Unit) that
performs various arithmetic operations while providing
overall control on the terminal components; a RAM (Random
Access Memory) acting as a work area for the CPU; a ROM
(Read Only Memory) for accommodafing data including
programs executed by the CPU; a hard disc drive (HDD)} on
which an operating system and application programs run by
the CPU are stored and to and from which varieties of
data and files are written and read; a display unit for
displaying diverse kinds of information; a display

interface for interfacing data exchanges between the
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and the service provider over the conputer network. The user termnals Ib
and I c may each be a PC, a PDA, or a nobile tel ephone with conmunication
capabilities. The user termnal 1 nay be connected to the conputer network
NT either directly or by way of an Internet service provider (ISP) using a
tel ephone line network or an optical fiber network. The user termnal 1
may be connected to the conputer network NT in either wred or wirel ess
fashi on wherever the connection can be established. The user termnals |a,
| b, and Ic are structured so as to conmmunicate through the conputer
network NT with an integrated connection interface server of the data

storage Unidi%ﬂla}} Qb RRCHIRECHAL & o Adlch SRR dHitleglbyof the
e

service provider has a plurality of conputers and servers each having a

structure Sifd hed Gddali Bf dhe USRI LRI ohs ; ThES & pGMYEr S and

servers are furnished so as to inplenent the features necessary for the

services tqﬂ%%%yggg(%g&.iﬁ%gyggd#%QJ&ététg%égﬁﬁﬁégtyé%y% nit 11 includes:

an 16 integrated connection inter e server or ITnterfacing with

menber users; ile m cgﬁgpt r h necor.d nd nages
i nformation aebrgau lé%r%®%§§gh§n db%ﬁltdléa%laeacft“ﬁreks lglttc?%e%cﬁy%%ﬁe menber

users; a f 'j!nece e arcvi%:[g 1d4a1'fa0 ransc} Ofrll ln e%«:ccth%?‘:!geqsa %Jwre%@ %;%Ceh tr"raerrgrnig_%léluser '

and the service provider over the computer network.

The user terminals 1lb and lc may each be a PC, a
PDA, or a mobile telephone with communication
capabilities. The user terminal 1 may be connected to the
computer network NT either directly or by way of an
Internet sexrvice provider (iSP) using a telephone line
network or an optical fiber network. The user terminal 1
may be connected to the computer network NT in either
wired or wireless fashion wherever the connection can be
established. The user terminals la, 1b, and lc are
structured so as to communicate through the computer
network NT with an integrated connection interface server
of the data storage unit 11, to be described later.

The data storage unit 11 of the service provider
has a plurality of computers and servers each having a
structure similar to that of the user terminal 1. These
computers and servers are furnished so as to implement
the features necessary for the services to be provided.

Specifically, the data storage unit 11 includes: an

1o



a data format conversion conputer 15 that perforns data conversion
processes on the stored data files; and a data disclosure control conputer
16 that records and nanages information about the disclosure policies
stipulated by nenber users. The integrated connection interface server 12
is a server that includes Wb server capabilities. The integrated
connection interface server 12 also has a function that automatically
determ nes the type of the wuser terminal 1 enployed by the user for
connection to the system before establishing comunicati ons conpati bl e
with the termnal type. Gven instructions over the conputer network NT

fromthe usitdgfdiididl cdnredwtion hight St QY Qv & SOl oy & ifexdaia g | es,
the integrated connection interface server 12 instructs the conputers and

servers insjgen thandlat a1 sd,0f age tinid el JRUAC e pdD el , 0per ations

accordingly. on receiving the results of” the operations by the conputers

and_server s ddy rd 0 ifl S A% Ml dion U6 SETUGLA2 ddANSTars the 17

received results to the user termna . The integrated connection

: Inlt 52: ?gtei \5;%{6;@{ bcg/aZteast at]le%{hgllﬁj;réacp%ﬁ{% qr{eeac Q:oﬁste%rest’girafn:‘%ﬁlaen% types of

termnals t&eﬁ%}neﬁf f’glt hsi-:[ohreiﬁs Sa}cecn&alﬂgastg Lg]rc('.)tl’[jl Oer}:\c!hs member user;
a data format conversion computer 15 that performs data
conversion processes on the stored data files; and a data
disclosure control computer 16 that records and manages
information about the disclosure policies stipulated by
member users.

The integrated connection interface server 12 is a
server that includes Web server capabilities. The
integrated connection interface server 12 also has a
function that automatically determines the type of the
user terminal 1 employed by the user for connection to
the system before establishing communications compatible
with the terminal type. Given instructions over the
computer network NT from the user terminal 1 about the
storage or disclosure of data files, the integrated-
connection interface server 12 instructs the computers
and servers inside the data storage unit 11 to proceed
with their operations accordingly. On receiving the
results of the operations by the computers and servers in

the data storage unit 11, the server 12 transfers the

17



i npl emented through the use of a plurality of interface servers each
havi ng a term nal -dependent interface capability, assisted by an
integrating server that integrates connections to these servers. The file
managenment conputer 13 connected to the conputer network NT records and
manages attribute information about nmenber users and about nenber users
stored data files, in database formats as shown in Figs. 2A and 2B. Fig.
2A depicts a typical nmenber user nmanagenent database containing attribute
information about each nmenmber user, such as a user ID, total sizes of the
user area (to be discussed |later), a used size of the wuser area, renaining

sizes of thedsBfedleisus & USR ueadQaaidon in the storage area. Fig.

2B illustrates a typical nmenber user file managenent database retaining a
user 1D a file I@heala%%%at%df '«:bﬁn@&@onaeqtar@%@ <bQG Rt 1gbout each
data file stored by each nber user nmber user 001 in thls exanple)

Each user | NGluded t gqﬂp t 1 qﬁ@
|dent|f|er<%%%e Jb of'%ﬂ%u aqgvﬁb i cﬁara {ers§f¥§% ﬁﬁfké desi gned
to identif er | trativ a us |ven o the

' I ybgga&egﬁ e i n‘}‘%s URL éoq:s I‘t h% yt’ he ci’%.fetrer nt 3‘1 ft

user who contract Wi he service pro I'n the

menber userte];fnlllena 8 %%enc?or}‘}nedcatt (’%: eth:[eheS}Isltle?n | DTh:LS function is

implemented through the use of a plurality of interface
servers each having a terminal-dependent interface
capability, assisted by an integrating server that
integrates connections to these servers.

The file management computer 13 connected to the
computer network NT records and manages attribute
information about member users and about member users'
stored data files, in database formats as shown in Figs.
2A and 2B. Fig. 2A depicts a typical member user
management database containing attribute information
about each member user, such as a user ID, total sizes of
the user area (to be discussed later), a used size of the
user area, remaining sizes of the user area, and a user
area location in the storage area. Fig. 2B illustrates a
typical member user file management database retaining a
user ID, a file 1D, a genre, a file size, and a data
format aboui each data file stored by each member user
(member user 001 in this example).

Each user ID included in the member user management

18



represents an identifier for identifying a stored data O file; the genre
stands for a predeterm ned category to which a data file of specific
contents is deenmed to belong; the file size denotes the size of a data
file; and the data format is the format of a data file in effect when the
file in question was stored by a nenber user. The file nmanagenent conputer
13 receives fromthe wuser termnal 1 requests to save, delete, search for
and nove data files through the integrated connection interface server

12. Gven such a request froma nenber wuser, the file nmanagenent conputer
13 updates those data itens in the applicabl e database, which are needed

to manage ddtdddatiyvely tha used simeofd he L&S%funﬁye%a and iy avai | abl e

file list for the menber user in question. The file nanagenent conputer 13
then instrugis dhefd | & Sglyar e ddb 4 rEHQe tf@énﬂ eabI€ dekdR Server 14
is connected to the computer “network , has er area 17 allocated

| nsi de for 9, each, TRERGL yseh yunder,y 9”&539% @gbgnt 0s BREVLEE PLRYI der, I

this exanple, a total avai sl ze eac efermned In the
;'nljet f\e“’erha?'s“ AGCAY NG 4P thceon«tcr"a{‘c&:r IAeBIR QMERR Lhe MSR. T npguestion
the member user file management database, the file ID
represents an ldentifier for identifying a stored data
file; the genre stands for a predeterminedﬁcategory to
which a data file of specific contents is deemed to
belong; the file size denotes the size of a data file:
énd the data format is the format of a data file in
effect when the file in question was stored by a member
user.
The file management computer 13 receives from the
user terminal 1 requests to save, delete, search for, and
move data files through the integrated connection
interface server 1l2. Given such a request from a member
user, the file management computer 13 updates those data
items in the applicable database, which are needed to
manage illustratively the used size of the user area and
an available file list for the member user in question.
The file management computer 13 then instructs the file
server 14 to store actual data.

The file server 14 is connected to the computer

network NT, and has a user area 17 allocated inside for
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service provider. Once the total available size is fixed, the |ocation of
the storage area for the user is determned accordingly as the user area
17. The user area 17 may be changed in ternms of contract period, total
avai l abl e size, or the |ike, when rel evant provisions of the contract are
nodi fi ed and agreed on between the user and the service provider. Under
the instruction of the file managenent conputer 14, the user area 17
allocated in the file server 14 stores actual data of the data file whose
storage has been designated fromthe user termnal 1 of a given nenber
user. In order to accommpdate |large quantities of data files sent from

nenber usergac Needihde uSLFVEhdd4 LoneeRsti LutRdcRY 3 NBYSSHURGGMeVi Cce.
The data format conversion conputer 15 is connected to the conputer

net wor k NT.1The, Computen J5 perdofims, & ; dala forimte gonvensin . process on a

designated data file held in the file server 14 in response to a data use

request | Ssiede i fdribaindisal; 4 LAl e JALealaled o qannect i on

interface server 12, or nore speci y 1n 20 acc ance with the
i nst ruct i on. Lerdd 9l ApRar Aty i Lherents fumthe yser terni nal
used earllerrggg%%% user o store the data fi1e in guestion. The data
for mat Convseéa§x;iocne pprroocveiS ez_i.s %%Iéi %gieo%totiaal léll%*taliitai)xgl gigg t1Qefixed,
the location of the storage area for the user is
determined accordingly as the user area 17. The user area
17 may be changed in terms of contract period, total
available size, or the like, when relevant provisions of
the contract are modified and agreed on between the user
and the service provider.

Under the instruction of the file management
computer 14, the user area 17 allocated in the file
server 14 stores actual data of the data file whose
storage has been designated from the user terminal 1 of a
given member user. In order to accommodate large
guantities of data files sent from member users, the file
server 14 is constituted by a mass storage device.

The data fo;maf conversion computer 15 is connected
to the computer network NT. The computer 15 performs a
data format conversion process on a designated data file
held in the file server 14 in response to a data use

request issued by a member user through the integrated

connection interface server 12, or more specifically in
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basis of a data conversion table such as that shown in Fig. 3. For
exanple, if a request to use a data file stored earlier in a format called
"FORML" is issued by a wuser termnal 1 of a type called "TERML, " then the
data format conversion conputer 15 may convert the data file 1in question
into a format called "FORVA." The data format conversion may occur
illustratively fromdF to JPEG fromdF (of a desired picture size) to
G F (picture size of N pixels] X Mpixels]), fromAVvI to MEG 4, or HTM
(Hyper Text Markup Language) to text. The data format conversion conputer
15 al so converts one file size to another to conply with the type of the

user ternmaaloheinig wseth tHe daiadiSTrOSUE COMdTali tANMRWRrat@si s al so
connected to the conputer network NT, and receives instructions through

the integr aiete GUMediRn dHe eldfaca e samar vkeakaut ithe i $¢losuee of data
files to other nmenber users. The disclosure policies included in such

i nstructi ong, ai& fBNagediddd usitiratiiny elue % S earhpgqdtadegehagure policy
managenent table such as that shown in 21 Fig. 4. In tﬁe di scl osure policy

managenent 5&9}&3%‘0529:%&5 3gq %aﬁlwéJ@rliﬁrugﬁn%%g%qYa%ql %61631 for

aut hori zation. For exanple, as shown in Fig. 4, user

di scl osing k?asq.a.st aog iel %a:'f%f %bnq}gﬁq_rérgecsabqgmsrﬁ%rh as that shown in

Fig. 3. For example, if a request to use a data file
stored earlier in a format called "FORM1" is issued by a
user terminal 1 of a type called "TERMI," then fhe data
format conversion computer 15 may convert the data file
in question into a format called "FORM1l." The data
format conversion may occur illustratively from GIF to
JPEG, from GIF (of a desired picture size) to GIF
(picture size of N[pixels] X M[pixels]), from AVI to
MPEG-4, or HTML (HyperText Markup Language) to text. The
data format conversion computer 15 also converts one file
size to another to comply with the type of the user
terminal being used.

The data disclosure contfol computer 16 1s also
connected to the computer network NT, and receives
instructions through the integrated connection interface
server 12 about the disclosure of data files to cother
member users. The disclosure policies included in such
instructions are managed illustratively by creating a

disclosure policy management table such as that shown in
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menber user 002 to copy the file "Afo" into the user area 17, but

prohi bits the user 002 from downl oading the data file to any other

term nal apparatus, from nmaking any secondary use of the copied file, and
fromgetting data format conversion carried out on the data file in
guestion. The nenber user 002 disclosing a data file "Dfo" authorizes the
menber user 001 to download the file "Dfo" to the user 001's termnal
apparatus. A nmenber user 003 disclosing a data file "Efo" authorizes the
menber user 001 to copy the file "Efo" to the user 001's user area 17 and
grants the user 001 a secondary use of the copied file as well as data

format conveigi on, ofirt hedatiacildsh@e HagiRMRehade8n?03 8801 8 Fhg user
002 the copy, secondary use, and data format conversion of the data file

"Ef0"; the qrenbergusgr, Q03 Al Nordzas: ¢ usgl P02« only to reference the

data file "Efo." Furthernore, the data di sclosure control conputer 16

manages | NALGEPL] Ol 01 $61:0960, 4368 LLOTLERL! aknpsfEMer JURgER.ACt i Ng as

receiving parties. Interception- I'at'e nfornmation dabout” th i gnat ed
menber userésé 1 é}gféis% Car ecg‘éangf:lglne i"H%J'rmE} | cilnoriinzteesr C::\.erpt %derrrenber
tabl e such as fﬁ@f gﬁgmn In g. S. As descri ed,]{%e conputefgland servers
conf i gured meinﬂaérh eusi,enfl edH i V& > oS{;ye & & i(‘loens'%%eo " Ofr{teontt%de %esresror]a%:lea

17, but prohibits the user 002 from downloading the data

file to any other terminal apparatus, from making any

secondary use of the copied file, and from getting data

format conversion carried out on the data file in

question. The member user 002 disclosing a data file

"Dfo" authorizes the member user 001l to download the file

"Dfo" to the user (00l's terminal apparatus. 2A member user

003 disclosing a data file "Efo" authorizes the member

user 001 to copy the file "Efo" to the user 00l's user

area 17 and grants the user 001 a secondary use of the

copled file as well as data format conversion of the data

file. The member user 003 denies the user 002 the copy,

secondary use, and data format conversion of the data

file "Efo'"; the member user 003 authorizes the user 002

only to reference the data file "Efo."

Furthermore, the data disclosure control computer
16 manages interception of disclosed data from certain

member users acting as receiving parties. Interception-

related information about the designated member users is
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conputers, which have their assigned functions to inplenent and which are
i nterconnected via the conputer network NT or the |Iike. However, this
configuration is not limtative of the invention. Alternatively, the
capabilities of the conputers and servers constituting the system nay be
practiced-by suitable application prograns run on a single information
processi ng apparatus. That is, a single infornmation processing apparatus
may be sufficient under appropriate circunstances to inplenment the data
storage unit 11. (2) Operations of the data storage system How t he

inventive data storage systemoperates wll now be described with
reference tgnidiped %@vmatlwwqwdﬁﬁl% NG5yl 1SS WMl ows the
sane nenber user to store and use data file and enabl es different

menber usergate shane U sglpseddatf af idgp- 5The same users' usage and
different users' shared uses of data files involve different system

operations, “h!Ch%g h%sgglbgﬁ§C%ﬁ§e90ﬁﬁﬂ%éggeg¥d ggfg%§gr 9391§EL8&/Wﬁth

reference to Fig how t I nventrve system a e sa

user (e.g. 'in r@r@%n q{l\@ %%tsg'lprac?%oql%tu fll 1uesn|t aeuss%rn termnal of

one type (e.g., user ermnal

using a us%&3t§ﬂ{2r§“ which have their assigned functions to

implement and which are interconnected via the computer
network NT or the like. However, this configuration is

not limitative of the invention. Alternatively, the
capabilities of the computers and servers constituting

the system may be practiced-by suitable application
programs run on a single information processing apparatus.
That is, a single information processing apparatus may be
sufficient under appropriate circumstances to implement

the data storage unit 11.

(2) Operations of the data storage system

How the inventive data storage system operates will
now be described with reference to the relevant
accompanying drawings. The system allows the same member
user to store and use data files, and enables different
member users to share disclosed data files. The same
users' usage and different users' shared uses of data
files involve different system operations, which will be

discussed separately.
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of a different type (e.g., user termnal |Ib) For this exanple, it is
assuned that the file nmanagenent conputer 13 retains and nanages

i nformati on about nenber users and about data files stored in the user
area 17 beforehand, as shown in the nenber user nmanagenent dat abase of Fig.
2A and the nmenber user file managenent database of Fig. 2B. The nenber user
A connects the user termnal la to the data storage unit 11 of the service
provider, or nore specifically to the integrated connection interface
server 12 constituting part of the data storage unit 11. Upon connection
to the system the nenber user A enters the appropriate user |ID and

password or the | ie®chrabedaplehofd 2alhoR«3Rd ched- k. rFO] . a@ 9Rehali @ReSCr een
provided by the integrated connection interface server the menber

user A sel eﬁ@e&ﬁﬁélgﬂw@t@lfdd@ H: D&l W Bheof BA NG Yper terminal la

into the user area 17, and designates storage of the shﬁzcted data file

into the syshem insien Sk e J i eg el Gannertd gudinter face server

12 receives a data file 'storage |nstruct|on er user Ain step

S1, acquir e%ﬁé’ﬁt@ffdﬂee n\{b ﬁép ‘%%%o d qltatrll L’te |d_nforrrat|on and

instructs t € nmanagene or e data ffﬁe in step

S2. later access the stored data file using a user terminal

of a different type {(e.g., user terminal 1b). For this
example, it is assumed that the file management computer
13 retains and manages information about member users and
about data files stored in the user area 17 beforehand,
as shown in the member user management database of Fig.
2A and the member user file management database of Fig.
2B.

The member user A connects the user terminal la to
the data storage unit 11 of the service provider, or more
specifically to the integrated connection interface
server 12 constituting part of the data storage unit 11.
Upon connection‘to the system, the member user A enters
the appropriate user ID and password or the like for
authorization and log—-in. On an operation screen provided
by the integrated connection interface server 12, the
member user A selects a desired data file to be stored
from the user terminal la into the user area 17, and
aesignates storage of the selected data file into the

system in step S1.
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In accordance with the instruction issued in step S2 by the integrated
connection interface server 12, the file managenent conputer 13 verifies
the remai ning size of the wuser area 17 owned by the nmenber user A who
initiated the storage instruction and, if the remaining user area 17 is
found | arge enough to accomodate the file, instructs the file server 14
to store the actual data of the data file into the user area 17 in step
S3. Following storage of the data file by the file server 14, the nenber
user rmanagenent database and nenber user file nanagenent database in the
file managenent conputer 13 are updated in terns of their relevant itens

such as the used @héeln@BQrE%EB'Ebﬂﬁeé%é%nOEnEggfﬁégrs@E@@rlzZas wel | as
the attribute information of the stored data files. Wth this operation,

the sel ect ed datad id & fdd @:Ltﬂée JERIMESe USRI SicthiiMiidn 1ad Sefidred and

managed in the user area 17 of the |nvent|ve system Suppose now that a

data file stared eqf lder, iaito., efel7 i Step S iy deslyed to be
ﬁ%l

used by a 25 user term erent |n type fromthe user

(e Al L ARG rma“cslgﬁﬁe A ST LR

| nt egrat ed maCnO rz;]ne(la:r%r{to%olmrguetr [ ac_l.% %:er Y rc>re ‘the dtaQ:e Ofge.\lreatllnogtse%r %%n
In accordance with the instruction issued in step S2 by
the integrated connection interface sexrver 12, the file
management computer 13 verifies the remalning size of the
user area 17 owned by the member user A who i1nitiated the
storage instruction and, if the remaining user area 17 is
found large enough to accommodate the file, instructs the
file server 14 to store the actual data of the data file

: into the user area 17 in step S3. Following storage of

the data file by the file server 14, the member user
management database and member user file management
database in the file management computer 13 are updated
in terms of their relevant items such as the used size
and remaining size of the user area 17 as well as the
attribute information of the stored data files. With this
operation, the selected data file from the member user's
terminal la is stored and managed in the user area 17 of
the inventive system.

Suppose now that a data file stored earlier into

the user area 17 in step S3 is desired to be used by a
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provided by the integrated connection interface server 12, the nmenber user
A selects the stored data file and designates reference to the selected
file in step S4. The integrated connection interface server 12 receives a
data file reference instruction fromthe nmenber user Ain step S4, and
acquires fromthe file nmanagenent conputer 13 (in step S5) the attribute

i nformati on about the data file selected by the nenber wuser A The

i ntegrated connection interface server 12 then instructs the data format
conversion conputer 15 (in step S6) to convert the data file into a data
format conpatible with the type of the user termnal |b used by the

nmenber useruydebaseeioni e aadud eddddddidt an R Mdr bWt he data
file as well as on the data conversion table (shown in Fig. 3) retained in

the data fQIiminLONVE! SiON IGRHIRIG b3, tHRe nflala f (e 2conYRr 8190
conputer 15 retrieves the original data file fromthe file nmanagenent

conput er 13, £ONvgyd %édbeerrqfsréle,\@eqofafs' 9 ndd i@ d R dakaf,or mt - desi gnat ed

by the integrated 26 connection interface server 12 1n step S6, and

transfers déac{}gl%%\éegr Hﬁ% data fﬂgﬁﬂ&%%lt he, STV le%e Sher S7. Gven the

converted the integrated connection 1nterface sever 12 returns

to the user;fermnal, 1 0h. & R0 Whe dglacil g b0, 4S5t Lap.Ly @ state

provided by the integrated connection interface server 12,
the member user A selects the stored data file and
designates reference to the selected file in step S4.
The integrated connection interface server 12
" receives a data file reference instruction from the
member user A in step S4, and acquires from the file
management computer 13 {(in step $5) the attribute
information about the data file selected by the member
user A. The integrated connection interface server 12
then instructs the data format conversion computer 15 (in
step S6) to convert the data file into a data format
compatible with the type ¢f the user terminal 1lb used by
the member user A based on the acquired attribute
information about the data file as well as on the data
conversion table (shown in Fig. 3) retained in the data
format conversion computer 15. The data format conversion
computer 15 retrieves the original data file from the
file management computer 13, converts the retrieved file

into the data format designated by the integrated
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to being referenced by the terminal Ib. Wth this operation, the data file
stored earlier by the user termnal la is referenced by the user term nal
1b, a different type of termnal, through the system Described below with
reference to Fig. 7 is howthe systemof this invention enables different
menber users (e.g., nmenber users A and B) to share a data file. The nenber
user A first connects to the integrated connection interface server 12 to
log into the system The user A then selects a data file stored earlier in
the wuser area 17, and sel ects disclosure of the chosen data file in step
$11. Wth disclosure selected by the nmenmber user A for the data file in

question, tdenhdtessat teheELECidOrel MErface seryer s phanides £
di sclosure policy input screen. Onto this screen, the nmenber user A

enters necessaryonnd Of B4 o0 | £ £18. + M1 specidd cad | s4d)e yenber user A
may. designate and enter: the target nenber user or users to whomto

i scl gse 't ot 9 2ukd | €ony BUERTAZEL 1000 OF BHOMMAIONAL Agamuesaly the f11e

into 27 the target users' user area 17.- authorization or I'tion of

dour oad, Sl FE AR S5 L RIAIO, Ul S dsEenre
of the di S&E&? eéja )f iil-_l(lae bc¥a19§ hJ‘:e{léJSfﬂ Sc-‘lueasntdioarytihr?rait Zsa%aittoen cognducive
to being referenced by the terminal 1b. With this
operation, the data file stored earlier by the user
terminal la is referenced by the user terminal 1b, a
different type of terminal, through the system.
Described below with reference to Fig. 7 is how the
system of this invention enables different member users
(e.g., member users A and B) to share a data file.
The member user A first connects to the integrated
connection interface server 12 to log into the system.
The user A then selects a data file stored earlier in the
user area 17, and selects disclosure of the chosen data
file in step S11. With disclosure selected by the member
user A for the data file in question, the integrated
connection interface server 12 provides a disclosure
policy input screen. Onto this screen, the member user A
enters necessary information items. More specifically,
the member user A may designate and enter: the target

member user or users to whom to disclose the data file;

authorization or prohibition of a copy of the file into
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prohibition of data file conversion on the data file. The integrated
connection interface server 12 acquires from the file managenent conputer
13(in step S12) the attribute information about the data file sel ected by
the file managenment conputer 13 for shared disclosure. The integrated
connection interface server 12 then transmts to the data disclosure
control conputer 16 (in step S13) disclosure policy information determ ned
by the nenber user A and the attribute information about the data file in
guestion comng fromthe file managenent conputer 13. G ven these kinds of
information, the data disclosure control conputer 16 generates a

di scl osur e tywliLygdnagenentudabl g slicly asddidc ishawsd Rtig. 4 for
pur poses of disclosure policy managenent. On the basis of the disclosure

pol i cy det %mmqﬂ&yon tde JRIDIa IS the (e A543 Jigehogung gRAt rol

conput er sends (in step S14) a use authorization notice to the target

member uSerydhyd N {dind SXAP! s I HRL LN 2R PRAUAGE g B ovi ded

ei ther when the user S 28 l'ogging Into the systemis presented w'th an

appropri at &4 il CALI QM Y 3,34 4AN &, ] S LTRNEE SGLEN OF, Mhgn e-mail  or
the like is sent to-%%e targ%t néﬁber userE%Q%}on19he system Upon recei pt
_ of the userdi%slgl%ogeiocfaéj!loen bnyOtc!-t%eelj r1111=.ers; and authorization or
prohibition of data file conversion on the data file. The
integrated connection interface server 12 acquires from
the file management computer 13(in step S12) the
attribute information about the data file selected by the
file management computer 13 for shared disclosure.

The integrated connection interface server 12 then
transmits to the data disclosure control computer 16 (in
step 813) disclosure policy information determined by the
member user A and the attribute information about the
data file 1n guestion coming from the file management
computer 13. Given these kinds of information, the data
disclosure control computer 16 generates a disclosure
policy management table such as that shown in Fig. 4 for
purposes of disclosure policy management.

On the basis of the disclosure policy determined by
the member user A, the data disclosure control computer
16 sends (in step S14) a use authorization notice to the

target member user B, in this example. The use

authorization notice is provided either when the user B
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step S14 fromthe data disclosure control conmputer 16, the nenber user B
det erm nes whether or not to use the disclosed data file. If the nenber
user B chooses to use the disclosed data file, the file in question is
added to an available file list made up of the files usable by the user
B If the nmenber user B decides not to use the disclosed data file, that
file is not added to the available file list. The nmenber user B nay set
interception of the disclosed data file fromthe nenber wuser Aif so
desired, If interception of data file disclosure froma specific

di sclosing party is designated, the interception-related information is

set into anoggimy MtOnHatLroapt et rErdadn dablw SuGh agp ﬂwriia&heFi g- 5

and managed by the data disclosure control conputer 16. ce suc

i ntercepti ofndscatesd gt ed, sl dasubsequant|de dscdpsad Jaha Jileg fromthe

di sclosing party designated in the information intercepted nenber table

are intercoplad Wid N disf A Ratd 2ak Al M WAl $adord Rt op S14.

29 If the nmenber user B decides to use the data fi scl osed by the
menber usergA+dhe user B selects the disclosed data file on the operation
screen provided by the integrated connection interface server 12 and

I ssues a data fib%oﬂs%ekgiﬁEu%Ei%ﬂeiﬂs%&egu§%%rigg ggntggtice in
step 514 from the data disclosure control computer 16,
the member user B determines whether or not to use the
disclosed data file. If the member user B chooses to use
the disclosed data file, the file in gquestion is added to
an available file list made up of the files usable by the
user B. If the member user B decides not to use the
disclosed data file, that file is not added to the
available file list. The member user B may set
interception of the disclosed data file from the member
user A if so desired. If interception of data file

" disclosure from a specific disclosing party is designated,
the interception-related information is set into an
information intercepted member table such as that in Fig.

5 and managed by the data disclosure control computer 16.
Once such interception is designated, all subsequently
disclosed data files from the disclosing party designated
in the information intercepted member table are
intercepted, with no use authorization notice furnished

in step S14.
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instruction, the integrated connection interface server 12 transmts to
the data disclosure control conputer 16 (in step 16) the attribute
informati on about the data file whose use has been designated. In turn,
the data disclosure control conputer 16 presents the nenber user B wth
an operation screen (in step S17) based on the attribute information about
the data file and on the disclosure policy nanagenent table (shown in Fig.
4) held in the conputer 16. When the data file is actually used, the
operation screen displays only the operations that can be performed in
keeping with the disclosure policy established by the nenber user A i.e.,

the discl osing party thEOhef¥afPh8er Bf dac¢arY @b h8e thkegheat hejdser area
17 is authorized but download of the file to the ternlnal apparatus is

prohi bi t ed giglerodhe 5:_1} SHOM O A heahea usEIPy’ sWQN 1gRpears

operabl e and a "Downl oad” button inoperable on the operation screen. Once

the data fidssdhedoRiAd Coplile%qua?tg\ henaed WA Joweise 1T the

30 secondary use of e I's aut hori zedun

di scl osure gal Loy.cdalod 118, % s, disclased i Jjdse s e g, o her

nmenber users. € secondary use o di<c%se _
practi ped gay ance rﬁrio usuese:l.rnstai:fl}c 1o%nc{[nhesrt’ep %%.5' ni &&%Lnd!cﬁgl osure policy

est abl i she
instruction, the integrated connection interface server
12 transmits to thé data disclosure control computer 16
(in step 16) the attribute information about the data
file whose use has been designated. In turn, the data
disclosure control computer 16 presents the member user B
with an operation screen (in step S17) based on the
attribute information about the data file and on the
disclosure policy management table {(shown in Fig. 4) held
in the computer 16.

When the data file is actually used, the operation
screen displays only the operations that can be performed
in keeping with the disclosure policy established by the
member user A, i.e., the disclosing party. For example,
if a copy of the file to the user area 17 is authorized
but downlcad of the file to the terminal apparatus is
prohibited under the disclosure policy, then a "Copy"
button appears operable and a "Download" button

inoperable on the operation screen. Once the data file is

copied, it can be referenced but not downloaded. If the
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by the nenber user Ais inherited for each secondary use of the sane file.
Then foll ow the sane operations as in steps S6 and S7 above. That is, the
i ntegrated connection interface server 12 instructs the data formt '
conversion conputer 15 to convert (in step S18) the data file com ng from
the file managenent conputer 13 into a data format conpatible wth the
type of the user termnal 1 used by the nenber wuser B. The data fornat
conversion conputer 15 transfers (in step S19) the converted data file to
the integrated connection interface server 12. Gven the converted data
file, the integrated connection interface sever 12 returns to the user

term nal 1 fédbrsdpy S dheratapifdd @idtn quast iGN duthdSizaie werduci ve to
bei ng referenced by the user termnal 1 of the nenber user B. |If data

format convigisi@kdodiote BHMMRYY Zathar #if1d hRle Hess NQ 1R fior ke
conversion, the data file transferred from the file nmanagenent conputer 13

i S T eturnedyAicanvies téithed Guddies STehers userneﬁe \%&hsegbﬁdg 9ragboegyt he

data file 31 disclosed by the nenber user is al e used ot her

member Userind N Audfh 4P ddRPIi e Y Shafm. gﬁ 'dRed ghave . detail,

the data storage systemof this 1nve users ermna

appar at usesafi?ercoambeﬁ{ef’\f t&é rﬁ.%lq:%.ta%. Sc{iogc%.%%u% clfz_ctyheestabl1shecﬁl

by the member user A is inherited for each secondary use
of the same file.

Then follow the same operations as in steps 56 and
87 above. That is, the integrated connection interface
server 12 instructs the data format conversion computer
15 to convert (in step S18) the data file coming from the
file management computer 13 into a data format compatible
with the type of the user terminal 1 used by the member
user B. The data format conversion computer 15 transfers
(in step S19) the converted data file to the integrated
connection interface sexver 12. Given the converted data
file, the integrated connection interface sever 12
returns to the user terminal 1 (in step $20) the data
file in question in a state conducive to being referenced
by the user terminal 1 of the member user B. If data
format conversion is not authorized or if there is no
need for the conversion, the data file transferred from
the file management computer 13 is returned unconverted

to the member user B. With this operation, the data file
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service provider independently of the types of the term nal apparatuses
bei ng used. The data format converting el enent of the system converts the
stored data in the file storing elenent into a format conpatible with a
particular type of the term nal apparatus used by each wuser for connection
to the system Wth the stored data converted to a suitable format as
needed, each user can wuse the stored data using a term nal apparatus of a
desired type for connection to the system The inventive systemthus

all ows users to access and utilize stored data in a nore flexible manner
than before freed fromthe <constraints of access |ocations or of the types

of term nahss&Eesed Wy Camardhm: tosdhen SyStemoil therdongsed g, i nventive
systemallows not only the user who stored data into the systembut also

other USerstid: UsSusdie SOret Kiadansing assifed darminal  apparatus for

connection to the system The data is converted to the format conpatible

wth the term nal AapRAlalusd BdbAARRCHR LG 108 thl uagab'yc,f&oéq btion, where

32 suitable use conditions are set for the data store a iven user in

the systemefdierd! OF ShAA A MY 6 RGOSR IO GGl Hers | n ways

desired by t'he user in question. erent menber can thus share the

di scl osed %&A{‘usaeg li—fac%(icbclnr?nec nNeef 9 dclaegas sqtfoz_:[a%ee tl}erLq: Ooff ttrllrl%
service provider independently of the types of the
terminal apparatuses being used. The data format
converting element of the system converts the stored data
in the file storing element into a format compatible with
a particular type of the terminal apparatus used by each
user for connection to the system. With the stored data
converted to a sultable format as needed, each user can
use the stored data using a terminal apparatus of a
desired type for cocnnection . to the system. The inventive
system thus allows users to access and utilize stored
data in a more flexible manner than before freed from the
constraints of access locations or of the types of
terminals used for connection to the system.

Furthermore, the inventive system allows not only
the user who stored data into the system but also other
users to use the stored data using a desired terminal
apparatus for connection toc the system. The data is

converted to the format compatible with the terminal

apparatus that happens tc be in use. In addition, where
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term nal apparatus used for connection to the systemor the |ocation where
the connection is established with the system Wth their disclosure
policies established as needed, disclosing parties can realize what may be
termed protected disclosure of their data. Wiile a preferred enbodi nent of
the invention has been described using specific terns, such description is
for illustrative purposes only, and it is to be wunderstood that changes
and variations may be made without departing fromthe spirit or scope of
the following clains. 33 CLAIMS: 1. A data storage system having a
plurality of term nal apparatuses of users connected with a data storage

unit of a seivtof Prod dedndi @l chs HRUItRIL MRt WK d8dl ¢dated $hokage unit
storing data frominside said term nal apparatuses so that the stored data

are subsequspid adised Py i He8( S i Aala SN ags Wit conpri sing:
connecting nmeans for connecting said data storage unit of said service

provi der widhssaldbd &/dMdialer ARRAALYS R d%@dj]d:elas%s PR 3k d seonput er

network independently of types of said term nal apparatuses; file storing

means for Qidé&%ﬂéﬂHJ 59 r22¢Rnef 1888y can thus share the disclosed

data in a flexible manner regardless of the type of the
terminal apparatus used for connection to the system or
the location where the connection is established with the
system. With their disclosure pcolicies established as
needed, disclosing parties can realize what may be termed
protected disclosure of their data.

While a preferred embodiment of the invention has
been described using specific terms, such description is
for i1llustrative purposes only, and it is to be
understood that changes and variations may be made
without departing from the spirit or scope of the

following claims.
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users a user area of a predetermned size in which to store data from
inside the term nal apparatus of the user in question; file nanagi ng neans
for managing the data being stored in said file storing neans; and data
format converting nmeans for performng a data format converting process on
the stored data in said file storing nmeans; wherein, in response to a use
request fromany one of said users, said data format converting neans
converts stored data in said file storing neans into a format 34
conpatible with the type of the term nal apparatus used by the requesting
user for coffdediSn to the system the converted data being used by said
term nal apparatus through which said requesting user has sent said use

request. 2. A datla 9t étedde shpiedin avedred g tigx lFaivhuraliftyr (fer conpri sing
data disclosure controlling nmeans for managi ng use conditions under which
sai d stored tfminad apwiad adatsg ss odr g reeansngcaed Wokbdat dabe used;
wherein said data disclosure controlling nmeans enables the data for which
sai d use comdiaragss thave dfeen segeticeoplrevisied byjausecsmptther than t he user
who stored the data in question into said data storing neans.

network, said data storage unit storing data from inside

said terminal apparatuses so that the stored data are
subsequently used by said users, said data storage unit
comprising:

connecting means for connecting said data storage
unit of said service provider with said terminal
apparatuses of said users via sailid computer network
independently of types of said terminal apparatuses;

file storing means for allocating to each of said
users a user area of a predetermined size in which to
store data from inside the terminal apparatus of the user
in question;

file managing means for managing the data being
stored in said file storing means; and

data format converting means for performing a
data format converting process on the stored data in
saild file storing means;

wherein, in response to a use request from any one
of said users, said data format converting means converts

stored data in said file storing means into a format
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3. A data storage systemaccording to claim1 or 2, further conprising
announci ng neans for announcing that the data for which said use
conditions have been set are usable by the users other than said user who
stored the data in question into said data storing neans. 4. A data
storage system according to claim3, wherein said announci ng nmeans mnakes
t he announcenent to a specific user other than said user who stored the
data in question into said data storing neans. 5. A data storage system

according t [ or.. r [ LSLpg Inter i ng freans, for
establishin%ogk%ngéscgﬁﬁpoﬁkgfEpﬁg §§2§%%CE%%% n%?o%§§?£ﬁékﬁfléa%ser
m_ anot her._ user ore ai d

either inr %p% se to a request fr bef

announcenen®y o eafEaR e kLY ARG hNERhert e LG o By s B
according to claim%1r r . _any.one of cgains. to 5. dependent on claim 2,
further coRSPVahEs: BebRrdPR S RoMRES BY FoLar HR HBLReT tIRAT NS ai d  use

conditions and a histaory of uses by the other users of the data for which
sai d use coﬁﬁFFFEWSWWé&é-ﬁééﬁ £eauegsing user has sent said use

request.

2. A data storage system according to claim 1,
further comprising data disclosure controlling means for
managing use conditions under which said stored data in
said data storing means are allowed to be used;

wherein saild data disclosure controlling means
enables the data for which said use conditions have been
set to be used by users other than the user who stored
the data in question into said data storing means.

3. A data storage system according to claim 1 or
2, further comprising announcing means for announcing
that the data for which said use conditions have been set
are usable by the users other than said user who stored
the data in question into said data storing means.

4. A data storage system according to claim 3,
wherein said announcing means makes the announcement
to a specific user other than said user who stored the
data in question into said data storing means.

5. A data storage system according to claim 3 or 4,

further comprising intercepting means for establishing
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interception of the announcement from a specific user
either in response to a request from another user before
sald announcement, or after said announcement.

6. A data storage system according to claim 2 or
any one of claims 3 to 5 dependent on claim 2, further
comprising recording means for recording settings of said
use conditions and a history of uses by the other users

of the data for which said use conditions have been set.
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