Met hod and Apparatus for Secure Transfer and Playback of Miltinedia Content
FI ELD OF THE | NVENTI ON [ 0001] The invention relates to securely
transferring nmultimedia content between devices in a conputer network and
securely playing back the nultimedia content in a device. BACKGROUND

[ 0002] The approaches described in this section are approaches that could
be pursued, but not necessarily approaches that have been previously

conceived or pu&hRIhnd APBRERE B Securd T RSFerQhdBIayBSE of MdlitEddfGontdie
approaches described in this section may not be prior art to the clains in

this application and are not admtted to be prior art by inclusion in this
section. [0003] TV viewers canfFIEEDADFITHEOSVENSI@d TV prograns using a
As such, n reco d a particular

vi deocasset der

TV proar am 3001 Fe i attes i st B HI A E - SRR ORES ded TV
program at ae\héﬁsa’ia&dnﬁfﬁ’xter herwerkdel s¢relpsleAnPback fhetrhilfmedia ¥édrn henges t he
electrical signals representing a TV programinto negnetic signals and
stores the '8ﬁ%t|c signals on magnetic tape. The nmagnetic tape is wusually
in the formof a videocassette tape inserted into the VCR by the VCR user.

When a VCR user decides to play 2@% ﬁgﬁ program the process is
reversed, and the VCR changes th 5 ignals stored on the

vi deocasset {@ozpape Thmppr@bl%@ ldedcEiBdd if kIgOSortiElappSu0EkS thad € BEhrécal
signals to TV set. e_h0004l F iihe devel opnment of, di gl tal technol ogy,
VCRs are be 'ﬁtd‘oF RESPssRrdy apRyoachgsdhat Fve\HearéHeYlé WErdvedsyREssied j ke a VCR a
DVR r ecor ds Théreefs asiés8 dthEMviky iA@EAEE thefa roﬁc%%@desmb%( % sBtiof RN IbNEE

el ectrical S|gnals of the TV programinto alta i nformation and storing

the di gi t al PoRgHieHheickHns it this Appkisatipn gad are got dite be pR@srarthyagadusidsack t he

recorded TVifihQWédbh the DVR converts the digital infornmation back to

anal og signals and sends the signals to the TV set which displays the TV

program f or (0 vi EXetewer @ooBPrdibyRecasted Tbémommguslma @dsoqagbtye popul ar and

VdelY ook BRR% IhDthon f OBRGERolredob ROGEAPTY Bl A BBL LY 1O

record and contro ybac recor prog ame 1S conventent, DVR
users.are fbm&@dsttcbandlp@wthee&amﬁdwdrd‘éwvmmgmamhteramI\/Imtler(t@nnect ed to the

a2t RO SR B B
program Asmagrre&msg«mlmdetor@ tickr rAagnaticksi gngRBiod atagh&licaagdVRhd magnbtic fap@dei | ity to
usually in the form of a videocassette tape inserted into the VCR by the VCR user. When
a VCR user decides to play back the TV program, the process is reversed, and the VCR
changes the magnetic signals stored on the videocassette tape into electrical signals and
sends the electrical signals to a TV set.
[0004] With the development of digital technology, VCRs are being replaced by
digital video recorders (DVRs). Like a VCR, a DVR records broadcasted TV programs
for later playback by changing electrical signals of the TV program into digital |
information and storing the digital information in a memory device. When the user plays
back the recorded TV program, the DVR converts the digital information back to analog
signals and sends the signals to the TV set which displays the TV program for the viewer.
[0005] DVRs are becoming increasingly popular and widely used for recording
broadcasted TV programs. While the ability to record and control the playback of
recorded TV programs is convenient, DVR users are forced to view recorded TV
programs at a TV set connected to the particular DVR which recorded the program. Put
differently, a DVR user cannot view recorded TV programs away from the DVR that

recorded the program. As a consequence, a drawback typical to a DVR is the inability to
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1 view recorded TV prograns in nmultiple |ocations. However, DVR users
desire to watch recorded TV programs away fromthe DVR that recorded the
TV programs. [0006] At the same tine, content providers who provide TV
programs are concerned W th preserving and nonitoring copyrighted program
material . Thus, content providers do not want DVR users to freely transfer
TV programs to unauthorized devices or distribute recorded TV progranms to
ot her unaut hdew reeckdBV/RV peersns i BO0He Mbwibnd. Hoeset BYR el dettalhich a

secure co I i stemt hgou ich a use y transfer recorded TV
progr ans an:j %og(% ﬁpn%ff’%/%aw %%M%Heﬁor&%k?g§£r°%?%onal Conput er
(PC). Addi ti[6ed] | y,Atshicdama nmesmmnmuhderpwwhﬁema TUSSbgrainb Brelcbeerr@Bi 1 1ty tO
transfer recorded anot device in a secure nanner

froma PC t
that preserV&y ?ﬁ%gr'rﬁgﬂg?&mtmg&’mgh SRS} matepiy)p gy Rersent prviers
DESCRI PTI ON domofliint DRAVESNESo 000 BlnsfR e Vir&sans tolmﬁﬁmrize&‘ ddviceb bf ustrated by

way of exa and not of limtation, in figures of the
ac)éonpanyl rrlm l%'(\?ﬁrﬁﬁg&é‘rﬂywﬁgﬁ;ﬂ?&mﬁ%‘éaﬂ‘m?fbﬁwusPF@maraI s refer to

simlar el emourp arvhd: i dekitedhs to[teQl;-lQ]) alsb Ity C%nﬂ'nﬁilnﬁc%tlgh %st@ﬁllﬁpx@hﬂp\?er and

illustrating a conmunication 1ystem or providi ng secure
pl ayback of astrraydangeraesordediT Vaprosrans aryl ather ondtimetibouiartfiom aDR® a

ratin ener al
ovorvi cw of e CompHERPLR Aduifordli Sttt GAEANAIdHSHAEL LA BE0C 5l g (o
one .enbodi nebHitygp tr@wéer r¢oauded prqgrams[f@a@myc Ki :glother @vics ima ﬁdcow rﬂ:dihaértthat

illustratin t ure connection between a DVR
and a PC forg r{e)&stecur%r tra ér?ﬂ?x’o%ﬁé 05%0[( of multinedia content -

according to one enbodi rent of the |nvent| on; [0013] Figure 3Ais a flow

chart illustrating a net mEﬁ@EWWOﬁTﬁ%%ﬂWHQ@S mul timedi a content

between a DVR and a PC according to one enbodi nen the invention;
[0014] Fi gui®08IB | §h%\be$eOtth@ilagwaHu8hhﬂedlby way ofeyamplesanonbyewhaee f or

tS gc ch) |r1 g| )énbggﬁlggtfo%r fl t%gf %ﬁ’eés;[o'rt; \E}%%' nt & n(irg\jl?flentﬁfm r}g wht \Aglkﬁ %?rgx&qgcd ?gg:‘);?nl ng
i |1 ustrati noumerge reforas sml\vlelralcmmsﬁnd axnwhiE]EG
[0010] Figure 1A is a block diagram iilustrating a communication system for
providing secure transfer and playback of multimedia content according to one
embodiment of the invention;
[0011]  Figure 1B is a block diagram illustrating a general overview of the
components of a Digital Video Recorder (DVR) according to one embodiment of the
invention;
[0012] Figure 2 is a flow chart illustrating a method for establishing a secure
connection between a DVR and a PC for the secure transfer and playback of multimedia
content according to one embodiment of the invention;
[0013]  Figure 3A is a flow chart illustrating a method for securely transferring
multimedia content between a DVR and a PC according to one embodiment of the
invention;
[0014]  Figure 3B is a block diagram illustrating a user-interface for securely
transferring multimedia content between a DVR and a PC according to one embodiment
of the invention;
[0015]  Figure 4 is a block diagram illustrating a general overview of an MPEG

program stream according to one embodiment of the invention;




program stream according to one enbodi nent of the invention; 2 [0016]
Figure 5is a block diagramillustrating a user-interface presented to a
user of a DVR for downl oadi ng nultinedia content froma content provider
according to one enbodinment of the invention; [0017] Figure 6 is a diagram
illustrating a process for converting an internal PES representation of

mul timedia content into an MPEG program stream accordi ng to one enbodi nent
of the inverooiah; Fighrd ORhBlockidgigrae Mudttifg DhetdizadpBdhRll tFa S¥ssE/M ONn

whi ch enbodi s of the invention may be inpl enented. DETAILED

DESCRI PTI O\II{% ‘@]do‘ﬂ“lﬁﬁ‘rﬁﬁ“l&ﬁ’&d'éﬁ%‘?“éﬁﬂ@ ACGRICRIERMIFT AGFORERE P €1¢ r ansf er and
pl ayback of emBblitnergiR igptignt is described. In the follow ng description,
for the purposes of explanation, nunmerous specific details are set forth
in order to 3l d&igyre hisedipgrm ineeting aparesyfosronvadingee insgrnal PESent i on. It
will be app ; LESAEG o I : cticed

W t hout t hegiﬁggggt%ﬁ@gi%%d@nﬁeﬁqg@rﬁr [ nsrt)ljg%%lgls%ﬁb%rw}] it Bflésjlt ructures
and devi ces capedimpg\whtheinvshiduk amft agram form in order to avoi d unnecessarily
obscuring t es j o] el 02Q] foll ow.n i ssion, in

ref erences F@ lte Le g%g\r/éﬁ\ég%fﬁcggraﬁlﬁ%eogglsggtér?%wghw Smp%@g%g?ftgyt hr oughout

t he sever al iwieatign magy(h@ 2mpleErisedli nent s are descri bed herein according to the
following outline: 1.0 CGeneral Overview 2.0 Structural Overview 3.0
Approach for Providing Secure Transfer and Pl ayback of Miltinedia Content
3.1 Establishing a Secure Conn®PETASKEDPEMBEPTAODVR and a PC 3.2
Transferrin | ti | | pt ernal PES to
MPEG Conver g‘%@ 4, @%&@%@h@%&%ﬁ?%@eﬂ&gﬁ@g plgfaticol " 57

Ext ensi ons andinmdiagontgntiiydsscribed. BENERNDWDYERHRVY, 6.0 2] puffsesrfeds

hdentified bfbiifor Rifd8ls \BedRCKHR WL AR i0S 0 HEFES BRI Ot S

understanding of the present invention. It will be apparent, however, that the present

invention may be practiced without these specific details. In other instances, well-known
structures and devices are shown in block diagram form in order to avoid unnecessarily
obscuring the present invention.
[0020] In the following discussion, in references to the drawings like numerals refer
to like parts throughout the several views.
[0021] Embodiments are described herein according to the following outline:
1.0 General Overview
2.0  Structural Overview
3.0 Approach for Providing Secure Transfer and Playback of
Multimedia Content
3.1  Establishing a Secure Connection between a DVR and a PC
3.2  Transferring Multimedia Content between a DVR and a PC
3.3  Internal PES to MPEG Conversion
4.0  Implementation Mechanisms—Hardware Overview
5.0  Extensions and Alternatives
1.0 GENERAL OVERVIEW
[0022]  The needs identified in the foregoing Background, and other needs and objects
that will become apparent for the following description, are achieved in the present

invention, which comprises, in one aspect, a method for providing secure transfer and
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that will become apparent for the follow ng description, are achieved in
the present invention, which conprises, in one aspect, a nethod for
provi di ng secure transfer and 3 playback of nultinedia content. DVR users
are offered a neans by which they may securely transfer content froma DVR
to a PC and further to a handheld device. DVRs have the ability to
identify PCs and other DVRS in a LAN by perform ng a discovery operation.

During di scoplkyback af BMBRmeaia colrérer DVRaisHE belbfidRM ia&Ransy whiéh tlh% g €
aut hori zed to sh content fromthe DVR a PC on the

re d/ or ri \$
LAN, a nedia cﬁﬁ?@l ﬁ‘i?ﬁteﬁtrtg‘?j’l’ ﬁ’l%stoﬁé)gda“@ dughshiehapdheld %’Vtcﬁ PiY&spVR and
initiate tl’aﬂﬁzfeeﬂieﬁabﬂfty toq@éiﬁWCSfdhethmvﬁy%aﬁANhfy pRormtigR aisliReRRdi a

application ggocramls | paded on_the PC it requésts information for

i dentifying 1opi OUTRg digsgreryradnY R capsdgterming dewigesoui thehAN arfhl s

i nformation mrﬁedforghw@nd/&r&hw RniBidtdh A BREFE the
DVR. Wen the user supprl i es trhe r?e fla access key d’tﬁgypﬁ%ﬁ%ﬁ% ap |cat| on

program t he®HRHERSIOB ATOETaRLIS useddo eammeiestenitiDRDIR %ddemmthltlamﬁers ehds a
connectfon &AeRtn 1R BV PHBec 40271 M, KD YR LESS! Y ERALNE foneet i or

request, it authenticates the request t he
suppl i ed medPG ibeauests inferatipn f@rtdqetlfﬂﬂgspamdularlavﬁe'&marmy Inloﬁet he rredl a

access kevs il b, AYBneshalh b DR Braceurssqncctl on ut h |

whi ch can be done b E/ encrypti TesSagy th usi ng
various encrtipbiV&n %bmmdssawphwh@mbdha acclegweyemhymbm@apmrcaﬁdiﬁ Turing

encryption ithm Furthe t he e hash al gorithnms, such
as Message [ﬂq%%g%‘tgp’(rw %{ES %@@Eﬂoga‘ﬁg&ﬁ&?r@@? ?‘f"hrz d gendg Fiﬁonnfﬁt“’c“o sign all
nmessages betrespest to the IR and ':. PC. Thus, when the PC receives a nessage
fromthe DVR, . J,t U ropri ate encryption key to decrypt the nessage
intoits or ﬁ&?%?iu ﬁgﬁ?@g Bf}gd' Veﬁ?@éo?l}?%“qﬁ(fe‘&ﬁﬁf it Auth @V@t?ﬁég%feémshbl i shed a
secur e connegt fodihstahdtcdgathi©the bippNsd Bbdih g(g;egfkewlltg TSN RS £041L 8ibssDet Ween

t he devices s g@ abl ed. For this purpose, the mnedia application program
| ocated on 4% Bécrmeidaceess keysmpthi @8@%@‘*##@&”@9@ chwirectionewiiletiei ng and

viewng a | el walchGanbeihe boERt O haSa QBT HODVIERSIC g eOnt ent. Tor

transfer. Thus, using the nedia applicati program a user Hay request a
listing of VARRHS EREYRtion micthieds migRRas b k@)h@lcrquﬂe&tth@ "ﬁumgcaamvpﬁbn t he DVR

generat es t hgoliiha! imenaf m BYK & u m%@ t' ,é FC, which
di spl ays the%aval labl e cont ent t he hﬁ%eggonttl a’ t“hC% Sélg%l %%t i on
program ThéMDPSeer Sepem Hash étgpsthvwl ¢SHAN tesign dlbmessages bawedd tAEDVR and

PC. Thus, when the PC receives a message from the DVR, it uses an appropriate

encryption key to decrypt the message into its original format.

[0024] Once the PC and the DVR have established a secure connection, the secure

transferring of multimedia content between the devices is enabled. For this purpose, the
media application program located on the PC features a graphical user interface for
requesting and viewing a list of content located on the DVR and for selecting content for
transfer. Thus, using the media application program, a user may request a listing of
content from the DVR. When the request is received, the DVR generates the listing of
content and sends the listing to the PC, which displays the available content to the user
via the media application program. The user then selects which content to transfer from
the DVR to the PC. The user can select any content that may be stored on the DVR,
including, but not limited to: recorded TV programs, music files, movies, images, or
content that the DVR downloaded from a content server using a broadband connection.
[0025] When the DVR receives the request to transfer the content, it locates the

content and begins the process of preparing the content for transfer to the PC by
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the DVR to the PC. The user can select any content that nmay be stored on
the DVR, including, but not limted to: recorded TV prograns, nusic files,
novi es, inmages, or content that the DVR downl oaded froma content server
usi ng a broadband connection. [0025] Wen the DVR receives the request to
transfer the content, it |ocates the content and begins the process of
preparing the content for transfer to the PC by 4 converting the internal
format of t I [ , thehe DVR
oy at tach QAT B bl aflrk SonERil £ U R Tt by e
digital dat @V&meamchladdxml@tﬁbwmemntentW@IMIWtaftgmmltabﬁ%% ypt the
digital dat eam f or r anpl e,

usi ng the T%r ?a?l% @r?(rzl? VD ?dzrﬁgngltﬁ%lrgﬂiﬁ Hﬁﬂ%r enwy?%tﬁgﬁ%gl@gtﬁ S{sr%hnﬁ’%(he di gi tal
data str eamsetslren@haerse@the @Clﬁmsgn, féd eyemplkehusingthq Bhithg emc)rymfontal@nﬂm‘R' s MAC

address to ne ncryption ke t he
digital dat }5;%{?8 t ,1g\?%¥§ﬁ8tae§81r'§7&gsal\é:eﬁ ?iaor e Iflﬁﬁm EI gl f‘al dat a
stream onta) af thé D)NageNMaddﬂess tP\eregaté hSHDVI%ncsypsankhyn@Iekbmep)\dgr am st ream

to the PC, the | ication all o ser t. rack the
progress of SEHS the dcéjﬂ?‘f @"?g Brema @’BPE ﬁ’ﬁﬁg‘}cgﬂ’ésf%’? S?fefi %Fsdlglﬁall g?tﬁﬁ'ﬁagln
Further, onegtotahtork¥fe deGicei WRie theB VR ig kéndingdiad o gr&ﬁll’sﬁéeﬁlﬂ totthceP@%emiy convert

and send the data streamto a portabl e devi ce. fa‘llﬁr"] t her
enbodi nent , MeHi? PRI HOFERAIP S ps5r todtark @\9@%&% e?rm DVR wi t hout

user inter afaisFrapm YraRk®t sRfhs iTSmiB 8. fﬁﬁifeecbﬂc@mtemséewe§tﬂerd«;gnam@a DVR to the
PC.. Further C can automatically synchronl Zze any content it receives
with a port s, e way conversund senghe date et t ReoTadlGdexical of content
through a sesgskpe mmﬁ%mmhﬁa& She p@feanciatmc;h@ r@tﬁ@@esc%ﬁ@ntvﬂrcﬁn thePC or
portabl e device. A broadband ag ‘ication of systemis al so possible.

I n such an @Mﬂw&b&ut user bteradtien yh&vmtheau%bmghlde teanpigesrrom thews/ Rato tlIB/R t o
sel ect cont and

et vor k. _sush Suftpgiang EERE! S AHoRN NG 8D bl IVESREP kiR BEARIED
enconpasses davmeo npuseecanzpigenla thegetdmdal af connpthtoagh 2 sadebprevidediabsit onf i gur ed
to carry ou f Qrego st L I 00 Referring
to Fra 1 Ao s R o R B et OO R B AT SO cystem for
sharing contgiim Betsapesgibie. DvEuichnad a@ali?&dn&bfﬂ’(b&\yﬂemﬁmmbﬁmmr gliwis@an  system

contai ns DVRs, 102 102B and 104, DVRs, 102 nd 1
communi cat i lvoéﬁﬁﬁlcgﬁe‘ftéo ﬁeotéaélffeﬁ?%%{‘d PRl?eﬁ(g OI?fBaq’tr?F%ﬁRjih any proper

network, such as the Internet.

=)

[0027] In other aspects, the invention encompasses a computer apparatus and a

computer-readable medium configured to carry out the foregoing steps.

2.0 STRUCTURAL OVERVIEW

[0028] Referring to FIG. 1A, in accordance with one embodiment, a communication
system for sharing content between a DVR and a PC is shown. The communication
system contains DVRs 102A, 102B and 104. DVRs 102A, 102B and 104 are
communicatively coupled to Local Area Network (LAN) 105 through any proper
communication interface, such as an Ethernet or wireless communications port. PC 101
may be a personal computing device such as a desktop or laptop computer, and is
communicatively coupled to LAN 105 through any proper interface. Portable Device
101A may be communicatively coupled to the PC or to LAN 105. In one embodiment,
the Portable Device 101 A may be a handheld computing device, cellular phone, portable
media player, etc., for displaying multimedia content. Through LAN 105 and Internet
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comuni cation interface, such as an Ethernet or w rel ess comrunications
port. PC 101 may be a personal conputing device such as a desktop or

| apt op conputer, and is comrunicatively coupled to LAN 105 through any
proper interface. Portable Device 101A nay be conmunicatively coupled to
the PC or to LAN 105. In one enbodinent, the Portable Device | OTA may be a
handhel d conputi ng device, cellular phone, portable nedia player, etc.,

for displ ayi A§7.RVRS 12di and ¢ 02 may confhuimcaghwikADrlioSPRRded W6RMAE CoRted07, DVRS
102A and 102R %gly gmmni cate with Service Provider 106A and Content

Server 106B. f 2’9(5‘6 Content Server 106B provides nultinedia content to the

DVR over a né¢@028f k ConteneSeinied NO6BRRGViIR TGSl EMRLBAR: DRE S8R5k cont ent
from Cont ent %%Kfver 1:06.8 for[pz%ﬁég‘gck n a connected TV set or for
transfer to BET0P uEPHGSHIKE MBS pRdFontsat feqm Copterns Sever HI6Bhi s
exanpl e, PC fd}laybiéRon kQaitheated TR #idraFstiaPle ol Q¥ih ﬁ‘lel%%dﬁﬁe% !
aut hori zed shar.i ng devices on Hone network 190. PC 110 and DV 8}1 may be

unaut hori zed ¥REri ng devices attached to LAN 105. [0031] In one enbodi nent,
DVR 102A, i ngnad] ediomishe 1&@@%5})&&9102&35}@%@3 Qi ?&ta@et(ﬁ}/i@e RV
at a, [

Provi der 106Ai whi ch_pravi des program gui de t graphi cal "resources
(such as f onlbautharized shating davices on Heme nebworkrio8r REtl @ ad RYRtl0mey be ogr ans,

adverti semenfmuthdfstdehiiel dEAEAS A heFRE enabl e DVR 102A to operate
i ndependent | t he Sergvi ce Pr o&tleder q?%Eé]ft’t'o satisfy viewer interests.

of
Communi cat i O%O%Ht welrpnpembodinem, RWE 164 \ingallePoohbuenetd6fk 190j | | zes a secure
di stri buti onc@fnalHi - e r ta. . between the DVR 102A and the
alHidaRS WL G Steﬂzfx_f% tﬁ%@eﬁ 1?% w%lch\})lr%\\égea Rrograi, guide

Servi ce Provider 106A such t sef user's
privacy are grrbicatresaircesKsach asfonts, picaires, ytc)f sesvidd\iotrBatio Kofrivad protrddhsS-

Pat ent No. | i by th i t and is hereb
i gcgppor at egﬂ dgéﬁser eg tes\fl\ge}{rqg)g].elr f‘)ﬁ[g%ﬂ?ﬁe‘%ﬁégﬁr&?ﬁ’ﬁe@g§g 1&?&“’ g}g,rat% Wd%i??"‘éq’?ébdi ment ,

DVR 102A gernditizd Seyvierpvillerd 06 & sapdfyikidlverd dteRstsC OOR@RRISon tebvibzh bivad by
cessary tg digitize an analog television

Si gnal Converter 4. .that.are ne ) di gl )
si gnal and glg?\géurl %g?rt“cf Efoé”dgr ﬁ}%}it 1255 aggtuze Setribdiangechitertere tatsanster dityi t al
data st reambefieh HRDVR e03A MEhdSHASCPIOVidS DBA!sScH BB AR Ry, T T OM a

cable TV sys%ﬁg] satellite receiver, etc., via Input 152A. Input” 152A may
conprise a PrOPSIUFEy PoYacaimRrAgetad dlfiedunctinpalityef 20V R iplypifiad it y.Sof si gnal s

to be recei \ra@gna¥é 6[288 3RIRHich is owned by the Applicant and is hereby incorporated by

reference.

[0032] Referring to FIG. 1B, in an embodiment, DVR 102A generally comprises a
plurality of components, signified by Signal Converter 154, that are necessary to digitize
an analog television signal and convert it into a digital data stream or to accept a digital
data stream. DVR 102A receives broadcast signals from an antenna, from a cable TV
system, satellite receiver, etc., via Input 152A. Input 152A may comprise a plurality of
tuning modules that allow a plurality of signals to be received and recorded
simultaneously.

[0033] Recording Module 160 records the incoming data stream by storing the digital
data stream on at least one storage facility, signified by Storage 164 that is designed to
retain segments of the digital data stream. A Signal Converter 154 retrieves segments of
the data stream, convert the data stream into an analog signal, and then modulate the
signal onto a RF carrier, via Output 152B, through which the signal is delivered to a
standard TV set. Output 152B may alternatively deliver a di gital signal to a TV set or
video monitor. For example, DVR 102A may utilize a Digital Visual Interface port
(DVI) for sending digital signals to a TV via a DVI cable.

A -~ o~
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si mul t aneously. [0033] Recordi ng Modul e 160 records the incom ng data
stream by storing the digital data streamon at |east one storage
facility, signified by Storage 164 that is designed to retain segnents of
the digital data stream A Signal Converter 154 retrieves segnents of the
data stream convert the data streaminto an anal og signal, and then

nodul ate the signal onto a RF carrier, via Qutput 152B, through which the
signal is d re T ively
delgi ver a d?@bﬁ Cb{,ﬁl égﬁgﬂ%ﬁ& (\'{m%ﬁ&mc ﬁ)&%ﬂhn%%%%gér% [@ﬁrgﬁ‘ gilg"ir}prh?é DVR
102A may ut |IDVR<-:102A Ebngmhmbatéﬁmﬂetﬂetwﬂkdﬂi wa@tfpmet, wifeld¢$ detWerk, mededi, oy di gi t al

S|gnalstoaTVV|aa VI 0 a

Conmuni cat i of ﬁrn?mllp 103%%’“ rou“rL &%ﬂ%&%ég’%@ﬂ %éfdcrg!ﬁfyrgﬁllscat es with
Net wor k 105 systemEﬁdhehamte,compmmlnaslsscnbédmbbkq arerhalsed inarTV st bapable ofmuni cat i ons
standard. Furt VR 102 be integr dinto a TV system such that
the conponerit®s® E%BF&@&“%{B&%%BF@“B%%@&?’% hdz%\/ set capabl e of

perform ng tiessiunah hmﬁer@fnb&ﬂﬁlbmppvnqomge@fa11@V%§ﬂ%a pludlBpdf | n anot her

enbodi nent, DVR 102A generally, c rises a urality o
necessary tcfoweel&nwecwébﬁodece%d 1d, 505G, & eféﬂﬁplﬁmglb%ﬁﬁﬁ?ﬁﬂga?‘sdat a

signal s frqmnaa PlukaliB/ dftsurbds, BN ECELSC, AT, adSrvite Provider, Y Bontéht S@vet] Ce
provi der, content server. DVR 102A can transfer dIISI tal data signals to

anot her DVR I?JYR PR2A eapriranefordigit) data pigusdido arothrs bRk ok i PYR 1924 m#Vs vi a

Encoder 156Anedd oFe&e08ladi Rglaa'l_’ ggndlsmlﬁ’ EfcoBbsahiahy D@éodetf DoRBAS a p‘ﬁfralﬁ% 8y back,
storage or transfer. can al so encri/‘gt or decrypt digital data

si gnal s usi rfngFﬁcfPWi%)tblﬂﬂDé‘@FaﬁgpﬂranifSB DR 1624 pangdso enerypicr decrit diglital back of
the digital %ﬂ‘;h ected to
t he Service dlgggfg‘?o}glrlgﬁ%% r&%&?h?ﬁ? 5éjs%laérB\s/tg'-:nrO‘l gé\érggéf%&?ag? nagﬁg#ﬁlc g%g?lna

t el ephone ndd@ﬁigndisgni fied by Conmunication Interface 162 to dial into an
i ncom ng ca S ovi de 0BA. t t hr ough
Conmuni cati ter %@Aﬁwﬁﬁﬁﬁg chﬁnecged% gelsﬁ f%regg{ erw%él%fect ed to

t he Service Clanmm Stever 1083 byusifgantiganalSeephene ﬂzedieﬁh \m@lﬂedtbyIComhmalcamtmor Kk

LAN) 105, ich i t ted, to, Ser P d d Cont ent
Server  106ENPRES Uh oI SRt PR e EaNn o el SEaerogh KOSt A Tt ernet 107
using a Cab|Aﬂterriﬁﬁ€&yﬁt}Q6ug‘rm5rﬁhmﬁdaﬁ&1 Inkeatacdmo2] it BVR a2 & afy beidiredlyon LAN

105 may connect t rne
y connecteg to tge §erv1ce Prov1der 106A or Content Server 106B via local area network

(LAN) 105, which is in turn connected to Service Provider 106A and Content Server
106B through Internet 107. LAN 105 may be connected to Internet 107 using a cable
modem or router such that multiple devices located on LAN 105 may connect to Internet
107.

[0037] The DVR 102A initiates a connection to LAN 105 by communicating with a
LAN router to obtain a local IP address on home network 190. The DVR may also initiate
a connection to Internet 107 by calling a local access telephone number for an Internet
service provider (ISP) using an internal modem and telephone line. The ISP directs the
network connection request to the Service Provider 106 for identification verification.
Upon verification, the network connection is authorized and the DVR 102A is granted
access to the Service Provider 106A.

[0038] On a user’s PC 101, a media application program is specifically coded to
communicate with one or more DVRs and is functional for encrypting and decrypting
multimedia content. The media application program provides a user interface for viewing

content on each sharing DVR and selecting content for retrieval. Further, the media




[0037] The DVR 102A initiates a connection to LAN 105 by comunicating with
a LANrouter to obtain a local | P address on honme network 190. The DVR may
also initiate a connection to Internet 107 by calling a | ocal access

t el ephone nunber for an Internet service provider (ISP) using an internal
nodem and tel ephone line. The ISP directs the network connection request
to the Service Provider 106 for identification verification. Upon

verification, t etwork co t I ' d Ais
granted ac cdgglylﬁ o PREEANY] pg(g@%rdo%gb&lécﬁl %g%ﬁg&%gtgﬁ%ﬂa%%g%&% I%Q%C 101, a
medi a appl i cshbringrP(3rand D&Rsiogs Leyelsti cal |y coded to conmunicate with one or
nore DVRs and is functional for encrypting and decrypting multinedia
content. The nedia application program provides a user interface for

Vi ewi ng  COrg.&MPPRIDASIC ROR PROVID NIYREGUR ESER ANS FBRJAND RIAWBACK OFet ri eval .
Further, the i | i i program rmay provi de a graphical user
interface for%ﬁmégﬁt#&grk of sharing PCs and DVRs on LAN 105. 3.0
APPROACH FOR PROY!1 DIENEABECSIRNGIRSNEBRR GOINRCANBASKT QREENVAIDNRVERDAA CONTENT

3.1 ESTABLI SHI NG A SECURE CONNECTI ON BETWEEN A DVR AND A PC [0039] Each
DVR 102A, 102B goesp?hr ough a di scovery stage to find and establish a

secure connqgedIopn HabDYRN®2AJRI2BCRSs tﬁfbu%lh@di'séWer f&tagsfbvmwanfrwamh per f or ned
using any appropriate discovery protocol (e.dg. Izen ezvous by Apple

Conput er, | riécuye coapestingyyith ethedavicesony then LAN: BsRvcoanaxbeferfarmagdasingiagy ti me
interval or 1Mfe BiS@Very pEtSHIERLe. REMEEGs b ASNO¥ShYuteDMR ) 10dAndyivads

nei ghbori ng a%éflo?é 1028, _?L X and %gs 101, 1?LO)do§IQLAN %%g ar%i:l mayy: dentify
one or nor e seldo ruetontioallyatiz bnseifigdtims hierval gr eidhd uses reenst. iDwingnce, DVR
102A nmay i dept.i 1P ' ' j1C

recogni ze %@(&Nf%ﬁ%ﬁ an %ﬁpﬁ%ﬁ%ﬁé@ﬁ 5?@%&’“@%3‘5@?@5@’ glr‘l’;"%}t‘@é?}% by DVR
104 t o requesd mahaentifyoneotmat deRs ad@veuttiokizedrbariterdegides. |Hor owsdace, t 0

determ ne { Vi ces, at 0. .LAN 105.are aut hori shar i.ng
dovi cos. - DV oA Rl P Tgbs  Althhfisa Heln@ g B RAREIANS
Servi ce ProDViet04B86Aundullidr4id¢d devicer Tikerefor, siypapbyiptByRVR 204 wirtduest tht gi t al

o0 e 3} By BT B Th PRl WELa S 1 1
aut hori zed shav 103Qrélanhdzieed shaihd@vatsy DRI hat @nbiged dipifdl Siaiage, the user
certificate provided by Service Provider 106A.
[0040] In order to supply DVR 102A with a digital sharing certificate, a user logs
onto a Service Provider 106A website to create a record of the devices that he wants to be
considered as authorized sharing devices. Using any appropriate user interface, the user
enters the serial numbers or MAC addresses of the devices that he wants included, which
the Service Provider 106 may verify through its database or by locating information the
user has previously entered. Thereafter, Service Provider 106A creates a digital sharing
certificate that identifies the user’s authorized sharing devices. The certificate may
contain each devices’ serial number, MAC address, and corresponding public key.
Alternatively, the certificate may contain any other unique information for identifying a
DVR or PC.
[0041] The digital sharing certificate can inform a DVR that it can share its stored
content with other DVRs that are listed in the digital sharing certificate and also retrieve
content from those DVRs. It can also inform the DVR that the DVR can share its stored
content with a PC once the PC confirms that it knows the DVR’s private information, for

example, its media access key or MAC address. The DVR can pair itself with a single PC




enters the serial nunbers or MAC addresses of the devices that he wants

i ncl uded, which the Service Provider 106 may verify through its database
or by locating information the user has previously entered. Thereafter,
Servi ce Provider 106A creates a digital sharing certificate that
identifies the user’ S aut hori zed sharing devices. The certificate may
contain each devices' serial number, MAC address, and corresponding public
key. Al t er néoipreiide,a hére sebefetdnffllrcﬂm’[eﬁt) OBY caQRirdiself Fith nitpds PCY) H&péRding

information f 41] The digital sharlng
certificate cgh |§f§9 éﬂ%%ﬁ??ﬁg%ﬁf?nﬁ@ﬁﬁsg%g}%é{ ts stored content with
ot her DVRs t [i@042Rr e Thi Séreide Povidae] 08iAGH bt IRy digieh) 9%5% Edrafdat ot al so

he DVR that the DVR

retrieve t.fro VRs. |t can_also rnform

can share |t§\§{]d’rs@8'n‘]chﬁﬁlﬁéﬂts mgerifiprte. ohed YRetyricalbgaeaivertee digidl it knows
the DVR s pr bmhgcémﬁ&EJManﬁby pe@brm ﬁél@ﬁ&'lo@lc cbﬁt%ct%ﬁf t?e %ﬁéﬁmgﬁ& or MAC
addr ess. Thebﬁqﬁs can pair itself with a single to provide a nore

secure envir R snygipdates todbpinsleoronie pragramguide Q’fﬁbﬁwgb epda@s, Thepavidé ng on
how t he Ser vpggi dE’prAC}ﬁa{ r

Provi der 106A dll stri but e),sakt%\i’gSﬁczlélm|tﬂtg(£a}&l Sﬁﬁ‘“%?ﬁ%‘@gg?ﬁ%. cat%léa1 %Qﬁ}t%%t\ig@l?s
listed in thgﬂlﬁréylﬁaﬂComFeﬂrﬁ‘gthéé‘rthﬁll@at e. The DVRs typically receive the

digital sha ceft f thel eriodic.co ct with
t he Service E’)I")](i)ls\;l deirrn dprz%ﬁ&{ ?f OI?‘@IS’?O& gg%eaﬁ% hfsf&‘?}‘[. télln?({'%f“) er“?%?ﬁeg ‘b%&

gui de or sof 1dZdrfeony PYR K2A, DNR E@A\dmks itPdigitl diearing QErifioamy arid fids fHas h the
digital shary via the if the DVR is
connect ed tob? ﬁﬁlsideofrtlﬁée%?dta%dggu'?ﬁrbzfg\fhalnﬁgSf)vé?‘eaﬁ\géﬂg%‘t]hfﬂ/ﬁ’ %&P\?%quests a
list of mul tlQ‘?@dﬁwesicfmtmuitimsdi@canlermn DVR 102A from DVR 102A, DVR 102A

hecks it | sh tf d fi that ~ DVR 104 i t
(1ot oa as. ant ol nor b R Rdi aithEreResvie PO BlVR fecmay e "104'

request for aouleti dvedhaloeﬂmt@nfemom%éﬂecnﬁbﬂlyuﬁﬂﬁ tHERYerts T GAL ThbRader! he

parti cul ar I?\é EI)F{ share _content over the local area

net wor k, \{Egé}i‘ef B &“%tf?f‘t?"r‘i%th%%ﬁ”cglb pPrident06AT e Seriqedirovidanmdlth t he DVR
102A next cqeﬁ@xmsSsagtaoﬁgmmoﬂ@sﬁhq it td- Qfibre sh hgler will
send a rress e 'i o the DVR 102A cau5|ln§r it to,egné}‘gllg\%Sllit Ig%?%#}%rllgint over

LAN 105. 1A rmansecet cepectan e@tanb Aevidertbanspavified evedia atteat

speci fies akeyma@nﬁgge@%ljmqggrﬁga@atac@gg the DVR s nedia access key.
[0045] On PC 101, a nedia application p ogram is specifically coded to

communi cat e [0045] On PC 101, a media application program is specifically coded to communicate
with any DVR 102A, 102B, 104 and is functional for encrypting and decrypting content.
The media application program provides a user interface for viewing content on each
sharing DVR 102A, 102B and selecting content for retrieval. Further, the media
application program may provide an interface for setting up a network of sharing PCs and
DVRs on the user’s LAN. Using such an interface, a user may identify any PC or DVR
located on home network 109 and select particular PCs or DVRs as authorized sharing
devices. Another function of the media application program is to encode or transcode
multimedia content for transfer to Portable Device 101A.
[0046] When PC 101 loads its media application program, the program performs a
discovery, using Rendezvous for example, of neighboring DVRs 102A, 102B and 104 on
LAN 105. During the discovery, the PC may identify one or more authorized sharing
DVRs 102A, 102B. In other embodiments of the invention, a user may supply the media
application program with information identifying a particular DVR as an authorized
sharing DVR on LAN 105. Such identifying information may be a media access key,

serial number, or any other unique identification of a DVR. Thus, when the PC performs
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wi th any DVR 102A, 102B, 104 and is functional for encrypting and
decrypting content. The nmedia application program provides a user
interface for view ng content on each sharing DVR 102A, 102B and sel ecting
content for retrieval. Further, the nedia application programmy provide
an interface for setting up a network of sharing PCs and DVRs on the
user's LAN. Using such an interface, a user may identify any PC or DVR

| ocated on hﬁ@ms&%&g%ﬁggqga@mc%} & theéerxﬁmywlﬁ%’&s RhoR¥ESshagmeaut hor i zed

sharing devices nction of” the nmedia application programis to
encode or trRYBeH¥A, 108B.ti medi a content for transfer to Portable Device 101

A 10045] Wiy PC 10%uleLatRalrdi B Alee @ P! 1ohRUhHiedl Afieion biGroRl 8% am

performs a I scovery, using Rendezvous exa nel oring DVRs
102A, 102B ameiliddpplication pmgratmﬁay mmenlh%rrdat@ocﬁmeamgh,onnhgtlﬁ@smﬁi:dent| fy

one or more I%Lllt Pgrrlhs%e%eﬁz@he 1a algglllca Réro%rrg y]rg%}éftalu@ r%ha%d gﬂplgqu' ment s of

t he invention, a user |ca|onpogramvmth
i nformation stuptﬁ'reﬂibj:ﬁ!emge Bravidet 1GOA far acia&ﬂéingmeamdmuﬂpbwatmmdrog&hmrl ng DVR on

LAN 105. Such. ld nt| i nfo i on nedj.a ss ke seri al
manber . or - ST nisuni i % SR hs SRR RS R RRGER PR he pe

per forns 9Wh@tmﬁs@ﬂ&ﬁéryhlsﬁdf@mﬁﬁomxﬁ&l@d@bhéaﬂbnmgm{dm‘@areﬁ)mas speci fied
as aut hori zedpﬁ g\rl n DVRs %l(g) 102B. gﬁ)m%% 5' enbodi nents, when
PC 101 | oad<SUpPhiEd iermationsith thedniamabpn sy ge WéBP é?a’é‘ﬁb‘?rf’%ré?’lt?)n pr ogr am
may request défefhink Ity W% ik Athdrived BlUish BleipZdghdn.t he user of PC 101. For

i nstance, nedi a appl ication program may request a user | D and password

suppl i ed by [8948]; ¢ e Fpsthsy, themedip glicdion prageasmay rednest #igdia ag6spn kevat i on

program or a%ohﬁie@%&%lﬁﬁi‘l‘@l&bfn Eﬂﬁ 145 $hetRE sdr Q@erﬁiﬁ?(o ;Jai?'tﬁé Akdized the
medi a application program_ —VWen the user enters hi's information, the nedia

appl i cat i on applisghiennregap avidghe IHER 1924l ang embpdiment; ash DVR K024 &03Bf or mat i on
saved by the, e @ a%QBLtE(?@Hh Q'ilm%cgr%cﬁ%? gfﬁs%? rr&@cé ;mé Qﬁteﬁ?ﬁ&e& 3n

aut hori zed to use program dra a at1on
program nmay thedqwﬁs{fhammiada@ead@gmy begcceammoagleﬂhemdrhntaf@vﬁ th®2A on LAN

' h
ovR 1004 19 inenahise SRRty S oA BER opBRR IR b AR i o

with a uni qerviredravidee ¢m’sdstoktﬁeyusars eltbr instanasceem havgsseotht erbsislobBadicon t he
R e e Rt B BBk BRI HEM SRt shre e,
provi ded by and password to the Service Provider 106A.

[0049] FIG. 2 is a flowchart showing a process for establishing a secure connection

between DVR 102A and PC 101 according to one embodiment. At step 202, PC 101

loads the media application program. Ifit is determined that this is the first time the

media application is loaded on PC 101 the media application program requests a media

access key from the user using the display of PC 101 in order for the media application

program to retrieve a list of stored content from a DVR. Further, the media application

program may request a media access key from the user if it is determined that the user is

adding a new DVR 102B to his list of sharing DVRs for that particular media application

program.

[0050] At step 206 when the user supplies the media access key to the media

application program, the media application program locates the DVR 102A associated

with the supplied media access key on the LAN 105. Once the selected DVR 102A has

been located, the media application program causes PC 101 to send a connection request

to DVR 102A. PC 101 sends the connection request along with the supplied media
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Service Provider 106A to the user. For instance, a user accesses the
website of Service Provider 106A and obtains the nmedia access key for DVR
102A by supplying a usernane and password to the Service Provider |06A
[0049] FIG 2 is a flowhart showi ng a process for establishing a secure
connection between DVR 102A and PC 101 according to one enbodi ment. At
step 202, PC 101 loads the nedia application program If it is determ ned
that this isatche key fosbuthemieattdne In stketiembadiplehts,FG 1 sy Jsoadeshen PC 101 the
medi a applicatl ogramrequests a nmedia access key fromthe user using
the displ ay %%cerg%’lg{?fﬁioﬁa‘gﬁe&g?a%f’ﬂ'r the media application programto
retrieve a | [0951]of At 9eezb3cesmére RdceivingMReboRMdRiondhidde DV 112 ANBlinave
application rogram .r.e(iurgst a medi a access key fromthe user if it is
det er m ned tﬂ“g?m‘%ﬁgwﬁ‘gtgg“f’é ueRACA P sharespntenyrvard2eN 485. Hios instagee, BVERshar i ng
DVRs for thato2paniy detdrdine a8 nahcHed oGk Bohren bAATA 1d %xollecé%?inghfp 206

e pl'ita

when t he user s&g&l ies the nmedia access key to t nedia ap i on
program t he®Regraion gatificaien i digitshsharing eelificets, fonexamp, fioR/Seassoci at ed

W th the suppblige 10BAl & IAPR €A HEYmTREs iEi WD AR NG &NLD SRSl 664 6d DVR
102A has been |ocated, the nedia a'pplsi.calttl on pr oéjrzéarq#’(:sg%rg&%n%%oﬁfl to send
a connect i ontAR 48R QVR { @Ayl refyseall ipntiog cansentions. he connecti on request

al ong with tjoesguPhth&diREALR, 36 RRAE - F t hent.j cation. In other
embodi nent s,[ PC§101 may u’selsgﬁyg?dt her%éo‘légé% ‘glzlegy%sgfxr%‘%fn P9t i cat i on.
[0051] - At °Spiepf apdmeceiesfthe eonnention wqnest frove PEOOMe fit drerenibediuREf, the IR 102A

w ll have ) t ite.ls authorized to share caontent over LAN
105. For | ngtgéaeﬁi?g% Hc%@lﬁm%(}go% tr}rlﬁtfe et 2?%‘%&@‘“ caen iﬂfg?jv?‘do%are

cont ent overmayAsir ¥ib any PEithat ewrerctly ingicans tha DIVROS ingdih b@BssY. f S8heon i N a
di gital shar] . thfl e, for. exanple, from Service Provider 106A. |f
DVR 102A dete%a“?gﬂi‘%g‘gt’ gthf% ?ﬁﬁ# ay teapng géaﬁ‘t’ﬂ% PrE@gCEsosush firkbthe BiReteauissser  LAN

105, DVR. 102t RCIID]1 aled bislecadd withie e iDVR’S Rafl@edaineiiork [ 0052] O her wi se, at
content and

step 209, D 2A.j s aut haqri to share its nmultinedia

recei ves thx(%g%ﬁne ei‘to% SFeQ%&éé?e\g}?‘rl%ﬁ@%i@teslt#mecémmb%h!, t he DVR

recei ves a nahparing sHeinfdiaf dcod¥s ké}%uﬁﬁ[eWb‘}?cﬂrofP‘(xJitﬂQﬁQ BORA d‘{}'h%gﬁi : ng that the
e S

DVR 102A r’rﬁ%/ qgl r . wth any PC that correctly indicates medi a
access key. *th WSF%@at@névsﬂ%kQZAtm@qyamlshwemqmnmcﬁadaysmn@an

par anet er s, agu6Wlelighadnt tohge PVIRp{ equires that PC 101 al so be located wi thin

the DVR s | gcal area network.
[0054] Additionally, to establish the secure connection, DVR 102A can specify a

public encryption key for encrypting all messages between the DVR and the PC. Thus,
when PC 101 receives the acknowledgment from DVR 102A, the PC will have DVR
102A’s public encryption key and can send secure messages to DVR 102A using the key.
Further, PC 101 may also send its own public encryption key to DVR 102A so that DVR
102A can send secure messages to PC 101. Thus, a secure connection is established
between DVR 102A and PC 101. Alternatively, the secure connection may be
established using any available encryption algorithm, for instance, the Turing encryption
algorithm. Also, the secure connection may be established using an encryption key
system. In such a system, messages may be signed with encryption keys that are
generated using the Message Digest 5 (MD5) algorithm or Secure Hash Algorithm-1
(SHA-1) of a device’s MAC address. The generated encryption key is then used by DVR
102A or PC 101 to decrypt signed messages into their ori ginal format.

[0055] Initially, the media application program may be configured to be paired with
one DVR using the media access key associated with that DVR. In another embodiment,

the media application program may be configured to communicate with more than one
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[ 0053] Next, at step 211, DVR 102A authenticates the connection request by
conparing the nedia access key supplied by PC 101 with the DVR s own nedi a
access key. If the keys match, then DVR 102A may establish a secure
connection by sending an acknow edgnent to the PC 101. [0054]
Additionally, to establish the secure connection, DVR 102A can specify a
public encryption key for encrypting all nessages between the DVR and the
PC. Thus,  WhoR JREAN s @REMEES abfiRaftinlihouth AP BRYid B RA the PC

wi |l have DVR fOZA}gﬂ?Sugﬁ?c engl?%}p?i qﬁg%%/ angscaln send sgtgure ?ns_ssages to
DVR 102A usimygalityef kedia accessrkeyreqorrespondingd torpepjurality of B¥Rd on LANoR- puthisi ¢
encryption . SQ: V| ssages to PC
101. Thus, geg‘)éne“ %Ttgy}?S%’%é@il'?%ﬁ’B?g‘}%% gﬁ’( %‘g ed@?‘gleﬁggﬂﬁg%é%ﬁ and PC 101.
Al ter nati veloppndchien witicbote D¥GnH8étand PViRal02Be  est abl i shed using any

avall able enpi" ! ORugRaRel! B chBlisliRe] 8068 col I IN G TAL YRR

al gorithm t he 'secC connecti on” nay usi’n
encrypti on kapplicaiyispregraminmySdeiifyeallapstoeivgd st ddéRs oraiie bersliLAgNeBow t h

encryption keys that ar enerate i ng, .the Message Di gest ( )

o1 gor 1t hin or et R orrerhodtiat PP PC(eepishS aSpoule HaortEn il S e
The gener at edVRE¢ §ist DVR skihlics the PU?ﬂtﬂlﬁSﬁd’iﬂg\keﬂ\ﬁBate.l'QﬁAslﬁ.ﬁlnlE&rﬁﬁ&até o} gecr ypt
si gned messages into their original fornat, [0055] Initia , e nedi a
appl i cat i on THPOGYERRAVEE BY isgm%g’r viflep &0 PF@l?"W‘Yﬂya’?m%erﬁt)&'usi ng the
nedi a accessrhkeNarmg $afifigdeidetifiefall DIRs BYRe ubdysaOY el ar€ HRRGHAR B sharet he

nmedi a application program may be configured to communicate with nore than

one 11 DVR GANERNWEERY alspeorraigicechdpYR isenediaghoess g dnoneembodienmu et he
ability to epb&le FRovidth Y06U bdnis PEhaRPEiRakaS thelPBYaFieFAE LSS RANW{PL4 O a
plurality of DVRs on LAN 105. In-this exanple, the nedia application
progr am nmay aathpazed s@ring DVMRs cadhawetisigroizSendea Breviderd Ao c ThusnSeavichr bot h DVR

102A and DVR, 10810 D0kl ttﬁée §h§rr§13€%é.rt‘{€é8%ian@trﬁrﬁ?er§i§ {AR E&Wgﬁgﬁé’r&w &€

connection wth one DVR Ication programmay-i1dentify all

aut hori zed dRar InrrgothrRmbodinteh theP€r medizdpplifation piogsiemeyretrieve teshaimgodi nent
when the PC es. | re ttion with the first DVR the first
DVR suppl i egg%ﬁgggé&gmﬁ%ﬁ%gg@ﬁ%ﬁ%%%r |Afi cate. This sharing certificate
may have been pr 32 TRANIFERRINGSULTIMEPIAOCONEFENTEEYL WBEN & D¥RnaND Vel y

anot her DVR,. The sharing certificate identifies all DVRs on the user's LAN
that are auipﬁori zed to share content, and may al so contain each DVR s

nmedi a acces$00sgy. OncOPE 18NhddVRN02A hf@ established a connection, the secure

transferring of multimedia content between the devices is enabled. Secure transfer of
content may be established from the DVR 102A to the PC 101 or from the PC 101 to the
DVR 102A.

[0058] Referring to FIG. 3, at step. 302, once a connection has been established, a user
utilizing the media application program on PC 101 may request that the contents of DVR
102A be displayed to the user. Alternatively, media application program may
automatically generate a request for content and send it to the DVR 102A every time the
media application program is loaded on PC 101. Next, at step 303 when the DVR 102A
receives the request for content, it generates data listing the multimedia content stored on
DVR 102A and sends a packet to the PC 101 including metadata containing a listing of
available content on the DVR 102A. At step 306, when the media application program
receives the packet, it displays the available content to the user via the user interface at
step 308,

[0059] Referring to FIG. 3B, according to one embodiment, a user interface of the

media application program is depicted. In program window 350, the media application
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Service Provider 106A sends a sharing certificate to the PC after the user

has sel ected authorized sharing DVRs on the website of Service Provider

106A. Thus, Service Provider 106A creates the sharing certificate and

transfers it to PC 101 through Internet 107.h I n anot he{_ fe_rrbth rr;sp;mtﬂg PC
la application programnmay retrieve the sharing certificate

imﬁslt i al Fs paired D{)/R gOZA. 3?/2 TRANSFERRI NG MULTI MEDI A CONTENT BETWEEN A
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T e o OB T S T e G o s
the user may select multimedia from the list of available content 358 on DVR 102A. The
requested multimedia content may be a full motion.video program, audio content, picture
content, or any other content that may be stored on the DVR 102A. At 310B, the media
application program then sends the request from PC 101 to DVR 102A. The DVR 102A,
at step 311, receives the request and locates the content, which may be stored in the
DVR’s memory or other storage mechanism accessible by the DVR 102A. Once the
DVR 102A has located the requested multimedia content, the DVR 102A begins the
process of preparing the content for transfer to PC 101.

[0062] In order for the PC to properly read and interpret the multimedia content, the
DVR 102A may convert its internal representation of the multimedia content into a
program stream readable by the computer. In one embodiment, the internal
representation of the multimedia content is an internal Packetized Elementary Stream
(PES) format not readable by a PC. Details of the internal PES format are typified by
U.S. Pat. No. 6,233, 389 B1, which is owned by the Applicant and is incorporated by
reference herein. Also, one program stream format readable by a computer is the Motion
Picture Experts Group (MPEG) format, of which MPEG-2 and MPEG-4 are the typical

popularly used formats. Altemnatively, other digital formats may be used.
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as well as the tinme remaining to conplete the transfer. Using the content
list 358, a user can select particular nultinmedia content and view
detailed information of the particular mnultinedia content in information
wi ndow 356. Information wi ndow 356 may contain information pertinent to
the nultinmedia content, including the title, description, duration and
rating of the particular nmultinmedia content. Further, information w ndow
356 may  conjygis) cows%s@ 519@%3&%@ﬂ%rémteﬁgrpnmm%mheﬂ ay button
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Audio 405B and Data packets in a format readable by PC 101. Additional Data 401-404

may be attached to MPEG content stream 405 for transfer to PC 101.

—

[0066] In one embodiment the additional data may comprise Metadata 401, Public
Metadata 402, Private Metadata 403 and License Data 404. For example, Metadata 401
and Public Metadata 402 may contain information on the content itself, such as the
content name, duration, commercials that may be played and 6ther content notes. Private
Metadata 403 may contain other information such as customer information for pay-per-
view movies, customer billing information, customer preferences, etc. License data 404
may contain information regarding user license restrictions, including playback
restrictions or storage restrictions.

[0067] Alternatively, the licensing data may indicate an expiration date or time for the
content, such that once the indicated expiration date or time has passed, media application
program running on PC 101 will delete or erase the transferred content from the PC’s

storage device. Alternatively, the passage of such an expiration date could cause media
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additional data as further described. For purposes of providing an exanple,
the process of converting the internal PES format into an MPEG program
streamis illustrated at FIG 5 and discussed below in Section E. [0064]
After conversion, at step 315, DVR 102A may attach additional data to the
MPEG program stream In the case that the conversion takes place at the PC
DVR 102A may attach additional data to the internal PES format of the

mul ti nedi a cappliestion p@kRtto d@ﬁﬂhﬂ@sda@e foahdseriddicatitig@hddPirhtioanathedat a in
ei ther event ' content data conpris i nformation of
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| i censing dat gthfmﬁét i ndicate an expiration date or time for content,
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appl i cati onverffica@gram runni ng on PC 101 will delete or erase the transferred
content fromthe PC s storage device. Alternatively, the passage of such
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nmessage to {Ren

Further, the ?I censfdneggli:@t@;dt% gﬁéﬂ)%dza[#ﬁ%nen% @ B?Oréfua%%%edl G content.

secure delivery to PC 101 in the same manner as described above for messages between
the DVR and PC. DVR 102A may decide to encrypt the entire program stream 400, or
alternatively, only particular portions of program stream 400, such as the MPEG content
stream 405 and private metadata 403.

[0071]  Atstep 319, DVR 102A sends the program stream to PC 101. When PC 101
receives the program stream, at step 322, it decrypts the program stream 400 as described
above. Alternatively, if DVR 102A used a different encryption algorithm, PC 101 would
use the respective algorithm for decrypting the program stream 400. After PC 101 has
decrypted the program stream, PC 101 may store the pro gram stream onto the PC’s local
or removable storage device.

[0072] Altemnatively, in another embodiment, when PC 101 receives the encrypted
program stream from DVR 102A, PC 101 may store the encrypted program stream
directly onto the PC’s local or removable storage device without going through the
decryption process. Thereafter, PC 101 retrieves and decrypts the encrypted program

stream using the appropriate decryption key during playback of the multimedia content.
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mul timedia content may be viewed, such that PC 101 will delete the content
fromthe PC s storage once the user has exceeded the viewing limt. [00681
I n anot her emnbodi nent, the additional data may conprise DVR origin data.
For instance, the MPEG content stream 405 may conprise information such as
a DVR 102A's serial nunber or MAC address. Further, the DVR origin data
may include a signhature using a private key of DVR 102A. [00691 I n anot her

enbodi nent, Thes, D myr 1R{5ets dlplapbadR tH@ueuItvaEdRS Eontdat the piodfantiafedm id N t he
program stream ance DVR 102A may nodi fy program stream 400 by
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alternatively, y par Poul ar portion
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stream a SCEsHaRIbRTR gl Aice rari s My tiitianse s st el o
above. Al term@gramedrgam bﬁco@\v@hﬂé)ﬁﬁqtdjﬁﬁﬁn& rétidhBle bR pértaBReyRE 1@ al gorithm PC

101 woul d he .res e.algorithmfor decrypting the program stream
400. After B@ﬁbf&)l h[3§“t (? B‘E‘E‘H‘? R 1%¥‘B§¥%ﬁ¥F§ﬁ°Fe€%‘llnm@11%t%3‘afs% ore the

program st r agenvesuldlikee addessSusint g%ﬁ;'DVI@llOZA@rWﬂ&b"Cﬁl(ﬁtaﬁam fApW kee [00721
Al ternative not her enbodi nent, when PC 101 receives the encrypted

|
program str éé‘ﬁ‘?]fsP 6HEe somactiopeasdgscrifed/aboye VR h&Zeepnrrgqregtanyitimediam st r eam
directly ontenttm&ronPsS 160C@ind4 gx%;_?_{g%\/ﬂil?é{ﬁcé&rpﬁgﬁq 8%@’4 &8 WhkheYt going

t hrough t he dec /ption process reafter, PC 101 tetrieves and decrypts
t he encrypt &dlipesdiz eanfensior exsigvakfiong PEH 1 aﬁ#ﬂmlpitlmadlecoiE@nppthed&Cﬂqe;ybedur| ng

pl ayback of chftent %%ﬁlio%qiﬁ%n{:@&{t&fggervérsl%ﬂ content from another DVR 102B, or

multimedia content already owned by the user and stored on PC 101. Further, the
multimedia content may be content supplied by portable device 101A. In one
embodiment, portable device 101A is a video-enabled phone with the ability to record,
store and playback video content. As such, portable device 101A may transfer stored
video programs to PC 101, which in turn transfers the video program to DVR 102A. In
other embodiments, portable device 101A may be any device capable of transferring
multimedia content to PC 101.

[0075] In order to transfer the content from the PC 101 to the DVR 102A, the above
process of transferring content from the DVR to the PC is reversed. However, instead of
converting the program stream, PC 101 merely encrypts the MPEG program stream and
sends it to DVR 102A. When DVR 102A receives the MPEG program stream, it
decrypts the stream and converts it into an internal PES format, for example, by reversing
the above PES — MPEG conversion process. Alternatively, the DVR may store the
MPEG program stream onto its storage device without conversion or decryption.

[0076] In yet another embodiment, a user may automate the above process by having

PC 101 automatically retrieve content from DVR 102A. For instance, using the media
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Thus, when a user requests to play back the nmultinmedia content the program
streamis retrieved fromthe storage device, decrypted, and displayed to
the user. [0073] During playback, PC 101 nay utilize additional data

401- 404 of program stream 400 to display content information or performa
| i cense check to authorize the playback of the content. Also, once the
program stream has been decrypted and stored, PC 101 may transfer the
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devi ce w t hout conversion or decryption
media application program will nof initiate a transfer of the content from DVR 102A to

PC 101. Further, the media application program can verify that the particular multimedia
content is scheduled for recording, and if not, can instruct DVR 102A to record the
content at an appropriate time (e.g., using information retrieved from an electronic
program guide). Once the media application program determines that the particular
multimedia content has been stored on DVR 102A, the media application program
initiates a transfer of the content between DVR 102A and PC 101 using the process for
transferring content described above.

[0078] Alternatively, a user may schedule the retrieval of content through Service
Provider 106A. For instance, a user may access the website of Service Provider 106A to
indicate particular multimedia content the user would like transferred from DVR 102A to
PC 101. The user can indicate that the multimedia content be transferred at a scheduled
time or automatically once the content has been recorded and stored by DVR 102A.
Next, Service Provider 106A sends a message to PC 101 instructing PC 101 to request

and retrieve multimedia content from DVR 102A using the user’s settings.
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[0076] In yet another enbodi ment, a user may automate the above process by
having PC 101 automatically retrieve content from DVR 102A. For i nstance,
using the nmedia 16 application programon PC 101, a user can schedul e the
retrieval of nmultinedia content from DVR 102A by setting a pre-determ ned
time for retrieving content. Wen the tine for retrieval occurs, the nedia
application programautomatically requests the content from DVR 102A. In
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content has been stored on DV ication
initiates awouliHiedangéredfeon DNRZAePGEOh BNR if 02 Asea rduRE thArhndfsi Ng t he

ser may. Sout AR Rt e R Ry IRt iden AR D & S i er 106
For i nst ancé06Aamay eot insimcteRC b3isto rdtdewsaitahiileimedia Saiftatit astilRetNdcdebvid@6A t 0
106A determines that the multimedia content is available on DVR 102A.
[0081] In one embodiment, Service Provider 106A can determine that multimedia
content is available on DVR 102A by connecting directly to DVR 102A through Internet
107. Alternatively, Service Provider 106A can make this determination by establishing a
connection to DVR 102A over a telephone line. The DVR 102A can initiate the contact
or the Service Provider 106A can do so. Service Provider 106A maintains a database
containing information of DVR 102A’s recorded multimedia content and scheduled
recordings. Every time Service Provider 106A connects to DVR 102A, Service Provider
106A updates its database to correctly reflect DVR 102A’s recorded content and
scheduled recordings. Thus, Service Provider 106A checks the database to determine if
DVR 102A contains recorded content or has scheduled a particular recording.
[0082] Once Service Provider 106A determines that DVR 102A has recorded the
particular multimedia content, Service Provider 106A sends a message to PC 101 to
initiate the transfer of the multimedia content from DVR 102A to PC 101. Alternatively,

Service Provider 106A may simply send the request to PC 101 to transfer multimedia
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indicate particular nultinedia content the user would like transferred from
DVR 102A to PC 101. The user can indicate that the multinedia content be
transferred at a scheduled tine or automatically once the content has been
recorded and stored by DVR 102A. Next, Service Provider 106A sends a
message to PC 101 instructing PC 101 to request and retrieve nmultinedia
content from DVR 102A using the user's settings. 17 [0079] Alternatively,

the Service &nentfienh DMER20a0 PO | 4fet whidk tR@elifdlaphRralist plofMm ondicher
mul timedia c mthe DVR 102A that the user has not requested. For

tent fr ]
exanpl e, the?(gé? Yied & gstermingayhegBiAY RAQ24 seqtppg the facerdpdoontent.op Whetheri eve a

series of vigleeont&®ABRIIUeaLiedhB@tor F8rdRRy MieLreROM d8mdORAMMBL S the user
to view on the PC 101. The Service Provider 106A has the ability to push

content to t $bogimen) the abgve py; ecepyRey psed tofpitiale a framsfa dromhBVBAI0AGe.  Provi der
106A to inpl gi@plk davite®1R2R6s, _§gMéb ?goggag[@ cadq\ga{?u a&%%e%‘ﬁcqef'{oem

provi ders pay. the Service Provider ee to have eir content pushed

to the user''§itpeatppsieriom D¥Y& 1WaA th BCHASedd Snthsi toppiayscpdetbe myltinkediac ont ent
on the PC 10bntchfifoRGhidi reds 566: By sﬁ% big dé\}ﬁ% 1%?}§ta§cﬁ1{r%q%ger ;h@em Gagdigr e the

advertiser or content provider ee IS based on CMEe i ng of the
content by tdeatepide portabte dgvice dddA.nati on of both. The nmedi a application

program has abi ] i t to the, Service Proyider 1Q6A what

content has [BQ%IL vi%‘%&éﬂglﬁ%\%\}/’%@g‘%ﬁﬁt#%@ °q $2VeTRY E%Wltﬁgeg%yl?%gp?weé%éd, and
how much of 1848hIrcsuob eméemiaiim eb\gantgjlgm&p' TlasAwaylbe a&dgé BREss\SsRAice \éi ew ng
statistics that,c e sug.ed. . a yser does not need to use
the medi a app‘?‘flc(l:e(fl? ?%‘ﬁsﬁggsgﬁf’a “&ﬁ"héﬂ‘ig%"“iegﬁémaﬁ/ iogdnconal f5 sslegting st ead,
the user neecheduling thewtingft 6f milltiinediatrtéitd o VR 61K 1ol 184S GhurthOidl d |1 ke

transferred fro VR 102A.to PC 101, Also, if the user requests to transfer
nul ti medi a 88?1?&’1%%"?% epacefpviderl 064 ganedptesmune aehgn thedrapsferofithel 02A, Ser vi ce

Provider 1G@dtim@ya ddteni fsh DVK 1R 3O 100 id &h{pirl]e?é(?oxlti?_ﬁaﬂgé,l R @ cont ent
I e

until Service Prqvider 106A determ nes that e nu di a cont ent is
avai | abl e offaPs{R IsiepmRlets GHEY 1034 0rd¥el M mpydendbamessagerto ServicePowidte 106Y06A can

det er ni ne t abugihtbind®W®72 SubRIIRN, Sei@'Pldiab! connect i ng
directly to DVR 102A through ﬂlt{e}%’net 1 107.1 Aﬂ%é?%éﬁ}!@e%&%éé%ﬁ% ce Provider

106A can maRertabl dsviged @knihreueh drierbgt 102 indigiaiinghthe gorapletomrof et tiansfet 0 DVR 102A
over a tele ] Jnitiate.the ntact or the
v PRARE ih blher 160 Hig c;’.].&%@l?lg ﬁ&léegOtlAr}cxja rbef(fgﬁ}ﬂﬁrd?%ﬁfl?ila?l‘i

Service Provider 106A can vi ce Provi a dat abase
cont ai ni ng Sevige Reovidon1 QA GYRqLER Masa calintar deadroridptiate eénd aGREfiedtion and

schedul ed meséage to the cellular phone using the cellular network.

[0084] A broadband application of the system is also possible. In such an application
of the system, a content server allows a DVR 102A to select content to be transferred and
viewed on DVR 102A over a broadband network, such as Internet 107.. For example,
DVR 102A may download content from Content Server 106B for playback or storage on
DVR 102A via Internet 107. ‘

[0085] Referring to FIG. 5, according to one embodiment, a user interface for
downloading content over a broadband network is shown. Through a standard TV set
connected to DVR 102A, DVR 102A causes screen 501 to be presented to a user of DVR
102ZA. Screen 501 contains selectable options, one of which is the “Video Connect”
option for obtaining multimedia content over a broadband connection. A user of DVR
102A can select options displayed on Screen 501 by utilizing any appropriate control

interface, such as a remote control associated with DVR 102A. When a user of DVR

102A selects the “Video Connect” option, DVR 102A causes screen 502 to be presented.
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recordings. Every tinme Service Provider 106A connects to DVR 102A, Service
Provi der 106A updates its database to correctly reflect DVR 102A's
recorded content and schedul ed recordings. Thus, Service Provider 106A
checks the database to determne if DVR 102A contains recorded content or
has schedul ed a particular recording. [0082] Once Service Provider 106A
determ nes that DVR 102A has recorded the particular nultinedia content,

Servi ce Proyv, 1 a o P DL . ransf er
of the multi br@% %W’éﬁ@dﬁp@ Bﬁfn%gﬁ%reg%&ﬁé%&{&dﬁ ‘{&elgehg%v?l\ll%bﬁé&} Servi ce
Ers ovi dter éLO?i@xme)yDc\i/ sé]nmgg %n?(ﬁilildeltt Jsach mfpn?sﬂontmy%tﬁd)ﬁlet durstiemnafer nul ti medi a
cont en om 0 e i on
program on cripan 9fdhe raplfjmegja Q@F mﬁﬁrﬁ‘gn{kﬁé*feﬁé‘?l] %\}Ec Rﬁg%\ﬁcon é‘#lgrglag&t he
recorded conbfteit, DUR I‘MUQEELSESscfebﬂS@i)tﬂﬂaelpteseifﬂdubthelm@erschedul ed for recording

and/or retrieval. Fur i.n_anot her . enbqdi.nent,. the abpve process may be
used to ini tIPOR7L astea‘P1§93e‘F1°1f‘ﬁ1e6ﬁP PRANLBEINTG sin B RInE AW, g’p afl 6‘?&6 Thus,

Servi ce ProvjdgheddéNtcntfion €obteit I8B%S 805B. Dacdibe 1 sdidts tb pulchat endd t r ansf er
from DVR 102A to PC 101, and further to transcode the nulti nmed] cont ent

into a for mowploadithe multnpedingionis DVRARZ Asends Aeqed tq ?%m%fftéFrVFWé)%ﬁﬁ?t i medi a
content to Rﬁflstégltr%qs@&\bm%nﬁl(&ﬂrﬁedli&qwmmtoz@nmétuere&ﬂ%dla{eﬁee@&uséescrI bed

above may be initiated by portable device 101A In such_an enbodi ment ,

port abl e devhayslownlpad tha ywtimesdistontsniwithosspushasing e muyltimediregonten6ieE websi t e.
Thus, por { abyosifent Sevdqders FERHRERLLIE LIARAY hRLaRLRG HalpRE  Schedul Ing

t he transfer I'a content from DV 102 101. Further, in
one enbodi memtltim&ky sonteet Rrtidémedid 6sntodmag be Gendfrebarghen t he transfer of

the mul ti {Tﬁgd@ co r’}I-Oeel'rlléul'éf g rrc%cgr\é tﬁ{}%%‘bégti%hp%‘n%}%]bf eeﬁ; %gRtleﬁttS%rveFPdGﬂ nstanc €,

once the ans I's conp a nmessage to
Service Pr ovmdiBNRll@)aA ovmﬁntau@hl(]mthemﬂimékﬁh?conﬁuhsgcpmbﬂymed BeConte Pr ovi der

ndi cati ng. R CELRBIBE Al PP saran DV Re i she PR dpestidh B el mont.

portabl e dewvae1®AlAayBypréddal t6 €ohtehieBeryeh 0068 fran DVRSHI2A @rtSeRticevi der 106A
ification nessage

can request tha cel er at or ot

to the cell l?F%YI“Ieb éfécieﬁ)d/ R Hiﬁ@@ﬂ‘ é}Fe %&%&W“lt?ﬁ&?ﬁﬂmﬁ%ftﬁ%band

appl i cati on gedrypthagd §Ur%tt&reoh§maéo§aama5 PR thet Embddeherdthé@Rltinfeatai on  of the
system a content server allows DVR 102A to select content to be

t ransf er r ed captent doyvalgrdgd gﬁm[ﬂﬁ’%tel’@%ﬂ’ SVEPB map b spseamenthydtapsfered @ich as
I nternet 107g; oF@bth€rSVR!182B using the process described above.

3.3 INTERNAL PES TO MPEG-2 CONVERSION PROCESS
[0089] In one embodiment, DVR 102A stores recorded multimedia content in an
internal PES format for playback. However, in order for PC 101 to process the
multimedia content, the internal PES format must be converted into a PC readable form.
In one embodiment, such a PC readable format is an MPEG program stream. Referring
to FIG 6, the internal PES representation of the multimedia content is embodied by PES
Buffer 604, which contains video events (V) and audio events (A) of the multimedia
content. Additionally, in other embodiments, PES Buffer 604 may contain other events
such as private data events. To begin the process of converting the data in internal PES
buffer 604 to an MPEG program stream 400, DVR 102A allocates an audio buffer 612
and video buffer 614.
[0090] Parser 606 reads each event in the PES buffer and places the audio or video
data in the respective buffer 612 or 614. Thus, video events (V) will be parsed into the
video buffer 612 and audio events (A) will be parsed into audio buffer 614.
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DVR 102A may downl oad content from Content Server 106B for playback or
storage on DVR 102A via Internet 107. [0085] Referring to FIG 5,
according to one enbodi nent, a user interface for downloading content over
a broadband network is shown. Through a standard TV set connected to DVR
102A, DVR 102A causes screen 501 to be presented to a user of DVR 102A
Screen 501 contains sel ectable options, one of which is the "Video Connect”
option for of@Mihi nidesbhifered? andaaiot e Id ar@mbiRad rlpqcl&afe?%gélmn A user
of DVR 102A can sel.ect optians, di spl.ayed on_Screen 5 utilizing any
appropri ate 38?@?%‘?“‘ "?dr?f@gi‘té’g@de%ﬁrca\‘ digdata ha%ﬁ%?déaﬁfbwffeblpa%{@g% 68@ ed wi t h
DVR 102A. Whbepim cusating pickddVir trdiRZPoB@b ﬁﬁitﬁnédtheco ¥hid @ phRBSHIche PP I ON,  DVR
102A causes screen 502 to be presented. 19 [0086] Screen 502 displ ays

i nf or mation Pf‘éaaﬁ?‘drﬁh@“erﬁmbpﬁlﬁ@aﬁ ap%ﬁtceﬁt@maebeadarmomwd adafampbisian. THen one
enbodi ment, patk&iZerd20crdtek B&kQ@K Qﬁm%@ﬁie& bf +u%10 Sy &@’res?&%]ve gl?f%e(}rl ption
of the mul t| medi a_cont ent. ¥ he user ects t art mul ti medi a
cont ent, DVRMPIKINgH{/adhke dé&?rl?@étwn@(ﬁ gach a;actk@t Emeescempbdpapbetnzereﬁoamy crc{a®087]

Scr een 503|51 cH& Hols dJniti t|n

the nulti rredtlgda cg?\[tegn %P(trﬂg%ﬂé)ntdgtﬁ%ﬂ g‘?o\iﬂél?@ﬁ%m& rﬁ% %’ggc cts to
pur chase andVld?kﬁMﬂIPthBthOrbuffcnﬁr@mpacsmm it Whlaq/Rvé.ﬁaéb e;eﬂdevphdvequest to

Cont ent Seryvy, It sf er t he | ti ja cQontent to
DVR 102A. | n&geir. er (affémzh‘%a%ft&’tz%eéoégn‘ i 3{”& Bl (FRB) Bibaar o
content w t Hb@lt/ldmjbufﬁaélm%d ingerttetdataeetiresenttntibfive vidddlevé \@@xﬂbﬁfbt Ser ver

106B. For he,user may have previously paid for e nmultinedia
content or t a%%dnotf %Fk;t content may be free of charge. [0088] To ensure

the secure t[ﬂ@ﬂ%f erFuﬁhersmmhothérr&rejﬂﬂmbﬁtt, PRREZPEH0aH FunSifInY Efor 1949@1% and DVR
102A over Intdgr ia content may be encrypted by Content

Server 106B usfﬁga fi%t tﬂ%{‘]‘faéeré’ﬁf,q“?ﬁ? Pash Pre&gt. Bor lmmcwmetlmé%mw c

encryption kmﬁrt(hf%adeﬂ!ﬂ& ihfddhe pRYet RN G e LR BRI 28 W bet)6B from DVR
102A or Service ovtbder 106A. Once DVR 102A receives the encrypted

nul timedi a c?B‘f‘ﬁdéWt’S‘ MEEG trndregdpWherhte proksetizer has completsd crepiing q:)]myd:lack I'n

anot her enbed] iphtes thdackBulrtd SRSl YreahPE¥OS t_ Server
106B may be suEgequene{]z% trnansferré% toto Ho r%% ogﬂgeﬁg }{1&% usi ng

the process HRpYisEam @%fed@@qnmmmno@&sm@omacﬂypemm& ON PROCESS
[0089] In 0Bﬁ‘ck@m%fﬂé'aﬂﬁﬂﬂroprﬁ\t/&n%%pbfélg&ﬁﬁmr ?&?tgmgtlvelyr,nélrlmtrylzprtrlgglrn%dglg %48 nt in an

may be used to sign messages using an encryption key generated using SHA-1 with the

DVR’s MAC address or media access key. Finally, each packet in output stream 630 is
sent to PC 101. Unlike the internal PES representation of the multimedia content, the
resulting output stream 630 is a format that is readable by PC 101.

[0093] In another embodiment, instead of using an internal PES format, DVR 102A
may store multimedia content as an MPEG program stream. In one embodiment, the
MPEG program stream is-an MPEG-2 or MPEG-4 program stream. Thus, DVR 102A
will not need to convert the data stream for transfer to PC 101. For instance, when DVR
102A initiates a transfer of the multimedia content to PC 101, DVR 102A retrieves the
MPEG program stream from storage, parses the data stream into data packets and sends
the packets to PC 101. As mentioned before, DVR 102A may also encrypt the data sent to
PC 101. When PC 101 receives each packet, it re-assembles the packets into the MPEG
program stream and stores the data stream onto a storage device. When the user decides
to play back the multimedia content, PC 101 retrieves the MPEG program stream from
storage, decrypts the data stream and displays the multimedia content to the user.

Further, PC 101 may transcode the MPEG program stream for transfer to portable device
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internal PES format for playback. However, in order for PC 101 to process
the mltinedia content, the internal PES format nust be converted into a
PC readable form In one enbodi ment, such a PC readable format is an MPEG
program stream Referring to FIG6, the internal PES representation of the
mul timedia content is embodied by PES Buffer 604, which contains video
events (V) and audio events (A) of the nmultinedia content. Additionally,
in other enbadiAremtasothBEmbBgtdest PEQd1 fBY s&@f@ﬁe’vMPEQTpha%Ean?é&%%%re&%B as

rivate data event To begin t he process of converting the data’in
|pnt er nal PESPO‘mi‘i‘ef@?’weéQﬂ/% withayt My thsr prcessingt Ferdnstanoe porwiie deyia 181Aocat es

an audi o buf fRY b6 hhctichatioV ét&ﬁ% ag&'f)fa?x'hg Bk thlq)lgfgl condn® ﬁl&\g_?gé f&rﬁﬁgs each

event in the PES buffer aces the au 10 or video e
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io buffer
619, 20 [00915 N lo" SORFe M QubaRCATIN 114, FoRielBURIGAANRGILY by

packeti zer 6%8Y CoNyeqh theamt@mem @mwfriedn)afmmaﬂtaccﬂptablecfmmageemdﬁoopldﬁiaak has

filled each begi ns creating packets for transfer of
the nul ti rred?[gf)%gglt% Fﬁgg&’g%éget switched network. In one enbodinent, a

packet cont affis MMN%TIMEQH@MSW-aHMDWAREr]OMVWreti zgrffzo
at es pack 0,.0r dig data fromthe respective buffer

SLS pl aclong ﬁ’h§| n t urﬁgtq e %18%(}1%‘”’8#‘ églé‘ﬁtraé?&?@?’pmﬁrosry“@%a?pﬂgP%‘m ket i zer

606 may cr eaaneem)opawlnmf theoinvenient maiﬁbé(irﬂpl)éhyén% TonmadePsys8mVviod @ ndaed 4 er 612.

As f that each videop e (V). 1.n video buffer 612
re;s)lrjggent gr 1R gb %‘gﬁerf?%“W?i’é?ﬂ meghanism om%catlé&t“&r@&“ﬂ’n: gab2 buf fer 612,

packeti zer Qﬁﬁceé@'t e04donpled Whﬁbuﬁmqﬁ*br&%ﬁﬁné1§fo!6§3tlcﬂa€oﬁ1lphﬂep§ifstehh@0v' deo
buffer 612, erts.the data representing the five video events (
into the d Sé’ ! ‘a’rl‘feﬁﬁﬁlaﬁlfm%‘?fkg? S‘E@G@Z]rarlﬂemtaﬁ%qss mpmoryBANBIor etibodi nent ,

packeti zer GRHarh® sforipedbRaAtoubRE tPhACOD Gor sﬁﬂlﬂ &g%gorgﬁ{dqnétﬂcﬂg}g tﬂgeader

portion of each packet. For instance, pac etl nser eader
data into tﬁéecﬁ'éf@@étprqcﬁﬁ%ﬂl‘ﬁ Arbpin Ilﬁalilom'ﬁ@ﬁ alsd mayéndsed |f<deswmigttfanﬁmaar§e been

encoded us! NaniIe JBFG: BRI iRt DR REKEA AR BT ROplcot ed T eating

a packet P1, it places the packet 1nto ou ream °r*one
embodi ment , ckpruted Ry peEacess@1704. Pempitar syslbqndtOOS’mrtmamnlﬁ% aae®l cfnd?;dmélﬁo@n

encryptin 19 ket 0 n

apprggrl a'? qugc 78??‘8#1% Sgor?[?rﬁgﬁg&%t é:r&ﬁ’a?({t\?g’ %Zefﬁﬁsi ﬁ% h‘% aliog 4 may
be used to sShdimstmetioesfesprussssoy 7¢h A& soragp tedce Meysuaew ﬁigﬁén@dibm& SHA-1 with
t he

optical disk, is provided and coupled to bus 702 for storing information and instructions.
[0096] Computer system 700 may be coupled via bus 702 to-a display 712, such as a
cathode ray tube (CRT), for displaying information to a computer user. An input device
714, including alphanumeric and other keys, is coupled to bus 702 for communicating
information and command selections to processor 704, Another type of user input device
is cursor control 716, such as a mouse, a trackball, or cursor direction keys for
communicating direction information and command selections to processor 704 and for
controlling cursor movement on display 712. This input device typically has two degrees
of freedom in two axes, a first axis (e.g., x) and a second axis (e.g., y), that allows the
device to specify positions in a plane.

[0097] The invention is related to the use of computer system 700 for implementing
the techniques described herein. According to one embodiment of the invention, those
techniques are performed by computer system 700 in response to processor 704 executing
one or more sequences of one or more instructions contained in main memory 706. Such

instructions may be read into main memory 706 from another computer-readable
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DVR s MAC address or nedia access key. Finally, each packet in output
stream 630 is sent to PC 101. Unlike the internal PES representation of
the nultinmedia content, the resulting output stream 630 is a format that
is readable by PC 101. In another em 100931 bodenent, instead of using an
internal PES format, DVR 102A nmay store nultimedia content as an MPEG
program stream |n one enbodi nent, the MPEG programstreamis an MPEG 2 or
MPEG 4 program stream Thus 0 I rt the data
stream for tTAnspSFha S%Egiﬁi@\éﬁéfa Eﬁéscfl t:";1l4r?ccjef t&v%%&g%\/é %i%%ﬁxfsm tiates a
transfer of coheinadintmaiiethiedoyd6 entsestppodesSod D, to Wﬁ)rﬁﬁﬁd\pmedss stepses t he - MPEG

program streamfrom st oy age par ses t he dat eamlnto dat kets and
sends the &%ng‘gh%nﬁﬁ a%ﬁ'Tat "ﬁ%ﬁwntﬁg‘(ﬁm‘g‘@ orcércmlg‘&ﬁlai'(?fﬂ %ﬁ@

encrypt the oftatia c6@biatich wilfiGok®ire indfractioRCiolitplerentahy wsegidaNTRAC ket I t
re-assenbl es h(g: pack?és into the I\/fl’ gf{}gr o}gr am._stream and 8r es the dat a
st r eam ont o “AeYIEIERtg ! e inveriongrdit tpye pseifigsam ’Pi‘}mﬁlogsar WER t he

mul timedi a ¢pBli@Phnd BEWALL retrieves the MPEG program stream from storage,

decrypts the data stream and displays the pultinedia content to the user.
Further, PClA®8$l nay be feams E‘Bﬁl&tetrﬁ%adm{‘}%‘f‘"@g papsed bersideleisito ppyARdiuER to

portabl e deyig amaéatésqxlﬁrovldihgﬂﬂé%ﬁbﬁdns BIROEs B N0 foPbxebonMBYcISSRACIbAE MPEG

programstreamdirectly to portable device 101A wi thout any further

processi ng. MRyitakeqany faes, ipgdudiaghus netdipited to, pemvolaily mediaf yakeitls wedin. f or
storing and ,ph @il Q&s@ﬁ‘ﬁl@dﬂ“ NohNBdliR nfegﬁtlﬁdqﬁdek Torl¥ix gxﬁ{)lfe,qﬁﬁgél ‘or Phg&;géll
en | any or mat

Alternatlvely DVR A may store nultinmedi a cont
accept abl e ks, smthaagteragﬂde!vme 7h0.ayblatlk mediaDviRides dynamiemerheny, sutv® 102A or PC

101 |
108 ey SO 0108 eSO SR8 Bl LS
| MPL ENENTATbmsNEmng BhBires thammpﬁmmmvrm S095hed guaio Take $hea bl ock

thei nvent | Svaioose® ielERFRas Fas it EPed clirDutCrite allefd hue 702"

or ot her coﬂmmmﬁmmmecham sm for comunicating information, and a
processor 7?(&9§oupl ed with lrg?g 702 for oce Sin d gfformat on, Conputer
system 700 oPmea Lomps of FompSHEeay 68‘3 ig ipefpdgdorexampisodflopp¥ess menory

(RAM or ot Bgk, a febkibedisk, ﬁir@ﬁﬁﬁ&n&k‘ﬂt’ﬂi@t@pe 61049 lofér in@gheus mé@idnf #CDSt Ori g
i nformation_and instructions to be  executed by processor 704. Min nmenory

706 al so ma_yx% any piherqpfical t“t?fliuﬁh pg@h%qisap%pertape any other physical medium with
patterns of holes, a RAM, a PROM, and EPROM, a FLASH-EPROM, any other memory

chip or cartridge, a carrier wave as described hereinafter, or any other medium from

which a computer can read.

[0100]  Various forms of computer readable media may be involved in carrying one or
more sequences of one or more instructions to processor 704 for execution. For example,
the instructions may initially be carried on a magnetic disk of a remote computer. The
remote computer can load the instructions into its dynamic memory and send the
instructions over a telephone line using a modem. A modem local to computer system
700 can receive the data on the telephone line and use an infra-red transmitter to convert
the data to an infra-red signal. An infra-red detector can receive the data carried in the
infra-red signal and appropriate circuitry can place the data on bus 702. Bus 702 carries
the data to main memory 706, from which processor 704 retrieves and executes the
instructions. The instructions received by main memory 706 may optionally be stored on
storage device 710 either before or after execution by processor 704,

[0101] Computer system 700 also includes a communication interface 718 coupled to

bus 702. Communication interface 718 provides a two-way data communication coupling
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vari ables or other internediate information during execution of
instructions to be executed by processor 704. Conputer system 700 further
includes a read only nmenory (ROVW 708 or other static storage device
coupled to bus 702 for storing static information and instructions for
processor 704. A storage device 710, such as a magnetic disk or optica

di sk, is provided and coupled to bus 702 for storing information and

i nstructi onstoaﬁm&ﬁ]lmﬁammeﬁccﬁmsdtalrthQQamw&EmpuﬂtUr%ﬁhnYﬂl@ bus 702 to- a
di splay 712, such 9&@9 a%: t ube g for disp Ial\; i nformation
to a conput efmﬂlélg?‘ca iaf “}t‘?{g’lﬁ? ficte anjntger WEW&?S&@%I@IW caidd ot her
keys, is couptegodem Rsovi@a dad cosimént snidohMtion !&faQ,ro bﬁ’d?ng"t?ge gommand

sel ecti ons t%éeﬁg jsgor 704. Anot her type of user i's cursor

control 716 Asarpdher expmple, eupapicatign H&@rfag@? &jmme@ta logel kusgs f or
COMMUNI Cat | sk TEANDCut B 618 4 0 A SRR BELE L P05 T A0 704

and for controlli cursor novenent on display 71 I'npu evi ce
typically hagv’ﬂﬁ%s ey also be implereciéng IImaItY\ﬁBCfalﬂ@éemeatahpm,sbmmnmsat(oe g., X)

and a seconding¥fade 118-s6nds a¥d recéxb%tele@énlcﬁ\’\éectt ﬁlag%‘ag of %}tlcgl $ g%ﬁlg Irqgﬁ? osi tions

in a plane. [0097] The invention is relate 560t system
700 for i npl dEEHdata gtreapissenresertinigyanes dgscof ibfodnitemei n. According to one

enbodi ment  ojo1éd)e | QUGB R 7265@%%11&;‘5%&'&%’%?05%‘@%1 B Brovat onPar o5 i ut er

system 700 in response to exec nces of
one or nore Iilqli\mrksmtdlwnéatcdafmm Nt ekampie inatweorkiky 72006y preiéde a doRgdctisiet | ons

may be read from anqt her conputer-readabl e 22 nmedi um
such as st or%%gel&ag\%%g%qg;%é%g e C%’ﬂp@?r%ﬁgr @é’&@@ﬂ%‘@%‘e‘ﬁfop?r%@ PYia i ons

cont ai ned i dnwmenSmn@vam&G(ISIaﬂseslspmeﬁﬁ rédlddestdataRemibidaddae process

st eps descrlrl:%,«?c%l @5 ghql In alternative enboor nments, hard-wired circuitry

may be used Tn i fiegyorjdvide, pasketdpte SemipnpiRatiggmeoriengweammenty ons t o

i mpl ement thefeneu/era‘s terIntdrhetS 728. GrRaderent $220hd HembM8 BbihQe ﬂé %‘P
limted to a i hation of hardware circuitry t'war e.

cific caq
[ 0098] The tz%éﬁ?‘g%%'ﬁ‘b%?ré’ﬁ’“?rggéﬂa%ﬁ Batpay d&sftalaigtawge@lm&*@sngnzrlemeoushﬂa any

medi um  t hatvap@Ustn&iopiat288 tHeRiddhe ¥h AitRerk IRR 7Y GH r 704 for
execution. Such a_medi um r(rea;/ggt ake manry ﬂ%ﬂr&rgg dtﬂ{:ﬁ%ﬁﬁa&ﬁ%{lgﬁ({eﬁﬁ%t limted

t o, non-vol ARtFtace fggiiwhich carmythe|digitabdhitasto andaﬁdrntcpmpstm ysten7 00tk a.
Non-vol at i | %xéiﬁﬁh@férﬂﬁ'o?gﬁ-ﬁcrx{a%s t‘?ﬁé\?ﬂm%tfmg o2r  magnetic disks, such
ta 1 Mfc

as storage device 710. Vol ati ynamc menory, such as
mai n menor y [6183] T Cemwnicsssisem ?O@darasmchuiewdges and)eecelaé dasichslinggRepen W re

and fiber code, through the network(s), network link 720 and communication interface 718. In the
Internet example, a server 730 might transmit a requested code for an application program
through Internet 728, ISP 726, local network 722 and communication interface 718,
[0104]  The received code may be executed by processor 704 as it is received, and/or
stored in storage device 710, or other non-volatile storage for later execution. In this
manner, computer system 700 may obtain application code in the form of a carrier wave.
[0105]  Inthe foregoing specification, the invention has been described with reference
to specific embodiments thereof. It will, however, be evident that various modifications
and changes may be made thereto without departing from the broader spirit and scope of

the invention. The specification and drawings are, accordingly, to be regarded in an

illustrative rather than a restrictive sense.

5.0  EXTENSIONS AND ALTERNATIVES

[0106] In the foregoing specification, the invention has been described with reference

to specific embodiments thereof. It will, however, be evident that various modifications
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optics, including the wires that conprise bus 702. Transm ssion nmedi a can
al so take the formof acoustic or |ight waves, such as those generated
during radi o-wave and infra-red data comunications. [0099] Conmmon forns
of conputer-readable nmedia include, for exanple, a floppy disk, a flexible
di sk, hard di sk, magnetic tape, or any other nmagnetic nedium a CD ROV
any ot her optical nedium punchcards, papertape, any other physical nedium
with patt er fed dhpnges inag be maRAlitreta \ﬁmwdepmnﬁ?aﬁme tRoddksSphiit EREYpe 4Ny Ot her
menmory  chi pgQr; 1%% carrier_wave as descrij bed herelnafter or any
ot her medi um t1 o‘r&hfiltrlo S%ecg-gﬁtboﬁtagg drayipgs é’&dacc?réf'@l)] o\pePEAed iRt of
conput er readhikaiveredhiea thany rd3eictite/sehseed in carrying one or nore sequences
of one or nore instructions to processor 704 for execution. For exanple,
the instructions may initially be carried on a magnetic disk of a renote
conputer. The renote conputer can load the instructions into its dynamc
menory and send the instructions over a tel ephone line using a nmodem A
nodem | ocal to conputer system 700 can receive the data on the tel ephone
line and use an infra-red transmtter to convert the data to an infra-red
signal. An infra-red detector can receive the data carried in the
infra-red signal and appropriate circuitry can place the data on bus 702.
Bus 702 carries the data to main nenory 706, from which processor 704
retrieves and executes the instructions. The instructions received by main
menory 706 may optionally be stored on storage device 710 either before or
after execution by processor 704. [0101] Conputer system 700 al so incl udes
a communi cation interface 718 coupled to bus 702. Communi cation interface
718 provides a two-way data commruni cation coupling 23 to a network link
720 that is connected to a |local network 722. For exanple, conmunication
interface 718 may be an integrated services digital network (ISDN) card or
a nodemto provide a data comruni cati on connection to a correspondi ng type
of telephone |ine. As another exanple, comunication interface 718 may be
a local area network (LAN) card to provide a data communi cati on connection
to a conpatible LAN. Wreless links may al so be inplenented. In any such

i npl enentation, conmunication interface 718 sends and receives electrical,
el ectromagnetic or optical signals that carry digital data streans
representing various types of information. [0102] Network |ink 720
typically provides data conmuni cati on through one or nore
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networks to other data devices. For exanple, network |link 720 may provide a
connection through local network 722 to a host conputer 724 or to data
equi pnent operated by an Internet Service Provider (I1SP) 726. ISP 726 in
turn provides data conmuni cation services through the world w de packet
data communi cati on network now cormmonly referred to as the "Internet" 728.
Local network 722 and Internet 728 both use electrical, electromagnetic or
optical signals that carry digital data streans. The signals through the
various networks and the signal €laaMset work |ink 720 and t hrough

communi cation interface 718, which carry the digital data to and from
conputer system 700, are exenplary forns of carrier waves transporting the
information. [ AlAZhoCRMRHWinS¥ehRMaAdE: MDY JTBRIAHESH. edMknt €CCI Ve dat a,
i ncl udi ng program code, through the network(s), network |ink 720 and
communi cat®BR!fAg'erface 718. In the Internet exanple, a server 730 m ght

transmt a requeg . g . i i r.o rnet 728,
| SP 726, Tocal mataote 5 DR YRR BRI SOBRHA T e
recei ved code nmay bécelkecuicstdoRyLAND eessmithoriddd saring PCsisingcleiringd, and/ or
stored in storage device 710, . t her non-volatile storage for |ater

or
execution. In this Hﬁ@ﬁﬁ@??“?@ﬁﬁh&@?a§§§@@ﬁ?¥’ Tmay obtain application code

in the form of astaBlishingla S6M€connk&ibADEtwdan HREDTRREYBINEHSALE shingstt | on, the
i nvention has been described with reference to specific enbodinents

thereof. It will, hBWever, be evident that various nodifications and

changes may be @@c@ﬁlir}g‘ e thd EV\N, tag%qﬂ%:st &%l{dn@&a Eé{?gﬂttfn)?n @1'23 g@l‘ﬂgxrizeﬁpi rit and

scope of the invention. The sp I cation an awi ngs are, accordingly,
to be regarded in asharing PGstrative rather than a restrictive sense. 5.0

EXTENSI ONS AND ALTERNAT] VE 06] In the foregoin ecification, the
i nvention has bé"é‘%‘f"d‘é%éﬁ‘i\‘%?&} %ﬂ%ﬂ%@@pgfﬂtgne‘ﬁ%c%%%?@%a %?fﬁ%%‘?%ﬁt s
thereof. It will, hewde®VR, Behefin thenéqubttad mvRiedissconRdi &iseaddiRA%irst24 and

changes may be made thereto without departing fromthe broader spirit and
scope of the inventilghom#fe specification and draw ngs are, accordingly,

00! S50 90 pe b ont b D 8 NGB pEe 20 T
mul ti medi a cont ent , second video format of the multimedia content, wherein the second video
format is a computer-readable video format;
sending the second video format of the multimedia content along with metadata
relating to the multimedia content from the DVR to the authorized sharing
PC; and
displaying to a user via a media application program on the PC, transfer status

of multimedia content along with metadata related to the multimedia

content.

2. The method of Claim 1 wherein establishing a secure connection further
comprises:
receiving, at the DVR, a first connection request from the authorized sharing PC;
and
determining, at the DVR, that the authorized sharing PC is authorized to establish

the connection, wherein determining that the authorized sharing PC is
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conprising: identifying, at a Digital Video Recorder (DVR), a personal
conputer (PC) in a |local area network (LAN) as an authorized sharing PC
using sharing information received froma service provider; establishing a
secure connection between the DVR and the authorized sharing PC,

receiving, at the DVR a request for nmultinmedia content fromthe authorized
sharing PC, retrieving, at the DVR, the requested nultinmedia content froma
storage device on the DVR wherein the requested nultinmedia content is

stored in a first itA@ded GclHEs re6QVME b uhidPe idehtifiddErolMBe albthéridelir st vi deo
format of the multinedia content into a second video format of the
nul ti medi a cont ent, SHAHBE BEn the second video format is a conput er - readabl e
vi deo format; sendi ng the second video format of the mnultinedia content
along with netadata ti relating to the nultinedia content fromthe DVR to
t he aut hoBi zed Tbhanethng OPCiairaridwucitrsipIﬂacyrieqn@Stfor multgegdia/gonteat imditéroappl i cation
program o trans nt ent. al on

et adat a0 e BRBERE iy Ridiarao Boaleri At Srde eRLENint POl 11
wher ei n estoabi ses¥itaygoddsecur e connection further conprises: receiving, at
the DVR, a first connection request fromthe authorized sharing PC, and
determ ning, at the DVR that the authorized sharing PCis authorized to

establishy t heTﬁ@B@fﬁS& bp@lalm%ﬁér&n%ﬁéﬁl@'m¥h|3%5rvtc|3?>r@'rﬁeli]%r§eﬁtqg sharing
PC is 26 authorized includes receiving a unique identifier fromthe

aut hor i zedthe ayHwrizedshrdng BC aff¢rehaservionprovidd @iemnmes thatthergquesied r equest for

mul ti medi %m(l\’t lgé(ﬁzﬂéon&ent iss%g[re(font ttpa?ge e\;ur:]eocl;ftﬁ BVﬁha“ ng PCin response to
t he aut horize ng-a nes

5. The method of Claim 1, further comprising:
retrieving, at the DVR, the requested multimedia content from a service provider;
and

storing the requested multimedia content on the storage device.

6. The method of Claim 5, wherein the request for multimedia content is sent from
the authorized sharing PC in response to the authorized sharing PC receiving a message

from a service provider.

7. The method of Claim 3, wherein the message from the service provider is sent to
the authorized sharing PC after the service provider receives a remote request to transfer
multimedia content; and wherein the remote request to transfer multimedia content is sent

from a portable device.

8. A method for providing secure transfer and playback of multimedia content,
comprising:
identifying, at a personal computer (PC), a particular Digital Video Recorder
(DVR) as an authorized sharing DVR using sharing information received
from a service provider;

wherein the DVR records and downloads multimedia content;
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froma service provider. 4. The nmethod of Claim3, wherein the nessage from
the service provider is sent to the authorized sharing PC after the
service provider determnes that the requested nultinmedia content is
stored on the storage device of the DVR 5. The nethod of Caim1, further
conprising: retrieving, at the DVR, the requested nultinmedia content froma
service provider; and storing the requested nultinedia content on the
storage device. 6. The nethod of Claimb5, wherein the request for

mul ti medi a contkasiilishing 888durd ¢omnfection ®etdidth e PTethd SedutivgizB sHating BVRGNSe to
t he aut horized sharjng PC receiving a nessage froma service provider. }
7. The method &39vestiag spesific jpulfimediaCoptentdioay e apthgnzed shareigrlyYRe provi der is

sent to the autQekimest Bhec i BOrdhfestlilspicifidiBuRiBlcHiatonihOYd @l M eceives a
renmote request to transfer nultinedia content; and wherein the renote

request to transf erauhdrizedeltirias EOR elang With swstadatafrelatingdo grmeliimedidevi ce. 8.
A et hod 1 or br ovi dldigud S I ANRELE00h Bl AVRARIS A1 oY laRegle cont ent
conprising: identifying, at a personal computer MR hERt Tl ar Digital
Vi deo Recorder ( DVit)eamSandRrvhateidibe ntdith&hacontgt EMRnUshadEcspadibyghe

i nformation receive froma service provider:; wherein the DVR records and
downl oads nul ti nedi gcé’@)‘i{?reaﬁlﬁ’;"theﬁ?utg%rféﬁﬁ?%ﬁgl%v%xsecure connecti on between

the PC and t hesgHhd\@k dzed] &adiiedd JAMRioradefRVRE LhRBuSBASICly ©nidtddipedi a
content fromthe authorized sharing DVR,” receiving, at the PC, the

request ed specific ®WaPE media content fromthe authorized sharing DVR al ong

w th netadata ] i i I It i medi a
content is in t&ﬁ%l@#lgg%% e%agflg%déjl Jﬁgg%agon é?’%&aﬁ%ﬁm%ﬁéféﬁaﬁhﬁﬁul timedia
content can only bemdgeorediatcontehtyaldrtgevitiROetaduld milataity tiod feltingdiahonteated

sharing DVRs; stori.ng.the djgital, data sireamo t or age device
comuni cati vel s’HE%WﬂgH}eéH’r?do‘gg’faﬁgat@&ream 'gy the'PC Tor playback bya poriable
device; and
transferring the formatted digital data stream from the PC to an authorized

portable device.

9. The method of Claim 8, wherein the portable device is any of: a personal

computing device, a cellular phone, or a portable media player.

10.  The method of Claim 8, wherein the requesting step further comprises:
requesting specific multimedia content from the authorized sharing DVR in
response to receiving a message from a service provider requesting the

transfer of the specific multimedia content from the authorized sharing

DVR to the PC.
11.  The method of Claim 10, wherein the message from the service provider is sent
after the service provider determines that the specific multimedia content is stored on a

storage device at the DVR.

12. A system for providing secure transfer and playback of multimedia content

comprising:
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di splaying to a user via a nmedia application programon the PC, transfer
status of nultinmedia content along with netadata related to the nultinedia
content; formatting the stored digital data streamby the PC for playback
by a portable device; and transferring the formatted digital data stream
fromthe PCto an authorized portable device. 9. The nethod of O aim 8,
wherein the portable device is any of. a personal conputing device, a

cel lul ar phone, or a portable nedia player. 10. The nethod of C aim 8,

wher ei n the requastal vigesteeqrdéryDMRgy conprises: requesting specific

mul ti media content fromthe authorized sharing DVR in response to

recei ving a med®s§end FIRPUCdERi ce provider requesting the transfer of the
specific nmulti g@g{iv@e%gmcg.ﬁt fromthe authorized sharing DVR to the PC. 11.
The nethod of C aim 10, wherein the nmessage fromthe service provider is
sent after theceapypioetpetsepeded iddhesermiergyoviden PElard BY&si fic nul tinedi a
content is sto 3 devi ce . t V A feor

provi di ng secuEvzlgrte?lgﬁ‘g?eerr&gél%g%f:%%%ﬁéﬁlkm%%esn‘ﬁﬁt?enﬁm%‘%c?gﬁétug%fl S é)rt;pri si ng:
28 a digital video mehtinedercofioMR)ored an pem®WRal conputer (PC); a service

provider; a conputer network coupled to the service provider, PC and DVR
wherein the seMPFEE e WY‘B%W%’(S‘E&QRIHY‘Q&%%H%%WWE“ TBUBbioA YL | sting
of multinedia contgnhe S&rAt&ptoPRet Bsd DVR. wherein the service provider
provides the listing of nultinedia content to a user of the service

provi der; and Whersithe PNR ipyRtrheied bisthe gervisd prsyidehto terasigr snecificovi der to

transfer specific {1 i l . by a user
according to the Iﬁg{t’}ﬂﬁgﬁgpﬂtﬁgﬁqpﬁ%gﬁ QBE:%E 8§%Br%{lﬁe¥jgﬁf§§dﬁ%€%§g%ervi ce
provi der; 13. The shksingof olilt@Gedianoh2nigrevidedby the saeicw powider,ovi der

comruni cates with the DVR to obtain a recording schedule of the DVR and
wherein the DVR is instructed by

13.  The system of Claim 12 wherein the service provider communicates with the
DVR to obtain a recording schedule of the DVR; and wherein the DVR is instructed by

the service provider to record multimedia programs that are selected by the user.

14. The system of Claim 12 wherein the PC is instructed by the service provider to

retrieve specific multimedia content from the DVR over the computer network.

15.  An apparatus for providing secure transfer and playback of multimedia content,
comprising:

a module for identifying, at a Digital Video Recorder (DVR), a personal
computer (PC) in a local area network (LAN) as an authorized sharing PC
using sharing information received from a service provider;

a module for establishing a secure connection between the DVR and the
authorized sharing PC;

a module for receiving, at the DVR, a request for multimedia content from the
authorized sharing PC;

a module for retrieving, at the DVR, the requested multimedia content from a
storage device on the DVR, wherein the requested multimedia content is

stored in a first video format;
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the service provider to record nultimedia prograns that are selected by the
user. 14. The systemof Caim 12 wherein the PCis instructed by the
service provider to retrieve specific nmultinmedia content fromthe DVR over
t he conputer network. 15. An apparatus for providing secure transfer and

pl ayback of nmultinedia content, conprising: a nodule for identifying, at a
Digital Video Recorder (DVR), a personal conmputer (PC) in a |local area
network (LAN) as an authorized sharing PC wusing sharing information

recei ved from a aaasdulcher prneitidgrat tie IR Uthe fifsoformst dhhd mbitingda csaentr e

connecti on between the DVR and the authorized sharing PC,. a nodule for
receiving, at the DW¢ aéecP‘é‘gY}g‘é‘{ P%?t B4 EoREBnYRe B e Heond

aut hori zed sharing Bfdeo forBAyh 8ohPlterl RhddbRWiNG fodtart e DVR, the requested
mul ti media content froma storage device on the DVR, wherein the requested

nul ti medi a cont érfpoduie foxsendiag thapegond; vidao fompé of the prifimeddocantanbalang f or
converting, at the fi Of Pl IR nt into a
second vi deo fornat Q}){ Weﬁgggtﬁﬁ%lgﬁﬁ%é?%%%ﬁlg%&?81\1}%;}& n ighe _sgég%gd vi deo
format is a conput easth@zddkiiaeingiPdeand or mat; a nodul e for sending the second

video format of the.nult.i nedi a cont ent ng .wWith netadata relating to the
Tl £ medi a cont AECT BRliAn PR of i PLAMBITLEd SHAANG: B Shd a nedi a

appl i cation progrann@Rintdd® Bkiedi AohAYitiNBetalat@rdki&T tolthemafi@iedtt Rhidat. Of
mul ti medi a content along with nmetadata related to the nmultinmedia content.

16. The apparatus of C aim 15 wherein establishing a secure connection

further  SBIPT rGespoAn IRl 10" KEAR LI B sLAF DR flfiat connect] on

request fromthe ut hori zed sharin or determ ning, at
t he DVR, tbmaprisehie aut hori zed sharing PCis authorized to establish the

connection, wherei nleSEt ererig. ni ngt t Eﬁ; t hf aut h(%r i zed s%ar i @1% PCis
aut hor i zed i ncf TQ88le JuIgseiving, atthg )R e fitsberonestiop reques Hh & 4 ut hor i zed
sharing PC. authorized sharing PC; and
a module for determining, at the DVR, that the authorized sharing PC is
authorized to establish the connection, wherein determining that the
authorized sharing PC is authorized includes receiving a unique identifier

from the authorized sharing PC.

17. The apparatus of Claim 15, wherein the request for multimedia content is sent
from the authorized sharing PC in response to the authorized sharing PC receiving a

message from a service provider.

18. The apparatus of Claim 17, wherein the message from the service provider is sent
to the authorized sharing PC after the service provider determines that the requested

multimedia content is stored on the storage device of the DVR.

19.  The apparatus of Claim 15, further comprising:
a module for retrieving, at the DVR, the requested multimedia content from a
service provider; and

a module for storing the requested multimedia content on the storage device.
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{ 17. The apparatus of C aim 15, wherein the request for nultinedia
content is sent fromthe authorized sharing PCin response to the

aut hori zed sharing PC receiving a nessage froma service provider. 18. The
apparatus of Claim 17, wherein the nessage fromthe service provider is
sent to the authorized sharing PC after the service provider determ nes
that the requested nultinedia content is stored on the storage device of
the DVR 19. The apparatus of Caim 15, further conprising: a nodule for
retrievingg, at ’Iﬂl@@pd}@ﬂﬁis 3ltaikPOY QRbRH tHoldqhdke tir dmg@AéRNEorkdn® B Bt Ser vi ce
provider; and a nodule for storing the requested nultinedia content on the
storage ddignthe authorized sharing PAninaespense totheauiiorzadshagpeehersseivig a equest f or
mul ti medi %&Q%g%;nds%r\g roviligOM t he authorized sharing PC in response to
the authorized sharing PC receiving a nessage froma service provider. 21.
The apparatus of Caim 17, wherein the nessage fromthe service provider is

sent to e aut hori zed r.i PC after the servi.ce provider receives a
Somte ediost he SR i, Ml miars o o SRR i e o

request t Qo theangbaredtbridgeTlafeer te0RbvedRprovHd&esdeivies @ BniotPrghabte devi ce. 22.
The apparatus. of C aim 20, wherein the converting nodul e further conprises:
a modul e fBRsTarpulEnediy ottt adhwhergigtthe feal%réq%f‘é%@ﬁ@nﬁfsrrrﬁ%mﬁfilat he

mul ti medi a,nERNt &Rt froAGoRhile HEcaddi tional data includes information
pertaining to the nmultinmedia content. 23. The apparatus of C aim 22,
wherein the first and second format of the multinmedia content is any
Mot i on Pigtures, Expert QG (WMPEG). faormat. 24. The appar .of. Caim22,
wher ei n t%g' adzlh% ?Ig)r?%alrms gﬁlaq%nn%f&v%rgmﬁéee?o Vle%lél ge u]ie%\‘“@l?eﬁgél rrlls%%'or t he

mul timedi a conkefduleddr. atthttengafiaionbldatob the @condBrmaé feinultimediaddi ti onal
data includes origin infqormation far tge mul tdégeggi a content. 26. An

appar at us for provi gt Jeetrnthe addigpnal dafg incy Ragen P tating i the cont ent |

conprising: a nodul gyuf@lediadeftechf Yi Ng, at a personal conputer (PC), a
particular D gital Video

23.  The apparatus of Claim 22, wherein the first and second format of the multimedia

content is any Motion Pictures Expert Group (MPEQG) format.

24.  The apparatus of Claim 22, wherein the additional data includes user license

information for the multimedia content.

25.  The apparatus of Claim 22, wherein the additional data includes origin

information for the multimedia content.

26.  An apparatus for providing secure transfer and playback of multimedia content,
comprising:

a module for identifying, at a personal computer (PC), a particular Digital Video
Recorder (DVR) as an authorized sharing DVR using sharing information
received from a service provider;

wherein the DVR records and downloads multimedia content;

a module for establishing a secure connection between the PC and the authorized

sharing DVR,;
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Recorder (DVR) as an authorized sharing DVR using sharing information
received froma service provider; wherein the DVR records and downl oads

mul ti medi a content; a nodule for establishing a secure connection between
the PC and the authorized sharing DVR; 31 a nodule for requesting specific
mul ti media content fromthe authorized sharing DVR, a nodule for
receiving, at the PC, the requested specific nultinmedia content from the
aut hori zed sharing DVR along with netadata relating to the nultinedia

content, wher eiamddiR Bt krdquestidls Speeittrultimiedia icontédi@rohotheatthorizeddhgidgal dat a
stream and wherein the multinmedia content can only be decrypted by the PC
and/ or any ot her auPY&i zed shari ng DVRs; a nodule for storing the digital

data stream on,ahRTB%RcGaME GEHe PETHRI; (?Heist}é@gﬁécifﬁ(ﬁﬁﬂ@rﬁ&ﬁgcérﬁerﬁ henfC a
medi a application programon the PC displaying to a user transfer status of

mul ti medi a content tkgngoniadsharbiedddR alongvathedetadata hiatingitortheredi a cont ent ;
a modul e for for mat g L. shor Sled Ghl Blydalf SLLSATDN S B for
e and a nodure forox f

pl ayback by a porta evi ce, ransferring e formatted
di gital data streanmligitdataRecdiCatdwhereinake toltinedd cpaehtadah enlgdei ce. 27. The

apparatus of Caim26, wherejn the portable device s any of: a personal
conput i ng devi ce, agfif’&ﬂtetﬁlﬁ%(rdﬁ)%%ﬁ’éq/groalnyé’ﬂt?ﬁf“ftgﬂl@sﬁ%inﬁ Byer. 28. The
appar at us of ChaloaikGor h8IxRhdiERE dhBAHER bAY stoRPY lsvitddnhRiniGoNRK 1 ses: a
nodul e for requesting specific nultinmedia content fromthe authorized

sharing DVR in responededto thelai ving a message froma service provider

suthor i zod shat et Bealept hBERRPEONL bE ARG B AR St b erei n
the nessage from t heubietediacentpnioNomgeriti seadnd reladd @rthd meltisedia coatept; ovi der
determnes thal ihe requected miltimedia content s, shaned on g sforage
portable device; and
a module for transferring the formatted digital data stream from the PC to an

authorized portable device.

27. The apparatus of Claim 26, wherein the portable device is any of: a personal

computing device, a cellular phone, or a portable media player.

28.  The apparatus of Claim 26, wherein the requesting module further comprises:
a module for requesting specific multimedia content from the authorized sharing
DVR in response to receiving a message from a service provider
requesting the transfer of the specific multimedia content from the

authorized sharing DVR to the PC.
29. The apparatus of Claim 28, wherein the message from the service provider is sent

after the service provider determines that the requested multimedia content is stored on a

storage device at the DVR.
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