MOBILE SECURITY COUNTERMEASURES

FIELD OF THE DISCLOSURE

The present disclosure relates to mobile device security.

BACKGROUND

Mobile devices, such as laptops, mobile phones, wearable computing devices, implantable
devices, portable computing devices, etc., are susceptible to unauthorized users accessing data
stored on the mobile devices. To illustrate, if an unauthorized user obtains (e.g., steals) a laptop
that has information associated with an authorized user of the laptop, the unauthorized user
may access the information and use the information for improper purposes. As a non-limiting
example, the unauthorized user can steal identity information of the authorized user (e.g.,
identity theft).

SUMMARY

According to one implementation, a computer-implemented method includes generating, at a
processor of a mobile device, a user profile for an authorized user of the mobile device based
on behavior patterns associated with the authorized user. The behavior patterns are determined
based on historical data indicating past user behavior of the authorized user. The computer-
implemented method also includes detecting subsequent user behavior of a particular user
during an attempt by the particular user to access the mobile device. For example, the
subsequent user behavior may include a heart rate of the particular user, a time of day that the
particular user attempts to access the mobile device, etc. The computer-implemented method
also includes comparing the subsequent user behavior to the behavior patterns of the user
profile to determine whether the particular user is authorized or unauthorized. In response to
determining that the particular user is an unauthorized user, the computer-implemented method
includes detecting activity by the unauthorized user and performing at least one
countermeasure of a plurality of countermeasures in response to detecting the activity. Each
countermeasure of the plurality of countermeasures has a security level and corresponds to a
degree of the activity. Performing the at least one countermeasure includes determining that
the activity satisfies a second security level, the second security level higher than a first security
level, and performing a second countermeasure of the plurality of countermeasures in response

to determining the detected activity satisfies the second security level. The second



countermeasure enables the mobile device to determine information associated with the
unauthorized user. Performing the second countermeasure includes (a) prompting the
unauthorized user to touch a particular portion of the mobile device, the particular portion of
the mobile device comprising a hidden scanner integrated into an input device of the mobile
device, and scanning a fingerprint of the unauthorized user while the unauthorized user touches
the particular portion of the mobile device, and (b) providing false data in response to
commands issued by the unauthorized user to engage the unauthorized user with the mobile
device, the false data associated with the commands, and generating information about the
unauthorized user while the unauthorized user is engaged with the mobile device, the
information including a fingerprint of the unauthorized user, a voice signature of the

unauthorized user, or both.

Different countermeasures may be performed for similar scenarios. For example, for a
particular degree of activity, a first particular countermeasure or a second particular
countermeasure may be performed. According to one implementation, a first countermeasure

having a first security level protects
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data stored at the mobile device from the unauthorized user. To illustrate, the first
countermeasure may delete data stored at the mobile device. A second countermeasure having
a second security level determines information about the unauthorized user. To illustrate, the
second countermeasure may activate a camera of the mobile device to capture the surroundings
of the mobile device, scan a fingerprint of the unauthorized user and compare the fingerprint
to one or more fingerprint databases, etc. A third countermeasure having a third security level
performs additional security measures or countermeasures. Each countermeasure is triggered

by the degree of activity (e.g., improper activity) of the unauthorized user.

According to another implementation, an apparatus includes a memory that stores a user profile
for an authorized user of a mobile device. The user profile is generated based on behavior
patterns associated with the authorized user. The behavior patterns are determined based on
historical data indicating past user behavior of the authorized user. The apparatus also includes
a processor coupled to the memory. The processor is configured to detect subsequent user
behavior of a particular user during an attempt by the particular user to access the mobile
device. The processor is further configured to compare the subsequent user behavior to the
behavior patterns of the user profile to determine whether the particular user is authorized or
unauthorized. In response to a determination that the particular user is an unauthorized user,
the processor is configured to detect activity by the unauthorized user and perform at least one
countermeasure of a plurality of countermeasures in response to detecting the activity. Each
countermeasure of the plurality of countermeasures has a security level and corresponds to a
degree of the activity. The processor is configured to perform the at least one countermeasure
by determining that the activity satisfies a second security level, the second security level
higher than a first security level, and performing a second countermeasure of the plurality of
countermeasures in response to determining the detected activity satisfies the second security
level. The second countermeasure enables the mobile device to determine information
associated with the unauthorized user. Performing the second countermeasure includes (a)
prompting the unauthorized user to touch a particular portion of the mobile device, the
particular portion of the mobile device comprising a hidden scanner integrated into an input
device of the mobile device, and scanning a fingerprint of the unauthorized user while the
unauthorized user touches the particular portion of the mobile device, and (providing false data
in response to commands issued by the unauthorized user to engage the unauthorized user with

the mobile device, the false data associated with the commands, and generating information



about the unauthorized user while the unauthorized user is engaged with the mobile device, the
information including a fingerprint of the unauthorized user, a voice signature of the

unauthorized user, or both.

Different countermeasures may be performed for similar scenarios. For example, for a

particular degree of activity, a first particular countermeasure or a second particular

countermeasure may be performed. According to one implementation, a first countermeasure
having a first security level protects data stored at the mobile device from the unauthorized
user, a second countermeasure having a second security level determines information about the
unauthorized user, and a third countermeasure having a third security level performs additional
security measures or countermeasures. Each countermeasure is triggered by the degree of

activity (e.g., improper activity) of the unauthorized user.

According to another implementation, a non-transitory computer-readable storage device
includes instructions that, when executed by a processor, cause the processor to perform

operations
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including generating a user profile for an authorized user of a mobile device based on user
behavior patterns associated with the authorized user. The behavior patterns are determined
based on historical data indicating past user behavior of the authorized user. The operations
also include detecting subsequent user behavior of a particular user during an attempt by the
particular user to access the mobile device. The operations also include comparing the
subsequent user behavior to the user behavior patterns of the user profile to determine whether
the particular user is authorized or unauthorized. In response to determining that the particular
user is an unauthorized user, the operations include detecting activity by the unauthorized user
and performing at least one countermeasure of a plurality of countermeasures in response to
detecting the activity. Each countermeasure of the plurality of countermeasures has a security
level and corresponds to a degree of the activity. Performing the at least one countermeasure
includes determining that the activity satisfies a second security level, the second security level
higher than a first security level, and performing a second countermeasure of the plurality of
countermeasures in response to determining the detected activity satisfies the second security
level. The second countermeasure enables the mobile device to determine information
associated with the unauthorized user. Performing the second countermeasure includes (a)
prompting the unauthorized user to touch a particular portion of the mobile device, the
particular portion of the mobile device comprising a hidden scanner integrated into an input
device of the mobile device, and scanning a fingerprint of the unauthorized user while the
unauthorized user touches the particular portion of the mobile device, and (b) providing false
data in response to commands issued by the unauthorized user to engage the unauthorized user
with the mobile device, the false data associated with the commands, and generating
information about the unauthorized user while the unauthorized user is engaged with the mobile
device, the information including a fingerprint of the unauthorized user, a voice signature of

the unauthorized user, or both.

Different countermeasures may be performed for similar scenarios. For example, for a
particular degree of activity, a first particular countermeasure or a second particular
countermeasure may be performed. According to one implementation, a first countermeasure
having a first security level protects data stored at the mobile device from the unauthorized
user, a second countermeasure having second a security level determines information about the
unauthorized user, and a third countermeasure having a third security level performs additional

security measures or countermeasures. Each countermeasure is triggered by the degree of



activity (e.g., improper activity) of the unauthorized user.

One advantage of the above-described implementations is that a mobile device can detect that
an unauthorized user has accessed the mobile device. Different countermeasures can be
triggered at the mobile device based on levels of improper activity by the unauthorized user.

For example, if the improper activity corresponds to a low-level security breach, the mobile

device can delete data to prevent the unauthorized user from accessing the data. If the improper
activity corresponds to a higher-level security breach, the mobile device can actively collect
data about the unauthorized user while the mobile device is in the unauthorized user’s
possession. The collected data may be used to identify the location of the mobile device (and
thus the location of the unauthorized user) and the collected data may be used to determine an
identity of the unauthorized user. As a non-limiting example, to determine the location of the
mobile device, a camera of the mobile device may be activated to capture the surroundings of
the mobile device. To determine the identity of the unauthorized user, a fingerprint scanner on
the mobile device may scan a fingerprint of the unauthorized user and compare the fingerprint

to one or more fingerprint databases. Thus,
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the mobile device may perform active measures to identify and locate the unauthorized user.
Additionally, the features, functions, and advantages that have been described can be
achieved independently in various implementations or may be combined in yet other
implementations, further details of which are disclosed with reference to the following

description and drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a diagram of a system that includes a mobile device operable to perform

countermeasures based on a security breach;

FIG. 2 depicts an example of a countermeasure that protects information stored at the mobile

device from an unauthorized user;

FIG. 3 depicts another example of a countermeasure that protects information stored at the

mobile device from an unauthorized user;

FIG. 4 depicts an example of a countermeasure that enables the mobile device to determine

information associated with an unauthorized user;

FIG. 5 depicts another example of a countermeasure that enables the mobile device to

determine information associated with an unauthorized user;

FIG. 6 depicts another example of a countermeasure that enables the mobile device to

determine information associated with an unauthorized user;

FIG. 7 is a flowchart depicting a method of performing countermeasures based on a security

breach;

FIG. 8 is a flowchart depicting another method of performing countermeasures based on a

security breach;

FIG. 9 depicts an example of a mobile device operable to perform countermeasures based on

a security breach; and

FIG. 10 depicts another example of a mobile device operable to perform countermeasures

based on a security breach.



DETAILED DESCRIPTION

Particular embodiments of the present disclosure are described below with reference to the
drawings. In the description, common features are designated by common reference numbers

throughout the drawings.

The figures and the following description illustrate specific exemplary embodiments. It will
be appreciated that those skilled in the art will be able to devise various arrangements that,
although not explicitly described or shown herein, embody the principles described herein
and are included within the scope of the claims that follow this description. Furthermore, any
examples described herein are intended to aid in understanding the principles of the
disclosure and are to be construed as being without limitation. As a result, this disclosure is
not limited to the specific embodiments or examples described below, but by the claims and

their equivalents.

The present disclosure describes a mobile computing security system that is implemented on
a mobile device. The mobile computing security system detects unauthorized use of the
mobile device by an unauthorized user (e.g., a nefarious user or “bad actor”). For example,
over time, the mobile device logs behavioral information and environmental cues about an
authorized user (or authorized users) of the mobile device. The mobile computing security
system uses machine learning logic and algorithms to determine behavior patterns of the
authorized user and develops a user profile based on the behavior patterns. In response to
detecting behavior that varies from the behavior patterns of the user profile, the mobile
computing security system determines that an unauthorized user is using the mobile device.
For example, the mobile computing security system may determine that an unauthorized user
is using the mobile device in response to detecting a variation in location of the mobile device
from locations associated with the behavior patterns, a variation in detected biometric
measurements (e.g., retinal scan, facial scan, galvanic skin response, heart rate etc.) of a user
from biometric measurements associated with the behavior patterns, a variation in voice

signature of a user from voice signatures associated with the behavior patterns, etc.

The mobile computing security system monitors activities and patterns (e.g., nefarious
patterns) along with environmental and situational cues to determine a severity of a security
breach by the unauthorized user. As a non-limiting example, the mobile computing security

system may monitor the activities to determine whether the unauthorized user is attempting to



steal identity information (e.g., a social security number) of the authorized user. Based on the
severity of the security breach, the mobile computing security system performs
countermeasures to protect the authorized user (e.g., protect the identity information). For
example, the mobile computing security system can delete the identity information, encrypt
the identity information, etc. Additionally, the mobile computing security system can
generate false identity information (e.g., a fake social security number) and provide the false

identity information to the unauthorized user.

According to some implementations, the mobile computing security system may gather
information about the unauthorized user. As non-limiting examples, the mobile computing
security system may activate a camera of the mobile device to capture a surrounding
environment of the unauthorized user, record audio to receive a voice signature of the
unauthorized user and transmit the voice signature over available networks (e.g., cellular
networks), scan a fingerprint of the unauthorized user if the unauthorized user touches a
particular portion of the mobile device, measure biometric data of the unauthorized user,
spoof a wireless network using a hotspot that mines data from other mobile devices in a

network range, etc.

Thus, based on the severity of the security breach, the mobile computing security system may
perform active countermeasures to protect data stored at the mobile device and to obtain
information about the unauthorized user. As a result, in scenarios where immediate action
needs to be taken against the unauthorized user, the mobile computing security system may
assist to gather information (e.g., the whereabouts and identity) associated with the

unauthorized user.

FIG. 1 depicts a system 100 that includes a mobile device 102 operable to perform
countermeasures based on a security breach. The mobile device 102 includes a memory 104
that is coupled to a processor 106. The memory 104 is a non-transitory computer-readable
storage device that includes instructions 108. The memory 104 also stores a machine
learning algorithm 110 and security level data 112. The processor 106 includes a user login
unit 114, a data logging unit 116, a user profile generator 118, a comparison unit 120, an
activity detector 122, and a countermeasure unit 124. The mobile device 102 may be a
laptop, a mobile phone, a wearable computing device, implantable devices, a portable
computing device, a computer, a tablet, a smart-wearable device, a smart router, a mobile

Server, etc.



The mobile device 102 is associated with (e.g., belongs to) an authorized user 190. To access
data stored at the mobile device 102 and to access applications installed on the mobile device
102, the authorized user 190 provides access data 126 to the user login unit 114. According
to one implementation, the access data 126 includes a personal identification number (PIN) or
a user password. For example, the user login unit 114 presents a login interface to the
authorized user 190, and the authorized user 190 enters the access data 126 at the login
interface. The login interface may be presented via a display screen, such as a display 928 in
FIG. 9. The user may enter the access data 126 via an input device, such as an input device
978 of FIG. 9 or another input device. According to other implementations, the access data
126 includes biometric data (e.g., a fingerprint scan, a retinal scan, a facial scan, etc.), voice
recognition data, etc. The user login unit 114 verifies the access data 126 and, upon
verification, allows the authorized user 190 to access data stored at the mobile device 102 and

to access applications installed on the mobile device 102.

The activity detector 122 detects activity of the authorized user 190 (e.g., authorized activity
128) while the authorized user 190 is providing the access data 126 and while the authorized
user 190 is using the mobile device 102. For example, the activity detector 122 may detect a
geographical location of the mobile device 102 while the authorized user 190 is using the
mobile device 102, a time when the authorized user 190 is using the mobile device 102,
physical behavior patterns (e.g., heart rate, stress level, etc.) of the authorized user 190 while
the authorized user 190 is using the mobile device 102, etc. According to some
implementations, the authorized activity 128 also indicates data that the authorized user 190
accesses while using the mobile device 102, applications that the authorized user 190 uses,
etc. For example, the authorized activity 128 may indicate websites that the authorized user

190 frequently visits, applications that the authorized user 190 frequently uses, etc.

The data logging unit 116 logs the authorized activity 128 of the authorized user 190 over
time as past user behavior 130. The past user behavior 130 may be stored at the mobile
device 102 or stored at a remote device (e.g., a remote device or “cloud”). The past user
behavior 130 is historical data indicating past activities of the authorized user 190. The past
user behavior 130 is collected over time (e.g., days, months, or years). The processor 106
uses the past user behavior 130 logged by the data logging unit 116 to determine authorized
user behavior patterns 132 of the authorized user 190. For example, the processor 106

retrieves the machine learning algorithm 110 from the memory 104 and provides the past user



behavior 130 as an input to the machine learning algorithm 110. The processor 106 executes
the machine learning algorithm 110 to determine the authorized user behavior patterns 132.
The authorized user behavior patterns 132 include geographical location patterns of the
authorized user 190, mobile device usage time patterns of the authorized user 190, typing
speed patterns of the authorized user 190, data-type patterns of the authorized user 190,
biometric data patterns (e.g., heart rate patterns, stress level patterns, sleep patterns, etc.), and

other user behavior patterns.

The user profile generator 118 generates a user profile 135 for the authorized user 190 based
on the authorized user behavior patterns 132. The user profile 135 includes information that
is unique to the authorized user 190 (based on past behavior and activity) and that may be
used to determine whether an unauthorized user 192 has accessed (e.g., stolen) the mobile
device 102, as described below. For example, the user profile 135 indicates geographical
locations where the authorized user 190 has accessed the mobile device 102, geographical
locations where the authorized user 190 is likely to access the mobile device 102, time
periods when the authorized user 190 has accessed the mobile device 102, time periods when
the authorized user 190 is likely to access the mobile device 102, physical attributes (e.g.,

heart-rate, stress level, etc.) of the authorized user 190, etc.

If the mobile device 102 determines that a potential unknown user is attempting to access the
mobile device 102, the mobile device 102 detects subsequent user behavior 134 of the
potential unknown user and compares the subsequent user behavior 134 to the authorized
user behavior patterns 132 of the user profile 135. To illustrate, if the user login unit 114
determines that the access data 126 has been manipulated or falsified, the user login unit 114
may determine that a potential unknown user is attempting to access the mobile device 102.
As a non-limiting example, if the access data 126 is a PIN and it takes more than ten seconds
for the PIN to be entered, the user login unit 114 may determine that the access data 126 has
been manipulated or falsified. Alternatively, if the typing speed at which the PIN is entered
significantly differs from the typing speed of the authorized user 190 (indicated in the user
profile 135), the user login unit 114 may determine that the access data 126 has been
manipulated or falsified. As another non-limiting example, if the user login unit 114 detects
cyber activity or cyber threats while the access data 126 is provided, the user login unit 114
may determine that the access data 126 has been manipulated or falsified. To illustrate, if the

user login unit 114 determines that the access data 126 is computer-generated data, the user



login unit 114 may determine that the access data 126 has been manipulated of falsified.

According to one implementation, if a particular user enters the PIN into the login unit 114
and the processor 106 determines that the particular user is not following historical norms
(e.g., a typing speed historically used to enter the PIN, a login time when PIN is historically
entered, a login location where the PIN is historically entered, etc.), the processor 106 may
activate a camera to capture an image of the particular user. Alternatively or in addition, the
processor 106 may activate a microphone to record a voice sample of the particular user. The
processor 106 may compare the image, the voice sample, or both, to information associated
with the authorized user 190. In response to a determination that the camera is blocked (e.g.,
unable to capture an image of the particular user), the processor 106 may increase a security
level. For example, the processor 106 may indicate that the particular user is an unauthorized

user 192 that the unauthorized user 192 is involved in improper activity.

In response to a determination that a potential unknown user has accessed the mobile device
102, the activity detector 122 may detect activity of the potential unknown user and the data
logging unit 116 may log the activity as the subsequent user behavior 134. The comparison
unit 120 may compare the subsequent user behavior 134 to the authorized user behavior
patterns 132 of the user profile 135. If the deviation between the subsequent user behavior
134 and the authorized user behavior patterns 132 satisfies a threshold, the comparison unit
120 determines that an unauthorized user 192 has accessed the mobile device 102. As a non-
limiting example, if the subsequent user behavior 134 indicates the mobile device 102 is
accessed in a location that is not recognized by the authorized user behavior patterns 132 and
at a time that is not consistent with access times in the authorized user behavior patterns 132,
the comparison unit 120 initiates a process to determine whether an unauthorized user 192
has accessed the mobile device 102. After the process is initiated, the comparison unit 120
uses other metrics (e.g., biometric measurements) of the subsequent user behavior 134 to
determine whether an unauthorized user 192 has accessed the mobile device 102. In an
illustrative example, the comparison unit 120 compares the heart-rate indicated by the
subsequent user behavior 134, the stress level indicated by the subsequent user behavior 134,
and other biometric measurements indicated by the subsequent user behavior 134 to
corresponding metrics of the authorized user behavior patterns 132 to determine whether an
unauthorized user 192 has accessed the mobile device 102.  According to some

implementations, the activity detector 122 and the comparison unit 120 may also determine,



after the login process, that an unauthorized user 192 has accessed the mobile device 102 if
activity associated with the mobile device 102 significantly differs from the authorized user
behavior patterns 132 of the user profile 135. The activity “significantly differs” from the
authorized user behavior patterns 132 if a particular number of weighted user behavior

metrics differ from corresponding metrics of the past user behavior 130 by a threshold.

In response to a determination that the unauthorized user 192 has accessed the mobile device
102, the activity detector 122 detects activity by the unauthorized user 192 (e.g., unauthorized
activity 136). For example, the activity detector 122 detects whether the unauthorized user
192 is accessing data stored at the mobile device 102, detects whether the mobile device 102
is near unknown networks, detects whether the unauthorized user 192 is attempting to access

identity information of the authorized user 190, etc.

The processor 106 determines a security level that the unauthorized activity 136 satisfies
(e.g., breaches) and performs an appropriate countermeasure. For example, the security level
data 112 includes data indicating activities associated with a breach of a first security level
138, data indicating activities associated with a breach of a second security level 140, and
data indicating activities associated with a breach of a third security level 142. Although
three security levels 138-142 are illustrated in FIG. 1, in other implementations, there are
additional security levels. Breach of the first security level 138 corresponds to a low-level
security breach, breach of the second security level 140 corresponds to a mid-level security
breach, and breach of the third security level 142 corresponds to a high-level security breach.
A non-limiting example of a low-level security breach includes an attempt to access data
stored at the mobile device 102, and a non-limiting example of a mid-level security breach
includes an attempt to steal the identity of the authorized user 190 (e.g., identity theft). High-
level security breaches include other (more serious) offenses that may justify notifying law
enforcement and potentially performing high-level countermeasures. The security breaches

described above are merely for illustrative purposes and should not be construed as limiting.

The processor 106 determines the security levels 138-142 that are breached by the
unauthorized activity 136 to determine the appropriate countermeasure to perform. For
example, the countermeasure unit 124 is configured to perform a first countermeasure 144, a
second countermeasure 146, and a third countermeasure 148. Although three
countermeasures 144-148 are illustrated in FIG. 1, in other implementations, there are

additional countermeasures.
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The countermeasures may be performed sequentially based on the unauthorized activity 136.
For example, if the countermeasure unit 124 determines that the unauthorized activity 136
satisfies the first security level 138, the countermeasure unit 124 performs the first
countermeasure 144. As described with respect to FIGS. 2-3, the first countermeasure 144
protects information stored at the mobile device 102 from the unauthorized user 192. After
the first countermeasure 144 is performed, the countermeasure unit 124 determines whether
the unauthorized activity 136 satisfies the second security level 140. If the countermeasure
unit 124 determines that the unauthorized activity 136 satisfies the second security level 140,
the countermeasure unit 124 performs the second countermeasure 146. As described with
respect to FIGS. 4-6, the second countermeasure 146 enables the mobile device to determine
information associated with the unauthorized user 192. If the countermeasure unit 124
determines that the unauthorized activity 136 satisfies the third security level 142, the

countermeasure unit 124 performs the third countermeasure 148.

It should be understood that the activity detector 122 may continuously monitor the
unauthorized activity 136. For example, the unauthorized activity 136 may increase (or
decrease) in severity and the activity detector 122 may monitor the change in severity. Thus,
the second countermeasure 146, the third countermeasure 148, or both, may be triggered in
response to a change in the unauthorized activity 136. Additionally, it should be understood
that the countermeasures described with respect to FIGS. 2-6 are merely illustrative and
should not be construed as limiting. For example, other countermeasures may be
implemented. Additionally, two or more of the countermeasures described with respect to

FIGS. 2-6 may be performed concurrently.

Referring to FIG. 2, an example of a first countermeasure 144a is shown. The first
countermeasure 144a is performed by the countermeasure unit 124 in response to a

determination that the unauthorized activity 136 breaches the first security level 138.

The first countermeasure 144a protects information stored at the mobile device 102 from the
unauthorized user 192. For example, authorized user data 202 is stored at the memory 104.
In response to determining that unauthorized activity 136 satisfies the first security level 138,
the countermeasure unit 124 deletes the authorized user data 202 from the memory 104, as
illustrated in FIG. 2. For example, if the unauthorized activity 136 corresponds to an attempt
to access data (e.g., authorized user data 202) stored at the mobile device 102, the

countermeasure unit 124 deletes the authorized user data 202 from the memory 104. Thus,
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the first countermeasure 144a deletes the authorized user data 202 (e.g., protects the
authorized user data 202 from the unauthorized user 192). In other implementations, the
authorized user data 202 (or a portion of the authorized user data 202) may be encrypted, and
the authorized user 190 may be notified (e.g., alerted) of the unauthorized activity 136. For
example, the mobile device 102 may send an electronic message (e.g., an email) to an email
address of the authorized user 190 or may send an alert to another device associated with the

authorized user 190.

Referring to FIG. 3, another example of a first countermeasure 144b is shown. The first
countermeasure 144b is initiated by the countermeasure unit 124 in response to a

determination that the unauthorized activity 136 breaches the first security level 138.

The first countermeasure 144b protects information stored at the mobile device 102 from the
unauthorized user 192. For example, in the example provided in FIG. 3, the processor 106
also includes a false data generator 302. The false data generator 302 is configured to
generate false data 304 that includes the same type of information as the authorized user data
202. As a non-limiting example, if the authorized user data 202 includes a birthday of the
authorized user 190, the false data 304 includes a false (or fake) birthday. As another non-
limiting example, if the authorized user data 202 includes a credit card number of a credit
card associated with the authorized user 190, the false data 304 includes a fake credit card
number that is used for fraud detection. The false data generator 304 stores the false data 304

at the memory 104.

To perform the first countermeasure 144b, the processor 106 detects a request 306 for the
authorized user data 202 from the unauthorized user 192. For example, if the unauthorized
user 192 attempts to access the authorized user data 202 from the memory 104, the processor
106 may receive the request 306. In response to receiving the request, the processor 106 may
generate the false data 304 and provide the false data 304 to the unauthorized user 192. Thus,
the first countermeasure 144b prevents the unauthorized user 192 from receiving the
authorized user data 202 (e.g., protects the authorized user data 202 from the unauthorized
user 192). Additionally, upon use by the unauthorized user 192, the false data 304 may
notify other parties of activities by the unauthorized user 192. For example, a bank or other

financial entity may be notified if the unauthorized user 192 uses the fake credit card number.

Referring to FIG. 4, an example of a second countermeasure 146a is shown. The second
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countermeasure 146a is initiated by the countermeasure unit 124 in response to a
determination that the unauthorized activity 136 breaches the second security level 140. It
should be understood that the first countermeasure 144 may be performed (to protect
information stored at the mobile device 102 from the unauthorized user 192) prior to

performance of the second countermeasure 146a.

The second countermeasure 146a enables the mobile device 102 to determine information
associated with the unauthorized user 192. For example, performing the second
countermeasure 146a includes activating a camera 404 of the mobile device 102 to determine
a surrounding environment of the unauthorized user 192. To illustrate, in the example
provided in FIG. 4, the processor 106 also includes a camera activation unit 402. The camera
404 is coupled to the processor 106, and a transmitter 410 is coupled to the processor 106.
The camera activation unit 402 activates the camera 404, and the camera 404 captures an
image 406 (or video 408) of the surrounding environment of the unauthorized user 192. The
transmitter 410 transmits the image 406 (or video 408) of the surrounding environment to
appropriate authorities to assist in locating the unauthorized user 192. For example, the
transmitter 410 may transmit the image 406 to local police enforcement or national
intelligence or investigative agencies or bureaus. Additionally, the processor 106 may
determine global positioning system (GPS) coordinates of the mobile device 102 when the
image 406 is captured. The GPS coordinates may also be transmitted to the appropriate
authorities to determine the location of the unauthorized user 192. Thus, the second
countermeasure 146a enables the mobile device to determine location information associated

with the unauthorized user 192 by capturing the image 406 of the surrounding environment.

Additionally, the camera activation unit 402 may activate the camera 404 in such a manner
that the camera 404 captures an image of the unauthorized user’s 192 face. The transmitter
410 may transmit the image to the above-mentioned authorities, and the above-mentioned
authorities may perform facial recognition to determine the identity of the unauthorized user

192.

Referring to FIG. 5, another example of a second countermeasure 146b is shown. The second
countermeasure 146b is initiated by the countermeasure unit 124 in response to a
determination that the unauthorized activity 136 breaches the second security level 140. It
should be understood that the first countermeasure 144 may be performed (to protect

information stored at the mobile device 102 from the unauthorized user 192) prior to
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performance of the second countermeasure 146b.

The second countermeasure 146b enables the mobile device 102 to determine information
(e.g., identify information) about the unauthorized user 192. For example, the processor 106
may prompt the unauthorized user 192 to touch a particular portion of the mobile device 102
that includes a scanner 502. The scanner may be integrated into an input device or keypad,
such as the input device 978 of FIG. 9. In the example provided in FIG. 5, the “s” key on a
keyboard of the mobile device 102 includes the scanner 502. According to one
implementation, the scanner 502 is not readily visible to the human eye. The processor 106
may generate a prompt that commands the unauthorized user 192 to press and hold the *“s”
key. As a non-limiting example, the prompt instructs the unauthorized user 192 to press and
hold the “s” key for five seconds in order to open a particular application. While the

unauthorized user 192 is pressing the “s” key, the scanner 502 scans a fingerprint 504 of the

unauthorized user 192.

After the fingerprint 504 is scanned, an identification of the unauthorized user 192 is
determined based on the fingerprint 504. According to one implementation, the transmitter
410 sends the fingerprint 504 to the above-mentioned authorities to assist the authorities in
identifying the unauthorized user 192. According to another implementation, the processor
106 accesses one or more fingerprint databases (stored at the mobile device 102 or stored at a
remote server) and compares the fingerprint 504 to fingerprints in the databases. If a match is
determined, the processor 106 determines the identity of the unauthorized user 192, and the
transmitter 410 sends information associated with the identity to the appropriate authorities.
Thus, the second countermeasure 146b enables the mobile device to determine the identity of
the unauthorized user 192 by prompting the unauthorized user 192 to touch the scanner 502
without the unauthorized user 192 knowing and “secretly” scanning the fingerprint 504 of the

unauthorized user 192.

Referring to FIG. 6, another example of a second countermeasure 146¢ is shown. The second
countermeasure 146¢ is initiated by the countermeasure unit 124 in response to a
determination that the unauthorized activity 136 breaches the second security level 140. It
should be understood that the first countermeasure 144 may be performed (to protect
information stored at the mobile device 102 from the unauthorized user 192) prior to

performance of the second countermeasure 146c.
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The second countermeasure 146¢ enables the mobile device 102 to determine information
(e.g., identify information) about the unauthorized user 192. For example, the processor 106
may prompt the unauthorized user 192 to speak into a microphone of the mobile device 102.
The processor 106 may generate voice characteristics 604 (e.g., a voice signature) of the

unauthorized user 192 while the unauthorized user 192 speaks into the microphone.

After the voice characteristics 604 are generated, an identification of the unauthorized user
192 is determined based on the voice characteristics 604. According to one implementation,
the transmitter 410 sends the voice characteristics 604 to the above-mentioned authorities to
assist the authorities in identifying the unauthorized user 192. According to another
implementation, the processor 106 accesses one or more voice databases and compares the
voice characteristics 604 to voices in the databases. If a match is determined, the processor
106 determines the identity of the unauthorized user 192, and the transmitter 410 sends
information associated with the identity to the appropriate authorities. Thus, the second
countermeasure 146c¢ enables the mobile device to determine the identity of the unauthorized
user 192 by prompting the unauthorized user 192 to speak and “secretly” generating the voice

signature 604 of the unauthorized user 192.

The second countermeasure 146a-146¢ described with respect to FIGS. 4-6 may be
performed while false data (e.g., the false data 304 of FIG. 3) is provided to the unauthorized
user 192. For example, the unauthorized user 192 may issue commands, and the mobile
device 102 may provide the false data 304 in response to the commands to further engage the
unauthorized user 192. While the mobile device 102 is engaging the unauthorized user 192
with the false data 304, the mobile device 102 also generates information about the
unauthorized user 192, as described with respect to FIGS. 4-6. The second countermeasure

146 may also include executing instructions that enable tracing of the unauthorized user 192.

The techniques described with respect to FIGS. 1-6 enable the mobile device 102 to actively
collect data about the unauthorized user 192 while the mobile device 102 is in the
unauthorized user’s 192 possession. The data is used to identify the whereabouts of the
unauthorized user 192 and the identity of the unauthorized user 192. As a non-limiting
example, to determine the whereabouts of the unauthorized user 192, the camera 404 is
activated to capture the surroundings of the unauthorized user 192 and the processor 106
determines GPS coordinates of the mobile device 102. To determine the identity of the

unauthorized user 192, the hidden fingerprint scanner 502 scans the fingerprint 504 and
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compares the fingerprint 504 to one or more fingerprint databases. Thus, the mobile device

102 may perform active measures to identify and locate the unauthorized user 192.

Referring to FIG. 7, a method 700 for performing countermeasures based on a security breach

is shown. The method 700 is performed by the mobile device 102 of FIG. 1.

The method 700 includes generating, at a processor of a mobile device, a user profile for an
authorized user of the mobile device based on a plurality of authorized user behavior patterns
associated with the authorized user, at 702. The plurality of authorized user behavior patterns
is determined based on historical data indicating past user behavior of the authorized user.
The historical data includes geographical locations where the authorized user accesses the
mobile device, time periods, when the authorized user accesses the mobile device, physical
behavior patterns of the authorized user, or a combination thereof. For example, referring to
FIG. 1, the user profile generator 118 generates the user profile 135 for the authorized user
190 based on the authorized user behavior patterns 132. The authorized user behavior
patterns are determined using machine learning based on the historical data. The user profile
135 includes information that is unique to the authorized user 190 (based on past behavior
and activity) and that may be used to determine whether an unauthorized user 192 has
accessed (e.g., stolen) the mobile device 102. For example, the user profile 135 indicates
geographical locations where the authorized user 190 has accessed the mobile device 102,
geographical locations where the authorized user 190 is likely to access the mobile device
102, time periods when the authorized user 190 has accessed the mobile device 102, time
period when the authorized user 190 is likely to access the mobile device 102, physical

behavior patterns of the authorized user 190, etc.

The method 700 also includes detecting subsequent user behavior of a particular user during
an attempt by the particular user to access the mobile device, at 704. For example, referring
to FIG. 1, if the user login unit 114 determines that the access data 126 has been manipulated
or falsified, the user login unit 114 determines that a potential unknown user is attempting to
access the mobile device 102. As a non-limiting example, if the access data 126 is a PIN and
it takes more than ten seconds for the PIN to be entered, the user login unit 114 may
determine that the access data 126 has been manipulated or falsified. As another non-limiting
example, if the user login unit 114 detects cyber activity or cyber threats while the access
data 126 is provided, the user login unit 114 may determine that the access data 126 has been

manipulated or falsified. In response to a determination by the user login unit 114 that a
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potential unknown user has accessed the mobile device 102, the activity detector 122 may
detect activity of the potential unknown user and the data logging unit 116 may log the

activity as the subsequent user behavior 134.

The method 700 also includes comparing the subsequent user behavior to the plurality of
authorized user behavior patterns of the user profile to determine whether the particular user
is the authorized user or an unauthorized user, at 706. For example, referring to FIG. 1, the
comparison unit 120 compares the subsequent user behavior 134 to the authorized user
behavior patterns 132 of the user profile 135. If the deviation between the subsequent user
behavior 134 and the authorized user behavior patterns 132 satisfies a threshold, the
comparison unit 120 determines that an unauthorized user 192 has accessed the mobile
device 102. As a non-limiting example, if the subsequent user behavior 134 indicate the
mobile device 102 is accessed in a location that is not recognized by the authorized user
behavior patterns 132 and at a time that is not consistent with access times in the authorized
user behavior patterns 132, the comparison unit 120 determines that the unauthorized user

192 has accessed the mobile device 102.

The method 700 also includes determining that the particular user is the unauthorized user
based on the comparison, at 708. The method 700 also includes detecting activity by the
unauthorized user, at 710. For example, referring to FIG. 1, in response to a determination
that the unauthorized user 192 has accessed the mobile device 102, the activity detector 122
detects activity by the unauthorized user 192 (e.g., unauthorized activity 136). To illustrate,
the activity detector 122 detects whether the unauthorized user 192 is accessing data stored at
the mobile device 102, detects whether the mobile device 102 is near strange networks (e.g.,
unknown wireless networks), detects whether the unauthorized user 192 is attempting to steal
the identity of the authorized user 190, detects whether the unauthorized user 192 is

communicating with parties on a wanted list, etc.

The method 700 also includes performing at least one countermeasure of a plurality of
countermeasures in response to detecting the activity, at 712. Each countermeasure of the
plurality of countermeasures has a different security level and corresponds to a degree of the
activity. For example, referring to FIG. 1, the countermeasure unit 124 may initiate
performance of at least one countermeasure. According to the method 700, performing the at
least one counter measure includes determining that the detected activity 136 satisfies the

first security level 138 and performing the first countermeasure 144 of the plurality of
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countermeasures in response to determining the detected activity 136 satisfies the first
security level 138. The first countermeasure 144 protects information stored at the mobile

device 102 from the unauthorized user 192, as described with respect to FIGS. 2-3.

According to the method 700, performing the at least one countermeasure also includes
determining that the detected activity 136 satisfies the second security level 140 and
performing the second countermeasure 146 of the plurality of countermeasures in response to
determining the detected activity 136 satisfies the second security level 140. The second
countermeasure 146 enables the mobile device 102 to determine information associated with

the unauthorized user 192, as described with respect to FIGS. 4-6.

The method 700 of FIG. 7 enables the mobile device 102 to actively collect data about the
unauthorized user 192 while the mobile device 102 is in the unauthorized user’s 192
possession. The data is used to identify the whereabouts of the unauthorized user 192 and the
identity of the unauthorized user 192. As a non-limiting example, to determine the
whereabouts of the unauthorized user 192, the camera 404 is activated to capture the
surroundings of the unauthorized user 192 and the processor 106 determines GPS coordinates
of the mobile device 102. To determine the identity of the unauthorized user 192, the hidden
fingerprint scanner 502 scans the fingerprint 504 and compares the fingerprint 504 to one or
more fingerprint databases. Thus, the mobile device 102 may perform active measures to

identify and locate the unauthorized user 192.

Referring to FIG. 8, another method 800 for performing countermeasures based on a security
breach is shown. The method 800 is performed by the mobile device 102 of FIG. 1. In
particular, the method 800 is performed by the countermeasure unit 124 of FIG. 1, the
processor of FIG. 1, and the activity detector 122 of FIG. 1.

At 802, the countermeasure unit 124 determines whether the detected activity 136 satisfies
the first security level 138. If the detected activity 136 does not satisfy the first security level
138, the method 800 ends, at 804. It should be understood however that the detected activity
136 is continuously monitored if the method 800 ends and a further determination at 802 may
be performed if the security level associated with the detected activity 136 increases. If the
detected activity 136 satisfies the first security level 138, the countermeasure unit 124

performs the first countermeasure 144, at 806.

After the first countermeasure 144 is performed, the countermeasure unit 124 determines
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whether the detected activity 136 satisfies the second security level 140, at 808. If the
detected activity 136 does not satisfy the second security level 140, the method 800 ends, at
810. It should be understood however that the detected activity 136 is continuously
monitored if the method 800 ends and a further determination at 802 may be performed if the
security level associated with the detected activity 136 increases. If the detected activity 136
satisfies the second security level 140, the countermeasure unit 124 performs the second

countermeasure 146, at 812.

After the second countermeasure 146 is performed, the countermeasure unit 124 determines
whether the detected activity 136 satisfies the third security level 142, at 814. If the detected
activity 136 does not satisfy the third security level 142, the method 800 ends, at 816. It
should be understood however that the detected activity 136 is continuously monitored if the
method 800 ends and a further determination at 802 or 808 may be performed if the security
level associated with the detected activity 136 increases. If the detected activity 136 satisfies
the third security level 142, the countermeasure unit 124 performs the third countermeasure
148, at 818. The third countermeasure 148 may include more serious countermeasures and

usually notification of involve law enforcement.

Referring to FIG. 9, a block diagram of the mobile device 102 is shown. In various
implementations, the mobile device 102 may have more or fewer components than illustrated

in FIG. 9.

In a particular implementation, the mobile device 102 includes the processor 106, such as a
central processing unit (CPU), coupled to the memory 104. The memory 104 includes
instructions 960 (e.g., executable instructions) such as computer-readable instructions or
processor-readable instructions. The instructions 960 may include one or more instructions

that are executable by a computer, such as the processor 106.

FIG. 9 also illustrates that a network interface 932, such as a wireless controller, and the
transmitter 410 are coupled to the processor 106 and to an antenna 942. The processor 106
includes the user login unit 114, the data logging unit 116, the user profile generator 118, the
comparison unit 120, the activity detector 122, the countermeasure unit 124, the false data

generator 302, and the camera activation unit 402.

The mobile device 102 may include a display controller 926 that is coupled to the processor

106 and to a display 928. A coder/decoder (CODEC) 934 may also be coupled to the
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processor 106. An output device 930 (e.g., one or more loudspeakers) and a microphone 948
may be coupled to the CODEC 934. The CODEC 934 may include a digital-to-analog
converter (DAC) 902 and an analog-to-digital converter (ADC) 904.

In some implementations, the processor 106, the display controller 926, the memory 104, the
CODEC 934, the network interface 932, and the transmitter 410 are included in a system-in-
package or system-on-chip device 922. In some implementations, an input device 978 and a
power supply 944 are coupled to the system-on-chip device 922. The input device 978
includes the scanner 502. Moreover, in a particular implementation, as illustrated in FIG. 9,
the display 928, the input device 978, the output device 930, the microphone 948, the camera
404, the antenna 942, and the power supply 944 are external to the system-on-chip device
922.

In an illustrative implementation, the memory 104 includes or stores the instructions 960
(e.g., executable instructions), such as computer-readable instructions or processor-readable
instructions. For example, the memory 104 may include or correspond to a non-transitory
computer readable medium storing the instructions 960. The instructions 960 may include
one or more instructions that are executable by a computer, such as the processor 106. The
instructions 960 may cause the processor 106 to perform the method 700 of FIG. 7, the
method 800 of FIG. 8, or both.

Referring to FIG. 10, another implementation of the mobile device 102 is shown and
designated as 102a. The mobile device 102a is substantially similar to the mobile device 102
of FIG. 9. However, the mobile device 102a has dedicated countermeasure hardware 1000
that is coupled to the processor 106. The dedicated countermeasure hardware 1000 may be
configured to perform more serious countermeasures (e.g., the third countermeasure 148 or

other more serious countermeasures).

For example, in response to a determination that the unauthorized activity 136 satisfies the
third security level, the dedicated countermeasure hardware 1000 may generate one or more
jamming signals, generate an electromagnetic pulse (EMP), may generate an electrical
shocking signal, destroy read-only memories (e.g., flash drives) at the mobile device 102a,
arm the mobile device 102a, etc. According to one implementation, the dedicated
countermeasure hardware 1000 may include a self-destruct processor (not shown) that

destroys a non-volatile memory. The dedicated countermeasure hardware 1000 may be

-20 -



integrated into dedicated defensive devices.

The steps of a method or algorithm described in connection with the implementations
disclosed herein may be included directly in hardware, in a software module executed by a
processor, or in a combination of the two. A software module may reside in random access
memory (RAM), flash memory, read-only memory (ROM), programmable read-only
memory (PROM), erasable programmable read-only memory (EPROM), electrically erasable
programmable read-only memory (EEPROM), registers, hard disk, a removable disk, a
compact disc read-only memory (CD-ROM), or any other form of non-transient storage
medium known in the art. An exemplary storage medium is coupled to the processor such
that the processor can read information from, and write information to, the storage medium.
In the alternative, the storage medium may be integral to the processor. The processor and
the storage medium may reside in an application-specific integrated circuit (ASIC). The
ASIC may reside in a computing device or a user terminal. In the alternative, the processor
and the storage medium may reside as discrete components in a computing device or user

terminal. A storage device is not a signal.

Moreover, although specific examples have been illustrated and described herein, it should be
appreciated that any subsequent arrangement designed to achieve the same or similar results
may be substituted for the specific implementations shown. This disclosure is intended to
cover any and all subsequent adaptations or variations of various implementations.
Combinations of the above implementations, and other implementations not specifically

described herein, will be apparent to those of skill in the art upon reviewing the description.

The Abstract of the Disclosure is submitted with the understanding that it will not be used to
interpret or limit the scope or meaning of the claims. In addition, in the foregoing Detailed
Description, various features may be grouped together or described in a single
implementation for the purpose of streamlining the disclosure. Examples described above
illustrate but do not limit the disclosure. It should also be understood that numerous
modifications and variations are possible in accordance with the principles of the present
disclosure. As the following claims reflect, the claimed subject matter may be directed to
less than all of the features of any of the disclosed examples. Accordingly, the scope of the

disclosure is defined by the following claims and their equivalents.
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WHAT IS CLAIMED IS:

1. A computer-implemented method comprising:

generating, at a processor of a mobile device, a user profile for an authorized user of
the mobile device based on behavior patterns associated with the authorized
user, the behavior patterns determined based on historical data indicating past
user behavior of the authorized user;

detecting subsequent user behavior of a particular user during an attempt by the
particular user to access the mobile device;

comparing the subsequent user behavior to the behavior patterns of the user profile to
determine whether the particular user is authorized or unauthorized; and

responsive to determining that the particular user is an unauthorized user based on the
comparison:

detecting activity by the unauthorized user; and
performing at least one countermeasure of a plurality of countermeasures in
response to detecting the activity, each countermeasure of the plurality

of countermeasures having a different security level and corresponding
to a degree of the activity,

wherein performing the at least one countermeasure comprises:
determining that the activity satisfies a second security level, the second
security level higher than a first security level; and
performing a second countermeasure of the plurality of countermeasures in
response to determining the detected activity satisfies the second
security level, wherein the second countermeasure enables the mobile

device to determine information associated with the unauthorized user,
wherein performing the second countermeasure comprises:

-22.-



(a) prompting the unauthorized user to touch a particular portion of the mobile
device, the particular portion of the mobile device comprising a hidden
scanner integrated into an input device of the mobile device, and
scanning a fingerprint of the unauthorized user while the unauthorized
user touches the particular portion of the mobile device; and

(b) providing false data in response to commands issued by the unauthorized
user to engage the unauthorized user with the mobile device, the false
data associated with the commands, and generating information about
the unauthorized user while the unauthorized user is engaged with the
mobile device, the information including a fingerprint of the

unauthorized user, a voice signature of the unauthorized user, or both.

2. The computer-implemented method of claim 1, wherein the historical data includes
geographical locations where the authorized user accesses the mobile device, time periods
when the authorized user accesses the mobile device, data indicating a heart rate of the

authorized user, or a combination thereof.

3. The computer-implemented method of any one of claims 1-2, wherein the behavior

patterns are determined using machine learning based on the historical data.

4. The computer-implemented method of any one of claims 1-3, wherein performing
the at least one countermeasure comprises:
determining that the activity satisfies the first security level; and
performing a first countermeasure of the plurality of countermeasures in response to
determining the detected activity satisfies the first security level, wherein the
first countermeasure protects information stored at the mobile device from the

unauthorized user.

5. The computer-implemented method of claim 4, wherein performing the first

countermeasure comprises deleting data stored at the mobile device.

6. The computer-implemented method of any one of claims 4-5, wherein performing

the first countermeasure comprises:
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detecting a request for identity information from the unauthorized user, the identity
information associated with the authorized user;

generating false identity information in response to detecting the request; and

providing the false identity information to the unauthorized user.

7. The computer-implemented method of claim 1, wherein performing the second

countermeasure comprises activating a camera of the mobile device.

8. The computer-implemented method of any one of claims 1-7, wherein performing
the second countermeasure comprises generating a voice signature of the unauthorized user

while the unauthorized user speaks into a microphone.

9. The computer-implemented method of any one of claims 1-8, wherein performing
the at least one countermeasure further comprises:

determining that the activity satisfies a third security level; and

performing a third countermeasure of the plurality of countermeasures in response to

determining the detected activity satisfies the third security level.

10. The computer-implemented method of claim 9, wherein performing the third

countermeasure comprises generating an electromagnetic pulse.

11. The computer-implemented method of any one of claims 9-10, wherein
performing the at least one countermeasure comprises initiating a self-destruct processor to

destroy a non-volatile memory.

12. The computer-implemented method of any one of claims 1-11, wherein the
behavior patterns are weighted and comprise at least one of geographical location patterns of
the authorized user, mobile device usage time patterns of the authorized user, typing speed

patterns of the authorized user, or data-type patterns of the authorized user.

13. An apparatus comprising:
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a memory storing a user profile for an authorized user of a mobile device, the user
profile generated based on behavior patterns associated with the authorized
user, the behavior patterns determined based on historical data indicating past
user behavior of the authorized user;

a processor coupled to the memory, the processor configured to:
detect subsequent user behavior of a particular user during an attempt by the

particular user to access the mobile device;
compare the subsequent user behavior to the behavior patterns of the user
profile to determine whether the particular user is authorized or
unauthorized; and
in response to a determination that the particular user is an unauthorized user
based on the comparison:
detect activity by the unauthorized user; and
perform at least one countermeasure of a plurality of countermeasures
in response to detection of the activity, each countermeasure of
the plurality of countermeasures having a different security

level and corresponding to a degree of the activity,
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wherein the processor is configured to perform the at least one countermeasure
by:

determining that the activity satisfies a second security level, the
second security level higher than a first security level; and

performing a second countermeasure of the plurality of
countermeasures in response to determining the detected
activity satisfies the second security level, wherein the second
countermeasure enables the mobile device to determine
information associated with the unauthorized user,

wherein performing the second countermeasure comprises:

(a) prompting the unauthorized user to touch a particular portion of the
mobile device, the particular portion of the mobile device
comprising a hidden scanner integrated into an input device of
the mobile device, and scanning a fingerprint of the
unauthorized user while the unauthorized user touches the
particular portion of the mobile device; and

(b) providing false data in response to commands issued by the
unauthorized user to engage the unauthorized user with the
mobile device, the false data associated with the commands,
and generating information about the unauthorized user while
the unauthorized user is engaged with the mobile device, the
information including a fingerprint of the unauthorized user, a

voice signature of the unauthorized user, or both.

14. The apparatus of claim 13, wherein the historical data is provided to a machine

learning algorithm to determine the behavior patterns.

15. The apparatus of any one of claims 13-14, wherein the historical data includes
geographical locations where the authorized user accesses the mobile device, time periods
when the authorized user accesses the mobile device, data indicating a heart rate of the

authorized user, or a combination thereof.

16. A non-transitory computer-readable storage device comprising instructions hat,

when executed by a processor, cause the processor to perform operations comprising:
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generating a user profile for an authorized user of a mobile device based on behavior
patterns associated with the authorized user, the behavior patterns determined
based on historical data indicating past user behavior of the authorized user;
detecting subsequent user behavior of a particular user during an attempt by the
particular user to access the mobile device;
comparing the subsequent user behavior to the behavior patterns of the user profile to
determine whether the particular user is authorized or unauthorized; and
responsive to determining that the particular user is an unauthorized user based on the
comparison:
detecting activity by the unauthorized user; and
performing at least one countermeasure of a plurality of countermeasures in
response to detecting the activity, each countermeasure of the plurality
of countermeasures having a different security level and corresponding
to a degree of the activity,
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wherein performing the at least one countermeasure comprises:

determining that the activity satisfies a second security level, the second
security level higher than a first security level; and

performing a second countermeasure of the plurality of countermeasures in
response to determining the detected activity satisfies the second
security level, wherein the second countermeasure enables the mobile
device to determine information associated with the unauthorized user,

wherein performing the second countermeasure comprises:

(a) prompting the unauthorized user to touch a particular portion of the mobile
device, the particular portion of the mobile device comprising a hidden
scanner integrated into an input device of the mobile device, and
scanning a fingerprint of the unauthorized user while the unauthorized
user touches the particular portion of the mobile device; and

(b) providing false data in response to commands issued by the unauthorized
user to engage the unauthorized user with the mobile device, the false
data associated with the commands, and generating information about
the unauthorized user while the unauthorized user is engaged with the
mobile device, the information including a fingerprint of the

unauthorized user, a voice signature of the unauthorized user, or both.

17. The non-transitory computer-readable storage device of claim 16, wherein the

historical data is provided to a machine learning algorithm to determine the behavior patterns.
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