; e3el dTF26TdF~p g n~p 09 A~t00t 1YY M PGR ELECTRON C | NFORVATI ON
MANAGEMENT SYSTEM | C CARD, TERM NAL APPARATUS AND ELECTRONI C | NFW 0
MANAGEMENT METHOD, AND RECORDI NG MEDI UM,ON WHI CH N ELE %q

| NFORVATI ON MANAGEMENT PROGRAM BACKGRQJI%ID OF THE I“mmmmrﬁ eld of the

I nvention The present invention relates to el ectroni %@tor mat i on
managenent techni ques where aut horization of access to electronic
information is carried out based on an input password. In particular the

i”¥e”ti8”ELEKﬁFF@©MQ tmfuimuﬁglcgmi NAVIANZSGEMIEEN Py SN%TFEISCI)IL PQIG rrac;mm,to be
i 111 cul t TERMBIReAEABATDS BB CERANG NP REWGRTION VARREERERY
various gmarmom;egNDIgRﬁcsmmmNG efMED 1M t ONneVE-IOHer llas}rass}%?m) Aﬁ.lsgeg
pasowor d_ FoERNFBFy AL MR AR PRGB! The vari ous
systens uses a different p?ssmnrd for eac? Egsbgghbe:?gbgigd. | -1 owever, ig
emor 2. BICREIINBEOE, PHEORRRRTEONTLS" 7% o Comon for ANCMBHMNMIN <
a standardi zed password for all of the systenms, or to use a pasSusleek

i nvol vi ng4f apid|hadf tHat é,l,m].ﬂ- as date of birth. Wth a password invol vi ng
user dat e1'of mti)élrﬁ or f%e 1 ke however) since this is based on data

famliar to the user, there is the likelihood that an ill-willed third
party can easilyhappedeht ahfehtiors relH1gs eboeRctitinid ivftRmAtioRC metfagerieny it
difficult, t aLPro riate asswordc¥ a techni Eeg has befen cgnSLdered. ere
the posi t &sniAvEs Shage A inCRFaYRR o AleSoe o BIRGNTANR MGAT 008, -catied <
approved basdrhsed tome apdoplt edssaordi onn Pavttsdar thet mvdmtione celates eta or
approvi ng . < USi | ' [ | Spl.a | ! 00
SProre LIRS BEEE lalsRonys Hf spBRifing rade R EBEo SRrel 4 el
wi |1 be tpasswenstds NMgrennsiow) nwhich case @Rsy etex Bmgmbermage | dffigsdld, tosi nce
t he Chara&%ﬁfdﬁf&té. of human nenory is such that there is a tendency for the
I nt

specified s to .becone few, there is the problemin that it is
difficult to maintain strong security. SUVMARY OF THE | NVENTI ON

2. Description of the Related Art

Heretofore, various data processing systems (referred to hereunder as
"systems") aimed at providing a service only to a user who has previously
registered, use a password for approving system use. Desirably the user of
the various systems uses a different password for each system being used.
However, in present times where several passwords must be used, it becomes
difficult to memorize all of the passwords. Therefore, it is common for the user
to use a standardized password for all of the systems, or to use a password
involving familiar data such as date of birth.

With a password involving user date of birth or the like however, since
this is based on data familiar to the user, there is the likelihood that an ill-willed
third party can easily appropriate this. Therefore, with the object of making it
difficult to appropriate a password, a technique has been considered where the
position of a single displayed image is specified, and system use is approved
based on the specified position.

However, with the technique for approving system use using a single
image, if the displayed image is too simple, there is the possibility that the



The present invention takes into consideration the above problens with the
conventional arrangenent, with the object of providing a techni que 88rAPR 2002
usi ng an i mage password which is easy tg renmenber and difficult to
appropriate, by displaying a plurality Of inages simnmultaneously or in a

hi erarchi cal structure. Mreover, it is an object of the invention to
distribute a recording nediumon which is recorded the electronic

i nformati on managenent program according to the present invention so that a

person acgpedifed pots avill ROt sfwnaedthsﬁegaar 9A%hé Laeen@idneca s Iehmegéom c
i nformati.on nana erren &zitem Ac Egtoaflrst aqo t ,,of E |nvent|on

for achi e¥i HEEYh&NGSo aé%?te”é A% ETRPOE iRt 5 8ystem
conpr i sestendenoy €or thiecspadified poaﬁsllt@@edemecfew, thenecisdhegroblien umthatmanm on
stored in n_Ji i splay device for displaying a plurality of
i mages co(?' écéﬁtqr?d'%ﬁwt?ﬁ‘ ?tﬁgggggguﬁﬁ? ormation read by the code information
readi ng deV|ce an |nage speC|fy|ng devi ce for specifying specific parts of
the resp ﬁlEsm\?%ﬁq- ¥ the image display device, and an access
aut hori za | on eV| ce or authori zing access to electronic information based
on the specific parts of the respective images specified by the image

speci fying deviTe ﬁmééhtsﬁeéh%rs:w@srmfé b@ﬁmdbh@ndﬂ tHeahbbve 9frob|@mewnh

corresponding to the code informatjon ar

O b oy TR ChPatianaL e TRPBRMERG Wi das AbiSHth Proidind B eugH 16 BsiPgs of

the respeg nmagemad&mh@heid ﬁs%' mpmném@r amicéﬁﬁculswubbmprmd b§7 t he
el ect ronl(i’EP f or mati,on

eci f arts 0 e e
Crmges. spuep I B4ty AT §hagfs S ERTERUAY B3 b Bralchicd) SGTre! ©
nodi fication of the aut hori zed el ectronic information are pOSSI bl e.
According to a t vent C r
o APR 2002 3 otBBIem ot £ arbotied, PRARECAKBE, e TEBuiE Y kB, o
i-mages conediod wglqh)nsr rre@ocdeké thafebemmlonnfoamt@m meaegemntrmogml on
devi ce 1 Ohechbity (o IHIpASAR SndéhtRlPSb AR f petsoh RGUABDAIE adecordin

i nformati on speci ylng specific part respective | nages. guch a
constr uctmﬁﬁ'umfcaﬂlﬁﬁ%)f%or}ﬁt% @éﬁel\ﬁﬂrﬁnlﬁ: WW'Q%W?%‘QSX ﬂ'@tl ons
for reading the code information and the plurality of images corresponding
to the code |nf t,ion, whi h have bee

i spl 2y ng. t he ATEBHSS e fis! B58eFt o et hecalifeiBf AFVIEe, Y ppove
respecti vcaajemagaa ebntresdc | infaatdton zmdnagemleat esystemortompnises: mat icodebased
on the s r A i

oper at i oﬁg%srhﬂc as ra%gr?é gtﬁgﬁ:igﬁ?p%g%éﬁq | on ofoﬂ %ﬂc’?%%t"ﬁ%bﬁb Ltc’é}ld an

el ect r oniignage dispéay devipecfopclspleaying Adziuraiity\@f timagesmarespeting de thae

i nventi ongodfe tlﬁfdfhfﬁﬂonali)@é‘di atwsthﬁoEEBHéSﬁﬁorrﬁé‘tuém%dﬁq)rdé\ﬂcge\é'nc%ﬁﬁé
storing a I prges corresponding to. cod ormation, .an I nmage

lyralit
di spl ay fréf"?garg%‘é%r Eﬂrl PPECpINgy iSRETH Ife Rafth e 4D8r EISRRFtIVE: IM3ges
storing déigplyedasy thmgﬁag@ensﬁlayr@w@uam ’éﬂraw@esléLMhﬁgzémﬁldfelvmepﬁfrtS of

h di devyi
author | o BY gl 86%a%h LaREIAY iyoTealRY heseaaling RPetn BRtadl dReoace
on t he spespectveanagesfspebidfiedesydut image spgedyispedaviced by the i mage

speci fying device. Wth such a construction, when the code information is
input, the plurality of inmages correspondi n? to the code information are
di spl ayed. ThenVithhgyrch Recapdeuction, pae tpiurslity |9é imagpe ariespansieg taitbpl ayed

are SpeC'édd@mf@ﬁﬁ@ﬁén 'ée%%mayéé%érptﬁéqéoﬁé‘ﬂ%ﬁ%h&n |§fr85696dtQFbthﬁéd on
the specific ective Im Af t t hi

art resp | S
oper at i on& %&arp &%@M%Mapsﬁ@crﬁﬁﬁs 3§ p@PtIVﬂémaapﬁ&'ﬁEI@aed are

el ect r oni gpdoified, Mattess as &amaaﬁz@a &o M@l&tmutzqmﬁmsdm Bé@@@to@fthéhe
i nvention,_ an electro hf i nformati.on nana enent, s qhﬁpgprls

storage GRALE PEFSs? %besge&tlﬁpqug&;eso? PHHGs (ﬂrgﬁ?’é@ S{& |ce
for severas Irgfedtenpingyand mebdatival gf the authgeaed;te:beetdomln infiermatigre aeor age
devi ce, Zlgbggir@ge speci fying device for severally specifying specific parts
of the réespective i mages displayed by the inage display device, a password
generating device for generating a password 0 9 APR 2002 4

According to a second aspect of the invention, an IC card comprises: a



based on the specific parts of the respective i mges specified by bge ﬁna&e
speci fyi ng device, and an access authorization device for authoriz gﬁ R 20
access to electronic information based gn the password generated by the
password generating device. Wth such a construction, the inmage stored in
the i mage storage device is severally displayed selectively by the inmge

di spl ay device. Then, when the specific parts of the respective i mges

di spl ayed are specified by neans of the imge specifying device, a password
i's gener astedingy devicepakswstariggneodei mfodweatior lzmskda oplurbbtys pfciifiagesar t s
of ther r cess
s aut horraierr i e HEER infcihalidlt ard RN dluh 9B Bt RE7

devi ce, bagtbdriaing Becges 4o :aledtrpaicsindermation d;aasem en iopwmatiamspeaifyings
referenci i feipat hori zed el ectronic information are
possi bl e.%aﬁﬁps tigr;éﬁaarggg?%vn%nﬁ% e first to fourth aspects of the
invention, if a plurality of specific parts for the plurality of inages are

speci fied) t herv\mlheslfdmbaafstreat%ﬁ Qf tr&ﬁeqs bVé\néeél hﬂtrsae@videclriaar;s@raqhgt he
i mges becone eno¥nnus In rticul a es ~ are

i oor oy odfunhipae cldrodparind, BRE: EEHPa INTRERGNENN GG BGmTAIY (¢ NAegEs:
at t enpt i ngorrespgrdingrtoane ¢due gifeahation whioh diavt beénr:stonw iry tlep¢Ciddrds t he

specific art t he na t he possj bil chj gt e wor d
of a user %v 'ﬁ&rﬁw aﬂ&“ﬁ S} (i €\9E ?b%%'vy'ng #@%‘é\é sg?%ggoggﬁ rity
can be rrmerspecheehmﬁwtshacmsens autborizbd tepheleﬁectrcpractisfarfnatime\ basarboar e
speC|f|e jﬂﬁ@ f SRR o] t ;

char act e?tl St éaﬁﬁ égfﬁlﬂgd sg’%ggs%e'ﬁqa?%tsﬁee&ﬁgaedmgfsé?a%'é 85é(rat|ons
c:onsequerﬁuqh a@d@ﬁ%ne@@mg)aaérm@dt icatign efathanen rtz&ohgl@&@mehn pémtataog and
nuner al s, gdd phssipRsst bl e to have one which can be easily remenbered and
which is dlfflcult to forget. Furthernore, the construction nmay be such
that the inmage display device severally displays sinmultaneously the inages.

Wth such a conséddiginigno &ithee g ebn&gethearrwaﬂmf ahl terHin®l appératus
si mul t anegus| ﬁget hen if _the SﬁﬁCl flg?\ﬂart t he inmage, ar cli.fied by

scanni ng GUPBUSETh oI T3GE P 86 Joio) stbign R SELERfy’ RE  images

speci fi c garesparidinheta mage mfnrmatldn,armt iimalgey dispdag adevice Tioer sévemallyt i s
; | > !

oopr ot | SHsPlallridie [faads stdted BT ans siting dBPice) ol AEhd Eptnving, |

and hencedeviee oF spgEifying &neétlf%@artiswf f&@nrmelcuwenmagaﬁpd@@@yqu/@mbeer

the consthwq] Qisprey Eévi%échaﬁchaén tdt%e'sﬁﬁgﬁtrﬂir%hé)ﬁ davicee f&y %@hﬁdﬁzmae

i mages in |erarc ical structure one after anot er [ ordance with
e Spect A4GE35aI Slast opYfe MRHGRUOS SESer 0 Thy SRS TrREESSHetd (SRFCHNSI ce.
Wth suchireagesspeditied by thericmdenspeaiiyies devieedi spl ayed in a hierarchical
structure one after another, in accordance with the specific parts of the
speci fied i mages, then by deepem ng the hierarchical structure, the

conbi nati ons spaiithf giualy @ heorsgingition; when sthef colde infageatian iseirtptarrahecal |y
| ncreased,, ?%l %ff%s écbﬁe%é&ﬁ&@'% tﬂbfédo‘é‘iHorE?étuo‘% %J‘%ﬁ tdy pl*r?éH" ng
to appropria Che ePectron to arri

passwor d, Waed henseeciie partengt Khef raspective uimages aisplayedr afﬂarsnemfmed

In ad:gII t 'élfbestshfg eﬁ@ﬁérﬁiéﬂ:w ﬂ’tfbhél@ttn%ﬁléié'ﬁ&nﬁé‘t%n bAsed mﬁess}%‘déffdbaasdgv' ce
speci fies, specifi arts of e_i mage, di spl.a e I mage display device
by means ©f Feescp(e&ﬁﬁ | 12965y SBRSITIRA; cl‘f\féﬁreﬁ\ﬁ% Rear%wsaﬁum {%f,eﬁe

spaci ng. afid mcaimd:etaorcoﬁtﬁe“ dathovizedsslacteonicentyrardtiorcaapbssibld. he i rrage is
specified by neans of a rectangular region, then by specifying a point
within the rectangul ar region, the rectangular region is specified.
Consequent |y, thecardingatd arfoufthsgapsict ywf dige anegratior,ian phactrasfic imfermnatige by

t he user t at ed
and or roraaEOEmERE Sl SR o e e SEHE WA SH8rind 4 ARG
reduced. ®biBages, anhinagmhslisplayi dﬁVlﬁﬁnyﬁeS%Vﬂfﬁ“Y rdispleyéng re@gbect ithgi ng

devi ce snﬁcadésegtdrlaa |$1pfﬁé fima gBastofad dedifcd, "BAGNHGEP spEefyi H Gick"Rge
di spl ay devi Cﬁ@Y %/)Ggﬁans nst | tuent el ements constitutin e 1 na
[

Hor b, 1 heSeves YIng1 SPRAITIC RAIS §F tag BBPECHYE IREORASUSRIRYEE By dh renage

r epr esentismageddispthyndevizepalpazeaiond generatiieydedicédor geherditing akmadsaiord a
part constituting the building.



0 9 APR 2002 6 Wth such a construction, since the specific part of the
image is specified by way of the constituent el ement constituting tfng APR 200
i mge, then even if the constituent eleqent is a conplicated shape, this
can be easily specified. Consequently, the operation of specifying a
specific part of the image by the user of the electronic information
managenent apparatus is facilitated, and erroneous operation where a

m st aken specific part is specified can be reduced. According to a fifth
aspect of pa§ed idhv Y ispBceifiknNpatts Gfr thl fegpeictiv 8tikriaesBpegifigdty twé ddge
conpri ses: a.fode i nf ormati on readlna step.for_ read qg %ﬁde informti.on
stored i nSRECIYNG deyice, andRM Cers,AUNOL Of'd?evd?%tﬁ’ BFAGNZING FHCFSSHY of

i rrag_es coerefc&mmiiimmmubhep?w@ émfthenfpta'ssworct_a%b@ratéte btyo]ghae ipneissrvm:erﬁic onh
readi ng ste n i mage specifying step for specifying specific parts of the
respectivge$%§§%§JQE€ﬁ$ayed by the image di splay step, and an access

aut hori zation step for authorizing access to electronic information based
on the specifi CiHVen LEI; \V/ |

apeci fyi g st ep IOy $ictEe Gt ERDRr e radB B eBnAthE: Fadistbiiee DBURe

cor r esponisi sayerally disptaxrd selestivelyityrtherimagesgispiasideried. t feepowden the

i nf or mat i giedific PRRE SthelreaPbEife Ifagés displafdd andepetiivdIeRidnE dfanks of

the respective i nmages dcl' | ayed are eci fied, cess Is authorized to the

spl ay S a
el ect r oni W39 SPREHY'DE %Pé%%oa BESFWQFCEEBE?W@tﬁQ yst pﬁwqré’s%%'&?ria\?é’g

[ ”3—9?5 S'P'Géwté]?sbtsheg bﬁ:tﬂé@;faciﬁtp?éﬂtbi&nmes@e@ﬁvtéﬁﬁﬁgéﬁcép&iﬁé@.l Once

nodli Tl ca on o e, au orl ze el ectroni c,,I nt or on I 0SS e. .

rocor tf agtenpaseyad RabaRteREd, SrESed, B At ~anTa, il el R fiationn
managenenby te¢ lredess Mutherizatian deviege bdised| ary tise gentoatesqrvasswdrd. diAffdrayi ng

sel ective [ ; ratity ' : 'nﬂgg i fying
step for @%c@%ﬁ%‘;@ﬁ% ggspgrﬁéﬂéﬁ%déeaﬁés@%%'oﬁﬂadées dié%ﬁ%@éhby
t-he i mageelgictphigyindormpatien pes passileyenerating step for generating a
password based on the specific parts of the respective imges specified by
the i mage specif ir,u%g Sstep, and an access authorization step for authorizing
access to el ect'?‘(\;m' time Aoeerdipg todbedirshiq fRurbnasrests ofdherayertiens if Ae
password gmmalitﬁtci)mgf)étiﬁﬂ- paits Ifosunb pluedlityt 6ludhages arengpscified, deyertakl y
di spl ayed sebectl ve 0] % APR 2002 7f from appng. t he bur ality of images
by t he i nEQ/APHIELANE,0r sRECTHRE e RES (i REh AL TS imAdet besPme SnoToapit f ve
i mages di bplpaytkeclilar, ewhpncaf liaege byumbanofoimades iaregdisppaed, yihig effexp, isa
password | te : p i,n e cific
Parts of (TRARIBIS PReDUAMCBIEHAF & 5 BRIy B EmBRn 0N o lbr i HHEC |
access i selggtneoig ifarmationprepedlyrnrdfiestbe neneafic parthef dbedmage, the
aut hor i zapb&NbRitERf MiReRMHPWithneIsass\dbRHAoP S Ravifbt SropkRistith&m§ridt | ons
such as referencing and nodification. of the authorized zje tronic
| nf or mat | YTVAPW. BOBSIHIGE 8 A4 SSEUTI Cart e R RN hé UrharmIossaweeR:
afsp_ect s ofnel t@ediﬂwpartisgcrf,thiﬁfimgﬁl aneaén%e_tqrﬁ@c_ﬂ, iwe?'sbécifipa_rstfezwncteﬁe st ‘*b?‘} ity
of i mages ¢l fied, en.t. i natdons for specifyling the specific
parts of  FhiS naNe & Sl shardilstife JRE PR €Y SendpncBRER F Phpad ARED: o
i mges arimagspl Gpadequantly, eCompared toeocanverttianal Apasswiondsl ysingy &mglisha
third par t ti PRI opr | hg el r oni.C .Jj r i rly
speci fi es@tﬁﬁzé s%glgi Ppg]épgg_lrs‘?sno?é)_t ;?](Zésﬁtr)]%gg’o th%ggpg)g{sel Bé’rlq}c:ﬁy%gb (rgr%t E{ﬁ'g wth
t he passwiaembesed gad whighrg diffisgto fefa®rity is very low, and hence a
strong security can be maintained. Furthernore, when the specific parts of
the image are specified, if the specjfied sequence is set so as tg have a
story char acter'?'ért”:"%r,m?rﬁe g CPNFEHCURR BAY DR oM té?héﬂ%d‘"@%r&?ﬂlﬁge.
Consequentiéyice aavpeadiBddisplayensimniiiapesusjasevipiatiesisi ng English letters and
nunerals, it is possible to have one which can be easily remenbered and
which is difficult to forget. Furthernore, the construction may be such
that the inage Withpkagh sa egorstriustiah| \sindes ghayisnagern laranssuesbity tdispiayades.
Withpagh . ,

Wth suchg; [ S| j I ' .

o1 mul { ancoiLf i e 198 3hBSpeoife bERFBE s 3Gy @ spbelfistbitbehnina,
scanni ng aenossdhevaripasiim@geisniieeompinatiansspraiflyong ke specific martsnef the
speci 11 C pade cah Bd@ramREeafnindeadeamiriveibiore iR BAFEMe! ORTiEbRTS! BE 1S
extrenely difficult for a third party planning to appropridte the

el ectronic information to arrive at the correct password, and hence the
strength of the security can be further inproved. Mreover, the
construction may be such that the inmage display step displays the inmages in
a hierarchical structure one after another, in accordance



0 9 APR 2002 8 with the specific parts of the inages specified by PqA'gﬁﬁe
specifying step. Wth such a construction since the imges are dis aj@ n
a hierarchical structure one after anotfer, in accordance with the specific
parts of the specified inmages, then by deepening the hierarchical

structure, the conbinations specifying the specific parts of the inmage can
be dramatically increased. Therefore it is extrenely difficult for a third
party planning to appropriate the electronic information to arrive at the
correct pthérshwpaty piaoningnte appeoptiatentieh etgctianic detanimiatipncton apéve @tcther

| mpr oved. A el Baliwbf 2 P8 ABhEe AR Ghrehigth Ner tAYCELRRty LART Bel further
recordi ng nmedi um on Ich 1s recorded an €lectronic I nfofmtion nmanagenent
progr am fiGPre¥edi zi ng: a code i nformation reading function for reading code
information stored in an IC card, an inage display function for displaying

oo it or hati MOresearc g GaBereShy e, RS Sttt Re dT RSBy gvica®
3 EOEC: ;yi ?ﬂisp{@iginthbgnﬁdgsigcé htsé;lardfmrs]aﬂﬁttljotieré @Ta@liaﬂp}!t@@ﬁd’u hyc(:)mr‘_rda_ric&age
Coonsd) ouIhS peRiE Rates BE FRS iRHAES SPAR TR HIE In4de SBPeBhAYd\ite

respective i nages specified by the inage specifying function. Here the

crecording mediyih 1A% WEhAdinfHd k80! thd SHdhd Nre®l HEHEBLC in a
information, and if necessary one Ich can relrably outpu hrs. For
exanpl e, hiepaichigsl strustirgrana sfienanathaigineaseerdapes Wiyt spedific partgefnet i
drum | C gpr dpeeliddONhiést Mhdrl ks Jdpbriitigtrfe OYBRArCHIAE! O8trudturé! apkr oni ¢
i nformati on pmanagenent program for r.feal i zing,a code infornation reading
f Unct i on. COIPINAGESIPROFINNS dHet SRAEITEPATImEE taBdmads Rant RAETABIALGENY an
access auingpsasert.i OThérglsid o i Sexdtemely diffittie forcRrtlirdgpargi pranning to

man.a m_accor

Consequent | th ectronic. informati o enent progar ing,o
the. pr escrrBionafe b8 </ERpaicRTmaIEde TENEcaa i FolR L Arrenalay ALY

r ecor di nghemck the simnemdircdf thieesgmuoily aemi tse fietieerdetyprosedeasi |y construct an
el ectronic i nformati.on managenent system According to an eighth aspect of
the invention, there is a recording nediumon which is recorded an_

el ectronic inf dnnaddtbwnmthag@mﬂuogmgm bepsuchfhaztite dmage sparFifyingg: an
R i A D T L ST
AR T SR I ¢ P e R O N e S
function, spagilagsword generating function for generating a password based on
the specific parts of the respective inmages specified by the inmage

speci fying function, and an access authorization function for authorizing
access to el ectWithi suchf ar sanstoucticsedinge the ppecifiorpargeokthe cinage tise
password At ! %’] ér“fel@i t | s : i

i nformati %’ﬁ‘g@nﬁﬁgé’gg@é&?nﬁggk% rul real .‘2’?ﬁgeérﬁf’f%égéeméf?gg%p?ﬁ%mﬁtgﬁ an
i mage spe@tangidyar Uesiarbnthea reclasautal (raienals; sgeeiigst i dronesrHemlyadbess
aut hor i zappérationnst dputifyindh @pedifpart of tIes Ahehe byth@i usBr dfaRseAeebhit. t he
el ectronic_information manag ment 8{ ogr.an? aﬁ(io d ng %]o t he gresent t

| nvent | onEMAHOT BERAGRIMEH! IRAREIS |ior GH 12lagh| FRY PIHENPEUE, RFFYARAI um
on whi ch whereoaagistakers specific gt isaspedcifisd lcpndmnesdducsid. an el ectronic

i nformati on managenent system Furthernore, the construction may be such

that the inage display function severally displays sinultaneously the
i mages. Moreover, the construction may be such that the image specifying

device specifies the specific parts of the image displayed by the image display
device, by means of constituent elements constituting the image.

Here, the "constituent element" is for example in the case where the
image represents a building, a billboard, a window, a door or the like being a
part constituting the building.



Wth such a construction, since the images are severally displ ayedU A

si mul taneously, then if the specific parts of the inmage are specifi egd %@/2002
scanni ng across the various inmages, thegconbinations specifying the
specific parts of the inage can be dramatically increased. Therefore it is
extrenely difficult for a third party planning to appropriate the
electronic information to arrive at the correct password, and hence the
strength of the security can be further inproved. Mreover, the
construction nmaWithe ssuchh at lcanstrhetiompgénatl dpeagpécifict part df gpeaysagéeis
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i nformati rrive at the correct password, and hence the strength of
the security can be further inproved. According to a ninth aspect of the
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e ac aut hor i ce e ecific parts. .
rgspecti Vgp?%%géﬂé %fztﬁ f%apgﬁ? m?ﬁ?ggpg 'g,egﬁ?%ﬁge \Re® g@#@f'ﬁ?eﬁ%ggng and
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time, ina caswm%ua\gegﬁgtmamﬁ g%hfélﬁ%%?%%g%fs éck}?e%cgﬁcﬁhgt% e
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e]p]?r m{)us 1d Baﬂﬁr tmehh %heM’@ﬁé s@ehﬁw@aﬁyabﬂfe péspémgeSrr@arg@sctu@ela’y)éa%ret hi s
ertrec IS re a

at ti
appr opr | aFREGIHE el RO i irpyics fEBihatian; hevBH oA the
parts of $pecifiogmets dhéhe osspdntiviet wnagemped:lflag WAftertthés, peratiods afuch user

ha S, PSR bho ot Y, AR B0 48R R GA u

speC|f|edp0$$bEhe specified sequence is set so as to have a story
characteristic, the specified sequence can be grasped as an i mage.

Consequent |y, corrpar ed to conventional passwords using English |letters and
nuneral s, it isAREYSING & oSty aseret phithe invantian, & elsctiaie ibareatignd
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of char actarspecifying specific parts of the respective images displayed by the image
display step, a password generating step for generating a password based on
the specific parts of the respective images specified by the image specifying
step, and an access authorization step for authorizing access to electronic
information based on the password generated by the password generating
step.

With such a construction, images are severally displayed selectively



Wth such a construction, since the imges are constituted of the inage
indicating a thing and the image indicating the plurality of char §§t gFrsi00%a
screen construction becomes nore conpligated to a third party. Moreover,
the construction may be such that the inmages of different attributes are
constituted of an inmage conprising a single imge, and an inmage conpri sing
a plurality of objects. Wth such a construction, since the inages are
constituted of the image conprising a single imge, and the inmge
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aut hori zi fpg éEGé‘s%SaE&o‘?ﬂz%%h%bE bBEQHf@HHH‘ gBAsesteBNpAdivarReciAfier g t s of
the respective 1 mages speci spemfig %bunctlo Wth such

a constru%IP‘Pf&ﬁ'O”&nSl&rb@ﬁr@rﬂ?r@r\Ciﬂ%ﬁ‘r‘St FlS’ﬁ“ REfke PHASH FePtEANiC i ng

an i mage gfGiphatiori HRCpbesiblean | mage speci fying funct I on, and an access
aut hori zation function is stored on the recordi ng medium Consequently, the

el ectroni c i nformati on nanagenent program according to the present
i nvention can bt thistime)doedrdihigrno ¢he fifter ayuh sixtiy @aispedtst dfetheciovediion, ifredi um

"t o e ORFARY 8L AEhb e, BRAL SCEISRRA) o RIBIS Sho BaBUEl, BRUFT the
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setting sesrgedow, Eh@h@oesaastmr@smnrltylam bamaigtainedou$ uethemploes, when

contents Q0L 5aifik Bar drindImeYR! Aeadsuorrich a8 AT phcifie Aty uRck! 8%t Sbeen:
as to have astory characteristic, the specified sequence can be grasped as an
image. Consequently, compared to conventional passwords using English
letters and numerals, it is possible to have one which can be easily
remembered and which is difficult to forget.

Furthermore, the construction may be such that the image display step
severally displays simultaneously the images.

With such a construction, since the images are severally displayed
simultaneously, then if the specific parts of the image are specified by scanning
across the various images, the combinations specifying the specific parts of the
image can be dramatically increased. Therefore it is extremely difficult for a
third party planning to appropriate the electronic information to arrive at the
correct password, and hence the strength of the security can be further
improved.

Moreover, the construction may be such that the image display step
displays the images in a hierarchical structure one after another, in accordance



FIG 7 is an explanatory diagram of an inmage password setting screen; FIG
8 is an explanatory diagram showi ng information to be regi stered 'E‘Q%Pﬂ%ﬂ?
base by initial registration processingg FIG 8 (A) being the registration
contents of an encrypted information data base, and FIG 8 (B) being the
registration contents of a setting information data base; FIG 9 is a flow
chart for explaining i mage password use processing; FIG 10 is an

expl anat ory di agram of a user nane input screen; FIG 'fl is an explanatory

di agr am ofyitartheraeifapansrad thapmages rspecifidd By tie imagarspecifymgastepy

di agram showi ng an exanple of a transition image; FIG 13 is a flow chart
far explaining additional registration processing; FIG 14 is an
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conprises; a data 13 0 9 APR 2002 base section 20, a processing function

sel ection sect| Rgggﬁa,%@qgsg stév%' Ri%%tf't% H(y%?uﬂ%ﬁ' 'Pﬂer%ei‘stka {;ﬁc%(?dl

i mge password U ng s ah ad I'onal” Fegi's i on
processi ngestiemi om vemph asndeaorrdmi an cﬁiemt@tnmprloé@rmtl@ gmagﬁmqmwrom&m

el ectroni g iafy ‘HE@L 'aPEo gnsﬁé%ﬁ‘?ﬁq *@nétf&Pfd?orre%tdlﬁ@ cBHe lﬁﬁ)ﬁnaﬁlon

central processi uni t npri ses onput
execut i ngSradogr am iCnC?FFé ﬁ@n’ﬂ?%ge ﬂﬂﬁplaﬁtf&'”ﬁﬁg% f@écﬁ'?ﬁ’iﬁym @oﬁ'ﬁf?'ét&so%m
encrypt ed:ma@@é r&wecsrpo@hatrag b@&ﬁe%d@n@koam%ﬁbhl fighd Biyotheatbee .dfttrmé:me 24.
In the enc i nf.ormati.on data % 2‘3 stermfor exn‘g f
ot | RIS HunBliehy Bh Ao Saec Rase Tapktion Tt BbECRinGreRsRT Bafts o
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function.

Here the “recording medium” is one which can reliably record the
electronic information, and if necessary one which can reliably output this. For
example, a portable medium such as a magnetic tape, magnetic disc, magnetic
drum, IC card, CD-ROM and the like.

With such a construction, an electronic information management
program for realizing a code information reading function, an image display
function, an image specifying function, and an access authorization function is
stored on the recording medium. Consequently, the electronic information
management program according to the present invention can be distributed.
Hence a person acquired the recording medium on which the program is
recorded can easily construct an electronic information management system.

According to an eighth aspect of the invention, there is a recording
medium on which is recorded an electronic information management program



The processing function selection section 30 selectively activates tQﬁ;AP
initial registration processing section 40, the inage password use R 2007
processing section 70, the additional registration processing section 90,

or the nodification processing -section 100, in accordance with

instructions fromthe user of the electronic information managenent system
10 (abbrevi ated hereunder to user). The initial registration processing
section 40 executes sequential processing (referred to hereunder as initial
regi strat fam rpabiziegsi ag) ichage cdrspyayn gfumgtioan fomisdavaraliye glisplayingninodges

assword i i L i he .initd :St reats
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encrypt mba@sed ok thespasHic pegs g ﬁ%%@%ﬁtlvleeﬁngs%ﬁpswfw&davéhssl,m%aﬁj a
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exanpl e t R SIRGHOYE 1P 8?@? (FELNE PATENIA RGNeLE18d, BY {6 PRSFWPTD and
t he br owsegenesatthdfuridtienuser. The user nane need not be the actual nane of
the user) and for exanple this may be set to a nicknane famliar to the

user, or to a nane which a third party would not 0 9 APR 2002 14 guess
for the user. | MVithesheltkgr oanstrictiye et télectramidulirfosmatione eanagement
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i mages r efingtioneteverally disnlays sonwltanemusy e JR3@esr i agenent system 10 or
in the external storage unit of the other electronic iriformation
managenent system,10. )Qi’th tﬂg cqntent.s to&lg, .1t is desi rabl? t{]atI
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results, so that “reproduci e specifying 1's i nprove | mage
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password. jmpedvdds to say, by pointing to the rectangul ar region

superi nposi ngly di spl ayed on the background i mage using a pointing device
such as a nouse or touch panel, the specification of the specific part of
t he background Muargeves tioarconstiuotion ndy beserch thaethe image displag fnation

itself or i epern ; t , I | mge
of “an el eSTHR e keI Ea Gt bHEs AR EE ol AfPriar Bhel I8 FR Sttt
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combinations specifying the specific parts of the image can be dramatically



The information to be encrypted i nput nodul e 54 executes input processing
of the information to be encrypted which the user intends to encrydi§ APR&)0?
information to be encrypted is for exanphe a user access code which is
registered on an I1C card, and which is ihput froman input device such as a
card reader. Wth the electronic information managenent system 10 of the
present enbodinent, if the information to be encrypted is once registered,
t hen when the el ectronic information nanagenent system 10 i s used

subsequeniddfeatéd. Sﬂh@tef@@@&’ﬁ@r gxtrémed} rfficulthfori af trirdtpaety tptlaﬁnﬁng to
encrypted. The % lmnﬂ_ e 5'% exe ut ets enc % |ton [ocessi i

i nput i nf 8PRERR et S GOt Brm? and Hc?VB‘ﬁy E_) 3¢ q%eq P o} oﬁan[do be
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For exanple this is inplenmented by sequentially changing respective

el ements of the information to be encrypted, based on the encrypt key. The
encrypted i nf or Aecorsting dgia nirthi aspecd il tbe5pventiont @8 giectcesisi infprmation
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nanme i npuelestrhmicirferreatenase plqsplluleprocessi ng for the user nane. That is
to say, input of the user name set in the initial registration processing
is- carried out. Wth the input of the user, the user name may be sel ected
from an al r eadyAtthis lises, inaasasedhat amluealityef srpeificrarts of $he phrality ehput

e o eomages fatecwpaaiiibd, T”e‘w??}%@”g‘ég??ﬁ“&"ﬁ:'ﬁVCM%%“t'ﬁ%"@ﬁ‘feefs
name” (1 of EOTBINAPNS o RESLiRGr D RPaCii BaHAN She Imades feearns SBImbdnG
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specific he st cturaf Perents o di'sp | mege
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remembered and which is difficult to forget.

Furthermore, the construction may be such that the images of different
attributes are constituted of an image indicating a thing and an image indicating



The i mage password judgnment nodul e 78 executes judgnent processing as to
whet her or not the input inmage password matches the i mage password sg9 APR 2007
the initial registration processing. when judged that the inmge
passwords match, are the encrypted information decoding nodule 80 to be
described later and the information to be encrypted output nodul e 82
activated. The encrypted informati on decodi ng nodul e 80 executes processing
for decoding the encrypted information registered in the encrypted

i nf or natigrphgi,@iw bpskaradterkhe information to be encrypted out put nodul e 82
execut es processing for displaying the decoded information to be encrypted,
or for outputting to the outside. At this tine, based on the set

i nformati on recWighesudh a domstreetiohnginceftbe imapes atatconstitgedof thbémager can

deci de on. t he browser t he f 15510
destinati M‘f%%?ﬁﬁmtgh%n#ﬁfeoﬂﬁggé 6ﬁd'?’gﬂh§§§ﬁ%wﬁﬁ§agf EH?FC)H%%SS re‘)"n?(?’re“leﬂe
addi t i onatomsigictiarabecomes snersstonpleateidde Phieckpadyes processing to add
other information to be encrypted (referred to hereunder as additi onal
regi stration processing) in addition to the informati on to be encrypted
which is input Mareexeri the jcanstregtionr mayope mustethatife imagesdfrdiffgtenin
processi nSttﬁSGttésoé}e%sQPl‘@’l‘éﬂtcﬁ,sarpfr%@é%bﬂﬁ)rfs‘i’rﬁg Esihge inadd sarRpak ahagaed

i mge, the contents tool, the inmge password, and the information to be
encrypt edCRNPrisingh? Piunakit et obigcithe initi al regi stration processing
(referred to hereunder as nodification processing). Next is a description
of the operati O\Rmf t he el ech_ro iC i.nfort tion_nmana emegi tS§SthH] 10 of such
a construction, PHTER SOEREECHBN : FIECP | BGR/ PAIPE AT e PRI EHL %&Pﬁﬁﬁ of
FIG 2 t hcomghisifigta sibgleFntage arsd thé limagbacdmptisingt a galurajity loé abjedtsah

regi strat| r i r £ Y he figure, with
subsequen%a'sg"te Qpéé?%gﬁlgp gg t1sé|2:nc"|§’lll'1 %ér)Fﬂ%rgtﬁﬁélé%?eéggﬁ%ﬁ#e%%&s input. That is
to say, through the function of 0 9 APR 2002 18 the user environnent

setting nodul e A@eor@irﬁﬁﬁ]% EMErtRNaSFEct! 8P Yhe SPVBANCA1QhEKSC s 38 @erdiingD
FIG 3 is digspl e user environnent input screen 110 conpri ses; "an

ayed. . ,
| nput f r JETIUD grywhiclh it reFordRg aR Eleranifuhiom AR ASSMET ] ASSEAMY ons
114 ( lllgraftor rbéﬂ%i}ngf @][nt pedde Iﬁﬁlﬁlb? fh?ctﬁmﬁ dobdigpi@ng e pﬂﬁa}[n?i bompﬁgéstandt a
cance ut.ton . er _lLnputtin e user'.s ne_and setting,. itemto
o used, TR LIRS 8 TEos Shal g il hrr B SpREtubB. AL Barls SO,
t he ot herthearedpeictive hmagaraiisplayeddy theSimage déspday fumtteon,rénd ah access
regi stratj a6 NaJaAy i . t 4 kmage
s set. %@M@%ﬁéﬁZf%??“?fﬁI%ﬁ%%?ﬂ%%%%%ﬁ@%@fﬁ@ﬁ@;‘%i%ﬁﬁﬁt’a‘ batdon
setting nihguseedfic fralts RE the Espectivebnages spegifiastby dhesimage spagéyivetti ng
screen 12QnetieR. as shown in FIG 4 is displayed. The inmage setting screen
120 conprises; a background inmage sel ection box 122, a contents tool
sel ection box 124, a background image regi stration section 126, a tool
registration seWlthonsuthd,a atoridfruutionpnad 38lectrarddcirifotmiation - mikhagenanshta

PP D N R TR

backgr ounand nangeadcesse batharizatioomfumdton iiststored tdre-theoneearding aonédium.

sel ection | IS ald varl p{é}[it&rgé?'? ; S
shown forcgﬁgﬁéﬁén#% @FG_B"’%?{’%&H%"{‘fﬁzﬁ‘égéf‘r@é‘h%’% ents t o?ﬁfg@éﬁ%é@ég from
this |istthendresert ienantion ©oge besdigributad entiencsoles pessen seeawtedther anch
whi ch st opgor@ingCheiurafon RthieRNheBroghraal i§. rddddded TdrPeadly ToRBEUEE aRl Yy

of the conte ts.t&gls. Ln the -background image registration section 126 is
di spl ayed®'ERHO0G EEQIIRYRN MANASEINSMeYS!eMn the tool registration section

128 is displayed the selected contents tools. Consequently, by view ng the

i mges displayed,in t ckar i Legi stration tion .12 in
the tool regi stﬁ&d%}oﬁ%geecggi %@%&%apﬁ%g@fcgﬁgnﬁ@ﬁg&tr né’t%l%g'ﬁmf W'&i ﬁﬁg&ﬂleng

t he i mageapparendritoroahebiollowing desdripibneol embedimants: piverairk goojumttionage
(S2) and {Rh8RLI ?tnja% tools (S3, S4) the OK button 130 is pressed
and controfgt pﬁoc S tgcﬁaggﬁéi On the other hand, if the cancel button 132
is pressed, the initial registration processing is termnated. Mreover, if

the previ BRIEFECPESCRAIPTION GF4THE DRAYYREGSCONtrol returns to step 1, and
t he user environment setting screen 110 is displayed. 0 9 APR 2002



19 In step 2 and step 4 wherein setting of image is carried out, a
plurality of background inages and a plurality of contents tools may be
set. In this case, the screen constructiQn may be set autonmatical 0§ APR 2002
according to the setting sequence, or, a |layout function nmay be provided so
that a user can set the screen construction. In step 5 the nesh for being
superi nposi ngly di spl ayed on the background image is set. That is to say,

t hrough the function of the nesh setting nodule 48, a nesh setting screen
140 such as shown in FIG 6 is displayed. The nesh setting screen 140

[ ; h | ect 142 ' sel ' 4
backar ound | magk Pogi & Aaplash Siatl A, 2R Hn SR Ten 8 S&krdak 156
an K buturuforméﬂonanaraa@erhebusysmmléecommeomeep'renmténvemrorbutton 154. In
th h | ect th
nurerbgfsofssegtcaﬁ%)gl g?éﬁéﬁ‘?‘}’%ﬁﬁg ver glr'n a|% “%}|%§}8E%§§ﬁgésr r6ed
size is sel ect effIGr 3ris i expla-atory mlagfenvpéplmrmvmonmrécaeitmg sekeem4 s

di spl ayed a1 SFIG! 498 EfY Sqfighalch dPRSAnILP B HAGeCKLlig sBredar ound | mage.

and the desired co or is. s round i nage
di spl a~r secti ofi!@48 is @ djrgpAnybestiaing ¥algus exampiag ef Qﬁﬂtﬁnﬁ%t%% In the

tool fegistrati gnzseqgs 'aﬂrle)élpﬂgnat%rﬁld%ré)iﬁdfhhﬁe§@@bﬁﬁg€sér@@h set in the

i mge sel ection ig en 120. IAfter set Hg ﬁ size and t ? dlﬁg
color, the oK bfi 1§ 50 &XP ﬁ?%@élé&"%ﬂ{& 8 ?Pdmaﬁﬁmr SR SETE/Y ¢ he
ot her hand, if Fh@. 8asca ebprahemri/%agaemrmclg information & beerggrstemd on

or ocsed, | BOAELR EASEaMAL ) gl Bon gt BRaRanlE 8 R PRER RS

di spl ayedcontends egf 8n emeryptadénfsasstionddata datse, Brat FIS. t& (Baybeindr thegh

t he funct , an i mage password
setting S('gé’@gﬂ%&%@%dn?%% ggmm’ |ﬁﬁré{aﬂ%r{@§% spldyed. The i mage password
setting screen EH8. Bdvprilewshagt fonexelaiongdi thage PasEYOrdHSePI0gessing;

ig%tl ggt if)iat lrJZ #Wéphéyzﬁﬁgée)lcﬂﬂné{@/r‘y d%&éﬁkﬁfﬁ%r'dﬁ%lﬁ%ﬂ'ﬁ%ﬁ' gL‘t fg‘r?]t' on
195, and a pr e s This BB PBATHAM SIASTAM Pha RGeS WRIg TRRuLeTEE on
bo>c<I 1;32 i:ls di nge@ﬁgzasIa:crrsSxplfantenlrmrynaimrlgearm(JE(fjhccfimggtarrr1 fe&aln’tdie ofrmgeﬁpa&svmrd,
and the desired nunber o igits is selecte romthis list. In the setting
st at us diﬁﬁ%éy section 164 is 0 9 APR 2002 20 displ ayed various el enents
and setting seqht@cé3dfiva fiawe chatder papaining @@ditioyabragd;ﬁwiqrgptanelseing,
descri bed | ater g ﬁﬁ'ré '%ﬁ Q@ggﬁéﬁw@ség@ﬂ?of ﬁﬂbﬁﬁéﬁ‘éh?&'b@%@?}ﬂ@ Ewgﬁf{éd the

tool registrati on sect e sane round
i mage r egiegprmteemnfeér@etleﬁ deta base bythe additioagi segistratign i’é@@?-‘cﬁhﬂg4@¢ n the

bef or ement i onedFleshrsseberrdw @na&erbee&prbclﬁmgdﬁéarﬂd@trbﬂrprbaéégﬂb will be
om tted. Inthegeér ] f. settin elrrage asswor after settin
or

number of di gi ™ Brnitiichh ot ShBRFT piatrs, B mEND Atk dbund

i mage or ehﬂnunﬂCQﬂbanabohrnansyanehte¢stibcaombngﬁoﬁbe@memaa|nGenBonhis

i s done, Bﬁ color of the specified rectangul ar region of the background

i mage and e constituent elenment of the contents tool is changed, and the

speci fi ed rectaflal 47 i3 adiowm cbarttshowiogsienasitprosesang of eledtrgpi%medey

according to the specified sequence on the setting status display section

164. Now in Z, the condition is shown ere t he nunber of digits for

the i mgeDrﬁgé%ﬁErQ@h%ﬁ—ng%ﬁfE@%D E’NB RIMENA" o' are speci fied

fromthe ten keys of the contents tool, and the rectangular region of the

background i mage s nth fraom.t left and.thir romthe bott

(represent ed- he?‘&uﬁa W%Jscaopapq{% dﬁe&pgptlep ggj,tkﬁnﬁr%ﬁﬂtl H}Viex'?t'f)ﬂ Nﬂ‘é‘

f ol | owi ngyefesersgeeto fheedpperde@drawirigsng t he i mage password, the OK button

170 is pressed and control proceeds to step 7. On the other hand, if the

cancel button 172 is pressed, the initial registration processing is

term nated. MorEdGei shows ae epnkadinent sf rareslestronim infaematiom nersagémenht r ol

returns tQ §Fe‘?rﬁ’a§cor%ﬁﬁ’g?$‘%€§?&% Sittihlétigsraen 140 is displayed. In step
7, selectr% is made as to er or not to use transition inmages. That is

to say, selection is nade as to whether or not to display the inmages one by

one in a hierar FhecdlectbhKie infoRmatlb® Marma S%é‘rﬂeﬁﬁ%?stdﬂﬁr@ EbmPTiselsOR darpes

are used, control proceeds to step 8 (YE to create transition

i nf ormation for di spl ayi ng transrtron i mages, and this transition

information is registered in the setting informati on data base 24. After

this, control returns to step 2, and the processing of step 2 and

thereafter is repeated. On the other hand, in the case where transition

i mages are not used (also including the case where inmage setting processing

is finished), control proceeds to step 9 (hK» In step 9, creation of the

——y s b o ~ o~ A NI 7\



21 encrypt key is created through the function of the encrypt key creation
nodul e 52, based on the i mge password set in step 6. In step 10, Ug]%’flRZU(]Z
information to be encrypted is input. Tp3explain for the case where the
information to be encrypted on an IC card is input, at first the ICcard is
inserted into the card reader. Once this is done, the information to be
encrypted which is registered on the I1C card is read by the card reader
readi ng section. In step 11, encryption of the information to be encrypted
and creat Paseosecteni Rlgea eREAGASSING BHICHPN0$El8INNarSactiaNo @0, FAatnitia! t o

say, the 'r@éu@frﬁ%h?ﬂo&@sé?ﬁg%’é‘éhﬁﬁttﬂﬂ ér$|rﬁ9 Yissdorased &%cbgglr@n%étmn key

é
created in _Step | ain an ? an encréﬁtlon al gori

exanpl e, 0 ian a§§@'ﬁ'€ﬂa{ H&Q'Slfﬁﬁ'(%ﬂ e?foées§'ﬁ‘8 $2EKEP otHd anfhigd F?‘é@%%tm ed
in the or éﬁdicé3°5|r¢g>@é@t|6ﬂtﬁ0®iat"ﬁhéJeleét)'onl('ﬁmfc&)'nat'icYn n@énaWeﬁﬂ@ sté)'n the

encryption is carried a formul a

exarml e | MGOTBPTEHTEER) 1B8hS CoPial AroFesaieh HRGACTLDIEnd Adremar, ﬁoxmp%%%sed on
vari ous valcmapoﬁ‘eriovaexlequtfnyatdnegcmnnmthamembeya (x, y). For exanple, if
the information to be encrypted is "1234" then the encryption is carried
out in the follow ng manner. (1 )Information to be encrypted...1234(2)(1,

2) : replace 1 Whehdata baaezwegt(qn 28) compsisiescangengryht (mfmjmatlon data

repl aceneghye 222 )s ti orrn%’tllc?r?%a?a bt ( IR%he encrypted information
Bebr - o BB enayRiee o

repl acerrent & epl ace
encrypt i oﬁ'a a @S@ng yiSt é@'ﬁiﬁ@ﬁn@ﬁ@@%@@oﬁﬁ@fmébgﬂ to e ?W@’Pﬁ%to fece

the encrypkgéribad PAtERt Wch"ﬁbh‘ Ue’é‘r‘n%r\’&? feftpdréﬁ#f’@d‘!o ﬁéréd?ﬁie?'a%f@'ﬁﬁr? fd t he
informatio e encry antlf% does.not cha %% I\/breover

et e e T atRahen b 1oLt SoHiTe IEmaony HEld 6288, 28 S auIeErer SVATOE o
the tine eéttiecinforngatidre(to e yedaribadiinodeteaililater) Which [saebeéndaitially iskt irs a

val ue for .e_the. i | LS subtracted fromthe
i-nf or mat i B%g]ﬁﬁﬁ%leﬁé@hsg@[ﬁ@ér%%?ha%ﬁt!ﬁcﬁﬂﬁ “exanpl e, the inage encryption
solution is obtained as foll ows. 0 9 APR 2002 22 I mage encryption

sol ution - (inf ?h@%ﬁo%@s&f?\gbﬁm%%ﬁy J@ ?rﬁeéé%ﬁl)ﬂﬁt@@' sgﬂatcﬁf VIR i@V ateslthid -

0034 - 1200 .In ormation I'mage encryption
sol ution H?'Bar@:ﬂ@tf%tﬂ% pirﬂCQiﬁ?énQ:ﬁ@Fny‘e‘tp»l theolage GRsaweEd b’é@eP@Eesﬁﬁ‘%t ep

13, vari oggcten VOnﬁhé a&em@s&w fé‘gw\ﬁaﬁdsh psoéeeésnﬁ@ sEERE e, bf‘th?é ﬁi@dﬁlﬂéétrcwgh
step 8, is_re |stere

above desPFREERFING é@@ggf‘n Hns?%‘fpr%af‘ﬁ?o\ﬁ'érﬂ 'Q?%B&i%ns F"HQ" J'&?l o' e

i nf or mat i efectorid formatiéh Garagemerpsystemet (abbleyiatedmareeddenfoousert)i on
data base 22 and the setting information data base 24. That is to say, as
shown in FIG 8 _(A), the user code, the inmage encryption solution, the

encrypt ed i nf or Fhei dnitiak H@gmt@tiomusorggesadm ssctien c40i sxeeyfest seguentiat he

encr ypt edﬁl 66%6 usye?é\fréétté‘ hePSGnder afmltlél%d@t?étl&p F‘ode%s f8r Eﬁﬁﬁ ifgPr "

i denti f executed the init ation ocess

t he previ 8H§30§B't'é'éld?@§§ap§”§§ta Pﬁ\%s%afdjr €§%0f6'1n9 "P?Qﬂ§ﬁ?§b‘l¢@h‘°&est tion
to whi ch idigall refgPstratidroprdce s L86ction 80 domeesds; i us&eehiRGISMBAS SURIMY use

processi nﬂwodule 42, a background image setting module 44, a contents tool setting
module 46, a mesh setting module 48, an image password setting module 50,
an encrypt key creation module 52, an information to be encrypted input
module 54, an encrypt module 56, an encrypted information registration module
58, and a setting information registration module 60.

The user environment setting module 42 executes setting processing
for the user environment of for example the name of the user (referred to
hereunder as the user name), and the browser used by the user. The user
name need not be the actual name of the user, and for example this may be set
to a nickname familiar to the user, or to a name which a third party would not



Furthernore, as showmn in FIG 8 (B), the user code, the user nane, the
background i mage code, the contents tool code, the transition infor@ﬁ¥h§ﬁ?%2
code, the use environnent code, etc. are registered in the setting
information data base 24. For the user %%de, as with the user code for the
encrypted informati on data base 22, is set a code for identifying the user
who executed the initial registration processing. For the background i mge
code is set at |east one code for identifying the background image. For the
contents i et at |east one code for identifying the contents
tool. No l?%stﬁdgqﬁgs%e?/\here the contents tool is not used, then needless to
say it is not necessary to set anything for the contents tool code. For the

e e SoanBie Backgifric 1ehe S@ingRincaIé a4 e bLig thensettingr
oot e ThoseBsg offe BaekurbOng iiHas, woih bEaaTes Be SlRGREIPe! for the
ildegf IGf y;img@p?emwl r.]e Tmlblabk?iommt il iMays & seleGtel BPtheAd2r thbnsezr!ariiouslst ep

. . 1S a ow, C r | ustrat.. n | I u S n
Siep 20, imiAas seOSEA e biiE i An) BRRERC 3RS, URE AEBEE B dMnsr" e
functi on dévitee nos eshavameni tieufigooejubt thg, electrsaic irdfoematipnt managemergo

such as sfoun figFl ?he@a%@;gﬁhﬁ@“%%%g%‘y%%@%b Eﬁﬁ%kagﬁ?ﬁa RFAnder

conprises;’a user’ nang se ron and a cancel
butt on 188eciranichinfossatinanmanagesterdnsygrm dip iconaesiadaedthe slegtremicuser

narmes Setin?&rﬁé’{ﬁaﬂf driaerniemy s?ﬁ_@ﬁ?t‘l!ba%iiaoa MEtQRPRSbFth g exidiRal'Sfiragl! ects
hi s/ her own nanme from anongst this list. Then, after selecting the uSer
name, thelksHeR @S 188t i s pressed and control proceeds to step 21. On the
ot her hand, if the cancel button 186 is pressed, imge password use
processing is termnated., In st 21, displLay of the i e and nesh i.s
o ried oot THRMEEEeats 05 Reffmontls Bn 2 eincliet stnGecafunaA

di spl aydmn:hd' s Trhaged tisplayedogethanowithi theutbackgrbured TGhagen omageious
password | reer | l; 1] i i.mge
password 'H\%L%S é%p E@#d}@%t%%%f@g:@g%@r{)gagéﬁgpé pqrgf/erg‘.ée% {? JI) ﬁeq'%ﬂﬁ,agg alr5n=35 h
di spl ayl reantantsplogys)s el 8w contests toa)ris selectadhycihet user it theusanie whaps

section 1@, b_%@kg&m& Fi%%%?Sfroﬁn %?Fcﬁls t?h'ﬁab@@ ?@Qsté%@ﬁ_ h PHRY idid&tr&sieeen
button 202. Displayed in t

e I mage display Section 192 is a_bafﬁ?round

i mge andNEPTERHIN rna@am%mi%t%mew ng ¢ Seft§rRat ptorage ol HisoPHgri on
flat a batsﬁelaétrothmwﬁfa;rhaﬁomﬁgn?@@menlt is@sfjémtT'ﬁmt SWitrl]rplthe‘ %ldm§nts$m§|,n&?idl ess
0 say contents tool is n i s ed. e ne i spl ay/,not. . di spl ay

sel sct i onieUtAlIgn ials Rnatifvals fSRBORY PsRERSERLY Tohb) Sem butar Rifhg
mesh di sptanstitaed ofr suah ag dbuttdnsaridipbje®EF) . Pressing the radi o buttons
194a, 194b switches between nmesh ON and nmesh OFF. Displayed in the
reception status display section 196 is the input status of the image
password. |n stEpe presmpettingimptule 4 garpes subpatting rracessingodl thetmgshi s t o

Spocif1c Snpe BPIYER SubEriPBSingl JTPR% BARGralic) aBe, Mhalts MowWdbet
orovi so I 'CHNEUIRRERGIRBMETSEd i 3 RReRe shainRd SPReiSE. pEVssinadhs mesh
accor d: nothien wien speakét specifies aamﬁgt W&hwgﬁwbr(f)eic%hgmaumglerln, thetoperatiba
initial regqi tjon, progc ng. co QD nput
of the i regudnedlorner BRI trond: Firee o Bat R OBERIRY o 108" s
pressed aspeacitying i improsyedds to step 23. On the other hand, if the cancel
button 200 is pressed, inmage password use processing is term nated.

Moreover, if the previous screen button 202 is pressed, control returns to
step 20, and t hEh@§BpgaNasswasdisetiing srrdye 50 eyeeytes saiting precepsing of

judgnent {ha [MREEe 3FadsivorBet Meat as trbOan,hByiMHIinb”@%é’ﬁ‘ééMH}g@_léﬁ?é@@ﬁ the
i mage password Set. by the initial regiStration processing. | udged, t hat
the | mageSRRIIMBPSEGHA HISPIaYam Onoihe, PAEKIPUNCLIMAgE, USING JEBPINtG HiRVCE ¢ he

i mage passwen ds alondwde wRttolch qigl Othepspecigidatibn oftite 8Bediti®)part of the
background image is carried out. Moreover, when the contents tool itself or a
constituent element of the contents tool, for example, an image of an electric
train is displayed, then by pointing to the door, window etc. of the electric train,



In step 24, judgment is made as to whether or not there is a tran5|t|qT

i mage. That is to say, by referring to the transition information code %APRZ%Z
the setting informati on data base 24, ii5is judged if setting for the
transition image has been carried out. In the case of a transition imge,
control proceeds to step 25 (YES), and the transition information

identified by the transition information _code is acquired, after which
control returns to step 21. On the other hand, in the case of no transition

i mge, cothe dpesifix gatt afothr qgorentsN®o! i &ﬂﬁwl%y Mgrepuvegi the fimagehe

presence r n & H £EQT eRke of
structureaé?%a\pgr&spf%’;§laf bg ggg;}gﬁrqg %%é:{%pd?é}gss\?mﬁt hé’p‘%;léeI spesgaful C Sa?t and
speci f i edthegpesiied dhagre. specified i mages, and input of the image password
is carried out for the displayed respective images. Consequently, with

deepening of thg hierarchical structure, .th t points for the i e
pasgwolrdgl ncrea f@e's%ﬁwaﬁ Ikgysf’ﬁ?ﬁé”kg?ﬂﬂql?yg?se’&%éﬁ Ioenqrxptt Ke¥ Erz??é"’%m nce

t[le i {rage n:&&a;si\smgi lsrhwrmfdrymd Kgyl &s? caragated Hmn sutﬁmrt:utﬂng he hetenmragleld cal
ructure_l ee (N 1 N WwWor i
el PESSURER & Prape ] Ragy B R Byl B 4B e '

consi dered where after |nputt| ng ones date of birth fromthe ten keys of

background. | magbn® THLRTREN he DR SngiiEd PR, HERTes Sxaflics Hpin”

background i nage n the cas ron i m n
0 9 APR 2puiessirg of theznfqrrtﬁtm igyeeienaryptedydighh theoeer | $ia ﬁ@C"Nﬁé

w ndow an‘i*héhﬁfdrﬁi%ﬁﬁin‘ Rﬁbleaéﬂcrgg{bd)@s $61 eer'ﬂ?ie laSusér ad¥esd QSdé%Hi%ﬁt isal
speci fying gperation can as .a sto

pe 1 nage, an hi s |ma e
stored. |Pgiptesed gaaan {(pFagd, tandrwhtréw§dﬂpuw0%sammptﬁ&e§f'9ﬁ gug aé@rﬁ%r&*ture
whi ch i maggaders s Witlethe eftrdrid |ﬁfbﬁndllérﬁ|n@a’rﬁbérﬁéﬂﬁsyﬂéﬁ1 hervteneprégdritemel y

d inf
decoded. saedmett, TRF Tifnemanitn B e enkripil p oo s GraR IHen hen
encr ypt edtheﬂétmhr_mml@nnfdahatlbasmaﬁagemem\ecsqdmmbyo e arsedosutzsequendly, it is
encr y Pt T OfoBRkLEdDRY 16 PeliBey AROYRBRALIGN T pEXaTBYStad. e encrypt ed

information I8 e 1 rmge encryp |on S I'on is "1200" and hence
by addi ng both of these this is decoded to the infornmation to be encrypted
"1234". In steprgd, er‘ié}geﬂ‘?&?&ﬁé 56‘fé¥e'6%iéso%ﬁc?y&?or?rﬁﬁb¥8§éﬂﬁlg'§f ﬁﬁé%ﬁ\)&ed

or the |nformat|on to encré i_ Is output to outside. At this tine,
ep

a br owser MR QPR LRCHEPLE Ha¥e n%efm'nﬁe@n@mn {oReERcrypted
regi st er egtilizes lk@oset &emlqnégrmn ey OES (luPaStl Efcrypiibra shaﬁaaffd)r thr
transm ssion df g%natl on, s tﬁdoﬁd basedtog WVI Qus. use aPI €SS of
regi st er e FMPIHEE AR TG Fatd e UaYY £ 9 SESPECIEfIEMeNts O

pr ocessi nthef informmetiaratebetenceypted, bange qpathevenatyptiveyot match is carried
out. That is to say, an error nessage to the effect that the inage
passwords do not match is displayed. Wth the processing for the above

described step PoetefcoyrfRdsnEMEioriegistsation mpdue Steyecuesswocassiageess
to the el ﬁﬁ g?ﬂ'e? enehitEBLihimatioAlAMP Re ke iMthE enthistedliRforiRfRAl ditaof

t he encryg i.nformation 1s carried out and access to the electronic
i nf or mat i BRS¢ €2executed. FIG 13 is a flow chart illustrating an additional
regi stration processing. Wth the flow chart showm in FIG 13, the

i f .t hr 3 d h
br ocessi ng for Li8sihq itstaTeRdsohdin Hehied Srciied MRgRSyhgdror o
use proceggdisigr sebwser rervirGnnentFbackgronndeimades qonteatstony, afesit setting
through stgBriidrs ahB&na ke uﬁ%hé%t%iﬁﬁéﬁh&ﬁ%ﬁéﬁé%&% 34)rough step 13 for

the initial registration processing s nsequently in the
foll owi ng description, only an outline of this processing is

The image password use processing section 70 executes sequential
processing (referred to hereunder as image password use processing) for
carrying out access authorization to the electronic information, based on the
input image password. The image password use processing section 70
comprises; a user name input module 72, an image and mesh display module



0 9 APR 200 2G given, and the appropriate sections should be referrﬁg % 0
for details. In step 30, input of the user nane is carried out é& 49
di splay of the inmage and nesh is carriegﬁout. In step 32, input of the

i mage password is carried out. In step , judgnent is nmade as to whet her
or not the input inmage password matches the i nage password registered in
the initial registration processing. If the i mge passwords match, control
proceeds to step 34 (YES), while if they do not match control proceeds to

ft ep 43 (@) anllﬂﬁagqusﬂvorﬁlldgﬂ’ﬁﬁiodme madandmdge passwend degﬁiénttd‘iéﬁelel s a
ransitio

Is.a transition i ontrol. proceeds, t step
35 (VES) . Bnpncsnevhipd Tafporeiifn dSREinedReHiR BPociduen BR T oRtq RS .
step 35, sheryptedoutputrmodbier8ation identified by the transition
i nformati on-code registered in the setting information data base 24 is
acquired. In step 36, creation of the encrypt key is carried out. In step
37, the i nfor maTherimageband meshpdisplas moq:uje 74 apstaips 3B, arnmagptdisplayf t he
i nfornati r i on h pt on
are carri Savise, 2R, FREjY BGgaPileh 2R &7 ifiadeh GispIPRAmAR P EhameHd
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22 1n st 8RdpasbRorbbALRalify bbPitel BOMIRS QPetRying! stepemicd passwaiy 30

t hrough ste s registered he setti i nf or i on dat a, base 24 In

step 41, Sﬁﬁﬁﬁaﬁtﬂg $ie0s 20d AR 'mﬁéee‘fﬂf‘é&ft}"ﬁ% Gtiop anRY GePATRWIGH agnerating:
mat ch is flirkpiody eMoreover, the image password judgment module 78 operates as

an access authorization device, an access authorization step, and an access
authorization function.

The user name input module 72 executes input processing for the user
name. That is to say, input of the user name set in the initial registration
processing is carried out. With the input of the user, the user name may be
selected from an already set user name list, or may be input directly from an
input device such as a keyboard.

The image and mesh display module 74 executes the processing for
displaying the image corresponding to the input user name (referred to as the
background image and/or the contents tool, and similarly hereunder) and the
mesh. The image and the mesh to be-displayed are those which are set in the
initial registration processing. Display or non-display of the mesh may be
made optionally selectable by the user.

The image password input module 76 executes input processing of the
image password. That is to say, executes processing for severally specifying
the specific parts or the structural elements of the displayed image. The
specific parts or structural elements of the specified image are rearranged
numerically in a specified sequence, and for example stored in memory. Now
with the image password input module 76, the color or the pattern of the
specified rectangular region of the background image on which the mesh is
superimposingly displayed can be changed to clearly define the rectangutar
region which is specified by the user.
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above, only when the input inage password matches the set image passwy (APR 007
is additional registration of the inforymtion to be encrypted possible
Furthernore, when the information to be encrypted is input, this is
encrypted by neans of the encrypt key created based on the inmage password,
and additionally registered in the encrypted information data base 22. The
information to be encrypted registered in the encrypted information data
base 22 is sevelThel imagg spasswiond t judgesgrectmbdulehe78arexessites C iyt
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FIG 15 i gcyvdteaw chart illustrating an update processing. Wth the flow
chart shown in FIG 15, the processing of step 50 through step 55, and step
69 is the sanme ~as~the processing of step 20 through step 25 and step 28
for the image paRe\wpichypted mwmmr@csdmmg madute B0 éxedutes bwm@n fdre

processin f .step 56 thr ep_68 i h f step
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Consequentéig base 2Be fol | owi ng description, only an outline of the
processing is given, and the appropriate sections shoul d be referred to for
details. In step 50, input of the user nanme is carried out. In step 51,

di splay of the Thadefoamatiradn hesenanypted cutput madylech? SrECUIGHLRIOGESSING
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contr Ol:l pirdoeRatsor glai;é blas§|424 WIES)usémtéﬂoclje‘udémn tthe m@wsfmtt@)mmi@{ahﬁoﬂhe t
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i mage, coencrypten cctels seat.step 55 (YES), while if no tran5| tion i mage
control proceeds to.step 56 (NO. In step 55, the transition information

identified by the transition information code reigl stered in the setting
i nformation dat dhezsditanalsregis(Atit Progessing seation 1B gxeputes\PrOSRSEING i s

set. In s{eRdEothBF dh@imatien tebe tditrypRede(rbferféd to hereunder as additional
registration processing) in addition to the information to be encrypted which is
input in the initial registration processing.

The modification processing section 100 executes processing for
modifying the background image, the contents tool, the image password, and
the information to be encrypted etc., which is set in the initial registration
processing (referred to hereunder as modification processing).

Next is a description of the operation of the electronic information
management system 10 of such a construction, with reference to the flow
charts and various diagrams of FIG. 2 through FIG. 15.

FIG. 2 is a flowchart illustrating the initial registration processing.

In step 1 (referred to as S1 in the figure, with subsequent steps denoted
similarly) the user environment is input. That is to say, through the function of



In step 60, the nmesh which is superinposingly displayed on the background
image is set. In step 61, the inmage password is set. In step 62, s@lespr Bm
is made as to whether or not to use tragsition inmages. In the case where
transition inmages are used, control proceeds to step 63 (YES), while in the
case where transm ssion inmages are not used, control proceeds to step 64
(NO. In step 63, the transition information for displaying transition

i mages is created, and this transition information is registered in the
setting ithieousert émviratanenbastting4motules #2padsserceradtaronent input seneery i Okey
Is carrie t I n
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i nf or mat | ¥ Setansiel buttenell§.n @ﬁéb"%‘tﬁ”h@ @L@h‘sﬁ g f\ane jand, %@tﬁ'é‘géhédtqfﬂ t he
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rressaget effect t the i rds do t, mat ¢

o0 LBt b, e, ceh R TSI ar St W el Peclaat At oo
passwor d precebsingtisdesninatesmge password, is updating of the set user
environnment, the image, the information to be encrypted and so on,

possi ble. Now, in the above described enbodi nent, the electronic

i nformati on marlagdeprit ttepagbratep 4, tberipagatisssatol Mbat is &b ysaa, thaoagbdke
section 20,80, oy Héalbarcﬁgl'@rfdat@%gepggﬁlﬁgs %4 U a&bd ShtadCtool.
password USe process 8 an ad |o regls Tion Eroce55|ng

secti on oEpttingadnaduied#bi eat urrmagq)rs@t:té’gusnaga%deoowques shawdn i 4 s
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can be_ sUIPEIRRTIG 222/ & caniants dseT SRe sy %gé&é begsdev' Socbieag
section 7@gistraticr sdétion 1126, b &:oia&g;stmumagenmsmram OK bagtani 180.ead of
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list. In the- contents tool selection box 124 is displayed a list of various
contents tools such as shown for example in FIG. 5, and the desired contents
tool is selected from this list. Now included in the list of contents tools is a
selection branch which stops selection of the contents tools, that is to say stops
display of the contents tools. In the -background image registration section
126 is displayed the selected background image. In the tool registration
section 128 is displayed the selected contents tools. Consequently, by
viewing the images displayed in the background image registration section 126
and in the tool registration section 128, the screen construction for inputting the

image password can be confirmed.

After selecting the background image (S2) and selecting the contents
tools (S3, S4) the OK button 130 is pressed and control proceeds to step 5.
On the other hand, if the cancel button 132 is pressed, the initial registration
processing is terminated. Moreover, if the previous screen button 134 is
pressed, control returns to step 1, and the user environment setting screen 110
is displayed.



The el ectronic noney system conprises an | C card 300, at |east one term nal
apparatus 310, and a host conputer 320, as shown in FIG 16. The | @ TAPRI200)
300 which is provided with an IC chip 3ff incorporating a CPU and a nenory,
has a function as a conputer of a mnimmconstruction. In the nmenory is
stored a program and information on the el ectronic noney such as deposit
date, paynent record and a balance (to be referred to noney information
hereunder). In future, it can be considered that personal information such
as insurance dalrastep Zaodestep 4 whereineaeitingsef image iscarpedsuiag piurdbiynedt i on
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image selection screen 120.

After setting the mesh size and the display color, the OK button 150 is
pressed and control proceeds to step 6. On the other hand, if the cancel
button 152 is pressed, the initial registration processing is terminated.
Moreover, if the previous screen button 154 is pressed, control returns to step 2,
and the image setting screen 120 is displayed.

In step 6, the image password is set. That is to say, through the
function of the image password setting module 50, an image password setting
screen 160 such as shown in FIG. 7 is displayed. The image password setting
screen 160 comprises; a number of digits selection box 162, a setting status
display section 164, a background image registration section 166, a tool
registration section 168, an OK button 170, a cancel button 172, and a previous
screen button 174. In the number of digits selection box 162 is displayed a list
of the number of digits for the image password, and the desired number of
digits is selected from this list. In the setting status display section 164 is



In step 79, processing for the case where the i mage passwords do no@ Bg@g
Is carried out. 33 0 9 APR 2002 For nmaking paynent of the anpunt gq@
purchased froma store and the like in ghectronic noney, the IC card 300 is
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deposited di spl ayed on the term nal apparatus 310, when the user pushes
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previous screen button 174 is pressed, control returns to step 5, and the mesh
setting screen 140 is displayed.

In step 7, selection is made as to whether or not to use transition
images. That is to say, selection is made as to whether or not to display the
images one by one in a hierarchical structure. Then in the case where
transition images are used, control proceeds to step 8 (YES), to create
transition information for displaying transition images, and this transition
information is registered in the setting information data base 24. After this,
control returns to step 2, and the processing of step 2 and thereafter is
repeated. On the other hand, in the case where transition images are not
used (also including the case where image setting processing is finished),
control proceeds to step 9 (NO).

In step 9, creation of the encrypt key is carried out. That is to say, the



35 What we clainmed are: 1. An electronic information managenent syst
conprising: 0 9 APR 2002 a code information readi ng neans for readiﬂﬁygg&gmz
information stored in an I C card; an ingge di spl ay neans for displaying a
plurality of images corresponding to th& code information read by said code
I nformati on readi ng neans; an i nage specifying nmeans for specifying
specific parts of the respective i mages di spl ayed by said i nage di spl ay
means; and an access authorization neans for authorizing access to

el ectr oni @nchfptrket usmebeescﬁdwr@ughhaesnacnbm of phe tesé:u:@;fptéI Key cespiont moeulgrages
speci fi ed sai e n IC card conprising: a
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di spl aying the inmages stored salrd i mage stor
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di spl ayedgbytigai d i nage di spl ay neans; and an access authorizati on neans
for authorizing access to electronic i nfor mati on based on the specific
parts of the respective images specified by said image specifying neans. 4.

An el ectronic imetepi1 mmpﬁ@@@ﬂﬁe Watmmucnwmsemypm anageeation ape
means for & %'aag enchpolro‘?'lI écglﬁtlon arfearmied out.  That is to say, the information to

be encrypted is encrypted based on the encrypt key created in step 9.

To explain an example of an encryption algorithm, for example, it is
assumed that in step 6, the background image is specified in the order of
coordinate data (1, 2), (3, 8), (7, 8), and (10, 2). The encryption is carried out
by means of a DES computational formula, by for example initially replacing x
with y, and then replacing y with x, based on various values of x and y for the
coordinate data (x, y). For example, if the information to be encrypted is
"1234" then the encryption is carried out in the following manner.

(1) Information to be encrypted ...1234
(2) (1, 2) :replace 1 with 2 ...2234
(3) (3, 8) :replace 8 with 3 ( no replacement) ...2234
(4) (7,8) :replace 7 with 8 ( no replacement) ...2234
(5) (10, 2) : replace 2 with 0 ...0034

With this encryption, the encrypted information becomes "0034". At
this time, since the encrypted information only involves replacement of the
elements of the information to be encrypted, the data quantity does not change.

Moreover, the image encryption solution is the encryption solution
which is used at the time of decoding the encrypted information. More
specifically it is a value for where the encrypted information is subtracted from
the information to be encrypted. With the above example, the image
encryption solution is obtained as follows.



an i mage di splay neans for severally displaying selectively the inages
stored in said i nrage storage neans; an inmage specifying neans for sevdﬂﬁmwyzmz
speci fying specific parts of the respecé%ve i mages di spl ayed by said i nage
di spl ay neans; 0 9 APR 2002 3G a password generating nmeans for generating
a password based on the specific parts of the respective i mges specified
by said i mage specifying neans; and an access authori zation neans for

aut hori zing access to electronic informati on based on the password
generated by said password generating neans. 5. An electronic i nformation
managenment system according to claim4, wherein said inmge di splay neans
several |y di spl 4y908ienaryeiten§slufiome i fages. (iBformationder %ﬁﬂérMPrW@)r mati on
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specifying neans. 7. An el ectronic infoematiopo@mnagenent system accordi ng
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of the imge displayed by said i nage display neans by neans of rectangul ar
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i nfornmati e ﬁgg&tgaq}‘ *ﬁgiéﬁ%&%m@ﬁrﬂ%‘ og}(?é@ t?%%@fhere' n said i mage

speci fyin s specifie spe €“1 mage di spl ayed by
said i mage di splay neans, by nmeans of constituent el ements constituting the

image. 9. An e'(ﬁ%ié;ﬁ"‘ft’,cv?%eé@%ft n?% g@ ﬁ%hﬁﬁﬁé‘%@t%?@ééé’d”iﬂ st? CPde

I nformation rea rea ormation stored in an card
an i mage d'i‘%%ﬂgé‘ys@f)e% '$(§?9k§ﬁ%rﬁldd9|thg S&ttﬁFQuF'HPFTP?t'@E‘ datak@sectst-r espondi ng to
the code information read by said code information reading step; an inage

o spl ayed by salith iEBcrer e itselBE: ParReHG o atep AL TRBRB T PEn S0 8 1 or

aut hori zi nariacsesfotmatibrctsoshownnfior iG] d isasedistereidhdns tieei énerypted s of

B T NG 0 e e
say, as shown in FIG ), the user code, the image encryption solution, the
encrypted information, the previous use address etc. is registered in the
encrypted information data base 22. For the user code is set a code for
identifying the user who executed the initial registration processing. In the
previous use address is set the address of the transmission destination to
which the information to be encrypted is sent in the image password use
processing.

Furthermore, as shown in FIG. 8 (B), the user code, the user name, the
background image code, the contents tool code, the transition information code,
the use environment code, etc. are registered in the setting information data
base 24. For the user code, as with the user code for the encrypted
information data base 22, is set a code for identifying the user who executed
the initial registration processing. For the background image code is set at
least one code for identifying the background image. For the contents tool
code is set at least one code for identifying the contents tool. Now in the case
where the contents tool is not used, then needless to say it is not necessary to
set anything for the contents tool code. For the transition information code is
set information for using the transition image, more specifically, a code for
identifying the transition information created in step 8 For the use
environment code is set a code for identifying for example the utilized browser
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through the function of the image and mesh display module 74 and the image
password input module 76, an image password input screen 190 such as
shown in FG. 11 is displayed. The image password input screen 190
comprises,; an image display section 192, a mesh display/not display selection
section 194, a reception status display section 196, an OK button 198, a cancel
button 200, and a previous screen button 202. Displayed in the image display
section 192 is a background image and a contents tool which are registered in
the setting information data base 24. Now in the case where the contents tool
is not set, needless to say the contents tool is not displayed. The mesh
display/not display selection section 194 comprises radio buttons 194a, 194b,
for specifying mesh display (ON) or no mesh display (OFF). Pressing the
radio buttons 194a, 194b switches between mesh ON and mesh OFF.
Displayed in the reception status display section 196 is the input status of the
image password.

In step 22 input of the image password is carried out. That is to say,
the image password is input by specifying with a pointing device a specific part
of the image displayed in the image display section 192. A proviso is that the
input of the image password must be carried out according to the specific parts
and the specified sequence, set in the initial registration processing.
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18. An el Qﬁgdg@zg& i nformati on managenent system according to claim17,

|

wher ei n sal ges of different attributes are constituted of an inmage
indicating a thing and an inage indicating a plurality of characters. 19.

An el ectronic i i 3t 23 N|UHRYANEIRATRN e Mo iEtien @r triotcthdl P, indiges ei n
sai d i mages of dlfferﬁnt attributes are,co Etltuteg lgj a% |marge conprl sing
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specifying specific parts of the respective images displayed by said i mage
display functiof, &4 24, fifigment is made as to whether or not there is a transition
image. That is to say, by referring to the transition information code of the
setting information data base 24, it is judged if setting for the transition image
has been carried out. In the case of a transition image, control proceeds to
step 25 (YES), and the transition information identified by the transition
information .code is acquired, after which control returns to step 21. On the
other hand, in the case of no transition image, control proceeds to step 26

(NO).

In this way, by judging for the presence of the transition image, then the
images of a hierarchical structure are displayed one by one in accordance with
the specific part and specified sequence of the specified images, and input of
the image password is carried out for the displayed respective images.
Consequently, with deepening of the hierarchical structure, the input points for
the image password increase so that a strong security is ensured. In this case,
since the image password is memorized as an image, then even if the
hierarchical structure is deepened, the possibility of forgetting the image
password is minimal.

For example, with the image shown in FIG. 11, the case can be
considered where after inputting ones date of birth from the ten keys of the
contents tool, an image password specifying the bank is set from the
background image. Then, in the case where the transition image as shown in
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10% u&' () infbAR4eioktd be eddtYpied (s)outb)a@blﬂ%w&sﬁde 2 At this time, a browser to
be used can be prepared based on the use environment registered in the
setting information data base 24, and a host for the transmission destination
specified based on the previous use address registered in the encrypted
information data base 22.

In step 28, processing for the case where the image passwords do not
match is carried out. That is to say, an error message to the effect that the
image passwords do not match is disptayed.

With the processing for the above described step 20 through step 28,
by inputting the image password, access to the electronic information is
authorized. After this, the decoding of the encrypted information is carried out
and access to the electronic information is executed.

FIG. 13 is a flow chart illustrating an additional registration processing.
With the flow chart shown in FIG. 13, the processing of step 30 through step 35,
and step 41 is the same as the processing for step 20 through step 25 and step
28 for the image password use processing shown in FIG. 9. Furthermore, the
processing of step 36 through step 40 is the same as the processing of step 9
through step 13 for the initial registration processing shown in FIG. 2.
Consequently, in the following description, only an outline of this processing is
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given, and the appropriate sections should be referred to for details.

In step 30, input of the user name is carried out.

In step 31, display of the image and mesh is carried out.

In step 32, input of the image password is carried out.

In step 33, judgment is made as to whether or not the input image
password matches the image password registered in the initial registration
processing. [f the image passwords match, control proceeds to step 34 (YES),
while if they do not match control proceeds to step 41 (NO).

In step 34, judgment is made as to whether or not there is a transition
image. If there is a transition image, control proceeds to step 35 (YES), while

if no transition image control proceeds to step 36 (NO).

In step 35, the transition information identified by the transition
information-code registered in the setting information data base 24 is acquired.

In step 36, creation of the encrypt key is carried out.
In step 37, the iriformation to be encrypted is input.

In step 38, encryption of the information to be encrypted and creation of
the image encryption solution are carried out.

In step 39, the encrypted information and the image encryption solution
are registered in the encrypted information data base 22.

In step 40, the various setting information set or created in step 30
through step 35 is registered in the setting information data base 24.

In step 41, an error message to the effect that the image passwords do
not match is displayed.
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additional registration of the mformatnon to be encrypted possible.
Furthermore, when the information to be encrypted is input, this is encrypted by
means of the encrypt key created based on the image password, and
additionally registered in the encrypted information data base 22. The
information to be encrypted registered in the encrypted information data base
22 is severally registered with respect to the same user code and image
encryption solution as shown in FIG. 14. In this way a plurality of encrypted
information can be registered with respect to one image password.  Moreover,
since the previous use address is registered for each of the respective
encrypted information, then at the time of using the encrypted information, then
it is not necessary to separately set the address of the transmission destination
to which the information to be encrypted is sent.

FIG. 15 is a flow chart illustrating an update processing. With the flow
chart shown in FIG. 15, the processing of step 50 through step 55, and step 69
is the same ‘as.the processing of step 20 through step 25 and step 28 for the
image password use processing shown in FIG. 9. Furthermore, the
processing of step 56 through step 68 is the same as the processing of step 1
through stép 13 for the initial registration processing shown in FIG. 2.
Consequently, in the following description, only an outline of the processing is
given, and the appropriate sections should be referred to for details.

In step 50, input of the user name is carried out.

In step 51, display of the image and mesh is carried out.

In step 52, input of the image password is carried out.

In step 53, judgment is made as to whether or not the input image
password matches the image password set in the initial registration processing
section 70. If the image passwords match, control proceeds to step 54 (YES),

while if they do not match control proceeds to step 69 (NO).

In step 54, judgment is made as to whether or not there is a transition
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if no transition image control proceeds to step 56 (NO).

In step 55, the transition information identified by the transition
information code registered in the setting information data base 24 is acquired.

In step 56, the user environment is set.
In step 57 through step 59, the image is set.

In step 60, the mesh which is superimposingly displayed on the
background image is set.

In step 61, the image password is set.

In step 62, selection is made as to whether or not to use transition
images. In the case where transition images are used, control proceeds to
step 63 (YES), while in the case where transmission images are not used,
control proceeds to step 64 (NO).

In step 63, the transition information for displaying transition images is
created, and this transition information is registered in the setting information
data base 24.

In step 64, creation of the encrypt key is carried out.

In step 65, the information to be encrypted is input.

In step 66, encryption of the information to be encrypted and creation of
the image encryption solution are carried out.

In step 67, the encrypted information and the image encryption solution
are registered in the encrypted information data base 22.

In step 68, the various setting information set or created in step 56
through step 63 is registered in the setting information data base 24.
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not match is displayed.

With the processing of step 50 through step 69, only when the input
image password matches the set image password, is updating of the set user
environment, the image, the information to be encrypted and so on, possible.

Now, in the above described embodiment, the electronic information
management system 10 incorporates collectively a data base section 20, an
initial registration processing section 40, an image password use processing
section 70, an additional registration processing section 90, and a modification
processing section 100. However the construction is not limited to this. That
is to say, with an automatic cash dispensing device of a bank, the automatic
cash dispensing device- function can be sufficiently realized if just the image
password use processing section 70 is provided. In this case, an image
password is used instead of a conventional password using numbers, or
together with a password using numbers.

Next, there will be described an electronic money system wherein an
electronic money is an object to be managed, as another embodiment of an
electronic information management system according to the present invention.

The electronic money system comprises an IC card 300, at least one
terminal apparatus 310, and a host computer 320, as shown in FIG. 16.

The IC card 300 which is provided with an IC chip 302 incorporating a
CPU and a memory, has a function as a computer of a minimum construction.
In the memory is stored a program and information on the electronic money
such as deposit date, payment record and a balance (to be referred to money
information hereunder). In future, it can be considered that personal
information such as insurance data is stored in the memory so that the personal
information shall be used by means of the same IC card.

The terminal apparatus 310 comprises a connection apparatus 312
(code information reading device), a display apparatus 314 (image display
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In step 71, display of the image and mesh is carried out.
In step 72, input of the image password is carried out.

In step 73, judgment is made as to whether or not the input image
password matches the image password set by the initial registration processing.
If judged that the image passwords match, control proceeds to step 74 (YES),
while if the image passwords do not match, control proceeds to step 79 (NO).

In step 74, judgment is made as to whether or not there is a transition
image. In the case of a transition image, control proceeds to step 75 (YES).
On the other hand, in the case of no transition image, control proceeds to step
76 (NO).

In step 75, transition information identified by transition information
code registered in the setting information data base 334 is acquired.

In step 76, an amount of money to be deposited in the IC card 300 is
input. Since the amount of money is merely input in the same operation as
in the ATM system of bank and the like, the detailed description thereof is
omitted. Further, in view of safety, it may be cunstituted to limit the amount of
money to be deposited in one operation.

In step 77, the encrypted information is decoded.

In step 78, certification of the user (access authorization) is carried out
in the terminal apparatus 310 based on the decoded information to be
encrypted, and a predetermined amount of money is deposited in the IC card
300 from the credit company. This processing corresponds to access
authorization device. Further, certification of the user may be carried out on
the |C card 300. In this case, the security can be further improved.

In step 79, processing for the case where the image passwords do not
match is carried out.
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For making payment of the amount of goods purchased from a store
and the like in electronic money, the IC card 300 is inserted into the terminal
apparatus 310 provided in the store and the like wherein the user purchased
goods. Then, after confirming the amount to be deposited displayed on the
terminal apparatus 310, when the user pushes down a “payment button®, the
electronic money is paid from the IC card 300. Simultaneously with this,
money information stored in the IC card 300 is added and updated.

Further, when the electronic money is paid, in order to certify the user,
the construction may be such that the image password is input. If it is difficult
to provide the terminal apparatus 310 in each store due to a problem of cost, a
compact terminal dedicated to payment may be provided.

In the electronic money system mentioned above, the currency is not
actually transferred between the user and the store, instead, electronic
information named electronic money is transferred so that the payment of the
amount of goods purchased is made. Then, the amount of goods purchased
is actually paid to the store by the credit company in place of the user.

In the present embodiment, the image data constituting the input screen
for the image password is stored in the image data storage section 340 of the
host computer 320, however, the image data may be stored in dispersion in
each terminal apparatus 310. If the memory capacitance of the IC chip 302 is
large, the image data may be stored on the IC chip 302 utilizing the image
compression technique. In this case, the IC chip 302 corresponds to storage
device.

Further, if the electronic money system is used in a local area, the
electronic money system may be constructed by the IC card 300 and the
terminal apparatus 310. In this case, the data base section 330 and the image
data storage section 340 should be provided in the terminal apparatus 310 or
the IC card 300.

Security or access authorization of such as mobile PC, Internet TV,
game machine, home security and ATM system can be considered, to which
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the electronic information management system is applied.

If a program for realizing such a function is recorded on a portable
medium such as a magnetic tape, magnetic disc, magnetic drum, CD-ROM etc.,
then the electronic information management program according to the present
invention can be distributed in the market. Moreover, a person acquiring such
a medium can easily construct an electronic information management system
using a standard computing system.
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1. An electronic information management system comprlsmg

a code information reading means for reading code information stored in an IC
card;

an image display means for displaying a plurality of images corresponding to
the code information read by said code information reading means;

an image specifying means for specifying specific parts of the respective
images displayed by said image display means; and

an access authorization means for authorizing access to electronic information
based on the specific parts of the respective images specified by said image
specifying means.

2. An IC card comprising:

a storing means for storing code information and a plurality of images
corresponding to the code information; and

an access authorization means for authorizing access to electronic information
based on infermation specifying specific parts of the respective images.

3. A terminal apparatus comprising:

an image storing means for storing a plurality of images corresponding to code
information;

an image display means for severally displaying the images stored by said
image storing means;

an image specifying means for specifying specific parts of the respective
images displayed by said image display means; and

an access authorization means for authorizing access to electronic information
based on the specific parts of the respective images specified by said image
specifying means.

4, An electronic information management system comprising:

an image storage means for storing a plurality of images;

an image display means for severally displaying selectively the images stored
in said image storage means;

an image specifying means for severally specifying specific parts of the
respective images displayed by said image display means;
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parts of the respective images specified by said image specifying means, and
an access authorization means for authorizing access to electronic information

based on the password generated by said password generating means.

5. An electronic information management system according to claim 4,
wherein said image display means severally displays simultaneously the
images.

6. An electronic information management system according to claim 4,
wherein said image display means displays the images in a hierarchical
structure one after another, in accordance with the specific parts of the images
specified by said image specifying means.

7. An electronic information management system according to claim 4,
wherein said ‘image specifying means specifies specific parts of the image
displayed by said image display means by means of rectangular regions which
are marked out at predetermined spacing.

8. An electronic information management system according to claim 4,
wherein said image specifying means specifies the specific parts of the image
displayed by said image display means, by means of constituent elements
constituting the image. -

9. An electronic information management method comprising:
a code information reading step for reading code information stored in an IC
card;

an image display step for displaying a plurality of images corresponding to the
code information read by said code information reading step;

an image specifying step for specifying specific parts of the respective images
displayed by said image display step; and

an access authorization step for authorizing access to electronic information
based on the specific parts of the respective images specified by said image
specifying step.

10. An electronic information management method comprising:
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an access authorlzatlon step for authorlzmg access to electronic information
based on the password generated by said password generating step.

1. An electronic information management method according to claim 10,
wherein said image display step severally displays simultaneously the images.

12. An electronic information management method according to claim 10,
wherein said image display step displays the images in a hierarchical structure
one after another, in accordance with the specific parts of the images specified
by said image specifying step.

13. A recording medium on which is recorded an electronic information
managemerit program for realizing:

a code information reading function for reading code information stored in an IC
card;

an image display function for displaying a plurality of images corresponding to
the code information read by said code information reading function;

an image specifying function for specifying specific parts of the respective
images displayed by said image display function; and

an access authorization function for authorizing access to electronic
information based on the specific parts of the respective images specified by
said image specifying function.

14. A recording medium on which is recorded an electronic information
management program for realizing: an image display function for severally
displaying images selectively from among a plurality of images, an image
specifying function for specifying specific parts of the respective images
displayed by the image display function, a password generating function for
generating a password based on the specific parts of the respective images
specified by the image specifying function, and an access authorization
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15. A recording medium on which is recorded an electronic information
management program according to claim 14, wherein said image display
function severally displays simultaneously the images.

16. A recording medium on which is recorded an electronic information
management program according to claim 14, wherein said image display
function displays the images in a hierarchical structure one after another, in
accordance with the specific parts of the images specified by said image
specifying function.

17. An electronic information management system comprising:-

an image display means for displaying a plurality of images of different
attributes;

an image specifying means for specifying specific parts of the respective
images displayed by said image display means; and

an access authorization means for authorizing access to electronic information
based on the specific parts of the respective images specified by said image
specifying means.

18. An electronic information management system according to claim 17,
wherein said images of different attributes are constituted of an image
indicating a thing and an image indicating a plurality of characters.

19. An electronic information management system according to claim 17,
wherein said images of different attributes are constituted of an image
comprising a single image, and an image comprising a plurality of objects.

20. A recording medium on which is recorded an electronic information
management program for realizing:

an image display function for displaying a plurality of images of different
attributes;

an image specifying function for specifying specific parts of the respective
images displayed by said image display function; and
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