RESOURCE ACCESS FILTERI NG SYSTEM AND METHOD 5 The field of the invention
relates generally to a filtering systemand in particular to a conputer-

i mpl ement ed resource access filtering system and net hod. Systens and
software that filter content or e-mails 10 are well known. For exanple,
wel | known fire-walls and proxy servers perform sone of these functions in
order to protect an internal conputer network, such as a corporate
intranet, from hackers, malicious viruses and worns. There are also well
known systens that permt a 15 firewall/proxy server to filter unauthorized
I nternet access or so that users do not receive those unwanted e- mail
messages. Typically, these sHBSUREEOHCFRHSe FELTERENG server that acts as a
gateway to the corporate network srﬂgemﬁ)e ?.%m%ypi cally has some
functionality (in software 20 or !har ware?’ié hat permts the server to
performfiltering operations on incomng and outgoing traffic. Renote
working is becom ng nore wi despread across many fields and in many

i ndustries. A renote conputing device 25 is used renotely froma corporate
network or3 LAN. Fhesofieldysifenshe t heverdiiohe mdwites nmyepelfyr fdi S own
filtering, tyrllslbg re . difficult to.enforce a corporate-w de
acceptab?e u?géghgérgcygfgaf§D558 t A8 BT e HEEds Fadfi t FORRItSSrocessi ng
power in ordemplemgntedrrasoercevncd@ss ekiiiferdngCERSSAs and Vit y, a user of
the renote device nay access resources froma conputer network such as e-
mai | nmessages, various different files froman FTP or WAW site, a posting
from a newsgroupSgstenheand keofthhaus, thht 2 filseslesontadite 10 gupMiide a system

t hat T'ltﬁrsaéer%gﬂieknown. For example, well known fire-walls and

proxy servers perform some of these functions in order to

protect an internal computer network, such as a corporate
intranet, from hackers, malicious viruses and worms.

. There are also well known systems that permit a

. 15 firewall/proxy server to filter unauthorized Internet
access or so that users do not receive those unwanted e-

mail messages. Typically, these systems operate with a

server that acts as a gateway to the corporate network.

'The server typically has some functionality (in software

20 or hardware) that permits the server to perform filtering

operations on incoming and outgoing traffic.

Remote working is becoming more widespread aéross many

fields and in many industries. A remote computing device

25 1is used remotely from a corporate network or LAN. In some
- systems, the remote device may perform its own filtering,
but it is then more difficult to enforce a corporate-wide
acceptable usage policy (AUP) and the device needs
additional processing  power in order to filter its own

30 resource accesses. Typically, a user of the remote device
may =access resources from a computer network such as e-
mail messages, various different files from an FTP or'WWW

site, a posting from a newsgroup and the like. 'Thus, it



device's request for access to a resource froma conputer network. Thus,
it is desirable to provide a filtering system and nethod that may achieve
these goals and it is to this end that enbodinents of the present
invention are directed. Afiltering system and nethod are provided that
permit the nonitoring and filtering of a resource access of a renote
device. The preferred system enables a conpany to extend its corporate
accept abl e use policy beyond the wall of the office. In particular, the
systenlpernlts a corgoratlon to  manage the resources accessed by renote
devi ces, as'SulRSHEP Gsed bYrHOHEl e aﬁéSF%%DFQa%nﬁvaeeé and@qpfoyees
wor ki ng frdmmhene r&nhodi rnemt %CQES§ heoi BVeRkbOIteal SQmPrHVELdGulerconput er
and a client forkt system $ %gst aspect, there is provided a
resource acted€ *filt%8ring &Ys 9 SR TongaeEt e SYEEFBNt on a
devi ce WhEﬁemnmEﬂﬁxthmeﬂtmﬁﬁbﬁbhéﬁheﬁeaeQﬁﬂﬂ@Cbh@nuiQsth@ tHa@mpager, the

client furtq1 I n du e that. ers infornmation about a
request to a05e§@§%ﬁP8§3%F%e  HHRE"he %88 s 24 c&*that communi cat es

the gathered information to the conputer; and the conputer further

conprising a myd catedgorizes e resource ces f _the device
based on the gatﬁ%ﬁé%pﬂﬁ%ﬁ?ﬁhtﬁoﬁnanﬁet duice ? r€ﬁ5§(F niPEAPes, in

real -time, @a ocpitedngcerssideersiort @orasfmercmae:ruessoof I"Eatretnb’ee client
controls the.aceessnd qute@@rreroe%f}%gﬁ é})sbtlgs deyd %ng ﬁ%ﬁ&h? 4 esource

access decision of the conputer. I'n a secon ere 1s provided
" a resource HYEEssLT | IaFé?Efrﬁﬁlﬁet?ﬁ?d B@H‘Fgf abeymdut ele awélé clfi eblte on a

devi ce thaifmstablhspes:Ruaannectd ofydiant RELOMPUL eLor gL IBE hod
conpri si ng: getherlng information by the client about a

age the “resources accesséd by remote devices, as such as

used by mobile and remcte employees and employees working

from home. Embodiments of the invention also provide a

computer and a client for the system.

In a first aspect, there is provided a resource access
filtering system, comprising: a computer; a client on =z
device wherein the c¢lient establishes a connection to the

-—computer, the client further comprising a module that gathers
infermation about a request to access a rescurce by the
device and a module that communicates the gathered
information to the computer; and the computer further
comprising a module that categorizes the rescurce access of
the device based on the gathered information and a module
that communicates, in real-time, a resource access decision
to the client so that the client controls the access to the
rescurce by the device based on the resource access

decision of the computer.



request to access a resource by the device; comunicating the gathered
information to the conputer; categorizing, at the conputer, the resource
access of the device based on the gathered information; and conmunicati ng,
inreal-time, a resource access decision to the client so that the client
controls the access to the resource by the device based on the resource
access decision of the conputer. In a third aspect, there is provided a
server for a resource access filtering system conprising: a nodul e that
recei ves i nfor nat izorsegbodt agpacequestrd asagressdal resesbcecdyzcaseenot e
devi ce mhergigxﬁgg infggqption about the resgurce .access request is
conmuni cat ed Trom fhé- & Tenoredcli ERTPORT fA8 GeVite® Lhotuf¥ Chat

cat egori zesthdie ¢&@ULERACEesSncribhe tdevhee BageeQn e gather ed
information; and a nodule that comunicates, in real-tinme, a resource
access deci ST 1507t hE3EFFERE sbP1araetite &V difte cohte"dl s2kti agcess to

the resourgesfayct be devisges based 00 dhent egauree ageRsSc-dag shon of the
conputer. In a fourth aspect, there is provided a resource access

filtering cfirénmrefodafedadicn devitbe chaputconmediceatsisingt haa thenote
comput er, thg,glient (fOMLLSING AJ1odule that ggathers jaformation about a
y 1 , a nnéu?e Fﬁa

request to access a resource e devi ce; comruni cates the
gathered ivddremati gmftondthenconput erommamdcat trogul ént hetlreoei,ves, in
real -time, g resource accq;s.decision frogllhe renote conputer and

control s the ACEe%s tTF The 785007 c&° byt he' *devite Béded 6n THE F esour ce

access decisimamodf the £Eeut €b. tRO rddvuacki byhtASPESEicet BREE4I 8o provi ded
an internet access filtering system substantially as hereinbefore
described Wi% AST ¥ EreAEE* 10 ‘EhEs iadic BRIy CREPHAW ngs.

In a third aspect, there 1is provided a server for a
resource access filtering system, comprising: a module that
receives information about a request to access a resource by
a remote device wherein the information about the resource
access request is communicated from the a remote client on
the device; a module that categorizes the resource access of

..the device based.on the gathered information; and a. module
that communicates, in real-time, a resource access decision
to the client so that the client controls the access to the
rescurce by the device based on the resource access

decision of the computer.

In a fourth aspect, there is provided a resource access
filtering client located on a device that communicates with a
remote computer, the client comprising: a module that
gathers information about a request to access a resource by
the device; a module that <communicates the gathered
information to the computer; and a module that receives, in
real-time, a resource access decision from the remoﬁe
computer and controls the access to the resource by the

device based on the resource access decision of the computer.



In a sixth aspect, there is provided an internet access filtering method
using a conputer and a client on a device that establishes a connection to
the conputer, the method substantially as herei nbefore described with
reference to the acconpanying drawings. In a seventh aspect, there is
provided a server for an internet acgess filtering system substantially
as hereinbefore described with reference to the acconpanying drawi ngs. In
an eighth aspect, there is provided an internet access filtering client

| ocated on a device that conmunicates wwth a renote conputer, the client
substantial |y as" HereifiBef8Pe-t ddSeFF bkt RITHIESS @t eHterpet t #ecegéconpanyi ng

draw ngs. |gigcdviaherdedepMadboenlo;ihhe S)St M LORDELSES g8, 6l nt
installed on a renote device that comruni cates with a conputer. The renote
devi ce commiihtt deésrengtot-el yhanechondrayicompatiéngse. g. is not part of the
sane | ocal network. Typically, the renpote device conmuni cates over a

gl obal network or wide area network, such as the Internet. The server
conput er nonit ofrs andxthl hepesctr esburceiaquessdéeequresirgeroét t imasenot e

devi ce. Thefciient has acﬂndule that gathers infornmation about a request

to access a resdurde™BThe s 88vicE B #Bufe StAR® ImuniTdces t he

gathered i ofor nedi=enibioed he commusebn The 1GeNMRBhEHtNES @he3 ndm@dul e that
categorizes the resource access of the device based on the gathered

i nf or mat i on* 2R rddN &5t hateinksimimideacasbed wiFkaraferapce &o éseur ce
access deci s QmpkRyidie arghiRt. Then, the client controls the access to the
resource by the device based on the resource access decision of the

conput er .

In a seventh aspect, there is provided a server for an
internet access filtering system, substantially as
hereinbefore described with reference to the accompanying

drawings.

In an eighth aspect, there is provided an internet access
filtering client located on a device that communicates with a
remote computer, the client substantially as hereinbefore

~described with reference to the accompanying drawings.

In a preferred embodiment, the system comprises a client
installed on a remote device that communicates with a
computer., The remote device communicates remotely with the
computer, e.g. 1s not . part of the same local network.
Typically, the' remote device communicates over a global
network or wide area network, such as the Internet. The
server computer monitors and filters resource access requests
cf the remote device. The client has a module that gathers
information about a request to access a resource by the
device and a module that communicates the gathered

information to the computer. The computer has a



I n enbodi nents of the present invention, the resource access decision is
one of either an "allow' or "block" decision. That is, the decision either
allows the device to access the requested resource, or it is blocked.
Advant ageously, the client may require mninmal processing power and
mermory, and the number and type of deyices able to support the filtering
systemis increased. There may be occasi ons when the client device is
unable to connect with the conputer. Wen a device |loses its connection
with the server of the filtering system an offline functionality permts
the client to cdifihtie H8t fIAEEPT 13RS r BRDUFEEC W Ces3eessf the thevi ce

accordi ng t@edcepradetess ped Qolhee¥d ALY :ol hendredeienai nedepolicy is

centrally managed at the server, and the server sets a node of the offline
filtering fEHETMORR 9% dRetsAdéimene drepewice mayeat |IGwialer decé88 requests,
and gener at €1 #@&ntQgTRén,t RBSEC11BIOWEEr AGCASSCccddte thoghBBY- LR re0MMUNI cat ed
back to the server gnce the client re-establishes a connection with the

server. |In Bkanfl EEABBdPAER £ aify TGE0FEES ACESBsERCHUCR °Foéhfly and
remotely. Thatpuitsr. a device is used at tinmes locally within a | ocal
network such as when the user is in a corporation's offices. At other
tinmes the sane device is used renotely, such as when the user is traveling
or working fromn homedidentEhese iie apheed:t aebfit cdrentine managectiltering
of resource,  access requests in these two envirqpngnt§. In a prgxerred
embodi nent , 2T sfzet et Tonpfi &€ a*hofubet hat détett's Whet HerPcXt he
request ed re&soulce. i Ehato ibe epsmakticabedeOmerr alcowpotial eievietwosk and that
di sabl es t I’]r‘sleccfels!st ertlhrég fxperquteggecg eql%ggéuer%e, or it is blocked.

Advantagecusly, the client may require minimal processing

power and memory, and the number and type of devices able to

support the filtering system is increased.

There may be occasions when the client device is unable
te connect with the computer. When a device loses its
connection with the server of the filtering system, an
offline functionality permits the client to continue to

-.filter the resource accesses of the device according to a
predetermined peclicy. Ideally, the predetermined policy is
centrally managed at the server, and the server sets a mode
of the offline filtering function. In one mode, the client
may allew all access requests, and generate & log of those
resource accesses., The log may be communicated back to the

~server once the client re-establishes a connection with the

sServer.

In example embodiments, many devices are used both
locally and remotely. That is, a device is used at times
locally within a local network such as when the user is in a
corporation's offices. At other times the same device 1is used
remotely, such as when the user is traveling or working from

home.



resource being comuni cated over the corporate network. A preferred
unfiltered ports filtering functionality may permt the systemto specify
a filtering strategy for TCP ports that are not specifically identified as
filtered ports so that even the unfiltered ports may be filtered in sone
manner. Also, the preferred systemmay pernmt an admnistrator to adjust a
filtering sensitivity level for each client between a high sensitivity

| evel, a nediumsensitivity level, a low sensitivity level or an automatic
sensitivity }I1evel . The filtering sensitivity |level may be adjusted, for
exanpl e, fof *&® deviTd' St h°asstBA PRt &ridt2dCofhdtt oy, SudRsae ¥ GPRS
connection kotess celduebas phoreesdhewsysheifdmynps OVigleaa greRLEQd N
capability gr&aot .mgggm' S the system.to generaie reports about the resource

accesses of “BACH ARV F8%oFY U al P01 SERe® dPL8 s etnABLIEd rBethdHe server.
The preferréeltk syesemarayesediee ia eonpabnsuh8galed birabid idokpszate 9. Since
the conpany_Ji.s re _abl o0 caontrol the ccess tqQ inappropriate Web sites
during V\Drkm%%wr?qu. a‘i]%e tzlﬁtsct éjﬁsaktf’r%eys i Het egi’sileteécﬁﬁ? 0385 6B§d&€fﬂl?ﬁtte)? as any

I nt er net actessircdurding womantcaeed anchetlleesbrpataed hotwakk-rel at ed Web
sites.  The systemmy also provide 5 network security in that the system
is able to protect against viruses and malicious content that m ght enter
the work pl ace Athrdgghednueiipkeoyet negitagfahteniner Aatctnopdemor ragt er net

service proyiger . for het ter t andi. et f e
i nvention, Qand to seho?/vl?sﬁow et(r?r)bo i(r%g%?s%of @%g%ﬁ?ﬁﬂaﬁgg %éjgr rlfégd into
effect, reP@rencdafii BFenboF beraridécably viglgnpffied as filtered ports

so that even the unfiltered ports may be filtered in some

manner.

Also, the preferred system may permit an administrator to
adjust a filtering sensitivity level for each client between a
high sensitivity level, a medium sensitivity level, a low
sensitivity level or an automatic sensitivity level. The
filtering sensitivity level may.be adjusted, for example, for a
device with a slow Internet connection, such as a GPRS

Lonnection for a cellular phene.

The system may provide a monitoring capability that
permits the system to generate reports about the resource
accesses of each device or of all of the devices connected to

the server.

The preferred system may reduce a company's legal
liabilities, e.g. since the company is more able to controlAthe
access to inappropriate Web sites during work times. The system
may increase employee productivity as any Internet access
during work time can be restricted to work-related Web sites.

The system may also provide




exanple, to the acconpanying diagrammatic drawings in which: Figure 1 is a
diagramillustrating an exanple of a device resource access filtering and
nonitoring systemin accordance wth the invention; Figure 2 is a diagram
illustrating nore details of the device resource access filtering and

moni toring systemshown in Figure 1;sFigure 3 is a diagramillustrating
further details of a client/server enbodi nent of the device resource
access filtering and nonitoring systemshowi ng nore details of the device
and the server; Figure 4 is a diagramillustrating nore details of the
server |30rtﬁ%5ﬁofﬁ FRET Sttt M %ﬁu?%ﬁﬁﬁm EF giftle 50j Brofeditagvaimst
illustratingirmeee gef aalscfust Rent&ld entt peiditoanoér tthe sysk gmet Figure 3;
Fi gures 6A‘§€§868 illustrate two different exanples of an _installation of

t he device 8P cERacTUESYFF | (S PRAg aélndeXtrﬁfr’i‘latlor“ioi‘iﬁmsﬁ‘i ef*F$F"&Ecor dance

Wi th the i reenttongrooidédtgure 7 illustrates an exanple of the user
interface for an exenplary inplenentation of the client adm nistrator
nodul e of the system and 5 Figure 8 illustrates an exanple of the user
interface for = iepl earem:atimeeétatduatngul ef aehbcniisénad orofroduke of the
system Th i0 ar |cularly e.tq.a 10 client/server
b;sed corrpE‘Ltn:‘afgé-ﬁ%‘%tn %nntep %O Ft wares gg%‘ evﬁgequsgﬁpgemﬁgc Ss
filtering a&adriohiirgo mqfsysxenﬁﬁﬁnanC¢tWLEiimpwfﬁe;maMQtebw twhat ofhe
nvention Wik, fe cdeser bbedho il ;b apanechal edy nopeysLy  that the
%iod i'n accor nvent ron h

system and net

Figure 1 is a diagram illustirating an example of a device
resource access filtering and monitoring system in accordance

with the invention;

Figure 2 is a diagram 1llustrating more details of the
device resource access filtering and monitoring system shown

in Figure 1;

Figure 3 is a diagram illustrating further details of a
_client/server embodiment of the device resource access
filtering and monitoring system showing more details of the

device and the server;

Figure 4 is a diagram illustrating more details of the

server portion of the system of Figure 3;

Figure 5 is a diagram illustrating more details of the

client portion of the system of Figure 3;

Figures 6A and 6B illustrate two different examples of an
installation of the device resource access filtering and

monitoring system in accordance with the invention;




15 greater utility since the systemmay be inplenented using various
different conputer architectures and nay be inplenented wwth a variety of
different renote devices. The system nmay be inpl enented using any
conputing. device wherein the conmputing device has at | east a processor,
20 nmenory and an i nput/output device with sufficient conputing power so
that the conputing device is capable of interacting with the system and
perform ng the fundanental filtering functions described herein, since
each client is not necessarily able tg performall of the functions 25
descri bed bel ow. The system may be inplenented in software or hardware. In

the software enbpgyumnts ﬂlﬂ%tﬁ{@é@%ﬁ&kaﬁﬂ{@@ﬁQhen%sef P& gkt war e
u

nmodul es in the server and Qne or nore no es in the client wherein each

modul e may f dPFher 2R onpP¥LRLRTY| ur IRlepentationes 6f 30tkenputidentode t hat

are execut ed Jgiik e RItREens@h1 Ot BRe SALYRN Mg Client. Now, an embodi nent
of the renote device nonitoring systen1mﬁ|1 be described. 7 Figure 1 is a

diagramillustrating an exanple of a device resource access filtering

system 30 5 n accpiglanRce W I RkepLion. S 3 1.Ls a device
32 (wth 5|a pi ec%{ of sgftv\é%gf%:%%g E\r?ogn%é@s}ea-ggleitgﬁt hg% Jt'q'hﬂétét%rfgbI(e:onnects to
a renote conmfGEedn dévplepenbation ipfathe rudeapedminigitrater matuleobfware 34 in
this enbodi mgRt. 5 . a conputer network 36, such as the Internet in this
enbodi nent, a wi de area network (WAN), |ocal area network (LAN),
metropolitan area network (MAN) or the- Wrld Wde 10 Wb, to be nonitored

and the device’ saCContvdi®ibRSOULCOParibiashye IBphochadiltgred. The site
38 is the source of a resource requeste y The Eer of the device 32. In

10 client/server based computer-implemented, software-based
device resource access filtering and monitoring system and
it is in this context that the inventioﬂ will be
described. It will be appreciated, however, that the
system and method in accordance with the inventioﬁ has
" 15 greater utility since the system may be implemented using

various different computer architectures and may be -
implemented with a variety of different remote devices.
The system may be implemented using any computing device
 wherein the computing device has at least a processor,
20 memory and an input/output device with sufficient
computing power so that the computing device is capable of
interacting with the system and performing the fundamental
filtering functions described herein, since each client is
not necessarily able to perform all of the functions
25 described below. The system may be implemented in
software or hardware. In the software embodiment, the
system may comprise one or more software modules in the
server and one or more modules in the client wherein each
module may further comprise a plurality of lines of
30 computer code that are executed by the processor of the
server or client. ©Now, an embodiment of the remote device

monitoring system will be described.



nore detail, the server 34 is able to renotely filter (control and/or
anal yze) the device's access to resources. 15 In accordance wth the

i nvention, the functionality to achieve this renote nonitoring of the
device 32 is split between the device 32 and the server 34. This reduces
the network traffic between the device 32 and the server 34 and permts
centralized controlling and nonitoring of. the 20 access to various
resources including e-mails, web pages, file transfer protocol (FTP)
sites, newsgroups and the like. In accordance with the invention, the

server 34 may also receive the data associated with the attenpted access

of the resourcespiguglet eruagng id; devy] W l.l be 25 permtted to receive
the content, dowmlgad t he data,zg%@sm $¥%%§Fﬁgl%%dﬁﬂsfx§§§g%iafea with the
access reque§PvﬁﬁetH§S°%#Q%e§R§e3$héiagmﬁmg agdtaer 3&r inBYceOrARMECate with

each other ysikRY tReP3hivbREtSL, Pr C at.. s _based on .proprietary
protocol. The s ste§1ppbvidegﬁfore%ﬁeg#%%Qlf@ ﬁpﬁglﬁFlﬁeﬁﬁﬁﬁcﬁf330nputer

net wor k acces¥iiihef ePirah@f sefbvare medat knowd3 assuchlpsnt hes)jsamyer 34 in

t he prefers edongbdogli ggnt , i LI e.and/Qr adjust the filtering
deci si ons.. 8 The protqcolafdém#%g §§§%@%§rggﬁgéc?héﬁﬁlié thads s2 expect ed
to work on affBMRPULer vitheSpruvér r emiiveraed foirk $hikowRbodMdt,t RGe£Or porati on

may have |itgl @otpu®8rd febh! )ag i s atig e ossible with those
renot e netmorks‘gb t hat theggrfg%t ﬁ%ﬂgaﬁso é?a?%’ Y% higsethignot e
net wor ks. Fofm r BheElge orwerolneitsodionWaN) bl Bocal tdrdd mRWabis and

W Eh di T er ont ekt Serg R e hea ey BEEAGTY T 0BT 5 ha: vomedphtvool
provideslﬁ Web, to be monitored and the device’s access to resources
" on a site 38 to be Filtered. The site 38 is the source of
a resource requested by the user of the device 32. 1In
more detail, the server 34 is able to remotely filter
{control and/or analyze) the device’s access to resou&ces.
15 In accordance with the invention, the functionality to
achieve this remote monitoring of the device 32 is split
between the device 32 and the server 34. This 'reduces the
network traffic between the device 32 and the server 34
- and permits centralized controlling and monitoring of. the
20 access to various resources including e-mails, web pages,
file transfer protocol (FTP) sites, newégroupé and the
like. In accordance with the invention, the server 34 may
also receive the data associated with the attempted access
of the resources to determine if the device will be
.25 permitted to receive the content, download the data, etc.
from the address associated with the access-request to the
site 38. The device and server may communicate with each
other using a particular protocol that is based on a
proprietary protocol. The system provides for the real-
30 time filtering of computer network access whereby the
remote computer 33, such as the server 34 in the preferred
embodiment, is wutilized to make and/or édjust the

filtering decisions.



standard data format for strings and nunbers for the

The protocol

di f ferent devices.

also is conpact in size as the server may be required to

handl e a | arge nunber of <clients using limted bandwi dth and a c
have to 15 utilize a slow internet connection to the server. In

I ncrease conpatibility wth a wde variety of networks, hypertex
protocol (HTTP) over TCP port 80 using an HITP envel ope. For tho
networks that pernmt access to the Intgrnet, the nost basic acce
access which wll involve outgoing connection requests over port
that port 80 is typically available and used for this protocol.

networks only permt Internet Wb access via a proxy 25 server th
an HTTP style ré&w%sPrQ§ﬂ¢0ﬁe§pGn§éeseysténu ginee HERR mﬂdbncouslssused for

and ra)se ol ST e o par B0 < i “USBA oY B of SReTS MOTiREES

and rai se al er

ng use DF of 5C

S when port

lient may
accor dance

with a preferred enbodi nent of the invention, the protocol utilizes, to

t transfer

se 20

ss is Wb
80 so
Sone

at expect

cesses
than HTTP

so that the dp¥eeniwhimhot sbel cewwrdtien 3@ {Eaaecolﬁat&BGf W'rﬂehnggtes by t he
ot e e s or
1 ent 48 %as COREqL1 (2" 28 0 Enoa (I & ol BB I ¥R Bob8 (iRBOEF  ent

client 48 as

as response rom

As wi th HTTPRetwsks heo ckhant tue cahenmnsts gahe a:pea:awuramat iteBs@nd it does

ation the

this by, perf Qe duils knops, SILEEECSRL ol deat] fy, wblch operation t

client is

requesting along w any-p

format of thwsth eFheswalls #EETRroxids.[ NoThe Madubeof’ahhhaiébeaﬁdl on Code]

HTTP/l 1\ r\
10

15

NactBiitodaE0S¥akidls different devices with different data
formats and capabilities so that the protocol provides a
~standard data format for strings and numbers for the
different devices. The protocol also is compact in size
és the server may be required to handle a large number of
clients using limited bandwidth and a client may have to
utilize a slow internet connection to the server. In
accordance with a preferred embodiment of the invention,

the protocol utilizes, to increase compatibility with a

- wide variety of networks, hypertext transfer protocol

20

25

30

(HTTP) over TCP port 80 using an HTTP envelope. For those
networks that permit access to the Internet, the most
basic access is Web. access which will involve outgoing
connection requests over port 80 so that port 80 is
typically available and used for this protocol. Some
networks only permit Internet Web access via a proxy
server that expect an HTTP style request and response so
that the HITP protocol is used for this system.
Furthermore, some firewalls may examine Internet accesses
and raise alerts when port 80 is being used for protocols

other than HTTP so that the system’s protocol uses HTTP.

In accordance with the invention, the HTTP protocol
may be used by the system for requests by the client 48 as

well as responses from the server 34 back to the client.



Content-Length: [Size of Encoded Data]\r\n 10

Cont ent - Type: appl i cafi on/ x-wwformurl encoded\r\n\r\n [Encoded Data] For
a response fromthe server to the client, the protocol again mmcs the
HTTP protocol so our returned. 15 data appears to be a Wb Page. An
exanple of the format of this response is: Content-Type: text/htm\r\n
<ht ml >Chead>ctitle> 20 SMF 4titl e></head><body> [Encoded Dat a]

</ body>4ht M > 25 The operation codes for the protocol (See |[Operation
Code] variable in the request format exanple above) specify the various
operations that may be requested using the system protocol. The [ Encoded

Data] providgs gather ggpp nf %ggt!%frc?%hge £ieny 4§n§§i§ﬂee 30 server 34
and returns a resource access decision fromthe server o thé client 48
on the renot caEngeation pod Rbt dees MdiisobFi perferhinghe dell dewcdd® may be

any conputi ngmaevi ggsd hat h r&ggpibq%ﬂr& cgé%éitiigghr&sougigg%tzto perform

the filtering functions speci el ow so e deviCe mist have at
| east a procepgyestingrealmngomith anyl soremetechdatsm fAn exangdei of resources

froma conputgl, Fgﬁﬂprol%. £h9L Ie%@g?lteiszt he device .32 may be a cellul ar
stant,

phone, a persona gl tal "assi a personal conputer, a laptop
conputer, a palntop conputer, or an appliance wth the sufficient

Conputi ng [ s our peSTH AP Modlle PRnPRIRHESY c3Bh O HIBILRSS and the | ike.
: Host: [Host]\r\n
Content-Length: [Size_of Encoded Data]\r\n
10 Content-Type:application/x-www-form-urlencoded\r\n\r\n

[Encoded_Data}

For a response from the server to the client, the
protocol again mimics the HTTP protocol so our returned.
.15 data appears to be a Web Page. An example of the format

of this response is:

Content-Type: text/htmI\r\n
<html><head><title>

20 SMF
<title></head><body>
[Encoded Dataj
</body></htm]>

25 The operation codes for the protocol {See
[Operation_Code] variable in the request ' format example
above) specify the wvarious operationé that may be

- requested using the system protocol. The [Encoded Datal
prévides gathered information from the client 48 to the

30 server 34 and returns a resource access decision from the

server 34 to the client 48 on the remote device 32.



may include wreless devices, cellular tel ephone devices, wreless e-nail
devices, wireless personal digital assistant devices, such as a Palm
device, a Treo device, a RIMBIlackberry device, a wired personal conputer,
a wred 15 |l aptop conmputer or a wirelessly connected conputing device. In
accordance with the invention, the systemmy performvarious filtering
functions and each device does not necessarily have to be able to support
all of the filtering features described herein. For exanple, a 20 cellular
phone is unlikely to have sufficient nggory to store a |list of encrypted
URLs required for the Of Iine node of "Allow and Log." Thus, it is
desirable to al en ySst.em.t he, fi ri,ng. capahilities of each device
that is going to%é.:ﬁr‘rg%ﬁ?fi%h re‘@r'llg(rﬁlglfrE ?ln' a%%%rggﬁ%:‘gew%?h Wt?f& if¥ention, a
capabi | i ty nme@®pwdhyinge dgvide f thatt has syffiipbset domppaihyckasursdien a
device 32 lo iﬂgﬁ e yist . omruni ca capability mask for
the device '?%d t'he gté?vglﬁét%%? g]ls"h!#%rfrrrﬁgx{:ﬁ%nsseSP%#%datbﬁggwf ﬁﬂcﬁ}%/a&nal ity
that the devithe d@vigadB3rmeenhareost eredd® hapedcessdrhe spaéthemdgr devi ce
and its char ISt : lte 38 nmy store_an esource that can be
accessed o%e?aq{éle gc?ﬁrrl%ug%?har{;eg? \E/\l/oﬁ]E ascﬁ:gﬁsgalgg a‘ﬁ?-"g?ﬁﬁ?f'?l ,frrfif‘ 246FRYEded dat a

(PDF files, trstworkles,Foxorakadpteneties, deHB F3 oS, wd ma f bbesyiand the
.The_jinvention is not limted to any

bar £ cutar aPRPEEC R Paret R T gl L ot thiht e 'S Harklre S St el £ he
conput ers wi tehi ¥erttep syapatpral eheagintom cbimrterseroteramr ghpingicdre is

pl oment ed. “Eeingt pautEHEREE ool R C R Bt e o ERETde
' 10 computer network access and the like. Thus, the device
may include wireless devices, cellular telephone devices,

wireless e-mail devices, wireless personal digital

assistant devices, such as a Palm device, a Treo device, a

RIM Blackbqrry device, a wired personal computer, a wired

13 laptop computer or a wirelessly connected computing

device. In accordance with the invention, the system may

perform various filtering functions and each device does

not necessarily have to be able to support all of the

- filtering features described herein. for exampie, a

- 20 cellular phone is unlikely to have sufficient memofy to

store a list of encrypted URLs required for the Offline

mode of “Allow and Log.” Thus, it is desirable to alert

the system to the filtering capabilities of each device

that is going to perform filtering. In accordance with

25 the invention, a capability mask may be used for this
purpose. In particular, when a device 32 logs into the

system, it may communicate a capability mask for the

device to the server that informs the server of the
functionality that the device can and/or cannot offer

30 based on the particular device and its characteristics.

The site 38 may store any resource' that can be

~accessed over a computer network, such as an e-mail,



conputer 34 functionality is distributed. Furthernore, 10 the invention is
not limted to any particular type of resource as the system may be
configured to handle any type of resource or any new resource or type of
resource. Figure 2 is a diagramillustrating nore details of an 15 exanple

of the system 30 shown in Figure 1. In this exanple, the device 32 may be
a personal conputer that is capable of access to resources at the site 38
(See Figure 1) and is being nonitored by the conmputer 34 which is a

typi cal server conputer in this exanpl g The device may .20 conprise one or
nore processors 40, a persistent storage device 42 and a nenory 44 that

are interconnkeiedatiedeasta QPHEr rilesd Welkh lRQUE ”ﬁ@{?&rdogﬂ}ﬁer&ers' stent
storage device nmay, conprise, for exanple, non-vol atiTe nerory Sich  as

flash menory HTHLh&rdedi sieiBr ifidesaapgi thablékept i ol FPB diteepraar enovabl e

medi a drive aELAROt hetrvekoQr agey nﬁ%@ﬂt%ﬂ“ﬂ t R (orage of data and
I nstructions mhlle t he device %2 I s powered ¢ zﬂﬁ;”%%ﬁﬁﬁé nogg FRY may be,

for exanpl e, PASRAREIBRAVESEDARRRER st efict L!Fhe t hetstemenpdamd i | \thet or es dat a
and | nstruct ixengtDehsa X 8¢ ULRE DyhpiPeldIGiRAER RO Tk edP G e device

is powered up. The device 32 nmay urt conprise (not
shown) for &cc%%%ﬁqﬁds?ﬁﬁe%l?éch%¢aﬂh§rsem#erSEhﬂn s&mh d%lestatddn

connecti on (g,ugﬁoﬁsa caRre é%ﬁbam%hgaqﬁtmrfﬁﬁk o z %“ﬁ“ﬁ-ﬁ W;I'Lgl ess

connection (such as a 802.11 link, a ul ar
devi ce 32 maySiR§ t RerPeRTHOrPSer anrohbtentiung sist eimict that memstdes in t he

memory 44 dybhgieapesat Eeﬂc&fontaﬁ@ 1%9!50%1‘3 Plﬁ&eﬁxecui”uﬁf}ﬁ'r{“té’ggtg any

processor&s) 40 as is wel e |nven I'on i s not

part icul dP t§pe dRvepieion IJFﬁg %%tb?md:@é @y any particular type of

resource as the system may be configured to handle any

type of resource or any new resource or type of resource.

Figure 2 is a diagram illustrating more details of an

15 example of the system 30 shown in Figure 1, In this
example, the device 32 may be a personal computer thlat is
capable of access to resources at the site 38 (See Figuré

1) and is being monitored by the computer 34 which is a
 typical server computer in this example. The device may
20 . comprise one or more processors 40, a persistent storage
device 42 and a memory 44 that are interconneéted to each
other in a well known manner. The persistent storage
device may comprise, for example, non-volatile merﬁory such

as flash memory, a hard disk drive, a writeahle optical

25 drive, a removable media drive or another storage
mechanism that permits storage of data and instructions
while the device 32 is powered down. The menio::y 44 may
be, for example, . SRAM, DRAM or another structure that
temporarily stores data and instructions being executed by

30 the processor(s) 40 while the device is powered up. The
ldevice 32 may further comprise some mechanism (not shown)
for accessing the site 38 and server 34, such as a wired

connection (such as a cable modem and cable for example)



be inmplemented with various different operating systems. |In order to

inpl ement the filtering and nonitoring system in accordance with the
invention, the device 32 may 10 further include a client 48 (which is shown
as a software application/software nodule containing a plurality of |ines
of conputer instructions and data in this exanple) that is stored in the
menory 44 and executed by the processor(s) 40 to performthe client
functions of the 15 filtering systemas described below in nore detail. In
the preferred enbodi ment of the inventypn, the client further conprises
one or nore software nodules having a plurality of lines of conmputer code

wher ei n each gyodgl e IfsQr Lesent ctjson filtering system
and 20 the conbi nat‘lmf)]lr;}qofS tnéorgnioefgu | es |(SLP}2n€st sétFllgeozizltllﬁen%i ’fun%tlons The

client 48 mafeal8babelink| ere@RRY dok). rril'heddﬁ‘ax@/va’?a/zgnftfm:tg;deV| ce,
di i ce or as a
such as a pl ¢gmhPige éﬁ" op‘éi‘égirg]%tys\:érﬁpiﬁgﬂgpifeé“s[ﬁiets ¢ &\1/ e{n8 Yhe 25

hardware device, such as an . enpbadded
ASI C. Wen t H4 GuEingf operatdeni of Bhe adewieet sndoiscessmuted lbgmhhe resour ce,

such as agse h [ 3 Fi [ e 1 e _cl,ient 48
mterceptss t%gugggggg(ggngwsga%t H%r s@gg\t,\gn% 'gut e %%%eélsj‘zgoflhéﬁ P8%¢ hen
forwar ded t-olimhbedcby@ny3narticieretymmdiofenpexdt inge syaventinanmafhe 30

client 48 mayeal;H lgf’i}élli‘ﬁ!d L& ndqh3; 809U fﬁ%eﬁ??gﬁér%%ﬂagﬁgsfy% ﬁgggl ﬁrgﬁ? g?ke

a determ nation about e access req Uest i tse

the inventi oAt aBdemhio |ispdeneft a@meﬁlterngacalmdumenltmndn{gorsyeaaﬁ devi ce)
may be cust yAToR 8aP C The sgrver 34 may, f urt her

conpri se one%(li)nr m)rJeI[a %rgﬁ'tet?sgér?%)gggéntéoﬁérs % efEVLEdr 2 B&ice 52 and
a 16 further J.nclude a client 48 (which is shown as a software

application/software module containing a plurality of
lines of computer instructior;s and data in this example)
that is stored in the memory 44 and executed by the
processor(s) 40 to perform the client functions of the
15 filtering system as described below in more detail. 1In
the preferred embodiment of the invention, the client
further comprises one or more software modules having a
plurality of lines of computer code wherein each module
performs different functions of the filtering system and
20 the combination of the modules implements the client
functions. The client 48 may also be implemented as a
mixed hardware/software device,. such as a plug~in media
card that is plugged into the device 32, or as a hardware
device, such as an ASIC with the c¢lient embedded into the
25 ASIC. When the user of the device 32 attempts to access a
remote resource, such as a resource on the site 38 shown
in Figure 1, the client 48 intercepts the access and
gathers data about the access that is then forwarded to
the server 34 in one embodiment of the invention. The
30 client 48 may also gather the data about the resource
‘access and then make a determination about the access

request ditself in another embodiment of the invention.



menory 54 that are interconnected together as is well

may further

associated with the

known. The server

conpri se a database 56 that stores the data and software code

10 server may further conprise an operating system58 as is well
a filtering/categorization nodule 60, shown as a piece of software
the nmenory 54 in this exanple, that processes the resource

residing in

access requests and determ nes whet her or

15 resource

t he dat abasebs6ctustemipmbifoand mirbieuldat aseén. t he dat abase

the filteri

Is assigned a unique identifier that ties the configuration

filtering systemin accordance with the invention. The

known and

not the device 32 may access the

on the site 38 in one enbogi nent of the invention. The nodul e
60 (which preferably conprises one or nore software nodul es) inplenents

di ff t f ' t Il ' t el udi dm nistrati
functi ons  aabEcralsh v (RCERS 190 PRPT RFoE, SPRtH Gy SPRBaBE vt 20

associated with

ng activities. To uniquely identify each device 32, each device

25 and

filtering requesiset ssexveartitumay dewtherandoiefiget Sohée dd | m8Fé& Ng | 0gs
for a part.cul ar i to, be_stored .in, the database. In_addition, the

3 gfo?%%gﬁrnfsguego’i dBnPEFFEFESNL P T 3RRi (4STFCPogdi rRYY 2ach device
seenery r Sducemtt hereanhitidrcofingtaiedl bedbqig Her-angm 1 egeBp bet ween

conbi nati 6n
32 to the

t he device
server 34
i'nvention,
device to a
acconpl i sh

maj ority 10r

15

20

25

30

3% and c uter 34 dur

each respurce ., access request when the

SRR, e SERESE MY, SRFYREL,GRFRTLIR: & PACERRSE GfobBRbent of t ho

sherds | thei nigatay shamqeEtibts tbeef lalskoeifgedf waaresse by a 14
' in a servel is used to

: =
( FETRA, R RB iE, Gheordete Pth e JBPEFLQRr{ oFFR.

séwevepr anessfnnghandcomprise an operating system 58 as is
well known and a filtering/categorization module 60, shown
as a piece of software residing in the memory 54 in this
example, that processes the resource access requests and
determines whether or not the device 32 may access the
resource on the site 38 in one embodiment of the
invention. The module 60 (which'preferably comprises one
or more software modules) implements different functions
of the filtering system including administrative functions
associated with the filtering system and may interact with
the database 56 to request and store data in the’database

asgsoclated with the filtering activities,

To uniquely identify each device 32, each device is

assigned a unique identifier that ties the configuration

and filtering requests to a particular device and permits

the filtering logs for a particular device to be stored in
the database. 1In addition, the combination of the unique
identifier with an initial log-in by each device 32 to the
server reduces the amount of data being transmitted
between the device 32 and computer 34 during each resource
access request when the server 34 is performing the
filtering decisions. In this embodiment of the invention,

the filtering system permits the filtering of access by a



nmenory workl oad of the system and very little need be 5 done at the
client. In another enbodinent of the invention, the device may perform
it's own filtering decisions. In particular, when the server is

unavai lable to the device, the client operates in an offline node
specified by the server, such as for exanple, the client 10 logs the
accesses and then uploads a log to the server when connectivity is
re-established. Figure 3 is a diagramillustrating further details of a
client/server embodi ment of the device jesource access 15 filtering and
nmoni toring system showi ng nore details of the device 32 and the server 34.

I'n this exa i clh eV Lncd u ne. or re.typical software
appl i cati onrsn:)(f'gfl"’altctemﬁ‘:gsjhftgl bgﬁﬁg%g:egﬁﬁgé%‘;l& g% ng}rgeon%re&f}nguf%ﬁersuch as a

web browser 748 u@edAdic mcsespliste the0 fOiteviolg Bepiessny4, Thid ok 76, gn
FTP client ( S onher Ll . {nhot _shown) _and/or,_a ne r eader
78. \Wen usinlglﬂge a%‘g%rt ﬁgge typi %afnagght\g/&ar Eérap S c%f?%er?élf‘ﬁatan\g;tterrpts
to access a resmorE megddead, ofhéhenbysimt,i cmd abaty Iiutﬂ@gﬁﬁka &gsouiﬁe
access .is ¢nt ept,ed th client 48 so that it.can be sent to e
server 34 %o<ﬁ§%te%%ingxff g%%%gg tgnthgnféﬁﬁﬁ(ﬂﬂﬁgPdFﬁg%ﬁrd§§s ld be
permtted forinvieatpani i didear defeidec emayt npentoenbad? BENdwn @ﬂ}ﬁiﬁr@e{ ver 34
si de, the serg.ek hef. C i a _.Mcrosoft's |nternet or.mat i on
Server (119) % E?%géé 'BOf? e@%@?fﬁﬂ’e at'a TrofTAE clPePARB P Phe devi ce
32. . The invdet ithe | deviote,| i the eclitentusipegatée ﬁhSaanobimn_Eefmouapl ement esl
I n.ot her man s al ery 0 may the forward that i nf.ormation onto
an 11S plug- %ﬁggﬁf% atﬂblléﬂ?ef osre%/ér?gé THE it %ognte@faﬁp Gt e @é@?‘&n engi ne
84. The 10 logs the accesses and then uploads a log to the server

when connectivity is re-established.

Figure 3 is a diagram illustrating further details of

a client/server embodiment of the device resource access

15 filtering and monitoring system showing more details of
the device 32 and the server 34. In this example, the
device 32 may include one or more typical software
applications that might be used on a typical personal
computer, such as a web browser 70, an AOQOL browser 12,

20 Outlook Express 74, Outlook 76, an FTP client {not shown),
-a Gopher client (not shown) and/or a news reader 78. When
using any of these typical software applications that
attempts to access a remote resource, the information
about the remote resource access is intercepted by the

25 client 48 so that it can be sent to the server 34 to
determine if access to the particular resource should be
permitted for the particular device. In one embodiment,

. on the server 34 side, the server further comprises a
Microsoft’s Internet Information Server {IIS} 80 that

30 receives the data from the client 48 on the device 32.
The invention is not limited to using the IIS and may be
implemented in other manners. The IIS server 80 may then

forward that information onto an IIS plug-in 82 that



1S plug-in 82 may deternmine a particular client associated with the
device 32 using a client database 56a (part of the database 56 shown in
Figure 2 in a preferred 5 enbodi nent or a separate database) wherein the
client .database may be nmintai ned using an admi nistration nodule 86. The
adm ni stration nodule may contain, for exanple, a Ilist of all nonitored
clients that are installed on renote devices along with the settings for
each client that may 10 be stored in the _client database 56a as descri bed
in nmore detail with reference to Figurg 7. The 1S Plug-in 82 may further
conprise an offline filtering nodule, an unfiltered ports nDduIe and/or a

15 filtering saRSiddsViché HEY! Snedh rivae {BY Lhen cq ate the
of fline mode, untiltered ports %gega%{é/gf%rﬁ? e%%]rpﬁ ti4i t yT ettings
for a parti cl S aplugming o 82 h@ae'l i @etevmingh taherpantﬂlcenrem seifmgtof fline

filtering, undolhated pont Suld LLesLo gstza%glf 14 el NG, S ERRLEL L 1,20 'pgyg!ss

The client may conprise an offline erin
modul e and a Rarteefnghe séasbaisei 66 shoon énV\E\:bgtﬂJen Zea(nh a"peuf&rredp! ement s
dul e nay be |nplenented

the respegti oRs o and e ch o
as a pl ural | te\ﬁﬁo Eﬁ?{r,]%és%% EE:or%rg %‘Lrtl %‘%a}bﬁﬁf" 2 RErELn, NG eGLIBRE he
processor ifabdeqi Bay dre whilolatihed wdingnhnr edmdeistrii€ok ahRRALI zati on
engi ne 84 maygpul by g 0 £s froma rules database 56b (part of
the dat abase)é56 30 ;’3‘5&&91 3?25{'214}% n{g% B SF BTN EXPPLE sBpar at €
dat abase) thafst sofedlit aloneuomd ar:ln.ahés i arst IrdtagnedBE Utmo88. The

rul es adm ni ggggéégnam}fj;u +R8 LBy Q be_used to create a new rule as
‘described in nore det wg. tHe sé‘Lé ings for each cfient that may .
be stored in the client database 56a as described in more

detail with reference to Figure 7.

The IIS Plug-in 82 may further comprise an offline
filtering module, an unfiltered ports module and/or a

15 filtering sensitivity module. The server 34 may then
communicate the offline mode, unfiltered ports mode and
filtering sensitivity settings for a particular client to
the client which then implements the offline filtering,
unfiltered ports filtering and filtering rsensitivity

20  levels. The client may comprise an offline filtering
module, an unfiltered ports module and a filtering
sensitivity module wherein each module implements the
respective functions of the client and each module may be
implemented as a plurality of lines of computer code that

25 are executed by the processor of the device on which the

client resides.

The categorization engine 84 may pull categorization

rules from a rules database 56b (part of the database 56

30 in Figure 2 in a preferred embodiment or a separate
database) that is maintained by a rules administ.ration'.
module 88. The rules administration module 88 may also be

used to create a new rule as described in more detail



below with reference to Figure B. The categorization engine may store its
results in a nonitor database 56c (part of the database 56 in Figure 2 in
a preferred enbodinent or a separate database) that is naintained by a 5
noni tor nmodul e 90. The monitor nodule 90 may, for .exanple, collect.. and
di splay information about the Wb surfing habits of each client or of all
of the clients. The nonitor nodule 90 may al so include a real-tine nonitor
nodul e (not shown) that permits a user of the nonitoring 10 systemto show
the Internet connections for renote usgy of the devices as the connections

are requested. In accordance with the invention, tha cat egori zation engine
May categor i 2R18wPaliithC WeHerbLL" #B! iF9BuEEaYeSt based upon ; one or nore

pi Zces of dat a. ."ql'heli nforngtri on reques umay 15 be. cat ggg???ez&tbf’?nar! ly
based on t he *¥PtRead@¥e§50F® Bbs Zededsednbya thmnideni adatabhsecategori zati on

engi ne ma S0t U 1 h | ££' 8 host oL, a, server-side
cogf i gur a%l qul t91<:a_r ﬁt i %/I(Iaé ngirirgﬂ(/a\lf\/ﬂegn% hgﬁdg\;ggge déesihof i @réeﬂps_t nane) ;
and/ or 2) thémhediments ogypr eepansder deahaant thata isemabntsimel b?ﬂil QU{ ﬁbl e
alternatiwe o] i 5 th do_nof. hav user, .nane) . us, e

cat egori zat | gﬁﬂﬁﬁ e?rliogq éé[mgﬁtsher(aal?hcger e ézogcclgos%}]ﬁ e 20 i‘)%!rc 8. are

conf i gur abl e ®kePEe pafelladtarambviaylayerinfofoat immmpbeut t bige | gyl of

access -may chapgs,Aepsnqisng 0 oy. nigrity or .status within
t he conpany. Q%n aggm' ni gtsr g)tfo%a%‘gdylfgei no‘{r sqr%gv?/ﬁ)(i rﬂ%{/ Jﬁ%pl‘ﬂﬂén ®schedul er
that perm t sThharquidor: podiwle 99 peprilsc dnobrier a asbdABinG alohyte&n t he

TS0’ ag ot PRSP S, SALECE UL MR IR 10
categori 48 as¥itam ta ghew udle Johermit ageneci(innt Showndte user of
- the devices. as the connections are requested. In
accordance with the invention, the categorization engine
may categorize a particuiar information request based upon
one or more pieces of data. The information request may
15 Dbe categorized primarily based on the site address to be
accessed by the device. The categorization engine may
also wuse i) the device’s host name or a server-side
configurable alternative name (when the device does not
have a host name); and/or 2) the device’s current user
20 name or a server-side configurable alternative .name (for
devices that do not have a user name). ‘Thus, the
categorization criteria (and therefore the ~accessible
resources). are configurable for a particular device/user.
For example, the level of access may change depending on
25  the employee seniority or status within the company. An
admin:_i.strator module (not shown) may include a scheduler
that permits the user to set-up events to occur
automaticaliy on the server, such as database updates,
database maintenance tasks and the 1like. The
30 administrator module also permits a user to categorize/re-
categorize a site. A virtual control agent {not shown) is
an optional module that uses artificial intelligence to

automatically visit and categorize sites that have been



an optional nodule that uses artificial intelligence to automatically

visit and categorize sites that have been 17 accessed by the user, that at
that time, did not have a category. The admi nistrator nodul e al so has a
web reporting nodule so that the system can generate reports on the
client data and the. surfing habits. The various 5 nodules of the renote
conputer 34 may each be a piece of software with a plurality of |ines of
code that inplenments the functions described herein. Figure 4 is a diagram
illustrating nore details of the 10 Sgrver portion 34 of the device
client/server enbodinent of the invention and Figure 5 is a diagram

Il lustrating Il.s of the_device 32 paqrtion of the device

cli ent/serve?cggn%%dfﬁggﬁtth@f W& | Fig%‘ht‘? n&’a&s Asandifl nefglRree 2 an

i npl enent at i oatefortthe serher ahihssistarer lbodler eabsan KEL dat@kmse is used
to store the for the, systemand a web filter rules engine service. An
exanpl e of 5g$§fhﬁ§i Ag P&Pex?ngﬁﬁiggﬁhﬁ%ﬁ it FPR nEeNSRASRL FBROEMY  how a
rule is creabedths debart bixta mneDiRe detiafindoalabwrs\i t theekgremnge to Figure

8. As shown |n. K gur the 20 client 48-on the device further conprises a
7t algailes o %hfoﬁ?m%tecI@E‘ﬁfé%’b%ﬁ?aé’aﬁaﬁﬁsbPa?ePl?L‘{’FZPfa net wor k

user intefface portoi 0
i nterceptor safteartO4itmc plureldge ofedingd 136.cbhat tRiOrgp1ehditts

configurations for the particular client 48 as well as any log files as
descri bed be‘l%oﬁm.ﬁpﬁfgémbg ECrS eééleéﬁb’adi ment, each of these portions and
| ayers is a piece of software being executed by the processor of the

device. The user interface portion iggggenerates the user interface of

the nonitoring SyStEf 1 HE 2 S1a9Eh & Ttingemprg rdedad L9t i & ude

configural i areryeer pont£sh aB£ of the device client/server embodiment
of the invention and Figure 5 is a diagram illusfrating
more detalls of the device 32 portion of the device
client/server embodiment of the invention. As shown in
Figure 4, an implementation of the server 34 is shown

15 wherein an SQL database is used to store the data for the
system and a web filter rules engine service. An example

of a filtering rule in -accordance with the invention and

how a rule is created is described in more detail below
with reference to Figure 8. As shown in Figure 5, the

20 client 48 on the device further comprises a user interface
portion 100, a client communications layer 102, a network
interceptor layer 104 and a storage medium 106 that stores

the configurations for the particular client 48 as well as

any log files as described below. In a preferred

25 embodiment, each of these portions and layers is a piece’
of software being executed by the processor of the device.

The wuser interface portion 100 generates the user
interface of the monitoring system that is displayed to
the user and may include configuration user interface

30 screens. The network interceptor layer 104 may gather the
data from a resource access request to an external site
while the client communications layer 102 may format that

data into a format to send to the server 34 and receive



30 screens. The network interceptor |ayer 104 nmay gather the data froma
resource access request to an external site while the client

comuni cations |layer 102 nay format that data into a format to send to the
server 34 and receive 18 the server's resource access decision and

i mpl enments that decision. During normal operation of the systemin
accordance 5 with the invention, the device may initiate a resource

access request to a resource on a renote site, such as a web page from
Amazon.com and the client 48 captures;¢dhe data associated with that
request, such as the site address. The client may al so gather the device

identifier 1 n o i d , forwar e resoyyce access
request dataq?% ?ﬁg%ggr%gﬁ%gﬁscgﬁ%§§%gvg%8%§§nﬁﬁ@ﬁ,g%%@ it n%EﬂE resource
access requestecdaien. nake a categorization/filtering decision to generate
a resource access decision and then send the resource access decision 15

back to the client 48 so that the client may take the appropriate actions.

Thus, the renpt eDgwingrngmplpepecatiorn eafl - theresyateint dm ngcardahid t eri ng of

t he resource ess. I s of ;t he .device 32., .. _however, the server 34
is not avai Iwggﬁe%?l s tlﬁ]g'gﬁg%ﬁnc’e 1E'%taord%tvrﬁ?er éﬁgonl)n,lttiﬂgﬁ Ph&eP8YH8Yi ce may
perf orm of f | aonee$s | teqiasy whenerasdsdrzedeni aerdmotd sitespenshbie 4or its own

nonitoring apg.f] rj n he devi (a ence the client) is unable
to connect tggbthéégetﬁég,ﬁﬁpgoﬁﬁ ?m%uﬂﬁgnggergggﬁﬂ%c (ﬁ?é%ﬁrﬁer | ar
basi s, such dstaverssobiaterit @dthwhilat thequalsicentsich 25 conegies to the

S pereh: PoRIRA L AT oD LS B e BT S
S 10  and other device data and then forward the resource access
request data to the server 34, The server may then, based
on the resource access reguest data, make a
categorization/filtering decision to generate a resource
access decision and then send the resource access decision
15 back to the client 48 so that the client may take the
appropriate actions. Thus, the remote server may perform
real-time monitoring and filtering‘of the resource access
" requests of the device 32. If, however, the server 34 is
not available to the device (for any réason), then the
20 device may perform offline filtering wherein the device 32
is responsible for its own monitoring and filtering. When
the device (and hence the client) is unable to connect to
the server, it will attempt reconnection on a regular
basis, such as every 5 minutes, while the client is

25 connected to the Internet.

puring the offline filtering, the device/client mnay
operate in different modes of operation depending on the
configuration of fhe particular client by the server. For

30 example, the client 48 may permit all Internet'accesses,
but log each resource access reﬁuest into a local log file

{a “"Log & Allow” mode) fhat may then be later uploaded to

the server. Alternatively, the client may block all



configuration of the particular client by the server. For 30 exanple, the
client 48 may permt all Internet accesses, but |og each resource access
request into a local log file (a "Log & Allow' node) that may then be

| ater uploaded to the server. Alternatively, the client may block all 19
Internet access (a "Block All" node) or allow all Internet access with no
| ogging (an "Allow AIl" nbde). In accordance with the invention, the
offline logs recorded on the client may be stored in the | ocal storage of
the 5 device, such as the nenory or pergi stent storage device as described
above. If the log is later uploaded to the server, the log file may then

be del et ed onrdherrdevheesss i@ aB56 el dn&iiOBi Moy LY hRGLLIde MY be
encrypted. The log file may further include sone basic nonitoring 10

capabi | i ti es e e¥EUndtRt hdPIFERP t d3Per iHdort AWY’ @odent. | rEnaccor dance

Wi th the invesdddd@ant8ewoty | tme irﬁ&ntwehpaﬁié‘%fﬁlnknibgger% gt h
throttling so that when the server cones back online, I's"not over| oaded
by numerous Uit ChiEntt pe¥nhet sterb e tthei doraysstoradee ofl Theerver. | n

accor dances Widdvildag koMeNtd @Re hdiRoSLLY ef@%teh@cé%gghg%ﬂ{jm njgstrator
‘as a |

nodul e 86 that permts a system admnistrator, suc e *nfor mati on
Officer for £°FriBFPorEPYdN, BF tHhe dageris i lateix ypisiadgdamoauthenat ed

al gori thm ! aeadhust thhe1operaid amy0leddiC vl libeEta ANdnd™RLliQLlng system
~in accordance with the invention. For exanple, e filtering 33n3|t|V|ty
~of the systeh Eh@referksd smbaginent nitdendog afidessey beeehidtymdrdd on a 25

particul ar dewecogf Of1 182Gy AREBY nREuas USLRIT S BdhYstd 59 that the
amount of_ Internet traffic '
: capabilities to detect unauthorized tampering of the
client. 1In accordance with the invention, the offline log
uploading may include bandwidth throttling so that when
the server comes back online, it is not overloaded by
numerous clients all trying to upload their logs to the

15 server.

- In accordance with the invention, the server may
include the administrator module 86 that permits a system
administrator, such as a Chief Information Officer for a

20 corporation, or the client itself (using an automated
- algorithm) to adjusf the operation of the filtering and
monitoring system in accordance with the invention. For
example, the filtering sensitivity of the system (the
level at which Internet accesses are filtered on a

25 particular device) for each  device may be
customized/adjusted so that the amount of Internet traffic
being filtered may be reduced for a particular device
which reduces the amount of bandwidth of the device
dedicated to the monitoring and filtering operations. For

30 example, a device with a slow Internet connection, such as
GPRS for a cellular phone, may have its sensitivity
adjusted. In accordance with the invention, the filtering

sensitivity for any device may be adjusted based on any



being filtered may be reduced for a particular device which reduces the
anmount of bandwi dth of the device dedicated to the nonitoring and
filtering operations. For 30 exanple, a device with a slow Internet
connection, such as GPRS for a cellular phone, may have its sensitivity
adj usted. In accordance with the invention, the filtering sensitivity for
any device may be adjusted based on any 20 particular characteristics of
the device. In a preferred enbodinent of the system there nmay be a high
filtering level, a nediumfiltering Igvel, a low filtering level and an
automatic filtering level. At the high filtering 5 sensitivity level, the

t I rtext transfer rot col (HTTP)
[S)gftgmarrlgyal I%%%éa re %heastg%%liaéﬁcfs Pﬁ?%lb%gcfvilﬁﬁ fit?tef sPH®FE%0ur ces
i ncl udi ng, f cﬂmbesiammie, opophaipsdsen, Theetd gﬁaj |}:bet ed | Righ SEIltidriivyt y

provi des a var, hog Qo hi in ut .ma ct f|| erin peed and

per f or mance i %Texre?i %ew célL\i ?‘f{e H P §%s go O‘F PEénﬁc gﬁéuests

t he medi um Iasaveautmnas:ensmul\tet;mg alllavab.n H'INHD pbét&u@hle ﬁﬂt@&@.ﬁ%zlcedl but
iles, sound files,

only HTTP ga o egorl ed whi
st y?/e sheeltos%gﬁéf%fﬁtryz&ggg e SXB oM e at g%rel"%@BleAt filtegnalbnsitivity
| evel, all nmnn+ﬂﬂﬁbrqaxttsram&fexamegb®¢dkﬂﬂﬂTmB§ potis tAR Lanverraddr ess

art of the guest orized and_f results may be cached for
g'very Shortrggggégé;lﬁghet ?ﬁ() c T%giipgofflikﬁf§ltFiityre§9$§°€?lent
chooses t he hhghydiragi Lﬁnroremampaép bevalp based orhd heigyeriagersegver .

rutomat o neans ERAYY Bear 0 Y rPEuC PhSTabe i tEiRst nRYC aBilists ¢ he
sensitivﬂDy.1ﬁpacmm£&aﬂex;nghepbe@hah¢Vﬁérﬂﬁmmah6eUiﬁdthe device is
.- making a lot of resource access requests. At the medium
level of sensitivity, all non-HTTP ports are categorized,
but only HTTP page requests are categorized while image
files, sound files, style sheets and XML requests are not
15 -categorized. At a low sensitivity level, all non-HTTP
| ports are categorized, but only the server address part of
the HTTP request is‘categorized and the results may be
cached for a very short time. At the automatic level of
..... sensitivity, the client chooses the high, medium or low
20 level based on the average server response times (response
latency) and pre-configured thresholds. For the automatic
mode, the client may include a piece of code that adjusts
the sensitivity. Fox example, the high level may be used
while the response latency is less than a predetermined

25 period of time and then be reset to a medium level.

In accordance with the invention, the system may
 filter all TCP/IP ports wherein some of the ports are
treated as HTTP web requests either made directly to the

30 resource at the site 38 or via a Proxy Server. 1In order
to reduce needless communications with the server for
device access to ports that a particular company is not

 interested in filtering or monitoring, the device 32 may



while the response latency is less than a predeterm ned 25 period of tinme
and then be reset to a nediumlevel. In accordance wth the invention, the
systemmay filter all TCP/IP ports wherein sonme of the ports are treated
as HITP web requests either made directly to the 30 resource at the site 38
or via a Proxy Server. In order to reduce needl ess conmmunications with the

server for device access to ports that a particular conpany is not

interested in filtering or nonitoring, the device 32 may 21 be inforned
(by the server) of which ports are to QF comuni cated to the server and
whi ch of those ports are to be treatell as HTTP web requests. Thus, the

server may beg. _C ' d,, for, a particul company, with, unfiltered 5
“ports (the | |ebs% gﬁ%%érﬂetrcg [t EI&‘T’ eg%‘fe 0 % ‘({%{H}{mg%f{&‘edarq ot? h&eserver.)
I n accor dancecosimuiithted rivenhi oferveeand iviichl oPOtidsd Pobid tak apd/ or treat

as HITP request I C | cated to the device during the |ogin procedure
of the devi ?é? %F%S%Ef]i g?\t y "FReFPIESESr m'ﬁlf‘lushnf%et SFEWRZL@aY¥oPE acti on

which is an asdnddgbredactfioan 4 alpeptWhidarancomdly, Cali eXEL0u4ekag On the
n _unfiltered port. In a_current I.nplenentation

device att ts,to cess

and one enb (ﬂrﬁgnt(%g’ ?ﬁ%gs%tpé’r’ﬁtstﬁléat}i e drots itor bei rgmpticatadd HTTP

ports are haro-audedsénter.)he Heraboraghéaeneen | Bnd 51 2naitheh, eFhedi ment of
the i nventiorl,isg:he server m‘ayfliilgnal ze a set/list of rules' (which may be

" adj ust ed/ cust ot z&8) PIRE 1% T SdBhi FEvald afoMTIP| sequastenatrecal |y

gener at ed fr comhinei catiees.tol heuabilde rc&i}inﬁlc)ﬁ;h?ag%'ggpspf@téd{lggl yﬁlte, for
0 ese port_requests are

exanpl e, an %kl ow all OPtiﬁ%‘% 2c iirr11 whi ch_a L : ] .
al l oned (an "AFI i\l e)C1180Y)| BR% LReR oBEFERFI a1 Brydk tared node) s
.10 port action which is an automatic action taken when an
' application executing on the device attempts .to access an

unfiltered port. In a current implementation and one
embodiment of the system, the list of filtering ports and
HTTP ports are hard coded into the server software.. In
15 another embodiment of the invention, the server may
analyze a set/list of rules {which may be
adjusted/customized) and the list of monitored ports is
automatically generated from the rules. The unfiltered
‘port actions may include, for example, an allow all option
20 in which all of these port requests are allowed (an “Allow
All” mode), a block all option {a “Block All” mode) is
which access to all unfiltered ports is blocked and a
filter option (a “Filter” mode) in which the port request
is communicated to the server which is useful for rules
25 that in a typi_cal Web filter usually affects all ports,

such as block everyone from adult content.

Figures 6A and 6B are two different examples of an
installation of the filtering system in accordance with

30 the invention. For each installation, the server 34 is
positioned so that the devices’ 32 (with the clients) mayr
access the server over TCP port 80. In E‘igu're 6A, the

server 34 may be positioned external to a main protected



whi ch access to all unfiltered ports is blocked and a filter option (a
"Filter" node) in which the port request is conmunicated to the server
which is useful for rules 25 that in a typical Wb filter usually affects
all ports, such as block everyone fromadult content. Figures 6A and 6B
are two different exanples of an installation of the filtering systemin
accordance wwth 30 the invention. For each installation, the server 34 is
positioned so that the devices 32 (with the clients) may access the server
over TCP port 80. In Figure 6A, the sgrver 34 may be positioned external
to a main protected 22 network 112 (wth its internal conputing devices

114) and conpse t or RQr s ri.dage/ router/firewall
device 110 as sh%&g %gztn%ﬁt ﬁgg g’é\%@%&@%ﬁ%fg c?ggﬁg?%eﬁlskér\?gfi 34. In
the exanpl e H¢®nAcEedn Fi §are 6Bhet he searperaBed may ne¢wbekat edviat hin t he

network 112 b reval,l be copfiqured o ,allow traffic
on TCP port ggqgégf%ﬁgﬂggkéﬁe tﬁaf |chg%hgifgkt%d“ﬁb §8r§é?t35Leln bot h
cases, the delgvieegBamay abtess dheosemmsircadtie ir lthHehexsgpMershddnand

t heref ore 4 he J1Q.sgruer-scan.perfqrmt renote ni_torin nd filtering
operationssf %ng&}:%%,;%i IGIBtﬁs&rh%t esse(}gﬁ@reggnﬂ\ag 55’16 ﬁ%&%?gr "&‘i‘f@‘é’?fﬁtﬁ% 120 for
an exenpl ar y nefypbekrehtZtansh thent tibecklmwallliladmist She ageirigpgduie. The

admi ni strat ok i ks t.point far the system and provides a
cust oni zabl etgeglcir%tq%ggégﬂgrgcﬁﬁ g’r% eé@e‘-ﬁ gé’ngnastﬁée S&@ffitfigtSfor each
particul ar ddireetediHe® ssaevernBér f ale botR0 chBes Ldeise adstiBaRBY RRsti on 122

' ' ' ' lon 122 lists
:PF ng|’entagféa{$ ég%ﬂﬁ%&EEQQ %f%h\MH%r%Bgvépesfugygfghé¥ggsge the
- 10 server can perform the remote monitoring and filtering

operations.

Figure 7 illustrates.an example of the user interface

120 for an exemplary implementation of the client

15 administrator module. The administrator is the main
management point for the system and provides a
customizable description of each remote device and the
settings for each particular device. The user interface

120 includes a summary portion 122 and a client detail

20 portion 124 wherein the summary portion 122 lists all of
the clients currently entered into or logged into the
system (only one is shown in this example for simplicity.)
When the user of the administrator module selects a

. particular client from the summary portion, the client
25 detail portion 124 shows the detailed settings and other
information for the particular client and the device on
which the client is being executed. The client detail
portion 124 may further include a client information
portion 126 and a client settings portion 128 wherein the

3¢ client information portion 1lists information about the
particular selected client/device and the client settings

- portion permits the administrator to adjust/set/reset the

settings of the filtering/monitoring for the particular



the clients currently entered into or logged into the system (only one is
shown in this exanple for sinplicity.) Wen the user of the adm nistrator
nodul e selects a particular client fromthe summary portion, the client 25
detail portion 124 shows the detailed settings and other information for
the particular client and the device on which the client is being
executed. The client detail portion 124 may further include a client
information portion 126 and a client settings portion 128 wherein the 30
client information portion lists inforgption about the particular selected
client/device and the client settings portion permts the admnistrator to

adj ust/set/r eg8knthgeviset t i Ngg50f 5t fislt egd ng/ Ltorikng for .the
particul ar 23 c{li ent / devi ce._ﬁis E's'h(%;{"‘\jr\lln ilh t%ﬂé@clcﬁg’%&i n?BE?Rﬁfﬁtéﬁn portion,
each client PREtaOUNi §achi dddenti dasi on (nbgue Cldemitificdashomn (ithe Fi gure 7)
that uni quel 51 jbdenid fdnesme kert inst i .S0 that the settings
for each cli entJ.' 5 may be st%ng‘digﬁ}rfbt ma %staglé%g}.eﬁnn lt%ﬁg}:iﬁreésnteagétti ngs
portion 128, Glhenhdipshiallpsion semyhatetthearsiebtitnds | fer i exgehangd igmni t ori ng

settings 4§ NelaydbdGkt+dQH EXaY ffline action setting 130, an 10
unfiltered porfs setting %éz, a%PFﬁgggLsensitivity setting 134, a user

name setting 136 and a host name setting 138. As descri.bed above, the
of how t he ol ientt Gp(ctasapar e BRBIG Jab. L b8 2t RRR SRRt < To the
15 client an@aYhesetf| Fariawt i ofsltering peeder nentwodiodi mdtcing@y be
por s S oY, b S B el U5R00 B aaf el L1 L
client sH8ul unfiltered ports setting 132, a filter sensitivity setting
.- 134, a user name setting 136 and a host name setting 138.
As described above, the offline action setting 130 permits
the administrator to select an option of how the client-
will operate when the server becomes unavailable tc; the
15 client and the offline actions, in a preferred embodiment,
may be selected from “Allow All”, “Block All” or “Log and
Allow”. The unfiltered ports setting 132 permits the
administrator to set how the particular client _should
behave when ports not included in the Ffiltered ports are
20 accessed by the user of the device. In a preferred
embodiment of the invention, a selected list of TCP ports
are chosen to be monitored in order to reduce the total
traffic between the client and the server. The actual
_selection of ports being monitored may be modified using
23 the administrator modules. The list of default TCP ports

may include, for example:

PORT APPLICATION NUMBER
HTTP Web traffic 80, 3000, 3080
HTTPS Secure web traffic 443

FTP File transfers 21

NNTP Newsgroups 119

POP3 E-mail (receiving) 110

SMTP E-~mail (sending) 25

AOL American Online 11523




behave when ports not
user of the device.
list of TCP ports

included in the filtered ports are 20 accessed by the

In a preferred enbodi nent of the invention, a selected
are chosen to be nonitored in order to reduce the total

traffic between the client and the server. The actual selection of ports
being nonitored may be nodified using 25 the adm ni strator nodul es. The

list of default TCP ports

may i nclude, for exanple: PORT APPLI CATI ON

NUMBER JUTP Wb traffic 80, 8000, 8080 |1TfPS Secure web traffic 443 F1P
File transfers 21 NNTP Newsgroups 11924 POP3 E-mail (receiving) 110 SMIP

E- mai |

(sending) 25 AOL Anerican Online 111523 24 Thus, for any port not

specified as filtered or added into the nonitored ports by the

adm ni strat or,

above, 5 the un

iltered ports setting will apply. As described
hiFis oy ki
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t he device behmg used by t
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evel ,_a lowfiltering
Hee f the eAlder.r Ml bs ka@lﬂam cﬁ‘llaemsmodeQS name or

|flﬁel¢sersé&?§liecm§t§pe%lefttfﬁg by 134 rulgpithen rggardless of

an aut onatrt f||ter|ng

nistrator to set the level of sensitivity of the
filtering for the client. As described above, the
selections may include, in a preferred embodiment, a high
filtering level, a medium filtering level, a low filtering

level and an automatic filtering level.

In general, the filtering rules may be based on a user
name or host name. Thus, if a user name is specified by a
rule, then regardless of the device being used by the
user, the user filtering rules are applied. If a host
name is specifi_ed in a rule, then regardless of which user
logs into a particular device, the rules based on the host
name are applied to that - particular device. Thus, the

user name setting 136 permits the administrator to set the

‘user that is applied to the particular device. This user

name is used by the server for all filtering decisions for
the client device. The name can then be used to check
against the rules in the rules database to determine the
appropriate filtering for the particular client user. The
user name setting permits the administrator to choose, in
the preferred embodiment, from a client specified name
mode, a server override mode or a server default mode. 1In
the client specified mode, when the user logs into the
device executing the client, the client sends the user log
in name to the server which is used as the user name. In

the server override mode, the administrator can specify a



user, the user filtering rules are applied. If a host name is specified in

a rule, then regardl ess of which user
rul es based on the host 20 nane are applied to that particul ar device.
nane setting 136 permts the adm nistrator to set the

Thus, the
that is app
server for

user

|l ogs into a particular device, the

lied to the particular device. This user nane is used by the

al |

filtering decisions for the client device. The nane can

then be used to check 25 against the rules in the rules database to
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needed for the job. This mode may also be used when the
client is unable to supply a user name, such as a mobile

phone. The server default mode is used when the client

specified mode and server override mode are not used so.

that the device may still be filtered at some level. The
host name setting 138 specifies the actual device (in
contrast to a user of the device) so that devices or
-groups of devices (with particular characteristics) can be
grouped together, recognized and filtered according to the
filtering rﬁ]_.es for that group of devices regardless of
the individual using the device. The host name settings
permits the administrator to select, in a preferred
-embodiment, from a client specified host name mode, a
server override mode and a server default mode. In the

client specified mode, the client of a device, when the

~user logs into the device, provides the network name of

30

the device to the server. In the server override mode,
the host name is used to identify the device as a member
of a group which 1is useful for devices, such as a mobile
phone, that cannot supply a host name. In the server
default mode, this is the host name used when the client
specified mode and server override mode are not used so

that the device may still be filtered at some level.

articular sites needed for the Jjob. This

nane,

bréstedhne dMews exdeesiiaialld JPU& | sasaedinbepsthie client



specified node and server override node are not used so 15 that the device
may still be filtered at some |evel. The host name setting 138 specifies
the actual device (in contrast to a user of the device) so that devices or
groups of devices (with particular characteristics) can be grouped

toget her, recognized and filtered according to the 20 filtering rules for
that group of devices regardless of the individual using the device. The
host nane settings permts the admnistrator to select, in a preferred
enbodi ment, froma client specified ho nane node, a server override node
and a server default node. In the 25 c?lent specified node, the client of a
devi ce, when the wuser logs into the device, provides the network nane of
the device to the server. In the server override node, the host name is
used to identi fyFiclvere:idi/iidduasrateBardneEXamﬁleaogrttmp WQéﬁhm@‘ertfggg ul for

devi ces, suc S hone, . t hat cg S host nanme. In the
server defaus? ngo Phl qs RS HHS RSHEhﬁéeﬁ §%§ %Fﬂénkﬁqq§ﬁ9r specified
mode and- ser wedubeer r i The rrmtkaasarmdnﬁmusltjlsﬂbrsq:e:ﬁmfs tde &'\Fﬁﬁd&f@z?’ﬁy still be
filtered Y, 26, Figure 8 illustrates an eo € user
i nterface%aS%gngrognE#?n)yﬁ%&ﬁtg?lEﬁF%fP PRB 7 IEe Jﬁgﬁ?E%QQHWFFESnDduIe The
rul es adni ni $heatieerpénhetfacan siwiorazedrube USEZ 86 Hheofyshemnio create

e shows each rule 152 as a

Cow in tne dvebFal WHH B aHFFiSEh iaragter e ertbishget o oach

rul e, such agatheruy@£ SﬁcHlﬂ&itHdNtYpEEbfdQu16ﬁ tiee WhdCluckhgsrede applies,
the threshold for the

Tuie aha the RRGTTEe FilE, SRLTSRs e (RE BF RRLSTR & onr ARt 1
: 10 rqle applles, the .threshold for the &rule and the
notification characteristics of the rule arranged in
different columns of the display. The types of rules
include ALLOW (allow the content specified by the rule},
DISALLOW (do not allow the content specified by the rule)
15 or THRESHOLD (allow the content specified by fhe rule if
it is within the threshold values). For the threshold
rules, a user specified by the rule may be permitted to
access the Internet for a set period of time, for example.
For each rule, the administrator may specify the
20 clients/devices or groups of clients or devices to which
the rule is applied during filtering operations. For each
rule, the administrator may specify the type of content to
- be filtered. For example, as shown in Figure 8, the
content may be adult/sexually explicit, travel, gambling,
25 executables, etc.. although a rule may be created to
filter any type of content and any type of content may be
added into the system so that a new type of content may be
filtered in the future. Each rule also specifies the time
during which the rule is applied, such as ANYTIME, After
30 Work and Weekends, Worktime, etc.. wherein different time
periods may be given a new name and then the time period
.specified by the user. Bach rule may also have a

threshold as described above as well as a notification



different columms of the display. The types of rules include ALLOW (all ow
the content specified by the rule), DI SALLOWN (do not allow the content
specified by the rule) 15 or THRESHOLD (all ow the content specified by the
rule if it is within the threshold values) . For the threshold rules, a
user specified by the rule may be permtted to access the Internet for a
set period of time, for exanple. For each rule, the adm nistrator may
specify the 20 clients/devices or groups of clients or devices to which
the rule is applied during filtering ogerations. For each rule, the

adm ni strator may specify the type of content to be filtered. For exanple,

Ganbl i ng, 25 imectopre® FRALTlodBedl T B0 YBe LBl fiiver
any type of Jd&idaedarhbrasertyie ashtenhtionbeimy doeesadddsy ianteekhe system
so that a new type of content may be filtered in the future. Each rule

al so specifies the tinme during which the rule is applied, such as ANYTI ME,

After 30 Work andnVeetaiddoce\Wwikhithe isventiohetbinfdltéeimntindlese periods
may be giwen t he, 1.i eriod_ specified by the user.
ﬁneg%ﬁ%\% a %h?‘gi; St'oI %dnglél ggggagtrqrbg@yawgras whei ca8s a

Each rule may al so
notificationaggesghyhatt eréaticft e Ipexinkkeatwiwhatntile sYstaamis

notified whegpgertai tent is.heing essed by a user. ,In accordance
w th the. i nvent: fﬁ?htghg‘gP B anség%e'ﬁ eéaaﬁ%“’dBﬁePSig%%Fb Ot B&tR3M e
admi ni st rat oFakegogoverihh whidesan suchccass WeatusAngas «¥pltibhety nt gFnet at

what tinme of .d e | e . .he sitive (all ow access to sites, a
‘category of si tgge%r%e-l?gh gg "rgee‘g%%l"f%y 3)%%?5(]51% " gaS‘Fessf‘ esour &&fSor hegative
(denyi ng Mccesteqarwiafessites or resources). In general, each rule

may contain a Type, Who, Where, When, Notify, Threshold
and HTTP Deny objects (only some of which are shown in
Figure 8) that specify different characteristics of each
filtering rule. The Type object contains data that
15 specifies when the runle is allow, disallow or threshold
rule. The Who object contains data that specifies the
individual to which the rule will be applied. wherein the
" object may specify an individual, a group of people,
anybody, nobody, etec.. The Where object contains data that
20 specifies the origin (such as a web site) of the requested
resource, but may also specify a category of sites, such
as “Sexually explicit” or “ftp” for example. The When
object contains data that specifies the time and/or days
when the resource request is permitted or denied. The
.25 Notify object contains data that specifies one or more
individuals that might be notified, such as by email, when
a8 particular resource request triggers that rule. The
Threshold object contains data that specifies the limit of
the amount of data or the time spent surfing during a
30 particular time period. The HTTP Deny object contains
' data that specifies that a particular type of deny page .
(harsh, strong or mild) is sent to the user when the rule

is triggered. PFor each new rule, the rules administrator



10 category of sites or resources). In general, each rule nmay contain a
Type, Who, Wiere, Wen, Notify, Threshold and HTTP Deny objects (only sone
of which are shown in Figure 8) that specify different characteristics of
each filtering rule. The Type object contains data that 15 specifies when
the rule is allow, disallow or threshold rule. The Wo object contains
data that specifies the individual to which the rule will be applied
wherein the object may specify an individual, a group of people, anybody,
nobody, etc... The Wiere object contaiggs data that 20 specifies the origin
(such as a web site) of the requested resource, but nmay. al so specify a

category of SdrStsSUEE udsSr "&F ek ¥y e deCidh: L Jfor -e | e. The
When 'object%t nt ai ns data.thap&ﬁﬁeci%iesE#ﬁé%ffﬁgt%ﬁLléfgd%§séﬁaﬁen t he
resource reqd¥st i3 péterindg dnfeamtean m/yd 28tiNotdimg o#rext doemt ai ns. dat a
that specifi egngge or nore individuals that m ght be notified, such as by
emai |, when a particular resource request triggers that rule. The

Threshol d object contains data that specifies the limt of the anDUnt of
data or {15 Ui Mer®peatoRinknds dhr L mvifepah! | ol Al ddIE AgEiod: The HTTP
Deny object contains data that specifies that' a par YT ar ype~ of deny
page (harsh@e¥¢hg Tamokel dfrom dbat eerndratesenetwmrk.t he mbl eisis

triggered. Fﬁésfiﬁﬂld“ﬂﬁa&g!ﬁheﬂrgaﬂéikﬁéufgyﬁdgviEEa&?éné?%ioggrgg&é the user
to specify these characteristics of the rule by entering information and
utilizing dr BptASMRE GPEREZate nefwarkomsdshcas vi tlepthp beirentised, ot he system
&thers deytggsrégmnggdffﬁggtﬂgingo?@gggﬁf 5539“%&%0léhéf%org8§££éﬂﬂ e that,
en a particular device transitions b
network, that the filtering policy of the corporate
network (for the static employees, for example) will be
used for the particular device as long as it is within the
corporate network. In accordance with the invention, the
client may include a software module that detects whether
15 a particular resource request of the device is going to be
communicated over a corporate network (such as when the
~ device on which the client resides has been connected to
the corporate network) to disable the client filtering
functions for those resource requests being communicated
20 over the corporate network so that the corporate network
filtering policy may be used. As another example, a
device may be connected to the corporate network but also
connected to a wireless modem and the client fiitering may
be used for résource requests communicated over the
25" wireless modem, but not for resource requests communicated

over the corporate network.

Although a few preferred embodiments have been shown

and described, it will be appreciated by those skilled in

30 the art that various changes and modifications might be
made without departing from the scope of the invention, as

defined in the appended claims.



onto the corporate network, such as a | aptop being used on the road and

t hen bei ng plugged back into the corporate 10 network, that the filtering
policy of the corporate network (for the static enployees, for exanple)
will be wused for the particular device as long as it is within the
corporate network. In accordance with the invention, the client may

i nclude a software nodul e that detects whether 15 a particul ar resource
request of the device is going to be comrmunicated over a corporate network
(such as when the device on which thexglient resides has been connected to
the corporate network) to disable the client filtering functions for those

resour ce  equest Atbekriic OTRiEaL etk 20 OUET fiDetar RRIPL SoAEARLK SO that

the corporate netfwork filtering policy -may be ano r"exanple, a
devi ce may béiGRnédeditiPd heoncyrpertlve Wweiwopk Prevaben teomhésted to a

wirel ess nodespeandi&dweidil | €At ddnhbeidpg iU CabICaLEGOULEE T eduest s
r

communi cated over the 25- wireless nodem but no esource requests
communi cat ed "3GRr 3K coPPR at EonetPHBike Alimispagbicn f ewiph ef ¢hied

enbodi nments ¥e1i BESHY 190 desick | VS N reciated by those
skilled in gsg the art th%nﬁﬁgﬁ%@%ﬁgﬁsﬁanéﬂmﬁuﬁc?5585% Fﬁ“ght be nmade
wi t hout depafPPIEERYORTehéneexnssased thegeinvientiefierense. defined in the
appended clains. 29 Attention is directed to all papers and docunents
which are filed concurrently with or previous to this specification in
connection wit h & sofpphe cierorreandiiswhdozdd aie ohen speqifilcaeidmspect i on

with this 5 3peaiddiedt i 0OBny and . aﬁﬂﬁtn nts.of: all -such papers_and
docunents are incorporatedyhereinﬁ%y. rgfer%%%g%’ bttt Sard
. 10 . drawings), and/or all of the steps of any method or
process so disclosed, may be combined in any combination,
except combinations where at least some of such features

and/or steps are mutually exclusive.

15 Each feature disclosed in  this specification
(including any accompanying claims, abstract and drawings)
may be replaced by alternative features serving the same,
équivalent or similar purpose, unless expressly stated
otherwise. Thus, unless expressly stated otherwise, each

20 feature disclosed is one example only of a generic series

- of equivalent or similar features.

The invention is not restricted to the details of the
foregoing embodiment(s). The invention extends to any
25 novel one, or any novel combination, of the features
disclosed in this specification {including any
accompanying claims, abstract and drawings), or to any
novel one, or any novel combination, of the steps of ény
method or process so disclosed.
.30



Al of the features disclosed in this specification (including any
‘acconpanying cl ains, abstract and 10 drawi ngs), and/or all of the steps of
-any method or process so disclosed, may be conbined in any conbi nati on,
except conbi nations where at | east sone of such features and/or steps are
mutual |y exclusive. 15 Each feature disclosed in this specification

- (including any acconpanyi ng cl ai s, abstfact and drawi ngs) nmay be repl aced
by alternative features serving the sanme, equivalent or simlar purpose,
~unless expressly stated otherw se. Thus, unless expressly stated

- ot herw se, ch 20 feature disclosed is one exanple only of a generic
series of équivalent or simlar features. The invention is not restricted
to the details of the foregoing enbodi nent(s). The invention extends to
any 25 novel one, or any novel conbination, of the features disclosed in
this specificati on® iGFAUH Ry 3FRES Ao hgS ¢F 5FRs, CaBRF+8LP9and

drawi ngg), or to any novel one, or any novel conbination, of the steps of
any nethod or process so disclosed. 30 30 Clainms 1. A resource access
filtering systemcoognprdrsi ng: 5 a conputer; a client on a device wherein
the client establishes a connection to the conputer, the client further
conprising 10 a nodule that gathers information about a request to access

a resource by theldemitceo@nd adefidel ehichalin cap@usicahes esh@abddthesed

information to the conputer; and ) o
connection to the computer, the client further comprising

10 a module that gathers information about a request to

access a resource by the device and a module that

‘communicates the gathered information to the‘computer; and

the computer further comprising a module that

15 categorizes the resource access of the device based on the
gathered informétion and a module that communicates, in
real-time, a resource access decision to the client so
that the client controls the access to the resource bylthe
device based on the resource access decision of the

20 computer.

2. The system of claim 1, wherein the client further
comprises an offline filtering module that controls the
~ resource accesses of the device when the client is unable

25 to communicate with the computer.

3. The system of «claim 2, wherein ‘the offline
filtering module further comprises an allow all resource
access mode, a block all resource access mode and an allow

30 all resource access with logging mode.

4. The system of claim 3, wherein the allow all

resource access with logging mode further comprises a



the conputer further conprising a nodule that 15 categorizes the resource
access of the device based on the gathered information and a nodul e .t hat
“communicates, in real-tine, a resource access decision to the client so.
that the client controls the access to the resource by the device based on
t he resource access decision of the 20 conputer. 2. The systemof claim1,
wherein the client further conprises amloff line filtering nodul e that
controls the resource accesses of the device when the client is unable 25
t o conmuni caprduhet hfd¢he thamputldng 3thdhe stem 0bgel aign gadaerei e

of fline fiIterinFnDdu e further conprises an allow all resource access

|
node, a bl oERMBPFEF edBuPEEedc & £ I3de larfdcab andvevd t 302 tal 11 783 deiy cd@access

with | oggi ngranedge fogihe systemof claim 3, wherein the allow all
resource access wth ?ogging node further conprises a 31 nodule for
throttling the offline | ogs uploaded to the conputer in order to control

the bandwi dth utili offline lags. 5 5. The system of aim3 or
4, wherein fhe offlr'lzﬁéeI %sft{ég“ri%%g r%&ﬂlf“e%o‘a’é itg s‘%llwe]é?%’a %&et h%tc ter.
6. The systémlbérany mpoeakdi ngdel asmsewWdetednbiheheCldoapluthas a filtered

port |ist downl oaded fromthe 10 conputer that indicates the ports to be
filtered and the ports to be treated as HITP ports. 7. The systemof claim

6, wherein ghe cliefefunlfiain 6¢MPLLSCR AR t1GHPOM 5o POII G at
controls the 15 resourcés accesses of the device for a port no
speci fi cal IS i®mdht ifaed s Bi¥idtededpport .list downloaded from the

10 computer that indicates the ports to be filtered and the
ports to be treated as HTTP ports.

7. The system of claim 6, wherein the client further
comprises an unfiltered ports module that controls the
15 resources accesses of the device for a port not

specifically identified as a filtered port.

8. The system of claim 7, wherein the unfiltered port
module further comprises an allow all resource access
20 mode, a block all resource access mode and a send to

' computer for possible filtering and/or logging mode.

9. The system of claim 8, wherein the unfiltered port

module mode is selected by the computer.

25
- 10. The system of any preceding claim, wherein the
client further comprises a filtering sensitivity module
-that controls the level of filtering of resource accesses
for the client.
30

11, The system of claim 10, wherein the filtering
sensitivity module further comprises a high sensitivity

Vlevel mode, a medium sensitivity level mode, a low



8. The systemof claim?7, wherein the unfiltered port nodule further
conprises an allow all resource access 20 node, a block all resource
access node and a send to conputer for possible filtering and/or |ogging
node. 9. The systemof claim8, wherein the unfiltered port nodule node is
sel ected by the conputer. 25 10. The system of any preceding claim wherein
the client further conprises a filterifAg sensitivity nodule that controls
the level of filtering of resource accesses for the client. 30 11. The

system of chkahsidfvivhenevait hede 4Rl idy aseasitiyi bgneodike thulevenl

conprises a high sensitivity Ilevel node, a nediumsensitivity |evel node,

a low 32 sepdetivity | evel node and an automatic sensitivity [evel node.
12.. The systemof claim 11, wherein the filtering 5 sensitivity nodule
mode is selected by the conputer. 13. The system of any preceding claim
wher ei n t hel2conput®Bhef usystesm cafpr cdesma hbpi twrerdtl ehhatf Igs@itters  t he
resource accesses, of _the deyi ces connected to the cQ r.to generate a
sumary of ?ﬁ%S+E§BhF¥emagBZ§s@§d8flstﬁgfagg?gegy %g? ?nggéﬁgfénlof any
preceding claim wherein the resource being accessed further conprises one
of a web 15 page, a file transfer protocol site, an e-mail_site, a  secure
web site, ah¥-a nevBhei t/stER The HYEt PHCGTEHME pFLEAR ng"RFEFTR Wi ei n

‘the deVicecgﬂﬁﬁpgf %BQQBE§G%O%@%i%ESaé“%ﬁ%&%%rdﬁ@&&?é that monitors

the resource accesses of the devices connected to the
10 computer to generate a summary of the resource accesses of

the devices.

14. The system of any preceding claim, wherein the
resource being accessed further comprises one of a web
15 page, a file transfer protocol site, an e-mail site, a

secure web site, and a news site.

15. The system of any preceding claim, wherein the
device further «comprises one of a perspnal digital
20 assistant, a cellular phone, a personal computer, a laptop

computer, a palmtop computer and an appliance.

16. The ‘systeni of any preceding claim, wherein the
client further comprises a module that detects whether the

25 requested resource is to be communicated over a corporate
network and that disables the client filtering for the

. requested resource being communicated over the corporate

network.

30 17. The system of any preceding claim, wherein the
client further comprises a module that generates a
capability mask for the device and communicates that

.'capability mask to the computer, -the capability mask



20 assistant, a cellular phone, a personal conputer, a |laptop conputer, a
~ pal ntop conmputer and an appliance. 16. The system of any preceding claim
wherein the client further conprises a nodule that detects whether the 25
requested resource is to be comuni cated over a corporate network and that
disables the client filtering for the requested resource being
comuni cat ed over the corporate network3 30 17. The system of any
preceding claim wherein the client further conprises a nodul e that
generates acofBPARILY ! YnfBEk, E00n hECHEVLAE 30d LOTIUNLCHLES lhAls of
capability mask to the conputer, the capability mas 3§ cont ai ni ng
i nformati ontladodgvide.filtering capabilities of the device. 18. The system
of any preceding claim wherein the 5 gathered information and the
resource access decision are comuni cated between the client and conputer
using a hypgrtext tTHansfetapr 0beCUNPVYretRiRY t c88im}9. wHELe sy Sttare of
claim 18, wherein the protocol for 10 gathered information further
conpri ses aghipereexinformpsier ppet ddvt PESTuBperatrens AgCipieNsydi%em of
any precedi ng.6l erel to r r§§8HY aq9§§§;d i sion
further 15 corr%ﬁ%e%%atlgé%ééﬁm@{%agiﬂ%éﬁat%ﬂgl. regegfjr ce acce%g
filtering negixod et nigrans fanputetoantl aveki BOP para deévi ce that
establishes a connection to the conputer, the nethod conprising: 20
gathering information by the client about a request to access a resource

by the devire; The system of claim 18, wherein the protocol for
10 gathered information further comprises a hypertext

transfer protocol POST operation.

20. The system of any preceding claim, wherein the
protocol for the resoQurce access decision further

15 comprises data in a web page format.

21. A resource access filtering method using a
computer and a c¢lient on a device that establishes a
connection to the computer, the method comprising:

20

gathering information by the c¢lient about a request to

access a resource by the device;

communicating the gathered information to the

25 computer;

categorizing, at the computer, the resource access of

the device based on the gathered information; and

30 communicating, in real-time, a resource access
decision to the client so that the client controls the
access to the resource by the device based on the resource

access decision of the computer.



comuni cating the gathered information to the 25 conputer; categori zing,
at the computer, the resource access of the device based on the gathered
i nformation; and 30 communicating, in real-tine, a resource access
decision to the client so that the client controls the access to the
resource by the device based on the re;gurce access deci sion of the
conputer. 34 22. The nethod of claim further conprising offline
filtering that controls the resource accesses of the device when the

“.client is unable to communicate with the 5 conputer. 23. The nethod of

claim22, yhereinfhe pifhbfeosl idit-ard N fohtMeEr COBRPKE8S ndN Aif1aweal |
resource access node, a block all resource access nmode and an all ow all
10 resour cBihteesbsy w thet oggimyredbsle. titel, REoUTEchod Gfe 198 mAA3, Whier ei n

the allow al] s with_| oggi de_f |
v ot t|§ nGET RS FIE R s WRThaabd COCERS COmtEr A 16 oraer 18 Cont ro

the bamdw déhpwitéti zed by the offline 1|ogs. 25. The nethod of claim23 or

24, wherein the offline filtering node is selected by the conputer. 20 26.

The nethod of any of clainms 21 to 25, further conprising downloading a

filtered post |istnld omdfifoq cogputeiatf the, ol LfkeliRal dradi eatrag dehe

ports to be filtered and t%e ports to be

met hod of £ikfiewR6yf dnrhbercenprisises an allow all resource access
mode, a block all resource access mode and an allow all

10 resource access with logging mode.

24, The method of claim 23, wherein the allow all
resource access with logging mode further comprises
throttling the offline logs uploaded to the computer in

15 order to control the bandwidth utilized by the offline
logs.

25, The method of claim 23 or 24, wherein the offline
filtering mode is selected by the computer.

20
26. The method of any of claims 21 to 25, further
comprising downloading a filtered port 1list from the
computer to the client that indicates the ports to be
filtered and the ports to be treated as HTTP ports.

25 |
27. The method of claim 26 further comprising
filtering unfiltered ports that controls the resources
accesses of the device for a port not specifically
identified as a filtered port.

30 _
28. The method of claim 27, wherein the filtering of
the unfiltered ports further comprises an allow all

resource access mode, a block all resource access mode and

treated as HITP ports. 25 27. The



filtering unfiltered ports that controls the resources accesses of the
device for a port not specifically identified as a filtered port. 30 28..
The net hod of claim 27, wherein the filtering of the unfiltered ports
further conprises an allow all resource access node, a block all resource
access node and 35 a send to conputer for possible filtering and/or _

| oggi ng node. 29. The method of claim 28, wherein the unfiltered 5 port
node is selected by the conputer. 30. The nethod of any of clains 21 to 29,
further compeesiingoadjanpiter t herf pbtedbig sEndidning yahddbr doggioks t he
| evel of filtering of resource accesses for 10 the client. 31. The nethod
of clain13d? Wher ei n t he filtering sensitivity adjustnent further
conprises a high sensitivity level node, a nmediumsensitivity |evel nbde,
a 15 low sensitivity |l evel node and an automatic sensitivity |evel node.
32. The nethdd of ANE ngEhoghe?Ei ekaiean f 2By er Ygresensig viunf iddpasenent
node i s selgoted, e 1He SOMPULES -1 2%@3(:0];{' Jpt hod of any of claims 21 to
32, further conprising nDnltorlngyt e resource accesses of the devices
connected to the conputer to generate a summary of the resource accesses
of the deviges. 25_34. Th thod of any_of clainms 21 to 3 erein_the
resource being acc eedeEPP erogor‘?ﬁw séﬁ o?#eajd‘i‘sazaoeb‘go %o, MG EhE

comprising adjusting the filtering =sensitivity that

controls the level of filtering of resource accesses for

10 the client.

31. The method of claim 30, wherein the filtering
sensitivity adjustment further comprises a high
sensitivity level mode, a medium sensitivity level mode, a
15 low sensitivity level mode and an automatic sensitivity

level mode.

32. The method of c¢laim 31, wherein the filtering

sensitivity adjustment mode is selected by the computer.

20
33. The method of any of claims 21 to 32, further
comprising monitoring the resource accesses of the devices
connected to the computer to generate a summary of the
resource accesses of the devices.

25
34, The method of any of claims 21 to 33, wherein the
resource being accessed further comprises one of a web
page, an file transfer protocol site, an e-mail site, a
secure web site, and a news site.

30

35, The method of any of claims 21 to 34, wherein the

device further comprises one of a personal digital



page, an file transfer protocol site, an e-mail site, a secure web site,
-and -a news site. 30 35. The nethod of any of clains 21 to 34, wherein the
device further conprises one of a personal digital 36 assistant, a
cel lul ar phone, a personal conputer, a laptop conputer, a palntop conputer
and an appliance. 36. The nethod of any, of claims 21 to 35, further 5
conprising detecting, by the client, a Connection of the device to a
corporate network in order to disable the <client filtering operation while
the devi cedissiconnsct ed cetld Wlhe EHOPEH ate PRSSRGE., COIPIELIFheé fée® of any

of claims 21 to.36, further c i.si.ng.gengrating,; ;A the client, a
capabiIitycﬁg?%téfératﬁ3E§5§Pc§%§h3%§gnﬁ%§iggt%hgggﬁatecapabiIity mask to
the conputer, the capability mask containing information about the
filtering capabilities of the device. 15 38. A seryer for resource access
filtering System TBEnPPeEiag: o ndd¥l €% hﬁftarl@(?ei%]gs S%¢ SSfratléuoIt\ghaeg:out a

request 5t0co%@r§%9;%%s I ESOUFE BY ankermtiedgvi£ecvhgeetiohh®f the
i nformation about the resource access request is communicated fromthe a
remote cli @evior the deviospozahedutetvdidt dat egbiefesa h8ipabdlir dd'%ccess

of the 25 eviﬁeﬁggﬁgd on the gaphered.i.nforymtign,; and ;& nodiH & ddat

communi cat &5 i 8PFeSource "access decision to the client so
that the chkicethecebirpelratet M@taoesss to the resource by the device based on
the 30 resource access decision of the conputer.
10 37. The method of any of claims 21 to 36, ‘further
comprising generating, by the client, a capability mask
for the device and communicating that capability mask to
the computer, the capability mask containing information
about the filtering capabilities of the device.
© 15
38. A server for a resource access filtering system,

comprising:

a module that receives information about a request to
20 access a resource by a remote device wherein the
information about the resource access request is

communicated from the a remote client on the device;

a module that categorizes the resource access of the

25 device based on the gathered information; and

'a module that communicates, in real-time, a resource
access decision to the client so that the client controls
the access to the resource by the device based on the

30 resource access decision of the computer.



37 39. The server of claim38 further comprising an offline filtering
- nmodul e that sets node of operation of the client when the client cannot
connect to the server. 5 40. The server of claim39, wherein the offline
filtering node further conprises an allow all resource access node, a
bl ock all resource access node and an ah$OM/ all resource access with

| oggi ng node. 10 41. The server of claim40, wherein the allow all

resource access with | ogging node further conprises neans far .throttling
the of fline3%ogs upiladese¥vet heolcofdiidt 3% dddhao SHRGISHe &0

pandwi dih UbEH A gg%@eri%f | 108u1d 09Riar 1842 HBReSYebpetaignolorc! ai ms

38 to 41, fur risinmg an adm nistrator nodule that sets a filtered
ports |ist thatclbesiownheadedet oiibet ctaenbtt hahnenti tat €be EREVESFts to be
filtered and the ports to be treated as 20 HTTP ports. 43. The server of
claim42 further conprising an unfiltered ports nodule that sets the

filtering degisionsrpdorseaghyclbentcigima port eerspeci fireal loffildent i fied
as 25 a filtered port. 44. The server of claim43, wherein the unfiltered
port modul efbteting f wradrer foavpeirsesompr bf¢owadl | alde¥ourth FESEY Gfode, a

bl ock all resource acces and,3 e 01y ResSHiblSy
filtering a%%?%ﬁsl%% elahgg ﬁgggk %gl gggoﬁgggségggggg aﬁyaOf clains 38 to
44, furtheraliTomgsdsiag actebsewing segsitgvimbgenodul e that sets the

10 41. The server of claim 40, wherein the allow all
resource access with logging mode further comprises means
for‘throttling the offline logs uploaded to the computer
in order to control the bandwidth utilized by the offline
logs.

15
42. The server of any of claims 38 to 41, further
comprising an administrator module that sets a filtered

- ports list that is downloaded to the client that indicates
the ports to be filtered and the ports to be treated as

20 HTTP ports.

43. The server of claim 42 further comprising an
unfiltered ports module that sets the filtering decisions
for each client for a port not specifically identified as

25 a filtered port.

44, The server of claim 43, wherein the unfiltered
port module setting further comprises an allow all
resource access mode, a block all resource access mode and
30 a send to computer for possible filtering and/or logging

mode.



filtering sensitivity for each client. 5 46. The server of claim 45,
~wherein the filtering sensitivity nodule settings further conprises a high
sensitivity level node, a nediumsensitivity level node, a |ow sensitivity
| evel nobde and an automatic sensitivity |evel node. 10 47. The server of
any of clainms 38 to 46, further conpriging a nonitor nmodule that nonitors
the resource accesses of the devices connected to the conputer to

generate a sumary of the resource accesses_of the 15 deéicesfa %: The

“server of 4Ry of cFAPMSRE%0 2F, WMbr&'n theiTFestfur &8 befng AP EETed

further copprbses;nne Of ra1vebingadsonain il thensier tHt ogekssidigs an
e-mail site, a 20 Secure web sife, and a news site. 49. The server of any

of clains 381lterd8g wheséitavihe Lfdevieeehf giikdt-conprises one of a personal
digital assistant, a cellular phone, a personal conputer, a laptop 25
conputer, a palnmop conputer and an appliance. 50. The server of any of
clains 88 #46.49, funhthegserconprafsi g adnnodsl e vhateinceives &icagabid ity
mask for each device froma client associated with the device, the 30
capabi | i ty SRASKEEBATAI nfRGULRT 0PRETISTSab S TR f IATETTFS cdpabttiti es of
the .devi Cesgﬁ%it%it? NERUN G8JRCCES heliihie s i&livanty I105a31ethaik 2 a devi ce
that comunicates with a renote conputer, the client conprising: 5 a
modul e t hal oyatsearssi tinfidryral pualatnde aandquest atbomatées SN TEsHliroe by
the dev'ceievel mode.
10
47 . The server of any of claims 38 to 46, further
comprising a monitor module that monitors the resource
accesses of the devices connected to the computer to
generate a summary of the resource accesses of the

15 devices.

- 48, The server of any of claims 38 to 47, wherein the
resource being accessed further comprises one of a web
page, an file transfer protocol site, an e-mail site, a

20 secure web site, and a news site.

49, The server of any of claims 38 to 48, wherein the
device further comprises one of a personal digital
assistant, a cellular phone, a personal computer, a laptop

25 computer, a palmtop computer and an appliance.

50. The server of any of claims 38 to 49, further
comprising a module that receives a capability mask for
each device from a client associated with the device, the
30 capability mask containing information about the filtering

capabilities of the device.



a nodul e that communi cates the gathered information to the conputer; and
10 a nodul e that receives, in real-tinme, a resource access decision-from ..
the renote conputer and controls the access to the resource by the device
based on the resource access decision of the conmputer. 15 52. The client

of claim51 further conprising an offline filtering nodule that controls

the resource accesses of the device whéfl the client is unable to

comuni cate with the conputer. 20 53. The client of claim52, wherein the

offline fibtering Hodgseuirget hercednpriiidéeramgal ¢binent| legsduwcdceon aecess

node, a blo r.esour ce cess_node an allow_all_ resqurce cess
with | oggi n(g‘g"rrr%l(£ e. %%4?0['%@1% RS of"‘?%q'éi M 53 SUHEt i FPHTE 411 o&/ all
resour ce acckbssntwddmpopging: mode further conprises neans for throttling

the offline | ogs uploaded to the conputer in order to control the
bandwi dth utilized by the offline 30 logs. 55. The client of claim53 or

54, wherein th i fii it efd di . ) te o uter.
30 56, The ol ient ol ey Tor Gl e 51 T b CuRDr ETihe. I TAATThaS &
filtered portcedsta dmwrweckedoy rome tédevicenputer that indicates the ports
to be filtered and the 5 ports to be treated as HITP ports. 57. The client
of claimb56 further conprising an

a module that communicates the gathered information to

the computer; and

10

a module that receives, in real-time, a resource

access decision from the remote computer and controls the
access to the resource by the device based on the resource
access decision of the computer.

15
52. The <¢lient of c¢laim 51 further comprising an
offline filtering module that controls the resource
accesses o©f the device when the client is unable to
commuﬁicate with the computer.

20
53. The «c¢lient of claim 52, wherein the offline
filtering module further comprises an allow all resource
access mode, a block all resource access mode and an allow
all resource access with logging mode.

25
54, The c¢lient of claim 53, wherein the allow all
resource access with logging mode further comprises means
for throttling the offline logs uploaded to the computer
in order to control the bandwidth utilized by the offline

30 logs.

55. The client of claim 53 or 54, wherein the offline

filtering module mode is selected by the computer.



unfiltered ports nodule that controls the resources accesses of the device
for a port not specifically 10 identified as a filtered port. 58. The
client.of claim57, wherein the unfiltered port nodule further conprises
~an allow all resource access node, a block all resource access node and a
send to 15 conputer for possible filtering and/or |ogging node. 59. The
client of claimb58, wherein the unfiltéred port nodule node is sel ected by
the conputer. 20 60. The client of any of clains 51 to 59, further
conprising a filtering sensitivity nodule that controls the |evel of

filtering of resource accesses fqr th ' .25 8l Thenehkent tof claim
60, mhereiEGthe fi ?%rFEéengeﬁgiﬁQXt§%réiéﬁ%gfigtﬁer conprises a high
sensitivitylikgyel ngpdea arpeebpstisensiti viiyt | ekeinmpdied a ixsyp  the

sensitivity |level node and an autonmatic sensitivit evel 62. The
client of EPaPhEel, thtedr eititFrtes | EREi RGT tSerdd Y %&Yﬁ%ﬁﬁgggﬁgdg@‘ues

sel ected by Lbe COUBU freatla 83 nfe gbhent of any of claims 51 to 62

wherein resource being accessed further conprises one of a web page,
an file transfer protocol site, an e-mail site, a secure web site, and a

news site. 64. The client of any of_cl ai 5 &8, whesei sidde adevi ce

further comprises ORE o?féeﬁ rsB alc%?ﬁ+ta aé%%gﬁant, a ceIIuI%r phone, a

personal cqppsietred | 3B aRs@ULEr, tRapal nboprodsputtdre antPIREHAA | ance
accesses of the device for a port not specifically

10 -identified as a filtered port.

58. The client of claim 57, wherein the unfiltered
port module further comprises an allow all resource ACCESS
mode, a block all rescurce access mode and a send to

15 computer for possible filtering and/or logging mode.

59, The client of claim 58, wherein the unfiltered

port module mode is selected by the computer.

20 60. The client of any of claims 51 to 59, further
comprising a filtering sensitivity module that controls

the level of filtering of resource accesses for the

client.

25 61. The client of c¢laim 60, wherein the filtering
sensitivity module further comprises a high sensitivity
lével mode, a medium sensitivity level mode, a low
sensitivity level mode and an automatic sensitivity level
mode.

30 ‘
62. The client of c¢laim 61, wherein the filtering

sensitivity module mode is selected by the computer.




10 65. The client of any of clainms 51 to 64, further conprising a nodule
that detects whether the requested resource is to be conmmuni cated over a

corporate network and that disables the client filtering for the requested

15 resource being conmmuni cated over the corporate network. 66. The client
of any of clains 51 to 65, further conprising a nodule that generates a
capability mask for the device and corfrfuni cates that capability mask to
the 20 computer, the capability mask containing information about the
filtering eaabili rhes cafiente cdevdrce. oB67clAbmsnbér et tocedse¥gin eblppg

system substantially , as herei nbefore described with r renge to,the 25
acconpanyiﬁ@%ﬂ%ﬁﬁqEﬁ?l%%.%ﬁ?q%ﬁ¥}ng?r5§8§s§QWﬁﬁ%ﬁﬁ%g%h§tHgg Gsing a

computer and a client;98 & daea tPabresbablsithes #n eceonaettiwitd,0 &he
conputer, the nethod substantially as 30 herei nbefore described with

reference tsedure astomidmyi Bgd dr MAWFgSite2 69. A server for an internet
access %iltering system substantially as hereinbefore described with
reference to the acconpanying drawings. 5 70. An internet access filtering
client |ocaged on ghedeviiemt hat moymuofii canésswbih ta rehotehesaplt ERC t he

client substantially as herei nbefpore described w_th refergfcedESiEgg
aCCOﬁpanyiﬁ@W$Q%M “ther comprises one o a person

assistant, a cellular phone, a personal computer, a laptop
computer, a palmtop computer and an appliance.

10 .
65, The élient of any of claims 51 to 64, further
comprising a module that detects whether the reguested
resource is to be communicated over a corporate network
and that disables the client filtering for the requested

15 resource being communicated over the corporate network.

66. The client of any of claims 51 to 65, further
comprising a module that generates a capability mask for
the device and communicates that capability mask to the
.20 computer, the capability mask containing information about

the filtering capabilities of the device.

67. An internet access filtering system, substantially
as hereinbefore described with reference Lo the

25 accompanying drawings.

68. Aﬁ internet access filtering method using g
computer and a client on a device that establishes a
connection to the computer, the method substantially as
30 hereinbefore described with referende to the accompanying

drawings.
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69. A server for an internet access filtering system,
substantially as hereinbefore described with reference to

the accompanying drawings.

70. An internet access filtering client located on a
device that communicates with a remote computer, the
client substantially as hereinbefore described with

reference to the accompanying drawings.



