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417

Present a stimulus on a user interface of a device

;410

Capture video of a subject who is within a field of view of a video capture device

; 420

\ 4

Analyze the captured video to extract ocular data
comprising a response of the subject to the stimulus

)’ 430

|

Compare the ocular data to one or more reference patterns

j 440

No
Is the captured video an alternative represenation of a live person?

Yes

450

Prevent access to the secured system

; 460

Grant access to the secured system

;470

FIG. 4
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FIG. 6
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Video Acquisition Device
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Video Analysis Engine
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Authentication Engine
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