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BIOMETRIC DATA ACCEPTANCE METHOD

BACKGROUND OF THE INVENTION

l. Fiela of the Invention

The present invention relates to a blometric

‘identification technigue. and in particular to a biometric data

acceptance method for use in biometric 1dent1fication.'
2. Description of the Related Art

In network~based i:jlformation sexvices, identification of
individuals is one of the most important issues to ensure
protection of communications seéurity- agalnst abuse.

unauthorized use, tempering by unauthorized persons, pratending

- To an authorlzed person., or the like. The identification must

be accurate but not toc cumbersome. To meel such a cundition,
There have been proposed a number of biometric identification
techniques. Biometric data is data ::"epresenting a certain human
characteristic that is not changed over all one’s life and is
different from person to person, tjrpi.c_ally fingerprints, hand
geometry, retinal scans, facial images and the like.

Taking fingerprint identifi.cation.as an example, a user
places his/her predetermined finge'r on a prism so as to display_'
its. :Eingerpﬁcint ‘cd a scanner such as a CCD image sensor. The
ilriput fingerprint 1ma§e data is sent to a fingérpi‘int verifier.

in which feature data is extracted from the input fingerprint
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image data and then it is'compa.red against previously stored
Lfingerprint feature data. Since a fingerprint is a unique and
distinctive pattern that presents unambiguous evidence of-a
specific parson, accurate and simple. identification of
individuals can be achieved. Such a fingerprint identification
system has been disclosed in Japanese Patent Application
Unexamined Publication No. 4-33063, |

In the above-described fingerprint identificaf.ion systam,
it is necessary to p;;eviously register the feature data-of a
reference fingerprint that is used for comparison. In general,
the scanner scans a.user's finger.on a prism to produce |
fingerprint image data and, if the number of pixels having gray
levels greater than a predetermined gray level exceeds a
predetermined value, it is detgrmined that the input fingerprint
image data is acceptable. |

In order to register the reference. fingerprint with
reliability, the user’'s finger is usually scanned a plurality
of times. A plurality of input fingerprint images obtained by
the scanning operations are used to create the feature data of
the user'é fingerprint. For example, an input fingerprlnt image |
having the best gquality 1s used to extract its feature data.
Alternatively, a combinat:.on of several input fingerprint
images may be used to create the feature data more su;.Lable for
comparison.

 Such a fingerprint input method imposes the user to perform '

The fingei‘printing operation a plurality of times. Morxre '_
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specifically. the user must repeatedly place the finger on the -
scannexr and move it off the scanner plural times to produce
Eihgerprint patterns caused by differént fingerprinting
operations.

_However. thexe may be cases where .some user continuously

places the finger on the scanner without moving it off to produce

‘input fingerprint images by scanning it plural times. In such

A case, the correct fingerprinting operation is not performed
and therefore the fingerprint data obtalned by such an incorrect

fingerprinting operation should not be accepted.

. SUMMARY OF THE INVENTION .

An object of the present invention 1s to provide a
biometric data acceptance method and apparatus allowing the |
input biometric data obtalned by an incorrect operation of
inputting biometric data not to be accepted.

According to the present invention, an apparatus for
accepting a biometrlc image for biometric identification.

includes: an input device for inputting a biometric image:

a memory for storing at least one reference biometric image;

and a determiner f£or determining whether an input biometric
image is acceptable, dépen,ding on whether a-degre-e of similarity -
between the input biometr.x.c :.mage and a reference biometric

image is smaller than a predeterm:med threshold
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The determiner may determine that the input biometric

image is acceptable when the degree of similarity is smaller
than the predetermined threshold. The determiner may detexrmine
that the input biometric image is not acceptable when the degree
of similarity is not smaller than the predetermined threshold.

The apparatus may further include an output device for
prdmpting a user to re-enter a biometric image through the input
device when the determiner determines that ﬁ previously input
biometric image is not acceptable,

The themory may store a reference biometric image that
was acceptéd last time. The memory méy store a plurality of
reference biometric images that were jinputted in the past,
including a previously acceptéd biometric imag_e. The
determiner may calculate a degree of similarity between the
input b’iomatric im#gé and.each_ of the reference hiometric images
wherein, when all calculated Qegrees of similariﬁj ar.:-e' smaller
thafx the predeterminéd threshold, the detexminer determines
that the input biometric image is-acceptable.

According to another aspect of the present invention, a
fingerprint acceptance apparatus includes: an input device fqr
inputting a fingerprint image; a memory for storing at least
one reference fingerprint image: a similarity calculator for
calculating a degree of similarity Setween the input £ingerprint -
image and a reference fing.erprin.t image: and a determiner for
determ:.m.ng whether an input fingerprint image is a.cceptable |

depend:mg on whether the degree of s:.milarlty is smallar than -
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The input device may be an optical scanner on which auser’s

&8 predetermined threshold.

finger is to be placed. The input device may include a
semiconductor chip implemeuting a sensing functlion of sensing
a £ingexprint image by one of elsctrostatic capacitance system,
hecat-scnsing system, and electric field sensing system.

The similarity calculator may calculate the degree of
simllarity between the :I.nput fingerprint image and a reference
fingerprint image using an expression represented by

|FNel/ic|.
where G = (x| g(x) > T, x € D) where g(x) 1s én input fingerprint
image, x is a coordinate vector of a pixel in a fvéo-dimensional
image plane, and D is the whole image plane or a predetermined
part thereof, F = (x| £(x) > T, x € D}, wherein £(x) is areference
fingerprint image, and |p| indicates the area of p or the number
of pixels thereof. |

The degree of similarity 7 (£, g) may be calculated by an

expression represented by

f’ vy (f &) =T ) (g(x) - T)dx
f . .’ = &
e fTom(8(x)~T)dx

| - (1 y>0,
L =~ {0 y 0.

The degree of simila.rity may be obtained 'by using oae
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of gray level correlation betwsen the ihput fingerprint image

and the reference fingerprint image and the number of pixels
having same binary value in both the inpuf fingerprint image
and the reference fingerprint image.

The degree of similarity may be obtained by dividing
the number of pixels having same binary value in both the input
fingerprint image and the reference fingerprint image by
the number of all pixels of the input fingerprint image.

The Gegree of simllarity may be obtained by divi.ding
the number of pixels having same binary value in both the input
fingerprint image and the reference fingerprint image by
the number of all pixels of the reference fingerprint image.

The degree of similarity may be obtained based on a degree
of partial simjlarity calculated as to a partial image for the
input fingerprint image and the reference fingerprint image.

According to further anther aspect of the present
invention, a method includes the steps of: a) storing at .Least'
one reference biometric image in a memory:; b)- inputting a
biometric image through an input device; ¢) calculating a degree
of similarity between the input biometric image and a reference
biometrié image; and d) determining whgther an input biometric
image is acceptable, depeﬁding on whetﬁer the degree of
similarity is smaller than a predetemined threshold.

. As describéd above, according to the presént invention,
it s determined’ ﬁhetner an input biﬁmefric image is 'sim:.I.Iar

to a 'previously accepted biometric image and thereby it is
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possible to determine whether the input biometric image should
be accepted. Therefore, for example, if a user continuously
places the finger on the scanner without moving it off. such
an incorrect operation is rejected and the input image 1s not

accepted.

In addition, according to the present invention, when the
incorrect input operation is performed, it is possible to prompt
the user to move it off and replace by a replacement message.

Therefore, reliable image data can be cbtained and accepted.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 Ls ablock dlagram showing a schematic configuration
of a system employing a biometric data acceptance method

according to a first embodiment of the present invention;

Fig. 2 is a flowchart showing the biometric data

acceptance method according t'o the first embodiment:
Fig. 3A is a diagram showing the contents of a reference
fingerprint image memory in a system employing a biometric data
| accsptance method according to a second embodiment of the

present invention:;

Fig. 3B 1s a flowchart showing a biometric data

rT e Aves
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acceptance method according to the second embod:!.ment:

ow

Fig. 4 is a block diagram showing a schematic configuration
of a system employing a biometric data acceptance method

according to a third embodiment of the present invention;

Fig. 5 is a flowchart showing the biometric data

acceptance method according to the third embodiment;

Fig. 6 1s a flowchart showing a biometric dala
acceptanc_e method according to a fourth embodiment of the

present invention; and

Fig. 7 1s ablock diagram showing a schematic configuration
of abiometric data acceptance systemusing & program-controlled

processor.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

In the case where a user 'performs the fingerprinting |
operation plural times, it is almost 1mposs:.ble to place the
finger at the same position on the scanner for each
fingexprinting. Therefore, each ipput _fin_garprint pattern
is naturally @ifferent. In other words, if 'the- user repea'c"edly

pl'ace the finger on the scanner and move it off plural times,
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then the simllarity between plural input fingerprint pattexns

o

obtained by different fingerprinting operations may be
rclatively low. Contrarily, Lf the user continuously places the
finger on the scanner without moving it of£, then the similarity
between plural .:i.nput fingerprint patterns may be high, It is
the same with other biometric data,

Accoxrding to the present invention, it is determined
whether the similarity between the current fingerprint pattern
and the previously input fingerprint pattexrn is high or low and,
if the similarity is high. then it is determined that the input
fingerprint pattern is not acceptable. | If the sim;i.larity is not
‘high, then 1t 1s determiﬁed that the input fingerprint pattern
is acceptable. The details of similarity decision. will be
described hereafter.

SIMILARITY DECISION

A _similarity decision method included in ah image -data
acceptance method according to tn_e prasent :Ln_vention is
comprised of pattern extraction step (A)., similarity
calculation step (B), and similarity determination step (C).

In the pattern extraction step (A), a binary image
processing method is used to extract an input pattern G and a
refer.ence pattern F from an input_'imag'e g(x) and a reference
, im_agé £(x) respectively. More spt-acifically, the gray level of
each pixel in the input image g(x) is compared with a
'preaet'ermined '.gray—level'threshold'T. Pixel_s having a gray =

level greater than T are extracted as the input pattern G from
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the input image g(x). Therefore, the input pattern extraction
is represented by the following expression:

: = (x| g(x) > T, x €D} - (1),
where x is a coordinate vector of a pixXel in a two-dimensionadt
image plane and D is the whole image plane or a predetermined .
part thereof. |

Similarly, the reference pattern extraction is
represented by the following expression:

: o= {x] £(x) > T, x €D} - (2).

In the simllarity calculation step (B). the input and
reference patterns G and F are.used to calculate the degree of
similarity, T, between the ipput image g(X) and the reference
image £(x). If the input image g(x) is similar to the reference
image £(x), it can be considered that almost all pixels of the
input pattern G are overlapped with the referenca pattern F.

Therefore, 1f the iriput image g(x) is similar to the
reference image £(x), then |FNG|/|G| 1s nearly equal to 1.0,
where lpl indicates the area of p ox the numbei: of pixels thereof,
that is, - |

\FNG|/|G| ~1.0 o (3).

Contrarily, if the.input image g(x) is not similar to the
reference image £(x), then |FNG|/|G] is much smaller than 1.0,
thaf is, | .

{FOGI/|G} << 1.0 = (4).

More specifically, the degree of similarity 7 (£, g)

between the input ;mage g(x) and the reference image £{x) is

01
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calculated by using the following equation:

f I (D) (f (x) - T)I ) (g (JE) - T)dx

7(/93)’: ff“,,,,(g(x)'r)‘_lx.
D
) 1 0, -
llll.x)(y)={{l i:ﬂ. e (5) .

In the simlilarity determination step (C). it is determined
based on the degree of similarity 7 (£, g) whether the input image
g{x) is similar to the reference :Lma.gé £f(x). More spacifically,
the degree of similarity _7'(_f. g} is compared to a predstermined
threshold of similarity, Tsim. If 7(£f, g) exceeds Tsim., then
it 1s determined that the user continuously places the'finger
on the scanner without moving it off and thercby the input
fingerprint image is not accepf:ed. Contrarily. 1f .‘r (£. g9) is
equal to or smaller; than Tsim, then it is determined that tﬁe
fingerprinting operation is properly perforinéd and thereby the
input fingerprint image is accepted.

.The degree of similarity 7 (£, g) may be obtained, fo_r
example, by the following method: |

1) using gray-level correlation ‘between the input image g(x)
and the reference image f(x) H
2) using the number of pixels haVing the same binary vé.lue 1"

or "0” in both the input image g(x)' and the reference image f(x) :
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3) dividing the number of pixels having the same binary value
"1” oxr "0” in both the input image g(#) and the reference image
£(x) by the number of pixels forming the whole input image:; or

4) div;'.ding the number of pixels having the same binary value
"1 ox "0” in both the input image g(x) and the reference image
f(x) by the number of pixels forming the whole reference image.

Alternatively, after obtaining a degree of similarity as
to a partial image f£or the input image g(x) and the reference
image £(x) using one of the gbove methods, the degrea of
' similarity 7 (£, g) between the input image g(x) and the
reference image_f(x) may be calculated based on the degree of
partial similarity.

Based on the similarity declslon method as described above,
preferred embodiinents_ of the present invention will be described
in detall, taking the case of fingerprinting as a typical
example.

FIRST EMBODIMENT

Referxing to Flg. 1, a bilometric data accepténce system
according to a fixrst embodiment includes a fingerprint image
input section 1, a similaxity decision section 2, a reference
fingerprint image memory 3, and an accepted f;ngerprint image
output section 4.

The fingerprint image input.section 1 1s provided with
a fingerp:int séﬁsor thhﬁ scans the fingerprint of a user’'s
Eingexr placed on a écan windoﬁ to produce digital fingeiprint

image data. The fingerprint sensor may employ an optical



is' Sheet Has Been Replaced

. ' HII\I\HIIlIH\IlII\ I

sensing method or another sensing method. For example, the

user’s fingex is placed on a seoxiconducfor chip to sense
protrusions and depressions of its fingerprint using
electrostatic capacitance method, heat-sensing method,
electric field sensing methed or the like.

R 'The reference fingerprint‘ image memory 3 stores
fingerprint image data that was accepted last time as reference
fingerprint image data.

The similarity decision section 2 determines whether the
‘current input fingerprint image is similar to the previously
accepted fingerprint image stored in thé. reference f£ingexrprint
image memory 3. If the input fingerprint image is similar to
the reference fingerprint image; then the similarity decision
section 2 réjécts the input fingerprint image.

Contrarily. if the input fingerprint ima'gé is not s-imJ.lar
to the reference finoerprint image, ﬁhe.n the s:.mx.lar:.t'yldecision
section z'accepts the input fingerprint image to output it to.
the accépted fingerprint image output section 4. At the same
time, the similarity decislon s_ecr:ion 2_- updates the reference
Iingorprint image memory 3 by replacing the stored fingerprint
iﬁago data with the currently accepted fingerprint image data.

- The similarity decis_ion'section 2. may be implemented by
a similarlity decision program running on a m:.croprocessor ‘rhel
' similarity deaision program may be previously stored in a
" coritrol memory (not shown) composed of a read only memory (ROM ) .

a non-volatile semi.conductor memory, or _the_ like.
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Referring to Flg. 2, when inputting fingerprint image data
from the fiagerprint image ihput sectlon 1, the similarity
decision section 2 starts the similarity decisidn program to
calculate the similarilty between the input fingerprint image
and the reference fingerprint image stored in the reference
Fi.ngerprint image memory 3 as described before. Based on the
similarity, :Lﬁ 1s determined whether the input fingerprint image
is similar to the reference fingerprint image stored in the
reference fingerprint image memory 3 (step Sl1).

When it 1s determined that the input fingerprint image

is similar to the reference fingexrprint image (YES at step S1),

" the similarity decision section 2 rejects the input £ingerprint

image. When it 1s determined that the input fingerprint image
is not similar to the reference fingerprint image (NO at step

$1), the similarity decision section 2 accepts the input

Pingexrprint image to output 1t to the accepted fingerprint image

output section 4 (step S2). At the éame time, the similarity
decisiqr_x section 2 updates the reference fingerprin;
image memory 3 by replacing the stored fingerprint image data
with the currently accepted fingerprint image data (step S3).
SECOND EMBODIMENT

A biometric data acceptance system ac;_cordir.(g to a second
embodiment has basically the same. system configurétion ‘as in
thé first embodiment of Fig. 1 excepf that the'reference
fingerprint'iﬁ'\agé memory 3 stores a plurality of reference

fingerprint images and the simlilarity decision section 2
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performs searching operatioh against the reference fingerprint |
images. | |
As shown inFig. 3A, the reference fingerprint image memory
3 stores a plurality of reference f£ingerprint ilmuges RI(1)-
RI(n)., which are all or partial fingerprint images that were
1§xputtad in the past, including the previocusly accepted
fingerprint image. 'I"o reduce the time required for similarity
decision, the number of reference fingerprint iméges stored in
the reference fingerprint image fnemory 3 is preferably reduced.
The.simila.rity decision section 2 may be implemented by

a similarity decision program running on a microprocessor. The

‘simlilarity decision program may be previously stored in a

control memory (not shown}' composed of a xead-only mémory (Rom) .
a non-volatile semiconductor memory, or the like.

Refefring to Fig. 3B. when inputting fingerprint image
data from the fingerprint image input section 1, the similaxrity
decision section 2 starts the similarity ldec_ision prdgram.
After ix_mitializing a variable J. to 1 (step S;l) . the similarityl
decision section 2 searches the reference fingerprint
image' memory 3 for a reference fingerprint image RI(i) (step-
$12). Thereafter, tne- similarity decision section 2 calculates
the similarity between the input fingérp'rint image and the read
réference fingerprint image Ri(i)' as described before. Based
on the similarity, it is de_termine'd'whethér the :input
fingerprint image is similar to the reference fingerprint image

RI(1) (step S13).

Thls Sheet Has Been Re plac
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When il is determined that the input fingerprint image
is similar to.' the reference fingerprint ima.ge RI(i) (YES at step
$13), the similarity decision section 2 rejects the input
fingerprint image and the control goss back to the step S1l.

When it is determined that the input fingerprint image
is not similar to the reference fingerprint image RI(i) (NO at
step S13), it is determined whether the variable 1 exceeds a
predetermined value n, which is the numbexr of the reterence
fLingerprint images stoxed in the refeience fingerprint
image memoxry 3 (step Sl4). When the variabie i is not greater
than n (NO at stép S14), the variable i is incremented by one
{step S15) and the control goes back to the step S12. In
this manner, the steps S12-S15 are repeatedly performeci while
increinenting i until the variable i exceeds n.

‘When the wvariable 1 exceeds n, that is, all reference
fingerprint images stored in the reference fingerprint
image memory 3 have been read (YES at step S14), it means that no
referen::e_fingerprint image is similar to the input fingerpriht
image. Therefore, the similarity decision section 2 accepts the
input fingerprint image to cutput it to the accepted £fingerprint
image output section 4 (step S16). At the same time., the
similarity decision section 2 updates the reference fingerprint
image memory 3 by adding the cur:.:ently accepted fi_rxgerpi:int
image 'dat_a to the previously stored fingerprint image data (step
S17). | |

THIRD EMBODIMENT
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A biometric data acceptance system aocording to a third
embodiment has basically the same system configuratien as in
the first embodiment of Fig. 1l except that a message output
function is added. Thereforé.,' blocks similar to thaose
previously dezscribed with referen;e to Fig. 1 are denoted by
the same reference numerals and the details are omitted.

| As shown in F1g. 4, a message output section 5 is connectred
.‘Co the similarity decision section 2. When the similarity
decision section 2 determines that the input fingerprint image
is similar to ths reference _fj.ngerprint image, the gimilarity
decision section 2 controls the message ocutput section 5 so that
the user is prompted to replace the finger on the scanner by
display or sound. For example, the message output section 3 may
include a display, a speaker, and/or & light-emitting diode.

The similarity decision section 2 méy be implemenfed by
2 similarity deci.sién prograin ranning 6n a microprocessor. The
siﬁilarity decision program may be previously stored in é
control memory (n_ot shown) composed of a read-only memory (ROM).
a non-volatile semiconductor memﬁry, or the like.

Referring to Fig. 5, when inputting fingerprint image data
i from the fingerprint image input section 1. the similarity
decision section 2 starts the similarity decision program to
calculate the similarity between 'the ilnput fingerprint image
~and the reference fingerprint image stored in the reference
fingerprint image me_méry 3 as described before. Based on the

similarity, it is determined whether the input fingerprint image

G7 I CROC aw
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is similar to the reference fingerprint image stored in the

reference fingerprint image memory 3 (step S21).

When it is determined that the input fingerprint image
is similar to the reference fingerprint image (YES at step S21),
- the similarity decision section 2 controls the meséage output
section 5 so that thé user is prompted to replace the finger
on the scanner by display or sound (step S22) and the control
goes back to the step S21.

When 1t 1s determined that the input fingerprint image
is not similar to the reference fingerprint image (NO at step
§21), the similarity decision section 2 accepts the 1hput
fingerprint image to output it to the adcepted fingerprint image
output section 4 (step $23). At the same time, the similarity
decision section 2 updates the reference fingerprint |
image memory 3 by replac;l.'ng the stored fingerprint imags data
with the currently accepted. fingerprint image data (step S24).

 FOURTH EMBODIMENT

A biometric data acceptance system according to a fourth
embodiment has basically the same system configuration és ih
the first embodlment of Fig. 1l except that the reference
fingerprint image memory 3 stores a plurality of reference
- fingerprint images, the similarity decision section 2 performs
searching operation against the réferencé fingerprint images.
and a message output function 15 added. |

AsshownlnFlg 3A. thereferenceflngerprlnt1magememory

3 stores a plurality of reference fingerprint :.mages RI(1)-
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inputted in the past, including the previously acocepted

fingerprint image. To reduce the time required for simllarity
decision, the number of reference fingerpr_int images stored in
the reference fingerprint image memory 3 1s preferably reduced.

The similarity decision section 2 may be implemented by
a similarity decision program running on a mlcroprbcessor. The
similariﬁy decision program may be previously stored in a
control memory (not shown) composed of a read-only memory (ROM),
2 non-volatile semiconductor memory, or the like.

Referxing to Fig. 6, when inputting fingerprint image data
£froem the fingerprint image input section 1, the similarity
decision section 2 starts the similarity decision program.
Afler initializing a variable i to 1 (step 531), the similarity

decision section 2 searches the reference fingerprint

placey

< //II/I///III/////I/I//II/

RI(n). which are all or partial fingerprint images that were

image memory 3 for a reference fingerprint image RI(i) (step

© $32). Thereafter, the similarity decision section 2 calculates

the similaxity between the input fingerprint image and the read |

reference fingerprint image RI(i) as described before. Based
on the simliarity, it is determined whether the input
Tingerprint image is similar to the reference fingerprint image
" RI(i) (step S33). |

When it is determined that fhe input fingerprint image
'is similar to the reference fingerprint image RI(i) (YES at step
S33), the similarity declsi_bn. section 2 controls the messlage

output section 5 so that the user is prompted to replace the
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finger on the scanner by display or sound (step S34) and the
control goes back to the.scep §31.

When it is determined that the input fingerprint image
is not similar to the reference fiangerprint image RI(i) (NO at
step §33). it is determined whether the wvarlable i exceeds a
pgedetarmined value n, which is the number of the reference
fingerprint images stored in the reference fingerprint
image memory 3 (step $§35). When the variable i is not greater
than n (NO at step S35), the variable i 1s incremented by one
(step S36) and the control gées back to thé stap S32., In
this manner. the stéps S32, $33, S35, and S36 are repeatedly
performed while incrementing i until the variable i exceeds n.

When the variable i exceeds n. that 1s, all reference
fingerprint images stored in the reference fingerprint
image memory 3 have been read (YES at étep §35), it means that no
fr:éference fingerprint image is similar to the input fingerprihf:
image. Therefore, the similarity decision sectioa 2 accepts the
input fj_.ngerprint image to output it to the accepted fingerprint
linage output secfion 4 (step 837). At the same time, the
similarity decision section 2 updates the reference fingerprint
image memory 3 by ;dding the currently accepted fingerprint
image data to the previously stored fingerprint 1mage data (step
$38). '

_ As described before, the similarity decision section 2 rﬁa.y

be implemented by a similarity decision program running on a

. program-controlled processor.

07
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As shown in Fig. 7, for example, the biometric data

21 |

acceptance system according to the third embodiment as shown
inFig. 4'may be implemented by replacing the similarity decision
section 2 with a program-controlled processor 6. The similarity
‘decision prxogram is stored in a program memory 7 such as a
read-only memory (ROM), a magnetic disk, a non-volatile
semiconductor memory, or the like.

When inputting fingerprint image data £rom the fingerpxint
image input section 1, the program-controlled processor 6 reads
the similarity decision program f£rom the program memory 7 and
starts the similarity decislon process as desoribed in Fig. 5.

As described above, according to the present invention,
it is d,etei:mix_xed whether an input biometric image is similar
to a previously accepted biometric image and Thereby it is
pﬁssible to determine wﬁether the input b.‘l.oinetric image should
be accepted. Therefore, for example, 1f a user continuously
places the finger on the scanner' without moving it off, such
an incorrect operation is rejected and the input image is not
accepted.

In addition, according to the present invenlion. when the
incorrect input operation is performed. it 1s possible to prompt
the ﬁser to move it off and réplace by a replacement message.

Therefore, reliable image data can be obtained and accepted.
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1. An apparatus for accepting & biometric image for

biometric identification, comprising:

an input device for inputting a biometric image:

a memory for storing at least cne reference
bilometric image: and

a determiner for determining whether an input
biometric image is acceptable, depending on whether a degree
of similarity between the-input biometric image and a reference

biometric image is smaller than a predetermined threshold.

2. The apparatus according to claim 1, wherein, when
the degree of similarity is smaller than the predetermined
thresheld, the determiner determines that the input biometric

image is acceptable.

3. The apparatus according to claim 2, wherein, when
the degree of similarity is not smaller than the predetermined
threshold., the determiner determimes that the input biometric

image is not'acceptable.
4. The apparatus according to claim 1, further

. comprising:

an output device for prompting a user to re-enter
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a biometric image through the input device when the determiner

detexmines that a previously input biometric image is not

acceptable,

5. The apparatus according to claim 1, wherein
the membry stores a reference biometric image that was accepted

last time,

6. The apparatus according to claim 1, wherein
the memory stores a plurality of reference biometric images that
were inputted in the past, including a previously accepted

biometric image.

7. The apparatus according to claim 6, wherein the
detexrminer calf:ulates_ a degree of similarity between the input
biometric image and each of the reference bilometric images
wherein, when all calculated degrees of similarity are smaller
than the predetermined threshold. the determiner determines

‘that the input biometric image 1s acceptable.

8. A fingerprint acceptance apparatus_for accepting a
fingerprint image, comprising:. |
an inpuf device for :an;utting a fingerprint image;
a memory for storing at least one reference -
fingerprint image:

a similarity calculator for calculating a degree of
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s:Lmila.r:Lty between the input f:.ngerpr:.nt lmage and a reference

f:.nqerpr;nt image; and
a determiner for determining whether an input
fingerprint image is acceptable. depending on whether the degree

of similarity is smaller than a predetermined threshold.

9. The fingerprint acceptance apparatus according to
claim 8, wherein. when the degree of similarity is smaller than
the predetermined threshold, the detexminer determines that the

input fingerprint image is acceptable.

10. The fingerprint acceptance apparatus according to
claim 9, wherein, when the degree of similarity 1s not smaller
than the predetermined threshold, the determiner determines

that the input fingerprint image is not acceptable.

11. The fingerprint acceptance apparalus according to
claim 8, wherein the input device 1s an optical scanner on which

A user's finger is to he placed.

12. The fingerprint acceptance appaxatug accoxrding to
claim 8, wherein the input device compﬁ:is'es' a semlconductor chip
implementing a sensing function of sensing a fingerprint image
by one of electrastatic capacifance sy'stem, nsat-s'énéing system, -

and electric field sensing system.
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13. The fingerprint acceptance apparatus according to
claim 8, whexein the similarity calculator calculates the degree
of similarity between the input fingerprint image and a
ceference fingerprint image using an expression represented by

| IFNel/|6].
where G = {x| g(x) > T, x € D) where g(x) is an input fingerprint
image, x is a coordinate vector of a pixel 1in a two-dimensional
image plane, and D 1s the whole image plane or a predetermined
part thereof, F = (x| £(x) > T. x € D)}, wherein £(x) is a reference
fingcrprlnt image, and |p| indicates the area of p or the number

of pixels thereof.

14. The fingerprint acceptance apparatus according to

claim 13, wherein the degree of similarity 7 (£. g9) is calculated

by an expression represented by

f"m,a}(f(x) - T)!t“.ﬁ) (g(x) - ]‘)dx ..
* Y= 2 )
i . f’m.a)(g(x)-r)dx

1 v,
j(n_-r)(.}') = {0 :‘/ <0

15. The fingerprint acceptance apparatus according to
claim 8, wherein the degree of similarity is obtained by using

one of gray-level correlation between the input fihgerpriﬁt'
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iwage and the reference fingerprint image and the number of
pixels having same binary value in both the input fingerprint‘

image and the reference fingerprint image.

16. The fingerprint acceptance apparatus according to
claim 8, wherein the degree of similarity is obtained by dividing
the number of pixels having same binary value in both the input
fingerprint image and the refergnc'e fingerprint image by

the number of all pixels of the input fingerprint image.

17. The fingerprint accepf:ance apparatus according to
claim 8, wherein the degree of similarity is obtained bjr dividing
the number of pixels having same binary value in both the input
fingerprint image and the reference fingerprint image by

the number of all pixels of the reference fingerprint image.

18. The fingerprint acceptance apparatus according to
claim 8, wherein tl;e.degree of similarity is obtained based on
A degree of partial similarity calculated as to a partial image
lfor the input fingerprint image and the reference fingerpriﬁt

image.

19. The fingerprint acceptance apparatus according to
claim 8, further comprisihg:
an output device for prompting a user to re-enter

a fingerprint image through the input device when the determiner
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determines that a previously input fingexprint 1mage is not

acceptable.

20. The fingerxprint acceptance apparatus according to
claim 8, wherein the memory stores a reference fingerprint image

that was accepted last time.

21. The fingerprint acceptance apparatus according to
¢claim 8, wherein the memory stores a plurality of reference
fingerprint images that were inputted in the past. including

a previously accepted fingerprint image.

2_2. The fingerprint acceptance apparatus according to
claim 21. wherein the similarity calculator calculates a degree -
Qf similarity between the input fingerprint image and each _of
the reference fingerprint images whefein, v;hen all calculated
degrees of similarity are smaller than the predetermined
Threshold, the determiner deteminés thaﬁ the input fingerpxint

image is accaptable.

- 23. Amethod for accepting a biometric image, comprising .
" kthe steps of: |
a) storing at least _on.e reference biometric image
in a memory: i - |
_b)_ inputting a biometr.ic im'age'tnrough an input

device;
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¢) calculating a degree of similarity between the

M R S

28

input biometric image and a reference blometric image: and
d) determining whethexr an input biometric image is.
acceptable, depending on whether the degree of similarity is

smaller than a predetermined threshold.

24, The method according to claim 23, wherein, when the
degree of sirriilarity is smaller than the predetermined threshold,

it is determined that the input biometric image 1is acceptable.

25. The method according to claim 24, wherein. when the
degrea of similarity is not smaller than the predetermined
threshold, it 1s determined that the input biometric image is not

gcceptable.

26. The method a_ccording to claim 23, wherein the degree.
qf similarity is calculated 'using an expression repre_sented’ by
|FNG|/[el,
where G = {%]| g(x) > T, x € D} where g(x) is an input biometric

image. x is a coordinate vector of a pixel in a two-dimensional

' image plane, and D is the whole image plane or a predetarmined

part thereof, F= {x]| £(x) > T, x € D}, wherein £(x) 1s arcfcronce
biometric image. and |p| indicates the aresa of p or the number

of pixels thereof.

27. The method acco_i:ding to claim 26, wherein the degree

ne ot DLAN A
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of similarity ¥ (£, g) is calculated by an expression represented

by

_!; oy (F (%) =T (8(x) = T)dx
(f.8)= 2
i [l (80 =T)lx
o

1 y>0
I(II.-) (y) = {0 y = 0

28. The method according to claim 23, wherein the degree
of similarity is .obtained by using one of gray-level corralation
betweeh.the input biometric image and the reference biometric
image and the number of pixels having same binary value i.n both

the input biometric image and the reference biometric image.

29.  The method according to claim 23, wherein the degree
of s:';mil_arity is obtained by dividing the number of pixelé having
same binary value in both the input biometric image and the
reference biometric image by the number of all pixels of the

input biometric image.

30. The method according to claim 23, wherein the degree
of simtlarity is obtained by dividing the number of pixels having
s'ame binary value in both the input biometric image and the

reference biometric image by the number of all pixels of the
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reference biometric image.
31. The method accoxrding to claim 23, wherein the degree

of similarity is obtained based on a degree of partial similarity
calculated as to a partial image for the input biometric image

and thc reference biometric image.

32. Themethod according to ¢laim 23, further comprising

the steps of:
proxnpting a user to re-enter a blomatric image when
_ it is determined that a previcusly linput biometric image is not

acceptabla._

33. The mathod according to claim 23, whexein the memory

stores a reference biometric image that was accepted last time.

34. The method according to ¢laim 23. wherein the memory
stores a plurality of reference hiometrilc images that were
inputted in the past, including a previously accepted biometric

image.

35, The method according to claiﬁ\'34, wherein a deagree

. of similarity between the input biomatric image and each of the
reference biometric images wherein, when all calculated
degrees of similarity are émalll'er than the predetermined

threshold, it is determined that the input biometric image is
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36. A recordingi medium storing a program for instructing
a computer to perform a biometric image acceptance method, the
program comprising the steps of:
| a) storing at _].east one reference biometric image:
b) inputting a biometric imade through an input
device:
¢) calculating a degree of similarity between the
input biometrié image and a reference biometric image: and
4d) de_termining whether an input biometric image is
- acceptable, depending on whether the degree of similarity is

smaller than a predetermined threshold.

37. The recording medium according to claim 36, wherein,
wiien the degyree of similarity is smaller than the predetermined
threshold, it is determined that the input biometric image is

accaptable.

38. The recording medium according to claim 37, wherein,
when the degree of similarity is not smaller than the
predetermined threshold, 1t 1s determined that the input

‘blometric 1lmage 1s not acceptable.



