|  GATHERI NG RANDOMNESS | N A W RELESS SVMART CARD READER BACKGROUND [ 0001]
In general, wireless communication is insecure and vul nerable to attacks.
Vari ous techni ques nay be enpl oyed to secure a wirel ess conmuni cation |ink
or to make it 5 less vulnerable to attacks. For exanple, cryptographic
techni ques may be enployed to secure a wreless conmmunication |link. The
strength of an encrypted comunication link depends on the quality of the
cryptographi ¢ keys, which in turn, depends, at least in part, on the
randommess of the keys. It is known to have a device maintain a randomess
pool, i.e. a " ;! 3&@& f j i ct
random dat a. Thgggt¥ggggg 1gk§§n §§J§§$§»§§§ﬁ§%?§§gﬁ¥?§§¥§§@8§ﬁéggtion of
cryptographi ¢ keys. [0002] US 2004/188519 di scloses a bionetric device

whi ch i nt erBACKGROUND smart card, but it does not disclose a randommess
pool on the smart card reader, nor is it concerned with the generation of
keys. Ther g0081jal sdnnger@diScusslan domrhimiSatief & eneeursbaldt viRetabR WS aitidcks.
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extract random data fromthé source and to send the extracted r
secur el y ovepold ofi napfias gatg fmmivdach one Hevike tan ekieadt mandone alath. r Fhel extractod

the s man ?gr{(gm data may be used in the generation of cryptographic keys.

[0002] US 2004/188519 discloses a biometric device which interacts with a smart card,
but it does not disclose a randomness pool on the smart card reader, nor is it concerned with
the generation of keys. There is also no discussion in this reference about how to use a
randomness pool to secure a communication between the smart card reader and another

15 device.

[0003] US 2004/109567 discloses a system for generating an encryption key in an
embedded device, such as a device embedded in a printer, but is not concerned with smart

cards or smart card readers.



reader is arranged to incorporate the extracted randomdata into the
randommess pool. BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0005] Enbodi nents of
the invention are illustrated by way of exanple and not 10 limtation in
the figures of the acconmpanying draw ngs, in which |ike reference nunerals
i ndi cate correspondi ng, anal ogous or simlar elenents, and in which: [0006]

Figure | is a schematic diagram of an exernplary system and [0007] Figure
2 is a block diagramof the exenplary systemof Figure 1. [0008] It will be
appreciated that for sinplicity and clarity of illustration, elenments 15

shown in theyfiiigues have not necessarily been drawn to scale. For exanple,
the dinensions of sone of the el enents may be exagger at ed reI ati ve to

ot her el emg 54]{ or 4.l ﬁ’xraln eg‘c t@ﬁ)ﬁéelrig%x%%son 1ov1ac%§l ([31?0)105%1 F%mgré%mg & Satt

foll owi ng det escrip | on, Mer ous sp %

order t 0 prcmrd d@d& hhen@ughndmd%§ besidbnd a devepagdipienk S Qfurédhef lanuentdaed).
However w || be understoaod by those of ordinary skill in the art t hat

t he errbodl nBa1svigs haviag snstaiied iherben mdyiverefop thecsmart srrdireadsut Wheraigdhe deveris c
details. 3 Moy E@(ﬁ t(5 '3§1¥r qgl?d abﬁg&(ﬂvﬂe C?gﬁltcgoa%ﬁ topsreﬂget é”egt?act%d) P&%ﬂ@%{‘@&a
ESCI’ | In e

and CIrCUItS ve not arl so as no scur
enbodi nment sseotr etyhevelr mmnekmcmﬁmﬁﬂﬁlmcﬁ%eﬁﬁk ende dnsartregld readdr] g the kmavhéc

is a schemati agram, of. an exe ar stem according to sone
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card reader 102, a nobile device 104 and a w rel ess-enabl ed personal

conput er 1G8RIEPMBESCRAFACNeaderHEGPR ARANTRPi | e device 104 are able to
conmuni cate over a wireless communication |link 108. Smart card reader 102

and personghoGfMP Ut iBeRs S | GvbRiGP I m 0 rel
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indicate corresponding, analogous or similar elements, and in which:
{0006} Figure 1 is a schematic diagram of an exemplary system; and
[0007] Figure 2 is a block diagram of the exemplary system of Figure 1.

[0008] It will be appreciated that for simplicity and clarity of illustration, elements
15 shown in the figures have not necessarily been drawn to scale. For example, the
dimensions of some of the elements may be exaggerated relative to other elements for

clarity.



15 and 110 includes the Institute of Electrical and El ectroni c Engi neers
(IEEE) for Wreless LAN MAC and Physical |ayer (PHY) 802.11 a, b, g and n
specifications or future related standards, the Bluetooth(r) standard, the
Zi gbeeTM st andard and the like. [0011] A smart card 112 is shown inserted
into smart card reader 102. Smart cards are personalized security devices,
defined by the 1S07816 standard and its derivatives, as 20 published by
the International Organization for Standardization. A smart card nay have a
formfactor_of a credit card and may include a sem conductor device. The
seni conductBFTANP REHG HHEONde a” menory that can be programmed with
security information (e.g., a private decryption key, a private signing
key, bionetl00ed etlo.the tbwing deadbddescaipponoessoous sedfiordethéldiacase dottiogn c,

for exanple, .dedi cated decr i.on | ogi,c and/ ar dedi cated signing 25 | ogic.
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Alternatively, smart card functionality nay be enbedded in a device having
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i denti fi catdbesure tie anbcRitkemn®bf iR igeastiee. 104 and/ or personal conputer 106,
and to digitally sign and/or decrypt nessages sent by nobile device 104
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examples of wireless local area network standards for wireless communication links 108

15 and 110 includes the Institute of Electrical and Electronic Engineers (IEEE) for Wireless
LAN MAC and Physical layer (PHY) 802.11 a, b, g and n specifications or future related
standards, the Bluetooth® standard, the Zigbee™ standard and the like.

[0011] A smart card 112 is shown inserted into smart card reader 102. Smart cards are
personalized security devices, defined by the ISO7816 standard and its derivatives, as
20 published by the International Organization for Standardization. A smart card may have a
form factor of a credit card and may include a semiconductor device. The semiconductor
device may include a memory that can be programmed with security information (e.g., a
private decryption key, a private signing key, biometrics, etc.) and may include a processor
and/or dedicated logic, for example, dedicated decryption logic and/or dedicated signing
25 logic. A smart card may include a connector for powering the semiconductor device and
performing serial communication with an external device. Alternatively, smart card
functionality may be embedded in a device having a different form factor and different
communication protocol, for example a Universal Serial Bus (UUSB) device. The person
whose security information is stored on smart card 112 may use smart card reader 102 for
30 1dentification, to unlock mobile device 104 and/or personal computer 106, and to digitally
sign and/or decrypt messages sent by mobile device 104 and/or personal computer 106.

Smart card 112 may also include a random number generator.



smart card reader 102 via comunication link 108. Smart card reader 102 may
send the encrypted nessage key to smart card 112, and the decryption
engi ne of smart card 112 nay 10 decrypt the encrypted nessage key using the
recipient's private decryption key, which is stored in smart card 112.
Smart card reader 102 may retrieve the decrypted nessage key fromsmart
card 112 and forward it to nobile device ¥04 via comunication |link 108 so
that nobile device 104 can decrypt the received e-nail nessage. The smart

card 112 mayo1Pf evemdr SHauifonoBRd désReOfod %a/r 8C1BleH ISéIilerai YakEeive e-mail

decryption key by requiring that a 15 password or personal identification
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comuni cation link 108 fromsmart card reader evi ce
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card 112 to_produce signatur{e usi ng .a hash di fJerent fromthe hash of the

i nt ended 5Prevent unauthorized use o the recﬂjlent s private decryption key by requiring that a
15 password or personal identification number (PIN) be supplied before allowing the

decryption operation to proceed.

[0013} Similarly, to add a digital signature to an e-mail message being sent by mobile
device 104, mobile device 104 may send a hash of the contents of the e-mail message to
smart card reader 102 over communication link 108. Smart card reader 102 may pass the
20 hash to smart card 112, which may produce a digital signature from the hash and the
sender’s private signing key, which is stored in smart card 112, Smart card 112 may then
pass the digital signature to smart card reader 102, which may forward it to mobile device
104 via communication link 108 so that mobile device 104 can transmit it along with the e-
mail message to the e-mail server. Again, smart card 112 may prevent unauthorized use of
25 the recipient’s private signing key by requiring that a password or PIN be supplied before

allowing the signing operation to proceed.

[0014] The unencrypted message key should be sent securely over communication link
108 from smart card reader 102 to mobile device 104 to prevent a third party from
retrieving the message key from communication link 108. Similarly, the hash to be signed
30 should be sent authentically over communication link 108 from smart card reader 102 to
mobile device 104 to prevent a third party from modifying the hash and thereby causing

smart card 112 to produce a signature using a hash different from the hash of the intended



nmessage. Therefore communication |ink 108 nmay need to be secured using
cryptographic techniques. [0015] The person whose security information is
stored on smart card 112 nay wish to digitally sign outgoing e-mail sent
from personal computer 106 or to decrypt incomng 5 encrypted e-nai

recei ved at personal conputer 106. This will require personal conputer 106
to conmmunicate with smart card reader 1025 n nmuch the sane way as nobile
device 104 comunicates with smart card reader 102 as descri bed above. For
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keys may beogenareation ingrl 18aedy nasdity belsesuraslosmgnirgpiopmphicaechaggsson over
comuni cation |ink 108 or 110. [0017] The strength of the encrypted
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t her ef ore A thedblnctaoth@ansiving esecedurst "An alldisional layer of security for communication

links 108 and 110 may involve encryption with one or more additional keys. These
15 additional keys may be generated from a shared secret between smart card reader 102 and
mobile device 104, or smart card reader 102 and personal computer 106, and one or more
symmetric keys based on this shared secret may be generated using known Diffie-Hellman
and simple password exponential key exchange (SPEKE) methods and variants thereof.
Moreover, random session keys may be generated for each individual communication

20 session over communication link 108 or 110.

[0017] The strength of the encrypted channels between smart card reader 102 and
mobile device 104 and personal computer 106 may depend, at least in part, on the quality of
the encryption keys. The more random the data used to generate these keys, the less likely
that an attacker will be able to figure out the keys, and the more secure the communication

25 link.

[0018] Smart card reader 102 may therefore maintain a “randomness pool”, also
known as a “random pool” or an “entropy pool”. A randomness pool is a “pool” of random
data, which is “stirred” as input is incorporated into the pool, to ensure that there is no
discernible pattern.  Many different implementations of randomness pools and

30 corresponding pseudo-random number generators are known.



known as a "random pool"” or an "entropy pool". A randommess pool is a
“pool” of random data, which is "stirred" as input is incorporated into
the pool, to ensure that there is no discernible pattern. Many different

i npl enent ati ons of randommess pools and 30 correspondi ng pseudo-random
nunber generators are known. 6 [0019] For exanple, smart card reader 102
may store a 256-byte (2048-bit) long arrayy, which is alist of all nunbers
fromO to 255. A function nmay be used to pernmute the list based on input.
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Smart card reader 102 may include a connector, for exanple, a

[0021] (1) Randomness injected at manufacturing. A source of randomness at the

manufacturing facility may be used to generate a random value to add to the randomness
15 pool of smart card reader 102. For example, the source of randomness may be a pseudo-
random number generator. Although an attacker may know the algorithm used by the
pseudo-random number generator, the attacker does not know which value was used to seed
the pseudo-random number generator and is unaware of the conditions and circumstances at

the time the random value was added to the randomness pool of smart card reader 102.

20 10022) (2) Random data injected to the smart card reader via an out-of-band
communication link. Smart card reader 102 may include a connector, for example, a
connector that accepts a USB cable. Smart card reader 102 may be connectable to personal
computer 106 using a USB cable 114, for example, in order to charge a battery of smart
card reader 102 and/or to upload software to smart card reader 102. The USB cable is an

25 example of an out-of-band communication link, since it is authentic and secure and not
vulnerable to altackers attempting to attack communication link 110. Personal computer
106 may include a randomness pool and may be able to provide smart card reader 102 with
random data via the out-of-band communication link, and smart card reader 102 may then
incorporate the random data into its randomness pool. Similarly, smart card reader 102

30 may be connectable to mobile device 104 via an out-of-band communication link, for

example, a USB cable. Mobile device 104 may include a randomness pool and may be able



connector that accepts a USB cable. Smart card reader 102 may be
connectabl e to personal conputer 106 using a USB cable 114, for exanple,
in order to charge a battery of smart card reader 102 and/or to upload
software to smart card reader 102. The USB cable is an 25 exanple of an
out - of -band communication link, since it is authentic and secure and not
vul nerable to attackers attenpting to attack conmunication |ink 110.
Personal conputer 106 may include a randomess pool and nay be able to
provi de smajd 1%@&19 sh%ﬁ%Fd rjegger"l‘oﬁgml{ ﬁgﬁitﬂf{‘flg%t\ﬁa i’He"’bhtt WGIRe C&ngﬁf&gtic%rhlink,
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15 102 may incorporate the extracted random data received securely over communication link

110 into its own randomness pool. This method may be performed periodically.

[06024] (4) Traffic received from the smart card is incorporated into the smart
card reader’s randomness pool. Smart card reader 102 may incorporate traffic received
from smart card 112 into its randomness pool. Although some of the data stored on smart
20 card 112 may not be random (e.g. biometrics, a person’s name and other identification), the
order in which this data is requested by smart card reader 102 may be unpredictable.
Random elements may be included in some of the traffic received from smart card 112 by
smart card reader 102, for example, the decrypted message key for an S/MIME e-mail
message received at mobile device 102 or personal computer 106, and the digital signature
25 produced by smart card 112 from the hash of the contents of an e-mail message and the e-

mail sender’s private signing key.

[0025] (5) Random data from a random number generator of a smart card
inserted in the smart card reader is incorporated into the smart card reader’s
randomness poel. Smart card 112 may have a random number generator. A device having
30 a driver for smart card reader 102 installed thereon, such as mobile device 102 or personal
computer 106, may request random data from smart card 112 via smart card reader 102,

Since this random data is traffic received by smart card reader 102 from smart card 112,



110 into its own randommess pool. This nmethod nay be perforned
periodically. [0024] (4) Traffic received fromthe snmart card is
incorporated into the smart card reader's randomess pool. Smart card
reader 102 may incorporate traffic received fromsmart card 112 into its
randommess pool . Al though sone of the data stored on smart 20 card 112 may
not be random (e.g. bionetrics, a person' £ nanme and ot her identification),
the order in which this data is requested by smart card reader 102 may be
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decrypt ed nEewaipeark esrdf b2 BnitSiaddvEnessmpddl, thiessdgm dzati@eu@dteétbymhblrmdom
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the e- mail.serdaer gprivate signing key. [0025] (5) Random data from a

random nunber generator of a smart card inserted in the smart card reader
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card 112 in0G2t gverrammne@stlcpndmk 10& gr rlalﬁd@mpdett\@hger&“nm adrdyeadae 102nmemn
nunber ggperato smart card 1 be .incorporated into the randomess
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a random sessi on key and usé’ it to encrypt traffic to smart card reader
and personal computer 106 are not shown in Figure 2 and are not described explicitly

below.

15 [0028] Smart card reader 102, mobile device 104 and personal computer 106 include
antennae 202, 212, and 222, respectively. A non-exhaustive list of examples for antennae
202, 212 and 222 includes dipole antennae, monopole anfennae, multilayer ceramic
antennae, planar inverted-F antennae, loop antennae, shot antennae, dual antennae,

omnidirectional antennae and any other suitable antennae.

20 [0029] Smart card reader 102, mobile device 104 and personal computer 106 include
communication interfaces 204, 214, and 224, respectively, which are coupled to antennae
202, 212, and 222, respectively. A non-exhaustive list of examples for standards with
which communication interfaces 204, 214 and 224 may be compatible includes 802.11 a, b,
g and n and future related standards, the Bluetooth® standard, the Zigbee™ standard and

25 the like.

[0030] Smart card reader 102 also includes a processor 206 coupled to communication
interface 204, and a memory 208, which may be fixed in or removable from smart card
reader 102. Memory 208 may be coupled to processor 206 or partly embedded in processor
206. Commmunication interface 204 and processor 206 may be part of the same integrated
30 circuit or in separate integrated circuits. Similarly, processor 206 and memory 208 may be

part of the same integrated circuit or in separate integrated circuits.



102 over conmunication link 108 or 110, respectively. Smart card reader 102
may 10 incorporate the random session key into its randommess pool. [0027]
Figure 2 is a block diagramof system 100, according to sonme enbodi nents of
the invention. For clarity, sone conponents of smart card reader 102,

nobi | e device 104, and personal conputer 106 are not shown in Figure 2 and
are not described explicitly below 15 [®028] Smart card reader 102,

nobi | e devi ce 104 and personal conputer 106 include antennae 202, 212, and

222, respecpiisE] y. ¥obROdexbaushide Ichldeoh S¥asmbes1d ebudt 8088 muiRaiion 12
and 222 includes dipole antennae, nonopol e antennae, multilayer ceramc
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ant ennae, i g } l.. ant ennae ,and an er suitabl t ennae.
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{0033] A non-exhaustive list of examples for processors 206, 216 and 226 includes a
central processing unit (CPU), a digital signal processor (DSP), a reduced instruction set
15 computer (RISC), a complex instruction set computer (CISC) and the like. Furthermore,
processors 2006, 216 and 226 may be part of an application specific integrated circuit

(ASIC) or may be a part of an application specific standard product (ASSP).

[0034] A non-exhaustive list of examples for memories 206, 216 and 226 includes any

combination of the following:

20 a) semiconductor devices such as registers, latches, read only memory (ROM), mask
ROM, electrically erasable programmable read only memory devices (EEPROM), flash
memory devices, non-volatile random access memory devices (NVRAM), synchronous
dynamic random access memory (SDRAM) devices, RAMBUS dynamic random access
memory (RDRAM) devices, double data rate (DDR) memory devices, static random access

25 memory (SRAM), universal serial bus (USB) removable memory, and the like;
b} optical devices, such as compact disk read only memory (CD ROM), and the like; and
¢) magnetic devices, such as a hard disk, a floppy disk, a magnetic tape, and the like.

[0035] Memories 218 and 228 may store respective drivers 219 and 229 for smart card
reader 102. Drivers 219 and 229 may implement portions of the methods described

30 hereinabove,



104. Menory 218 may be coupled to processor 216 or partly enbedded in
processor 216. Communication interface 214 and processor 216 may be part
of the same integrated circuit 5 or in separate integrated circuits.
Simlarly, processor 216 and nenory 218 nay be part of the sane integrated
circuit or in separate integrated circuits. [0032] Personal conputer 106

al so includes a processor 226 coupled to bthbnmunication interface 224, and
a nmenory 228, which may be fixed in or renovable from personal conputer
106. Memory[og2§ maynbeosowokess ?Ostgfeo%ﬁ&ﬁﬁa{bl@ 28,401 2 AT i eW?l%ﬁ’dé%%cht@d 19y
processor 226 Communi cation interface 224 and processor part” of
t he sane |mpe€gsca*tié%, ehayceduse emaitreaskpeadat €02 me égogiezate alate ite sts r&idunress v,

processor 226 art f th sane t t ci.rcuit or
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specific st% pr oduct % SSP%.ahoo34 A non-exhaustive |ist of exanples
for menori é8*H Offgx SRHARSAKHRPANES i nati on of the fol | owi ng:
20 a) senlconductor devi ces such as registers, latches, read only nenory
(ROVM), mask ROM electrically erasable programmable read only nenory

devi ces (EEPROM), flash nenory devices, non-vol atile random access nenory
devi ces (NVRAM), synchronous dynani c random access nenory (SDRAM devices,
RAMBUS dynam ¢ random access nenory (RDRAM devices, double data rate
(DDR) nenory devices, static random access 25 nenory (SRAM, universal
serial bus (USB) renovable nenory, and the |like; b) optical devices, such
as conpact disk read only nenory (CD ROV, and the like; and c¢) magnetic
devi ces, such as a hard disk, a floppy disk, a nagnetic tape, and the |iKke.
[ 0035] Menories 218 and 228 may store respective drivers 219 and 229 for
smart card



reader 102. Drivers 219 and 229 may i npl enent portions of the nethods
descri bed 30 hereinabove. 10 [0036] Menory 208 nay store executabl e code
209 whi ch, when executed by processor 206, nmay cause snmart card reader 102
to incorporate data into its randommess pool. Executable code 209 may

i npl ement portions of the methods described herei nabove. [0037] Wile

certain features of the invention have been illustrated and described 5
herei n, many nodi fications, substitutions, changes, and equivalents wll
now occur to those of ordinary skill ig,the art. It is, therefore, to be

understood that the appended clains are intended to cover all such

nodi fi cati ons Sﬂ,ﬂm hanges. 11 Cains: 1. A system (100) conprising: a
smart card reader ?’102) havi ng a randomess pool; and a device (104, 106)
conpri sing a sbéuAcgstah (t@ndanpiiaiga, said device (104, 106) 5 having
installed thereon a driver %2 9 22%&.for said smart card reader (102),
wherein said driver?® {#{crardsader (102 hdving gaandopness ppeleandr andom dat a from sai d

source and to sench deicd (BM] [65 L&HpIARGAUIRL BraSEOL & xa'ia?}d%%ef(méﬁgé)ess

comuni cat i, on Iink.T%108 110) to said snmart card reader nd ‘sai d

smart card eadeﬁa? EWWH§H%WF%H§@BET@éiﬁﬁebﬁpﬁﬂhﬁﬁﬂgakbeakw(%ELed random
data into sald randamassie@dler (3050 WNGHEH B S@hd AMBhdLdh %a‘ﬁ%%?ce( 102)
r smart car

is arranged to incorporate traffic receive om a
i nserted ther ei n?3h¥ sewl Bid sxBrcied rdedpnt dnta dveurdiy\avere itdess cABB)micativhdinkai d
randomess pool . (3g Mg iS4st aj . wherein q%g mart card
(112) has a r andg)m nurrger 1 g(g@?gatdg{(igir?dér{gas%g S{“F"gf"?ﬁdé"%‘?s p%s’%%”%ﬁ om
dat a gener at ed bip i8edreprata pald axtragtet) emmdog et fiatd eaid randomness pool, and
10 wherein said smart card reader (102) is arranged to incorporate traffic received
from a smart card (112) inserted therein and to be forwarded to the device (104, 106)

into said randomness pool.

2. The system (100) of claim 1, wherein said smart card (1 12) has a random number

15 generator and said traffic comprises random data generated by said random number

generator,

3. The system (100) of claim 1 or claim 2, wherein an implementation of said randomness
pool comprises a list, and said smart card reader (102} is arranged to incorporate said

20 traffic into said randomness pool by permuting said list according to a function of at least
said traffic and said smart card reader (102) is arranged to incorporate said extracted
random data into said randomness pool by permuting said list according to a function of at

least said extracted random data.

25 4. The system (100) of any one of claims I to 3, wherein said device is a mobile device

(104) and/or a personal computer (106).

5. The system (100) of any one of claims 1 to 4, wherein said wireless communication

link (108, 110) is a Bluetooth® communication link.



3. The system (100) of claim1 or claim2, wherein an inplenentation of
sai d randommess pool conprises a list, and said smart card reader (102) is
arranged to incorporate said 20 traffic into said randommess pool by
permuting said list according to a function of at |least said traffic and
said smart card reader (102) is arranged to incorporate said extracted
random data i nto said randommess pool by permuting said list according to a
function of at |east said extracted random data. 25 4. The system (100) of
any one of claims Ito 3, wherein said dé¢ice is a mobile device (104)

and/ or a personal conmputer (106). 5. The system (100) of any one of clains
| to 4, wherei A daintrtwiardoksles(10Dmummpiisiagi on |ink (108, 110) is a

Bl uet oot h(r) connuné%a i on Iink. 12 6. A smart card reader (102)
conprising: a r andofmie %nTﬁﬁﬂﬁo’ a processor (206); a wireless conmmrunication
interface (204) thropgteswhizgg);said smart card reader 5 (102) is able to
communi cate wi th anot her device (104, 106) via a wireless comunication
channel ; and a menct Y"§eESymRYRATEN g face W) traehphinhsaid stert serd nepdern09)

whi ch, whers exequipeh B 15 dbrAmikiORE SRR hndiRD Bdvie @5 §86) VAL, RiTBIELs car d reader
(102) to incorporate ¢traffic received froma snart card (112 coupled to

said smart card F%%chft@ﬂaﬁnﬁlﬁéndlo sai d randommess pool, wherein said
traffic recelved fromealRTREAR doLiRub bt Beuns RBYBL AR RN Sal d

smart card reader (102; via Sard wireless comunic nnel. 7. The
smart card readefXUEY Py srid plog¢spar@200Mrensss theamait npt ecndert (262) dminobrpemied

randomess pool ¢GARARLI.8ES fifnl4 [ .abl e code . 209) ,
when execut ed by Is'ai d fS ppglgea_ssg{gft C%@gé?ﬁ ° H’gé(;dﬁ%gér@?rg%ﬂ S ﬁaﬁg?ﬁ)g%? nto
sai d randotbhess pudlrangymnsey pagl.iwhgredmsait! fraf§ic receieqioiai sajd troaracdrdi(ldR) Bio b at

least said traff frwarded by said smart card reader (102) via said wireless communication channel.

7. The smart card reader (102) of ¢laim 6, wherein an implementation of said randomness
pool comprises a list, and said executable code means (209), when executed by said
16 processor (206), incorporates said traffic into said randomness pool by permuting said list

according to a function of at least said traffic.

8. The smart card reader (102) of claim 6 or claim 7, wherein said traffic comprises
random data generated by a random number generator of said smart card.
20
9. A method for gathering randomness in a smart card reader (102), the method
comprising:
incorporating traffic received from a smart card (112) coupled to said smart card
reader (102) and to be forwarded to another device (104, 106) into a randomness pool
25 of said smart card reader (102).

10. The method of claim 9, wherein said smart card (112) has a random number generator
and said traffic includes random data requested by a device (104, 106) coupled to said
smart card reader (102).

30
11. The method of claim 9 or claim 10, wherein an implementation of said randomness
pool comprises a list and incorporating said traffic into said randomness pool comprises

permuting said list according to a function of at least said traffic.



8. The smart card reader (102) of claim6 or claim7, wherein said traffic
conpri ses random data generated by a random nunber generator of said smart
card. 20 9. A nethod for gathering randommess in a snmart card reader (102),
t he method conprising: incorporating traffic received froma smart card
(112) coupled to said smart card reader (102) and to be forwarded to

anot her device (104, 106) into a randommess pool 25 of said smart card
reader (102). 10. The nethod of claim9, wherein said smart card (112) has
a random nunber generator and said traﬂﬁlc i ncl udes random data requested
by a device (104, 106) coupled to said snmart card reader (102). 30 11. The
met hod of claim9 or claim 10, wherein an inplenmentation of said randomess

ool co rises y n ncor porat.in d tra fic into sai.d randommess
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said traffic. 13 lﬂ:cei'ﬂmg rAEbMQE a0fanafite P RRuRly Fvhidd WRel&s iRk Libs, flhb?bf’?t hod
further conpr|5|8% E ?g random data transm tted securely over
wireless |ink (108Vicg @? ﬁ& PrRiEiecesorrroal randw) desiipd i sing a source of
random data5 and 5 ineepbigi@deidieccrilidald@raed aRtamaalapsd, said
randommess pool . 13. %ﬁe met hod of cI%|n11§ mhgreﬁ% sa?% 3$$eless

comuni cation link (108, 110) is a Bluetooth(r) communication |ink. 10 14.
A machi ne readap) ?heﬂ:ﬁ&hbﬁ%f(o?ﬁx%)lzc@ﬁ@é 3

bei ng executed_on a processor 'P i gugﬁgg%ﬁggg@qﬁ%adggﬁ?*géﬁﬂsﬁhany
one of clains @‘wﬁﬁﬂ§9@%m3@§%@9@8nkeader to inplement the nethod of any one
of claim9 to 13.

10 14. A machine readable medium (208) comprising program code means which when
being executed on a processor (206) of the smart card reader (102) of any one of claims 6

to 8 causes said reader to implement the method of any one of claim 9 to 13.



