WO 02/ 11467 PCT/ GB01/03385 - 1 USE OF RADIUS I N UMIS TO PERFORM HLR
FUNCTICN AND FOR ROAM NG 5 RELATED APPLI CATIONS U. S. patent application

Serial’ $@¢§%Eﬁéﬁ filed July 27,.2000, entitled "USEpehdifERRET VEB
TECHNO_OGY ORM ACCOUNTI NG FUNCTI ONS", which is a continuation 10

in-part of U S. patent application Seri al No. 09/ 626,699, filed July 27,
2000, entitled "USE OF | NTERNET WVEB TECHNOLOGY TO REQ STER W RELESS ACCESS
CUSTOMERS, " which is a continuation-in—part of U S. patent application
Serial No. 09/432,824, filed Novenmber 2, 1999, entitled 15 "CELLULAR

W RELESS | NTERNET ACCESS SYSTEM USI NG SPREAD SPECTRUM AND | NTERNET

PROTOCOL (I P)", and publi shggei¢r mdbivglmsnoMrer o asefats@pean pat ent

publ i cation EP1098539. 20 | NTRODUCTI ON The present invention is directed
to the use of the Internet RER FEEREEOH IR TR BWMINE hone | ocati on

regi ster function in a wirel ess access network. 25 BACKGROUND OF THE

| NVENTI ON As disclosed in application Serial No. 09/432,824 of 30 Novenber
2, 1999 entitled CELLULAR W RE | NTERNET ACCESS WD 02/ 11467 PCT/ GB01/ 03385

- 2 SYSTEM; USkhien SRREAED TFSP Aalhidd AND | NTERNET PROTOCOL (IP), this
describes a cellular wreless Internet access system which operates in the
2 gigahertz or other frequency

U.S. patent application Serial No. 09/626,582, filed July
27, 2000, entitled “USE OF INTERNET WEB TECHNOLOGY TO
" PERFORM ACCOUNTING FUNCTIONS”, which is a continuation-
10 in-part of U.S. patent application Serial No. 09/626,699,
filed July 27, 2000, entitled “USE OF INTERNET WEB
TECHNOLOGY TO REGISTER WIRELESS ACCESS CUSTOMERS,” which
is a continuation~in-part of U.S. patent application
Serial No. 09/432,824, filed November 2, 1999, entitled
15  “CELLULAR WIRELESS INTERNET ACCESS SYSTEM USING SPREAD
SPECTRUM AND INTERNET PROTOCOL (IP)”, and published in
equivalent form as European patent publication EP1098539.

20 INTRODUCTION
The present invention is directed to the use of the
'Internet web technology to perform a home location
register function in a wireless access network.

25

BACKGROUND OF THE INVENTION

As disclosed in application Serial No. 09/432,824 of
30 November 2, 1999 entitled CELLULAR WIRE INTERNET ACCESS



. bands to provide high data rates to fixed and portable 5 wrel ess |nternet
devices. Such users connect to near-by base stations which in turn’
comuni caty@o heikgt egr at ed Net wor K Control |l ers which areci/amsesnect €d to
the Internet. Such wireless inplenmentation relates to an access network’
of the UMIS (Universal Mbile Tel ephone 10 Service) and its subset UTRAN
(Universal Terrestrial Radio Access Network) standards. UMIS/ UTRAN
standards are published by the 3G Prejgct Partnership (3GPP)

www. 3gpp. org. 15 In any tel ecomuni cati ons access system be it wired or
w rel ess, there nust be accommobdation for end users who roam In

tradi ti onal ceklreMaysyWNe ed DS gSECTRUM rmwﬁrnmERNETtmmotuy (gemirol | ed by
a Hone Locatign Re |ster (HL%% m€|ch co nlca th the cellul ar
networ k usi n§38 F] SBFIPShA ediB oﬁg ﬁ?’%‘? AAESSUEKSES™

Si gnal i ng SywheBh#dpéSsies iWhene zr@lgaacﬂa&& be bhserlﬂteﬁm@byi s via the
Public Sw tched Tel ephone, Networ k DI US server prOV|des such

function. A P3BEEr FRtPEW s ﬁA@PLﬁaY% %ttﬁﬁ &Qdfbﬁe%r?rf%tpé’frﬁép Srticle, 25

RFC2138 RenDywerAUbBSsnthicsdnedn dBvvates N Wafth SeeYECEonddADIShehy-by Ri gney,
et al., April 1997 which is , available at WNVI ETF. ORG (I nter net
Engi neeri ng P3sR SEatteys Fﬁrtu¥qn9?mﬁy§ﬂgﬁ¥erﬁﬁwﬂﬂﬁegrﬁ§§donly been

used for PublyeeéwSrk! coeeroigledBRRECHNEIMD theRC eBfifiectdl W3 @Re11467

PCT/ GBOL1/ 03385 3 Traditional nobile comruni cations roam ng nethods
Internet. Such wireless implementation relates to an

access network of the UMTS (Universal Mobile Telephone

10 Service) and its subset UTRAN (Universal Terrestrial
Radio Access Network) standards. UMTS/UTRAN standards
are published by the 3G Project Partnership (3GPP),
www.3gpp.org.

15 In any telecommunications access system, be it wired or
wireless, there must be accommodation for end users who
roam. In traditional cellular wireless systems, roaming
is typically controlled by a Home Location Register (HLR)
which communicates with the cellular network using

20 traditional telecommunications protocols such as
Signaling System #7 (SS7). Where the access to the
Internet is via the Public Switched Telephone Network
(PSTN), a RADIUS server provides such function. A
description of RADIUS is provided by an Internet article,

25 RFC2138 Remote Authentication Dial-In User Service
(RADIUS) by C. Rigney, et al., April 1997 which is
available at WWW.IETF.ORG (Internet Engineering Task
Force). Thus far, this system, however, has only been
used for Public Switched Telephone Network access.
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protocols may not satisfactorily support the roaming function of the
I nternet Protocol (IP) based wireless access systemdescribe in the above

co- pendi ng %@%&&Mi on 09/ 432,824. There is therefore appqRekolessss
previ si on of unctions and roaming in an I P based wreless access

syst em wher eby the above di sadvantages mnmay be alleviated. 10 SUMVERY OF

| NVENTI ON I n accordance with a first aspect of the invention there is
provi ded a. nethod of operation in a w rekess access 15 network system as
claimed in claim1. In accordance with a second aspect of the invention
there is provided a wirel ess access network system as clainmed in claim

13. 20 In accofdance; dhdh modiNid ortiReftatfond1&dafyagt hefmédere is
provi ded a RADI US arrangenent for use in a wireless “access network system

as claimed i n BFaFeFeLs May fKtordahefachetily ropPortakhecrodinte i nvention

there 25 is PEANEEESh 2o PSiNOITHte@REE ObLSFodsN Mﬁﬁwkﬁséd“%if%fﬁﬁ% access
network system the network controller having a DIUS client for use with

a RADI US ser veRCFASAUSYRFIR dRpcriber inckh sahayq IF0-RERABRK, as claimed in
claim26. VW 02531464 RG]/ (HIH0E3E0  fhedd ACGNARR6E W thedy fadt h aspect

of the invention there is provided a conputer program elenent conprising
conput er progr BEPHERHRN f oF 4%%1i§Pﬁﬁhgn§h%ﬂ¢mﬁQﬁﬂ}W§flnoéér%ﬁihﬁﬁqq1 a

Wi rel ess accesgy; peidos ka SYsd £y sR8mChRLPBSl; the above disadvantages

may be alleviated.

10
SUMMARY OF INVENTION

In accordance with a first aspect of the invention there
is provided a method of operation in a wireless access

15 network system, as claimed in claim 1.

In accordance with a second aspect of the invention there
is provided a wireless access network system, as claimed
in claim 13. |

20 In accordance with a third aspect of the invention there
is provided a RADIUS arrangement for use in a wireless

access network system, as claimed in claim 25.

In accordance with a fourth aspect of the invention there
25 is provided a network controller for use in a wireless

access network system, the network controller having a

RADIUS client for use with a RADIUS server in authorising

user access to the network, as claimed in claim 26.



5inclaiminclaim27. In a preferred formof the invention, there is .
provided a nethod of operating a cellular wireless Internet access ' system

usi ng RADI4So4/BgePt e Authentication Dial-1n User 10 SeryRpoYibss i S -
normal |y useg f%r dial-up Internet access over the PSTN ?PubP?% Swi t ched-:

Tel ephone Network) where the user utilizes a portable subscriber term nal
with a directly attached antenna for conmunicating in a wreless nmanner
via a cellular network to an integrateds415 network controller and then to a
target Internet Service Provider (I1SP), conprising the steps of providing
the subscriber termnal with an access network operator identifier and

user identifir@r agadr@assearidn ROENFER! Akt b £Ak i RFGASHOMNEhRREK
operator. The subscriber term nal 20 requests Internet access fromthe

i nt egrat ed néfwBFRVidRM 13 AIWMESF BT PHERY CIHCEGNRETRIITIME r ol | er request s

verificati oncghphblr Usfdgdand Mebhs P&P!;&é?rﬁﬁ&n\iﬁg Sheth&hgprator. The
RADI US server verifies f%e user identifier and password. The integrated

net wor k cont PBRFeEiPRCER R ¥iFslgRs RENBMCEVRELsaEteMhas sladhgted
network gontprokhgimconnecisn £9.a | ayer two tunneling protocol network
server and a targeted Internet service provider and the subscriber
termnal. begins an Internet session. 30 WO 02/11467 PCT/ GB01/03385 5

BRI EF DESCRI PRl ONo£E £ dHe PROVWNGE £AE invdntidnh! erkedi 89 0vakeanal Nt er net

system illustrating the present invention.
. method of operating a cellular wireless Internet access

system using RADIUS (Remote Authentication Dial-In User
10 Service) which is normally used for dial-up Internet
access over the PSTN (Public Switched Telephone Network)
where the user utilizes a portable subscriber terminal
with a directly attached antenna for communicating in a
wirelesé manner via a cellular network to an integrated
15 network controller and then to a tafget Internet Service
Provider (ISP}, comprising the steps of providing the
subscriber terminal with an access network operator
identifier and user identifier and password, both related
to said access network operator. The subscriber terminal
20 requests Internet access from the integrated network
controller. The integrated network controller requests
verification of the user from the RADIUS server of the
operator. The RADIUS server verifies the user identifier
and password. The integrated network controller receives
25 an acceptance message. The integrated network
controller connects to a layer two tunneling protocol
network server and a targeted Internet service provider

and the subscriber terminal begins an Internet session.
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5 FIG 2is a

flow chart illustrating the nethod of FIG 1 of the present

invention. FIG 3 is a diagramillustrating the method of FIG 1 of

present inv
a flow chart

DESCRI PTI ON OF PREFERRED EMBODI MENT 20 Referring nowto FIG 1, two

typi cal users

Each w rel ess

equi pnrent (UE)
connected by t
the PC. The u
operating in c
PCT/ GB01/ 03385

in the above c

manner via a UERANSET@

via a linksl.
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10 t he

aeF! G 4 is a block diagramsimlar to Flpgrdeoieskss 5. is

or FIG 4. 15 FIG 6 is a data format diagram DETAILED

of the Internet access systemare illustrated at 21 and 22.

access user has a personal- goRputer PC and a UMIS user

21' and 22" with a directly 25 attached antenna 20 and is
ypi cal data connections such as an RS232, USB or Ethernet to

SQIEPODESORIBTION Ofr tRE BREWINEGD| € subscriber termnal,

onjunction with its associated PC. 30 WO 02/ 11467

- 6 The wirel ess access user is described in the above co-

pendi ng appl i catrgoniangd & oBddaghan S URRANNSY¥SEGBtem23 as descri bed
0- endlng.appllcatlon, whi ch communi cates in a wirel ess
t

Such controller may be connected by wire or
FIG. 2 is a flow chart illustrating the method of FIG. 1

of the present invention.

FIG. 3 is a diagram illustrating the method of FIG. 1 of

the present invention.

FIG. 4 is a block diagram similar to FIG. 1.

FIG 5. is a flow chart for FIG. 4.

FIG. 6 is a data format diagram.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENT

Referring now to FIG. 1, two typical users of the
Internet access system are illustrated at 21 and 22.
Each wireless access user has a personal computer PC and
a UMTS user equipment (UE) 21' and 22' with a directly
attached antenna 20 and is connected by typical data
connections such as an RS232, USB or Ethernet to the PC.
The user equipment is termed a portable subscriber
terminal, operating in conjunction with its associated
PC.

WO rihe Pregerst éBveRePhet work controller (I1NC) 24,



otherwi se to an Internet systemor web 31. As discussed in the above
co-pendi ng application, the controller 24 includes an RNC or Radio ‘Net wor k
Control | eryw@@z1dd ch 10 controls and al l ocates the radi echeipddssss’ esour ces
and provides reliable delivery of user traffic between a base station
(NOCDE B) and subscriber termnal. An SGSN (Serving Ceneral Packet Radio
Servi ce Node) 27 provides session control. Lastly, a RADI US el enent
designated 15 RADIUS client 28 is incerforated to provide authentication
and ot her functions. The Internet protocol network 31 is connected to I NC
24 by an Internet Protocol connection 32 and then to a UMIS 20 access

net wor k oper&herwSSeleéﬁcnqyesbtssbayﬂs deshaibetli iy Biotaimole Networ k Ser ver

35", havi ng a Dl US ser.ver RADI US server xarrpl e, be
o i ho-usor: Beiohg A el aploht S ErCSE 3 s ARl siBheRionr S
server. Thus,23t hBSdeScﬁmecBahvehef abomtdb—@ahbﬁnglamlmmnand accounti ng
functions as ri bed i,n the above co- eDendl nﬁ g] i cat[hﬁ_@N Thus, after

gh n

aut henti cati 5’ rﬁ%rfu}“if’lctaﬁ:?suégr aV\BJcﬁ%l SOnTiah it etwork 31 with
target |6t em@eh.zoskrm G mrm\egdatea&éﬂ:wumghontml:agqer(mcfﬂumel g Protocol

Net wor k Serverl Ngf’ 2% @%1467 P e/ Gg’r?l g 3@% However, in the
case where tfe d® STHSEC FOBEFOLEFHI TR PenEg B WEEOEN. Y. ), for
exanpl e, he iosharwmaéntrrg anugaternhd systenuoe aebaBlnerAsaai:mseeuvmr k _
operator. Spec £ o&g égygegélggrggglf%ét&on, %hgjéb fgfférazywws
includes an RNC or Radio Network Controller 26, which
10 controls and allocates the radio network resources and
provides reliable delivery of user traffic between a base
station (NODE B) and subscriber terﬁinal. BAn SGSN
(Serving General Packet Radio Service Node) 27 provides
session control. TLastly, a RADIUS elemenf designated
15 RADIUS client 28 is incorporated to provide

authentication and other functions.

The Internet protocol network 31 is connected to INC 24
by an Internet Protocol connection 32 and then to a UMTS

20 access network operator 35, through its Layer 2 Tunneling
Protocol Network Server 35', having a RADIUS server 34.
RADIUS server unit 34 may, for example, be in the user’s
home area of San Franciéco (S.F.) and is the home Radius
server. - Thus, this is the server for both authentication

25 and accounting functions as described in the above co-
pending application. Thus, after authentication normally
the user would communicate via the network 31 with target
Internet service provider 36 through its Layer 2
Tunneling Protocol Network Server INS 36'.
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5 access network operator.38, which has a roam ng agreenent. O course,
that operator 38 woul d have :‘an LNS unit 38". FIG 2 illustrates the

typi cal honqv(pmr,%l on of the 10 system using RADI US serv%s-/(ydwmgs-after
start as shown in step 1, the integrated network controller (INC) receives
a session request fromthe' nobile wireless user (UE) for Internet access.
The nunbered steps of FIG 2 correspond to the conmunication paths
illustrated in FIG 1. 15 Next in step 2,7INC 24 requests access
verification for the nobile wireless user fromthe RAD US server 34.
Referring to FIG 1, for step 2 the link 2 is illustrated in network 31. In
step 3, L he deﬁbﬁéﬂéﬂj Slrfrﬂigﬁa bﬁlsBADhHSeZ&ﬁarse&vs%uwﬁrbmztmmm or
reject the user as shpwn e accept and reje ths and verjfies the
user 1D and pRe¥vpBPdn I%%Fé’h&?fé‘r (Nof - uf ”r#g?&ﬁm ﬁe alBsRrIoFYR% i fier, a
user password, uagd, akie® st hﬂi@saaﬁartﬂeﬂtacfdé‘s%t heRwbek bperatmess networ k
operator 35. 25 Thus, to summarize so far. when uests_w rel ess

user re
| nt er net acces§PthF%%alphé'cé’§*D3PSa§FH¥ﬁ’E|%Fét ot - e)ll ALBPERYT R 2B Sent up
into the neswogkceds Wcﬁkﬁ@bpe‘ﬂ%ﬂﬁ:' Beprunidh@asagerebmihe UMIS access

| i censed 30 operator, user identifier relating to t he UI\/rI'S access WO
02/ 11467 PCT/ GB@{PB@%@B OF |90ERSedtBREr WM T2t d B3y oL e YR AfbridlS
relating to thepiMig access |icensed operator. As thus far illustrated,

FIG. 2 illustrates the typical home operation of the

10 system using RADIUS servers where after start as shown in
step 1, the integrated network controller (INC) receives
a session request from the mobile wireless user (UE) for
Internet access. The numbered steps of FIG. 2 correspond
to the communication paths illustrated in FIG. 1.

15
Next in step 2, INC 24 requests access verification for
the mobile wireless user from the RADIUS server 34.
Referring to FIG 1, for step 2 the link 2 is illustrated
in network 31. 1In step 3, the decision is made by RADIUS

20 server 34 whether to accept or reject the user as shown
by the accept and reject paths and verifies the user ID
and password. Each user, of course, has both a user
identifier, a user password, and also includes an
identification for its access network operator 35.

25
Thus, to summarize so far, when a user requests wireless
Internet access, three pieces of authentication
information are sent up into the network: 1) operatoxr
identifier - the name of the UMTS access licensed

30 operator, 2) user identifier relating to the UMTS access



the user authentication is taking place wwthin the honme network. As will
be discussed below, it can also take 5 place where the user is roaning onto
anot her naygwikacras W ll be described in conjunction wetivgBhasss4 and ' 5.
Conpl eting the flow chart of FIG 2, if the authentication is rejected as
shown at 8, then in step 9, 10 the INC 24 tears down the session and it
cones to an end. However, if an acceptance takes place as shown in step 4,
the integrated network controller recei®es the accept nessage (see the
link 4 in the network 31 in FIG 1).with the subscribed-to-tier of
service, roamng indicator (in 15 this case it would be negative) and
target | SP. Themnsed cpeamtor,seedtBe ksaiwk pasiswoEdGrellgtire tbNEh&4 connect s

to the LNS a0 target .S d the user does. .an._.end-to-end
negoti ation ﬁgrrrsléﬁégg%e]gis&\%\nsteﬁ‘ ER%%% £ T%éq'n;é Pﬁeg?%tjé]?"hu&trgg?gfon,

bet ween t he ther isePCuarieritticaohat getakitld begtaswitiid the hbmetrates the
nor nal aut hegticatjon,, connection, and sessi.on tear_do be en the INC
radi us cli ent%sz-goyéhd %%ew rl(;eln%esg%%%?s%%f%le%ogf e:bg4<ia,n &t (?é’si:\é\%g request ed
25 and.thén plteeptwhere wix ubkeenis heoamimye ohitonanstiadmetsvorkhoan in 43 via

a layer 2 tupnelin rotocol, tunnel.to .the targ SP. Agai.n, there is a
di sconnect ag%g!]s'sbgr %Ehcersnt%egt l&4°3%%cﬁl§8cg§g£a§%%%t 4atan%€.5'Fi nally, for
accounti ng purposes a user disconnect notification is WO 02/ 11467

PCT/ GBO1/ 033 rovi.ded..to the radi erver .34 as discussed in the
above co- peng?ﬂagea% g Cta{}el gf&_ow ¢chart ocg Fic 5, if é"he

authentication is rejected as shown at 8, then in step 9,
10 the INC 24 tears down the session and it comes to an end.
However, if an acceptance takes place as shown in step 4,
- the integrated network controller receives the accept
message (see the link 4 in the network 31 in FIG. 1) with
the subscribed-to-tier of service, roaming indicator (in
15 this case it would be negative) and target ISP. Then in
step 5 (see the link 5 in FIG. 1) the INC 24 connects to
the INS 36' of the target ISP 36 and the user does an
end-to-end negotiation for ISP access with LNS 36'. Then
the Internet session, between the user’s PC and the
20 target ISP begins.

FIG. 3 illustrates the normal authentication, connection
and session tear down between the INC radius client 28
and the home server 34. 1In step 41, access is requested
25 and then accepted in 42. Then the connection is made as
shown in. 43 via a layer 2 tunneling protocol tunnel to
the target ISP. Again, there is a disconnect access
- request at 44 and an access accept at 46. Finally, for

accounting purposes a user disconnect notification is



FIG 4 is very simlar to FIG 1 and sinplified with the 5 links 1, 2, 4,
5 being the sane as illustrated in FIG |. Here, the user is attenpting to

gain aCCGSSvM&@%ﬁW%S roami ng where access is desired w thdriissop@ssefier or

operator 38 W

a roam ng agreenent. 10 Referring now to the flow chart of

FIG 5, as well as FIG 4, after Start, in step 1 the INC 24 receives a
session request fromthe wireless user as before. Then, in step 2 the INC
24 requests access verification for the- pobile wireless user fromthe
radi us server 34. In this 15 case, the access network operator identifier

whi ch has

been supplied to the UE 21' and 22' is sent up via the

radi us

client 28 and phevogShl €4 e daRk Ebeder 34idd ierusSMASIACHERSS network

oper at or,

the 20 users 28baWE 99-PeRding FPPLACABiPA- FIG 4, are now out of

hone territory as shown by the access network

radi us server 34 determnes that this is a request froma roamn

(based on

opeFEfor 4| £8 SRRy upimiidarhEor Bfgest janth#impliiar ikt 1§

with whomthis operator has,a roam ng agreenment. In other words,

their

operator ID. In step 3, the

user
25 3',

FIG 4) thesrequagk 10 5hes pay WaRhgOPRE Ab&he T8l NI usteb¥El B Fid. deci sion
step 3, the partner radius server 37 verifies user ID and password. If no

verification

However,

i f acceptancCe occurs then in step 10 via t

operator 38 with a roaming agreement.

10 Referring now to the flow chart of FIG. 5, as well as
FIG. 4, after Start, in step 1 the INC 24 receives a

Heear sthehesen ivjadtemphingdte cainameesectita @TShown in
steps 8 and 9 s$bEhkAg ReFd %cc’eséQsV&Q%é&%?uP@ElﬁgﬁQ&Qéé% 10

session request from the wireless user as before. Then,

in step 2 the INC 24 requests access verification for the

mobile wireless user from the radius server 34. In this

15 case, the access network operator identifier which has
been supplied to the UE 21' and 22' is sent up via the
radius client 28 and the SGSN 27 but identifies a
different UMTS access network operator, with whom this
operator has a roaming agreement. In other words, the

20 users 21 and 22, as illustrated in FIG. 4, are now out

their home territory as shown by the access network

of

operator ID. 1In step 3', the radius server 34 determines

that this is a request from a roaming user (based on

operator ID sent up in the request) and it forwards (link

25 3', FIG. 4) the request to the partner operator radius

server 37. 1In decision step 3, the partner radius server

37 verifies user ID and password. If no verification
occurs, then a rejection and tear down occurs as shown
steps B and 9 similar to FIG. 2.

30
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link 10 as shown in FIG 4 between partner operator 38 and honme operator
35, the hone radius server 34 receives the accept and passes it on to the
INC 24. | Ry§wHRady .and 5 the link 4 shown in FIG 4 (sinpbipgehbesidzat of FI G
1) the INC 24 receives the accept nessage with the subscribed-to-tier of
service, the roamng indicator (which in this case is positive), and the
subscri bed-to ISP. In step 5, as above, the INC 24 connects to the LNS 10
of the target ISP 36. Again, the user- h@égins a session. To inplenent the
above nessages of FIG 3 in RADIUS, the nessage types, structure and
encodi ng are standard as outlined in the RFC 2138 above. As shown in those
15 st andar dsHowé&eeriatiof packetanad | odmairs phenassi gined 10atvtiai bhées which are

gi ven a standar tribuyte nunb Tq facilitate the additio
functionalitgl?gq |r%§i%hﬂwnalaniflx§ g@%@?ﬁ“tBafﬁﬂﬁﬁnqﬂeﬁﬁ§°ﬁL§§function,.
t he st andar dandthomd uipesrazbe BEQuthe hoied ratisos askehividrodal ratéivésit es. 20
These are al |, contained in the code format, of 6 where octets relate
to the data g%?e?%c%ﬁﬁ% ngﬁﬁesﬁa eqrb&oT%BE PQ: %495 ) Fﬁ@pagt?? ut e
nunmber. |5 thee Rk US shypshetdm BIGr idbutsdmitabeto Afhats of wEadoL) specific
attribute. ev. I.s i s _believed to be the nost 25 convenient way in
order to in?gﬁ?a Cvé{”f5ﬂ$év§?éﬁﬂ%f%?cﬁﬁﬁbpﬁgsgﬁ%tﬂﬁﬁh ver, it is

possi bl e to suesd¢eibmivtcattierbof esdydes, Bhe rdamingdiniddvadothat

interfacing ,.wW th fhe.standard, RADI US.systemis the pnost . efficient way to
heconpt 1 snot e h R RERE e TR T St e BRE s BRA R i g
di scussi on reSRt esid sidpe Speasagmowl) @Rhel ING 72 P(HdriBRt/s0838bhe LNS

10 of the target ISP 36. Again, the user begins a session..

To implement the above messages of FIG. 3 in RADIUS, the
message types, structure and encoding are standard as
outlined in the RFC 2138 above. As shown in those

15 standards, the data packets all have pre-assigned
attributes which are given a standard attribute number.
To facilitate the additional functionality required for a
RADIUS server to perform the HLR function, the standard
attributes are required and also additional attributes.

20 These are all contained in the code format of FIG. 6
where octets relate to the data octets and the box
labeled TYPE relates to the attribute number. 1In the
RADIUS system, attribute number 26 is a vendor-specific
attribute. Morever, this is believed to be the most

25 convenient way in order to interface with the standard
RADIUS system. However, it is possible to create new
attribute types. But it is believed that interfacing
- with the standard RADIUS system is the most efficient way
to accomplish the method of the present invention. Thus,

30 the following discussion relates to the message



- 11 definitions of FIG 3with'the data format of FIG 6 where when

standard attributes nust be-used in a particular way they will be
speci fical | yslesihdbed bélow. 5 FIG 6.is'a basic code forpgicaiisses woul d
be-nodified Tor each particular function and, thus, it illustrates in

general the basic code fornmdat. Now also referring to FIG 3, with relation
to step 41, the access request, a user nane attribute is included (that
is, type nunber 1) 10 and the data of thelloctet string takes the formof a
network access identifier (NAI) defined by an attribute nunber 32. For
exanple, this mght be user Vrealm Then, the vendor specific attribute
(attribute nundefiffitiass b @ISsed abhbhefhevdata dokhateafi BI@s dhi s system

from 15 the standard PSTN system ld in the hox of FIL.G _6_ | abeled

| P Type. and haDEeeahe eadasd, §RErdnbed et be BOERRR B s, the base
station ID). Therttlenlatiway itheyovillihbe speodfilodladgt dabtyilbed ibeldwe, VALUE
box as shown in FIG 6. Another vendor-specific attribute is the ISP 20

nane indicated in the | P Type box by the nunber 9, and the actual nane
woul d be exPresged 6sia stbaddig eodet fasmat ndhi aduld béGrodifiNeXtfor t h

brovi des o t1 P BeelSEAn HBRRPe, Ras Titsy a3 13TeREEETS Hpacity
whi ch the ulti geheralbsks ikeyid ecdentbrinst § 0 Nav @alapdrafsprimg tatency. And
atenor of soyae, ! el Aot el o Petueen Ll Beslnw of @
referring to FuGerbnamehattmeibutfe is included (that is, type number 1)
10 and the data of the octet string takes the form of a
network access identifier (NAI) defined by an attribute
number 32. For example, this might be user @ realm.
Theh, the vendor specific attribute (attribute number 26
as discussed above) which differentiates this system from
15 the standard PSTN system would in the box of FIG. 6
labeled IPW-Type and have the number 10 to show a NODE B
ID (that is, the base station ID). The identification of
that ID would actually be in the VALUE box as shown in
FIG. 6. Another vendor-specific attribute is the ISP
20 name indicated in the IPW-Type box by the number 9, and
the actual name would be expressed as a string octet as
indicated in FIG. 6.

Next, with regard the step 42, the access-accept message,
25 the present system provides a tier of service value which
is related to the data capacity which the ultimate
subscriber terminal is to have and also the latency. And
latency, of course, is defined as a time lag between the
beginning of a request for data and the moment it begins

30 to be received. Thus, referring to FIG. 6 such tier of



WO 02/11467 PCT/ GB01/03385 - 12 service is indicated by |IPWType .
attribute number 1 and in the value field the follow ng enunerated ‘val ues
are proviwedyslugrting froma low'level to a high | evel pchcBoffssggze 1
Silver 2 Gold 3 Business 10 In addition in the access accept nessage,
there is another vendor-specific roamng indication indicating whether
roanming is being done where in the value field of FIG 6 after an | PWType
nunber 2 is placed a value of 0 indi€eal2ng a hone network subscri ber and a
value of 1 15 indicating a roam ng subscriber. O course, the ISP nane is
al so provided in a string data octet as di scussed above. Lastly, there are
no signifi cartexstimeges imdicadiechby TRE-Tymesttrdbutst nanbéhel aseiess accept
steps 44 andg 4 2 i s beli,eved in the context, of t W rel ess system
as above that tQ ne g%%’%%nif%egdoft%tei g? y%‘fl%re\ﬂug???:gdu'ﬁ e Epecial Iy
when this is pmivited stattingtfrotandldatevdlotwatd higkexistelng RADI US
standards. 25 It will, of course, be appreciated that the HLR and roam ng
functions di scussed above will typically be carried out in conputer
prograns 6r rlouti Besnze software (like other system functions) running on
processors (qpt

Silver
2 Gold
3 Business

10 In addition in the access accept message, there is
another vendor-specific roaming indication indicating
whether roaming is being done where in the value field of
FIG. 6 after an IPW-Type number 2 is placed a value of 0
indicating a home network subscriber and a value of 1

15 indicating a roaming subscriber. Of course, the ISP name
is also provided in a string data octet as discussed
above. Lastly, there are no significant changes for

elther the access request or the access accept steps 44

and 46.

20
It is believed in the context of the wireless system as
above that the assigning of tiers of services is unique
especially when this is related to the standard data
format of existing RADIUS standards.

25

It will, of course, be appreciated that the HLR and

roaming functions discussed above will typically be

carried out in computer programs or routines in software

(like other system functions) running on processors (not
30 shown).



30 shown). WO 02/11467 PCT/ G01103385 - 13 Thus, an inproved roam ng
function in a wirel ess network has been provided in which Radius Server
and associ atggloRk@t ocol s replace the traditional UMIS or peqidgehmdssd
network HLR tunction and its associated protocols. W 02/ 11467.
PCT/ GB01/ 03385 14 WHAT IS CLAIMED IS: 1. A nethod of operation in a
W rel ess access network system conprising the steps of: 5 providing a
RADI US arrangenent; providing a network gentroller; a user accessing the
network via wireless user equipnment and requesting access to a desired
service provider; 10 the network controller receiving the user access
request, requesting verification of the user fromthe RADI US arrangenent
of the desired service rovid and recei ving user acceptance therefrom
Bpreyed.

and 15 the net rcBRt AN JUREt LR 1 & WisglegsvReRvOFloyi der

and the user thefsebreneptabldsd iy wvhich"RHALE R dr Rivd RREBMELPe4 0 begin
a communi cation session. 20 2. The nethod of claiml1l, wherein a

predet erm ned REOEQFELS pFeRIRRS ”illfeﬁ"crlaﬂl*éé‘f’?l% YMT'S, O30 GeAtl@daki t h t he
Wirel ess usér emtwoERNHLRANEuANE & RdOfitbeay88Eidt®d protocols.



verification of the user conprises: requesting verification of the user
froma 25 first RADIUS arrangenent associated with a first service

provider; y@odigeevent that the priedeterm ned service pepidsifdssss
i dentification does not match that of the first service provider, the

first RAD US arrangenent 30 conmunicating the verification request to a
further RAD US arrangenent of a service provider whose 111111
1111112111211 1121111111111L WO 02/ 11404 BCH GB01/03385 15 identification
mat ches the predeterm ned service provider identification; and the further
RADI US arrangenent communicating user acceptance to the network
controll er. SWEAT TSeChRRIMBD IS: claim 1 or 2, including assigning the user
a tier of service value related to data capacity. 4. The nethod of claim
1, 2 or 3, including assigning 10 the user a tier of service value related

to latency. B. Tha method of dediatidnwber£ivwiddlesasatgasd hdtdfordd Service
value is contained in_ a standaggﬁfﬁ‘lus format message. 15 6. The net hod
of any precedi¥¥y Sty aPFRTRAET H1h TWeS5§BF Nt is a cellular wirel ess Internet

access system providing a RADIUS arrangement;

providing a network controller;

a user accessing the network via wireless user
equipment and requesting access to a desired service
provider;

10 the network controller receiving the user
access request, requesting verification of the user
from the RADIUS arrangement of the desired service
provider and receiving user acceptance therefrom;
and

15 the network controller connecting to the
desired service provider and the user thereby
establishing a communication link therewith to begin

a communication session.

20 2. The method of claim 1, wherein a predetermined
service provider identification is associated with the
wireless user equipment and the step of requesting
verification of the usei comprises:

requesting verification of the user from a
25 first RADIUS arrangement associated with a first
service provider;
in the event that the predetermined service
provider identification does not match that of the
first service provider, the first RADIUS arrangement
30 communicating the verification request to a further

RADIUS arrangement of a service provider whose

L L '

L



7. The method of any preceding clai mwherein the system 20 is a UMIS
system ‘8. The nethod of any preceding claimwherein a user identifier and

password relad gfih@ @ predetermined service provider are pagfidhadgsg W th
the wireless user 25 equipnent, and the step of requesting verification of
the wuser conprises communicating the user identifier and password to the
RADI US arrangenent of the desired service provider. 30 9. The nethod of
any preceding claimwherein the step of 1he-network controller connecting
to the desired I I~~ MWD 02/11467 PCT/ GBO1/ 03385 16 service provider
conprises the network controller connecting via a Layer 2 Tunneling
Protocol l|ink. 10. idkatieioatiet my&haseendipgeaé*@éml\tdwr gefvibe 5 service
provider is an Internet, ervL er. The nethod of any preceding
clai m wherein the sP&RVE Frrééiﬂéﬁﬁl 8Prf?ﬁgt|on of the user conprises
sending to the RADI US athénﬁ'@ﬁﬁfﬁr mt[asdafﬂalﬁ@émait RoRhni st IRgSage
containing: a user nane attri an tmnrk access identifier equal to 32,
a vendor specific at'fFrbAteEcR ?et§9 $ge ngtyotk nfLodderd val ue equal to
6, 15 a ser¥ice provider value equal to 9, and a text string indicating
the name of th%. 'd%ﬁgr%gtﬁgévéfe @L§¥&d8£ 2, including assigning the

user a tier of service value related to data capacity.

4. The method of claim 1, 2 or 3, including assigning

10 the user a tier of service value related to latency.

5. The method of claim 3 wherein the assigned tier of
service value is contained in a standard RADIUS format
message.

15
6. The method of any preceding claim wherein the system

is a cellular wireless Internet access system.

7. The method of any preceding claim wherein the system
20 is a UMTS system.

8. The method of any preceding claim wherein a user
identifier and password related to a predetermined
service provider are associated with the wireless user

25 equipment, and the step of requesting verification of the
user comprises communicating the user identifier and
password to the RADIUS arrangement of the desired service

provider.

30 9. The method of any preceding claim wherein the step

of the network controller connecting to the desired

e
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12. The method of any preceding claimwherein the step 20 of receiving
user acceptance fromthe RADIUS arrangenent of the desired service

provi der GeyMH1eES receiving a standard format RADI US geseBagesssant ai ni ng:
a user name attribute, a network access identifier equal to 32, 25 a :
vendor specific attribute equal to 26, a base station ID value equal to 6,
a service provider value equal to 9, a text string indicating the nane of
the desired service provider, and 30-ar6i-ndi cati on of whether the user is
a honme network user or a roaming user. iitjlrarNtaararttrrtrr ™ L " SWO
02/ 11467 PCT/ GBOL1/ 03385 17 13. A wireless access network system

conpri si ng: s&rRAbbusravrﬂﬂgemnmrisasnEhawnétwnmktcohtfmlléi\m rel ess user

equi pnent  for,; o_acce user access
request to a’ g%??é &sgﬁif%gi r%wdgEgl g?ﬂ%?ﬁggKﬁFﬁbller bei ng
arranged to receive the user access request, and to request 10

veri f i cation gf tli’ﬁaurﬁgfhgé QP t hgng@QéU (;129:)[ g_ﬁg_gl H%’F% f the desired

service provi 0 Tecerve 3*} and t he network
control | ef beexyiaer pngeildm is an Internet service provider.

11. The method of any preceding claim wherein the step
of requesting verification of the user comprises sending
to the RADIUS arrangement a standard format RADIUS
10 message containing:
a user name attribute,
network access identifier equal to 32,

a
a vendor specific attribute equal to 26,
a base station ID value equal to 6,

a

15 service provider value equal to 9, and
a text string indicating the name of the

desired service provider.

12. The method of any preceding claim wherein the step
20 of receiving user acceptance from the RADIUS arrangement
of the desired service prévider comprises receiving a
standard format RADIUS message containing:
a user name attribute,
a network access identifier equal to 32,
25 a vendor specific attribute equal to 26,
a base station ID value equal to 6,
a service provider value equal to 9,
a text string indicating the name of the
desired service provider, and
30 an indication of whether the user is a home

network user or a roaming user.

S
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connect to the desired service provider and the user 15 thereby
establ i shing a communi cation link-therewith. to begin a communication
session. 14_ T stemof claim13, wherein a predeterm ke

provi der idgﬁ%llféétion I s associated with the 20 mﬁreleggﬁﬁggﬁﬁégﬁipnent
and the network controller is arranged to request verification of the user
by requesting verification of the user froma first RAD US arrangenent
associated with a first service provider;;25 in the event that the
predeterm ned service provider identification does not match that of the
first service provider, the first RADIUS arrangenent 1is arranged to
communi cate the verification request to a further RAD US arrangenent of a
service 30 provider whose identification matches the predeterm ned service
provi der ident ilBi-cafi Bhrelgrs BCCeRs netwprk| SysyBry2conpsisPags GBO / 03385 -

18 the further RADI US reE gﬁ L ed to comuni cate user
% Frahothedts

acceptance to the netwo contro The system of claim 13 or 14,
wherein the systemis agreeigetk gonssogherhe user a tier of service

related to sdat? capaci ty; éi%SéT%§e§y§ ok ﬁén@lfgﬂ“alﬁs l4t8raé§es¥merein
the system 10 is arrangedrto asslign tﬁeg%ser atier OF service rel ated
the network and to make a user access request to a
desired service provider;
the network controller being arranged to
receive the user access request, and to request
10 verification of the user from the RADIUS arrangement
of the desired service provider and to receive user
acceptance therefrom; and
the network controller being arranged to
connect to the desired service provider and the user
15 thereby establishing a communication link therewith

to begin a communication session.

14. The system of claim 13, wherein a predetermined
service provider identification is associated with the

20 wireless user equipment and

the network controller is arranged to request
verification of the user by requesting verification
of the user from a first RADIUS arrangement
associated with a first service provider;

25 - in the event that the predetermined service
provider identification does not match that of the
first service provider, the first RADIUS arrangement
is arranged to communicate the verification request
to a further RADIUS arrangement of a service

30 provider whose identification matches the

predetermined service provider identification; and

-
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to latency. 17. The systemof claim 15 or 16 wherein a value indicative of
the assigned tier of service is contained 15 in a standard RADI US format

nmessage. XBeodfigssystem of any one of clains 13-17 wher eptygiBhgessggystemis a
cellular wireless Internet access system 20 19. The system of any one of
clainms 13-18 wherein the systemis a UMIS system 20. The system of any
one of clains 13-19 wherein a user identifier and password related to a
predeterm ned 25 service provider are-as&ociated with the wirel ess user

equi pnrent, and the network controller is arranged to request verification
of the user by communicating the wuser identifier and password to the

RADI US arrangenent of the fiasthesd RAOIVUE carmampanedait. is38rrdagdd [Ho 111 | |

FET VIV 111 tl1N clr?shénﬁ%%%ce\/\lasoe%! %%é%étgr%% %?%/h%gﬁ%gg??’élg 21. The system

of any one of clai wherein 1 r is arranged to
connect to the desonedol¥ervice provider via a Layer 2 Tunnelling Protocol
link. 5 22. The system of any one of clains 13-21 wherein the service
provider is an Internet service provider. 23. The system of any one of

cl ai ns 13522 Mher &ha shstemeaifivarlleimotBrot | B, iwhexeiangkd &ywstennuast

verification t er by.sending_ to. the DILUS arr e t a
st andar d foraqn%n[ané%\glﬁé %%S’slsgfgéhceoﬁﬁgfn? ng+eT of ‘servicd’ FETHEE
data capacity.

16. The system of claim 13, 14 or 15, wherein the system
10 is arranged to assign the user a tier of service related

to latency.

17. The system of claim 15 or 16 wherein a value
indicative of the assigned tier of service is contained

15 in a standard RADIUS format message.

18. The system of any one of claims 13-17 wherein the

system is a cellular wireless Internet access system.

20 19. The system of any one of claims 13-18 wherein the
system is a UMTS system.

20. The system of any one of claims 13-19 wherein a user
identifier and password related to a predetermined

25 service provider are associated with the wireless user
equipment, and the network controller is arranged to
request verification of the user by communicating the
user identifier and password to the RADIUS arrangement of
the desired service provider.

30
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a user nane attribute, a network access identifier equal to 32, a vendor
specifié attribute equal to-26, 15 a base station ID value equal to 6, a
service prow(gl?myﬁl ue equal to 9, and a text string indipggicsagodspe nane
of- the desired service provider. 20 24. The system of any one of clains
13-23 wherein the RADIUS arrangenent is arranged to indicate user
acceptance to the network controller by sending a standard format RADI US
nmessage containing: a user nane attributeig25 a network access identifier
equal to 32, a vendor specific attribute equal to 26, a base station ID
val ue equal to 6, a service provider value equal to 9, a text string

i ndi cating the zlaWETﬁte b @texaooﬂ%&iy RRheSOEVELLIME OV -38Y whakdih thél |||
prirrr rrrer et *CL MS W 02/11467 PCT/ G301/03385 ,20 an

i ndi cation of %ﬁ%ﬁﬁ@# Fﬁ%tﬁg%§e¥s#§aQ¥ﬁ%€geﬁeF9mEQPQﬁﬁ§'ﬁﬂ’t§er§§ﬁ+ﬁﬁﬁuser

25. A RADI US ardaaRdeeeplrovfledSid h daerehessnfCressy Protbwelkisyrlem the
RADI US arrangenent being arranged to receive froma network controller of
the systema request for verification of a wireless equipnment user, and to

provide to tshe et Wohk §9BtEM| beraris Fned6eeRiANEE 1321 wherein the

service provider is an Internet service provider.

23. The system of any one of plaims 13-22 wherein the
network controller is arranged to request verification of
10 the user by sending to the RADIUS arrangement a standard
format RADIUS message containing:
a user name attribute,
a network access identifier -equal to 32,
vendor specific attribute equal to 26,

15 base station ID value equal to 6,

VI I

service provider value egual to 9, and
a text string indicating the name of the

desired service provider.

20 24. The system of any one of claims 13-23 wherein the
RADIUS arrangement is arranged to indicate user
acceptance to the network controller by sending a
standard format RADIUS message containing:

a user name attribute,
25 network access identifier equal to 32,
vendor specific attribute equal to 26,

base station ID value equal to 6,

B powp

service provider value equal to 9,
a text string indicating the name of the

30 desired serxrvice provider, and

I
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10 26. A network controller for use in a wirel ess access network system _
the network controller having a RADIUS <client for use with a RADI US server
i N aut hor ivgh phik@er access to the network. 15 27. A coppdGsi/dassgr am -

el enment conprising conputer program neans for perform ng the method of
operation in a wreless access network systemas clained in any one of
clains 1 to 12. 20 28. A nethod of operating a cellular wireless Internet
access systemusing RADI US (Renote AutilantH cation Dial-In User Service)
which is normally used with a PSTN (Public Sw tched Tel ephone Networ k)
where the user utilizes a portable subscriber terminal with a directly
attached 25 ant enna f oancimiiicaitdani of whetthed thlecssenaidiar hoi@ a cel | ul ar
network to:an intrelg{;_%tr 1glsetwork controller to a target Internet Service
Provider (1SP), conprisrng the® fof PEWI "% ps: providing said subscriber
termnal with an access 30 network operator identifier and user identifier

and password,. bo ed to said. access network.operator;
------------ %s.! A%ﬁﬁﬁ’irﬁnﬁﬁ“ﬁﬁ,%ﬁl‘ﬁ% iRR08I 1SIRF BEFREROL/ 03385 21
t he subschi beettwerki spétemnsqudst RADIVE cRasarigemanthbeindgtagfaniged 8ot wor k
controller; trele i.nte%]r:ated net wor k cont rﬂg er riﬂuesti{gﬂ verificgtion of
the user frof rRE’ RADFOE 3ASFEPLEr CQRF PS5, 94 G, System a reques

for verification of a wireless equipment user, and to

provide to the network controller user acceptance.

10 26. A network controller for use in a wireless access
network system, the network controller having a RADIUS
client for use with a RADIUS server in authorising user

access to the network.

15 27. A computer program element comprising computer
program means for performing the method of operation in a
wireless access network system as claimed in any one of

claims 1 to 12.

20 28. A method of operating a cellular wireless Internet
access system using RADIUS (Remote Authentication Dial-In
User Service) which is normally used with a PSTN (Public
Switched Telephone Network) where the user utilizes a
portable subscriber terminal with a directly attached

25 antenna for commnnicating in a wireless manner via a
cellular network to :an integrated network controller to a
target Internet Service Provider (ISP), comprising the
following steps:

providing said subscriber terminal with an access
30 network operator identifier and user identifier and

password, both related to said access network operator;

_—
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the RADI US server verifying the user identifier and password; the

i ntegrated network controller receiving an acceptance nessage; 10 the
integrated Red {1§7control |l er connecting to a |ayer two tpeiiddoisss®r ot ocol
network server and a targeted Internet service provider and the subscri ber
term nal beginning an Internet session. 15 29. A nethod as in claim28

I ncluding the step of said RADI US server determ ning based on operator ID,
that this is a roamng user, and the sitep of said RADI US server of said
hone access network operator forwarding to a partner |icensed operator and
its said RADI US server, the 20 subscriber request for access, and the step

of said partner RA@hQSsﬁsgaﬁbéiertleﬁcm&ﬁglU§@<5uééliaﬂ_,d Rees¥er fr@f tehdassi ng
it on to the integrated network controller. 30. A nethod as in claim 28

i ncl udi ng the SPEFISRted nekyerlk fYParelbeEiiber terninal a tier of service

value related to thgedaheesPRad NEtabek! 8b8PEN Nir SRIeaEERgS System 31.
A method as in claim?28 where said RADIUS has a 30 standard data fornmat

and incl udi ng PRELSLEptEPN sPB Ry useri §romethe fRANIUS servaruefisakdid
format . |||5||bbé&htbkk|||||||||i||||| * CL

the RADIUS server verifying the user identifier and
password;
the integrated network controller receiving an
acceptance message;
10 the integrated network controller connecting to a
layer two tunneling protocol network server and a
targeted Internet service provider and the subscriber

terminal beginning an Internet session.

15 29. A method as in claim 28 including the step of said
RADIUS server determining based on operator ID, that this
is a roaming user, and the step of said RADIUS server of
said home access network operator forwarding to a partner
licensed operator and its said RADIUS server, the

20 subscriber request for access, and the step of said
partner RADIUS server verifying user ID and password and

passing it on to the integrated network controller.

30. A method as in claim 28 including the step of
25 assigning a subscriber terminal a tier of service value
related to the data capacity and latency of said access

system.

31. A method as in claim 28 where said RADIUS has a
30 standard data format and including the step of storing

said tier of service value in said format.
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