METHODS FOR COVMUNI CATI NG I N A NETWORK HAVI NG A PLURALI TY OF NODES
APPLYI NG M®200MFIRIYATI ON Techni cal Fiel d 5[0001] The prREEH$2009/003443

di sclosure relates generally to the managenent and operation of

devi ces connected by a conputer network and, nore particularly, to
the dynami c configuration of such devices. Background 10

[ 0002] Net wor k devi ces enpl oy protocol stacks that organize

communi cation software in hierarchical |ayers. For instance, the Qpen
Syst em | nt er conrMETHODS BOR CODMMMUNKTA TING 58 WeNET®VORK HAVINGIA Ng

four upper |ayers, j ' fiware applications, and
three | ower |ayers, W‘fﬁdﬁ’@ﬁﬁi’?ﬁﬁﬁﬁﬁ\wﬁ PALRB®t s. The
upper layers include an application |ayer, a presentation |ayer, a
15session layer, and a transport |ayer. The three | ower |ayers

i ncl ude a neJr\A@rk , a data link layer and a physical |ayer.
Net wor k deviv%-ﬂﬁ‘i’h@%ﬁént is typically inplenented at the upper
| ayers of5t hppoogt woTke fm@bnt RcRsrt fRlitedgasialifto thendnBerfdiY 8hdeeration

| ayer. [0003&]’({1& data link layer (i.e., Layer 2), is responsible for
ensuring nod®t4e¥icepepnperded bind FmpYerietverk aagmarg peticelagndpihesd mamic

The data Iinkdfu@fiod &tdakh hBRLddes two subl ayers: Logical Link
Control (LLC) and Media Access Control (MAC). The MAC subl ayer

provi des an interface between the LLC sublayer and the physi cal

| ayer, and CBQEF gmn@ccess to the physical transm ssion nediumin a

devi ce. MAC functionality is typically built into a device's
networ k 0t ef0f08Ze cdetvrNde)icesmpftay proddco ke thanorgasizé4enmunication

identification nunber al]ow.ng delivery of data packets to a specific

desti nation Wr}wﬂr mj“?ﬁ%‘?ikﬁmg?gfﬁo&]‘wggﬁ?ﬁh% RER PYSESHD HRCTCORAFERIT at i on

protocol s, a(@ypRtddenitifesaletelaydls hclabRgesi _Iggﬁéf'}%%& WHRIEHe BReeddBl @
e "type

packet to communi cate optional information. | ] " indicates the
kind of fi el 8Pt arplieations and three fawes dayess, whigk are directed to handling data

packets. The upper layers include an application layer, a presentation layer, a

15 session layer, and a transport layer. The three lower layers include a network layer, a
data link layer and a physical layer. Network device management is typically
implemented at the upper layers of the network and, to a limited extent, at the
physical layer.

[0003]  The data link layer (i.e., Layer 2), is responsible for ensuring node-to-

20  node validity and integrity of transmissions. The data link layer (DLL) includes two
sublayers: Logical Link Control (LLC) and Media Access Control (MAC). The
MAC sublayer provides an interface between the LLC sublayer and the physical
layer, and controls access to the physical transmission medium in a device. MAC
sublayer functionality is typically built into a device’s network interface card (NIC).

25  Each NIC has a unique MAC identification number allowing delivery of data
packets to a specific destination within a network.

[0004]  Within some network communication protocols, a type-length-value
(TLV) element may be encoded in a data packet to communicate optional
information. The "type" indicates the kind of field that the "value" represents, the

30  "length" indicates the size of the "value", and "value" is a variable sized set of octets

that contains the element's payload information. Header information is added at the




. 30"l ength" indicates the size of the "value", and "value" is a
vari abl e sized set of octets that contains the el enent's payl oad
i nf or mat i omo 2édeashsss i nf ormati on i s added at the begi nricegsedooaosdat a
packet in order to construct a packet ready for transm ssion over the
net wor k. [ 0005] Communi cation protocols for the MAC subl ayer have
typically provided a fixed-frane format in which a predefined set of
fields that occur in a 5 predeterm ned order. To comruni cate, the
devices in a network nust adhere to the sanme, pre-specified MAC frane
format. That beesnning ofea dasa Rackelda orden frotonsiewnd 2peckearrady fogdranstpigsion pver
dat a unl ess &,lgglgt\,;;c?ﬁor mati on transm ssions conply with previously
formatted fields of the MAC frane. However, because these MAC
subl ayer profd§0s] s CGequnurecdtior @rbtdaodufes thetNiIACublagerdiage typically pravided

th 10 t k fiqgur.e nd. operated. Fur.ther, such
fi ie\gl??‘/?arre gﬁé#ﬁ%@? E%g’fpﬁﬂ'”g}%nlb!flggeélﬁ qa@vete‘?ﬁfgeﬁ tﬁ?té).cc‘ﬁdﬂiang new MAC
frame fead urpedétemihédsrded. g donfauticatd) AORTide®ird IWeetivoikl BNt Alladiré A the

Summary of the Inventign_ _15 [0006] Enbodi nents di scl osed herein use
the MAC subl SAP%p P{%SP&%%&W&%‘F Wﬁm hBatip etk 80deERBRESERhs and

operations. JhemlRCLRRE ofIRR Eﬁl@?sgguéh ﬁg&Maﬁog YAAMiSsions comply with

sel f-reconfigurati on of network nodes, dynam c variation of ‘security
confi gur at i oprevigyslzfermatiod fields afthoMAGdiame; Mavevar bewpss thesedviAC

|t er oper abi LuiaeDEbNRER DRAET:b Hhndl, h S Rko RS d RHRLs GRABS 1 L1 s,
ot her functionalities, an
10  networks can be configured and operated. Further, such fixed-frame architectures
are not readily extensible. Adding new MAC frame features requires significant

changes to the implementation.

Summary of the Invention
15  [0006] Embodiments disclosed herein use the MAC sublayer to dynamically

switch network modes, conditions and operations. The disclosed embodiments
enable dynamic self-reconfiguration of network nodes, dynamic variaﬁon of security
configuration, dynamic switching of radio interface operation, interoperability
between nodes with different MAC-layer capabilities, other functionalities, and

20  extensibility of the MAC sublayer protocol, without pre-configuring firmware or
software in the network elements.
[0007] In some embodiments, a method for dynamically configuring a
communication network at a MAC sublayer is provided. The method includes
generating a data packet at a sending node of the network that conforms to a media

25  access control (MAC) layer protocol for network communications. The data packet
includes a MAC header and a data segment, wherein at least some of the data in said
data segment is encoded as a type-length-value element, and the value contained in
said element identifies a value for an operating parameter of the network. The data
packet is transmitted from the sending node to a receiving node. At the receiving

30  node, the data packet is processed at the MAC sublayer of network protocols to

retrieve said element and determine the value for the operating parameter.



. 20 extensibility of the MAC subl ayer protocol, wthout
pre-configuring firmvare or software in the network el ements.
[ 0007] I n sworo@n®Gds nents, a nmethod for dynam cal ly comlorgispecd@onas
comuni cati on network at a MAC subl ayer is provided. The nethod
i ncl udes generating a data packet at a sending node of the network
that confornms to a nedia 25 access control (MAC) |ayer protocol for
net wor Kk comruni cati ons. The data packet includes a MAC header and a
data segnent, wherein at |east sone of the data in said data segnment
i s encoded aPPerafiy@parpBpigrsHYIin the rescivingnodereiadigied tol cgaformrie diened i n
sai d el enent g4 L4 r erating paraneter of the
net wor K. Thedggﬁgh%ia%ag%@fit}s{@{)lsrégggfsn%ptat?%nﬁ#'romthe sendi ng node to a
recei vi ng noHW08Jat  tltie te bewiderstopd3batrbotiethe fireguhag genpeat Kescripton and the

D 002550 2 Ly B BB PO S R LY 457

Oper at i ngS pareaeties sf the ivientidr) s ¢lei@aidvi ng node are adjusted to
conformto the determ ned val ue of the operating paraneter. 10008]It
is to be understood that both the foregoing general description and

t he foll Omi@g])@@}@tﬂoﬁd,f@ﬁ‘@ﬁﬂvﬁh%pn are exenpl ary and expl anatory
only, and are not S5restrrctive o e invention, as clained. Brief
Descri ption 009he BIGuw sgblpdkobagrandllusirating angivodkcaisisgnavwith
illustratinge.a %)fg ONS| sdziq it h._exenpl ary enbodi nents
di scl osed her EInﬂ); SWEI ﬂ}fe"if\llslérgmbl ock diagramillustrating an
exenpl ar Y0 daf0@1@jac k #FIGcDissi tdodkndiagramhillestratitd ar exeapluod dae phcked taslsane d
herein; and _. . . :
with exemplary embodiments disclosed herein; and
[0011] FIG. 3 is a flow chart illustrating a method of dynamically configuring a
communications network node consistent with exemplary embodiments disclosed
herein.

15  [0012] FIG. 4 is block diagram illustrating an exemplary embodiment disclosed

herein.

Detailed Description

[0013] FIG. 1 is a block diagram illustrating an example of a network 100,

20 which includes a plurality of nodes 120 connected by communications links 140,
which may be wired, fixed wireless, or mobile wireless links. In network 100,
messages can be divided and transmitted as data packets, such as data packet 130,
according to packet-switching protocols, such as Transaction Control Protocol
(TCP) / Internet Protocol (IP), X.25, and Frame Relay. Various embodiments of

25 network 100 can be connected to another network, contain one or more other
subnetworks, and/or be a subnetwork within another network. Several embodiments
disclosed herein are applicable to wireless networks; for example, networks using
802.15 or 802.16 standards, and WCDMA/CDMA 2000 3G standard.

[0014] In some embodiments, network 100 is a wireless smart-grid network that

30  monitors and controls a variety of nodes 120 that are devices for generating,
distributing, monitoring and/or managing an electrical power service. These devices

can connect customer meters and utility grid origination/ distribution points with a

-3-



[0011]FIG 3 is a flowchart illustrating a nethod of dynamcally
configuring a conmmuni cations network node consistent with exenplary
enbodi nentwodiwabBeed herein. 15[0012]FIG 4 is bl ock dbicagrsasmm/ 003443
illustrating an exenplary enbodi ment di scl osed herein. Detail ed
Description [O013]FIG 1 is a block diagramillustrating an exanple
of a network 100, 20 which includes a plurality of nodes 120
connected by comrunications |inks 140, which may be wired, fixed

W rel ess, or rmb|$ﬂ wireless links. In netwrk 100, massages can_ be
di vi ded and FPHRSTASCY ¥ management SEVRISHS 8- SUIPL sentera) via peraRisationsef

accor di ng towﬁaeés%wké GhicBg FRLRL @cgrgatevwgﬁn rw@@a@&hw@ﬂ&ontrol

Prot ocol (TCP | nt ernét Prot ocol and Frane Rel ay.
Vari ous enb ﬁ@ﬁls of 25 network 100 can be connected to anot her

Cubnetwor k wiCohin ane kPRl OEREN. BIEHA G on PRE o ol

herein ar®e aqnmsnmbﬂomotieIMB eva@ssmnemvdatiéschahoel 1@RANMNodes MY vidIBeSiny

usi ng 802. 15. 16 st andards, and 000 rd.
(0009 T s onl BN o e BAlD PEc Uk 100 P Rrdese R et Jor

net wor k t hat tr3@mifans & Bceélvidg aaratyacikets, and/ﬁewl@g avo&%esﬁ&fdﬁ?g Nié@iatratssar e
devi ces for gener aths distributing, nonitoring and/ or managi nhg an
poRiko

el ectri cal ddentifipation nyEPer dEor exrmplerindes 120 erndieargenetekr
and utility ;gfrb&egf)ﬁlgérxt\@)g%ésrg%\/éaqa%&oﬁ Bwl& gp%a WV\M&h% té}u{bui)e%) of

net wor k managenent s ., contr via co
Wi r el esslmetwkhcatlm@wsﬁ@tnvms(e ge regndengaimewaym)ateandhdﬁ sensde). AN aelas

net wor ks (V\Ai\ﬁ)) at.e node 120A

generate daté pae k&r&%ﬁk@?uélﬁ &" §§et° &%rﬂg ﬁf‘t? Pf‘%ceis%}‘gr%a EMD FEGVEF F (ot
communi cat i oshowhpexeehtinkddmpubip dessrudidhs oredia aadputit-edaddasleslorapevi ce
connected to, a n?twork 100 having hardware and software for .
transm tti ngieXifg (¢ EcBRgPMGeerst H‘eﬁﬁ’&’eé?%\{a “zY]EPeWQW’ HgSmenP e 838RAIcng

Medi a Accessm&aby’d bpliddaenlod® bt {drfodt 5w HRAltes Fé?z{te@m{rgllmg odes
120 can be a general - purpose conputer, server, a network device

(e.g., ghteveedes L3 andriranpaiseng data pckets betyeen them.

[0016] Nodes 120, as shown in FIG. 1, also can include respective configuration
modules 125 (ak.a. “control modules”) that manage the nodes' communications in
network 100. For instance, configuration module 125A can process, store and
retrieve parameters for controlling and configuring the communication, functionality

20  and capabilities of node 120A. In addition, configuration module 125A can store
and receive information about other nodes in network 100. Based on the
communication parameters, configuration module 125A may determine whether a
node 120 should request information from other nodes, or update its configuration.
Via configuration module 125A, node 120A can also trigger other nodes 120B and

25 120C to perform some action, such as updating their respective software and/or
firmware.
[0017] Although configuration module 125 is described as a single software
module, configuration module 125 may be implemented as a hardware device, a
combination of hardware and software, or as a plurality of software modules to

30  provide the above-described functionality of configuration module 125. Moreover,

as described in greater detail below, such configuration-related information can be



10 or application-specific device (e.g., residential power neter,
renmote sensor). Nodes 120 can further include an el ectronic data
processi ngweystwamses processor (not shown) executing CERUES2609/003443
instructions stored in a conputer-readabl e storage device (e.g.,
random access nenory, read-only nmenory, flash nmenory, magnetic nenory
or optical nmenory) for various software nodules related to
controlling 15 nodes 120 and transmtting data packets between them
[ 0016] Nodes 120, as _shown in FIG 1, also can include resPective
confi gurati oW%ﬁ?ﬂfﬁé@t‘*ﬂ?ﬁSr‘%’%sﬁs@g tyreoisrgthivahis L1 ¥ elpmepfa et ReAhde t he
nodes' conmugj jons in network 100. For instance, configuration
nodul e 125A can "process, store and retrieve paraneters for

control | i ng H948konfBmpleying variebleclongth AiLdapickets irf U MACsablaysy previdasd
capabilities_gof 2 .addj ti anf.i gurat i on..n |l e 125A can
store and r e%eglfvgg%%fi g)sf Sr@‘fs ‘f’ g%%g%hep g@m{'é\?p?%&gélf’w fﬁeéfb\}\rﬁgtggorloo. Based
on t he cofmudyrzaticly apdselaaivelyaddignifeivfestaies @thepeitb@] Iidplermant rrllew
det er mi ne whet her..a node 120 shouyl.d request i nfornation from qther
nodes, or upafalpeél- i< nelyRrk éﬂ?tzmaﬁh?s (§48a PEIPROL @ﬁﬁe%%lb%w?wé&t}men 25A,

node 120A cagordhefd fypeddgtat@ehBiat RAP8St bbaRRaaN thekald s potReT A
some action, such as updating their respective software and/or

firmare. [o8ddeflAl anydiighinedickyendarponatitere Tomxpmpites setvodoneds a
single sof t Wafi (RAULGut O ésg”f'wtt#%'}}eﬁﬁfiféh‘?n&ﬁdf{g%&?té V\%}B&&%ﬁt ed
0o ar na soit re,

“as a hardware device, a conbinatio ware a or as a
pl ural i t Y0 of pwoésswieer EL Vi thspegive pa@0ado r Othedeodes thabdona-reeguize ed

functi lity of fi ] | ..M d i bed i
or oat er " det af=ipafedediiteh Reatg fHeEh e BB SR b AR RR R e
exchanged befTwwenndpeiRessuld Gtfet PIPEs in@REpATk¥RAITIY s (with\csph 88 Bipss alke t he

MAC sub | ayer. [0018] | oyi ng .vari abl e-1 ength TLV packets in the MAC
subl ayer pr 09508%9?%éﬂ‘gaglunﬁéﬁgl?ﬁtdst}’pqsiaf%@ﬁmﬁgri abl e-length TLV

packets al | opgofibpxi bisd, tv){rizil:@é-leng’th TLV packets allow for old commands that are no

15  longer used, to be deprecated (i.e., obsolesced and/or removed) from nodes 120.

With a fixed frame format in standard MAC protocol implementations, if a feature is
no longer used, it is not possible to simply remove the bits or message fields that are
used to specify the feature information. This is because all nodes are configured to
propetly construct frames for transmission and decode frames upon reception,

20  utilizing a pre-established frame format. If a node changes the frame structure upon
transmission, the target node will not be able to decode the frame until it is
reconfigured to be compatible with the new frame structure. As such, in standard
MAC sublayer protocol implementations, nodes cannot interoperate with a changed
frame format. However, in the MAC sublayer protocol disclosed herein, a

25  deprecated TLV definition can be easily removed and/or updated. A deprecated
TLV may be replaced with a new TLV with the same or different functional
characteristics.

[0020] Moreover, a variable-length TLV packet provides a way to exchange
configuration information between nodes 120. For example, node 120A can send

30  TLVsin data packet 130 that signals node 120B to perform a firmware and/or
software upgrade. The TLVs can also be used as a mechanism to distribute the

description of the upgrade in network 100 at the MAC sublayer. For example, by
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5 dynam cal ly and sel ectively adding new features to the protocol to
i npl enment new or nodified network functionalities (e.g., protocol

ext ensi bi Iwoyg)os/18@ek ti onal command types or features trat/usegpomasi43be
initially included in a protocol can be added at any tine in a
backwar ds- conpati bl e way. For exanple, a network node that knows
about the latest TLV type definition included in the data packet wll
10 process the TLV s respective payl oad. O her nodes that do not
recogni ze t he desi gnat type still can decode the length field and
skip over th@tqﬂ%éé&bﬁﬁgé@y TV naries Is0de astavorlh H0Gyardre chengedifiom e
packet. TLVSpyulié80236 &g sl RES 3@, B5 PHAMBIStht, AAICHiBFe the desired
unrecogni zed types are skipped. [0019] Al so, variable-length TLV
packets al | oWFtVOFK giviropmarteand Sunchigrally.e no 15l onger used, to be

Fikea frame 1 SEh *PRCLTEE AANOR | IRRRAER, LT RRATIfed oxlfbi, @

feature i% nend sngmetimsadiscustediis tamnt oposslitynetwark singmetwark havieg t he

bits or nmessage.fields that ar sed to,.specify the feature.

i nf or mat | on. FAECT B05s BIAYRenSH, O HBEOUPENS S loget kP " BF BTy
construct frasesrld 100 hiphsatdd @Rvaish esaHEsatd RIERE MUl SGARIWVAR,
20 utilizing a pre-established frane format. If a node changes the

frame struct SHEEOTHSEROTKy HidRi adhosvviraless netwogst node wil | not be abl e
to decode thgobhspme fiat 3 lidsteath G LT i) j

the new fr arrg) ) stEuct%?e? ill&s&agﬁ%?ﬁy%ﬂﬁ%ﬁ g%ﬁ%ﬁéﬁgﬁ%frﬁgﬁgﬁgﬁgl

i mpl enent@t i Wit embodimentsahisednsed hereino Peeket &3Qistdomprisdtbofgeverslpmmtions
format. Howe - . ocal ..dj scl.o ei.n 25
deprecat ed %uggﬁ%r# Hg%ﬁ%ﬁﬁ@%ﬁéﬁéﬁdﬁiﬂ%%@% 5%‘8703?8{1%8%?&‘38#2@’
deprecat ed Tind M#C PwtacepData & thitiMIDE) 260w THe\D I hbadeh endsthe®IRIDU
different fupctional characteristics 0020 reover, a .

vari abl e- | eng’lgﬁthﬁc\?nﬁtét&%@taﬁ&%% er dat %F%f’{) I\ﬁ’ﬂ:ﬂ’?&ﬁﬁfés vEped inta s PEY
i nformati on lagénperetBAESing A PHFPheRIANT) & th&B6EnntLd A4 Fames@Bek 30
TLVs in data packet 130 that signals node 120B to performa firmare

and/ or sbt t wefaBeNEE G acfel-» Abitcyalicaadnngprcy aheck swapparded torgherradiod thet o
distribute tpﬁkg{gscri ption of the upgrade in network 100 at the MAC
subl ayer. For exanple, by altering a set of MAC TLVs, nodes 120 in
network 100 WAR3lbe dhBHydraferdit0athp peaahbleB®@mptBes 7 bineryfsoquente b Tbits

and functi ond TP bo e RascHER et T 20Bo AR Pl AT o

1 as a si npl fréquedcyeasintphidg synchronization with the remainder of a packet, such as data

20 packet 130, received from a source node, such as node 120A. This synchronization
field is followed by a start word, which is comprised of a known binary sequence of
bits that, when successfully decoded, trigger node 120B to decode data packet 130
that follows. Among other features, the start word provides symbol-level
synchronization, and optimizes autocorrelation properties in conjunction with the

25  preamble sequence of alternating bits that preceded it. Where network 100 is a
network that employs frequency hopping, a Channel ID (CHID) indicates the
particular channel, (i.e., frequency band) on which packet 130 is being transmitted.
A length field (LEN) indicates the length of the remaining portion of packet 130 the
follows the field.

30 [0024] DLC header 220 is the header of the MAC data packet and includes a
Frame Control Field (FCTRL). As shown in FIG. 2, DLC header 220 can include a
Destination MAC Address (DEST MAC), a Source MAC Address (SRC MAC), and

-6-



5 and is sonetines discussed in ternms of a utility network, any
network having intelligent nodes may benefit from enbodi nents

di scl osed wenewnsiskor i nstance, network 100 may be a calofraysb@beyisgs on
network, satellite conmmunications network, sensor network, and an
ad-hoc wireless networks. [0022]FIG 2 illustrates a diagram of an
exenpl ary data packet 130 consistent 10 with enbodi ments di scl osed
her ei n. Packet 130 is conprised of several portions including a

physi cal % header 210, data |ink control (DLC) header 220,
Bnd VARG Pr o B Tl DesinstiorisG Addsss (RS THA T ésie anighe M AL afpis

t oget her congtinkwl MAbert
wrapped into a ER\}ﬁrllagi/er pgg%e?yg{/e I%g%ﬁ%nsaagﬁ@ﬁolgl—&ag é&lég%kéatA ddhess

begi nni ng. ARGMACHisdhe %@@dﬂél@c@ldmwf :esegdl,ngaloaensbm aspde i120A.
redundancy c i he end ket 10023 ln PHY
header 210, pﬁggbr e?n%? gﬁgg%%rllisg%so %?“B?W& g%gﬁt@g chongmtugcatlﬁm
enabl es a5r etiek \a'ndgramd&sseslmgrhhaDLmﬂang%&,onmﬂ@heﬁlmn ai gnal and
achi eve frequenc and ti synchroni z h_the remai nder of a
packet , such ?e%f@@tw?g‘& SéggA@p%ﬁ?@gweélS%d@r such
as node 120Aexahfls, tﬁe'éi&hﬁ@lalon&drfaatafpa@l&&s lﬁoéeqlzbﬁvt%ﬁ‘ £8 pB11 3b&d 120M01d,
which is conprjised of a known binary sequence of bits that, when

successf ul | yTHEbH &t neds LQérhasdae 1 sow. andl dessmine whather padk B20B1B0
that fol | ows,yAapRd ACBSE tﬁeeiﬁiéj rl?ﬁode 19BSE iRl a%ﬁion

synbol -1 evel synchroni zati on, optimzes autotorr
properti é¢ i nclmowjlasigcmem maghiet tp xtdmie 126Aplﬁean¢1bverlsﬁqﬂ.m1:deystﬂequency

e oot o0 Rhielt DR PR ool S BBl Bt e BB
particul ar chaqueaty cl(alnnﬁ to rdceivg lﬂl&rktaYa AR tha@ihopBingho ARG chhakk] iSits
being transmtted. Al eﬁgth field EN), indicates the |l ength of the

remai ni ng pordauEifest thsalpited timg pﬂ‘é“ eIV BRAhe arknewiedgmeniiodsd 294 DL C

header 220 |§enﬁbﬁdﬁtﬁ?g&ret @ith&ﬁ@d&%éﬁa&@fopﬂs&ﬁz@%hw 14985 FIETAMe
Control Field (FCTRL). As shown in FIG DLC header 220 can 1 ncl ude

a Destin&li ofichmsfullydecsiis ap@éeqodmﬂ@pachets@cm@es anskndicdgem¢rBROnIEC)
and DLL TLVgypLestination MAC Address (DEST MAC) is the unique MAC
address of the ultimte target node for the packet, such as node
120B. Sour ce[(00RG] AddragssackSRGONMAChaves tanietyurfiDLe TVRE farlelaggie Dprofocol
sendi ng nOdetna)Sr 'dgp neaascorxlr?ml?mca%mn link information (CLI) TLV, a Sequence Control TLV,
and a Data Link Layer (DLL) Cyclic Redundancy Check (CRC) TLV. For instance,

20  one or more CLI TLVs may be used to convey channel control parameters. One
example may involve channel parameters of a frequency hopping spread spectrum
(FHSS) network, including such items as timing and synchronization. The DLL CLI
TLV can be by used by node 120A to convey timing synchronization information to
neighboring nodes 120B & 120C.

25 [0027] The DLL CLI TLV may also be used to convey timing and priority
information inside the communications link. For example, the CLI DLL TLV can
communicate ‘tx priority’ and ‘tx time’ fields that are the priority and transmit time
of the next packet to be transmitted in a communications link. ‘Rx priority’ and ‘Rx
time’ fields that are used to define the allowed priority and length of the response to

30  the packet that contains this TLV. The presence of this TLV also means that a
response to the packet that contains this TLV is expected inside the communications

link. If no DLL CLITLV is present in a packet sent within a communications link,



[ 0025] DLL TLVs are used to convey information within a conmuni cations
5 link, and are processed by the DLL during the comrunication link. A
communi catwonomiisisedoet ween any two nodes 120A and 120Bpcansconsisis
of, for exanple, the exchange of four data packets. Node 120A can
first poll node 120B to informit that node 120A has data to send,
and determ ne whet her node 120B is available to receive the data. If
node 120B is available, it returns an 10 acknow edgerrent packet to

node 120A. rk t enpl oys fr equency hoppi ng,
acknowl edgms‘r‘itls Hp ?83\@'5’&?%‘3 ST?GB“?%P rré‘i?é‘feﬁnﬁ?lalleﬂémc‘lﬂdr%tone end of

frequency chggRehnfudidaB6RI & wWibikes {etePminartthEEorhaticHRRIRY, t 0 the

next channel |n its sequence at the allotted tine. Upon receiving the
acknow edgnelf028lhoddhe @%ﬁ(ﬁ\émmbaumcm@nsm thiat mm@rdmﬁaaqknts@mjed

for node, 120fnakf w\AUSLAB0B 5yl derl CBUSSERALHLLY HLGSELURnENd

decode t he returns -an eent 10 "o
[ 0026] Data pMDLla@mmnmm/mcket\mmcem e thk sihk CRI(/3? aligorithexasep be tiee

prot ocol may € a .o i | Qn |nfo ion I

Sequence Con Y, W@H&”E&@Q S?&PQ(CB‘JL Efﬁfeft?% Qﬁ@%bﬁ@a&cy
Check (CRC) sHoWMd dqaiil zleftﬁt'ﬂﬂﬂﬁlm%@ze@?&eﬂé pf&é@u@-ﬂmg h\Re DRY. HRGads @t t O
convey changgl control paraneters. One exanp i nvol ve channel

paranet ers oP Lk dPPERAlbAYS totralsplatathe prceived §B€c !trslmplb’ chssdby thas thedikY

i ncl udi ng sucRclixseqdsid 1y N9 and synchroni zation. The DLL CLI TLV
can be bi/ used by %le 120A to convey tim ng synchronization

i nf or mat t&n &082?ie| gﬁb@idltxr@ thedelsL T2Bngy Uo0ed tesonfig0RAeThmobent oL |

TLV may al so d r|t rmat.i on si de
the comuni ca#iﬁgér#ggl i eﬁﬁﬂ(#l@%a rlr%llrgigt sﬁaeue%fl ?E\Q/;t@%t SS%Wﬁ?%rat e
Ttx pr :c or |h t yDLBfickginentationraid dupéicats détbatona@luq:cisébel\mcmme;s landed ﬁb&h\im t
tinme of the t t to tted in a comruni cation in
‘R pri ort tyDlm adrieniaed by Bt i ori b ndetpocte Mietioned prieception
al I owed pri ojod30] anGleoeﬂﬁthL(sJEn& eV RERERSAI thAeRble ttenRIFHAL THE in 2
contains this TLV. resence of this TLV also neans that a

responsell o H%Eetpgl@kgﬁ ig addedd fithgipacket fata isy fragneent e MASd phekst gincet he
communi cat | Bg Dl Meedd fo 20 Dh&c@'ﬂv Bs¥op ptoREREBILL TL s RAFKELVSF N

within a conmunications |Iin
packet.
{0031] There are several applications above the MAC sublayer that hand down
packets for it to transmit. Example applications include: network layer or IPv6,

20 MLME, IMU (for example gas or water meter devices in utility networks), rf ping
protocol, and others. These applications do not interact and they send their packets
to the MAC asynchronously. The MAC sublayer protocol described herein can
combine the packets from these applications into a single packet on the transmit
side, and then de-multiplex it again on the receive side. By combining these smaller

25  packets into one PHY layer data frame, the overhead of targeting the node for each
packet (poll-ack message), as well as the additional octets added by the MAC and
data-link layer TLV’s, is avoided.

[0032] There are two mechanisms that help achieve packet combination. The
first is the use of TLV’s to encode the start and end of each payload. This allows the

30 MAC sublayer to demultiplex the payload at the receive side. In the case where a
larger packet is fragmented, a particular application’s payload can be handed up as

soon as it is received in its entirety, even if the rest of the packet has not yet been
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it isinplied that both the transmt tine and receive tinme are zero
and that one end of the comrunications link wishes to term nate the
comuni catwonsoolissks [ 0028] The DLL CRC TLV may be used pcgigd®voes4ishat
no corrupt packets are handed to the MAC. The cyclic redundancy check
is calculated over the entire 5 MAC/ DLL portion of the packet and can
be the sane CRC-32 algorithmused by the MFE. Thus, when the DLL CRC
i s added to a packet, the resultant PHY CRC-32 should equal zero.

This m nimzes receive processing tinme at the DLL because the DLL
does not havEctiged alheeeand merhanismds thetiwizpcthe MAG dagy the mtos t hat

the PHY CRC- %tﬁeﬁh&ﬁb‘@l thte‘?e%ﬁfeﬁ sechlit O)L c?rﬁ-] oliBn RIA eh'e&) ﬂ'it

may be used to configufe sefuence ¢ arane ers. one exanpge may
be DLL Sequehb¥. GhasecurityTatthe MAC typicddy mjme dn Eampiblng af argmoEmpldati on

Do 1 1 apmrent eABOoT st B e PR Erad B REPATE s CRASHE ke e panted
receptions [%ﬁiﬁa&loﬁd) fortahaackdtGt Bitsithply &dﬂtﬁlsl{ﬁﬁlﬂad%tﬂseﬁ)d @erhb@: @B d
of DLL TLVs in a This TLV is added i f Lé{pac ket data is a

15 pac
fragnent of Q‘W@B Bé{ff& prdpthem gorppyte fhedigy SF@”%E Nikereforg thege it op
processi ng Dhd adtitiénal sutienfiSRRIn\R S HRAE IS omb: dgléfll WR) gﬁaatas ﬁ?iﬁ% gl
(0] e

applications _above the MAC subl ayer that han S It to
transmt. EX ﬁfﬁﬁét‘ﬁﬂiﬁt@éﬁl ons include: network Iayer or liPve, 20

MLIVE, II\/U(f xXa AR5 m [ ut i

net wor ks) , %lﬂn mg#‘%te 0co a%%‘ta%ts er sa%ﬁlggas[ﬂelga Qetﬁ?mglr%g% Fﬂlbet

i nteract l%lndﬁISheyhestsn of ﬂ‘h&”stopmcd@tthe start hhd edAE easlyp‘n}ﬂtsddn Ahsd atlowkhige
MAC subl ayer descri bed herein conmbi ne .t acket from
these appl | CYPICHE R & EhblRiruBE aiuen BiCREnT St drchrass M
then de- mul tiafeepadktt iaGagmentad, tahﬁrticﬁ%'agﬁlo‘ih&?s pBYMo AR HRIKALIANSSE
smal | er 25 packets.intq one PITY |ayer frame, the overhead of

targeting th¥oRSHYE i§ I5FCLEHR 15 gRREsty, b@}'lfI@(fRStr?éﬁ@é@éliet hagsnatek be&@ t he
addi tional ogtal& agdacedd niddRadyhiidis Wiknand M}*% Li§Ghe ety

avoi ded. [0032] There are two nechani sns t hat achreve p cke
conbi nat 1on. (2 ticatien), the requéred secugfy imfoyingtiornisamededinththe phcket asnd

end of each payl egd SecEH{ysat ald M lrypl%ally relies on computing a cryptographic

function over the node’s certificate and the packet’s contents. If the MAC is handed
more payload for a packet, it can simply append this payload to the end, remove the
existing security TLV, and then compute the new security TLV. Therefore there is
20 no additional authentication overhead to combining multiple payloads from the
different applications.
[0034] Another aspect of the MAC TLVs is that they can be used to configure
nodes for a particular type of operation. Network parameters can be dynamically
adjusted via TLVs in the MAC packet sent from a source node requesting the
25  change to a target node that will process the TLVs to implement the requested or
suggested change.
[0035] In one example, the TLVs can be used to request a change in modulation.
The modulation parameter may be identified as TYPE 17, for instance. Known
modulation techniques can be encoded as follows: 1 FSK - with number symbols to
30  designate individual implementations of frequency and shift frequency, such as
BPSK, QPSK, 8PSK, 16PSK, etc.; 2 ASK; 3 OFDM; and 4 QAM. In this instance,
the TLV to change to QPSK would be: Type =17, Length=2, Value=1,4. In



30 MAC subl ayer to denultiplex the payload at the receive side. In
the case where a | arger packet is fragnmented, a particular

appl i cati om0O20pAayise@d can be handed up as soon as it | POTASL00Y065443N
its entirety, even if the rest of the packet has not yet been

recei ved. The second nechanismis that when the MAC does the security
(authentication), the required security information is inserted into
the packet as a TLV. The security at the MAC typically relies on
conmputing a cr%ﬁﬁtro%ra hi}cl {rr{ ction over_the node's certificate and
the packet' s UG Exgaple; the TLY tRakanse o QDM wouldhes Tyrg FoldeLergth 5 1,
packet, it cgmusEmply append this payload to the end, renove the
existing security TLV, and then conpute the new security TLV.
Therefore théqoéqys A anileRT ek snple t@?h%mcmuswtm@mmdmge mahbi ni ng

mul ti pl e pay | f 1 L ons, 0 There are
two nechani stnggga{é)%ﬁ ﬁg}stgalgegg‘%'ei/%%lg%ig&%lg%% a ?%%%rg‘?%%l PO PFrst is
the use of TidehigfiadmsdBciod exanipde, shavaluaindicetes thefeeaekd, pagibendt.chTitiess

all ows the | ayer .to d |'tip)] ex the payl oad at _the.recejve
side. In th%@aszée{q%%%‘;hamf%fﬁguﬁ of‘)tgé:?ké'? °F§n$rtéQII?EWtc@Hf}g‘Eatﬁ%’r‘Yit%ﬁ‘F"ér
appl i cati on' seepayspatnba s biganhald 821 3Ughdasie SI8OIMBS: 10tmd, $he GERIPKEEL ¥ N
its entirety ev% if the rest of the Packet has not yet been

recei ved. Thior didoRBIngseqpsnresthange teauast waeld bend yRel fidensthivel, Saduert t y

15(aut henti cgd et )0 9i8i j ' ' r: ' 1S, . | r
into the pac ke’t2 a’éoa %@@ﬁ%ﬁ%&%ﬁ%@dnﬁ%c{tﬂ%&h@i%& %:%nké}sirﬁé)fhl%gs on
comput i nbé) a prfegramstire (ueranipds tioving andwyncludeizatiangratanisterabéarand

t he packet's . e .hs. hande re load.for a
packer . ti conSShathh stouchdfohi i PR RGBS i Pactron

exi sting secpowerynafibémenn parbineters; eovpivi; @lgoHthngodifRatidn)! ¥n rEkpbnse to
Therefore there is o0 additional authentication_ overhead to
conbini ng mAETpPE 300 FGuBE et retimediesh omeppf L b monss 120 can

[ 0034] Anot heghadgd@isetativk pbﬂﬁlew?ﬁiéﬁéﬁ%teﬁ%?lttﬁ@fLV@ @%oﬁﬁﬁNg( 38ns1546e 1 0

configure nodes for a particular tgpe of operation. t wor k

par anet eb%  cepntareddherain a apgraeiyvits thecnowi eonfigwstiom Threchigd qrarbdded
sent from a $oukiakeol9de shGAYCHTV ﬁ?th%@%k%?%ogﬁ'@gggseh % ek gﬁgrti

that will process the TLVs to inple requested or- stiggested
change. [003®]¢ at which eahpigs in tofightafiondsatoe thie pls@dottioat nHguést128 are

change in ml%%r&fgh%'am synchronism.
[0037] In yet another example, the MAC TLVs can be used to auto-discover

20  neighboring nodes' capabilities and/or updated MAC format. As such, variable-
length TLV's disclosed herein may enable nodes 120 to adapt at the MAC sublayer
to the capabilities of their neighbors. For example, node 120A can send a MAC
message to a neighbor node 120B with a TLV called "TLV Info Req", with the
purpose of eliciting a response including information on the functional capabilities

25  of the node 120B and the TLVs that node 120B is able to process. Upon receipt of
this message by the node 120B, the node responds by transmitting a MAC message
to node 120A with a TLV called “TLV Info Rsp” with information on all the TLVs
that node 120B currently is able to process. Thus, neighbor nodes 120A and 120B
can dynamically exchange information on each other’s capabilities and/or discover

30 common functionality. This enables a “configuration dialogue” between nodes, in
which nodes request and assist in reconfiguration of other nodes in the network to

achieve additional processing and functional capabilities, compatibility,

-10-



. The nodul ation paranmeter may be identified as TYPE 17, for instance.
Known nodul ati on techni ques can be encoded as follows: 1 FSK - with
nunber symwolkeotissed desi gnate individual inplenentati eaa/usbo09/003443
frequency and shift frequency, such as BPSK, QPSK, 8PSK, 16PSK, etc.;
2 ASK; 3 OFDM and 4 QAM In this instance, the TLV to change to QPSK
woul d be: Type = 17, Length = 2, Value = 1, 4. In another exanple,
the TLV to change to OFDM woul d be: Type = 17, Length = 1, Value = 3.
[0036] I n anot her. exanpl e the TLVs can be used to request .a change in
the FHSS. Hiop BTGz B e b SRR3R H B SUEHE RO 2P AMBLE TRl bo
5 identifi edipagmdBicallPhdpX HERNACLAGer\patiIS thBdicEAbSTHIL BE Sk 88 fheir
nunber of channels and slot tine, each encoded as octets. To change
to a new confuUrtplt stuaten.whame exampiesed dynandis reconfipatiarf ofghenedss snay te13,

oD e St o e o L SRR T oLl £ RBP A S GBS
Si ni | ar exanpi aslagens; (9 qovksadifidation bORF khdreebpiramétan gesesponsotdier 10
par aet cr & oP Rk RlSHeRae B REn gk L B UG oL PrPiedt Togaup Sl b o
threshol ds i inperértatidnyof MewWONitkig ANEMAm BATALFRIMstORSA BRI LR offi@Ut | Ng
algorithmnodification). In response to receiving a MAC subl ayer

packet cont afHEP TREFBUrS FEIeRIrt g (R taimyaesofIgiesns enegigetoper at i ng
parameters dﬁ?drﬁﬁﬁ&’?.dSiHMlaH? &hd FY Vs ?é fiel9s E%e‘:ﬂ%ﬁs}fﬁkcﬂﬁ%&? (tg%@{ggbcgl'ed
e change e

therein, and operate with _’he new confi guration. cou
i nst ant aheourstwork nedey) megardiny/firmwateso fweteatpgrded ahdmdsomsadntahasipmdo f y

a particul ar .. i.eh: t he chan i.n.c lguration is to take

pl ace so t ha%lgééﬁgﬁteg%%%@sgcﬁ‘gﬁné&gl eﬂ‘é’&%ﬁ*ﬁ%ﬁ‘?%ﬁ“@@%m oni sm [0037]1In

yet anot her B938ipl en stheaniier Tkvsple,arsebef ons @6 ndode ALYV i1tlhs GOXEPadlt of
C format. As such

nei ghbori ng nodes. capabilities and/ qr updated ,
vari abl e- | en’iﬁcﬁs %%Qf"s"féﬂ’i’?kllbééﬁl ; %‘_t‘sé_gltp ﬁﬁ‘}a’?% ice 1Ay tastheypetdgoadapt
at the MAC suppralehartlo? tHeMACRRARE 10 JbtAS tRflatbfiRbde. "SIENOQEDlesfPihe
exanpl e, node 120A can send a MAC nessage to a nei ghbor node 120B

with a TLV cdpteggoder|may b geweecuritypelicy: prsv phannelwptisizagion s¢hemegpewer
response inc dji&yhg i | i jlitd 5 of
t he node 120£B and&%t%re}&%ilr_r{%q% hat Qgﬁﬁﬂgﬁ%g&gﬁng%t%g@%eb%%%@e pon

recei pt of tbyseermefbreage/fibywaicaipgodes 42 @@yting irecanmdenic&sme neisvoldys and are

transmtting C.message.to,node 120A with a TLV called "TLV Info
Rpn w1 rrarRy ORERRRES 1R 08 el o R BB R Pt 1y | <
able to procg@s39] ThusnotediabbNeot coofifsableQMdlian eng2dBsiwhrs dyRmtranl ¥
exchange%é]nf orﬁat :1? on .eac ther'cil capabilities and/or_ discover 30
comon fthct P8HEF %).maﬂheén Reag 1B gach nodg A £9-gLipaligussion medns 25 BaY ween

nodes, in Whingiate QdRSsHAAMEFRiciRR oS efefning GRRfd £ B 836N QNG
nodes in the network to achieve additional processing and functi onal

capabi | i ti estnkagwpdiliVbidfinitions. Bpr inpfrncs: based omindoratation récevedfios:  Such
capability : : I 1,cal | apt their
MAC- | ayer piéﬁgﬁnggﬂgﬁs,ﬁ%gﬁ%ﬁ%%%a%%ﬁogpg({éﬁ@ e‘i%%l débe%rguen%t

si tuati on. Sehsthenagmrpleesmofeddiyrsimildhaséeanéicgededt iTha thoéshbhiecand@defr may

g S;ii gg% éa sﬁ ; Oi?l%ti é{ % Ecgrgglmgtgonso%#cer ;i)etré/enPaagg 3 néigﬂt;sorst Batiise rtl?eo’PfV%Ld/%; &teeCt
number of times the node has received the new TLV. Once a node has determined
to obtain information about an unknown TLV, there are two places from which the
node can fetch the information. First, the node may obtain such information from a
general server at the application layer (Layer-7). Second, at the MAC sublayer
30  (Layer-2), the node can request the definition from a neighboring node using the
“TLV info req” TLV. This TLV causes neighboring nodes to respond with all TLVs

it knows about or has available, but when received with a numerical argument, e.g.

1



.5 0or violations; (b) quick nodification of RF channel paraneters in
response to a network interference environnent; (c) nodification of
present romoRegy/1adsgorit hm or inplenentation of new r outAOTES200g003443m
and (d) requests fromthe back office server to reconfigure and
report on certain types of nonitoring or network information.
Simlarly, the TLVs can be used as a nmechanismto signal (to neighbor
10 network nodes) regarding firmnare/ software upgrades and al so as a
nmechani smto_di stribute description of the upgrade at e C .
subl ayer . 108gé§4 i seals iy {ike Aeseiptinn of thedataeoriginggya Td,V hﬂ-rlé %Ew
in the MAC pafekat vofnfd@gesr 20 in network 100 can be used to signal

to nodes 120 that they need to upgrade part of the MAC frame to
obtain the | #0481 cJde casbility esamntpimited ¢4 ohthininggnformatéant ofclde\e defprtjortse

2 ust et s MRan gk be SeE AP B B Bhas A0S e RUREe by modss
and ot her§. By ataghe MAE wahlm/kef.i Winea r eompgnd tasceaivee to exkdutrecertain code, 2

conmruni cat i ons, net works.angd are currently inplenmented via |engthy.and
r esour ce- con8of ﬁ‘é:\ﬁoﬁf 88%%@& ‘Eﬁ[%%%‘]s ef%f d@o Wé,theéle@%?tf“gﬁ‘?‘%bl)ﬁe
"policy engi A&t nodeU0AXEN 6BAfH B hadesfy iR Ohd 6f sbddral WBNS. Fersi, asdd ded
in each node_ 120. Configuration nodule 125 may indicate a threshold
at which a né& ﬁﬂb?"l’&é‘%@r@ﬁ“ﬁ@ thieads feoryamerienal I6¥UEGCRSUSBWS 8r  unknown
TLV definiti i C a i ] i m

nei ghbori ng g%%%bsd:r&g Sgﬁégﬁé)’nl?)gg' %g%%@’arhr?lgggg%@%gg&ﬁgg%\é?gﬁé by

det er mi né0whepmEng apgsifedeiuss sippdigd whthgbhednombred firesampleciadie hrmmifa
threshol d ca 25 i a conbi. i fth [ age of
nel ghbor s ¢ naF Taet Pneftey R IARAR R Py b R 20A R
recei ved thedpemiddlly. getrae the coalddabudupde figictivms dpdcificatibms provided with

i nformati on gbout an unknown TLV, there are two places fromwhich the
node can fet B PR3f or mation. First, the node may obtain such

i nformation fgoam a AREERatiSEMREleabs 1§ bR RRkHeE dbAsRAck@YEEet Lhayer-7) .
Second, at the MAC sublayer 30 (Layer-2), the node can request the

definitidp fReWOE-Widegiobey tg Witelenagdss 0, twhen amd how gach ofagdesr1 20 mahi s

TLV causes ngeggigbggbmﬂgﬁqﬁ%m, h&% RERA ifiintdlrval land b edetne&n&%gaagbﬁ

or has avai l ' ut en recelfved wth a numerical argunent, ~e.
WO 2009/ 15156e6mRonings? (ethe 8dsigolidp nidy, be impiemmmisedanm idtwbikkwide basis,

description Qf the.d contained in. TLV | D18 back in.the "TLVY info
ropt 1oV LoBbe Tre oIz s T R AREed Bint ey Rt RoBR SRty R norvonk
i nformation afoddLV definitions. It can also be applied to any other
program instructjon hat are processed by nodes 5 120 at the MAC
subl ayer 2 V\hh’z’“é] corsﬁlréngfsi 9"%E}réz}rQ/‘Z’HStfaémgi‘%Eﬁ?rﬁplé@rm%{h?ﬁ%%@?myaﬂﬁde,
such as nOdec&%%ﬁriH%E%&H}dﬁﬁﬁaﬂ\&}%?dé%ork.t APQS&RERERDIE RE SR LR £h as
code. If not, node 120A can obtain the necessary code in one of

several waysnhods k204, adatd@adked MR isrgeastpied dat ponfpaefje ¢maedieacseseohitedlm
an exter nal Ay hder px%%%gl 3% nétwork communications, including a MAC header and a

data segment. (Step 305.) At least some of the data in the data segment is encoded

oo

25 asaTLV element. In addition, the value contained in the element identifies a value
for an operating parameter of the network. The data packet from the sending node
120A is transmitted to a receiving node, such as node 120B. (Step 310.) At the
receiving node, the data packet is processed at the MAC sublayer of network
protocols to retrieve the element and determine the value for the operating

30 parameter. (Step 315.) Using information received in the data packet, the operating
parameter within the receiving node 120B is adjusted to conform to the determined

value. (Step 320.) Based on the operating parameters, configuration module 125B

12



- nei ghboring node (e.g., 120C). Second, node 120A may construct the
code by 10 applying specific values supplied with the conmand, for
exanpl e, iwotbw/1fssén of a TLV, to a generic code tenpl @ca/usa00d/003443
conpiling the result. Third, node 120A can dynanically generate the
code based upon functional specifications provided with the command

[ 0041] Configuration nodule 125 may be further constructed to set up a
15 network-w de policy as to which nodes 120, when and how each of

nodes 120 may [ ecei i nformation on TLVs, JLVs thensel ves, and

achi eve new %no%?dﬁggggtl?agﬁpgﬂ\?iopﬁﬂ?@ﬂfe.° Bofe E&%S RHVEEAT e ey be

i mpl ement ed paramereed. Wwor k- wi de basi s, where nodes 120 are reconfigured

wth a new ff%%%ljonacg} capability or network node. 20 [00421FIG 3 is
str

a flow chart e Hgmalnesabsdineyt indlugstiedmn Hipn 4nveigh neludes two
configuring av&&mggue%dé%;l%g@ MPIOK -Bd@% ?&i\fgg&fiﬂl@%@@?&e&@oyﬁggv_

networ k, such as no ata pac IS generate
conforms ¥o Bases MAC demesfornea sonsidter(t MAB) thisalysetosmrepbw eath Hatworkatpatds

conmuni cat i 0RSy; e ' - C..head and data segment. (Ste
S05.) a1 cancuibil bR & MR R A neR R e st fhrods
a TLV el emen#ll has lytidd RiFampatilgesyaldus seeh) tai Radnitretdiee &ltkeReduencies
identifies a val fo erating _patraneter of the network. The
dat a packet W%H?’Pf é‘eé’gﬁgﬁ ﬁ& 45’8&@8153‘,6?5’? QH‘B’P%ﬁ?soﬁjﬂPf BEHROIRC, FSFBREAIOPP ng
node, such asglngdandmbBof hétiveik Atlankl iMorliRBrades GlttbpGalR sl itd Rgetalsa

packet is processed at the MAC subl ayer of network protocols to

retri evel@ he?tl &ftf andrwitiyeseayeridaa using agateway fd? a3 iteemessipaintng 30
paraneter. ( 315 9)shbish Bgrid {40 ' [ in appacket,
t he operati ngaog?r anet esr B@thkﬂfirg' t%é%tg}ckg‘lﬁ\?ir az%qh%lggesfﬁ%%? agdggj t#sgt ed to
conform to t it $32nas edmplgteteybri StpgbilB2ModeBadeth netwbiket 10pad atiwugk

par aneters, i i dul.e 12 . . C

2009/ 15 1566PW%%%%F%%3%WF‘H% e"%@%‘if HFYRIETeBHIETBE nore of
node 120B's olebinhigkP @peixgtnd@grasingicR réspedtBR43WIRs ©XRARAIAEWer 430.
enbodi rrepst [ ihldust rated .in FIG 4, which includes two overl appi ng
net wor ks, 416’03 4239 SOBB fiment Gispk@ay eanse pedertld tejrin agtweri L. fgﬁ

based MAC T I AGRnddhoRI410 G ekidlicaty bk Mrshe) ALARY B e B nBPTbL for
network operates at different frequencies and utilizes different

net wor k par aPedt Beteorkadiemhiking torreenunicateygith hetworkid FEfor apeddeteithined

and as such, ! I r. i ilized. b

et vor ks 4107 S04 J557 Hllsay REE el 430 B MEDRIES L I EHRINK o
411 is a nmemworfundet specikl chbmatadcds<e.g o fefifugnsy edutity comipesroises; eligdgyd t h

Its nel gﬂ)bori% node assignments, etc.). Because node 411 and gateway 422 have hybrid

capabilities, they can communicate, as indicated by the solid line between them.
However, according to this example, node 411 is not initially configured to
interoperate in network 420 and, as such, it cannot yet interoperate with nodes 423
and 424 in network 420, as indicated by the dashed lines.

25  [0046] To join network 420, node 411 sends an “Info Request” TLV to gateway
422, requesting network 420 operating parameters. In response from gateway 422,
node 411 receives a “Info Response” message from 422 with the needed TLVs.
Node 411 processes the information received from gateway 422 using, for instance,
configuration module 125 to implement the changes to, for instance, nodes 411's

30  network operating parameters and TLV definitions. Once the implementation is

complete, node 411 conducts discovery, registration, next (uplink) neighbor

-13.



10 413 & 414, and with a server 430 using a gateway 412 as its egress
poi nt. [0044] As shown in FIG 4, network 420 al so i ncludes a gateway
422. 1f gaweweny/1838 has conpl ete hybrid capability, nocd€I/tiSR0bOE343
network 410 and network 420 can interoperate with gateway 422,

i ncluding, for exanple, registering, obtaining JP prefix, and
regressing their respective networks to central server 430.

15[ 0045] At sone tine, an event may cause node 411 to join network
420. For instancg, ..node 411 nm riodically check for new n rks,
node 411 may'4® tbfgdaPB? NP aé&g%ﬁqpéwlf’&?‘ | 5TRg this Peﬁ%ﬁﬁwﬂoéﬁgim th
net wor k 410 Bél:rom%sBm%fﬁfdﬁoﬁﬂ%oﬁeﬁﬂﬁ’&woﬁd’kﬁ%@r gateway 412 or server
430 may instruct node 411 t oi n_anot her network under speci al

ot
ci rcunst ancetd04él g. ,Wiﬁlamelﬁle\é%a%émctiwbm@pﬁaém dessribeshhpijjes 20 in
node assign ve hybrid
capabi | i ti eg,g&%f%‘e“&aﬁtég53?8%@2%%?&32@#8??%%3}%@%g’gé% Fd Iine
bet ween thentutpekcadly igrmcesth and thys tlo nothimpaettbeeestion@d ¢hediotle mdthirothe

cannor yot i P tobnlethemae Sl it ARinBhe, RutithatdEsfirote o
i ndi cat ed bya thfigiasiofdeduestashici2 s oO@te}stevd cah Be A indIidit 41 toraele 411
sends an "Info Reeguest" -Qf'iv to gat e\/vaélifl422, requesti ng network 420

operating pafeqneste that thenods sppahdiies PV dlstenerythe penuestole speeifiG ecei ves
a "I nfo ResppRaRolsHBSSRAE IntAi¥ Ao Watdle Ieggc)f&?o‘?iQthlTihySsmam]gger“\ﬂ-l

processes the information received from gatéway 422 using,
i nst ancel0 cobdseg AL iroplemsatatien alisvs for ¢oepistemenand interapieeabesy of tegadyor

ot ance, o L oBEL LA SRRALIOT BRLATEA S A T,
di scovery, remirdiatami on, next (uplink) neighbor identification for
oG, T, SOBAEH 8P FeSbh B BTe POt ST °
i npl enent at i Reteidehe 6Edpe@df kRrifVdhtion includes any and all embodiments having
15 equivalent elements, modifications, omissions, combinations (e.g., of aspects across
various embodiments), adaptations and/or alterations as would be appreciated by
those in the art based on the present disclosure. The limitations in the claims are to
be interpreted broadly based on the language employed in the claims and not limited
to examples described in the present specification or during the prosecution of the
20  application, which examples are to be construed as nonexclusive.
[0049] While certain features and embodiments of the invention have been
described, other embodiments of the invention will be apparent to those skilled in
the art from consideration of the specification and practice of the embodiments of
the invention disclosed herein. Although exemplary embodiments have been
25  described with regard to certain networks, the present invention may be equally
applicable to other network environments having configurable, intelligent nodes. It
is therefore intended that the specification and examples be considered as exemplary
only, with a true scope and spirit of the invention being indicated by the following

claims.
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. configuration requests which are not supported by the particul ar node
are 5 automatically ignored, and thus do not inpact the operation of
the node within the network; it continues to operate within its
capabilities. Resultant |ack of response to a configuration request
whi ch is not understood can be an inplicit signal to the requester

t hat the node cag@fgl lities will not support the request. No specific
pr ot ocols arh mateerkfpricemmirjcatigniapnefuieds BaY'@@éda}UfﬁbWélj nodgsi $aid

manner , %g,ﬁlg?\pﬁ%g%@g@y&%ﬁ{mmeg L4 ANafblsMEudiRG HENLARZRES Bt

i nt er oper abi es an

(i nst al (MAIT) suitlaydrhbatristerfacks withteopitysiqa tayier and ooedir madrearther layers, said
[ 0048] V\hl | | ust rative enbodi nents of the invention have been
descri b&§ r}?glr QPP scope of the invention includes any and all

enbodi nent s H@ay.wg byﬁﬂauirsta{cmtfr&h B tHe? notBATIV GbindRtfon &FeEpbAdifg to
conbi nat i ons aspects across _various enbodi nents),

adapt at? OhY 'Glt'@f‘ rmtkeewmbcyr%p@l@ymrw ofthafipiteodat whetsjn theoBleV i n
th t
€ ar d&ﬁﬁtﬁﬁ 18% det lt%rnﬁéfé@%bggr t@% Jﬁﬁq'gogig e’[ybg%&%%'eé 6%%85@ of 8 Tﬁ_k}'ese)gmdent

clainms are e |n guage e
in the loy thenfirstmutienot I|m ted to exarrpl es described in the present

f t d th 20 i cat
cwanpl es. ar deeanisioate pAEaPSETRE AL TSk nase edoaiaRune £t praign”
features an Cb@@'h% dibyrevat ﬁrspﬁodeh dnkeBI RGN \N3¥EMERB Frdie SCTLIDREss &) Bhid

enbodi nents of the invention will be apparent to those skilled in the

art froﬁ#‘ém@saaeaﬂr\grreselveﬁ@yéb@érst|n@de|abtheaMACp$tézi@yetr@f&e network; and
nbodi
enbodi ment s av@@%%\é@@ég%ﬂoﬁbﬁ@lgﬁ@fnm Ghdl @lob.%%egg mlfcﬂ' fion

enbodi nment s escri h regar cer netwo
t he pr eiseluted ﬁrvﬁrﬁcbmomm;ardféL‘éq;egMeyntsamslngdab ITé.\t iofatiaéion o€ theor k

environnent conf.i bl intelligent nodes. It is therefore
i nt ende'§$°PH équrgﬁ gﬁ'e@i@'f‘%&fﬁ@rﬁﬁh anpl es be consi dered as

exenplary only, with a true scope and spirit of the invention being

i ndi cated by the follow ng cla
2. The method of claim 1, wherem the TLV information identifies a TLV type that is

deprecated, and
the step of reconfiguring the policy engine includes removing the definition of the

deprecated TLV type from the policy engine.

3. The method of claim 1, wherein parsing the one or more TLV segments from the
TLV message includes extracting a TLV value indicating timing and priority information

for a communication link.

4, The method of claim 1, wherein parsing the one or more TLV segments from the
TLV message includes extracting a TLV value indicating a modulation frequency for the

network.

5. The method of claim 1, wherein parsing the one or more TLV segments from the
TLV message includes extracting a TLV value indicating timing and synchronization for

the first node.
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. 1. A nethod for conmunicating in a network having a plurality of
nodes, said network having a plurality of communication |ayers

i ncluding a nedi a access control (MAC) sublayer that interfaces with
a physical |layer and one or nore other |ayers, said nethod

conpri si ng: receiving by the first node from anot her node, TLV
information corresponding to a TLV definition not known by a policy
engi ne of the first node, wherein the TLV definition is a definition

to enabge thend iethod'8H8ain? 1PRWAERHT parshRytheather rﬁof@-’M.\? §S§’f§@ﬁtst¥b’orﬁ %

first node; reconfiguring the pollcy engl ne of the first no
i ncl ude TEenassagedncindes extracting a Tipavslupgndibgtingha Ffeeqtancmdrﬂmpnwwe or

by ¢ he PPIEE ot RPhBnuRe DB B e metvork: and o
nmodi fying a configuration of the first node based on processing the

information jncluded, in the one or nore TLV segnents,_using the T
i nf ormafi on &fe Mgth 9%@%@?5”@& wheish P%ﬁ?'%‘@?r%‘ecﬁr e FliY §?9rﬁ86fé fron2 the

The net ipg Rés %'lﬁélédeé"@!@mhﬁ a%?%e%w\én'té"&ﬂh@ﬁtu\ﬂ%e% bt EI% ﬁotTJann

type that is recat ed tep of reconfiguring t

policy bm@lmeoliqycﬂngd'&ofrtbaﬂwtn@dehe definition of the deprecat ed TLV
type fromthe policy engine. 3. The nethod of claim1l, wherein
parsing the one or nore TLV segnents fromthe TLV nessage i ncl udes
extract 8Bng aThé hetiaddief ¢laih ¢ alvha@it paisirg technes drahoitey TN egmBhisdrorh tie
a commupjcation link. 4. The method of claim1l, wherein parsing the
one or V@%ﬁ«?ggé%ﬁ%&ﬁraﬁwgr?eTh\Lva'Hsgetaa@t'n%pt/;%l@sreeuwm.%
TLV val ygukndi cating a nodul ation frequency for the network. 5. The
met hod of claim 1, wherein parsing the one or nore TLV segnents from
t he TLV nessage includes extracting a TLV value indicating timng and

synchrogi zat 400 [ Qhod BFcibing ﬁ:[ whefi parsing the one or more TLV segments from the

TLV message includes extracting a TLV value indicating an epoch tick parameter.

10.  The method of claim 1, wherein:

modifying the configuration of the first node based on processing the information
included in one or more TLV segments includes modifying the configuration of the first
node from using a frame format according to a first wireless standard to using a frame

format according to a second wireless standard.

11.  The method of claim 1, wherein the received TLV information includes the TLV
definition to enable the first node to process a payload of a TLV segment to accomplish
one or more of the following: a security policy, channel optimization, power adjustment,

routing, and data processing.
12.  The method of claim 1, further comprising:

sending from the first node to the other node a request for TLV information

corresponding to the TLV definition.
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6. The nmethod of claim1, wherein parsing the one or nore TLV
segnents fromthe TLV nmessage includes extracting a TLV val ue

i ndi cati ng a Frequency-Hoppi hg Spread- Spectrum hoppi hg seguence
parameter. 7. The nmethod of claim 1, wherein parsing the one or nore
TLV segrrents fromthe TLV nessage includes skipping any segnents of

the TLV e that a not known_ by the polic n of the first
node. &3 SEaiRA 8 5@%%%9%@ %lmﬁwesr ester Brmationdto ey

segnent TdtNeBSRA; I r i

i ndi cat .ﬁrﬁighga%%ﬂl’.ecdﬁ?{% unda%gl;/bc edéélzgmﬁ@ @f&bn@%@%ﬁ%@éo escl?Oa{(l1 I\1/1alue

1, wherisiexcgaded.ng the one or nore TLV segments fromthe TLV message

i ncI udes extracting a TLV value indicating an epoch tick paraneter.

10. The method of claim 1, wherein: nodi fyi ng the configuration

of the fir st Thedethedetclaim IDBQQI@@%irﬂMetthfesthdOth@é isidhe mhulfbe@rthe one
LV, se nts includes nodifying the configuration of

th
19 ir r 2? r ﬁt?]ive% aderegeYHage ahredes yaing Hiee B idatinitien.and (ixa m«nbareégmes
st andar ghetfrstsddithas rfercéﬂ?gdfaof W%eﬁrﬁ%ﬂf A WhidiPthd B8EQBEhith S_I[gvélred to
od of cl al 1 ved TL

standard. 11. The meth whereli n the recei

i nf or maenahle the filstipede teprmcessiemayloadaf a BL\é seginent fegeived diy the diestnode.
process a payload of a TLV segnent to acconplish one or nore.of the
foll owi ng: a security policy, channel optim zation, power adjustnment,

rout i ngj5andTii@tetisdordainng2, whéreinlehdiig thedeqiicstifar mifolrmaftlbh‘fm the
conprisin ding fromthe first node to the other nod

request f regﬁoelw ihﬁfs%a‘ﬁ'hTﬂQQ?dScP@ffPHE% Hyresgonse tha deteymination tha*othe TLV
13. Thed@mx.mfi.sqfomhe\wmb%he%%ﬁéﬁqxﬁ@eﬁuﬁmr& ddeequest for

information fromthe first node 't he ot her e i ncl udes,
determ ni ng by the first node that a threshol d value is exceeded.

14. The Id val ue is.one or
rore of 'he 107 Msuagoredh 12T el sBing HRIEELE B Rrie§i oM the
%{/ i ni tfmshno«famda {hei gther n;]udd%ﬁl\f/mgﬁefrtm mespane tb lahsmdmxgm thaﬁtl'feglﬁﬁel\llﬁdﬂeﬁ
segnen r .ch the efinition is required to enable the
first ng%%hFeﬂﬁ¥§gé@E O% payl oad of a TLV segment received by the
first node. 15. The nethod of claim 12, wherein sending the request
for information fromthe first node to the ot her node is performed in

responsé/t o Bheieredhad oftlaion 12 huereheserdingitie requesior isfarotatien diom the
h | 15
wher o1 rSEnGRRlT Redindiinde & st SR o bficaloF rBRl ¥ ALy &1 Blihboyes that

t he ot hthe otbelrencbcbasfhavtehbe TLN/ de&fmntmse to an indication that the ot her

node has the TLV definition. 17. The nethod of claim 12, wherein
sending the request for information fromthe first node to the other

node i s1®aseth®meitibd XIS | Ofﬁrthépﬁb%dmguthé@téb’s &t other nodes that

the other nodes have the TLV definition. . The method of claiml1,

further inclmaintgningdnieraptiorpin the first node pertalnmg to a first frame format
including TLV definitions usable by the node to process TLV segments in a TLV
message received according to a first protocol of said MAC sublayer; and ‘

adjusting the first frame format to be a second frame format, to include TLV

definitions usable by the node to process TLV segments in a TLV message received
according to a second MAC sublayer protocol that is different from the first MAC

sublayer protocol.
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- maintaining information in the first node pertaining to a first frane
format including TLV definitions usable by the node to process TLV
segnents in a TLV nessage received according to a first protocol of
said MAC subl ayer; and adjusting the first frane format to be a
second franme format, to include TLV definitions usable by the node to

LV i T i di t d
PAC. sunilyer THF Gtncd of i 18, BFPREREAETIE B SHOOE 1 st MAC subi ayer
protocol.  iReivifteatmebsiosbndd ofihel m\ﬁ-taﬁﬁﬁi%ﬁ{/shgéndimﬁ 46l (s At dFFRRe

of : receiving at | east sone of e efinitions pertaining

to the &wa@hyix tlahreegmentsing B-\fmessagerenaivadbiatieinpdedsen g lgast enged
by the de of the communi cations
net wor kBR%g&BB%?femnee%cﬁﬁﬁbon@@Pg% &SWQ'V\her ein the first node receives
a TLV definition in response to a request sent by the first node for
i nformatj.on out an uprecogni zed TLY s nt in a dat cket .
recel vedloy THEMstpag ShERER 1EphReral el reeeRemesa. Y AREREPM T he
first nadeoneads aWB@uésQ%léﬁﬁE)&tHé fir8EMUESRr rifofnPARINVAL It ﬁanr@é@P‘?\H@dnﬁW
t hreshol d nunber of data packets containi ng t he unrecogni zed TLV.

2

22. ThesegmrBHING dateqiagkesrecaived dyrthe fiestsiep. of adj usting the first
frame format to be the second franme format includes deprecating at
| east one TLV definition included in the first frame format and not
i ncl ude@1i n The nssthoddf Elaan20f wherdin the first node sends the request in response to

receiving a predetermined threshold number of data packets containing the

unrecognized TLV.
22.  The method of claim 18, wherein the step of adjusting the first frame format to be

the second frame format includes deprecating at least one TLV definition included in the

first frame format and not included in the second frame format.
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