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DATA AUDITING METHOD AND DEVICE 

 

TECHNICAL FIELD 

[001] The present disclosure relates to the field of information technology, and in particular, 

to a method and an apparatus for data auditing. 

BACKGROUND 5 

[002] As a supervision mechanism, auditing plays an important role in modern society. At 

present, with the development of the Internet, more types of contents are being audited, for 

example, auditing a user’s insurances at insurance companies, auditing a user’s loans, and 

auditing a user’s assets. A service provider can, based on audit results, determine whether to 

provide services to a user or what services to provide. 10 

[003] Since the market is open, there may be a plurality of service providers in the market 

for the same service. For the same transaction, a user can perform a transaction at a plurality 

of service providers that provide such transaction, so that the respective service providers 

perform the same type of transaction for the same user, that is, a multi-source transaction. 

[004] Loan transaction is taken as an example for illustration below. In the existing 15 

technology, when a loan provided by a single lender cannot meet a user's needs, the user can 

further submit loan requests to more lenders to obtain more loans, that is, a multi-source 

lending. 

[005] Since there is an upper limit to the repayment ability of a user, too much loans 

offered to the same user may result in bad debts. Thus, any lender that provides a loan 20 

transaction, in order to reduce the risk of the loan transaction, can determine the total amount 

of loans that the user has obtained from other lenders before approving the transaction, and 

then determine whether to provide the loan transaction. 

[006] For example, assuming that user a needs a loan of 1 million yuan. Since the loan 

obtained by user a from bank b (assumed to be 300 thousand yuan) does not suffice the 25 

demand from user a, user a can continue to initiate loan requests to bank c and bank d. Then, 

bank c and bank d may first determine the total amount of loans obtained by user a from other 

banks to determine whether to offer loan to user a. 

[007] However, since the amount of loan obtained by a user from a lender is private data to 

the lender, the lender usually does not want to reveal the amount of loan obtained by a user to 30 

a third party (e.g., other users or other lenders). By using the existing secure multi-party 

computation methods, the total amount of loans of a user from the respective lenders can be 

determined without revealing the privacy data of the respective lenders. However, since only 
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encrypted data are adopted when performing secure multi-party computation, it is difficult to 

audit the respective lenders. 

[008] Based on existing technology, the present specification provides a new method and 

apparatus for data auditing. 
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SUMMARY 

[009] The implementations of the present specification provide a method and an apparatus 

for data auditing, which are used to alleviate the problem that, since in existing multi-source 

transactions a user’s service data at respective computing nodes are private data to the 

respective computing nodes, it is difficult to audit multi-source transactions. 

[010] The implementations of the present specification adopt the following technical 10 

solutions. 

[011] A method for data auditing, includes: receiving an auditing request with respect to a 

search result; for each computing node, obtaining a key used by the computing node when 

generating encrypted data to obtain the search result, and obtaining to-be-audited data stored 

by the computing node in a trusted storage space; where the to-be-audited data stored by the 15 

computing node in the trusted storage space includes: encrypted data received by the 

computing node from other computing nodes, and / or encrypted data generated by the 

computing node; decrypting, based on the obtained keys of the respective computing nodes, 

the encrypted data in the to-be-audited data to obtain original data of the respective computing 

nodes; and auditing each computing node based on the obtained original data. 20 

[012] A method for data auditing includes: Receiving, by a computing node, an auditing 

request with respect to a search result from an agent; and returning to the agent the key used 

when generating the encrypted data to obtain the search result, so that the agent can decrypt, 

based on the key, the encrypted data generated by the computing node among the 

to-be-audited data obtained from the trusted storage space, to determine the original data of 25 

the computing node, and audit the computing node based on the determined original data. 

[013] An apparatus for data auditing, includes: a receiving module, configured to receive 

an auditing request with respect to a search result; an obtaining module, configured to obtain, 

for each computing node, a key used by the computing node when generating encrypted data 

to obtain the search result, and obtain to-be-audited data stored by the computing node in a 30 

trusted storage space; where the to-be-audited data stored by the computing node in the 

trusted storage space includes: encrypted data received by the computing node from other 

computing nodes, and / or encrypted data generated by the computing node; a decrypting 

module, configured to decrypt the encrypted data in the to-be-audited data based on the 
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obtained keys of the respective computing nodes, to obtain original data of the respective 

computing nodes; and an auditing module, configured to audit the respective computing 

nodes based on the obtained original data. 

[014] An apparatus for data auditing, includes: a receiving module, configured to receive 

an auditing request with respect to a search result from an agent; and a sending module, 5 

configured to return to the agent the key used when generating the encrypted data to obtain 

the search result, so that the agent can decrypt, based on the key, the encrypted data generated 

by the apparatus for data auditing among the to-be-audited data obtained from the trusted 

storage space, to determine the original data of the apparatus for data auditing, and audit the 

apparatus for data auditing based on the determined original data. 10 

[015] An agent device, includes one or more processors and memories storing a program, 

wherein the one or more processor are configured to perform steps of: receiving an auditing 

request with respect to a search result; for each computing node, obtaining a key used by the 

computing node when generating encrypted data to obtain the search result, and obtaining 

to-be-audited data stored by the computing node in a trusted storage space; where the 15 

to-be-audited data stored by the computing node in the trusted storage space includes: 

encrypted data received by the computing node from other computing nodes, and / or 

encrypted data generated by the computing node; decrypting the encrypted data in the 

to-be-audited data based on the obtained keys of the respective computing nodes, to obtain 

original data of the respective computing nodes; and auditing each computing node based on 20 

the obtained original data. 

[016] A computing node, includes one or more processors and memories storing a program, 

wherein the one or more processors are configured to perform steps of: receiving an auditing 

request with respect to a search result from an agent by the computing node; and returning to 

the agent the key used when generating the encrypted data to obtain the search result, so that 25 

the agent can decrypt, based on the key, the encrypted data generated by the computing node 

among the to-be-audited data obtained from the trusted storage space, to determine the 

original data of the computing node, and audit the computing node based on the determined 

original data. 

[017] The at least one technical solution described above adopted in the example 30 

implementations of the present specification can achieve the following beneficial effects. 

[018] By using the method and apparatus provided in the present specification, for each 

computing node, the to-be-audited data stored by the computing node in a trusted storage 

space includes encrypted data received by the computing node from other computing nodes, 

and / or encrypted data generated by the computing node. When the agent receives an auditing 35 
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request with respect to the search result, for each computing node, a key used by the 

computing node when generating encrypted data to obtain the search result is obtained, and 

the to-be-audited data stored by the computing node are obtained from a trusted storage space. 

The agent can, based on the obtained keys of the respective computing nodes, decrypt the 

encrypted data included in the to-be-audited data obtained from the trusted storage space, to 5 

obtain original data of the respective computing nodes, and audit the respective computing 

nodes based on the obtained original data. Since the data to be audited and stored as evidence 

is encrypted data, the leakage of the privacy data of each computing node is avoided. At the 

same time, being stored in a trusted storage space reduces the possibility of the to-be-audited 

data being tampered with. Therefore, by using the method and apparatus provided in the 10 

present specification, the respective computing nodes performing a multi-source transaction 

can be audited, which provides a better basis for the development of multi-source 

transactions. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[019] The drawings described here are used to provide a further understanding of the 15 

present specification and constitute a part of the present disclosure. The schematic 

implementations of the present disclosure and the description thereof are used to explain the 

present disclosure, and do not constitute an improper limitation on the present disclosure. 

Among the drawings: 

[020] FIG. 1 is a schematic diagram of lenders sending encrypted data and storing 20 

to-be-audited data; 

[021] FIG. 2 is a process for data auditing, according to an implementation of the present 

specification; 

[022] FIG. 3 is a structural diagram illustrating an apparatus for data auditing, according to 

an implementation of the present specification; 25 

[023] FIG. 4 is a structural diagram illustrating another apparatus for data auditing, 

according to an implementation of the present specification; 

[024] FIG. 5 is a structural diagram illustrating an agent device, according to an 

implementation of the present specification; 

[025] FIG. 6 is a structural diagram illustrating another computing node, according to an 30 

implementation of the present specification. 
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DETAILED DESCRIPTION OF THE IMPLEMENTATIONS 

[026] In the auditing process provided in the present specification, the targets to be audited 

are the respective computing parties performing a secure multi-party computation. The 

auditing process can be performed based on a received auditing request with respect to a 

search result, where the search result can be determined based on the secure multi-party 5 

computation. 

[027] In an existing method for secure multi-party computation, the respective computing 

parties participating in the computation can send to other computation parties the respective 

encrypted data obtained by encrypting the original data. Similarly, for each computation party, 

the computation party can further receive encrypted data sent by other computation parties, 10 

and any of the computation parties can, after a secure multi-party computation, obtain 

comprehensive data corresponding to the original data of the respective computation parties 

while not being able to restore the original data of the other computation parties. In order to 

audit the respective computation parties in a secure multi-party computation, during the 

process of the secure multi-party computation, the respective computing parties can determine 15 

the to-be-audited data and store them in a trusted storage space. 

[028] Generally, existing secure multi-party computations mainly adopt a secure 

multi-party algorithm based on Oblivious Transfer (OT) and a secure multi-party algorithm 

based on Secret Sharing (SS). Since there are differences between the computation processes 

of the two algorithms, and the determined to-be-audited data are not exactly the same, for 20 

convenience of description, computation using the secure multi-party algorithm based on 

Oblivious Transfer (OT) is taken as an implementation in the present specification. 

[029] Take multi-source lending scenario as an example for illustration. The respective 

computation parties can be the respective lenders, and for each lender, the original data 

determined by the lender can be the amount of a user's loan from the lender. 25 

[030] In the multi-source lending scenario in the present specification, the user can initiate 

a loan search request for the total amount of his loan, or the lender can initiate a loan search 

request for the total amount of the user's loan. In the case where the user initiates a loan 

search request, the loan search request can be received by an agent and sent to the respective 

lenders. 30 

[031] For each lender, the lender can first determine original data (that is, the amount of the 

user's loan at the lender) based on the loan search request, encrypt the original data based on a 

predetermined key pair to generate respective encrypted data corresponding to the original 

data, and then send the generated respective encrypted data to the other lenders. The key used 
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by the lender for encryption can be determined based on the adopted secure multi-party 

algorithm (for example, in the OT-based secure multi-party algorithm, the key can be 

determined based on the RSA algorithm). In addition, the respective encrypted data generated 

by the lender based on the original data can be different, so the encrypted data sent to each of 

the other lenders can be different. 5 

[032] After receiving the encrypted data sent by the other lenders, the lender can further 

perform a secure multi-party computation based on the original data determined by itself and 

the received encrypted data, to obtain the search result of the search request (for example, in a 

multi-source lending scenario, the total amount of the user’ loan can be computed), and then 

return the search result to the user. 10 

[033] In order to facilitate the subsequent auditing of the search result, the lender can store 

the encrypted data received from the other lenders as to-be-audited-data into a trusted storage 

space. The trusted storage space can be a blockchain or a trusted database. The trusted 

database can be the database of the lender or a third-party database. When the trusted storage 

space is a blockchain, the encrypted data stored by the lender can be prevented from being 15 

tampered with. 

[034] Since the encrypted data stored in the trusted storage space are encrypted data 

generated by the other lenders, in order to determine which lender certain encrypted data are 

generated by more easily, each lender can send to the other lenders, along with the encrypted 

data, the lender's own identifier and the corresponding relationship between the identifier and 20 

the encrypted data, as shown in FIG. 1. 

[035] FIG. 1 is a schematic diagram of the respective lenders sending the determined 

encrypted data after receiving loan search requests. It can be seen that agent A sends loan 

search requests to lenders B to D, and then each lender determines a plurality of encrypted 

data respectively. For example, lender B determines original data X based on the loan search 25 

request, and encrypts X to generate encrypted data b1, encrypted data b2, and so on. In 

addition, when sending the respective encrypted data, the respective lenders can also send the 

corresponding relationship between its own identifier and the encrypted data to the other 

lenders. For example, lender B sends encrypted data b1 + B, representing encrypted data b1 

corresponds to identifier B, and so on. Thus, each lender can receive encrypted data sent by 30 

the other lenders and store it as to-be-audited data into a blockchain. For example, lender B 

stores received c1 + C and d1 + D as to-be-audited data into the blockchain. The to-be-audited 

data stored in the blockchain contain identifiers of the lenders corresponding to the encrypted 

data. 

[036] Furthermore, for each lender, the lender can receive loan search requests targeted at 35 
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different users, so in order to distinguish encrypted data determined based on different loan 

search requests, the lender can also send, along with the determined respective encrypted data, 

serial numbers of the loan search requests to the other lenders. 

[037] In continuation with the above example, assuming that agent A determines that the 

serial number of the loan search request is 001, then taking lender B as an example, the 5 

encrypted data sent by lender B to lender C can be b1 + B + 001 to indicate that encrypted 

data b1 is generated by lender B based on a loan search request of the serial number 001. Thus, 

when the agent determines the search result of a loan search request, the serial number can be 

further used as the serial number of the search result to indicate which search request the 

search result was obtained based on. 10 

[038] In addition, when the auditing request is initiated by the user through an agent, the 

respective lenders can also return the storing addresses of the to-be-audited data in the trusted 

storage space to the agent, so that the agent establishes and stores the corresponding 

relationship between serial numbers of loan search requests (or search results) and storage 

addresses, and the to-be-audited data can be obtained based on the respective storing 15 

addresses during subsequent audits. 

[039] It should be noted that, in addition to the above-mentioned OT-based secure 

multi-party algorithm, an SS-based secure multi-party algorithm can also be adopted. In the 

computation process of the SS-based secure multi-party algorithm, in addition to encrypted 

data sent by the other lenders being to-be-audited data, each lender can also take the 20 

encrypted data generated by itself as to-be-audited data, and store the to-be-audited data in a 

trusted storage space. Thus, in the storage process shown in Figure 1, each lender can store 

the encrypted data generated by itself and the received encrypted data as the to-be-audited 

data into the blockchain. 

[040] When using the SS algorithm, for each lender, the lender can encrypt the original 25 

data as follows: receiving a search request, then encrypting the original data corresponding to 

the search request to obtain some encrypted data, determining part of the encrypted data as 

to-be-distributed encrypted data, sending each piece of the to-be-distributed encrypted data to 

the other lenders respectively, processing part or all of the unsent encrypted data among the 

number of encrypted data and the received encrypted data sent by the other lenders, and 30 

finally sending the results of processing to an agent so that the agent performs statistical 

calculation based on the result of processing sent by the lender and the results of processing 

sent by the other lenders, to determine the search result. 

[041] In addition, after the lenders respectively encrypt the original data, for any of the 

participating parties, only when encrypted data of a number no less than threshold value k are 35 
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obtained, the original data can be restored, and when encrypted data of a number less than 

threshold value k are obtained, the original data cannot be restored. For example, assuming 

the lender uses the SS algorithm in the form of a polynomial, the polynomial is as follows: 

[042] 
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[043]  

  in the polynomial represents the original data, that is, data that needs to be 5 

encrypted.  

  to  − 

  are the coefficients of the formula, which can be determined based on 

actual needs.   represents a divisor, which can also be determined based on actual needs. K 

is the threshold value mentioned above. In this polynomial, when   takes different values, 

different  ! !  can be obtained. Different  ! !  indicate different encrypted data. 

[044] When a lender determines the to-be-distributed encrypted data, the lender can select 10 

encrypted data of a number less than k from the number of encrypted data determined as the 

to-be-distributed encrypted data, and send the respective to-be-distributed encrypted data to 

the other lenders. For example, the lender can determine, by using the determined formula, 

 !"  to  !!"  sequentially, where  !"  to  !!"  are 11 pieces of encrypted data to be 

sent to the other lenders 1 to 11 sequentially. 15 

[045] Further, for each lender, when sending the to-be-distributed encrypted data to the 

other lenders, the lender also receives encrypted data sent and determined, based on search 

requests, by other lenders. In this way, the lender can process part or all of the unsent 

encrypted data among some encrypted data generated by itself and the received encrypted 

data sent by the other lenders, and obtain corresponding results of processing. 20 

[046] The lender can adopt a summation algorithm when processing the encrypted data, in 

which the lender adds up part or all of the unsent encrypted data among some encrypted data 

generated by itself and the received encrypted data sent by the other lenders, and sends the 

sum to the agent. 

[047] Finally, the agent can receive the results of processing of the respective lenders, and 25 

use the Lagrangian difference formula in the SS algorithm to determine the total amount of 

the user’s loans at the respective lenders as the search result. Since it is the sums obtained 

through statistical processing that are sent to the agent by the respective lenders, therefore, the 

agent cannot determine, respectively and through the obtained sums, the original data 

corresponding to the search requests stored by the respective lenders, but can only perform 30 

data statistical calculation through the respective sums. 

[048] Based on the above-mentioned process of secure multi-party computation, the 

respective computing parties store the to-be-audited data in a trusted storage space, so that an 
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auditing process as shown in FIG. 2 can be performed on the respective computing parties 

subsequently. 

[049] In order to make the purpose, the technical solution, and the advantages of the 

present specification clearer, the technical solution of the present disclosure will be described 

clearly and comprehensively with reference to specific implementations of the present 5 

specification and corresponding drawings. Obviously, the described implementations are only 

a part, but not all, of the implementations of the present disclosure. Based on the 

implementations in the specification, all other implementations obtained by a person of 

ordinary skill in the art without creative efforts shall fall within the scope of protection of the 

present disclosure. 10 

[050] The technical solutions provided by the implementations of the present disclosure 

will be described in detail below with reference to the accompanying drawings. 

[051] FIG. 2 is a process for data auditing provided by an implementation of the 

specification, including the following steps. 

[052] S100: an auditing request with respect to a search result is received. 15 

[053] In one or more implementations of the present specification, the process for data 

auditing can be applied to a multi-source business scenario for auditing a plurality of service 

providers. For example, assuming that user a applies for insurance at insurance company e, 

insurance company e can send search requests to other insurance companies to determine the 

total amount insured by user a at the respective insurance companies through secure 20 

multi-party computation. When user a has questions about the total amount insured by user a 

obtained at insurance company e, user a can initiate an auditing request with respect to the 

search result through the agent, thereby auditing the data that is under a secure multi-party 

computation. Of course, if insurance company e has questions about the total amount insured, 

insurance company e can also initiate an auditing request with respect to the search result. In 25 

the present specification, it is not limited by which party the auditing request is initiated, nor 

is it limited what kind of service the multi-source transaction is specifically. 

[054] For convenience of description, a multi-source lending is taken below as the service 

scenario of the data auditing process provided by the present specification, in which the agent 

sends auditing requests to the respective lenders based on an auditing request initiated by the 30 

user. The search request can be a loan search request. The computing nodes are participants 

who perform the secure multi-party computation, and can be lenders providing loan 

transactions. The agent is an execution body that receives the auditing request and executes 

the auditing process. The agent may be a software server, integrated on a device of a third 

party that has no interest with the respective lenders, or on a device of one of the lenders, 35 
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which is not limited in the present specification. 

[055] In addition, since the auditing requests in the present specification are targeted at 

search results, before the agent receives the auditing request, each lender should also receive 

the search request, perform a secure multi-party computation based on the search request, and 

determine the search result. For details, refer to the previous described description regarding 5 

secure multi-party computations. 

[056] At S102, for each computing node, a key used by the computing node when 

generating encrypted data to obtain the search result is obtained, and to-be-audited data stored 

by the computing node in a trusted storage space is obtained; where the to-be-audited data 

stored by the computing node in the trusted storage space includes: encrypted data received 10 

by the computing node from other computing nodes, and / or encrypted data generated by the 

computing node. 

[057] In the implementations of the present specification, assume the respective lenders 

(that is, the respective computing nodes) as described in step S100 have stored the 

to-be-audited data in a trusted storage space as evidence when performing the search service 15 

based on the loan search request. Therefore, for each lender, the agent can obtain from the 

lender the key used by the lender to generate encrypted data to obtain the search result, and 

obtain from the trusted storage space the to-be-audited data stored by the lender for 

subsequent steps. 

[058] Specifically, the auditing request in the present specification can carry a serial 20 

number of the search result. The serial number of the search result can be the serial number of 

the loan search request initiated to obtain the search result. If the agent has stored the 

corresponding relationship between serial numbers and storage addresses, the agent can 

determine the storage addresses of the to-be-audited data stored in the trusted storage space by 

the respective lenders, and then obtain the respective to-be-audited data from the trusted 25 

storage space. If the process of performing the service based on the loan search request is 

performed by the respective lenders without the agent’s participation, and the agent has not 

stored the corresponding relationship between serial numbers and storage addresses, then the 

agent can send the auditing request to the respective lenders, so that each lender can, based on 

the auditing request, determine the storage address of the to-be-audited data in the trusted 30 

storage space corresponding to the serial number of the search result, and obtain from the 

trusted storage space, based on the determined storage address, the to-be-audited data so as to 

return to the agent. Alternatively, upon receiving the auditing request, each lender can also 

return to the agent the storage address of the to-be-audited data in the trusted storage space 

determined based on the serial number of the search result. The agent can obtain, from the 35 
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trusted storage space, the respective to-be-audited data based on the storage addresses 

returned by the respective lenders. 

[059] In addition, since keys are private to the respective lenders, it is necessary for the 

agent to send auditing requests to the respective lenders, and the respective lenders, provide to 

the agent, the keys the lenders used when generating encrypted data to obtain the search 5 

result. 

[060] It should be noted that, for each lender, if in step S100, the lender performs an 

OT-based secure multi-party computation, and the lender stores in the trusted storage space 

encrypted data sent by other lenders as to-be-audited data, then the encrypted data generated 

by the lender are not among the to-be-audited data stored by the lender and obtained by the 10 

agent. If in step S100, the lender performs an SS-based secure multi-party computation, and 

the lender stores in the trusted storage space encrypted data generated, based on the loan 

search request, by the lender itself and encrypted data sent by other lenders as to-be-audited 

data, then the encrypted data generated by the lender are among the to-be-audited data stored 

by the lender and obtained by the agent. 15 

[061] At S104, the encrypted data in the to-be-audited data is decrypted based on the 

obtained keys of the respective computing nodes, to obtain original data of the respective 

computing nodes. 

[062] In the implementations of the present specification, contained in the to-be-audited 

data are encrypted data obtained by encrypting the original data by each lender, so by 20 

decrypting the to-be-audited data based on the obtained keys, the original data of the 

respective lenders can be obtained. 

[063] Specifically, for the to-be-audited data stored by each lender in the trusted storage 

space, the to-be-audited data contain encrypted data generated by different lenders and 

identifiers of the respective lenders corresponding to the respective encrypted data. The 25 

identifier of the lender corresponding to the encrypted data is the identifier of the lender who 

generated the encrypted data. Thus, after obtaining the respective to-be-audited data stored by 

the respective lenders in the trusted storage space, the agent can determine the encrypted data 

generated by each lender based on the identifier corresponding to the encrypted data. 

[064] In addition, for each lender, the respective encrypted data obtained by the lender after 30 

the encryption of the original data are different, so the agent can obtain all the encrypted data 

of the lender and then decrypt, based on the key of the lender, the respective encrypted data 

generated by the lender, so as to obtain the original data of the lender. Of course, depending 

on different secure multi-party algorithms adopted, the agent can also obtain encrypted data of 

the lender of a number greater than a threshold value, and then decrypt, based on the key of 35 
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the lender, the respective encrypted data generated by the lender, so as to obtain the original 

data of the lender, which is not limited in the present specification. 

[065] At S106, the respective computing nodes are audited based on the obtained original 

data. 

[066] In the present specification, after determining the original data of the respective 5 

lenders, the agent can audit the respective lenders based on the obtained original data of the 

respective lenders. For example, the agent can audit whether the original data of the 

respective lenders are real, so as to determine whether the respective lenders have tampered 

with the data when performing, based on the loan search request, secure multi-party 

computations. Of course, in the present specification, it is not limited in which manner the 10 

respective lenders are audited. 

[067] In addition, in the present specification, for each lender, if, when performing the 

search service based on the search request, the lender tampers with the original data required 

for secure multi-party computation (for example, tampering with the determined amount of a 

user’s loan from the lender), then the to-be-audited data to be stored as evidence will be data 15 

obtained through the lender’s encryption of the tampered data. Therefore, the agent cannot 

determine, through the original data obtained in step S104, whether the lender has tampered 

with the original data. 

[068] It should be noted that the original data described in this specification are the data the 

respective lenders encrypt when performing secure multi-party computations, rather than the 20 

real data stored by the lenders.  

[069] For example, a bank determines that the original data are “100 thousand yuan”. 

Suppose that the bank changes the original data to “1 million yuan” when performing a secure 

multi-party computation, encrypts the tampered original data, and sends the encrypted data to 

other participants in the secure multi-party computation. Then the original data of the bank 25 

obtained through decryption by the agent in step S104 is “1 million yuan”. However, the real 

data stored by the bank are still “100 thousand yuan”. 

[070] Thus, in step S106 of the present disclosure, the agent can also obtain the electronic 

documents of the respective lenders when performing loan transactions, and audit, based on 

the amounts of loans recorded in the electronic documents, the original data determined by 30 

the respective lenders based on the search requests. Of course, the agent can also audit the 

respective lenders manually. 

[071] For example, in continuation with the above example, assuming further that when a 

user requests a loan from a bank, the electronic document the bank generates corresponding to 

the amount of the user's loan based on the loan transaction is: “300 thousand yuan”. The agent 35 
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can also obtain the electronic document stored by the bank, and audit the bank based on the 

electronic document and the determined original data of the bank. 

[072] Based on the data auditing process shown in FIG. 2, contained in the to-be-audited 

data which a computing nodes stores are encrypted data generated by other computing nodes 

and / or encrypted data generated by the computing node itself, which, on the one hand, 5 

reduces the incentive for the computing node to tamper with the to-be-audited data, and on the 

other hand, makes it possible to directly determine the problematic computing node, since the 

agent will not be able to obtain the original data through decryption during the subsequent 

auditing process if the computing node has tampered with the encrypted data which the 

computing node itself stored as evidence. In addition, since the keys are stored as privacy data 10 

by the respective computing nodes, it is impossible to restore the original data by a third party 

even if the third party obtains the encrypted data generated by a computing node. It can be 

seen that by using the method provided in the present specification, the encrypted data are 

stored as evidence while secure multi-party computations are performed, which makes it 

possible to audit the respective computing nodes and provides a better basis for the 15 

development of multi-source transactions. 

[073] In addition, since the agent can, in step S102, obtain the keys provided by each 

lender based on the auditing requests, in order to prevent the privacy data of the lender from 

being revealed to others, the agent can also determine, before sending the auditing request to 

each lender, whether the user has permission to view private data. Similarly, upon receiving 20 

an auditing request, each lender can also determine whether the agent and / or the user who 

initiated the audit have permission to obtain private data. 

[074] Specifically, the agent can first obtain the identity information of the user to 

determine, based on the identity information, whether the user has permission to initiate an 

audit. If so, send the auditing requests, and if not, do not send the auditing requests. 25 

Alternatively, the agent carries the user's identity information in the auditing requests and 

sends them to the respective lenders, and the respective lenders return the keys when the 

lenders determine that the user has permission to audit. In an example of the present 

specification, since the party initiating an audit can view the original data during the audit, a 

user can be determined to have permission to initiate an audit when the user is determined to 30 

have permission to view or obtain privacy data. 

[075] For example, the agent can determine whether the auditing request initiated by the 

user is targeted at his or her own loan, and if so, the user is determined to have permission to 

initiate an audit. Or, when a lender receives an auditing request, determine whether the agent 

is authorized by the user and so on. Of course, other methods can also be adopted, and the 35 
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present specification does not impose a limit on how to determine whether the user and / or 

agent who initiated an audit has permission to initiate the audit. 

[076] Further, in the above implementations of the present specification, the data auditing 

process applied in a multi-source lending scenario is taken as an example for illustration. Of 

course, the method for data auditing can also be applied in other service scenarios. 5 

[077] For example, in the scenario where a user's insurance situation is to be audited, the 

search request can be an insurance search request, the determined search result can be the 

total amount insured by the user at the respective insurance service providers, and the 

respective computing nodes can be devices of the respective insurance service providers. In 

the scenario where a user's assets are to be audited, the search request can be an asset search 10 

request, the determined search result can be the user's total investment, and the respective 

computing nodes can be devices of institutions such as banks, insurance companies and real 

estate transaction centers or devices of corporations. This specification does not limit in which 

service scenarios the method for data auditing is applied. 

[078] It should be noted that the execution body of all steps of the method provided in the 15 

implementations of the present specification can be the same device, or the method can also 

use different devices as execution bodies. For example, the execution body of steps S100 and 

S102 can be device 1, and the execution body of step S102 can be device 2; or alternatively, 

the execution body of step S100 can be device 1, and the execution body of steps S102 and 

S104 can be device 2. Described above are some specific implementations of the present 20 

specification. All other implementations are within the scope of the appended claims. In some 

cases, actions or steps described in the claims can be performed in a different order than in the 

implementations and desired results can still be achieved. In addition, the processes depicted 

in the drawing do not necessarily require the particular order shown or a sequential order to 

achieve the desired results. In certain implementations, multitasking processing and parallel 25 

processing can be feasible or advantageous. 

[079] Based on the method for data auditing shown in FIG. 2, implementations of the 

present specification further provide an apparatus for data auditing, as shown in FIG. 3. 

[080] FIG. 3 is a structural diagram of an apparatus for data auditing provided by an 

implementation of the specification, including: a receiving module 300, configured to receive 30 

an auditing request with respect to a search result; an obtaining module 302, configured to 

obtain, for each computing node, a key used by the computing node when generating 

encrypted data to obtain the search result, and obtain to-be-audited data stored by the 

computing node in a trusted storage space; where the to-be-audited data stored by the 

computing node in the trusted storage space includes: encrypted data received by the 35 
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computing node from other computing nodes, and / or encrypted data generated by the 

computing node; a decrypting module 304, configured to decrypt the encrypted data in the 

to-be-audited data based on the obtained keys of the respective computing nodes, to obtain 

original data of the respective computing nodes; and an auditing module 306, configured to 

audit the respective computing nodes based on the obtained original data. 5 

[081] For each computing node, the encrypted data generated by the computing node is 

obtained by encrypting the original data determined to obtain the search result; the original 

data is determined, after a search request to obtain the search result is received, by the 

computing node based on the search request; and the encrypted data generated by the 

computing node is sent to other computing nodes for secure multi-party computation. 10 

[082] The apparatus further includes: an evidence storing module 308, configured to 

receive a storage address corresponding to the serial number of the search result returned by 

the computing node, establish and store a corresponding relationship between the storage 

address and the serial number. 

[083] The auditing request carries the serial number of the search result, and the obtaining 15 

module 302 is configured to determine the storage address corresponding to the serial number 

carried in the auditing request based on the corresponding relationship between stored serial 

numbers and storage addresses, and obtain the to-be-audited data from the trusted storage 

space according to the determined storage address. 

[084] The to-be-audited data further includes an identifier of a computing node 20 

corresponding to the encrypted data, where the identifier of the computing node 

corresponding to the encrypted data is the identifier of the computing node that generated the 

encrypted data; and the obtaining module 302 is configured to, for each computing node, 

determine, based on the identifier of the computing node, the encrypted data generated by the 

computing node from the obtained to-be-audited data; and decrypt, based on the key of the 25 

computing node, the determined encrypted data. 

[085] The trusted storage space includes at least: a blockchain. 

[086] In addition, implementations of the present specification further provide another 

apparatus for data auditing, as shown in FIG. 4. 

[087] FIG. 4 is a structural diagram of an apparatus for data auditing provided by an 30 

implementation of the specification, including: a receiving module 400, configured to receive 

an auditing request with respect to a search result from an agent; and a sending module 402, 

configured to return to the agent the key used when generating the encrypted data to obtain 

the search result, so that the agent can decrypt, based on the key, the encrypted data generated 

by the apparatus for data auditing among the to-be-audited data obtained from the trusted 35 
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storage space, to determine the original data of the apparatus for data auditing, and audit the 

apparatus for data auditing based on the determined original data. 

[088] The apparatus further includes: an evidence storing module 404, configured to 

receive a search request to obtain the search result, determine the original data based on the 

search request, and encrypt the original data based on the key to obtain encrypted data. 5 

[089] The evidence storing module 404 is configured to send the encrypted data to other 

computing nodes, so that the other computing nodes store the received encrypted data and / or 

the encrypted data generated by the other computing nodes as the to-be-audited data in the 

trusted storage space, and return the storage address of the to-be-audited data to the agent. 

[090] The apparatus for data auditing can be a participant that performs secure multi-party 10 

computations based on the search request. 

[091] Based on the method for data auditing described in FIG. 2, an agent device is 

provided accordingly in the present specification, as shown in FIG. 5, including: one or more 

processors and memories storing a program, and the program is configured to make the one or 

more processors perform the following steps: receiving an auditing request with respect to a 15 

search result; 

[092] for each computing node, obtaining a key used by the computing node when 

generating encrypted data to obtain the search result, and obtaining to-be-audited data stored 

by the computing node in a trusted storage space; where the to-be-audited data stored by the 

computing node in the trusted storage space includes: encrypted data received by the 20 

computing node from other computing nodes, and / or encrypted data generated by the 

computing node; decrypting the encrypted data in the to-be-audited data based on the 

obtained keys of the respective computing nodes, to obtain original data of the respective 

computing nodes; auditing each computing node based on the obtained original data. 

[093] In addition, a computing node is accordingly provided in the present specification, as 25 

shown in FIG. 6, including: one or more processors and memories, where the memory stores a 

program, and the program is configured to make the one or more processors perform the 

following steps: receiving an auditing request with respect to a search result from an agent by 

the computing node; and returning to the agent the key used when generating the encrypted 

data to obtain the search result, so that the agent can decrypt, based on the key, the encrypted 30 

data generated by the computing node among the to-be-audited data obtained from the trusted 

storage space, to determine the original data of the computing node, and audit the computing 

node based on the determined original data. 

[094] It should be noted that implementations in the present specification are described in a 

progressive manner, references can be made to each other for the same or similar parts 35 
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between the various implementations, and each implementation focuses on the differences 

from other implementations. In particular, with respect to the mobile terminals and servers 

provided in the implementations of the present specification, since they are basically similar 

to the method implementations, the description thereof is relatively simple. For the related 

parts, reference may be made to the description of the method implementations. 5 

[095] In the 1990s, for a technological improvement, there was a clear distinction between 

an improvement in hardware (for example, for the circuit structure of diodes, transistors, 

switches, etc.) and an improvement in software (for methods and processes). However, with 

the development of technology, the improvement of many methods and processes can be 

regarded as a direct improvement of the structure of a hardware circuit. Designers almost 10 

always obtain the corresponding hardware circuit structure by programming the improved 

method or process into a hardware circuit. Therefore, it is possible that an improvement of a 

method or a process is realized by entity modules of hardware. For example, a Programmable 

Logic Device (PLD) (for example, a Field Programmable Gate Array (FPGA)), is such an 

integrated circuit whose logic function is determined by the user programming the device. A 15 

digital system is “integrated” on a PLD through the programming of the designers, rather than 

a dedicated integrated circuit chip designed and produced by a chip manufacturer. Moreover, 

nowadays, instead of making integrated circuit chips manually, this programming is mostly 

implemented using "logic compiler" software, which is similar to the software compiler used 

in program development, and the original code before compilation must be written in a 20 

specific programming language, which is called a Hardware Description Language (HDL). 

There are multiple HDLs rather than one, such as ABEL (Advanced Boolean Expression 

Language), AHDL (Altera Hardware Description Language), Confluence, CUPL (Cornell 

University Programming Language), HDCal, JHDL (Java Hardware Description Language), 

Lava, Lola, MyHDL, PALASM, RHDL (Ruby Hardware Description Language), etc., and the 25 

most commonly used currently are VHDL (Very-High-Speed Integrated Circuit Hardware 

Description Language) and Verilog. A person of ordinary skill in the art should also 

understand that by logically programming the method or process using the above-mentioned 

several hardware description languages and integrated it into an integrated circuit, a hardware 

circuit that implements such logic method or process can be easily obtained. 30 

[096] The controller may be implemented in any suitable manner. For example, the 

controller may take the form of a microprocessor or processor and a computer-readable 

medium, logic gates, switches, application specific integrated circuits (ASICs), programmable 

logic controllers, and embedded microcontrollers storing computer-readable program code 

(such as software or firmware) executable by the (micro) processor. Examples of the 35 
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controller include, but are not limited to, the following microcontrollers: ARC 625D, Atmel 

AT91SAM, Microchip PIC18F26K20 and Silicone Labs C8051F320. The memory controller 

can also be implemented as part of the control logic for the memory. A person of ordinary 

skill in the art also know that, in addition to implementing the controller in pure 

computer-readable program codes, it is entirely possible to make the controller logic gates, 5 

switches, dedicated integrated circuits, programmable logic controllers, embedded 

microcontrollers and the like to achieve the same function by logically programming the 

method and the steps. Therefore, such a controller can be regarded as a hardware component, 

and apparatuses included in the controller for implementing various functions can also be 

regarded as structures within the hardware component. Or even, devices for implementing 10 

various functions may be regarded as both software modules implementing the method and 

structures within hardware component. 

[097] The system, apparatus, module, or unit illustrated in the above implementations may 

be implemented by using a computer chip or an entity, or by using a product having a certain 

function. A typical implementation device is a computer. The computer may be a personal 15 

computer, a laptop computer, a cellular phone, a camera phone, a smartphone, a personal 

digital assistant, a media player, a navigation device, an email device, a game console, a tablet 

computer, a wearable device, or any combination of these devices. 

[098] For convenience of description, when describing the above apparatus, the functions 

are divided into various units and described separately. Of course, when implementing the 20 

present disclosure, the functions of the units may be implemented in the same software or 

multiple software and / or hardware. 

[099] A person of ordinary skill in the art should understand that the implementations of 

the present disclosure may be provided as a method, a system, or a computer program product. 

Therefore, the present disclosure may take the form of an entirely hardware implementation, 25 

an entirely software implementation, or an implementation combining both software and 

hardware aspects. Moreover, the present disclosure may take the form of a computer program 

product implemented on one or more computer-usable storage media (including, but not 

limited to, disk memory, CD-ROM, optical memory, etc.) containing computer-usable 

program code. 30 

[0100] The present disclosure is described with reference to flowcharts and / or block 

diagrams of methods, devices (systems), and computer program products according to 

implementations of the present disclosure. It should be understood that each process and / or 

block in the flowcharts and / or block diagrams, and combinations of processes and / or 

blocks in the flowcharts and / or block diagrams can be implemented by computer program 35 
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instructions. These computer program instructions may be provided to a processor of a 

general-purpose computer, a special-purpose computer, an embedded processor, or other 

programmable data processing devices to produce a machine, so that through instructions 

executed by the processor of the computers or other programmable data processing devices, 

an apparatus for implementing the functions specified in one or more processes of the 5 

flowcharts and / or one or more blocks of the block diagrams is produced. 

[0101] These computer program instructions may also be stored in a computer-readable 

memory capable of directing a computer or other programmable data processing device to 

work in a specific manner such that the instructions stored in the computer-readable memory 

produce a manufactured article including an instruction device, where the instruction device 10 

implements the functions specified in one or more processes of the flowcharts and / or one or 

more blocks of the block diagrams. 

[0102] These computer program instructions can also be loaded onto a computer or other 

programmable data processing device, so that a series of steps can be performed on the 

computer or other programmable device to produce a computer-implemented process, and the 15 

instructions executed in the computers or other programmable data processing devices 

provide steps for implementing the functions specified in one or more processes of the 

flowcharts and / or one or more blocks of the block diagrams. 

[0103] In a typical configuration, a computing device includes one or more processors 

(CPUs), input/output interfaces, network interfaces, and memories. 20 

[0104] The memories may include a computer readable medium in the form of a 

non-permanent memory, a random access memory (RAM), and/or a non-volatile memory, 

such as a read only memory (ROM) or a flash memory (flash RAM). Memory is an example 

of the computer readable medium. 

[0105] The computer readable medium includes permanent and non-permanent, removable 25 

and non-removable media that may accomplish information storage by any method or 

technology. Information may be computer readable instructions, data structures, modules of a 

program, or other data. Examples of the computer storage medium include, but are not limited 

to, a phase change memory (PRAM), a static random access memory (SRAM), a dynamic 

random access memory (DRAM), other types of random access memory (RAM), a read only 30 

memory (ROM), an electrically erasable programmable read only memory (EEPROM), a 

flash memory or other memory technologies, a compact disc read only memory (CD-ROM), a 

digital versatile disc (DVD) or other optical storage, a cartridge magnetic tape, a magnetic 

tape or disk storage or other magnetic storage devices or any other non-transmission media 

that may be used to store information accessible by a computing device. As defined herein, 35 
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the computer readable medium does not include transitory computer readable media such as 

modulated data signals and carrier waves. 

[0106] It should also be noted that the terms “including”, “comprising” or any other variants 

thereof are intended to cover non-exclusive inclusion, so that a process, method, product, or 

device that includes a series of elements includes not only those elements, but also other 5 

elements not explicitly listed, or those that are inherent to such process, method, product, or 

device. Without more restrictions, elements defined by the sentence “including a…” do not 

exclude the existence of other identical elements in the process, method, product or device 

including the elements. 

[0107] A person of ordinary skill in the art should understand that the implementations of 10 

the present disclosure may be provided as a method, a system, or a computer program product. 

Therefore, the present disclosure may take the form of an entirely hardware implementation, 

an entirely software implementation, or an implementation combining both software and 

hardware aspects. Moreover, the present disclosure may take the form of a computer program 

product implemented on one or more computer-usable storage media (including, but not 15 

limited to, disk memory, CD-ROM, optical memory, etc.) containing computer-usable 

program code. 

[0108] This disclosure may be described in the general context of computer-executable 

instructions executed by a computer, such as program modules. Generally, program modules 

include routines, programs, objects, components, data structures, etc. that perform specific 20 

tasks or implement specific abstract data types. The present disclosure can also be practiced in 

distributed computing environments in which tasks are performed by remote processing 

devices connected through a communication network. In a distributed computing environment, 

program modules may be located in local and remote computer storage media, including 

storage devices. 25 

[0109] It should be noted that implementations in the present specification are described in a 

progressive manner, references can be made to each other for the same or similar parts 

between the various implementations, and each implementation focuses on the differences 

from other implementations. In particular, with respect to the system implementations, since 

they are basically similar to the method implementations, the description thereof is relatively 30 

simple. For the related parts, reference may be made to the description of the method 

implementations. 

[0110] The above are only implementations of the present disclosure and are not intended 

to limit the present disclosure. For those skilled in the art, this disclosure may have various 

modifications and changes. Any modification, equivalent replacement, and improvement 35 
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made within the spirit and principle of this disclosure shall be included in the scope of claims 

of this disclosure. 
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CLAIMS 

1. A method for data auditing, the method comprising: 

receiving a search request to obtain encrypted data associated with a user, the encrypted 

data being stored by a plurality of computing nodes of a blockchain network; 

receiving, from the plurality of computing nodes of the blockchain network, the 5 

encrypted data associated with the user; 

processing the encrypted data of each of the plurality of computing nodes of the 

blockchain network using a secure multi-party algorithm based on transfer of original data 

associated with the user to determine a search result comprising a serial number, wherein the 

secure multi-party algorithm is configured to reveal a numerical value corresponding to the 10 

original data without revealing privacy data of any of the plurality of computing nodes of the 

blockchain network; 

receiving an auditing request with respect to the search result, wherein the auditing 

request comprises an identity information; 

for each computing node of the plurality of computing nodes, obtaining a key used by a 15 

respective computing node when generating the encrypted data to obtain the search result, and 

obtaining, as obtained to-be-audited data, to-be-audited data stored by the respective 

computing node in a trusted storage space, wherein the to-be-audited data stored by the 

respective computing node in the trusted storage space comprises: the encrypted data received 

by the respective computing node from other computing nodes or generated by the respective 20 

computing node, and an identifier of the respective computing node corresponding to the 

encrypted data, wherein the identifier of the respective computing node corresponding to the 

encrypted data is the identifier of a source computing node that generated the encrypted data; 

for each computing node of the plurality of computing nodes, determining, based on the 

identifier of the source computing node, the encrypted data generated by the source 25 

computing node from the obtained to-be-audited data; 

for each computing node of the plurality of computing nodes, decrypting, based on the 

key of the respective computing node, the encrypted data in the to-be-audited data to obtain, 

as obtained original data, the original data of the respective computing node; and 

auditing each computing node based on the obtained original data. 30 

 



 

23 

 

2. The method according to claim 1, wherein for each computing node, the encrypted data 

generated by the respective computing node is obtained by encrypting the original data 

determined to obtain the search result; 

the original data is determined, after a search request to obtain the search result is 

received, by the respective computing node based on the search request; and 5 

the encrypted data generated by the source computing node is sent to the other computing 

nodes for secure multi-party computation. 

3. The method according to claim 1, wherein before obtaining the to-be-audited data stored 

by the respective computing node in the trusted storage space, the method further comprises: 

receiving a storage address corresponding to the serial number of the search result 10 

returned by the respective computing node; and 

establishing and storing a corresponding relationship between the storage address and the 

serial number. 

4. The method according to claim 3, wherein the auditing request comprises the serial 

number of the search result. 15 

5. The method according to claim 4, wherein obtaining the to-be-audited data stored by the 

respective computing node in the trusted storage space, comprises: 

determining, as a determined storage address, the storage address corresponding to the 

serial number carried in the auditing request according to the corresponding relationship 

between stored serial numbers and storage addresses; and 20 

obtaining the to-be-audited data from the trusted storage space according to the 

determined storage address. 

6. The method according to claim 1, wherein the trusted storage space at least comprising: a 

blockchain. 

7. An agent device, comprising one or more processors and memories storing a program, 25 

wherein the one or more processors are configured to perform a method according to any of 

claims 1 to 6.  
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