;e3e> @T>V &2 g DEC 2003 DYNAM C CONNECTI ON TO MULTI PLE CR@!\QEE@\Z@%
I N A TRANSCODI NG PROXY BACKGROUND OF THE | NVENTI ON Technical P &l d The
present invention relates generally to network security protocols and, in
particular, to a nmethod of extending to an intermediary (
transcodi ng proxy) the privacy of a securie session bet meﬁwﬁmm,mwﬂwwwd one
or nore origin servers. Background of the Invention Network securl
protocol s, such as Netscape's Secure Sockets Layer protocol (38%%" and the
I nternet Engineering Task Force (I ETF) Transport Layer Security protocol
(TLS), pr ov?’?ﬁ“‘w? \F§E§E?H8No% HULTHPEE rQRIGIN SEREERS ENNAUTRASSCADING PROXY
applications. These protocols, for exanple, are comonly used to secure
el ectronic commerce transacti aSkaRo®kD idrerim tRGBAironNOr i fusa, M "Internet
security: difficulties and solutions, International Journal of Medical
| nf or mtiw& pages 67-74 discloses at pages 71-73 a description
of the socks protocol. Recently, the conputer industry has sought .to add
conput er processing and comruni cations capabilities to devices other than
what woul d nor fBt IBFepritc dpcinddrr Gedatgsadetdanay teonPticRk. seduelkfevi ces are
qui te varpeztognls iand| udepaftdicubxanpd & mPEAROBR exdeBiigd 2SS $4 ) 1(a'33:5)A5) ,
busi ness ofgaNi 2 &xanf@d@ng drBM VeLKRad\a0d Jehe 3Cam Ralopbi ] gttw L~
smar t phongsienteldaibas oqhggﬁscrpgtige%e pghel d devi ces, ar’ad the'Ik?d. For L"
conveni ence, these devices, as a class, are sonetines referred to as
"pervasiyv, onputing” clients as they are devices that are designed to be
connect eﬁ%‘%ﬁ%@q%%ﬁ% er network and used for conputing purposes
regardl ess of their |ocation. Pervasive conputing clients, however,
typically do nitwsuppertrityepfatobofdnetdRsSRitRhpany HIM e EOIQNS- %gd
client. Asc@ot&suksy) Taﬁamoﬁilmnggrg\gggge%rg;@iﬁgjf%r%ge fﬁgfingr% to

etcl(,l ent T offHre

t ransl| at a.akaf odd¥at i { r r n.the.pervasjv ,
sour ce ”BJoEH& I cggg‘i%%ag ﬁeo.ggbé dmgﬁ@qotgbdeaﬁgf‘ﬁaecﬁ’ ?’éé §2t2 HBhEIGE Y hsaRer d
devi ce markyp 1%n aggi. PRI ovIEPErPRSE T ke s EQl iefgmien vitee somvamiy a
secure né’ts"\?/grtko 58%‘1’1??0? YirroHseowIercp styspept tdone j averi thepantéraakar, there is
a fundanental conflict between the security and transcodi ng services
because tradi tNoshésaselturthsempeoteeakseysualrmsufiSlesanth Thfu@bgsdesi gned
preci sel ynatermatévent Joudnhl rat Maaida1fl f:0M 0 QY QR idbst hl?ag%B”?}‘_@hcati on .
bet ween dhscxdseendt paged He-BLLVEIscript idn %P the Gerld3s 2 ReSiTIcting third
party intervention in a secure session i s also probl efatrEIn ot her

appl i cations. ;Eor exanpl e, if aclient is |ocated behind a firewall,

SSL/ TLS communicati ghs to - SEHVEr s THebHUESHERE Ketadsr kowaneot be readily
audi t ed BFCTYREPNSEE TATHIRIsAE donsTHaRab id dt tesr be olettcer cob&ethaenaiat i Ve

i nf or mat FEHt¢ 2AT5e 1¢ rign seeideded ropradieialalentnpupessi Blyh el heul are

adni ni st geteveasisdherd 2atiwe, #s ardighel RxaoRieqigiGhi 80t (ppag)
communi CBiASels tdigan SREVEle Ve onnect i Qn_cannot take advant'age
(of - thi rdsxpaaﬁrthxmgeasgh‘i:er}{qu?r(p?e- ?lserfa%?lﬁocr%% %%iasf%sg?engtm "Bt A8 se be
useful in reducing network rastur B dehtnirsldfievéntranerdgheohieni gty ons
bet ween THE “HEACest P WUFES bésdesilraml are sPebinaderatareehani am by whi ch
a cli ent "REGUPE e FetRiténehcligntseaurthey dref devigks OthalOade REOXMHelOLRBED! €
the proxsernectmst toramraegi Wena fdsnpitiedNnétiory. and 436 @i Nehouaid Hn?p%s s

noni t or i reyar@badsi 8f),thRi£-1oeh€ddnng, encrypti on/ decrypti on on behal of t he
client, etc.) without diluting the security of the network protocol.
Further, it woyl sQ be desirable to enable such _a proxy to secure data
from ano%uli?rfuc;lr itgfﬁlesg?%é‘lrtl I‘cllg PP PISEEs SYBEcaldwv iR ey BoPegudse on
behal f of ~the Gl &ht""Ser BEOYHEAFRVENTETN ARl 4 embulthat i S using a
net wor k "SEBEFIEPI piUbdeas tyricagly a88| repuiFed)tot brao@NELiifab nabhéh taNbdr i gi N
server dierdagedaoprideypenyapivd ictig@at erén chbescuREs iRk lhatagehay. Ng t he
securi t WTHLI richub@sheof (d.0e, SEBSI O hahdhalACAWRB R M) qatng.gaéer}venﬂeon, a

pr ot OCO|pr56i§l|bﬁvc.bﬂ3:gaﬁ&o@m§§)ls%rIr:n%sCJJW;e%nE geoc:u!--‘:t’%ik1'1eet:ac>SkesSI S ister secr et
negot i athggeyglilhigrbrggi&jagi%er\[fgr ar?f'c(:julto secur e]'y def T ver T Psecret to
the pr o>%t Jhé proxy uses tha STeT - SEer e e ot eAcT e eRGly penidatth

passi ng bet ween 1 BE-eHint h1d2R970ding Perviqep berauge rpdi vipmai esecaditist i onal
secure @GEPPLLENMKEsR G G Ghh werderiontd beesvrealy cta graveaitvencuikaent
request Partie fppoxptastenitdancthepbmbttnibepirat béthi@eR! €060 edc0aQPtcal N anot her
sessi onsemsirer secret (negotiated with the second origin server), which

secret is then delivered to the proxy for use in obtaining
LT
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The present invention enables a given third party internedi ary or p
participate in a secure session between a client and one or D&% 2[0%3
servers. Preferably, the third party participates w thout the express

know edge of a given origin server. As a consequence, the nethod does not
requi re changes to the origin server or changes to the handshake protocol
used in negotiating the session secret.,The present invention enabl es
security and other services (e. g., transcoding, caching, nonitoring,
encryption/decryption on the client's behalf, and the like) to coexist

whi | e comunifé %/ 6P RS EAFEEHY SOEBFEANGEOR ¢ Nad nRACHIR IESSEEYY itFyalFeot ocol .

2 9 0 Er€rR393tH3: Theogreeserilicavemtsi OrFopr exdrges, a fnmetdlodnofisenaddteng a

proxy t eepaid bcfﬂ%tﬂgll n S@Lﬁlﬁ.@uE&tmﬁﬁﬂ@%l'oﬁé‘tﬂooBtep&ge}-r\éeﬁ‘n tﬁeCcLL%t%Q&? aRdy&f i rst
origin r. c i es in irst, secure
sessi on% lré%/c%ege Ioe}rirlgﬂf aug# "eéi% cﬁt@’%rmse l%’Wth)or C%lonlr@‘ésr’l ?/?angref?fédsf Pt st
secure $ERYT SRMSELVabINISRTHG o %%béﬁdt@éé’ﬁ%fée% rokhdetwen Phesielyent and

the proxythduteadeodntrageearatbesisiadnon.eqpesinonget keafylexyatiast tast a
condui t cb@ndnRGafdd SLeOrk géfbée!sy@tr a §&urbavdnng-tiheg Séﬂn%@tt%dﬁéﬂ%tg J St

origin server neqotiate a sessio ster secret; avin e client
del i ver °f he'&8 aq'f% ¥ RReay osreEF%r}eggh FREPHHSEY Ui nzg’)"’utlﬁle“f}?err§iL Ss&Cure

Sessi on“F%f%nabl@dﬁﬁéigppéwrtkormutfi:m%a@@dﬁ And [rehgecingecgomTitEtdats on; (e)
r esponsbw¥ewdet ehecldeetdesrequest to the first origin server, establishing a

third securexﬁmlenbéo%gwlgh& 9&5&% Q%LCBQ&SW Bgiy%l&be tcméndc &G e

sessi on rqu%%st nO% % g téy g condui t € second origin
server; F’% FEVIHG IR HEBF tieht ™ ?ﬁTafh@ §80?)r?&06¥|t(j| ArabdFvEre REYBE t4te a new
sessi onP r@ras%l(YP@tfunahBPD( d% - havirgpscheind. i emitdedi weritdrénpewasiessi on

mast er peetfetching, hendqrypxyorakagypben fonr Béha3ecelr @hsesiSenn, gepey akesbdtn step

(a) Th@lﬂft@.ﬁsnt_thel Qéf&ﬂ‘&'t?rbfaltﬁg n%'{:gyflg%§o1?oc%5.yptlﬂg£l?eth Et %%E(?ballso be t he

onprisin ient; a set of servers, nmeans for ena
cI i ent Se% Sgﬁeﬁ O PV ot Lo AmRiTF¥ at e 58%1?9 Qa’éaecfﬁ?’é FERR®T OF oFn ﬁ%%l‘f?éf (i)
f or confwing hee Phecedsi efitservicieguesteqaest oot badedtiref coandgenion to the
proxy, (ii) responsive to authenticating validity of a certificate fromthe
proxy, for controlling the ghigMuk® JeCokieSlwRmiBrONd secure connection to
the proxy, the second secure connection requesting the proxy to act as a
conduit to a given server, (iii) for controlling the client to negotiate
with the gi vémlsierlve?hatthia)ughnq Renetodhi euoigbpartrals es.3i. oNSITASE €ILS)
secr et ; tan@mpinilcatPan tBUGCRSSHiH 6o efian 9fplhe negetd b 1fofhe
cont rol Lingohha gbhenbab dellyer cmec&s;&sr'lge?erg)ag{;eg esggrsqtoﬁ?nt he proxy

using the f irst secure connection t he proxy
to use ?‘ﬁcorg%’é BhCThetlf eI VSBEL WY £ PIgERBHatE %O\Yéﬂe%rtﬁp?rt?@ﬁ%ptmecc“e“t

i nf or mat® érke (4 |S)BS$J(PP tofiterof¢dneg tdwetprioryvwith requestin tdravet henglticent

sel ect i veluyebgtaablveah taaseparad €oSeeUpeo6aANNeed 'be@xwug@s %IRQE hektserver, and

(iii) fgercraw@oc@h@lgyptthge&rywdgtatgasasqgslcget\ésemﬁg 1129 E%dur'“e% whi ch

it can tla' i ci pate in.cominjcations between the client Iven
server . THE® grEEEnmte P RTEh ROt oart HEC e GFtaelson %osﬁﬁa'ﬁ%rorb%grsamer

conpr i sYHgecRyAEErY pr obfreanrtivadd nenmst adapt eobxioagier flor mltére sbeppeot t he
nmet hod teseréotredl abovet aBREfft HIESEERsPEh QN s O E'égrm%ﬂ@agg@ Ml@l\{ecma' on

wi Il noyﬁé@ﬁdd@ﬁgﬂ bs%@vegy myChOfsegﬁaanJf etfhi l(yéd..l%];eni LST &l eggoex\;of_ﬁor use

dr awi ng kg ure i agram of &

client-sefV ?1%8?\/\?% P e hbs rs(‘?ﬁﬂ%%torb%%rhje’é"‘?‘?etv\or k security protocol; 2
9 DE C 2003’“4a FEgANE Qmie@tacrmenpbi% edvidieagrtamdafaray clritentediery err

net wor kiuegy en ipk et pht AEr 81 Jbcard NHeksi Pabbywdent @rcrmg{l@{ja&ﬁdocgnaoe.@)ﬁ%ref .
participates ddiva-Sec o) H e e owchart of the
basi c tuntr%el |éerll éﬁ%%% %eefﬁ%g%%}e @h?shgy& %ﬁHI spa%égcbﬁ ¢k dutéi’?uatmgo t he :
pr esent nv%ntl SHISATEr &F A, ShY e rr e E‘I"’i"’éﬁt i f*l%ﬂ“lsﬁq‘beé‘lcégd{h@sm%fé’éﬁrl ty to
t he prdoes mdfe rpawhay F}eqmesttso the wqligéntserverstraiflanghs onetos haddshake

addi t i gnakosacused G.(ﬂnﬂ@ﬁjtth.@ﬂﬁlgbi’hé $RBe!dnngedfough the proxy to "n"

addi tional Ofj9bRe RGEVETAne A FLOULC & e & DLOGK. ! a9ram of a_pervasi ve
corrpuUﬁ{gchen server archjtecture In %h th resent1 Thvénti‘on may be

i mpl enent8g°° ?AITE&WSWP@‘?FH\‘F CP“WEWM/WF@QWPQQH &hq qlipRistsr at es a
conventiebpaf, @hflerte- seraleto netewdsk wak bhicoeoitrucet Ofnst e prEord attardingt hi s
i1l ustrat komstwekk edtbud{ty protocol.



comuni cates to server 12 over a network 14, which may be the Int
intranet, a wide area network, a local area network, or the |ike. ?g]ﬁe’;paqua
and server 12 conmuni cate using a network security protocol, such as

Net scape's Secure Socket Layer (SSL) protocol or the IETF s 2 ;9 DEC

200; WO 01103398 PCT/ GS00/ 02469 5 Tr ans%ort Layer Security (TLS) protocol.
CGeneral i si ng% a client is any application enti that initiates a TLS or

SSL connect i 6p° tPGegeEeifeantipn gEpyides g Woémﬁ/%&%léﬁ LREPRY tor program
that acpeptisigomnestd Gesute comiutii et forgbesiesn by cseadi agd backrsespofses. Any

gi ven pLogfam dmy-ei R eapablgs f . Pelngs el hs ¢! sea @néﬂec%féesrevs%&on The

primary. o eratlona}' difference betvveen he server rent 1s that

the ser VEFeFR Yn &t HiNTy 2AUCRE M %Y B Wﬂ“l ée’flﬁé(”(‘,‘?lté‘ﬁt s toRfSPEpt i onal |y
aut hent Fesstied: éﬁﬁebblesrhve@ preodridc heaurgi yerviprsmtreen thsicldsnbrandstie be
cr eat edpidkys Ot isBBSnd’ ebEUeCBed < oh F RjuBs Bih gAPh O bir gy t%eédﬂ:eras dQohbeicl i ent

10 and toenserial JAQNRMLLGLRAR) | Ao oGl &1 ARSLAM e SR Oy T Session
is an aSSOCIatlon tween a clien 8 serve IS Crea & ﬁy a
handshaR¥ 5F ot Gs1L 2t &s@s 88 {en dersit R S&Cg%"t of) wb{l%gﬂﬂlapﬁlénée%ﬁkww the

par amet ess)iontniechecarchet shared panongsimg tthpl £irkb ownnectdsehien tbheyarare

used t Ot Qixy e ﬁm@e%a&% eIy ?édu?@ &ﬁmaﬁy&a%@&wl(w RALBRBILRS 8, f.or each
connect%ﬁ I n SSL ession identif Ler enerated by a

server that identit |es fg ’falrr'tsl SUrdr” $85%1%6n®° 8 lésl%lé’ﬁl fs lﬁﬁ B or TLS
sessi onsestsﬁénctﬁtéfﬂ?“ &he %Jelre%ra“ﬁeiﬂ?ﬁ)rpﬁi”ay ‘h&heIShaKke segireFes8iem initi al
negot i atéqestirat thstabky stesct e 2cgpananebetiss 6kcand pangackéorrbetsmeen t he

entiti eﬁav1§)§cﬂdeac§§e§§t| QR4 lt%eC§&@5@dorlgm9{,@1a%e@aa*e@tM%a gJLPslsAI ent and
server occur over.a nn | ayering

(03]
mael i FoTr il Sovrttis M ilat Q1R ER sebuivasiSrarota” and
TLS, suBifrebnifedtf direxdresipgether lpderereicatt vrshi ppaeratre domteet ion is
transi ent, 2Bhapdesuer yneonnectalen drovassoai atypdoyvaphi Ongssessi on.

Typi cal &afnprgymwnaccqtlw@s O¥el dehge,GRRDEGE bp&yarﬂea%%cysxe%neﬁmg publ i c key
crypt ogrlalen an\@e Ser‘gterctass of ca&ng ogr a hi'c techni ques e %I g

t wo- key Ci-phet's. “VEsSS5EE SRcTYPIE At W4 pulscies K&y e tﬁOBh@aB Geécrypt ed
Wi th anf%fs§%‘i@tléa%rtf‘9a<tléeké>ﬁo COMPSE s i rsnsssagfe sosRetédn 3® wWhe h t he

pri vat epdosy, céiri) beespensfieedowiitthettheapiny velidyy neecdia f$€s: Gfod She

establ i shed, tdrecehdLniihpsna GeLtd ft'oci?’éq%)e wru %Qc&i@ssééﬁ%egoxmé&% QKi gin

server,tgeogrtxhe pur pS%sgnCPfS gurte ggrtnllecc t| ng Sl hg origin server.
The client "al's6 requires the orig ser%’uerS tLBg F’@s%rrﬁxya LTI TS Gate so
t hat i tccr'ﬁélyl%JtOhérﬁliV@at%ertVﬁé' drngi rfogemﬁérrolalsmvaﬂiqj clignthéatiegatiae is the
abi | i t ywiogh oine génén tsgrter detargh fiee tchediidensd idoyanf sapeidien wndtety.

Typi cal ééﬁre@-s daar thf ubdie s%céé%%f@iﬁ %Qﬁ&ltlgﬁ-/&/ @hé hn%gb&tAURhefQ&' cation
framewor k rt| |ca%sageda %n ed certificate authority

and proviasoblig, dis ShEen o o5 Rt PORESh SEHTT O (BF SRR of har
attri bu“ESé)‘ga"rﬂf Ff%stpﬁﬁwr@ R@rgnectl% 9aBE@‘32(9‘€)3(1\?/\Cf<{¥1F913‘3@8hng the proxy

to use the session master secret to generate given cryptographic
information, (ii) for controlling the proxy to request that the client
selectively establish a separate secure connection with another server, and
(iii) for switching the proxy into an active operating state during which
it can participate in communications between the client and the given

server.

The present invention further provides a computer program comprising

computer program code means adapted to perform the steps of the method

described above.
BRIEF DESCRIPTION OF THE DRAWINGS

The invention will now be described, by way of example only, with
reference to the drawings, in which:
Figure 1 is a simplified diagram of a known client-server networking

environment using a network security protocol;



PCTI GB00/ 02469 6 The above-described functionality is known in th rEt The
functionality is inplenented, for exanple, in protocols conf orn'ég ﬁ E@ﬂ%
TLS Version 1.0 and SSL Version 2.0/3.0. These protocols, while 5 very
simlar) are conposed of two |ayers: the record protocol and the handshake
protocol. As will be seen, the present invention takes advantage of a

nmet hod of extending these types of security protocols to extend the privacy
of a session to a third party |nterned|4ary or proxy. Preferably, the
invention is inplemented together with a handshake 10 protocol between a
client and a proxy that is layered on top of a secure session, as wll be
seen. This efignsi emsjeeslmmhfcdrlﬂﬂgegﬁaﬂeobas't:n:lemtogefxiejreﬁeﬁforkhe; secure
connect u chni.

descri bggﬂrﬁk?iﬁeg@%ﬂ ag%[hq%ﬁ ga%%erméﬁag?l%hﬁ%% E’?m ?%Sn *6f% t he
present SPHRFENEFHHOP 15 Referring now to Figure 2, the basic nmethod enables a
client 10", Whgwle Bsiusi dera3Bkd dilodtiBrasof thechisitytinel 6ePhet odFomuni cat e

wi th one or ﬁ%ﬁeoalﬂ; B §ﬁ{p\iﬁf§ed1%1@cmm£&r i prh@ PLALN: 15L@: Agrticipat e
in the sessmn v%tt hout ng, the security attributes of the session. As

20 not ed"HiFd0e, 2 ﬁtrsthﬁ"ﬁ\ﬂ'ﬁoedi1 é“ﬁtﬁaéb’éﬁaé‘?ﬁa%? ier?é‘ré‘f%rtﬁ?pﬁ%ﬁrg’ﬂf'eﬁb%h or

t he st eEEO}iYséﬁiqwtﬁ heec bl et 1©'esgall ighgéneenr ondrgi addiedverl FBturteo

aut hent teateet eathopt highel e tRFRYBNENd PYOAL koM dragadNe s aguant ages of
TLS/ SSLsélq,etrQat it extends the protocol yet still allows higher |evel
protocols to e layered on top. Such higher |evel protocols include) for 25
exanpl e, appFHﬂ%ﬁ n-SpR ot RcH diqgean pf, a Heppas i REHUtRETP dhidnSMERYel hat

nor mal | yrdrayectutier &c twhy clorhkopregknt hi@vefiBiRepast beeimQemedt@d. | P) | ayer.
Figure 3 is a flowhart illustrating the operation of a security del egation
protocol useful in the present invention. According to this 30 protocol,
the client 10' sets up TS8TE) PHFSYFREIN SEsBFoR EMNtime it desires to
establish a connection with a given origin server. A first secure session

is set up bepwrea ihe;ckiLRLs 10'oANd L BE, P Qi(é/ntlger '}dnétmo% session is used

as a pipe el ctondw for passing secret Information between the client and
the proSdPPHTREFErst TeR8T stdsi off itBigE L eHraséomedLBSPt B8 first two
col ummscahup heatek owc sarter 1A cddi & irgnypothédcivwerh ddd akstheSehterupt a2 asecond

secure SASShon W tiyd b,eeapmexwarkasa rl%rasﬁsa@@ge;detwri hel ast 1threeceplyyms of

the fl gggt Qggveier)) in.t ssessmn 15|s usdtotunnel to
the or ?iéq:n server 12 CURYiiRnel T8 %A |nwéjflr<res c5¥§/ bPOYrE] ﬁt it Pais as a

bl i nd r}éqtaya%tsmé@qulem@oomtc@mectﬁ&j:msprc(aocel act the IEaF'tsunneI i s not
considered a party to a given 2 9 DEC 2003 WD 01/03398 PCT/ GB0O0OI Oz469
communi cation (e. g., an HITP request or response), although the tunnel may
have been initiated by that conmunication. In this illustrative exanple, it
is assuned that the client wishes 5 to access an origin server (sonetimnes
referred to as a first server) to retrieve given content but desires to use
the proxy to display those contents properly. Servicing of the request may
also require retrieval of given objects fromone or nore additional origin
servers. As noted above, according to the SSL/TLS protocol, the client has
a certificate 10 issued by an origin server for the purpose of
authenticating the client to the origin server, and the client also
requires the origin server to present a certificate so that it my
authenticate the origin server as valid. As will be seen, the client also
requires the proxy to have a certificate to be authenticated by the client
prior to it (the client) 15 divulging (to the proxy) a session naster
secret. The routine begins at step 20 with the client requesting a secure
session with the proxy. This is the first secure session identified above.
As seen in the flowhart, the client nust request a certificate 20 fromthe
proxy since it is about to delegate its security attributes. This is the
primary session through which the client will send (to the proxy) any
origin serve r s negotiated secret, along with an internal session
identifier. Typically, this identifier is not the sane as the SSL/TLS
session identifier. It will be described in nore detail in a 25 |later step.



At step 22, the client authenticates the validity of the certifi CatZ%eQErQZUU
recei ved fromthe proxy and, as a result, is satisfied that it has

session with the proxy. The routine then continues at 30 step 24, with the
client op¥Riok43388 second connection to the proxy. This isPCRGBINEMEY secure
session descri bed above. As noted, the client requests to tunnel to a given
origin server (e. g., using the HTTP CORNECT nethod fox a request). As part

of the tunnel request through the proxy, the client adds a header to the

HTTP request notifying the proxy that an 35 internal session identifier

shoul d be Tymwserat ddyerTResirliead@ns) ppdtiogsl t haendrhbisthy ent cliizhendsasw f orward

the mast ekpsBekefont ondihe u@;’é@xﬁxl@-iat@s fdﬂl‘ﬂﬁ &l béfpcorﬁtect?fo%ptg@ ser.hd%rpr axy
generates _a_uni %e L nternal sneserslé QD 40 identifier and returns

information to the %IFBhtS it SUHI e HP T IHE™ 15 cﬁeﬁtscc tW‘SsO'i‘T 03398
PCT/ GBOO ez%eearﬁ%wrenasr sgpdigiobpck deaspPPridesr A5y ativae lradoram rée bsecur e HTTP
repdy. Thicgpdtgetdfebyirgusotihhatclibe: ahd @ntemiek| wse psbiedryf operatinag t he

sessi on n@§§f‘erre§€é:[3@€were9 J‘hlaes&t;rgf'(%ndpéhe %ﬂ@ngg’s {:ﬂ% )égr\%§'t9sbl i shes a

connection wth the ori |n server and T ow bet ween t he
client anﬂe?‘?ﬁ?”sy SPFrtﬁnﬁ WGl tf‘?\lcélfﬂ:ﬁ ne )°n11¥1é’p}5f?33?§rllbehaves like a
tunnel . | euthrasiepded be@harmearer” actwhieh prodvet resbutcet hesidks emtif apvar ds t he
Sessi 0N Negb&ledSEL kBhetiASs Wetdrrb® 1308 e MasSLER BPn tdi&eE! i Nt perforns a
hapdshake with the origin server to negotiate a session master secret. 10
The routine then continues at step 32. At this point, the client sends (to
the proxy) theThhtditnt 1$eaditdn stent 12 eqrrtatxmge\mnth sfelerssessiion. mast er
secret. Tisss drfoy RRidi0N isSasaBbodAtidIEbPtWeBRIY cSASSI Ha aSserldshsat ed. At

step 34, the.qh 9&%@%9{&%@@&&2@{ “akeég%éé QQe i dentd ki g and the session
mast er secret his information to manuf acture t he necessary

crypt ograpﬁ?%togﬁ?pélﬁﬁaﬁecﬁﬁi:lyopa}fé‘mﬁtseéﬁ £ 1%6?9&‘3 BTG (FPSRT VBLEIPEBl i es, to
modt fy t h&osraokeehscorfthentareawiforo rpoighthy prratatve peeoriatipnsehdieng it to

the cli entsecﬂ_ﬂleyQj‘aQXr){etTehﬁr‘foﬁv‘éaﬁ:ﬁmn&&iaﬂl. ' Q—Q@S\’.’.eorp&@@(y fRkidhe current
connecti qu@ﬁ#l@ eJ“?[sOJ Ivgiure ggner g}e 0 aAtsefsvter dt@fjlfd'ﬁ%llal gartéggiat a secure

HTTP request for resource on gin server rep 38)
t he proxy %f85*@ecr Vp?sr{aﬁé’-ﬁhe%ﬂjé% )°ra?id; RRHHIPY ithe #dienteded sepyrd t hen
encrypt tperfrew s éguésiakanshsends iah ird cide negdtgh fi cBELnLRr estAbl Shep 4@, the

or ggin Serp\éeimeiai-d %E'@%r&rt@céﬁ:quﬁe%tveérth§ee'ﬁg§tlegpl %ngeagasgé(f&% LQ the pr OXy
Not e t hat the . Qr servereﬁgre era I'S not even aware the proxy's

active partrcipat] onu“l,&f‘t]sotné pekseeny Hye ﬁHv) PRECEPVES 98T 3Rt ént, decrypts,
and nodi f i“€8PeecTarl dhols 4t Frsafnypqrhe(ltnr arss €8 i layerieedwdei dehinich bt |
Opt i onal | ythaatprstefesdd sul ta@1Proxy orbye0stabl r&hsaddhd it@Balsuennections with

the origi Qoﬁ@éc\é%rs( hie HREr %1;95139 :%%Eé’eorn §1ngp0 “?ﬁ c%%ﬁédt‘ign”éslf@%tsl W) for

thg5 purpose . of a|n|ng tjonal data an nprove per “6f mance.
| f “Frul ti pl®8° c%’ﬁﬁ%ccPPB‘?%l%ﬁ e%stsab’laltgﬁé”dth&“ﬁh’*’eﬁssb‘?r’ock’ri’@h‘éﬁlﬁi’ng (CBO) is
used to adjcustritheiops piver .thefcdnhectprorayedaesraiotisiegt mbbllishkenan addi ti onal

connect i Ortrgﬁtdéaﬁﬂhy()fwﬁlhhSLSSQSﬁbQSnbf'5rym'i§gtra15‘.rgtc| Eéehafﬁeglénfs%yﬂl} t he ci pher
speci fi catl el cha es, by sendi ng %] Catl on ggf :T pri rrar%; 35 sessi on
ES I

al ong withthe 'sedsron |%ieenf‘??| ere s "prod el cﬁ%t?"é &f at step 46
and is nec,d§§§3é¥c§dt"GthIainowstf’ﬁeatéldl@Ht’a‘tebkﬁesu@ﬁé‘vﬁ?ﬁeéyrse‘@sﬂsnswmheq he origin
seBYer at vathuthdrgrivhteekey can be verified with the public key.

Once the session is established, the client has a certificate,
which was issued by the origin server, for the purpose of authenticating
the client to the origin server. The client also requires the origin

3s server to present a certificate so that it may authenticate the origin
server as valid. Authentication is the ability of one entity to
determine the identify of another entity. Typically, as part of the
X.509 protocol (a/k/a the ISO Authentication framework), certificates are
assigned by a trusted certificate authority and provide a strong binding

40 between a party’s identity (or some other attribute) and its public key.



2 9 DE C 2003 WO 01103398 PCT/ GB00O/ 02469 9 According to the present
invention, the proxy may require additional secure sessions to o Pﬂ:gnms
servers during the processing of a given client request to the |n|t|a

ori gin seWPdU3¥hug) for exanple, if the proxy requires XEATGHIBHAA6I secure
sessions to other origin 5 servers, e.g., to transcode the current request,

it sends a notification to the cllent réquesting the client to establish a
new session with each additional origin server required. This is

illustrated generally at step 48. Finally, the proxy encrypts the final
transcoded content and sends it to the client. This is step 50. 10 Figure 4

illustrates in mr@;odetd@sl:nttew ﬂuttetmemyl 0 &hahe3n OBE 9& nofe addi tional
secure ses&lng ot her, o Vers 1S exa client 10"

cooper at es’ W ?]t?nf‘ letyt%%rtrsn‘é%ﬁgﬁbe %fye’ia‘g‘pkﬁndnt‘?fé’t???qp &t COEPHIRIsH ver 12
in the man¥éF PeVdusass y - éle@ért;iﬂeﬁerSAsn B5013 Joustthasedrprpcohe, fWhijle e,
Sessi on 1 veepr€isend:s &he chmidsk@lorsemsiperthamet hosh ipeetocestﬁtal tishes with

the proxy..aach8e55i00:2 | Stfigrienl ha?z 80l E2hADLLA0EE e gecur e session

with the first orlgfltn server. strate ure
cor r espond T8 1E & 8pReted & f?etﬁn%ﬁv ‘ﬁsﬁ YRES fAfoRRTVAR tY 6F°tF=Ic§hsr é°3 | f
during thesxthrdighe atriivecyt pArseething t20a opératroty therpedbayy 1&" paedyer m nes

that it remtsaem;:mugelxﬁat@otrmlepleeee@d QngagAé} vsﬂ;rhvgrha;L.ZshakEhe pr oxy
secon con on.with the server 17",

askl%the 1 to establish

inparti CCI} %géqt} Qetwe??\ tuglneelltlﬁe? RFSGGH "t hé p]ra6’>%§/ed ?ﬁlts‘,’pe?tfaﬁ‘l BT he
client to ﬁfh‘tﬂ'l & Walhé’§t ggeng o (gt sptettiphaloseaondehenrsy dhe Tasic The | atter
mast er secrmpettdesretheBscite t@hettied 4t0tRs racGRCHRABFSLgfersECret, to

Q) SLinow! S hbudiy 68 LOAAERSLOMBILE SCCLELARNE A B Ao dkoSL OF the

client tunnelln rou? grox tot Irst origin server
particul ar’ %% ?’l"’s‘)ta Jr’f’nF?fgl} B PASPER U eAE 8t he proxy 15" makl ng t he
reddest to the client 10". Steps (3) - (7) are then repeated with the

second ori gi N SeE¥LFing Mmow o FlGura02 TRRO G s GXERIASLInLEES G LRgd: 1bhe proxy

15" has thg; b ° tain separate master secrets as required to
secure comh&:ru%?g%t }ljséin %Ltwemeﬂffg |gnltty o PR 5%ec°ﬂrélt?dcara%ﬁl§ﬂ8ne

respect i veofPEi ﬁreewe?rs'ereﬁztw o't%é¥1°w'l'hu>§°x>t A& B5paiftictratani: the proxy
mai nt ai n sepaiat @ivast echaseoretle, seneifwhteddhitar bf)ithe Ss¥edn. SEFESI ON,

Wi thi n then&@ﬂtaﬁ%be ofthttleeetadgwatdgaehmt sequﬁ%tc@tttfne@tt&%h ther oxy to

access and use client' S, orirgin servers. |If

desired, the’ (Szlliséanfbyr’rﬁ if?’\}e 0t ARd §e%’sveBn°rnﬁ§t éFr‘éeéch’et 5§ to the proxy
over the sifEcsucare esetsgtmr .( eThegpiesSets ¢ pAnt io hes DEEC 2083 GEEO3398
PCT/ GBOO Q4 69s /A8 1iraghid i tisdxt afa@deid pFitguse yd) ,st@fl Q){ldhﬁl ngndi frleeLent

secure Ses&'o@.géolsAéo énla%réae%ﬁ‘ tthe SGJEH %Pé}her l%/: oco !snln% rverfl 2‘2? taEg

proxy all share a naster "session _Secre once

5 tHe gi ve‘?f‘aB‘Ptegl APRIEFIEP PR IA & - Fras HEFP: s@%‘é"iEBn Fé‘écﬁ“ét SMTPhathagecret i s
provi ded teerrhelyplaver fineoughoa tecefr ehsessisporpriew .ousdryIEr eagead bet ween
the client and the proxy. Stated another way, the client hands off (to the

proxy) this ma ssi aon after establis t he e. first)
sessi on (bet vvezptn%t[.lﬁé% I7é enf1< RoEThe PFaXyIRe The 29 Fiege ﬁ'ps°ér"i‘/e"|"°‘£‘f(§yhowever

need not b¥FIFARTE™ (RAPGCEIIpPEANE Ao éh%etesam)arieyertthat t Aecopingy té $hildi ng sone
word@ or othertersle par il tdnpatd ngetsnug heo S@C U6 t MRANEBGEL 3. each time it

desires to establish a connection with a given origin server. A first
secure session is set up between the client 10’ and the proxy 15, and
this session is used as a pipe or conduit for passing secret information
between the client and the proxy. The first secure session is

35 represented by the first two columns of the flowchart. 1In addition, the
client 10 also sets up a second secure session with the Proxy, as
represented by the last three columns of the flowchart, however, in this
session the proxy 15 is used to tunnel to the origin server 12°. A
tunnel is an intermediary program that acts as a blind relay between two

40 connections. Once active, a tunnel is not considered a party to a given



As can be seen) the changes necessary to support this security delegation

are mnimal and inpact only the client and proxy, not the 15 gi ven209 BEC 2003

server or servers that nay be needed to process a given client request.

Al so, thiYOP0¥8¥ does not require the client to di vul ge PER{GBROMPHEIat i on
related to its private key or the rrethod used to authenticate the client to
the origin server. Further, because the’client has the ability to establish
addi ti onal connections to an origin 20 server, it may change the ci pher
specification or termnate the session, thus | | mting the proxy's

capabi | i t gormungsatdbhi @haot heriT8rmravestors tegperiee) oralghauoberheeturmel behal f  of
the clienthay Hvs W¥ARIiIndeidhRe whandesohRautd8n. the client needs to have the
25 ability to take one or nore session nmaster secrets negotiated with one
or nore respective origin servers, and to securely deliver themto the
proxy. The proXy éeds P%trﬂél‘é?oﬁéaﬁpéen&ﬁui'ﬁaéﬁﬁﬂﬂ@dtﬂ’étnﬁé@e%‘s@? wWiEBes/ pt i on
infornmati e ddcess taheotigli @ Nier SeMTHSIM@IE 1 BEC Fiesed @oadd AVEiirkt t@rséar to

parti ci pat.ng 4,0 &J@@n céoheéhtt §u§‘é§§1r‘29 toTbee ﬁh@\g%owttb%sg?sﬁ tH%de 30 require

any changes to the handshake protocol used in negotiating tthe session
secret . Tﬁ@n%\edﬂf’t‘?ré’ﬁ%ﬁlyl oagﬁrb PR TRY aYF‘F“eﬁét’(‘/%’r B 5Or TP ES TSI Fhal  as
there is jaisgiveneckdddis formbnsegssiaor ditinesnltdwytd iserterand Aprmepdwhi | e t he

client rewbwsa@@arumgesoftrher@stbbm%%%coih%e ca&enmﬁamam&f{ﬁqw red to
the origin servgr(s)m,13§n he %. session pa en t i ent ae t he
proxy can Be condiHePBF AsiAd r ROUS® DERATUs8" 38 éﬁa é??l'i;’l ng ‘Fétord
there i s #°sBaSPEIFIRdETVETi erd the| Tlasnt rdRe trhevicks (—:trlille %gmeepmxyo may
occur indepeseant @fcifieaps @xychaki id Rgy atkdieiadteeitle, oiREAUSRVENGEE are No
40 acknow gdgients mgtﬂer £dln 'éhe' §n@§§t§f@9,re%u%9%§e erDaéo w@e yunderlying
2 9 DEC 2003 &O 01/ 03398 11 PCI. 0/02469_trans %/ n’g ements a
reliable déf F?terré?h}?fdaurﬁﬁ&’gfaf%‘aﬁés?? fJolePﬁepr(’:?’F etﬁti SRS LA h new
colhecti orﬁs‘v(l%@nadmOt tlenatoxy) | gisassienveassyr peefetrabl y use a nul | * session
identifier, because one wlll be assigned | ater by the proxy when the client
requests to tunfngl me Egrlfngra @gohe cflggt pr;aox(%tdoes nc():turhave to
notify the client Speci |ca i'On an es. W ih the dnderst andi ng
that the ciss&in W‘}hl tbe PF%’FYced”tlé J;fert%rfﬁrweewlelSe&at%ntl?rt,taﬂ%in
handshake,adoeeause dekn viinl Ehen@lodeatt) Synehioni mati ouest B édieigicaea origin

senyer. Thigni fRl b h yasmf'alé gﬁcr 19%)61)@%Oc{él%a{t%“hsdkléduggty Qt&élﬂhtésess' on
establish gin server red uces hatter 1 f the proxy

est abl i shrergurslew EB%ﬁétTﬁ?fn%es or’séﬁ’é%‘gﬁdﬁilfli‘ dhalc t‘%‘&ﬁjé%]tls *t% t'he GPven
ori gi n serRREKY bRy mrdobt lhervesl s giepcsiery recriterad ony evipumer busregdpl i cati ons
for the prasgionTheedtablaw NgpacA1ED cheyauahtikeps @6 etk atdev ear@Xasmhes. One

such use ol bhes B0, | S0 A0S, Lhe: NSCRSSANLLCARUL] B AGVET oI equl 1 ed

for & cli ent to performencryption cryption. exanpl e, fhe client
i s %Pocat ed'35&RiHidPa firewal |, using the proxy, the 20 client may perform
the authentication steps ]USt once but then actually send and receive data

in the clear befovees) bi, and ctlb@ntpaeenémtaau@s rmé/lvraglélh_e &nekyption payl oad
to the pro XYoo s élctaernatl veI Ye % 18 us e Jf?'rovl de a.ugl td .
capabiliti€s t0 34 fi EEHaTT r8?1‘fli §u? ot “by? ﬁarb‘a'lsnl g (OF s?%quf?l ﬁ83 t he
client to htaﬁélsc?f fequre E§EITONL e theProef. or“é‘eamﬂtal?ﬁ ja¢n continues at

30 step 24, with the client opening a second connection to the proxy. This
is the second secure session described above. As noted, the client
requests to tunnel to a given origin server (e.g., using the HTTP CONNECT
method for a request). As part of the tunnel request through the proxy,
the client adds a header to the HTTP request notifying the proxy that an

35 internal session identifier should be generated. This header implies
that the client intends to forward the master secret to the proxy at a

future time.

At step 26, the proxy generates a unique internal session

40 identifier and returns this information to the client. The value of the



proxy need not require the client to deliver any private/privile
information about itself or the origin server. In still another exanple,

the proxyWR0¥88 ysed to i nprove client performance by alPCIFBISH6Eachi ng
proxy to participate in the session wthout changing the security 30
properties of the session between the cfient and origin server.

Al ternatively, the proxy may be used to pre-fetch content on behalf of the
client (by resum ng sessions at a later tinme) w thout the proxy having
explicit Rnbsdredgeseiont héerthfiant is aprichaletokele spennehHBETPcasmy -t IBipr oxy
coul d obt aisnghef ealuexa[ml Ene EEOMLAN; 1UpEkRt @erOtotwaed ol e s8se3on SbasEF | pti ons
Quri 09 Of feeBRAK L HQML S, oth S 8 AP A B! elokel sty ablng.afd. sioul d

not be taken to mt"the scope of this as not ed above,
anot her appPi¥agibiester: ard gt én‘?aﬁan%ﬁﬁ?"bHe%ef‘s”ieocb‘ﬁaﬁl%‘datltehl rd party
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r eRFese”t ative %Qr%ﬁﬁhyee tﬁ&mgﬁdlgg?sdg}!is%ﬁp “ S &ﬁ@t tht !n40

i ncluding a nunber o n’ﬁg%gnts or exa
f ramewor k SER%sS (5o \ihet pEgxy et 5%Fséﬁ‘éééﬁ“féﬁg?%éliWGW‘ahah%n
i ndust r y- sagppldretlagtent seree0periais mefosystieom i(sRIES) od 48e phhiear) sesdion

applicatiop Hﬁ@@m K. 14&% :gr)éBl ?@l l:ﬁ/e 'p?&)lwggc%laes Qﬁ@%@érn%@osesél&xser
interface JBSni:

if 19 ésrlvecon;g Ln C|entap|ca ngffassélltgraryl54,
a standar d Java ‘& 885 FiPeiy156° nﬁecafeﬁom%unlisc?at‘i 8t 188."°The
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connect i VidMgSei¥i s 1641ieé\ thlfodiePWahel RYGIs cbt@neONRELdA Vb tdhcsBVi CE 162
i ncludes a_gateway 164 that provides conpression and encryption functions.
The gat ewa¥? PrgAi8heTt ESfiRttiioFk t8RIFFRY PPt RosY t5atsH ghelfeé‘h 38xt ended
accordi ng testitrermetiiotbrothd lrerpmEnesentedtiventiciorthe Y aippervdrevel of the
connectivity service 162 is the proxy 166 that provides one or nore
d|fferent functlons sych as: transcodln fil n r|or|t|zat|on and
ik to device 'éé’egr%n S HES K FVEF B éa’f:‘for%(ng#Gﬁgduegﬁeﬁor @ d°9TVeéR origin
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conmuni cation % basic functions of such server type

are illustFAt é “eﬂf taé‘fln%ﬁnldtsle eﬁlytdﬁéa Brat *8r 1B May NB'ée éhﬁ%ﬂ 8-Ad%ey
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di rectory/ sepesi kar ybheag«@sc@mslwadtnaoewthﬁat bedypBEt WRd odTEiagesment ,

device life cycle, pr tf%mag%ansgécﬁ and.deyi 68 éﬁghz?t r8hi:Q0a11 Q:'h' LLing. The

security dele ation p ocol provi des numerous advant ages ov rior
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at step 46 and is necessary to allow the client to resume this session

25 data records can be exchanged with the origin server. In thi sgé%ﬁ
EC 2003

with the origin server at a future time.



The handshake prot ocol provi des connection security with several B
properties. The peer's identity can be authenticated using 10 asy t |E:C 2003
i.e. public key, cryptography (e. g., RSA, DSS) etc.). This authentication
can be nmewe cpsasenal , but is generally required for at | ®aIIGRINE246% t he
peers. Moreover, the negotiation of a shared secret is secure. The
negoti ated secret is unavail able to eavésdroppers, and for any
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mastser SECF%ﬁ?fr%ﬂﬂdo as a second master secret, to distinguish it from the session
master secret generated as a result of the client tunneling through the
proxy to the first origin server. 1In particular, step (13) in Figure 4
illustrates the proxy 157 making the regquest to the client 10”. Steps
(3) - (7) are then repeated with the second origin server 17” in the

30 manner previously described.

The proxy 15” has the capability to maintain separate master
secrets as required to secure communications between the client, on the
one hand, and the respective origin servers, on the other. Thus, the

a5 client and the proxy maintain separate master secrets, one for each
origin server session, within the context of the original client request.
This allows the proxy to access and use data on the client’s behalf with
multiple origin servers. If desired, the client may deliver the session

master secret(s) to the proxy over the same secure session (e.g., Session
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claimed in Caim1 further including the step of having the proxy use the
sessi on MY Y/BP8cret and the new session master secret tRE {02468 gi ven
cryptographic information. 3. A nethod as clainmed in Caim2 further

i ncluding the step of having the proxy dfiter an active operating state

fol | ow ng recei pt of the session master secret in step (d). 4. A nethod as
claimed in Caim3 wherein the proxy perforns a given service on behal f of
the clientliaf thieshettiedelropesurei By St dtrevsiBy Niferdrgdsasrelmsabosin O ai m 4
wherein the given service is transcoding. 6. A nethod as clainmed in aiml

wherein the firgt .apd . sgegond ses s conformto a work security
protocol . 7. A metho as&%'af%egyge%td ék‘(’)e Wherein t he gléc{r]\%r 5§*% web

server andthé"els ariesier éeﬁ%ﬂ’/‘aﬁc\?étcoﬁ*bLRalrhgcuéPY'eﬁﬁce the gigntEaw@ 2003 15
8. A crypt oyr aperc ositshesprveonpresiongs masiodr eddsion seetetQf tig@r v&ir8t & proxy;

Teans o1 RARLLOGC R EldGnin3Ngh GAENBETIEE: 10, AATHUNLCEL S O SEof o0 ¢

connect i ony ?ent %d for contro g he client to request a first secure
connect i onto Xy, e EFPFY re@?ﬁ"&ﬁ iAPERY Wit nEM FLif tnﬁa’\?él i {5 of a
certificat &n§ rpéﬁafyt)héhlﬁrwerf%ﬁssmmblalftm ettrdleétiipattheoprigguedt .- second
secure conneedt osesk dort haetpxee%ythet&leeﬁe&aackhae&ﬂé&?) comnectifmn £&QH€S“ ng the

Proxy 10 agbudsy 2 L0NANL ind Gt ILNRNRRENRL, ;s {Ll)ahOl) GRAL L 104, e

client to negotiate wth given server throu FRecon to t8in a
sessi on naSPEF B BeTk 8ﬁcPt(‘FWsﬁr¥6ﬁt’s‘i}€E*é‘é‘§f{ﬂ tb‘br‘i’ﬁF‘é‘tﬁ B?PnGFtJtOIﬁ‘e
negotiation, for controlling the client to deliver the session naster
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behal f of I st em as Claim8
wher ei n thtetg%r g?(?/& t% n%angagfa%r‘?‘gtﬁ'ov? § F‘lﬁléﬁrtﬁﬁegr §%’P\?F5’e°§so‘i? behal f

of the cli &ht origin Ael’d’teypl”oe?%ﬁl%f systcéiras claimed in Caim8 wherein the
proxy includes nmeans for providing nonitoring services on behalf of the

client. To summarize the changes required, the client needs to have the
25 ability to take one or more session master secrets negotiated with one or
more respective origin servers, and to securely deliver them to the
proxy. The proxy needs to be able to manufacture the necessary
encryption information from the client's master secret(s) to allow it to
start participating in the client's session. The above method does not
30 require any changes to the handshake protocol used in negotiating the
session secret. The additional load on the overall network traffic is
minimal as there is just one additional session between the client and
proxy while the client requires services from the proxy. There are no
changes required to the origin server(s).
35
The primary session between the client and the proxy can be
considered asynchronous, because for each arriving record there is a
session identifier. Writes from the client to the proxy may occur
independent of the proxy writing to the client, because there are no

40 acknowledgments required. It is assumed, of course, that the underlying
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"10% & () rrotifdBdsstry @rab0t8e$ )tosh YiIi1OMALE donfiguration by enabling (or

requiring) the client to hand-off the session secret before any actual

25 data records can be exchanged with the origin server. 1In this case, the
proxy need not require the client to deliver any private/privileged
information about itself or the origin server. 1In still another example,
the proxy may be used to improve client performance by allowing a caching
proxy to participate in the session without changing the security

30 properties of the session between the client and origin server.
Alternatively, the proxy may be used to pre-fetch content on behalf of
the client (by resuming sessions at a later time) without the proxy
having explicit knowledge of the client’s private key. In this case, the
proxy could obtain, for example, regular updates of the client’s

35 subscriptions during off-peak hours. These examples are merely
illustrative and should not be taken to limit the scope of this

invention.

Thus, as noted above, another application of the present invention

40 is to enable a third party to participate in a secure session involving a
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or Microsoft Windows CE, and that may include a Web browser. This
application is now illustrated in more detail below.

Referring now to Figure 5, a representative pervasive'computing
device comprises client stack 140 including a number of components, for
example, a client application framework 142, a virtual machine 144, a
speech engine 146, and an industry-supplied runtime operating system
(RTOS) 148. The client application framework 142 typically includes a
browser 150, a user interface 152, a pervasive computing client
§_¥ application class library 154, a standard Java class library 156, and a
communication stack 158. The pervasive computing client connects to a
server platform 160 via a connectivity service 162,

At its lower level, the connectivity service 162 includes a gateway
164 that provides compression and encryption functions. The gateway
implements a network security protocol that has been extended according
to the method of the present invention. The upper level of the
connectivity service 162 is the proxy 166 that provides one or more
different functions such as: transcoding, fiitering, prioritization and
link to device management.

The server platform 160, namely, a given origin server, may be of
several different types. The platform 160 may be a Web/application
server 170 (a synchronous request-response type server) or a data

e gsynchronization server 172 (an asynchronous queued communication type

i server). The basic¢ functions of each such server type are illustrated.
Alternatively, the platform 160 may be a value-added server 174 that
provides additional services such as LDAP directory/repository, awareness
and notification, network management, device life cycle management, user
and device registration, or billing.

The security delegation protocol provides numerous advantages over
the prior art. BAs discussed above, the protocol extension does not
change the basic properties of a secure connection at the record protocol
layer. Moreover, the connection to the proxy is private, and symmetric

cryptography (e.g., DES, RC4, etc.) may be used for data encryption.
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10965>&f() inclt@d$ a message integrity check using a keyed MAC. Preferably, secure

hash functions (e.g., SHA, MDS5, etc.) are used for MAC computatioms.

The handshake protocol provides connection security with several

basic properties. The peer’s identity can be authenticated using

10 asymmetric, i.e. public key, cryptography (e.g., RSA, DSS, etc.). This
authentication can be made optional, but is generally required for at
least one of the peers. Moreover, the negotiation of.a shared secret is
secure. The negotiated secret is unavailable to eavesdroppers, and for
any authenticated connection the secret cannot be obtained, even by an

15 attacker who can place himself in the middle of the connection. Further,
the negotiation with the proxy is reliable. No attacker can modify the

negotiated communication without being detected by the parties to the
communication.

20 As further discussed above, the security protocol allows a proxy to
participate in a securé session between a client and a set of origin
servers without changing the attributes of the session. The method is
also independent of the encryption strength or the authentication
techniques used,

25

The invention may be implemented in software executable in a
processor, namely, as a set of instructions (program code) in a code
module resident in the random access memory of the computer. Until
required by the computer, the set of instructions may be stored in

30 another computer memory, for example, in a hard disk drive, or in a
removable memory, or downloaded via the Internet or other computer

network.

In addition, although the various methods described are
35 conveniently implemented in a general purpose computer selectively
activated or reconfigured by software, one of ordinary skill in the art
would also recognize that such methods may be carried out in hardware, in
firmware, or in more specialized apparatus constructed to perform the
required method steps.

40
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steps of:

(a) establishing a first secure session between the client and the
proxy;

(b) upon verifying the first secure session, establishing a second

secure session between the client and the proxy, the second secure session
requesting the proxy to act as a conduit to the first origin server;

(c) having the client and the first origin server negotiate a
session master secret;

(d) having the client deliver the session master secret to the
proxy using the first secure session to enable the proxy to participate in
the secure communication;

(e) responsive to a client request to the first origin server,
establishing a third secure session between the client and the proxy, the
third secure session requesting the proxy to act as a conduit to the second
origin server;

(£) having the client and the second origin server negotiate a new
session master secret; and

(g) having the client deliver the new session master secret to the

proxy using the first secure session generated in step (a).

2. A method as claimed in Claim 1 further including the step of having
the proxy use the session master secret and the new session master secret

to generate given cryptecgraphic information.

3. A method as claimed in Claim 2 further including the step of having
the proxy enter an active operating state following receipt of the session

master secret in step (d).

4. A method as claimed in Claim 3 wherein the proxy performs a given

service on behalf of the client in the active operating state.

5. A method as claimed in Claim 4 wherein the given service is
transcoding.
6. A method as claimed in Claim 1 wherein the first and second secure

sessions conform to a network security protocol.

7. A method as claimed in Claim 1 wherein the server is a Web server and

the client is a pervasive computing client.
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client to negotiate with the given server through the conduit to cbtain a
session master secret; and (iv) upon successful completion of the
negotiation, for controlling the client to deliver the session master
secret to the proxy using the first secure connection; and

means (i) for controlling the proxy to use the session master secret
to generate given cryptographic information, (ii) for controlling the Proxy
to request that the client selectively establish a separate secure
connection with another server, and (iii) for switching the proxy into an
active operating state during which it can participate in communications

between the client and the given server.

9. A cryptographic system as claimed in Claim 8 wherein the proxy
includes means for providing transcoding services on behalf of the client.

10. A cryptographic system as claimed in Claim 9 wherein the proxy
includes means for providing encryption/decryption services on behalf of

the client.

11. A cryptographic system as claimed in Claim 8 wherein the proxy

includes means for providing caching services on behalf of the client.

12, A cryptographic system as claimed in Claim 8 wherein the proxy

includes means for providing monitoring services on behalf of the client.

13. A computer program comprising computer program code means adapted to

perform the steps of any one of claim 1 to claim 7.



