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[0003] Graphical User Interface (GUI) based server
administration tools provide user-friendly interfaces for a
system administrator to configure, manage, monitor, and
trouble-shoot various servers. Web-based server
administration is becoming increasingly popular because it
provides a convenient way of enabling remote server
management over a data network (e.g. the Internet). In
comparison with traditional server administration tools, web
based administration offers various benefits. For example,
the server can be accessed and managed via a conventional
browser interface, and does not require installation of
specialized administration software on the "remote"
terminal. As a result, the server can be accessed and
managed from virtually any terminal having a connection to

the network. Additionally, web-based administration



termnal. As aresult, the server can be accessed and
managed fromvirtually any term nal having a
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adm ni strati onapplications can work with enterprise
servers through standard Hypertext Transfer Protocol
(HTTP) and Secure Hypertext TBransfer Protocol (HTTPS)
protocols. This sinplifies conmunications, and
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20 the data network 10 using standard hyper-text mark-up
language (HTML). A system administrator using a remote
browser 12 (such as, for example Microsoft Internet
Explorer(TM) ) can then access the server administration
interface to perform desired management functions in respect
25 of any of the MSCs 8. As is well known in the art, a layered
structure of this type has an advantage in that it enables
separation of the interface and server administration
functionality, so that each layer can be independently
developed and maintained. Unlike a fat-client user
30 interface (UI), such as is typically implemenﬁed in Java
Swing or Windows (Trademark) applications, coding in HTML
requires no knowledge of complicated application program

interface (API) or computer programming languages.
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HTML pages operatlng o
transnission bandwidth, thereby limiting the usefulness of

20 any application which generates a large amount of HTTP
traffic. Furthermore, most wireless terminal devices lack
sufficient resources (principally memory, but also including
processor speed and the size/sophistication of the display
screen) to effectively utilize complex HTML pages operating

25 through a browser interface. Finally, the “Pull” technology
of web-based applications means that a server administrator
will only receive a system status update when they request
it. This implies that the administrator might not be timely
notified of a change in server status, which could be

30 critical in an emergency situation. It is possible to
mitigate this latter problem by designing the web-based

application 2 to continuously refresh the browser window,
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updat e when they request it. This inplies that the
adm ni strator mght not b e tinely notified of a
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[0011] Thus, an aspect of the present invention provides a
method for enabling remote server administration using a
terminal device of a wireless network. The terminal device
is hosted by an application gateway which enables
communications between the terminal device and back-end
resources of a data network. A web service implementing
administration functionality for one or more managed server
components (MSCs) is deployed on the data network. A
plurality of server administration applications is then
installed on the terminal device. Each server
administration application is designed to access the web

service to provide a respective server management function.



adm ni stration functionality for one or nore nmanaged
server conponents (MSCs) is deployed on the data
woednort13 A plurality of server adm ni strati onPCT/CA2006/000606
applications is then installed on the term nal device.
Each server adm nistration application is designed to
access the web service to previde a respective server
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15 DETAILS
[0016] The present invention provides methods and systems
for remote server administration from a wireless terminal
device. A representative embodiment of the invention is
described below, by way of example only, with reference to
20 FIG. 2.

[0017] Referring to FIG. 2, a system in accordance with a
representative embodiment of the present invention generally
comprises an Application Gateway (AG) 14 coupled between a
wireless network 16 and the data network 10, such as for

25 example, the internet; a registry 18; a server system 20
coupled to the data network 10 to enable remote management;
and one or more wireless terminal devices 22 coupled to the

wireless network 16, and hosted by the AG 14.



exanple, the internet; a registry 18; a server system

20 coupled to the data network 10 to enable renote
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22 coupled to the wirel ess network 16, and hosted by

the AG 14.[0018] The AG 14 generally operates to

nmedi ate nessage fl ows betweepa the term nal devices 22

and data services accessible through the data network
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{0020] In general, the terminal devices 22 can be any of a
wide variety of software-controlled wireless devices
including, but not limited to: mobile telephones; personal
computers and PDAs with wireless communication capabilities;
25 self service kiosks; and two-way pagers. As is well known
in the art, such devices generally comprise a microprocessor
which operates under software control to provide the
functionality of the terminal device. As shown in FIG. 2,
the software is preferably designed on a layered model, in
30 which one or more wireless applicaticns 28 control the
user's experience of the terminal device 22, and a runtime

environment (RE) 30 translates between the application



whi ch operates under software control to provide the

functionality of the termnal device. As shown in FIG
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nodel , in which one or nore wirel ess applications 28

control the user's experience of the term nal device

22, and a runtinme environnment (RE) 30 translates

bet ween the applicationsoftware and the native machine
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a portion of the application logic is executed on the AG 14

20 itself, so that signalling between the AG 14 and the
terminal device 22 is limited to downloading application
data to the terminal device 22 for local storage and
display, and uploading user inputs. The application logic
executing on the AG 14 communicates with the web service 32

25 or back-end data resource on the data network 10, in
response to the user inputs received from the terminal
device 22, to provide the functionality of wireless
application 28. This arrangement enables a user of the
terminal device 22 to access and use the web service's

30 functionality, but with reduced signalling traffic to/from
the terminal device 22 to thereby limit wireless network
bandwidth and device resource requirements. In addition, the

AG 14 is capable of implementing a generic



or back-end data resource on the data network 10, in
response to the user inputs received fromthe term nal
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application 28. This arrangement enables a user of the
term nal device 22 to access and use the web service's
functionality, but wth redu% ed signalling traffic
to/fromthe ternminal device 22 to thereby limt
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adm nistration froma wireless ternm nal device 22. In
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implemented as an administration web service 34, which is

20 developed and deployed on the data network 10 using
techniques well known in the art. One or more lightweight
server administration wireless applications (server admin.
applications) 36 are developed to implement server
management functions as desired. The server admin.

25 applications 36 can then be published and installed on the
AG 14 and one or more terminal devices 22 according to
actual system administration needs. Thereafter, the MSC's 8
can be monitored and managed from the terminal devices 22 by

execution of the applicable server admin. application(s) 36.

30 [0023] In principle, all of the desired server management
functions could be implemented within a single server admin.

application 36. However, this solution would tend to
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applications 36 within a server raggl Stn% 38 in_this

maffEYSalCenet Serfer™ adhS A*EPPT iaProne 6%t o3
sehpplathtfions dbsvlooad delamttlef Gedvenload from the Server

20 Registry 38 and installed on a terminal device 22 (and the
AG 14), on an "as-needed" basis. The deployment of multiple
such lightweight server admin. applications 36 enables a
system administrator to manage the MSCs 8 using any of a
variety of different terminal devices 22, by selecting,

25 downloading and installing on each terminal device 22 those
server admin. applications 36 having the appropriate

combination of functionality, permissions and UI.

[0024] The solution of the present invention offers the
following advantages:
30 e server admin. applications 36 are lightweight and
efficient, both on the server 20 and terminal devices 22.
The present invention separates the invocation of

administration web services 34 from the resulting display



Regi stry 38 and installed on a term nal device 22 (and
the AG 14), on an "as-needed" basis. The depl oynent of
woreiosiiploes such | i ght wei ght server adm n, appl i BEI/Canm®6/000606

36 enables a system admi nistrator to manage the MSCs 8
using any of a variety of different term nal devices

22, by selecting, downloading,and installing on each

term nal device 22 those server adnmin, applications 36
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bot h on the server 20 and term nal devices
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special purpose server admin. applications 36, and
leverages the existing session management functionality of

the AG 14.

20 e With security wireless infrastructure support, secure
communications between the AG 14 and the terminal device
22 can be guaranteed. An end-to-end secure solution can
be obtained by placing the administration web service 34
behind a firewall (not shown), in a manner known in the

25 art.

®* The wireless friendly “push” operation enabled by the
subscription/notification function of the AG 14 means that
server admin. applications 36 can be easily deployed to
automatically receive notifications and alerts of server
30 emergencies, which enables faster administration response

time. Thus, for example, a server admin. application 36



speci al purpose server adm n, applications 36, and
| everages the existing session managenent
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i nfrastructure support, secure conmuni cati ons between
the AG 14 and the term nal device 22 can be
guaranteed. An end-to-end segure solution can be
obt ai ned by placing the adm nistrati on web service 34
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subscrjption/natification functionality c

i mpl &R e PP CRtht @h 3enXhtfed e %?I?rlaéF‘é%ﬁﬂd fgndhes
serverf adnotfiapplotatvean B3&r aee palsseasset 6f ttee server

subscription/notification functionality of the AG 14 for
event handling ensures that the user of the server admin.
20 application 36 receives prompt notification of any changes

in MSC status.

[0025]) The embodiment (s) of the invention described above
is(are) intended to be exemplary only. The scope of the
invention is therefore intended to be limited solely by the

25 scope of the appended claims.



adm n, application 36 wi thout the generation and
handling o f a notification event per se . The use of
W b@esutosri ption/ notification functionality oPET/CAZABO606
14 for event handling ensures that the user of the
server adm n. application 36 receives pronpt
notification of any changes jion MSC status. [0025] The
enbodi ment (s) of the invention described above is
(are) intended to be exenplary only. The scope of the
I ngBdiisdn IS therefore intended to be limted solely
by the scope of the appended clains.Clains : 1 A

et hod Gf nenal] IR0-AEMLE el ShRaHAT0500NE Bhe or
nore managed server conponents (8) of a data network

(10) usMRES d"ATEGRANET T ey FEBPIERSSof 8y Afi Pefid'sy network
net wor k (ﬁ@ﬁ)umn‘éﬁﬁr@éﬂnﬁda@ a@thed (g9 seaitdmesst eps

O : providing an appl.catio ate 1 coupl ed t
S Che dat SeRECHor LS, L0V SRR TR e BPSSeTEE BEF KEHEL e
and hostitng the term nal device (22) , the application

gateway (14) being adapted to nedi ate signalling
bet ween prheidigrarianaspridviat gof ZRteand (W) sennigkedo( ke

34) of a da&&a*%te\e@m(11%),a@mh@nﬁ)@élés@gn@t@@ﬁvm
adm ni stration application (36) on the term nal device

(22) , the ¥t PestinFithiestraritgd dppticderon ¥156)

10 bei ng adapt ﬁ&)lﬁ@a@@&ﬁ rc_:fé'tetvbl? t1en Nbeahg deMpbeed (22 netiDate
access an adm nistratiq g
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as to thereby provide a respective server
installing a server administration application (36) on

the terminal device (22), the server
15 administration application (36} being adapted to
control the terminal device (22) to access an
administration web service (34) implementing
administration functionality for the managed
server components (8) via the application gateway
20 (14), so as to thereby provide a respective server

management function.

2. A method as claimed in claim 1, wherein the step of
installing a server administration application (36)

comprises the steps of:

25 accessing a first plurality of server administration
applications (38), each application within the
first plurality of applications having a
respective predetermined server management

function and User Interface;



managenent function. 2 . A nethod as clainmed in claim
1, wherein the step of installing a server

w@ewbn1®L3y ati on application (36) conprises thePGI/€as006H00606
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15

20

accessing a first plurality of server adm nistration
applications (38) , each application within the first
plurality of applications haw ng a respective
predet erm ned server managenent function and User

I nterfaggisel e, @gomftrmw@t fm&%alpdwrﬁl bbpy1fations
applications, a second pluralit plicati ons, each

appllcat|ons%ﬁqq% ﬁ1?¥ﬁ§¥§écﬁfnf {&F%T%?%F ofach application
appl i cati ongidiavi BHe asddsRE }bmxerlﬁagzeoﬁ m@blmtc:rwﬁ; Baving

capability of the term nal  devi CE and |nst r;,g at
SO P the

nter t ma
| east one applicatoi F6ntiHe nd $I°GP

appl|catlonsenmmbhed®emmhnahddeV|ce 3. A nethod as
claimed in claiml1 or claim2 , wherein a plurality of
server aaAtalsindaetrokeaiiprreaRRdAsatss) faee Firstsacred

on Fhe tera%fﬁﬁalqu|§f5apﬁlicé¥ﬂ8%%h9g tthe QE@&I&%&'dQVlce.
claim3 , erein each server adm nistration

application (36) provides a respective specific server
admi ni sty aetlord fagsnciaomed 5n. clrimethod dstigl ai rekrienn a

any onef}ﬁrgifyﬂn%flsefbé% ad &&&Qt&gﬁeégiﬁxggtlons (36)

adm ni stration "application conpri ses
appl i catirénindgile efoPn itde F%?mkﬂaécG?Y%ﬂ? -on the
appl i cation gateway; a user interface portion for

eXECUt I %n OEIh east g_rLarErrr\‘] tnqec\:ljtalm 3, gheexlerint Ie]aeclflflsseerver
interface portion 1s a
administration appllcatlon (36) provides a respective

specific server administration function.

5. A method as claimed in any one of claims 1 to 4,
wherein the server administration application (36)

comprises:

an application logic portion for execution on the

application gateway;

a user interface portion for execution on the terminal

device;

wherein the user interface portion is adapted to
display application data received from the
application logic portion, and to send user inputs

to the application logic portion; and

wherein the application logic portion is responsive to
the user inputs received from the user interface
portion to interact with the administration web
service to implement the respective server

management function.



di spl ay application data received fromthe application
| ogic portion, and to send user inputs to the
wa@ppbiic@td on | ogi ¢ portion; and wherein the apptT/CAa2i06/00606
| ogic portion is responsive to the user inputs
received fromthe user interface portion to interact
with the adm nistration web §$rvice to i nplenment the
respective server nanagenent function.6 . A nethod as

cl %l med Ii rz]neq:hgéi FQS'S c’lamg& ql Qlem SSt egh%’%eg)ﬂq%ﬁ'xgl %t@gg of

the server adm nistration app I cat’i’on
t er mi nal irgé@il &Eng oagr FsEse s pdpsnisftragoom| amdingtidre (36)

user |r“dﬁ”&ﬁﬁeté¥ﬁﬂﬂa9ndé&ﬁdéh@o&§¥fge@agtég§/d%e
regi stering the downl oaded user interface portion and

t he app|dcﬁﬁhtLb6)d3]11{g)gh§ Pes 1100 Bfadd@oaPPdd Gt kRO terminal
gat evay, gh t hat |aunching the downl oaded user
interface pOrt1on on the terninal device triggers

execut | %gqfstgpﬁlga’%ﬂgl &&t)ﬂ %gdg i POh élof’]ac n grtlon and
ReeRos

appl i cat’i on gat eway as claime n
one of cl ai fBe 1aHR}16atl%éPéFﬁ RITE igdndmitdrer appbn:anebn

service (34);a€é}w| 2688&n %a@vﬁﬁnéﬁ%ﬁc%&%&gﬂggéed user
designed to gener ate a notification event indicative

of a predet dFhPHEFSCRAFGER QRdCHhéramintheledendariogers

10f urt her conpkeaﬁsoa 6t efhedhppubSiochi Nggit $BEYESn on the
adm ni strati on, a Q icati 2an i nstall ed on the term nal
devi ce wi t h®BPEIESEPPpa ™Aoot i fi cation function of
the application gateway, such that the application

gateway A kdinepelat-esited isubsgrddee owi e even,
source (ﬁ Eggna§gg ghﬁgﬁfggﬁgglon web service (34) comprises
an event source component designed to generate a
15 notification event indicative of a predetermined
change, and wherein the method further comprises a
step of subscribing a server administration
application installed on the terminal device with a
subscription/notification function of the application
20 gateway, such that the application gateway (14)

operates to:

subscribe with the event source of the administration

web service (34) to receive notification events;

subsequently receive notification events from the

25 event source;

process received notification events to identify
notification events that are relevant to the

server administration application (36); and

forward each identified notification event to the

30 server administration application (36).



web service (34) to receive notification events;
subsequently receive notification events fromthe
we@@ntl1®odr ce ; process received notificati on BUBAOAS05/000606
identify notification events that are relevant to the
server admnistration application (36) ; and forward
each identified notificationsevent to the server
adm nistration application (36).8 . A term nal device
(22) of pacwid@lasseneiank) (d6). adaptad hetwswrmue)
adm ni stration of one or managed server
conponeAfertey 6F 5e‘ﬁ%tteaaﬁof9ﬁtlfafg%‘} o PHE PerRtRal
devi ce maARigheisegvhosiagobyntan appbf catdaon gattvewdy (10)

(14) cou Led ta th dat 1 d, th V\nreless
netvvork T6§er I aada ?ggrre %elg?%sltae% |%g bet ween

5the ter nppaicaje\ﬂnceat@@)y dhd) v@blpée‘ﬁvtm:é@e(@@ta ¥ ywofk
the dat qleﬁtm KnelQ)reille LerygRal 1éi>e\aneeaé239eéi to

wher ei n;: server admnistration ap gl i cation
i nstal é‘&déﬁt? e gpat hitaPedesst &he2 *}rmm{aﬁed%@r%r(zz

adm ni sthat y&h @Qphb@@tmn éaﬁ)ofbehagda&@amaedoﬁm (10)
control the term nal dev to access an

adni ni stP&t F o Wés Q%Yjvci ézféi'j fplement i ng
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conponeft £ (8)° via the applicari on ga
as to therebye pregwiigel aiervespet:?t?i vetb%rSﬁefWeﬁanagerrent

functi on. admﬁ\ltsggm@{ gsyi&ecle#h@s veh 8h Ethtla to

claim8 , wherein a plura ¥ server admnlstratlon
appl i cat i onSeHHEHL 5?% terginp} tevdRet Pt éPnpregss an

device. 10. adutAhiraal ordebCeedd2e @saCligblededdingl ai m
9, wherein__ . . . : .
15 administration functionality for the managed
server components (8) via the application gateway
{(14), so as to thereby provide a respective server

management function.

9. A terminal device (22) as claimed in claim 8, wherein
20 a plurality of server administration applications (36)

are installed on the terminal device.

10. A terminal device (22) as claimed in claim 9, wherein
each server administration application (36) provides a

respective specific server administration function.

25  11. A terminal device (22) as claimed in any one of claims
8 to 10, wherein the server administration application

(36) comprises:

an application logic portion registered on the

application gateway (14} ;



each server adm nistration application (36) provides a
respective specific server adm nistration function.

wda 0061063 m nal device (22) as clained in any BCECA2006/000606
clains 8 to 10, wherein the server adm nistration
application (36) conprises: an application |ogic
portion registered on the appéication gateway (14) ;a
user interface portion installed on the term nal

devi ce (22pser WeHFaBet B ti9ar ihsHANEACEN Rt kOPmim1
adapted to gl S Iay Fpl I cation data received fromthe
appl i cati on“Féuic 68 tion, and to send user inputs to

the applv&h%@“%kgnt}lleogllsgrp:%tterQQCe ?poony Vrele?l 2 (%aﬁge% tor

application [ogrc portionisre
i nput s recefverldy errl heatisar dayr erefateepdiromonhe o

5I nteract w Eppi:h:.eata@m mg$it<:r @BEQ{br}NeQnée{é”s%%dt Qser inputs
i mpl emrent the respective server nanagenent function.

12. An appl FEa’fli‘eoﬁPQéf%‘\‘/ﬁ;Pn( 1ayiadpeptéert ¢'€nabl e
renote adm ni, strat nore nmanaged server,

component$TESY Gi° é‘PBéf%aﬁ%@ng?%c( POY ULt iy ASPRYHMIHVEI CO

devi ce (22) tb¢ wseaw nab@t% reet ok frdf) the heer interface

appllcatlon Q?E ¥o( eéﬁ%gp&iéﬂ'y%e QE nlstr n web

medi at i ng sP gn etween & server adm nistrart o
10applicati ons€8‘69°e| ﬁ@t e legesh 'tfhfe reepattiale deviee (22)

and an adm phsideMeh@nsWedt 1381 vi ce (34) inplenenting
adm ni stration functionality for the nmanaged server

conponents (8) . 13. An application gateway (14) as
cl &Rred Amapbdigati?2n gateway (14) adapted to enable remote

administration of one or more managed server
components (8) of a data network (10) using a terminal
15 device (22) of a wireless network (16), the

application gateway (14) comprising:

means for mediating signalling between a server
administration application (36) installed on the
terminal device (22) and an administration web
20 service (34) implementing administration
functionality for the managed server components

(8).

13. An application gateway (14) as claimed in claim 12,
wherein the server administration application (36)

25 comprises:

an application logic portion registered on the

application gateway (14);

a user interface portion installed on the terminal

device (22);



wherein the server admnistration application (36)
conprises: an application logic portion registered on

W0 b@eapphs cati on gateway (14) ; a user interfaPE€I/CA2006/000606
portion installed on the term nal device (22) ;wherein
the user interface portion is adapted to display
application data received fromthe application |ogic
portion, and to send user inputs to the application

| ogi ¢ PQfreir@in -t ANG WPl QiR rhhe AaRkibgald Qyabegh G o
portion is responsive to the user inputs received from
the user i nEaf¥:fde 2pBtt T OP0IR R &E58EVeA tiForhihe

adm ni strat kppl Wel 1661 Védie bortig eaBattd RenhesRactinyers
server nmanagenent fupction. i4.,An gggllpatlon gat eway
(14) as cl affedS APRIATHES 0P9% &°ATA% ®fErein the
adm ni st ' I 3 CO | ses .an_event .
*Gour e conboaant e e el L AL S S Bt e v
event i ndi chh¢ weest iappredererihddonheiyaiseantnterface

wher ei n t hepappldcabi o gakevwayed 14k fHitNGt ration web
conprises:. a subscription/notification function; and

means for sBBEEIGDIRGIEPISELPEr tRRIMPAPST it sATVer

appl i cat i onmérddjenienist phd®doan the terminal device (22)

with the subscription/notification function, such that

the application gateway (14) operates to: subscribe

L0wi -t héredeRt 1 FBareeddietive (abinmas siamddornwebrim 12 or

service 134h 19 reeekys MRl bihOaldtQBt MENeD service (34)
comprises an event source component designed to
generate a notification event indicative of a
predetermined change, and wherein the application

15 gateway (14) further comprises:
a subscription/notification function; and

means for subscribing a server administration
application (36) installed on the terminal device
(22) with the subscription/notification function,
20 such that the application gateway (14) operates
to:

subscribe with the event source of the
administration web service (34) to receive

notification events;

25 subsequently receive notification events from the

event source;

process received notification events to identify
notification events that are relevant to the

server administration application (36); and



subsequently receive notification events fromthe
event source; process received notification events to

WO d@atiifoy3 noti ficati on events that are rel evanPCt/oALd06/000606

server adm nistration application (36) ; andforward
each identified notification event to the server
adm nistration application (388) . 15. A nachine
readabl e nedi um conpri sing program code neans

execut abl e @BraakDBALh eI AT EDE] hdRh @YEMTERDEGent to the
processor for i Ienentln%ithe met hod as clained in

any one of cl ai M YeE AYN1gRratIRN: GRAtATIAALPoAES) -

system conprising a data network (10) , a wireless
neuwor k A 18kcnidde -2Rphb GAt b8 GRt SURY {4 O on

of clains 120tg 14f-the applicétionwg%§¥§5§§ b%fé%%ém fode
coupl ed FGFRELEXASE R HE VB | SARTPHRer whpelnss & netagpRmable

sand at |Rastsone t6F MiAglerd@vit® (BL) mefndaYa®ne1ned in

10

15

cl ai s %3500%%<p S| ggmg%_%ge7gppllcatlon gat ewnay.

16. A communications system comprising a data network
(10), a wireless network (16), the application gateway
(14) of any one of claims 12 to 14, the application
gateway being coupled to the data network and the
wireless network and at least one terminal device (22)

of any one of claims 8 to 11 hosted by the application
gateway.



