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user's port aP%?s%’Wé@K%ﬂ“ pnether port ps i e ware !99 "‘%i%ut‘ﬂ?br i zed i or t hat user
Advant a- 15 36??3 °°§' e

ntl
zsztf;zw??'ttﬁ *@at‘ ét;ae%f ‘tg’é'“*’”% Lol at?t"t"t*'*‘t attﬂ
n of g user rreadonl
ot ou S48 &°‘f§§ i mm“‘mt%?@“ e

parti cul ar t.hstutai uB bt e T
uri ng L1 o s o Esrroﬁhm.th E%mﬂh\lnh&%b&ﬁéa& AindHet 3iﬂuall¥
user to aLCesavarkead at@ﬁde\ﬁé&eﬁniﬁ&?t wor he aut horization of a user may or
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the data distribution stage of the hub. FIG 16 is a bl ock diagramof an
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requi renents. One data franme consists of a total of 80 tine slots, of which
64 are used for data and the remaining 16 for control. The table shows, for
each nenory nodule TSA the slot during which it receives data from 25

each XLH to bewitten into nenory and duSi ng which itnustsupply data
thatwas read frommenory for breach ILH Every fifth slot is a control tine
sl otduring which the indicated |ink handl er broadcasts control orders to
all the TSAs. For the purposes of this table, XLHs and |ILHs are nunbered
0-3, and TSAs are nunbered 0-15. TSAO for exanple, during tinme slot O
receives data from XLH 0 and rrust suppl y data for ILH 0. During slot 17,

———~ A o~ £ .



30 Slot 46 is used for XLH 1 and ILH 1, and slot 63 is used for
XLH 3 and ILH 3. The re-use of the gpgRsddésgmqS! otfor reading and witing is
perm ssjble since XLHs never read fromnenory and |ILHs never wite, thus
effectively doubling the data bandwi dth of the ring. The control tinme-slots
are assigned, in sequence, to the fourragtlsy the four ILHs, and the cen-
tral control (CC). Wth thes j tdy LA i he control tinme slots,
the control frane is 45 ti maﬁggbnﬁﬁg §L6f§5§?m* The 80-sl ot data
frame ang the 45-sl ot cont Wiiteftoandromme Readdrarhi gnFent eCGonpol20 tine
slots. This peri damesSlohe s fr aflBnd | sST®Ar ked IbYH t h8lot Spurcer ane sync
signal. There is a subtle synchronization condition that nust al so be net
for the ILHs. The ds of a Rl ock nblSt be sent I n sequence beginning with
word O, regardless where iN the rYng timNg cycl € the order was

recei veds To assistOln neetin® this tequirem@nt, thd ring interface
circuitry provides 6? 13 8 S ci al "vBrd 0" Zync signal foreach I LH
For exanple, in the Timng cyCle of Table | & new address m ght be sent by
ILH O during time sP3t 24 (it4 contrdl time Hot). B is necessary to
ensure that TSA nunpgr O is the first TSA to act on this ngpyeddress
(requireent 3 in s§gtion 4.4.2) eve& t hough ,the data tinme slots for reads
from TSAs nunber ed t hr ough Y5 for YLH 0 imlediate® follow tine slot 24
45 Si06e the nu8ber ofltine sl 8ts’in tlhe superframe, 720,
exceeds the nunber g-; el emenyg on the ring, 445, it bs apparent that the
lagical finme slots do not have a perfmanent existencg each time slot is, in
ef figct, Created at Qsparti cul &r phys?cal locdtion o the ri ng and

propagates around tQ® ring until it returns to this |ocatixpHiwhere it
vani shes. The effectjve creatjon poigt is diffferent Jfor data tine slots
than for control ti slots. 50 55 EP O 335 5?5 Bl TABLE | RING TI ME
SLOT ASSGNVENT 5 11 9 l1wite t® Froml Read from To
Control Tinme Slot 12TSA 1%LH 2 TSA 15 ILh  Slot Source 00
0 0 0 01 . 01 : 7 1 7
1 02 13 13 6 13 3 2036 3 4 3 4
3 04 14 XLHO 15 OX1LH2 1
0\ 0 1 0156 3 8 0 1 3 80 1 07 14
2 14 220 08 5 3 5 3
09 16 10 1 10 xXLH1 10 2 0
55 0225 7 M 013 2 ‘0 32 . 6 i 3 14
XLH2 15 % 3 € 0 “ 3 o716 3 10 1
10 1 17 19 0 2 0 2 35 XLH3 18
7 3 3 419
XLH3 20 s 0 04 P of21 0 11 1
11\ 14022 21 111 7 111 1223 8
35 °5 uge Y 255! 2, 1 Iakva
e , 2P, § °, 3 °,°°% 3
24 ILHO
4% 25 S 0 5 0
26 12 1 12 1
27 2 2 -2 2
& 28 9 3 9 3
-

26



0 61

2 55 27

2 13

3 9 3 55 26 EP 0 335 555
EP03ssssspq | LHL 30 6 0
13 1 13 1 32
2 33 10 : 10 10
| LH2 35 7 0
294 1 14 1 37 ILHI 2
3 11 39
05 6 g 0 8 o 41 15
1342 Bs 1 2 13 51 2 43 12
3323 > 9 142 0 4 3 2 1 0
33 104 3 o 30% 3 13 3
34 XLHODLBD 10
5 51 1 1 1 1
c2>3§ 7 % 53 77 14 0 3
36 14 i 14 1 XLHL 55
1137 0 $6 2 2 4 1 2 2 57
2 4 58 15 3 1
38 7 3 11 yvi12 8o 12 0
39 3 3 1 62 ILH309 2
0 335 585 Bl 0 3 0
& ® v 8 O i3 65 13
41 5 g6 15 1 4 15 1 1 4 1 67
420 § 2 682 51 2 3
69
43 o 12 3.4 2 .3 5
4 72 11 2 CCi11 2
45 9 2 0 3974 0
46 0 1 0 1
47 6 2 6 2
48 13 3 13 3
49 XLHO
50 10 0 10 0
51 1 1 1 1
52 7 2 7. 2
53 14 3 14 3
54 | XLH1
55 11 0 1 0
56 2 1 2 1
57 8 2 8 2
58 15 3 15 3
59 XLH2
60 12 0 12 0
61 3 1 3 1
62 9 9 2



75 15 0 15 0 20 76

6 1 6 1 77 gpoassss5B112 2 12

2 78 3 3 3 3 25 79

ILH2 4A.3.1 Data Tinme Slots 30 Data tine slots can be
considered to origing8e at theggowning XLH. Aglata tigre slot is used to
carry I ncom ng data BQ its assigned nenory nodule, at whic Qint it is
re-used to carry out- going data to the corresponding ILH ce XLHs never
recei ve information $om a datd tineOslot, the ring @an be considered to be

| ogi caIIy br oken (fo“data ting slotg onl y) het ween #he | LHs and the XLHs.

35 two ta b|tS|dent|fythe contents of the data tine
slots as foll ows: Enpty 2a 01 Hrst wRd of packet 00 Last
word of packet 40 68 The st word of packet"” |Is sent only by

menory madul e O V\/nen6bt sends the first word of a packet ttljﬂ_ga | LH. The

| ast word of packet" “indication is sent only by nenory nod 15 when it
sends the end of a pa@ket to ¥h ILH 04.4.3.2140ontrol0 Tinme Slots Control
time slots originatezgand termgqate aty the stagion ofy central control 20 on
the ring. 45 The nk hat}dl ers use their,  assigned control slots
only to Hroadcast’ or&%rs to t TSAs* The s assiqgned every ninth
control tine slot. TH& TSAs rexeive 8rders frdmall Xontrol tine slots and
send responses back #g the CC on the CC control tine slot ﬁ? t wo tag bits
identify the contentg_of a control tine slot as foll ows: 1:[1‘ npty

10, Data(toorfrorrCC501 oHer 00 0 Addrest & courft (froma I| nk handl er)
4. 5, Ext efnal Li nk Hapell er The @rincipal functgon of the XLHis to term nate
t he I ncom ng high- spﬁed dat a ?annel froma M 55 deposit the data
In the MNT' s buffer rrermry, hd pasg the ne ssary%nformatlon to the

M NTs central controf820 so that the3data carB be for3varded to its
destinatipn. I n addi4ygon, the XLH term nates an in- com ng speed
control channel that is nmultiplexed on the fiber |ink. Some of the
functions assigned to the | owspeed control channel are the transm ssion of
the NIM status and control of flowin the net- 28 EP 0 335 555 Bl work.
It should be noted t4xca1ibata PiéSlots only term nating the incomng fiberfrom
t he NI M sdTr ansni ssi on Data tilmeslétis ddnlbe cénaidetbd:td ofiginatelabthe owning¥aH. A dataitinteslotis used
and the phase al i gnreearyinemisgdateribitsassigried memaery thhdule, atiwhich point ijis sseusedlogartyeruter |
The XLH uses an onbaingldaia todhesaorresporgidg ldi. SingackliHa pever rgceivi dnfamatignfrem agptatime
M NTcentral control 8@9thembhﬁ@('ﬁ'qmﬂﬂbs@em"vPFR'S*’"E@)'NF‘HQ’"??'QS?I‘?'WM’%W%?F8’6@!-§'§or
provi de the connect iap he central control section of the

MNT. FI& 12 shows anﬁ%\}\g? tap P'ts\f'i"’éWVHP °P'H%‘t§ﬂf the data time slots pg follows:er f ace The

XLH contains the flq ¥ receiver, clock recovery circuit and
descranbler circuit tr(a erdata fromthe fiber. Afterthe data
dock is recovered ( ?{ﬂfﬁe data descranbl ed (bl ock 252) the data

i's \L_I)en g(pnverted fromrE
apamez'

Into the 10 Qﬁ ﬁfﬂ in %%ﬁb@ mq“QQ‘lalgﬁh 15when

channel . Low | evel p[idahda% en@Sfob‘é‘ééit@G\ﬂ. then per- orne on the ata on
t he hi gh- speed dat a £4@5\0&krolTheidés 256) as described in 5. This results in
a data stream consi sT1 CT&tﬁItm%Wldts&@ﬁh@&ndi&hﬁate'Ehﬁe SthtioR afdefitral BEHErkI2b ofl Beding.

t hen goess t hr ough a The lidkthandlers-usé théif assigried cdnkrbiGlots@hig thdrodddastiofien tothd TSASITRE@CC NG
circuit 260 whi ch stieassignddieger aiaitl @sntiorting sldt ThéTSAdaeceivé brdbrd rGm alnebntsat tidie sibtae
conpl et e packet to tanesedl rdsponsesibgckitmthe CC aa the 262ontrbBime slot. 4.5.2 Ring

I nterface The ring i nt &hetwo tag RisKiddntifyithe conterts of la sontnoldimefsiot asddllodmt a from t he
packet FIFO 258 in tfe |Bmiw in- terface to the MNT's buffer nenory. It
provi des % he fol | owitg fDatadeiotfirem CA). Est abl i shing and maintaining -
synchroni zation witPlth®deng' s timng cycle. 2. Transfer of data fromthe
link Interface FI FO°£°0 t"FK‘J’e : E’F“PFWS aflery| ot s. 20

Sendi ng a new add¥ess nal ‘_ - acket is
encountered. it §h

. SAs when the e " y paN,
16-wor d f ber XLH) DS z%?iqﬂ e ! nﬁ'ﬁ J @W 3passtlzeqrz(‘:!:esgargg\iF ?ﬁ (&f{:ﬂt l\ﬁ{é"‘r"scentral

can be orwarded to its destination. In addition, the XLH terminates an in-
coming low-speed control channel that is multiplexed on the fiber link. Some of the functions assigned
to the low-speed control channel are the transmission of the NIM status and control of flow in the net-




to be perforned during the processing of a packet whenever the |ink
interface FIFO beconmes tem poraril ygegibgssgfi s W Il be a nornal
occurrence since the ring's bandW| dth I s higher than the link's

ar.e des

; ' ggslrr}]s;slr] gndrfj1 ?t e. it Ti2oule's8 Toe 1S UI&'EV%{"F f°6‘?(‘ ragggssmn
sinply of waitin " Qic h&"’fﬁ h?ﬁ?@ﬁ "% %gm’%gm "trai" “‘é"’?oﬁ?hat

n use anon he
return to the prgpRg
"enpty.' for eX- o r’?tral t

|d§lh ?ctwltgd
for the fifth nmenojy, |s necessary to ensure that t he

next word actual | y—smﬁs%ffaafopmw d&@%o%ryé:ﬂui&h@'&%c&:ﬁbté?&iﬁ:ﬁﬁd&d
the overal | sequengfcovdiatafromthefiber. AfterthedattBbdkisPdcovbitA (Hidkds ind 1A ddtd deBeradibiddN e
XLH i's responsi bl eploai252)am dfiisthin2Envbrea floi@erialtb parklielahd-§amdifiblexad (bider263) intb B

t he headas i nf or nmekighspesiidatd thafmeldnd e WShedd@ate thansbl. Lew 1évarbrdtdcbi prcessing is thbn per-
control 20 (FI G 4ipmed oibtha déta bicthelitigh-dpeaiciamshangel flock P6B) sscdascribadrine§saThicvesults ini S
being transnitted @datddteam cangisting bionly paciietidata./The stevai atyaciet data thim-go&Bhrough a first-
posited in the heaid#€rst-but (RFQ) Giiue PhSito a datessldwrmypirauit 260, which aideris the hérdeniiitd-the header
processor268. | n tFFQ 26fcand sends the epmplete packette the Xkidls dhadrterface 268n addr ess
fields, which the £&ARinginterfaget rol will require for routing. In addition,

the header checksum iT8e Gngrinterfase;262paisreantvols trepsiar qqﬁ@é@mftf’%‘?aé?f FIEQ 258 o the Hakdn;
corrupted. The hea@ﬁ?“i‘%f“bﬁ’"ﬁ'ﬁ? P'dﬁ?”i“%’"‘t’hd!r?”pf’&?ﬂé%ﬂj@’lﬂww fuRctignsaenory bl ock

descri ptor (address bﬁﬁfatf:'e g th . if"’" roq! F'°Fr’é! 5 9 8"‘ ﬁ@"”t@entral

coqt r ol 20 (FIG 4). :? e;s r ?(;;m ‘:P'" rf? sCentr

Con&r_/ol ere are on dthat n thI‘l o (per Ihave
control. The XLH CB% dur] ack( f%?er V( l-a Eﬂ’g?’cﬁ stem—
wi t h bl ockaddr esse A}f}j is “ cet fﬂ.@ Rader

i nformation and ne gs.gd' H& 1%rAsh gg& ih t4afan€
bl ock cangbe route reEﬂls'ﬂh&ssreQﬁtﬁﬂréMdn%sist (ﬁgnj; ﬂﬁﬁﬁe a?a‘ié@e%orﬁer a"vallable and forfhe
subsequent |y pl acegy @return to the proper wordln! ﬁbJr,'rd}gdn&%e%r{}dniﬁgtnh@&été eRp§." P&t x-

upon receipt of thanﬁadthesﬁofzsmmaywﬁa.quencae&mé’d?&mm ebty Roduldid foas
with the central ceikis@bcestaly t€aisirb Ot the HextMoRIactubliy ként §ded thithsk dbridrP@6duROR ordérS
to the appropri at etophesrveticovarall édageneent ral control. 4.6 Internal Link

Hardl er Bhe intern&b3lcondsl handler (ILH) (FIG 13) is the first part of what
can be considered a dhstonird pértin offe XLH is responsibleifor cphabishinig khe free ack BIRO 2T0epd pass-
in tinme this dist rhbthbechdbnimmmammaelr paciehepeived todhe MINFa pantralgbrirol 20((FHS. 4
path t hrough the sw a particular Phase Alignnment and

Scranbl er circuit 290 mswe tinea ppokelds heing trarsavitied aithe fingsibe header offhe packet iside:
the PASC*hat is actRel @F%%tmmsutweumrmmssmwsser&ﬁs In thigfead-
signal s over the retﬂP‘i‘?“ﬁW%‘F“ﬂ“‘B@“ f'%idst‘ﬂ“"thltf@°N|t'ﬁf°P‘i"E9H‘\’"l!’ﬁQ!‘"R/f°N1’“"“¢he

: if
i oh F et ven oo Do s ey "gﬁ‘f"’% e T
o that NNM This klj!'.sﬁfnd" e o the pe ﬁ; f%r |s necessary sinc

did notalign all of Lhe f A ' To70%ul L,,E' ﬁé’:ﬂ:ﬂ;r{ %orﬁg‘%?
reference clock, inf ,rrg,tdl gﬁssregzgegué{. %bglb,ﬁ ntro,so
changing its phase atﬂﬁltﬂ%'bfocl@éah msﬁtolts?&stmatﬁprhgblﬁid&é'éesﬁlesﬁ quS‘te ideéd dnON
of the I'lél with the kég 1bSy iy inidiale 262 YiFondecdipt df Db addreds flor® Eontrb) 8eqtibdder 272 &othl H
receives |ists of bl mekcRacwiththedentrdl c6ntroll dreccariid biitadber (k8 From IXLH prdedsor REIE the
bl ocks from nmenory, appbpristecsastionsdf thd céitval cdatioh over the serial link to the
switch. As data #$Iinteemablinigthnflerom nenory, the associ ated bl ock descriptor is
sent to the centr alThe intermablink sangieniiH) (@ r13)je the Sicst partaof what eantble ocrisideradha Dietributed
returned %o the {nkcontroller. At ainydnstantins timeTthie distribitedi lifilf conteollnconsistsipa pdrti¢ulaniLi lacpath
the ILH perfor nstmglsfbeewiah fehdanda #@dﬁﬁm@,ﬁgm anth Scrainhier cjseull 2BHEASCIe The H
with additional PAJSEPesrribed ig sectiond:1. ivia the PAS@thaflisactually responpible for thetrarsmistion ofiept-o
conti nuous st reaf?F'lsfg“Q!Fe%’P 'é?da"“'?!! fiper of fjbprpair B forthe NiM fram thg MINT. The information thatjg{gans-
link int erface 28y “e sfg%rfhaMAt'f* ?ﬂayw?'twwesr-mutﬁ%ffuatameﬁ fythe ILHs

? k lee ath fepgths through the
Gata o1 sesclty ﬁpggéwf AT T e
rate S

pat h™l engt hs throug

i nterface 280 ( e, o Me '°"r° e 0ging 182
the link's avera e d ‘the |ink |nterface cont ai ns a FI FO 282 to
provi de speed matching and frarre synchro® zation. The data |Is received from
M NT nenory via data ring Interface 280, 15 stored in FIFO 282,

I s processed by level 1 and 2 protocol handler 286, and is transmtted to
MAN switch 10 through the parallel to serial converter 288 within |ink

Interface 289. 4.6.2 Ring Interface The ring interface 280 logic controls
the transfer of data fromthe MNT s buffer ‘menory to the FIFOin the Iink

Y N M r 1



20 1. Establishing and nmaintaining synchronization with the
ring's timng cycle. 2. Transfer of gdqlasbds@q the ring to the |ink

I nterface FIFO during the proper rlng :a?:»ne slots. 3. Notifying the control
?rrermr bl ock) IS recelv

section when the |l ast word
Sendi ng a new addr '%“%“QH' t'B'b%ﬁ'Ee' H’f"'"h‘b%\ ASGP ’“ '-H The ILH
203, ..., 204 (FI ceeiypplis

| ¢ t (Tog i
d f h éniflg 6“29?’ ?ﬁ is recelved from me |
Cond. o0 o ek ety e F LD e e g&?ﬁ%éﬁ%re
that data words ar ?her:%jm tﬂeﬁﬁﬂ#ﬁ&%l mmﬁ&.ﬂﬁ&ﬁﬁﬁﬂo&&.& dtheShs

Thus, mai ntai ni NglaRH ISHAH {Hné%blmgb thL ﬁgﬁ%ﬁﬁs%@rﬂﬁdt §mtiédfm Yorftihuous
Iooklngfor unexpesnt #desfeidt v aatlne 3 Control

The control porti @ Qlinkidiéabd-H. contr ol I ed by sequencer 283 |s responsi bl e
for proviedi ng t he TT g ihKineidce 289/ drdvidesth@sdfialthafshitiePlofthé dateuharinicaty ik rarshitted
processor |ink | ntied frantessyabhirbhdue formhdl Contpatitile with tRHK dalifonfiat destiiat BAE5 S b Bakin
i n address Fl FO 28&received frény tha fnglilterfacezadr(sbe below)tasynthranoaslytane atjairaie soae@hat highek
i n- terface when hhanthedinkscaverageaiata rate; theiliak/interface camtaime A BIFQ 2824n drovidd spéedinratphingn e
central control 2@ndframe synchrpizatios.i The dasé istréveivéd fropl MINT mekory sia datapihgibterfacg 280,
4.6.3.1 1t eract i ctoregiin FIFQ282; is pioceSenad by level Thmwk2pralacel hardley 286handds tansmitted to MAN
i nteractions with switeh 10£hwepgh the parsligl to serjaliconyprter 288 withln énkjnterface 289t s of bl ock
descriptors. 2. | ri8ARingiptesfass nenory manager of bl ocks that have been
retrieved from nenpr yhe riog inferfacg289 | ‘1°PFE°'S§ tfac‘!ﬁe"PE‘ﬁ‘ffé’é’E“ “&d‘ﬂ'ﬂﬁs brEferARARTOrXApER)
al_ bl ocks have bé:éF 'ﬂF"&H@ﬂ‘i‘”?’f"éﬂ“ 'd‘lsﬁrgﬂ%' t'?"l"f‘ﬁ{' , aII of t hese
e i

P LRplishing
egract oS, L on TR on e 'é'{ig Wﬁ’e wae

XLH, the ILH uses it t&f#f%gmgﬁ d'he"ttj);vgi E 9%\% SORl 's:(é:}}
and | engths) to the.ﬁ% ¥ %mu &Pli:ozé l{g
however, ,f hey will i GhéLh S

i f agﬁ'hﬂ W fhn@mamminw

frommenory and pl agidigatd mﬁimsaa:mqaeﬁélﬁﬁﬁ

I's significant and QgffdyhenRRBatibhf thidlERE bonsibt g foMuhexp d%ﬁ;ﬁ@ tnﬁn@c
TSA before noving ongelsd the next bl ock. The TS,E\S aI so provide each |ILH w

regi sters to hol d 4d@coneit address and | ength, so that successive bl ocks
cabe teansm tted WThdtontiol Ehitjoh of tiel IKH)cantriiet By sehudnéenEB3lis?esparabieltir protidingaiie ring €
| LH, however, and isterfaeswithdBek degdriptors soeiveld dlia the protessds iink intet facel2B4frdn{the central control
TSAs until there |andetedtharefrawimaddressFFOR8s knetifying i@céh88 comdrobvantpbe processr linkiiin-
refraining tine arterfachehedibfofishavedeen retrieved froninemérprand eotitying the cantiel defftroC20whea |
Control FIG 14 Idmsmmkftmf&g'r%ﬂwbmmnlm central control 20. This central
control P& connect ed-83! Inte pl Ceatrahf the M NT, the four |LH 17s of
the MNT, to data conc’é‘?ﬂ"’r%ﬁ‘!Wytﬂ%baaﬁd't%@‘%’\sf‘"ﬂw‘ﬁw%wwl‘1°PF§" ‘55

switch control1 ‘“Ff'@“? ck dep an QOA&M centr al control 352 shown in

FIG 15. The r% 'i"'a% W"FPF@‘"@&H???’;;’ gt F‘H’ qﬁ Wi | e|_
f t. be d i
pr E%deene'r%%q‘ﬁ *Bm%ﬂ? 8 48 Py gveafffa?sna“:'%}niﬁ“a”& a?w'aw% S P conr

i ncom ng data t ey M Nl TEBR Wk TsisH 16 comunicates with the M NT 30
EP 0 335 555 Bl centray; EE%E%EWJ %ﬁﬁ e th Sntrb Qﬁt%%‘é 9E|o&d@§c?. Bg Jdgregsea
stored in M NT MenDhyqgm@iblinb PEALHSHRS TN FécBivd criBt%F arl IBH, [hBw: fir-
Vemory manager 302 Qhedllel befiRbdiRY thé BEHkin Béifgahddutainiths nEHr b (onbiR
recei ve infornation flefddfom &R M i si M RARd detPhREIRS UM erdNworlid hat QAlIdd 36 d bl Bach
message stored in thigadefsi Motiyg dhltOmE Rextifisek.ThE NSALlsb BrovidhactPIDH wftiregidtéteto hold
rel eased nmenory can thenekiidarest.andlength, so that succeddlve blocks eancbe liraILHI RE wiltholit gaps. Flow
recogni zes that the contrabis the edspamsikility of the 18, thbwévirgank @ hevadgsexiptor shiolildinot bé ddnttathe
been queded in swi tcﬂSAdmtﬂthqatsumt@&nbpthmd@bﬁfakmW@sqhmmﬁnﬁtlmmd
each possi bl e dest i ribe ditfanenki Wiranpmizaien raesager 311 sends a request to switch
setup control 3187 MTGenteabGentral connection in MAN switch 10 to that NIM The
request is stored iFif.dhisabipckdisgragatNiEcantra °Qp§P!2@rThisy9"tfamnt@!L'§°€(ﬂn@§fdP°eth9f°ll§f
switch setup corXlittiBs ofthe Mk, the fqyrIbid {5 of e MY d%&@"@d?ﬁ*?fl"%ﬁ@ﬁ’ﬂ“@ﬂé@é%°fth9
request s®accor d| °'I‘i9"‘f‘?‘1 {Sep FiG, 7).anq tg an DAZM ce '|°P rob}pd showp In1G. 45, The relgtignshipg N

switch 10, speci® ?%’p 'F’G'@OW‘PE*“’EUHW'UI’S‘ ﬁcen rator 36 For nor mal
| oads, the queue

nof mal | y be nadegya{ ‘?’?ﬁ%&f%ﬁ?@l’"&ﬁ% 'WL % °°'B'r"5 85 tE PNle
appropriate MAN switch controller. For oseer- | oad conditions, the queues

318 and 312 becone a neans for deferring transm ssion of Iovver priority
packets while retaining the relatively fast transm ssion of priority
packets. If experience so dictates, it 15 may be desirable to nove a
request fromthe regular queue to the priority queue if a priority packet
-for t hat destl natlon NI M | s rece| ved Requests queued |n queues 318 and 312 '

L, y"



an MAN switch controller 140 (FIG 7). Wien switch setup control 33

recogni zes that a connection has be@pmgmlmshed in swtch 10, it 20
notifies NI Mqueue manager 311. The ILH 17 receives data froma FlI FO queue
316 in switch unlt,I 2. fugue

%’ﬁto%lmd'ud e Qgrgaer MIRCThebrBry! sh6 B ol
o ne merory o dg o Pl oy e Ei

EL aﬂ ILI-m&[:ﬁaspﬂ ss

to which that pq&}gg en'néryBlG ﬁastan{h%me 'tha ﬂ»

causes |lH 17 t 0 DPippbn dubud méhagpBH1 rétd (h§t)th4ﬁ?st‘ﬁ@t@19rkﬂﬁ psrﬁoutar ﬁum t
data for each papkfduehiddHBwitBURE Yuedss 14 uhichicbrtdins HEO qliblRs Ms'fbrga"—bh possible dedtii&tion
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menory bl ock. TheeméhHndnagen 362 of tha ety dfit blocksteherndiglthbtitan halbeliréléagedecause the
al | ocat ed nmenor ydatatias bdeetrpamited. t 0 t he source checker 307. The XLH manager
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fily Htv*g; ,{ff a “¥ ey hirg kpack
n na

net wor k nane, an
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menory to the var| ous XLH rmanagers 5 31 305 for allocating nenory to
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m nal s added to the network, -the nmovenent of logical termnals (i.e
termnals associated with a par- ti gploasssss®a) from one physical port to
anot her, or the renoval of physical term naI s fromthe netvvork Data |s

al so prOV|ded fr I 52 €
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Comuni cat i ons Cor¥f Bate sazamblinhUnsered §dod traddiipredendy for tiodk recdveny. her dat a rat e
(andfor- nmat) t a2 MahLibidDdseriptioneadd Reasdiiild Wi | | cone from the specification of
SONET, a |ink | ayeFromyapedenmance paint ofiyjefvi theffasier ttadihks a@dfrerbattar MAN willmerfdrm SThis desire
Corp. for 150 W?V%hﬂh@tﬂﬁﬁﬁﬁasl%@'al'q terhppred hythe factittat fgstey Hinks sapbmerg. Ageasonpble
Level 1 Ghk For rifdecfipstwopispaed ang post ig oaise LERrangittere(iks the ATHT ODb12AR) @ndypultimode
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Asimpl e 16 bltshlftreglsterwnth paraIIeI can to transntt and a
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every 109ns. This 10 approach nmakes it possible to | nplenent much
of the linkformatting hardware at conventional TTL clock rates. The word
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5.2.2 Level 2 Link Format 15 The link is used to nove
"packets, the basic unit of infornmatgpgessesssdfer in MAN. To identify
packets t he format incI udes the specification of "SYNC vvords and an

"I DLE" word. Wen : re belngtransmttedthe "I DLE" word will

fill all of the th Bﬁle%h REls. RR cﬁdotn ot
reserved for other 9&&3} ol répe |¥s|s s0lsR i

and a trailing EN[%W ‘:f saqueh %%48!&& Rts. itic o thi@ FhSt vibrd, th
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unr easonabl e rest rghtbdaturedrthé FHXSIRANARES usigk Much BB RAdmBIEBDRSHIRSgIEBIRth fatallel
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inserted if the dakesketsathefogpa t‘?\'¢d°§'6&?P@€f'?9§°"§F" NET w@seg%a"t'ﬂhﬁt'wﬂé’vtﬁ"ﬁ p"ﬁ Tt a
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pol ynom al that isgds

ensure good transi $thé?§be Sl%nldtﬁé"|5|SE5w$r5‘Q‘mQQ&rHEtﬁ#mdtﬁ‘aﬁé‘da}é%y%@éhbse%eda&@oﬂﬁéysﬂm' S
scranbl egs (€. g. 3icity of nmplementattbh Orhls profieel réguifas sitnpler, ivkiYpeddJogic'tRHASE Vedulirbdor bit
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data actual | y bei nigsertedinthatisth @ek.of thé source lisclighkiglessaneh titkdinicdatenddlecr (€. 9., bl ock
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errors w thout havenalofthe datadn the packeh exclidiog anymbsiciakwords ke "DLE" that may needo i insexied
Speed Channel s andinfeciafa@tsenm fo traReparengy|or efher rageons.cihp pelimomish ters isjuged th eomputp éfe - 1
format are used fofREwerdisdhafROGstandasd. t hat carries packets. Additional
channel s are i ncl uded®@8ppurerascq ﬁ’?ﬁ‘ﬁ"‘%‘y’el}‘&f%ﬁ‘ﬂ"ﬂg“" t'?rea'l %fr‘h"\ﬂéfad%s%"tbﬁﬂf%he
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transmtter whethepdags. Apdckétbelimfingéchsivefinifaitb thatsedioh the Prinfary data@hdihél is@Sed of these
desi gn ofsthe N M lof rdid thlinnblB.ThEdekdicated words tHafinake up low rate chahhél caf Bs furthePdivideld adwne
to absorb any dat aintolilividua bits fervenyidwibackwidth ehenriels like'tise flolWSoiitrobdhanmiel Ti@iflow control
actual |y stop- pi nchaadel ieuseli bmthe MANELUSL (betweendiscEUSENd thENIM) td previde hardwearelavetfiow
be stopped either btwtroickhaflgrerohted chanel (bif) fromithe NiMiothe EUS, indicgiesticthe EUS link transmitter
transm ssion. if | whatherérgetitisaiipwediokrensmit mpre inforrastion. phasiesign ofiihe NIMigsuchtkat spffieient
until fl & contr ol stpregeisgvailatiie tpabsphany data thatis thnsiited prier fodie EUS transaitter astyallyigtoph e
m ddl e of a packet Pinq affeflowsertrobis psperted. Rofatronsiaissivg can be siapped pither befveempastateardn v
and start sending EWE"“B}?&%W&WF?’E‘E“'%EE”WS“ PFPH°§ '{'35"9"* packet will not bg ggat until
word, like all othHgwcontdis Ragselipd. [ flowgontrgis ofifRagket. itisy ES&FVS
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the fabric, it is not possible for all paths through the switch to incur

t he sane anopunt of delay. Because the variations in path delay between
dlfferent paths may be nuch greater than the b|t tlne of the data 90|ng




6.1 The Phase Alignnent and Scranbler Circuit (PASC) The unit that nust do
the synchroni zati on of data com ng f@@msmggw' tch and drive the outgoing
link to,the NIM caI | ed the Phase Alignnent and Scranbler Crcuit (PASC)

<(31F : O;;r tzgg : ﬂ?ﬁ% T}, '«Lg: :ﬁta}a%ncofthe L;EE?}: Febmﬁabgg{:é %I ital si nraf%%ﬁ c?agtazg ock
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di stributeed | iTolusdithiadiig bankieidth tshiteh ft der theadforel esnessiatydalvaryiquickip synchaeriize deta senitg auh.
The | LH cr eat exfaswitgh mmotheblqurbphguqsaft:tmwnplmmuwnktom'letm data is inserted
and transm ts i t6.%The 8hagh Alidnmert aiy! bler Gircl(BASC)The PASC aligns this fram ng
pattern with its ofke unit thel must dedhe synghronization efsiata gorping-framhe syyltehnend diivetthesutgoing
channel and t herinklethe/iM eal! ﬁe"h?&? Aligpiyent and-Seeamblesiitsyit (PA3L) (block 290, FIG. 13): §ince
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path is dEpenderﬁanQﬁhs‘it ugh e kb &o‘é@f\S@tThOﬁASd‘allﬂﬁtt ifypattdrh @k 5N RERHG
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The architecture of the NIMis depicted in FIG 16. The foll ow ng
subsections briefly describe the operation of the NNM 7.3.1 Upstream
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O her "standard" link layer functions |like error correction and fl ow
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Format FbG 20 showﬁnetéaﬁte.tst EUS td\EUSTheldip B380&nd !t HBBder Chiek Mfence 628. The header is
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total LUW of infor °a6e
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for special processing, hiheMNEthedastingtionjaddrepswill bp uged todptormins adeatinatian NiMderiauh.
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ing the message. In the destination NIMthe destination address will be
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particular LU transideliiteing sent, the Ppeket Sequeneadsimberispuldiwkdprapundyifien bWl ength,
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header becones seiperatidn butdtiedSers autide tibpayréide parinienishduldmbibe Mbinberd dRtheldittudNietVIRKS
10.1 Ceneral A ftbesydl degarimsnt Mibal natwork sindedhely ghatkl hibt haveciccess fopayrolirecomiben | t
can serve a | arge Mhetbgrprapdusarsethdd of source checkingiamd the m@hatof muting ampdhaamatigement$
custoners is | i lwdichperitiheMAN syetens tasupriod r lagge nuratiesof viftualisatwaskswhite prayiging areoptimum
protecti &n fromleretof proteetion agsingtivinanthorized dain accessykunhesithe arangemgntahiprely tha il pre-
virtual networ kspendsithagiseraprt togvey pagket| givestadiiitionplprotestianfapainst aspesp efia viskyel network by
protection, i ndmuwatoﬂtséevesbm °M@9§|aﬁ'ﬁﬁh access to a nunber of vi rt ual

net wor ks. For ex@#Ruildingtlpthe A & bay ny ma be on one VI rtual

all% ﬁ'“ i ﬂl‘"s'ﬁ*“’ Wat'def

-A

negwork and the
vi rigyal et wor k. cadtee g,

both of these vi ?stpcﬁ'%m

i t'f%so,gmatgmﬁ o
s BRI g{ eﬁ: S

network g nce Mﬁ‘plyﬁmﬁ r seFr%Feﬂa ni &Gh ein
procedure met hOdasQlevSPwu é’ru nQQb WVouldi B hé?éio&ﬁﬁtJf Block of
arrangenment s Whi guho@¥€ to'Bath gmy;tecz ﬁume@tsepelr asre&&o PAHIARF Shes i thesél 2l
networks whil e piames. qthdte/emupaat.semma% gns virtual netW&¥&tb pétficuldf AN Grbipa) Firdlyh B!

unaut hori zed datpeupétusss has trelbuthbrity to ciebite obdestidy@MANRLppdtRsei2Y siich 8s dWclrbriid “Gellow
péads the user pags" sérdiceRepHYy2 fpetussr assigny @fid AN hdmes frorh the blodkasdignedito &g aaiGar
access of a Vi r tusedcomminitgrakd dssigesphysial Holt@rdeasaestiictions where pppeapeiatd.imayidition, asipag.
10. 2 Bui | di ng U2 suber ugen hdsdie authbiitpto rédtricbacBms to cbria@ virflBl networks by setsaxf merhiwers of his
adm ni strati ve cwstomesicoryfiunithe MAN net wor k. Adata base is stored in disk 351
20 accessed Tyred supse peersi win aremefly paval in aythority tofype 2igupertusers have tiieuihpity
system 3%0 for é&S'HGMAM"ﬁ'ge%s%mﬂﬁ" vigugh patwerks: U°tathﬁfég¢hﬁ°?°é%1@6§t!'¥ berginted by a
| arge MAN net V\or‘KPe"GP&W iEtheMAN namersiype é“P&"&Prs'F?#“B‘t’Rdé'EFW fame ugar B sapabjlity
arrangenent for % WHFQ&{% PP’é? p'QQﬂaﬁr?B“!bif‘ uest s Th| s.data base

; Th s.i wor
s arranged so t%?t % ?;gcr %l Bt£ ? ﬂﬁa@?ﬁgg rr{g’lg gTsebvéoegﬁ regsang num-

wh h
tyIp%E E)f sug(ra(ra udsler@sr o 'lt:':sb Niopahih é?rﬁ?“StY%e

b fiki }g{ t&pﬁuﬁwﬂ M Sl e o 01!
Gaer, referred t(em%ﬁ@wmn;% o %«‘,ﬁwfus Rkl dem byasa’teg
bl ock Of NN nane o e e oo B hutpe RS RE t;esuto

each usews group aitidniza3et GiaSiok MBBrodp il e rejedBd BupHRSdrs bEVE Bthdrify 15 8idri & R Eheir
ones of these najigp andthér graipSin tables SHORYTS. SHRF usdlsRo ASVE tHY BGthotky thrilfbir uBG toRuvk &
to particul ar Mybugfonteble 375 Mtdlthepist chgrotpé 363 o tipWpaigrousatithohaaGon thife 601 ThGE, Fok ¥
to create or deSissrayamedsiaioutsigdroupbuset st feonthiothigraass vduRihveds avthoriyecthib Qosess)
page service. A 10\8legi®Pocgdene user assigns valid MAN nanes fromthe bl ock
assi gned® o the parAtiogioktime, awserwhelmsperipusly beenadprarsistely authquibedsicepeding teihé areeoge s s
restricti ons whemnentsdeparibgsiabevecsendsian iniliefilagingequesi messpge t0the MAN netwark Thisanessabesis
authority to resdeptined neifor anyothetuserchut fer e MAN metwprk itesifyfeffeptiyeliy thizmessagsfis ameatias s
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Nuner ous ot her arrangenents may be devised by one skilled in the art

w t'hout departing fromthe scope of Ebhgssmgnt ion. The invention is thus
limted only as defined in the acconpanying clains. 45 APPENDI XA ACRONYNVS
AND ABBREVI IO\IS g;aNatwork Fi rst St age Oontrol ler 50 2SC Second

St age Contr%ﬁr ACK namic RandohASAR %g Address Resol ution

Pr ot ocol Al RFJ: quest BNAK Busy Negative
Acknow edge g CCgnd User syste n ra Control CNAK Control Negative
Acknow egge giblet End UdePIDAK (Bdnndigd NiRITakd Cycli c Redundancy Check
or Code 50 ggpEP O BRhtEndb sdpNet ta Network DRAM Dynam ¢
Random AccesgoVenor Firdo¥ist Out Direct Virtual Menory Access EUS End
User SystemrNAK EUSEabric BlockinNegaticenckrowiaige( Connects NI M and UM FEP

Front End Phlocessor Intdrkalink (Connedts MIBIT ahdMANS)St CQut FNAK Fabric

Bl ocki ngroNedjat i ve AtlenmahLigdtpadiérL I nternal Link (Connects M NT and
MANS) 10 | M InternehPretocch|  Li nk Handler I P | nt ernet Protocol
LAN LANal Ar decaliseahistvork U Long User Work Unit MAN

Exenpl ary MbUWHpol i Leng Userdoridnitvor k 15 MANS MAN Switch MANSC

MAN Swi t ch Ok roI | ExemplaryiMetropolitan freadjptvorknd | nt er f ace Modul e MU

Mermory M#ha nt  UNAN Switgh Negat i veAcknowl edge 20 NI'M

Net wor k | nt e "e" Qperation, Administration and

Mai nt enance C me"‘“l“ﬁ tg’ﬁtﬁﬂt and Scranble Crcuit SCC
Swi tch Cont compM i geme" hort User Work Unit 25 TCP

Transm s§0i o§|:2 ntro R(ethﬂ&% Time Sl ot Assigner UDP User
S

Datyagr am Pr @°!  UoNl ration. Admin eModul e LW User Work
C Phatt Alan g,;tggds%mﬁéﬁia{gegr ation VME[err] bus An |EEE

Unit 30 VL
St andard BugclAN  switch Ext ernal Link

(Connects Nig\Mwio M ¥iart ggerworkum Ext ernal Link Handler 35 XPC
Crosspoi g Gept r ol | qfandshistioRBorftfdl Prdtoco® NMEt hod of obt ai ni ng securi ty in
packet trans8assi On Tine®r6t Addighétput port to an output port conprising the
step of. inapbrdi ng User®abra Btooclacket an identity of said input port
transmttingidai d daser InafabeModulHARACTERI ZED BY: including in each data
packet an i davitity &berdvogdintce user of said input port transmtting said
edch 45 % VLBlacket Very Large Scale Integration

VME® bus An IEEE Standard Bus

WAN Wide Area Network
XL External Link (Connects NIM to MINT)
XLH External Link Handler
8 XPC Crosspoint Controller
Claims

o 4 1. Amethod of obtaining security in packet transmission from an input port to an output port, comprising the
step of: '
including in each data packet an identity of said input port transmitting said data packet;
CHARACTERIZED BY:
including in each data packet an identity of a source user of said input port transmitting said each
45 packet;
checking for each data packet whether a pair comprising said user identity and said port identity
has been previously authorized.

2. The method of claim 1 further characterized in that said identity of said port is supplied by said data net-
50 work and is out of the control of a user at said port.

3. The method of claim 2 further characterized by:
a destination user logging into said system with a login data packet comprising a destination user
password, destination user identification, a destination group identification, and a destination port iden-
55 tification supplied by said network;
said data network authenticating said destination user password, destination user identification,
destination user group number, and destination user port number as being authorized to receive packets
for said destination group and user;
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checking for each data packet whether a pair conprising said u

and said port identity has been pre¥P@333855&1t horized. 2. The m"mmm"”m’”m
claim1 further characterized in that said identity of said

suppl i ed bypseti d dapata Rétivork 50 work and is out of the control of a user
at said porpRAM TheDyimamib @andoin Acdess Merdory Ur t her characteri zed by: a

desti nati orbuMer | oRjgpetirtualManopehadessystem with a | ogi n dat a packet

conpri si ng EUSlest i nEndiUser Systen password, destination user identification, a
desti natd orEUfiloup i Endiisprilink{Ganosets NiMandUIMest i nati on port iden- 55
tification pI | edFrbry EsdiPracesser wor k; sai d data network authenticating said
destinati orFiEBer _pakimshipFiet Oest i nati on user identification, destination
user group err'ﬂ) %ﬂ‘?f??i%‘f‘?ﬂ%ﬂq"ﬁrf‘%ﬂw rt nunber as being authorized to
recei ve Pac'k ts for'“?‘é‘?‘cﬁ"ﬁ F??E?t’i"ﬂ ad MNP and user, 51 EP 0 335 555 Bl

« c IP“’ nal Net wor k DRAM Dynam" ¢ Random Access
Menory DV aI Menory Access EUS End User System 5
EUSL Useﬁ% ects NNMand UM FEP Front End
Processor I% OF rk NAK Fabric Bl ocki ng Negative
Acknow gglgey MAN S erna nnects M NT and MANS) 10 |ILH
I nternal Lipkyddand ,ﬁgwg{;‘mhc{mm“e, Internet Prot ocol LAN Local Area
Net wor k LUVMNT Uéhhtidy AlriOrteridbs Moddli t  MAN Exenpl ary Metropolitan
Area Networgmd5  MAdwry Managenlédhintivi t ch MANSC MAN Swi t ch Controller
M NT NACDry amMedativaiaeknbwedge Vodul e MW Menory Managenent Unit

20 NMgat i veNelwdrkterfeabModidéd NI M Network Interface Mdul e
OQA&R QABM at | oDperatiomiAdehipistration and Maimtendsie nt enance PASC Phase

Al i gnment afASCScr anffiage Aignroent andS$@@mble Circuit Swi t ch Control Conpl ex SUWJ
Short User $@F k Uni $witglsContrpi(Gomplex Transm ssi on Control Protocol TSA

Tine Sl ot AAMWYner $hopUserWorkUnilser Dat agram Protocol U M User

I nterfac® Midul e Uvfmnsmission ContrelPrajgeplc Unit 30 VLS Very Large Scal e
| nt egr ati on' SAVE] er rlmbﬁ'gtmﬂﬁ"ef EEE Standard Bus WAN - W de” Area Net wor k
XL er nal s NNMto M NT) XLH Ext ernal Link
Handl er 35 C User "° ?nt Controller Claims 40 1. A method of

obt ai ni ri ty Ver ar o Ie}nge U ssion froman input portto an output

port, corrpr\mé@g{th& ta ard ‘ngudl ng in each data packet an identity of
sai d i nput gal d data packet; CHARACTERI ZED BY: i ncl udi ng
in each dat;a_ packetE,@g?nd| ﬁ,p(bbﬁngctgﬁ,momce user of said input port
transmttingsai d epgdindfbink HandlePacket ; checking for each data packet
whet her s padd  CONPEbsshéist Comtdleruser identity and said port identity has
been previously authorized. 2. The nethod of claim1 further characterized
In that said Identity of-said port |Is supplied by said data net-

Claims :

40 1. Amethod of obtaining security in packet transmission from an input port to an output port, comprising the
step of:
including in each data packet an identity of said input port transmitting said data packet;
CHARACTERIZED BY:
including in each data packet an identity of a source user of said input port transmitting said each
45 packet;
checking for each data packet whether a pair comprising said user identity and said port identity
has been previously authorized.

2. The method of claim 1 further characterized in that said identity of sald port is supplied by said data net-
50 work and is out-of the control of a user at said port.

3. The method of claim 2 further characterized by:
a destination user logging into said system with a login data packet comprising a destination user
password, destination user identification, a destination group identification, and a destination port iden-
55 tification supplied by said network;
said data network authenticating said destination user password, destination user identification,
destination user group number, and destination user port number as being authorized to receive packets
for said destination group and user;
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det ecti ng er r or 8seftipa anidentificationsf seidirangmitiing nefgyork port inte said netwgpcheqderassaif identifigatjon
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bination of said destination user system identification and said group for transmitting said data packet to
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wherein sai d data network conprises neans for checki ng whet he:“uil (mll“ “Il"““l
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