. SPECI FI CATI ON DATA- SECURI NG COMMUNI CATI ON APPARATUS AND METHOD THEREFOR 5
TECHNI CAL FIELD The present invention relates to co | on appar at us
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fal si fi catfpnHAAC AR ETEINPM ssion. And, in the Vol P systemt hat o' fer s
t el ephone services through the IP netvvork It IS necessary to prevent

illegal eavesdTheRiragertfinveatioanekites t®Eommunivatiot apparatus and hethvod P
systemand in a stream ng content delivery system RITP/UDP is conmonly
used as sltivprovidé data seduritytdgainstaavesdoppingfandafadsification by
encryption and authentication of the transmission data.
10 PRIOR ART
IP (Internet Protocol) networks, typified by the Internet, are not
inherently equipped with security features. If no prevention measures are
taken, it would be possible to eavesdrop and modify the contents of
communication without arousing the notice of the parties concerned with the
15 communication by the acquisition or alteration of the IP packet during
transmission.  Therefore, security protection is crucial for the transmission
and reception of important information about business transactions or the like
on the IP network.
For example, in content delivery services that deliver music and video
20 through the Internet, the music and video data to be delivered are valuable
important information and need to be protected against interception and
falsification during transmission. And, in the VoIP system that offers
telephone services through the IP network, it is necessary to prevent illegal
eavesdropping of the contents of communication.
25 In the VoIP system and in a streaming content delivery system,
RTP/UDP is commonly used as shown in Fig. 1A for the transmission of data

required to be real-time. RTP (Real time Transport Protocol) is a protocol



required to be real-tine. RTP (Real tinme Transport Protocol) is a protocol
lthat is used in an application layer 11 and is suitable for real-tine
processing. UDP (User Datagram Protocol) is a connectionless protocol that
-is used in a transport layer 12 which is an interface between the
application |layer 11 and a network |ayer 13. 5 A transm ssion packet
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utilization efficiency of the“radio transm ssion band. Accordingly, it is

to be w slhesl-tiias padieet Athrasissionyrasiséraian fos e_ﬁsﬁﬁhgxpackbenenmwim fikeyst em
be one that allows header expansion/conpression of the RTP/UDP packet in

l'i nks hal fi@R (Trarsmitiont Consrol ProtocolAs cansectior-tiRpeE pretda] thabisauseslsinon
system for application to nobile conmunication networks, Secure RTP (SRTP,
see: b0 af the ttahspott-layer); Oieretis ta) poszibihity ofdhe oecuprened dfia packet (0ss er net
enorypt 1 onsing Bansmssian] oforkbisksason, measures against the packet foss ¢
should be taken into account on the occasion of studying the security scheme
for application to RTP/UDP.
Further, it is also important to apply security techniques to mobile
15 communications now quickly spreading. For RTP/UDP packet transmission
in a mobile communication network, headers of both of the RTP packet (RTP
header + RTP payload) and the UDP packet (UDP header + RTP packet)
compressed in a radio link with a view to improving the utilization efficiency
of the radio transmission band. Accordingly, it is to be wished that the
20 security scheme, especially, the encryption system be one that allows header
expansion/compression of the RTP/UDP packet in links halfway through
transmission.
As a secure RTP packet transmission system for application to mobile
communication networks, Secure RTP (SRTP, see: drafi-ietf-avt-srtp-00. txt)
25 has been proposed by IETF (Internet Engineering Task Force). In SRTP

there have been introduced a selective encryption system that allows header

compression and an encryption system that lessens the influence of the packet



_conpression and an encryption systemthat |essens the influence of the
packet 2 loss or bit error. That is, the RTP packet is processed, as
depicted in Fig. 3, by encrypting only the RTP payload | 1PL, and
-generating and adding a data authentication code (authenticator) 11 Ato
the encrypted RTP payload 11 PL and the RTP header | | H so that the
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pref erabl e since | nec ry to study an individual securrty techni que

each ti ”Ep%n'i‘l‘i’té’e@ic?&&' 'xﬁééﬁhbﬁtmgﬁ@&%cfu”her’ al t hough the security

technique’is not pernenent, Secure RTP has its encryption algorithmfixed
and hence rai seThat i§'SEIRERTP hetedsittes tanisd of aPRTPepetifis e tioBSL

(Secure Socket Layer) (TSL) is now widely used as a security technique on

t he | nt er ggorithigandndryption paranieters add hetltedpphnuat beusilized foyer 11,
such as HTTP (Hypertext transfer Protocol), FTP (File Transfer protocol)
and Tel netaPpﬂieartibﬁs langl trapspat protocotscordther BBP gystenss.  TSiRceritsUDP
transport layer 12 as shown in Fig. 4A. In contrast thereto, SSL is a
securify pseleotivel endryption parenteter and eneryption algershmuare fixedspecure | ayer
12 and the application layer | | as depicted in Fig. 4B. SSL provides a 25
secure datRITP cannet deabwithenewvprotecals @nddancedt isnot syiged kg cpntendr ni ng
some securit rocessjng of, data that is sent and recei
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particular application, as mentioned above, is not preferable since it is
necessary to study an individual security technique each time a new
15 application is developed. Further, although the security technique is not
permanent, Secure RTP has its encryption algorithm fixed and hence raises a
problem in terms of security.
On the other hand, SSL (Secure Socket Layer) (TSL) is now widely
used as a security technique on the Internet. When SSL (TSL) is not used,
20 applications in layer 11, such as HTTP (Hypertext transfer Protocol), FTP
(File Transfer protocol) and Telnet (remote log-in), are connected directly to a
TCP or UDP transport layer 12 as shown in Fig. 4A. In contrast thereto,
SSL is a security protocol that is located between the TCP or UDP transport
layer 12 and the application layer 11 as depicted in Fig. 4B. SSL provides a
25 secure data transmission service to the application layer by performing some
security processing of data that is sent and received through utilization of the

data transmission function offered by TCP or UDP. Therefore, there is no



_data transm ssion function offered by TCP or UDP. Therefore, there is no 3
lirmtation to application and encryption algorithmto be utilized. SSL is
in wde use particularly for an HITP session in a Wb access, but it can
-also be used versatily for other applications of FTP and Tel net. Moreover,
there is proposed, as a nodified version of SSL for nobile comunication
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encryption/data aut'hentication schene and term nal/server authentication;

the alert proto@SL 4hd WAIsS generally eavenh tovodlayer configndation ias glepactedi t y;
and the change ci pher protocol CCP possesses a facility of validating an
negot i at edndtigr $pt iThe pratoeot thatis ased ihthe lowaelderddS2 indhedwaetdayer
protocol for indicating the start of encrypted communication to the other
party is toonfiguratiendsicalledRecardProtecoly endipefiersifanilitipp foren¢ryptingat a;
HTTP or FTP data in the application |layer 11 is provided via this r ot ocol
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header ZOI_cl:(;[nrt]aeirrl% four k?r?(rilg g. Bxe'gto%glsi,% naErMsil'neai(e I?'E) cgc%ci(}!lSP (Handshake
Protocol), an alert protocol ALP (Alert Protocol), a change cipher protocol
CCP (Change cipher Protocol) and an application data protocol ADP
15 (Application Data Protocol). The handshake protocol HSP possesses
negotiation facility of an encryption/data authentication scheme and
terminal/server authentication; the alert protocol ALP possesses an event and
error indicating facility; and the change cipher protocol CCP possesses a
facility of validating an negotiated encryption/authentication scheme. The
20 application data protocol for indicating the start of encrypted communication
to the other party is to transparently send and receive upper-layer application
data; HTTP or FTP data in the application layer 11 is provided via this
protocol to the record protocol (Record Protocol) 1152.
Fig. 6 shows an example of the data configuration that is sent and
25 received between record protocols (Record Protocols) of the sending and

received sides. In a header 20H there are contained an identifier (Protocol

type) 21 indicating the kinds of upper-layer protocols (such as handshake,



_type) 21 indicating the kinds of upper-layer protocols (such as handshake,
4-4 alert and application data), an SSL version (Mjor Version, M nor
Version) 22, and data lengths (Length (high), Length (low)) 23A and 23B. A
4 payl oad 24 is encrypted upper-|layer protocol data; the encrypted data 24
contains a data content (Content) 24A and an authenticator MAC 24B for
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header and t'he UDP header, they cannot coll ecti'vely be data-conpressed.
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[ ile conmuni cations. In conmbn data conmmuni cati ons,

S not desi raEI e in nobi
too, it wegkGfSSKothedidader antl thelpaydoadn Hesit entirety arerdricoyptbesindd t o

protect could be secured by encryption or authentication for verification
of its vamapped intotthe palybsach24wfdtheéfrecatd ptatocalidatai vel y provi de security.
An object of the present invention is to provide a_data-securing
commub@cati on apphemthe haademef thearecohad pretoeol isaddedie suchangnaryptedy 25
part of input data selectively secured, e e . .
version of the whole RTPypac?(et or the RTP packet, it is impossible to
perform RTP header compression during transmission. That is, since the
header compression is performed collectively for the RTP header, the UDP
header and the IP header arranged one after another as depicted in Fig. 2, ifa
15 record protocol header 10 is inserted between the RTP header and the UDP
header, they cannot collectively be data-compressed. For this reason, the
application of SSL/WTSL to the RTP packet protection is not desirable in
mobile communications.
In common data communications, too, it would be convenient if only a
20 particular portion desired to protect could be secured by encryption or
authentication for verification of its validity, but it has been difficult to
adaptively provide security.
An object of the present invention is to provide a data-securing
communication apparatus and method that permit communication with only
25 part of input data selectively secured.
DISCLOSURE OF THE INVENTION

According to the present invention, the communication apparatus at



~ DI SCLOSURE OF THE | NVENTI ON According to the present invention, the
conmmuni cation apparatus at 5 the sending side shares paraneters indicating
a securing target of input data wth a data-securing conmmrunication
-apparatus at the receiving side via a comunication channel, and

sel ectively ﬁecures part of the input data according to the shared
paraneter, thereafter optputting the .data. BRI EF .DESCRI PTI.ON THE
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and an exanple o e syste on in“which this invention
apparatusgppused. Fig. 8 is a di agram showi ng exanpl es of encryption
paranmeters. Fig. 9 is a flowhart showi ng an exanple of an encryption
range sharing Fﬁg’cﬁgliéﬁcﬁhgfdiﬂ shoaAfgiprocessiag dkat WesF8euré RTB. a
fl owchart show ng”an exanpl e of an encCryption range

Fig. 2 is a diagram depicting an example of packet configuration.

10 Fig. 3 is a diagram depicting data configuration of a selectively
encrypted packet.
Fig. 4A is a diagram showing application data processing that does not
use SSL/WTLS.
Fig. 4B is a diagram showing application data processing that uses
15 SSL/WTLS.
Fig. 5 is a diagram showing particulars of the SSL/WTLS layer.
Fig. 6 is a diagram showing the configuration of record protocol data
processing by SSL/WTLS.
Fig. 7 is a diagram illustrating the functional configuration of an
20 embodiment of this invention apparatus and an example of the system
configuration in which this invention apparatus is used.
Fig. 8 is a diagram showing examples of encryption parameters.
Fig. 9 is a flowchart showing an example of an encryption range
sharing procedure at the transmitting side.
25 Fig. 10 is a flowchart showing an example of an encryption range
sharing procedure at the receiving side.

Fig. 11 is a flowchart showing an example of the procedure of an



~sharing procedure at the receiving side. Fig. 11 is a flowhart show ng an
exanpl e of the procedure of an 6 encryption/authenticator adding part 33 in
Fig. 7. Fig. 12 is a diagramdepicting an exanple of the data configuration
-of the output packet fromthe encryption/authenticator adding part 33.

Fig. 13 is a flowhart show ng another exanple of the procedure of 5 the
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de as a server or data termnal and'a data-securing comunication
appar at us 40 of Fide] pies ElPwennte ShoWing iafii xginhple ¢fl proceduse beekisvi ng si de
as a server or data term nal can be connected via a 20 communi cation
net wor kK S@nvdditeors atetiadcat i on network 50 is shown as one network, but it
may al so be fornmed by plural networks such as a conbination of a public
comuni cat i on nEigwlXisadiagren illestrating e futatomd confignratiomofizat i on
apparatus 30 in this enbodi ment has, as securing neans, an
encr ypt i osteond embadiment afdhisginventiopapparagsn an 25 application part 31

and a transport part 32. And, a, paraneter sharipg part 34 )
10 Fig. 16 is a diagram illustrating the functional configuration of a third

embodiment of this invention apparatus.
BEST MODE FOR CARRYING OUT THE INVENTION
FIRST EMBODIMENT
Fig. 7 illustrates a first embodiment of the present invention and the
15 general outline of a data transmission system using the embodiment.
A data-securing communication apparatus 30 of the present invention,
for example, at such a transmitting side as a server or data terminal and a
data-securing communication apparatus 40 of the present invention similarly
at such a receiving side as a server or data terminal can be connected via a
20 communication network 50. The communication network 50 is shown as
one network, but it may also be formed by plural networks such as a
combination of a public communication network and the Internet.
The data-securing communication apparatus 30 in this embodiment
has, as securing means, an encryption/authenticator adding part 33 between an
25 application part 31 and a transport part 32. And, a parameter sharing part 34
is provided as an upper layer of the transport part 32. The transport part 32

has a TCP or UDP function and is connected, for example, to a network part




_is provided as an upper |ayer of the transport part 32. The transport part
32 has a TCP or UDP function and is connected, for exanple, to a network
part 7 35 equipped with an I P function, and the network part 35 is
-connected to a transmtting-receiving part 36 that is a physical |ayer,
and the transmtting-receiving part 36 is connected to the conmuni cation
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exanpl e, a server apparatus) and the comruni cati on apparatus 40 (for

exanpl e, shatingparagdds prasidestdscan apper ayer ofithe tiranspoptopant 2y pt

transm ssion data;, and the range of data authentication. In this enbodi ment
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for encryption processing/data authenticator (code) generation processing, and

shares these parameters with the counter part apparatus 40. The parameters
15 are: information for specifying which of algorithms Null, DES, 3DES, RC4
and so on is used; secret information for key generation; random values for
encryption/decryption or authentication/verification in the communication
apparatus 30 (for example, a server apparatus) and the communication
apparatus 40 (for example, a client apparatus); the range over which to
20 encrypt transmission data; and the range of data authentication.

In this embodiment it is particularly important that the parameters for
specifying the range of encryption and the range of data authentication are
newly provided as shared parameters, and the other parameters are shared in
the same way as that for shared parameters used in securing protocols by

25 conventional SSL (TSL) scheme; sharing of these parameters is performed by
intercommunication between the communication apparatuses 30 and 40 via

the communication channel as is the case with conventional SSL scheme.



~intercommuni cation between the communication apparatuses 30 and 40 via the
comuni cation channel as is the case with conventional SSL scheme. 8 In
this case, the newly shared paraneters which indicate the securing target
-of data to be transmtted--the range of encryption and the range of data
aut hen\tNlnpaLi on in this exanple--are information for determning the range
over ich it encrypt and authenticate the input .dat.a ,packet (data packet
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for exanple, by the proce In Fig. 9. On receiving a request for

encrypt ed_commupypheaheingt ofidirrppreendtheirangeofiats aufRimicationheck {0

see if the input data applicCation packet is an packet (S2); if it is an
RTP 20 pagkeHeteratined acebriiligito thekind dffirpapdatan tleat is pthenspplicaticiDirt o
which the apparatus 30 is connected is a network of |ow transm ssion rate,
for ex@nplklgis example| be acoordingtetthetramsmission(ch@ractenistics (such as therobi | e
communi cation network, transmits to the other communication apparatus 40
encr ypt i otvamstiissipnaate, dlelap chasoteristic,dransmisgicreemor charastenisti,i on of the
25 RTP packet (indicating, for exanple, that the RTPdheader at the

begi nni ng attenuation characteristic, frequency characteristic and distortion

characteristic) of the communication network 50 to which the communication
apparatus 30 is connected.

15 The parameter sharing part 34 of the communication apparatus 30
determines sharing of the parameters indicative of the securing target, for
example, by the procedure shown in Fig. 9. On receiving a request for
encrypted communication (S1), the parameter sharing part: makes a check to
see if the input data application packet is an RTP packet (S2); if it is an RTP

20 packet, makes a check to see if the communication network 50 to which the
apparatus 30 is connected is a network of low transmission rate, for example,
a mobile communication network (S3); and if it is 2 mobile communication
network, transmits to the other communication apparatus 40
encryption/authentication parameters indicating selective encryption of the

25  RTP packet (indicating, for example, that the RTP header at the beginning of
the input data is excluded from encryption) (S4). At this time, other

parameters, such as the encryption algorithm and the data authenticator



~the input data is excluded fromencryption) (S4). At this tine, other
parameters, such as the encryption algorithmand the data authenticator 9
generation algorithm are also sent. On the other hand, upon receiving the
-encryption/authentication paranmeters fromthe conmunication apparatus 3 0
(ﬁ 1) as shown, for exanple, 1in Fig. 10, the paraneter sharing part 44 of
t he communi cati on aratus 40; 5 kes a check to see if the received
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communi cat'i on appar at us det erm nes ncryption/ aut hentication

par anmet er $hgse Fdiesel@étdnd eREryptidomeE RS RTP padket €SLNCif\sp] deterfridaes that thi s
way, 15 the both paranmeter sharing parts 34 and 44 share the RTP selective
encrypt i oghe @aciyiticlatuthentivationt peraiicterts inrthla@arante%elssharim%]pm't 44 are
comuni cation channel. Incidentally, the encryption algorithmand ot her
par amet er shesefeor RTPapdoket deleetivieremtrption€S33nand semds the détesmimed ance, as
Is the case with conventional SSL, for instance, several candidates for
each par amaceyptiow/anthentRation paramsipes tatthe coonmumicaien appanatas30 (84K g.

9, when it is decided in step S2 that the input data is not an RTP packet,
or wht® it is d€nmeaeivingfrom & communicatioarappasatus 40 thee of t he

conmmuni cation network 50, to which the co ni cation apparatus 30 is
connect ed ,emwpmgmauth@lt&amp%m@ﬁrwpﬁ%tm& n H§gk‘% Stei%CtéYﬁJ nterpart 40

connect e enceyplign aulheti .
20 TP o0 LR RL) 624 SReP P he pAFEls MaBE S el o 1!

communication apparatus 30 determines the encryption/authentication

parameters as the target of RTP packet selective encryption (S6). In this way,
15 the both parameter sharing parts 34 and 44 share the RTP selective encryption
as the encryption/authentication parameters via the communication channel.
Incidentally, the encryption algorithm and other parameters are similarly
determined at the same time. In this instance, as is the case with
conventional SSL, for instance, several candidates for each parameter are sent
20 to the apparatus 40 for determination.
In Fig. 9, when it is decided in step S2 that the input data is not an
RTP packet, or when it is decided in step S3 that the transmission rate of the
communication network 50, to which the communication apparatus 30 is
connected, is high, the communication apparatus sends to the counterpart 40
25  encryption/authentication parameters indicating encryption of the whole input
data (packet), that is, indicating non-selective encryption (S7).
As depicted in Fig. 10, when it is decided in step S2 that the
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~data (packet), that is, indicating non-selective encryption (S7). As
depicted in Fig. 10, when it is decided in step S2 that the 10
encryption/authentication paraneters are not for RTP packet selective
-encryption, the parameter sharing part 44 of the communi cati on apparatus
40: deci des whether the input data (application) fromthe application part

g? grru n IS(CE; aF?E)‘fYH&ﬂ%_EE pg,ralingfg.rt g Rat g‘% 6&1@ ‘f%%ﬁu@?gﬁ&] %? 5 ,aré?glgsfi 0to:o

il cat: ngeCidte ety 68 bt e (REPGERIAR) O B ABBHEATEn pArPAI BF=t r <
comn, <48 SRR s g JHAITR PSR STk, (1
comung Cal) 4ig &H@élktége+ B V&H{!%%@ﬂﬁ:hﬁédtfoﬁ ABEWBIIE 3DiItBWhRhIEK whose

transm ssion rate 1Is not e paraneter shari ng part det erm nes

encrypt i ogoath{ifitaticH Apparafisd®ietennédidd ds) forexanplechenobite encryption
(S7), and sends the paraneters to the 15 communi cafim%n?appar at us 30y(pS4).
As depi ct ednmriufiichtich newesrkl 6ERIW t@shtissionaaye($6))/andt ifisot goes tostep
parameters fromthe comunication apparatus 40 (S8) after the transm ssion
in step SRB3,iheviiighdtdetrniines tirgemenyptids/mithehticatiomparameters ingisatingus
30: nmakes a check to see if the received encryption/authentication

par anet er REP pacRét selestivé encftiqruand sesds icto the comomumication 8pparatas so,
goes to step S6, in which the paraneter sharing, part_ determ nes_the

encrypdi oB/Oe(L&‘?en]EW&mi?ris dpeidedanestep &5 thas the inputrdata jsartandk] Bet i ve
encryption; and if npot for RTP packet_se]ective encryption, deternines the
egcrlﬁpt i omaalichﬁmwbm oIS Qﬁﬂldﬂ@ﬂléﬁtﬁpaggdﬂ% ef‘iﬂm-ﬂ'l}ﬂﬁg%til%il? oaﬁ?pﬁﬁt i on

. 25 1n thi , th ' .
Eange) notg mo ?lem&ymmunelc t%r(i1 rrrlg%vse/cr)rkst]v rolsre] rz?r?srntﬁgss%% l%rt]g 1s4 ﬁo\? f‘onw?g%&e the

the parameter sharing part determines encryption/authentication parameters
indicating non-selective encryption (S7), and sends the parameters to the

15 communication apparatus 30 (S4).

As depicted in Fig. 9, upon receiving the encryption/authentication

parameters from the communication apparatus 40 (S8) after the transmission
in step S7, the parameter sharing part 34 of the communication apparatus 30:
makes a check to see if the received encryption/authentication parameters are

20 those for RTP packet selective encryption (S9); if so, goes to step 86, in
which the parameter sharing part determines the encryption/authentication
parameters as those for RTP packet selective encryption; and if not for RTP
packet selective encryption, determines the encryption/authentication
parameters as those for non-selective encryption (S10).

25 In this way, the parameter sharing parts 34 and 44 can share the range
of encryption via the communication channel. The range of authentication is

set to be the whole input data irrespective of the input data (application) and
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~of encryption via the comunication channel. The range of authentication is
set to be the whole input data irrespective of the input data (application)
and | | independently of the transm ssion characteristic of the

-comuni cation network 50 to which the comruni cati on apparatuses 30 and 40
are connected. The range of encryption can be specified not only as to

whet her tQ exclude the, header fromepcrypti.on b I desired. F
exanpl e, whdepansdenthyof the wapsmissiongharagterishs egm‘?&?"%ﬁﬁ?’&%ﬂ’r&g posgirbl e

tm'h”‘t ¥ h*éﬁgb?lagt& tﬁfwzrtﬁ {iﬁ&caam@”t SEmPaes epppEtusts 3f afid ACRRLEAiediel ' o
ryption.,al gori Hgéan er ar anet-erns. ar I | |
pr ocessi na‘ h.sq ‘%‘ﬂgte 98\%"(%“ @%%l??%g%gfn‘ﬁh@ﬂg’aﬁg‘gs‘gﬁé@% ?@ Sg(lg%n 8\hen
h . . : i
%25; Vot ?? eaien o SUEEPARPREERG e RRY " FoPBXaBliie M OEh 16 inplh " .
ro ; '
encr ypti ot EHEREr BHAL0 8RR saisd PRRSIME 1o 1RRRIEL kg of L P rent i cator

addi ng pr ?ﬁé&ﬁ‘&t%&ﬁ,gér?t?%éﬁzgf) anfign ﬂﬁﬁ@?bﬁioﬂ@ﬁibﬁ!ﬂﬂ@é’c wousd evdke n

Fig. 11. en 1 npu per application part 31 (S 1), a data

packet i s JecaRRRRIABbEYbIEIPUIN bithéheasd) thy Bhieyptiot higvrithai and othlei ng part
33 by an appli g%i OE data protocol (S2), and g”:?aut h?rﬁicator i's gegefat ed

by a shar qframicbarstdre al$s salsjeeted fochaigpprédessing siemitaesously getler at i ng
key by usé of that portion of the data packet selected according to 20 the

aut hent i cahaging’ eihde pagersfiaicryfBdn. The aut henticator generating nethod
is described in detail, for exanple, in IMAl Hideki, "Lecture on

Crypt @r aphy, " SWhendhe pafameters ane kbateidcas desdribagbakove, dbiey fave providedce,
by conpressing the authentication range data by a hash function and
encrypt i ngo theencryptiessuthenticatoyaddingpatsd ad therdeeoding/errifieation at or
e e 42 fooeh o nata sy duaing barts 34 md WA redpactively. °
The encryption/authenticator adding part 33 performs
encryption/authenticator adding processing. An example of the procedure
15 therefor is shown in Fig. 11.  When input from the upper application part
31 (S1), a data packet is transparently input to the encryption/authenticator
adding part 33 by an application data protocol (S2), and an authenticator is
generated by a shared authenticator generating algorithm/authenticator
generating key by use of that portion of the data packet selected according to
20 the authentication range parameter (S3). The authenticator generating
method is described in detail, for example, in IMAI Hideki, “Lecture on
Cryptography,” Section 4.7. The authenticator is generated, for instance, by
compressing the authentication range data by a hash function and encrypting
the compressed data by the common key. Then the authenticator is added to
25  the input data packet (S4), and that port of the authenticator-added data packet

which is selected based on the encryption range parameter is encrypted using

the shared encryption algorithm and encryption key (S5). Incidentally, in the
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~which is selected based on the encryption range paraneter is encrypted
using the shared encryption algorithmand encryption key (S5).
Incidentally, in the 12 case of block encryption, padding is carried out
-prior to the encryption in anticipation of the shortage of data for the
fixed block length (S6). In Fig. 12 there is shown an exanple of the
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| ded hey | | bk h
oot | BB RO BT P piar ot 1
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to that d ty o e recelved data is verified

by useg of ahat Blﬂ}) ' i ioRndatal &xdapin
appargjt usaﬁﬂﬁ?wg.% Eﬁ/'l‘?%eaﬁ ga@ﬁ&&ﬁrgggéﬁyled rdof?rc]hte ﬁgpg%an;(mni catlon P
appar at “Stl?@h$§déﬂ1PlDH, 90 theGuthemsoor MAC ardténégpté®  The selectively
decoding/verification part 43, and in the decoding/verification part 15 43
the encryghefpied daedis pradded to vet Jower tdespertqart3dgfiom wikichhinisesent
encryption al'gorithm encryption key and range of encryption, and the data
aut hent i cgg ¢ie Otirstdoninicatiore apparatesi4at a is used to verify the validity
of the header and the decoded payload, that is, the application data in
Fig. 12. The afhkireecivingdidecoimmunicationi appanatuisidtideeodesetheppl i cation
part 41. 20 By such sharing of the range of encrygtion, jt%i"'s possaié‘tae to
sel ect0 vekencrypedydata following the progaduraseversede thabdescasibed@byyr,iand of
only that portion of the input data whgse securi becones . an . ssue nakes
t he wor ki teelvalidityenf ﬂlﬁﬂ&ﬁehvﬁdtdﬁéaé&é’éﬂgfedeb& %%9&%@6 3&1‘@ Jphenticalar: dat a,

and settles the security .issue. The r.ange of encryption be shared
si mul t ane&e@ds). wi Thatsisein thy mmwmﬁétlep%&p%ﬂlé#éﬂ/@ﬁl&&ﬁﬁﬁm €6 on, and

an I nereage cived r%rﬁor\r’\llO thglc%?ﬁjmm%a%{oor{ apparatus 30 is input from the transport part

42 to the decoding/verification part 43, and in the decoding/verification part

15 43 the encrypted portion is selectively decoded according to the shared
encryption algorithm, encryption key and range of encryption, and the data
authenticator (code) MAC in the decoded data is used to verify the validity of
the header and the decoded payload, that is, the application data in Fig. 12.
The application data, if valid, is supplied to the application part 41.

20 By such sharing of the range of encryption, it is possible to selectively
encrypt part of the input data; for example, encryption of only that portion of
the input data whose security becomes an issue makes the workload lighter
than in the case of encrypting the whole input data, and settles the security
issue. The range of encryption can be shared simultaneously with sharing of

25  the other parameters for encryption, and an increase in the workload therefor
is very slight.

In particular, when the input data (application)is an RTP packet as
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~is very slight. In particular, when the input data (application)is an RTP
packet as 13 nentioned above, if the header portion of the RTP packet is
not encrypted, a LJDP packet header and an | P packet header are added to
-the above header-this provides for header conpression, including the RTP
packet, during transmssion as is the case with Secure RTP. Further, since
the area 5 of, encry,

negot | at i BIRHATA AR, 160t DeRHeTporEiom P 1 R HEkebdengt cagaptetep, O
- el A fidlireia ol Wfvlliels, v
?fs t7 )er agng Bé%‘éj’rg[_; t]i% lggg}d%g;rj}?%diﬁygsgggﬁgc nlg |n§: g}ﬁgag{ﬁ}%{{gn%}{%}j éhgac ket
vW]e(rainf [ cgé?@h gr ?ﬁ%nvas?ﬁ)%lﬁ%y to}*en(_fie II’ECEI \}gg I%,gt'a | Eﬁ?‘c‘?}’ﬂ oa/g%ﬂg%?decodi ng.
he. above ChRETHIGT AT BT Al the bepRiRREUAINE RELSIBh Rty hepdidtiond™ 2,

i n whi ch, yUapghd Pé&ﬁvfr@ef{iﬁé nPik ety the(castlof Sétfire RFPhld §dhtgné cde also

;:ormunl c?tlon apparaéu . shares paraneters indicative of the securing
arget of pehpplivdVerdatify t bther rasiovk thans itke RIpacketat i on  appar at us
via the conﬁrﬂ cation cflyannel (I%%pl perform security processing 01I‘Dp part of
the input data pdeasshghin Bi .dNathecaddition oftheemghenticatores foldowsd)hy and 20
transmts the input data (S4). SECOND EMBODI MENT Fig. 15 illustrates a
second empadiyptivn,dt is aBorpossible torgeneraterthe alithenticatoraftenencrypiitapt ed to
be capabl e of supporting the selective encryption by extending the_SSL
schent0 de85) addiaddrihg. adhemtieatpatatke encoypted packet (uik asadeplﬁ?%m Fig-st
enbodi ment further conprises: a_handshake . . ...

13. In this case, at the receiving side the verification of the validity of the

received data is followed by decoding. When padding (S3) is necessary, it
precedes encryption (S5).
The flow of the above-described selective security processing is
15 shown in Fig. 14, in which, upon input thereto of data (S1), the
transmitting-side communication apparatus: shares parameters indicative of
the securing target of the input data with the receiving-side communication
apparatus via the communication channel (S2); perform security processing of
part of the input data based on the shared securing target parameters (S3); and
20 transmits the input data (S4).
SECOND EMBODIMENT
Fig. 15 illustrates a second embodiment of the present invention.
This embodiment is adapted to be capable of supporting the selective
encryption by extending the SSL scheme depicted in Fig. 5. The parameter
25  sharing part 34 in the first embodiment further comprises: a handshake
(Handshake) part 34a for negotiating with the receiving-side communication

apparatus 40 about authentication processing and encryption/data
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~ (Handshake) part 34a for negotiating with the receiving-side conmunication
apparatus 40 about authentication processing and encryption/data 14
authentication paraneters; a change cipher (Change G pher) part 34b for
-validating the encryption/data authentication paraneters; an alert (Alert)
part 34c for indicating an event error; a first application data part 34d

S A L
g:{; f(() £ r é{ﬁg‘éﬁtﬂi‘g ?F?cf@ﬁﬁl(%ﬁga?ar ggt?fe E‘EBPB%’&F%%&%%%%é‘%‘ﬂ?‘.l%‘y@?%tt ozol
o The snanefhnmdEaRpe R Byl GftepRfeRTbp g pa M B 11 O
par amet or LefRRRRRP ety Ag Retdectvifi et ol Aup Gyt Q405 rdd Bt

ci pher ( cressd B RirBaR 14kl Calde BEBReRig brotpcoldof e chanae

aut henti cabb08-MERAgREE e pdrii34a. b, IRROA BAd!vidthe dowet ey arqrarnd

record 15 part I's, It starts and indicates encryption to the

recei vi ng(ﬁ'hﬂ?oﬂ'@aﬂ)lﬁ_fi rst record application data part 34e are input a
prot ocol nessage of the handshake part 34a and application data that does

not necessi t at eThedisereairdvsart 8deruses, amits protoeol datt fenmpdt] ta samedat a
part 34d. The transm ssion and reception of application data that

necessi t affeana@4ks tetedfithe S SIncesqrd part shewmeinf Bigréd, Theishakerhandypast t he
above-nentioned protocol data, by a second record part, that is, by the
encrypdi o34autdgatiatesith thedeticeiyipgrside sommunicationapparetss 40 abauk is
to transparently send and receive the data packet of a_ high-order second

aplpl |k cat | encrptiorydataauthentigatipn parameters dhatiatedassidiinsthe: firsg reeond past
unlike the first record part 34e the 25 secpnd record rt, th LS, th
encr ypt i odfansbthe seaond reger @%&ncg@%@éu%lentlcator hddirig paratf 357 ¢

And the change cipher (Change Cipher) part 34b validates the encryption/data

authentication parameters of the first record part 34e and the second record
15 part33. Thatis, it starts and indicates encryption to the receiving side. To
the first record application data part 34e are input a protocol message of the
handshake part 34a and application data that does not neéessitate the selective
encryption in the first application data part 34d.
The transmission and reception of application data that necessitates
20 selective encryption are performed, independently of the above-mentioned
protocol data, by a second record part, that is, by the encryption/authenticator
adding part 33. A second application data 37 is to transparently send and
receive the data packet of a high-order second application part 31b to and
from the second record part 33.  Further, unlike the first record part 34e the
25 second record part, that is, the encryption/authenticator adding part 33 does
not add a new header to the input data but performs the

encryption/authenticator generation processing alone. The parameters
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~not add a new header to the input data but perforns the

encryption/aut henticator generation processing al one. The paraneters 15
shared by the first record part 34e are used for the encryption/data
~authentication processing in the second record part 33. The encryption/data
aut hentication processing is the sane as in the first enbodi nent. The

handshak 34 ' ' [

: ?th’rz(rfc;ﬁggiid/\}i’i’ ; ei E%ﬁé@%&i ﬁﬁéf %@ﬁ@ﬁ%fﬁ@_ﬁ??ﬁ?ﬁﬁéﬁ/ﬁé "0, Pand may

3: [ amet e lr( §?%9%‘WW§HS%%%?§§§@ qg%ﬁfgbgﬁﬁ c a?lﬂé Ir?gl%;h ép%/ldﬁ:%t i on
a packe t . : gag 3 '

frequont | fulfiiloh Piceh g S3lle SAmtruCi e fRR o bBALAE T LY B0 i g,

e

first application par I'rst record part 34e, which

encrypgs ﬁg&m&&&% Ehtion witis tﬁ@ﬁd&m Gt nificatien appasitasdoer s

and adds e encrypte packet wt e header 20H of the record part as

depi ct ed iaﬁa}qFﬂnay otddd the ebhfthunaRiodiiagisharad elietypriordanteatidationt ocol
packet to the trdansport part 32. 15 Incidentally, the receiving-side
comuni catypamabdis hal fifa ﬂaﬂb@?httfh% gedutoaabhgpplicatformey dcatiorti g.
15 excepttﬁthat t he encry%tion aut helﬁt%i cator ad inpgpjpart S?n m}?lgh i's tﬁe
second reciat4 Paakét, whichsistiestorbiquiredetol liaeathieareal piame prapemRDaBNBED MENT 20
Fig. 16 illustrates a third enbodi ment of the present invention. This
enbodi nentfreqenttlypseas, sucthas BETTECETP] Tiglnst oe RISP (ag@rotecsd fapppesing on
part 3 1 a as of RTSP or HTTP to share the encryption/authentjcator adding
par ?_mtOe_r thaRTRisessipn),iisdnpet froe aifjnst applieationpariod La Nea é’é‘cﬁfﬁi
application part 3 1 b. For exanple, encryptio ar ters in Fig. 8
bﬁ traglsmapiféwatl@nwtﬂmﬁ 34ditoithg fuptreces %ﬁ&%&égmﬁ[@ EREHPL Fﬁ?glfk%ﬁqagy
t he public key of . the

P pack%t in its entirety based on the shared parameters and adds the encrypted

packet with the header 20H of the record part as depicted in Fig. 6, thereafter
providing the packet as a record protocol packet to the transport part 32.

15 Incidentally, the receiving-side communication apparatus 40 has the same
construction as depicted in Fig. 15 except that the encryption/authenticator
adding part 33, which is the second record part, is a decoding/verification
part.

THIRD EMBODIMENT

20 Fig. 16 illustrates a third embodiment of the present invention. This
embodiment negotiates with the receiving-side via the first application part
31a as of RTSP or HTTP to share the encryption/authenticator adding
parameter that are applied to the application data of the second application
part 31b. For example, encryption parameters in Fig. 8 can be transmitted to

25 the receiving-side apparatus 40 by encrypting them by the public key of the
receiving-side communication apparatus 40 and embedding the encrypted

parameters in the protocol message body.
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recei vi ng-si de communi cati on apparatus 40 and enbeddi ng the encrypted
paraneters in the protocol nessage body. 16 It is also possible to provide
both of the encryption/authenticator adding part and the

- decodi ng/verification part in one conmunication apparatus. Wile the above
enbodi ment perfornms, for data security, both of encryption and data

e et or o oRS i BoSVich b T Byt
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CLAI MED | § g communi catl oh appar at us conprrsi ng:

paraneger , sipllyng ﬁ@&&%@g@@&& R @d(]@hgrrﬁcwéﬁ agphyaugés 3028dw0 ng

target™ of “input d I'VI ng- s ata-securing 5 communi cation

appar at us py4 b@_iwgggﬁb?@x@agﬂﬂg?m%ﬁgg%% bﬁﬁgj’ﬂt@;ﬁls for selectively

securing a portion o nput da d on said shared paraneters. 2.

The dat a- E‘FECHUOFOTW‘INVENTI@WM atus as clained in claiml1, whichis
W

further provide th means for determning said securing target in 10
accordance wi t h Addedoritd atipvd, the ippedentfinvéretion puovidlesaecurity for a

selected portion of data, permits versatile transmission data protection

10  unspecific to a particular application, and enables header compression when

employed in mobile communications in particular.

15

20

25
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~ 3. The data-securing communication apparatus as clained in claiml or 2,
which is further provided with means for determ ning said securing target
in accordance with the network to which said apparatus is connected. 4. The
- dat a- securing conmuni cation apparatus as clained in any one 15 of clains
1, 2, and 3, wherein said securing target is a target for encryption, said

recei vi ngssi . i | appar atus being a decodi ng apparatus and said
securi ?g h@%ﬂ%{ggfgﬂéﬂéﬁ/ﬁ% on neans. 5. The data-securing comunication
apparatus as cl ai i.n clai.m4 Eej id.l at.a:ihs. an RTP packet
3nd sai d target nggd@ﬁ%;s%p{lgg qognf@@ﬁa@dt%f@?ﬂgﬁeﬁ%ho 'i”brllllégder. 6. 'Fl)'he

at a-securing c Lcath QF%P \: erein the
criterion for dg’%ﬁeﬁﬁgggggﬁﬂgéﬁ%g@ %garrﬁ{eﬁpryp %{gﬁglhgdl'?%fe}vepya&nsm ssi on
rate of t?@c&?ﬁ%ﬂ&ff@@tdﬁﬂgﬁ{‘?%%i fa Pletvin@l¥idekdatd-seflifingat a- securing
comuni cat'on apparatus as clalnmed in any onme 25 of clal 1, 2 and 3,

uher ei 9:  S3maREuIdHabBARs Via 4 BBniriaRablon e as@t i on of said input

data; said recelving-sl ata-securing conmunication apparatus is a data

verification apgasw@ing médts freelddiyelpassurifigiasporivisof saiddapatlatd ng an
aut henticator fromsard range of authentication of said input data; and

means for hagédont 4did shaced parimetetss after adding thereto said
authenticator. 8. A data-securing comunication apparatus conprising: 5

par anet er shar i 2g Theadstafsecusingr ¢orgnparieatior apparatils as ickainugd m cladaobi ng
target of received data with a transmtting-side data-securing .
colrmun! ca]t\vluanhapgarﬁlen:’,)rovded withrmeans fondetermining said segudngitatgatdans f or
sel ectively decoding_ a portion of said received data based on said shared
par anmkOer accmtdmceANdhttglesl@ndr(iapgh@@ﬁimhpﬁﬂﬁ yWEddadat us conpri si ng:

3. The data-securing communication apparatus as claimed in claim 1

-

or 2, which is further provided with means for determining said securing
target in accordance with the network to which said apparatus is connected.

4. The data-securing communication apparatus as claimed in any one

15 ofclaims 1, 2, and 3, wherein said securing target is a target for encryption,
said receiving-side communication apparatus being a decoding apparatus and
said securing means being encryption means.

5. The data-securing communication apparatus as claimed in claim 4,
wherein said input data is an RTP packet and said target for encryption is data

20 except an RTP header.

6. The data-securing communication apparatus as claimed in claim 4,
wherein the criterion for determining said target for encryption is the
transmission rate of the communication channel of said network.

7. The data-securing communication apparatus as claimed in any one

25 of claims 1, 2 and 3, wherein: said securing target is the range of
authentication of said input data; said receiving-side data-securing

communication apparatus is a data verification apparatus; sad securing means
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~means for sharing parameters indicative of the range of authentication of
recei ved data with authenticator adding device of a transmtting side via a
comuni cation channel; and verification nmeans for verifying the validity of
*data contained in said 15 range of authentication of the received data by
data about said range of authentication and an authenticator contained in

22&%%?_22&“ &}a%%‘%f{‘s‘s"é‘ﬁwm in8 enguthendedigt F5ih Sajd. partie f AHRFRALPEY
I ndi cat of.at f ' [ '
decod ng. spiseinmu e andineans iE ouithitpe B topnf dafEifehddioR MRlto 41

(b) selectively,engcrypting a portion of said input data based on said
shar ed palsﬁlr‘?g?'é'h?nﬁﬁé%gut putting the selectively encrypted data. 11. The

dat a-securing c l.cation: =T | | &y .25 wher ei i d
ijnl[out data is ag%%?%@ﬁrg%%ﬁggﬁlg%%gf%%r%@%%nigé perfez)relrrgds?lor
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verification a via a conmuni cation chan (b) cal culating an

aut hent i cabfimbhRBtidtPhpPaatuoiacd céminfunitationdttaanelared i s specified by
said paranmeters; and 5 (c) outputting said input data after adding thereto
sai d aut henti CaH@éodinJgSmeénsiébﬁs@lecﬁvellygdamdmgiacgm'rt'mn ofshiddreceived si ng
the steps of- (a) sharing paraneters indicative of a decoding target of
recei ved databasédonsaidishyred paranmersat us of a transmitting side via a
communi cation channel; and 10 (b) selectively decoding a portion of the
recei ¥@d data b8séddata-seduwting communication apparatus comprising:

means for sharing parameters indicative of the range of authentication
of received data with authenticator adding device of a transmitting side via a
communication channel; and |
verification means for verifying the validity of data contained in said
15 range of authentication of the received data by data about said range of
authentication and an authenticator contained in said received data according
to said parameters.
10. A data-sécuring communication method comprising the steps of:
(a) sharing parameters indicative of a target for encryption of input
20 data with a data decoding apparatus of a receiving side via a communication
channel; and
(b) selectively encrypting a portion of said input data based on said
shared parameters and outputting the selectively encrypted data.
11. The data-securing communication method as claimed in claim 10,
25 wherein said input data is an RTP packet and said selective encryption is
performed for data except an RTP header of said RTP packet.

12. A data-securing communication method comprising the steps of:
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_shared paraneters. 14. The nmethod as clainmed in claim13, wherein said
received data is an RT? packet and said selective decoding is perforned
for data except an RTP header of said RTP packet. 15 15. A data-securing
- communi cation apparatus conprising the steps of- (a) sharing paraneters

I ndi cati ve of the range of authentication of received data with
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aut hent i
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according to saud N AIRILLS aufiterftfator from that portion of said input data

which is specified by said parameters; and

5 (c) outputting said input data after adding thereto said authenticator.
13. A data-securing communication method comprising the steps of:
(a) sharing parameters indicative of a decoding target of received data
with an encryption apparatus of a transmitting side via a communication
channel; and
10 (b) selectively decoding a portion of the received data based on said
shared parameters.
14. The method as claimed in claim 13, wherein said received data is
an RTP packet and said selective decoding is performed for data except an
RTP header of said RTP packet.
15 15. A data-securing communication apparatus comprising the steps of:
(a) sharing parameters indicative of the range of authentication of
received data with authenticator adding device of a transmitting side via a
communication channel; and
(b) verifying the validity of data contained in said range of
20 authentication of the received data by data about said range of authentication
and an authenticator contained in said received data according to said

parameters.
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