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SYNCHRONOUS ONE- BI T | NTERFACE PROTOCOL OR DATA

elates to datn structures wiith inctude i INIUAMAIN

(which, e.g., may be referred to as nessage or paylspad
data) that is coded and decoded using aciock period.
According to enbodi nents of the invention, such a data
structure also includes second data from which can be
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data in the data structure can be 10 decoded. Such
data structures nmay be used in various data transfer

and data connunicatio% rSBNDPNS, e.9., to transfer
A . .

data between a conputé&r terninal” and a user device in

connection with authentication of the user. [0002] The
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device m connection w}th authentication of the user.

[0002] The data structures described herein may be used, e.g., as a coded light
signal emitted by a computer terminal o a user device, e.g., as descri.bed inU.S.

15 Application Serial No. 10/651,361, filed on August 29, 2003, which is assigned to the
assignee of this application. The disclosure of U.S. Application Serial No. 10/651,361 is

incorporated herein by reference.

SUMMARY

20  [0003] The invention provides for one or more of the following: encoding,
transferring, transmitting, receiving, storing, decoding and using data in a coded data
structure. Embodiments of the invention provide data structures that may be decoded

without a separate clock signal or other source of synchronization. According to
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*@0 002" enbodi nents of the invention, a data

structure is encoded with first data, e.g., to be

transferred, stored, etc., and second data relating to

a clock period, e.g., fromwhich a clock period used

to code the data can be extracted. In sone

enbodi nents, the data structure includes at |east one

first data segnent, and at | east one second data

segnent 5 which includes data relating to the cl ock
enfiRtinfts of\GR@ivEhtich, b ate FRREI RS RH vithSirst d%?é!%.% ﬁgue

e

the data structures are transferred or transm

trapbfeRed, BSrel ¢S and 3t @nd@BAla I*éi‘ﬁing%@& g Qéﬂoﬁ, e.%., Q4 ]whacéi 7

According to an enbodi nent of the inventio a co

clétRtpBricd dise® toto8e the ABR iR exBhctbE Aol %%&Miﬁémgl Q%eadaata 10

segnment conprising data coded 1 n accordance w't

strabiafenddgich Qﬁeéf‘&e?trstld%%%n%ﬂtﬁ ﬁ:éi& gﬂg%ﬁ gdas s%coq‘xg %gt%ggw%%

conprising data relating perio
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Enbodi nents of t'he 1 nvention provi or enco
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se&mGagding a bit streamw th at |least one first data
segnent and at | east one second data 15 segnent. The
at | east one first data segnent conprising data coded

[O(i)(ﬂ] acco %%&Gﬁé% M%n‘ffbodﬁ'be%? 5f tHE Hgg%ion;rag ?oaﬁ ﬁ!ﬁae at%&c{t}oﬁg €

second data ségnent conprising a
BB B i Tt S O it AR
o TR Bl S s el (2 g i clock
el wlon 881k B R e PSR T “one embodt ment
two such data segnents are provided, one before the

i ncludir ; - d.d d
(003] 2 BARRLirlch ot A bl b ¢ 18 264k e e
diécf&gédlﬁé?e?n.t lﬂﬁ e%n%ﬁé(, 'a%ﬁ%%%r e%%aamg Exg: dgtta structure includes

encoding a bit stream with at least one first data segment and at least one second data

segment. The at least one first data segment comprising data coded in accordance with a
clock period. The at least one second data segment comprising data relating to the clock

period. The data in the first data segment is preferably encoded also using the clock

. period. The data segments are preferably transferred or transmitted sequentiall y.

{0006] In one embodiment, a plurality of data segments including data related to
the clock period are generated. In one embodiment, two such data segments are
provided, one before the data segment including the clock-encoded data and one after. In

some embodiments, at least one data segment includes the clock-encoded data and at
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2 |l east one data segnent includes clock-rel ated dat a.
The data segnents are generated as a bit stream In
t hese enbodi nents, each bit of the bit streamis
transferred during transm ssion for a set clock
period. [0007] In sone enbodi nents, the data relating
to the clock period is inserted in a 5 start sequence
and/or in an end sequence. In these enbodi nents, the
data structure includes a start sequence, followed by
lea8t drle/data s8@héht SRONBY Ylockirelaled\1BE. T¥e ddla QR AR AR ated bl

sone enbodi nents, the bit stream conprises a

bit ¥r8arh S i HhEe RS BIRNR) daciPhif SRR bif ifeatnlif §£nsféi’1%g BRI nt
may I nclude an escape sequence. The start and en

tnﬁﬁﬂ@g&&ﬁ§a§&gkﬁﬁggﬁh§8 of second data. 10 [0008]

Enbodi nents of the invention provide for transferring

data structures disclosed herein and for transmtting

[O%h datya s§hé bbIdiBt O MRIdal rBIBENOH fhe Adbk PR is inserted in a
enbodi nents, the data structures are genérated as

st Gkenbeshdn? ﬁ:?ﬁﬂhndtsécfiﬁﬁcfe.e i Bidsed drfUBIRRALs, (O AR R O"

device to another within the context of a computer

in@H Qlstadt s&gﬂ}g&s Rilowsy B} £RsPHa éeg&gﬁd RAGHEd b}dﬂéﬁégﬁqugﬁ%.

transmtte rom one conputer or device to ‘anot

i AP RL K UL b D003k, PR
t [ [ i he. ¢l ock
o ULy T8y L SLABELGEE, e G EISH D0uLRS BLOGh
] at least one first data segnent using the
Ofg§§&§§¥%d cl ock period. [0010] Enbodi nents of the
i nvention also provide systens for data transfer and

ent _pro f .

O o SRS i ko 0 5 B iy Bl ™

die &lin Eﬁéﬁ?ﬂkﬁmﬂﬁﬂé Q86 aiE 8! Qb Bfetfhon® iy QlcnSet s
0 | nstructi ons. e~ se or sets o InNstructi ons are

em%@ﬁ}xﬁgkﬁ, {% d?cg 'stP&nﬁ%(sea%‘ ée%grape\é ats HgscHEe%%%%%E r1:rautls(%erred from one

component or device to another within the context of a computer and/or a computer

system and a peripheral device, or transmitted from one computer or device to another

computer or device over a network.

{0009] Embodiments of the invention also provide for receiving a data structure as
disclosed herein, extracting the clock period from at least one second data segment, and

decoding at least one first data segment using the extracted clock period.

[0010] Embodiments of the invention also provide systems for data transfer and
data communication. An embodiment of such a system includes: at least one processor
and at least one computer-readable storage medium storing a set or sets of instructions.

The set or sets of instructions are capable of being executed by the processor to

3
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3 inplement the nethods described herein. For exanple,
a processor encodes data as described herein and a
processor decodes data as described herein. The system
includes a neans for forwarding the encoded data to a
processor for decoding, and a neans for receiving the
forwarded data. For exanple, such neans may conprise
e.g., radio 5 frequency (RF), optical, acoustical,

el ectromagnetic, digital and other communications

AR b Eods sk BLRT I, R aGR0er e Burel
PR %ﬂ%taﬁré%ssb&rt cs’otrl%se RondEsrebplinen: Siooism imoludes
s for @Rl ot TP At FoEBOnn s Iung A Bees farn
rﬁcewr% e BiRerai, ot fatinle, b TP meh e F garsdio

e LT TR -
g t hent i catlonﬁprocess BRI EF DESCRI PTI ON OF THE

gﬁi%éorlt?nfré andijgceiviRgigalsn is illustrated in the
figures of the acconpanying draw ngs mhlch are meant

e ex lary .and not [imtin i.n which
[d(ﬁ% ]g ren cgls%aefrg’%f‘meé‘ﬁ gf&systr’a dF@f‘gf’d yve P‘I@éldésr "hat the bit stream
GO L ondi ng parts, and in which: [0013] Fig. 1
R ot Wisblessit ram BR devete @Rt v cotically fom o
referred to_ herein as a synchronous one-bit interface
cwg{tgggﬂmtg‘rc@g}cawﬂ@g o8- 28R tter: i a dsivice wdichdgeludes an

i.nvention; 4 [0014] Fug | b depicts anot her enbodi nent
opffcal lﬁ%elﬁ:étea, P Hhﬁfﬁ‘ qﬂnéu &P devigsd Ip ﬁnq:q:rgbo&xqena the device with the

optical receiver may comprise a personal authentication device, and the transferred data

is used in an authentication process.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] The invention is illustrated in the figures of the accompanying drawings
which are meant to be exemplary and not limiting, in which like references are intended

to refer to like or corresponding parts, and in which:

[0013] Fig. 1a depicts an embodiment of a data structure which is referred to
herein as a synchronous one-bit interface protocol according to an embodiment of the

invention;
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[0015] Fig. 2a depicts a bit streamincluding the
synchronous one-bit interface protocol depicted in
Fig. 1 a repeated according to an enbodi nent of the
invention; 5 [0016] Fig. 2b depicts another enbodi nment
of the bit streamdepicted in Fig. 2a including the
synchronous one-bit interface protocol depicted in
Fig. 1 b repeated according to an enbodi nent of the
invention; [0017] Fig. 3 depicts a flow chart

oohdjust r a;h f . ansfer thod . _.
; ac‘t:]or di ?glg tnl %ég %tgﬁb@tﬁ%r%éa#? d]gjghﬁ#éﬂﬁ na\?ae%f"'lc%%; ‘{éﬂ'ﬁtefi GOk
11 9. 4 depicts a flowchart illustrating the flow of a

data transnission nethod according to an enbodi nent
of the invention; and [0019] Fig. 5 depicts a diagram

. 1 ati . : . devi N
005, 2 8 B LA Wl Bk
- ictb@irAGE Oy it D di. t of the,
P e 156 AR b i o o ERPEe Begmtbions
EMBODI MENTS [ 0020] Preferred enbodi ments of the
foorgrent | %g.%@ieﬁ?ﬁé’a ﬁ&reh}%gﬂm%ttrgg éﬁ(fegite&rgglggepgétg%%&%. 2a

drawings. Fig. la depicts an e I ment

B S e UESARE BR 0 s 1

enbodi nent of the inventio

mk§dﬁg§ygggﬂ§@9M§tgghgﬂgégk .interface protocol that

may De use or data transter between conputer devices
and/ or systens. Data structure 100 represents a bit

[08i7 eam a9, deRpikiskebvAlian ?litféatlthmg(%%f]tloa\i/ g’{ L é]a%i tgeir;r]té eg%gt%%y

transfer or transm ssion o0 ruc

acBRdiRE S R TR dBRht §8hL Yvedidn Ot her enbodi nents a radio
frequency (RF), electromagnetic, electrical,

acoustical, digital or any other suitable interface
[oomy be Wd-deﬁi@t@ G160k illustrating the flow of a data transmission

method according to an embodiment of the invention; and

[0019] Fig. 5 depicts a diagram illustrating a personal authentication device
receiving a coded data structure from a computer monitor in accordance with an

embodiment of the invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0020] Preferred embodiments of the invention are now described with reference
to the drawings. Fig. 1a depicts an embodiment of a coded data structure or interface 100
according to an embodiment of the invention. Coded data structure 100 is a synchronous
one-bit interface protocol that may be used for data transfer between computer devices
and/or systems. Data structure 100 represents a bit stream as described above.

5
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referring to Fig. 5, the coded data structure 100 may
be optically transferred between a 5 screen portion
503 of a conmputer nonitor 501 of a conputer system 500
and a personal authentication device (PAD) 510. The
screen 501 may be a liquid crystal display (LCD), a
pl asma di splay or a cathode ray tube (CRT) display.
The conputer system 500 includes a processor (not
shown). The data structure 100 is emtted as a bit

e e N
ot bl 9y DO SR 355 g
Ao bACL BT G SHRUR 952t bS5 S et
BB L 558 S 58 05 L P S e 15

jter. i opput er system 500 i ncl udi ng the screen
s oBlinc305 O R B UL O & Samaper st 06 s aesonal
PAD.510. 15 [0022] U.S. Patent Application Serial No.
a‘f@?“é‘%%{%é*f“’% AT S wen 991 moy)bea liquiberstalisiisplay (LCD),
dgyicgs nethoqf and sys&ens faor controlling access to
a Pleam? dS¥gy prasatnode ray tubs (CRENdisplay. EhpspmmtensystomioD orides
above, the data _structures and the synchronous one-bit
2 PHPESIT{BY SHPBo The defesRBR He priticd Ay bibereanmilydiestraes
t he gqﬁed I i ght s”gnal described in that Application.
120,°0% prd epptosms to the pmelaencus gne-his intsrfactiproteceisiepiated i Fig,
i nterface 20 protocol described herein may be enpl oyed
14,y Ihsthifestream prefarabhy ermpsisesraponavivgeto-2erooNRF) big strddli Dat is
ags, smart cards, transponders, etc. [0023] Referring
Seifg“g?qiﬂqgo Tjhe gynchrogoustope-bif interfase protricalie well siiteti dsrfance. 100
includes a start segment or sequence 110, a data
appliggion tvithapne i dnterface it kasgne dtiviog wsitee eame of 3dre pabsive
The binary states of the interface may be defined as
regdess: eAn gxamplsf of pdriviad Woijer 16®mpaited systeat 200 ifbl{dief BE eR6Rd
by 152). The states represent a bit in which each bit
parion; 3. [intexample of a passive reader includes PAD 510.

[0022] U.S. Patent Application Serial No. 10/651,361, filed on August 29, 2003,
describes devices, methods and systems for controlling access to secure systems, e. g.,a
computer system. As mentioned above, the data structures and the synchronous one-bit
interface profocol described herein may be employed as the coded light signal described
in that Application. Also, the data structures and the synchronous one-bit interface
protocol described herein may be employed by other signal processing devices including

RFID tags, smart cards, transponders, etc.

[0023] Referring again to Fig. 1a, the data structure or interface 100 includes a

start segment or sequence 110, a data segment 120, and an end segment or sequence 130,

6
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streamis transferred for a set clock period 140.
Prior to data transfer, the interface is in state B
(152) (binary 0). After data transfer, the interface
is held in state A (155) (binary 5 1). During the
start sequence 110, the interface transfers X
alternating bits of A (binary 1) and B (binary 0)
starting with bit A (binary 1). During the data

r f n Z Di f

Thétﬁ%&gteslgf%e |H%ﬁace eo da E rﬁeocf as %ﬁcg eng’,}c%a)éi% ;)rgidstate

An escape seq nce
nor e

[ e_conmmuni cated data has Y or
r\c/:\%ﬁetncedebé/ ulgg Tig ftes eprepenb p Bit i whish eg¢h bikisrthe bibnt i guous
B blts an additional B bit is transferred. This
streamsia frersfarted for talset dlodkepefiod &40 OPrivdr kd dddiratister 3RS n@¥fadk is in
contiguous A bits during the stop sequence 130. During
state (152 )opinary @) uafieralaf3Banstet)ahd inteefudis Belli HRREE O @5 (Bindry
bits: an A bit followed by Y B bits. [0024] Duri'ng
1). Brwringttheestan sequened IO, Ok iftt@NS Magg0X alRrda88Ehivd §1% (binary
devi ce and the sendlng devi ce may have different,

1) drgiH (birlaty0)aBptRWIONHILS (hi6A9Q, DRERMSE: ARES eHQL%Othe

send and receive the bit stream en t he ¢l ock &peeds
int@fact BRNOENIaGE T s OF ith B 88tape ddgudmee [RY S}Q%vng frr-a%&%'llréd

to decode the bit streamon the recerving e

whele0ekhe ¢aeilmidateaReRdas YaRthAECRABudL S lg{s \Mgiﬁthgrg iy Ihe

sendi ng device inserts the clock perio en encodlng

motd WnhitiousB bRA & aliditiddas BHGS 0
stream at and the rece|V|ngu%%§%%g ?ﬁguhgégng% 8“ﬂﬁme

wilBEHlY Ransth & dofi&ioWd A%hid @MiCEmE )§1tog g&ﬁ.\éncte g§? ilpo ck fge r éﬁ?g

fromthe bit stream during dec

[ X from
e SR R

and the end sequence 130. The cl ock period i's

[oo2xtt r act Baridgenkhs whhdrst or)ﬁanélrmg’éx&% 2 {chtvn)% 2L %’hd 5% c e

sequence 110 and the last Y b

sendid@ devibtEm& a0t B2, tﬁﬁ&ﬁly%}yﬁc n&&ﬁl&&rﬁ%‘%‘é ' g %%Lts gf

the start sequence are / deflne

send dhdeb @ik AL bit E\f‘eaﬁ@%%@ e DioLiS sdaggds o?gx Sdtgv g?soaé%&g{%fe%} ﬁ:

tstop, Hence, the peri use
mafl8é @fFREERMcodedthe bit stream on the receiving end. A clock, used to encode

and decode the bit stream. The sending device inserts the clock period when encoding
the bit stream, is inserted or encoded into the bit stream at and the receiving device, as
described above. The receiving device extracts the clock period from the bit stream
during decoding. Referring again to Fig. 1a, the clock period 140 is extracted from the
pulse width of bits in the start sequence 110 and the end sequence 130. The clock period
is extracted from the first X — 1 bits of the start sequence 110 and the last Y bits of the

end sequence 130. The duration of each of the X alternating bits of the start sequence are
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X-1 L (ts (1)) 4. tstop) / (X +Y - 1) 5i=0 An
exanpl e of a clocking period 140 is shown in Fig. la
as: Cocking Period = (ttaa(0) + tstart(1l) + tstop)/
6 [00253 Additionally, during transfer of a bit stream
from for exanple, a screen portion 503 of a conputer
system 500 to PAD 510, as depicted in Fig. S. the
binary states 10 of the interface may correspond to
the di splay of the screen portion 503. The screen
defprod ¢ @ua(i5 081 the Splatiyss ofthdlasick Bssitsad thaiiop de@iknidasyl at € B
and a white screen portion in state A In the dat a
Hegdey the tiorlepatiop usddad clook bitghe dAz sdohient iss i1 | ustrat ed by
a scale 150 indicating that in state B (152) (binary
x-D) the screen portion 503 (Fig. 5) displays a black
{I4emdpn t@pdX rstaje A (155) (binary 1) the screen
i=portion 503 displays a white screen. 15 [0026]
Referring to Fig. 2a, a bit stream 200 incl udes the
Sy N&h BaRRlSf AREcRink pelist BIOTiaSIRWR] AEFREQh 2100 depi ct ed
in Fig. 1 a but repeated. For exanple, the repeated
cmmgpe@ida&g@ i 1y st Uyed to transfer data froma
screen portion)S%%QfL é%gAD 510 such that the bit
Streamis repeatedly transmtted fromthe screen
[0008) t i onAB@Borally t diEinP ARSI Of 2 bikRBe FBRY o ExdgReList NS
may be controlled by the sending device, e.g., a
porfibe e effaltbipte 2 s@teko PADIAREL deb@R3in Pls. § Thd §ERO0SES
to user input into the sending device, e.§., the user
of 1he PikdrRicemEOERrethohl 1 MR &i T TR vigge via a
keyboard &f otﬁ%r inﬁﬁt“ﬁgﬁngwéﬁgg%ﬁgﬁgéﬁﬁrH%SB%STce.
orkiO® 204 disph s : hehed Jn Fig. . 2
S e e B T

A. $h R 3RQnRE dﬁ%ﬁ&&ﬁpﬁig 11088 i ﬁ@?@ar&d‘&' éjé%%% 139 ﬂ%pcgting

sequence 205 oting the end a previous

‘thatsit Bte@rB (152) gliriint 0) SIe0s¢RBE6 PorBdA 508 (FR. §)idisBlays KRELenLAOA,

a
in state A (155) (binary 1) the screen portion 503 displays a white screen.

[0026] Referring to Fig. 2a, a bit stream 200 includes the synchronous one-bit
interface protocol 100 depicted in Fig. 1a but repeated. For example, the repeated
protocol 100z, 100b is used to transfer data from a screen portion 503 to a PAD 510 such
that the bit stream is repeatedly transmitted from the screen portion 503 to the PAD 510.
The number of repetitions may be controlied by the sending device, e.g., a predetermined
number of repetitions, or in response to user input into the sending device, e.g., the user
inputs a code displayed on the receiving device via a keyboard or other nput device of

the sending device.
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data segnment 220 of the first protocol 100a, an end
sequence 230 of protocol 100a, a start 5 sequence 235
of a second protocol 100b, a data segnment 240 of the
prot ocol 100b, and an end sequence 250 of the second
protocol 100b. The bit streamin Fig. 2a in the

enbodi nent depicted in Fig. 5 provides for flashing of
screen portion 503 as follows (B denotes that the
screen portion 503 displays a black screen and W

t ' 503 di splays a white
O e poeepdalll RSP o ARl M piac o, s ise e pvemnetars
a A . 0028 ) ti d ab ,
s P2 PO e el 20 o bropocst RIRLI BB i oo spanoe 205
i t.he dat t t hat wh
denbBIAE LA SRS e dfertd h Sl SEECe 710 Shn i prskodel 1906
hS i h h ti f ti
b bment 328 o B W ol 8B} 1006 o 800 Foclyonce 30 sayiforisdOoes § s
<T LI, owi I f di
kB0 TS BN D, ARG S8 Pk,
[ W th t | 100, 100a, 100b depicted i
onfl R 2 shioh e CeEnBErdldilon “Tin Womheig ek & the |
tart e _of the. Di treamis 101 and the st
enfPodiTieRRdERITo 1 S1t s Prosvides o pshimsnioereeTprstiost 103 o Etlinen (B
dtqe1ﬁt3%t and stog sequences are the data segnent
RATCRICET SECPERTER P8 dispitiserilackiscrgen and W denptes theg the s@@en
%at%: ng@AA BE} Stream, 101101010101010101010000
PoRR PR3 GipleEs HYBHOSFPEDDORIOD):  Data: 0x0431 25 Bit
VV§%§§351 10100000010000011000110000
#Beerersd §08 FoB B1WddHB0Dat2 SegnéroH3HB B B. anot her

enbodi nent, the phases of the start and stop sequences

be .
[06%}/ As mentioned above, an escape sequence for Y or more 0’s in a row is
transferred during the data segment such that when there are more than Y or more 0’s, an
additional 0 is sent. This insures that the only time four contiguous zero bits are

transferred is in a stop sequence.

[0029] The following are exampies of encoding (converting) data into a repeated
bit stream that complies with the protocol 100, 100a, 100b depicted in Fig. 1a and Fig.

2a. In the following examples, the start sequence of the bit stream is 101 and the stop
sequence of the bit stream is 10000. The bits between the start and stop sequences are the
data segment which corresponds to a numerical value, e.g., 431.

Data: 0XAAAA

Bit Stream: 101101010101010101010000 101101010101010101010000. ..

Data: 0x0431
Bit Stream: 10100000010000011000110000 10100000010000011000110000 ...
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inverted for better reception of the bit stream In
sone enbodi nents, the order of the stop sequence,
data segnment and start sequences nmay be reversed in
the data structure. [0031] Referring to Fig. Ib,

anot her enbodi rent of the data structure, simlar to 5
the data structure in Fig. la, is depicted. In Fig.

I b, the start and stop sequences are inverted. Coded
dat a structure 105 is a synchronous one-bit interface

[opsgt ocol pit %Iré?r}{)odlﬁl%ny ﬁﬁg)hgé?-zg FAL Sk 51‘}{153 qgenc?s may be

transm ssi on between Céf’f’p ter eVI ces an

inferted qu%ﬁéxﬁ}g%pﬁgpyfqhé 151% %H%glgrb ?1? § ete(r)nb%d enls f%e or%%r St the

structure represen ream

B SRR e PP P B 1 AT e

Fig. the data structure or interface 105 incl udes

[o@31§t a” ﬁﬁm% 8k, lbsgr%ﬂ?eggrﬁgéd]i%?g%f%%td%%ggcqegt%%i%r fe

an en gnent” of seq inary

g By PR Mo R T8 AR Stiﬁééfstﬁﬁﬁ%é%?%f o
m{/&@ﬁeé&ﬂ:h d@tagﬁ'ﬁ nﬁ-@ ﬁ@ﬁalg]afsg?c%on%u‘% &&% 1Rtelbf% pg&o?mgq may

tream 1s transterre cIo
terf {
e%&’iorzﬂgwﬁ%&&erf; PR oA Bty B
th
Sl BFRs B i FUTE S ot Ui e
{ th
B e e B SR e S
terf bi t f_dat An
A A R L -
connupgfa%ed dat a E@S Y or npore contiguous A bits. If
SeRYFLFe ! Gy & dgfa a?wef r @ pd @%’tfgt%smqegce 18A The binary
addi_ti anal is.transferr This insures that the

St °$ ey ‘l?rﬂef}nﬁ“raé ek rplemdhtd byuisdband st B

é} g the stop sequence 135. During the stop

(R 0% 1335 The H%teﬁ FePESFETH @ bt Siregus Mgy hjcheadh bit m the bit giregm
bit followed by Abits. 10 [0032] Referring again to

is ﬁ‘ﬁgfferfﬁé fog ayet @P%‘cﬂ?ﬂﬁ‘é#‘?‘b Pripatp data tEapsicn iedntertpasris infstate A

(1?4) (binary 1). After data transfer, the interface is held in state B (153) (binary 0).
During the start sequence 115, the interface transfers X alternating bits of B (binary 0)
and A (binary 1) starting with bit B (binary 0). During the data segment 120, the
interface communicates Z bits of data. An escape sequence (not shown) is transferred
whenever the communicated data has Y or more contiguous A bits. If there are Y or
more contiguous A bits, an additional A bit is transferred. This insures that the interface
will only transfer Y conti guous A bits during the stop sequence 135. During the stop

sequence 135, the interface transfers Y + 1 bits: a B bit followed by Y A bits.
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width of bits in the start sequence 115 and the end
sequence 135. The clock period is extracted fromthe
first X - 1 bits of the start sequence 115 and the
last Y bits of the end sequence 135. The duration of
each of the X alternating bits of the start sequence
are 5 defined as t,%t(i), and the duration of the
last Y A bits of the stop sequence as ttop. Hence,
the clock period used to clock out the data segnent

[ X-1 : [ t - | =0 10
OO it & SYePEREE birle ;e Bbok o Tafl i grthored g b e
: i ' 7 + {1 ttp)/ 6. ..
RSSO RGN MRS Ty e b I . ok p ot
| 4. rti f comput er
er SR b s AL i PR S5 seoRBies 4 P g s o e che
[ : he. | : dto th
S8 ™ g s loricdth (K SRS TR YRR GEFBR e e
' 20 ' bl J ti [ tate B
B 4P DS RR oF T Y BSE I or et
tyre depict i,n . Fi I, b, this is illustrated b
H%’tcggcl':ﬁg °e°°i‘é’6“$4%&ff"§g"c‘il%c§ 0“?’??89“? ACEHeRt ' B (155) (bi nar yy
Xg) the screen portionAé?ESg;i?b_S) diislaﬁs a bl ack
r n tate i nar t he screen
(EE@?gﬁgh @géoé?gngys a white screeny [0034] Referring
to Fig. 2b, a bit stream 201 i ncludes the synchronous
one-bit 0 interface protocol] 105 depicted in Fig. Ib
but “PeFFBRPIE Y @ plgrking prrigf 440 s ghowreigdig. dB asipr ot ocol
1Q05a,,.105b s used (o transfer data froma screen
C.IB%?% %ﬁ‘ogﬁétﬂtﬂé&é”mé)ﬁiﬁ@%@ch that the bit streamis
repeatedly transmtted fromthe screen portion 503 to

[OM}? PAD Agcihgionﬁfy, ggr?n%rtiragse ero E%Ytes'treaimtl from, for example, a screen

portion 503 of a computer system 500 to PAD 510, as depicted in Fi g. 5, the binary states
lof the interface may correspond to the display of the screen portion 503. The screen
portion 503 displays a black screen portion in state B and a white screen portion in state
A. Inthe data structure depicted in Fig. 1b, this is illustrated by a scale 150 indicating
that in state B (155) (binary 0) the screen portion 503 (Fig. 5) displays a black screen and

in state A (152) (binary 1) the screen portion 503 displays a white screen.

10034] Referring to Fig. 2b, a bit stream 201 includes the synchronous one-bit
interface protocol 105 depicted in Fig. 1b but repeated. For example, the repeated
protocol 105a, 105b is used to transfer data from a screen portion 503 to a PAD 510 such
that the bit stream is repeatedly transmitted from the screen portion 503 to the PAD 510

as described above.

11
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[ 0035] The repeated protocol 105a, 105b depicted in
Fig. 2b has the sane state paraneters as in Fig. 1b
The bit stream 201 of protocols 105a, 105b includes an
end sequence 207 denoting the end of a previous bit
stream a start sequence 215 of a first protoco

105a, a data segnent 220 of the first protocol 105a,
an end sequence 233 of 5 protocol 105a, a start
sequence 237 of a second protocol 105b, a data segnent

ft , . 255 of
48 OF 1% eLBiORALert B RRG, AL g RYSDES 2001
PhftatlS sERIRE OB 2he S BrEnTR sbaroledas 1P S it ens
t hat g t 503, di spl bl ack
et T C L el e
iR Bl Bt aaabion 2 S Sroroeq Qb P FREERRES oln
¢ 1's i :
PBREAE e SO Lr  PAE wi BsE A mipemaghor
pisBiol 103 R SaepatS S ol gFAcy Proeof B dBh oY gersmun
R TR B s s orkon s
(converting) data into a repeated bit streamthat
asc% W§ Ehdepptenihetibe sFesh deBion 2¢kdispleysa, black spreereand WV denates
Fig. IDb and_Fig. . 2b. In the foll ow ng exanples, the
tbétfg? ereca v aUd displpys ayvhitesereampartien)010 and the stop
uence of the bit streamis 01111. The bits between

se

BiW & Ltz pecnentiB Y O W6 Bol dh BdtapeamentaB WX ¥ Yegnent
whi ch corresponds to a nunerical value, e.g., 431. 20
Dgéa: OXAAAA Bit Stream ' o _

[494%)1 010 1'5E0e: GRorRPEEsDe Searenco 1o 10aromere 3 iR 6 100 istapsferred
Data: 0x0431 Bit Stream

dermgdrotatrssgoent suiche 1ben recoopnorEdreoy eomorois 21 additional

1 is sent. This insures that the only time four contiguous one bits are transferred is in a

stop sequence.

[0037] The following are examples of encoding (converting) data into a repeated
bit stream that complies with the protocol 105, 105a, 105b depicted in Fig. 1b and Fig.
2b. In the following examples, the start sequence of the bit stream is 010 and the stop
sequence of the bit stream is 01111. The bits between the start and stop sequences are the
data segment which corresponds to a numerical value, e.g., 431.

Data: 0xAAAA
Bit Stream: 010101010101010101001111 010101010101010101001111...

Data: 0x0431
Bit Stream: 0106000001000011000101111 010000001000011000191111...

12
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25 12 Data: OxFOFO Bit Stream
01011111000011111000001111010211111000011111000001111. .
[0038] Fig. 3, depicts a flow for receiving and
decoding a bit streamprovided in accordance with
enbodi nents of the invention. For exanple, in the
enbodi nent 5 depicted in Fig. 5 PAD 510 at the
receiving end includes a data receiver which receives
the bit stream and a conputer processor (not shown)
Dathiogbopy ocesses and decodes the received bit stream

Bil Stréab ko 31 P100b0F1 1 PAR0BIA1} DF4149 P0G 19 Rdobna i £Cel ver
y

hat optica recei ves t streamem froma
screen portion 503 of a conputer system 500 and

[ogrgses thg. Bidepts SRR foPrebfiPinp RE @&g&ﬁ% A bit s@éaﬁ?&oag%lolrn

the clock period is extracted from e start” an

acSor@hes SAH BRGESnRhts P e iventinl €1 ‘%ﬁnlpﬁ; ﬁxgt

In block 330, the data segnent rean1|s

defRQ @?ﬁlgby PtABfS R A6 QhvitSdndifiRs ?3%’[5 ?e%ta%gr &ljui%:ll%celves

peri od. Fig. 4 depitts a or generati

thDbit srfetaﬁneaﬂma raaﬁﬁﬁtgg&%argsog@m k;mﬁ I@vgld:wgg&tes%@&q d”§>%es l

the i nvention, an ransm

reéeﬁ\f‘ed l%ittstrg'&rﬁ eﬁxrgloékrﬁ 10 Jtﬁe PABGKo gﬂa%desaang{gﬁgﬁ %ecexver ti‘l?.]t oOptically

conput er, conputer systen1or evi ce

reccek\%g lt’ﬂe Q’Ll? Fxgﬁ( dcmfm aescgee 8111]%% %0? efr aI cr%gi_pg%{ Sys g}r (@I alnd

ean1 I ng perlo nay Be &

ity sﬁe@gﬁazro%%s&%r?@iggkuégf&gggm R BhostBeLRl,
LB B SR A o RS
PSRt Y

eb| streamis encoded by the processor using the
PPPGck information. In bl ock 440, the stop sequence of
the bit

[0039] Fig. 4 depicts a flow for generating a bit stream provided in accordance
with embodiments of the invention, and for transferring or transmitting the bit stream. In
block 410, a processor of a computer, computer system or device determines the clocking
information, e.g., clock period, for the bit stream. The clocking period may be a pre-set
default clock period or a selectable or computed clock period. In block 420, the start
sequence of the bit stream is encoded by the processor using the clock information so as
to provide some or all of the information needed to extract a clock period during

decoding of the bit stream. In block 430, the data segment of the bit stream is encoded by
the processof using the clock information. In block 440, the stop sequence of the bit
stream is encoded by the processor using the clock information, also so as to provide

some or all of the information needed to extract a clock period during decoding of the bit

13
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streamis encoded by the processor using the clock
information, also so as to provide sone or all of the
i nformati on needed to extract a clock period during
decoding of the bit 13 stream The start and stop
sequences at | east together provide sufficient
information for extracting a clock period during
decodi ng and al so functioning as a start and end for
the nmessage or payload data 120. The encoded bit
suSh R i Bahos Sbleed Pl vPepe tilngen brmtion

comnmu

f d from.th tion 503 of t
o R e E10-E Pt e So-b R gl Bielonheca s ok and eud e

be t f d t itted.b i tabl .
e P Y N e
D B R i e et T et s

sui t abl conmuni cation |ink or pedium e.g., a
pqueﬁ%§§§ﬂ’€6ﬂ’i‘}ﬁ‘ﬁ?rcsﬁftf“8r§gof‘q B PARY 0041] Referring to

Fig. 5, as nentioned above, a personal authentication

ice (PAD) 510 js depicted receiving, e.g., an
(0B} car 15 HPkmS Y PRES G cn St ey SiRbs
conmputer nonitqQr 5Q1 of a conputer system 500 in :
CORTUBHGRM P+ AR Ex b HEABN TOab be TRy BABH EHEHhIe day
exanpl.e, the coded data structure js emtted by screen
TeRfaYer- SRNERssiqnr rapifernf Sl strermmaiaks Plecsoverny stigadble of
a conmputer system 500. The conputer system 500 15 may

- CopyRHRAFHembRk 5 wmsEium, &8t RoYirelsts eommpsedtiors liknput er

server, conputer system or evi ce. The PAD 510

d
Lncl ude rocessqr (not, shown) for decoding a bit
(001 ¢ am JRRITHNE Bk ot B FTLASHAR VS TSP AEBFURORGIYiRg
a.set of instructjons for decoding the bit stream
(PAva SN dspigtes! Zeceiving §-8-f Fy Ortiself Fansnitied coded data stweature frgm
conputer system 500 or a renote computer_ server,
2 CEpylsEr Benisra0b A BorRRMEr sEstemap P in acpnadanseyvith ar embodiment of
initiated use of 20 the PAD 510, a bit stream
the meioRN For example. the spdrdoiatatmetutenio emitted bipscraeddortiops4a3 for
105b of
purposes of authenticating a user of a computer system 500. The computer system 500

may communicate over a network with another computer, server, computer system or
device. The PAD 510 includes a processor (not shown) for decoding a bit stream and a
computer-readable storing medium storing a set of instructions for decoding the bit
stream. The PAD 510 is useful for facilitating user access to computer system 500 or a
remote computer server, computer system or device. Afier the user has initiated use of
the PAD 510, a bit stream, according to the protocol 100, 100a, 100b, 105, 105a, 105b of
the invention, is sent from screen portion 503 to the PAD 510 for authentication
purposes. The bit streams emitted by screen portion 503 may function as an access

challenge signal or other signal.
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the invention, is sent fromscreen portion 503 to the
PAD 510 for authentication purposes. The bit streans
emtted by screen portion 503 may function as an
access challenge signal or other signal. 14 [0042]
PAD 510 may provide a response that is then input to
conputer system 500 (e.g., wirelessly, by cable or by
a user operated input device). Upon verification of
the response, the user is granted access to computer

[08¥t em S 8( fhaf ﬁﬁ{)ﬁfd@ a?& E Hat 1% ern\ﬁu%{out's& G %26'81% gygtegx 500

system or devi ce. e co ter sys

(e.g.e, RAlefesS I’@l&ﬁé a{)?yeg' e (?p[erat l{td %é y ?]t'pf(%nvegxrﬁggt?o\éa%?he

conput r-rea storage

"R B A Gk R8I PR or P BB
copfelt it ey, S St DSl Sdséé’ s BT
sl SRR ey RTRY 45y LRl e b PRt e Honarior
s b8 our i btams Rl By s A AL’ brndsampuer

ation rsonal ers, uterlzed
f%%feéf%ag%?@gﬁ%?% 71 61 °0R 06 DA ES o} Soping thg e stream.
other el ectroni c devices suitable for the purposes
twar and ot her nodul

O ccs BvaEs b et iRt Affta 2l ﬁ%@&fgﬁewogwxﬁe?@wm,
af(ier er npem%gct%g’ b bf@%&% é@%?ﬂaé%gﬁng'ur P iR wﬁsgngaqgfor the

C ut e | es, |ables progr anm ng
PR eSS b Sl Rt seod(op nghhgeoid PR SYT O C
w%%ﬁﬁrnatlon torage schenes or nethods, or any

f%&tﬁeﬁﬁ%"" P‘PfBP & compitierizgd gablets, perpenal @a&tﬁée@ﬂs@ms
(ngé ‘E‘g %0044 Whil e the i nventi on has been
& o Sler HRATTPI (06%5 PUHDIE forclat RSP oeswuitieR herein. Software

err q enbadi nents, many variations and
mﬁﬂgﬁ 5“8%{ FSPAY beacqgstible e loca] memerys via mefsverk, or via other means

suitable for the purposes described herein. Data structures described herein may

comprise computer files, variables, programming arrays, programming structures, or any
electronic information storage schemes or methods, or any combinations thereof, suitable

for the purposes described herein.

[0044) While the invention bas been described and illustrated in conneciion with
preferred embodiments, many variations and modifications as will be evident to those
skilled in this art may be made without departing from the spirit and scope of the
invention, and the invention is thus not to be limited to the precise details of methodology
or construction set forth above as such variations and modification are intended to be

included within the scope of the invention.



20 skilled in this art may be nmade w thout departing
fromthe spirit and scope of the invention, and the
invention is thus not to be limted to the precise
details of methodology or construction set forth
above as such variations and nodification are intended
to be included within the scope of the invention. 15
CLAIM5 What Is Clained Is: 1. A coded data structure,
conprising: 5 at least one first data segnent
conprising data coded inq¢ Egance with a clock
period; and at | east one sécond data segnent
IS4l data relating to the clock period and from
vﬁﬁ?@ﬁﬂﬁﬁggglock peri od can be extracted. 10 2. A data
transfer or transm ssion nmethod, conprising: receiving
I?AH%Bmﬁﬁkﬁﬁ i%caﬂﬁ}ﬂ ,at least one first data segment
conprising data’ codéd®i n accordance with a cl ock
peri nd_ at lLeast one secand data, segnment conprisin
datéQ%%%§ ?ﬁﬁt?%af%%wBVQEW”ﬁﬂgPﬁaf°¥&ﬂ?ﬁ§ﬁﬂﬂ§eNW@aCbC
P&kﬁgﬁdperiod fromthe at | east one second data
egitent; and 15 decoding the at |east one first data

segwggt on the %fis of the clock period. 3. The

met O BPITIEPT S SREFY CAmPREngsiata efatiag tn thaelpeldierigd and

ﬁnonhagturn-%o-ze 0 hit stream 20 4. The nethod of
@ ayiehahe clekneripd pandegrtasidst one second data segment
includes a start sequence and an end sequence. 5. The
met hod of claim4, wherein the clock period is

extracted froma pul se wi dth of
2. A data transfer or transmission method, comprising:

receiving a bit stream including at least one first data segment comprising data

coded in accordance with a clock period and at least one second data segment comprising

data relating to the clock period;

extracting the clock period from the at least one second data segment; and

decoding the at least one first data segment on the basis of the clock period.

3. The method of claim 2, wherein the bit stream including a non-return-to-zero bit

stream.

4. The method of claim 2, wherein the at least one second data segment includes a start

sequence and an end sequence.,

5. The method of claim 4, wherein the clock period is extracted from a pulse width of

bits in the start sequence and the end sequence.
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bits in the start sequence and the end sequence. 16 6.
The nethod of claim 2, wherein each bit of the bit
streamis transferred during reception for a set
clock period. 7. The nmethod of claim4, wherein the at
| east one first data segnent includes an escape 5
sequence. 8. A data transfer or transm ssion nethod,
conprising: generating at |east one first data segment
including data relating to a clock period generating

6. e WEARN o@am;@m%uﬁ@at«,ﬁbﬁ SEHIE Bl 5& %H&e&g Rrin

encoded using t’he to clock perio tran err|%g or

A-TeEY 2 (N N at |east one first data segment and
reeﬁe at %eag?d%ﬁgw second data segnment. 9. The nethod

of claim8, wherein the at |east one first data
segnent and the at [east one 15 second data segment

R0 SR BEL U 8 OO B 548

selfdst one second data segnent includes a start
equence and an end sequence. 20 11. The net hod of
claim10; wherein the clock period is inserted into a
pul se wwdth of bits in the start sequence and the end

17 12. .The od of. cl 9, wh h
8 o PP S P BT PEREPBF  co during |

transm ssi o cl ock period. 13. The ne d
C1 abEee hare P Bt sePae B s atdpiat i Sl herod
n
I ncl glége?gﬁn% rE]lt lea?st gr?ecsaeg 5 dsél?lt %ggucl:glt including data encoded using the
clock period; and

transferring or transmitting the at least one first data segment and the at least one

second data segment.

9. The method of claim 8, wherein the at least one first data segment and the at least one

second data segment comprising a bit stream including a non-return-to-zero bit stream.

10. The method of claim 8, wherein the at least one second data segment includes a start

sequence and an end sequence.

11. The method of claim 10, wherein the clock period is inserted into a pulse width of

bits in the start sequence and the end sequence.
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14. A data transfer or transm ssion system

conprising: a processor; a data receiver cooperating
with the processor; and to a conputer-readabl e storage
medi um storing a set of instructions, the set of

i nstructions capabl e of being executed by the
processor to inplenent a nethod for data transfer,
the set of instructions effective to performthe steps
of receiving in the data receiver a bit stream

' | ol ment conphising
s o ot Sl o s s R R e

. .S, data segnent conprising data
u%%ﬁ%%?ﬁg&?§gﬁﬁgﬂ5F%§' period; extracting the clock
period fromthe at | east one second data segnent; and
decoding the at |east one first data segnent on the
i.s_ of e, cl ock eri,od.. 20 15. The system of. cl ai m

i efphod e 28 unsPSR Rt o8 oncmy ol B e ot oy
esrcgpce%ie?\ﬁenge_ the bit stream 18 1§. A dat a tran§fer or
transm ssion system conprising: a processor; a data
comuni cation device cooperating with the processor;
and a conputer-readabl e storage nedium storing a set
I%f instru%tions, the set of 5 instructions capable of

e Y2 BRI R HASIPITIOn SHETREQEBFSE | npl enent a met hod
for data transm ssion, the set of instructions

ef f EHPFEF0 performthe steps of: generating by the
processor at |east one first data segnent including
dat & dataesf YR §OaPsrating iR khepepgesser; and

a computer-readable storage medium storing a set of instructions, the set of
instructions capable of being executed by the processor to implement a method for data
transfer, the set of instructions effective to perform the steps of:

receiving in the data receiver a bit stream including at least one first data
segment comprising data coded in accordance with a clock period and at Ieast one second
data segment comprising data relating to the clock period;

extracting the clock period from the at least one second data segment; and

decoding the at least one first data segment on the basis of the clock

period.

15. The system of claim 14, the data receiver comprises a wireless device for receiving

the bit stream.

18



+ generating by the processor at |east one second data
segnent including 10 data encoded using the clock
period; and transferring or transmtting by the
conmuni cation device the at | east one first data
segnent and the at |east one second data segment. 17.
The systemof claim 16, wherein the communication
device conprises a wireless 15 device for at |east
one of emtting and transmtting the bit stream over a

19 a8 SPansELSFRARLARLLD Q/sjteh{] lc<om15|'r195ing:
a processor;
a data communication device cooperating with the processor; and
a computer-readable storage medium storing a set of instructions, the set of
5  instructions capable of being executed by the processor to implement a method for data
transmission, the set of instructions effective to perform the steps of:
generating by the processor at least one first data segment including data

relating to a clock period;

generating by the processor at least one second data segment including

10 data encoded using the clock period; and

transferring or transmitting by the communication device the at least one

first data segment and the at least one second data segment.

17. The system of claim 16, wherein the communication device comprises a wireless

15 device for at least one of emitting and transmitting the bit stream over a wireless

communication link.
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