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clains the benefit of US Provisional Patent
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I. to prevent a potentially dangerous condition from
occurring. Such automated intelligence relies on
particul ar signal levels (values) in order to initiate
such a rel ated safety change. Thus, maintaining the
integrity of such safety signals is critical to insure
that appropriate neasures are taken in'the event of
an emergency. In one conventional technique, safety
and non-safety data are kept separate, for exanple,
within different networks. [00051 A typical safety
network i s desi-gned to detect errors and react wth
pre- determ ned safe operation. Typically, this neans
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field 1/0 conponent processes safety and non-safety
data within "an industrial-' control architecture. A
non-safety 110 conponent that receives, processes and
outputs data wunrelated to safety, wherein the
non-safety 110 conponent is coupled to the expansion
port. A bridging elenent facilitates the comrunication
of safety data to a backpl ane. An expansion port is
coupled to the non-safety 110 conponent and a

uni versal safety block coupled to the expansion port
that receives, processes and outputs data related to
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field I/O conmponents that process safety and
non-safety: signals that comunicate utilizing one or
nore industrial automation protocols, in accordance
with an aspect of the subject an asp ., oidancew- the
subj ect invention; and, [0016] FIGURE 7 illustrates a
nmet hodol ogy t hat enpl oys bl ock and nodular 1/0
conmponents to process'data related to safety or
non-safety, in accordance with an aspect of the

subj ect invention. DETAILED DESCRI PTION [0017] FI GURE
1 illustrates a universal safety block (USB) 10 that
can receive and/or transnit data related to safety -
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to the safety data table 18. The safety data table 18 can interface with the safety /O
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etc. via the safety 1/O circuitry 14. '
_ | [GO.{U] " The safety I/O crrcurtry 14 can oe substanually any hardware andlor sof‘ware
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[0020] The safety I/Ocircuitry 14 can be
substantially any hardware arnd/or software interface
wherein data can be transmtted to and/or fromthe USB
10..:The'safety I/O circuitry 14 can include one or
nore features in order to neet a particular safety
standard.. In one exanple, the safety 1/0 circuitry
14 utilizes redundant data paths to prevent a single
point of failure. In another exanple, diagnostics are
enpl oyed to maintain data integrity [0021] The USB 10
can be enployed in substantially any contro
environnent (e.g., mnachine, process, safety. etc.)
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10 can commumcate wrth an EthernetllP a. DevnceNet and a ControINet network af

o substantlally the same time.

[0024] ' The controller 52 can fnclude one of any number of processors racks
S : modu[es and/or vanous hardware and software that aoceot one or more Inouts and allow



USB 10 can communicate utilizing any nunber of

prot ocol s and/or standards. In one exanple, the USB

10 can conmuni cate with an Ethernet/[P network. In

anot her exanple, the USB 10 can communicate with a

Devi ceNet network. In yet another exanple, the USB 10

can communi cate with an Ethernet/[P, a .DeviceNet and

a Control Net network at substantially the same tine-.
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control device (e.g., USB. 10, MNIC 32, expansion port
30, etc.) and a warning signal and/or nessage is sent
to one or.nore' processors (e.g., within the controller
52, the USB 10, the expansion port 30, etc.) to

i ndi cate such a defective condition. In one exanple, a
defective condition can be determ ned based on
data.value, tine interval in which data is received,
m ssing information, etc. Monitoring for defective
data can be conducted within one or nore devices
wthin the industrial control network. |In-one
approach, data. quality is nonitored at the.
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deitbst8ates I&ﬁolta‘?)r@cdéé endet ﬁfaﬁhrﬁe thas efceive diedion fremghel @:pntro!ler 52).
to respond to such a condition
lrp@@e,eéﬁgn;aﬁ, the GPRER dgyiee ',S&%Hglgg {%Boélﬁ%%t\n;h%rezﬁ theﬁ?re%tbrmmed

more co
sHEHEER aﬁ%&edrat&%t&h@eeﬁ"tobadmomnlinrmbtlwr praoplestha ﬁglﬁt@cpl dewce is

machi ne that receive djrectio . r Qs |
armexhaus FAro RO G- Ao PP TG Py & epouring harmit
srﬁ)}é’ta{iﬁeﬁgarﬁlﬂtt@bmﬁnlﬂm@Mﬁ@r&sethre)dlepdeeér i ned safe

state Is_an inmme wer .o n
[08%8hpl e, Thﬁgo@mtpeworlaﬁq&detgnm%l & C{%Hé\ ol Iat‘algé;%ﬂét?%essages
aliertﬁanr}gﬁf?déeqh %rdi‘bd&é‘rrﬁﬁécﬁaﬁd atp%dactablpevmunbnf tinemsaghdevice (e.g.,
. harnful- _substances ca
UGB 0dMAE P2 cxpaeien B $ﬁ %SW&?PIEH‘I ﬂgetv(\:ran cgﬁ 68 Bltomized to_
h&lRL& d%rfbe?fgl:l% ré$hofes 3rner Ftd?ﬂthésa Iebglsdé\ed:e/wﬂnls’é‘@@ee’fm'alﬁbﬂmk can
hmPECiStons SfLERAPAIDGTEEe CEI. s EppfIfRy dhepy more safety
m%é@?dl;e% iRAuAROE tirRtan®s, Ghictistdhebkdchie insureribat theoneok more safety

e

' n\l%gg@esra?g\?;w?lmlég%@%o@ﬁngiﬁr%g:@&aergvfodp te#]aé‘g% ﬁesrsgﬁé’@%@mg beyond

; th%qfﬁ(@éﬁ)eﬁ?aﬁon BRY B RENBE hﬁ‘édt@@aomfecﬂmmamammamt@g@(s) togofo
Ivery. |In one approach, one or nore safety

itspreslatpemined sRipdalg- t i mest anp, which is checked to

- [dg%@ﬁre ”baewr gQ%n@ﬁ@ca{trdﬂﬁéﬁuoﬂa(eeg YUSBELDs MIME 32, conteoller 52, etc)
In a

L Saf et
caT raquira g gh?m':nrefﬂ@mérrtm e cgﬁsg@i&ecgdq%{;qf @iet? %ﬁngeﬁ%ja%eﬁley arrive.
F&i &Eﬁﬁ&g (ORI Prot8es] caR ?r@@uettﬁdt aleyafeay(de)ta be tgnsmited twice;

its ‘eterm ned-safe state: [Q030 :
onmnmrUhal aed dmekw@l@tt@ dat@ggerltgd RRE sgsla Berfupganvéng ggllt into the
HWO Sh netsatil eadiiat updﬁ%ls@l’gefs@hd cross check results to

|ng of safety messages as they arrive. - For
. nmmmtqaleacuumynetv\ork protocol -can require that all

[(ftﬁ’»fﬁt y dalth% RRwbACES Haﬁ 18t E¥finication network wath high lntegnty that

-operates correctiy (with a relatlvely hlgh degree of cont" dence) or goes to a pre-defined

: “state. Standard networks achieve a probability of fallure on demand that is suﬁ' cient for o

L most control appllcatlons but lnsuﬁ" cient for safety applrcatlons A safety protocol

'iemployed on the network 34 can reqmre specific added measures to ensure that safety' .

| -data sem from one device' reaches another device wrth a hlgher degree of lntegrrty thana -

R X standard network Whereas standard networklng systems are built-to tolerate a certaln




once normal and once with the data inverted. Because
data redundancy is built into the network protocol,
the dual channels will each pick up nmessages and cross
check results to. mnimze inaccuracy. [0031] The
network 34 can be a comunication network with high
integrity that operates correctly (with a:relatively
hi gh degree of confidence) or goes to .a. pre-defined
state. Standard networks achieve a probability of
failure on demand that is sufficient for nost contro
applications but insufficient for safety applications.
A safety. protocol enployed on the network 34 ‘can

require specific added asure can be

”‘&Hg%{ &P 58 t’b?}‘@ged'@%l%% ﬁéacﬁve‘%rﬁgnot ﬁdég%{:%a'vﬁmggyw

oltaltied BT mepgiisiag ebmiplitregr Wity oh@ain neors tthll‘dj ardy stangderds. (e.g-
ereas standard. networking systens. are built.to

61%r ate a certain number of errors, safety systens

dOBaP er r ghe. USBIrof fecaive® nomfnuaicatomeeit forn iiee genirgiles £7 via the

R o+ Apary T Spadpdesy ERTTE eyl WRpghanor outout

. tefimaldSBuh dats ean dschonanakg, atigitah themocbrple: siiain gal—fge encoder .

troI 52,via the q8
SipraP B e e R BRI 56, il sl BuAfterminals an
d’gﬂémml@‘ml@s hlndafltodwetr&mamplel, thedUSIB 4D degludsisdh arglog outputs and 2

oCRERRER R T 5  SPHSE B et o con

aifrb politptiteldid nﬁélﬁswmdal&/ arqln dpistrad formatiand/er POMEOS. | n

: 03% gi her t %P%g%% e i Semq@? d‘*lggﬁm@ aﬁg%dpoﬁﬂggcgg’drg’dﬂa‘é IO points
on ffatetlbi® 34SBha @xpwmdmmmﬂ @yenhntam ardwpte, firmwgre end/or software

out put data.in supst ant a _
pﬁg%qna"‘?%ﬂ Baif (H?V o %- ?%%ﬂlggdégﬁn%?gn @Hy{n%nce the
r@lh\l/@elr@gm@ced ho@ da@brtdlgmgaé atdothplished s it ertranheutre@itfmm e USB 10

¥ S0 B SO Sp i PR RN (ARG oo s vansmited

6PNl RN twlahbth@ﬂﬁqtlfﬁh tm@sﬁeﬁl&foetryl mqulkar ds. In one
I NSt ance

th t . P e
A o Y Sy A SR8
abPRuhbeef r?n%ut Aad/er dupud gdrgnatawhice ganl ;abeeatslsetbehytraj&raay data type.

handled as it is tr m t
Rasb{REInA e ComTHE el DI ol N PR bl ifidtion protocol
. all@}’b&t%?dalr& C‘fhéf ENI08Daah homu@xhadatwcemlmchp[ape (not skown) wherein
and can inclu

* aqdonaanatian i commoprie ces 1 a00Rh s SRR el modular 10

c&ME@nentgﬁﬂdwta@Hﬁbﬁg' ll@ﬂjlgé Qe iohadreas hiebdead bgsrs such as when a
t ant ?‘ml t

mechtsneaarrlld}o? process 1):9 au%%e?\’?ed apn% or rgrlsocn gbr%'El Fl’n 81 is m%nner unnecessary
costs can be mltigated by avo:dlng the purchase of /O oomponents that are not required.

[0035] " In another embod[ment the MN[C 32 and the USB 10 are mterchanged on

| the network. . In this approach, the MNIC 321 is olrecrly coupled to the network 34 and the B

expansron port 30 is employed to a[low commumcatlon rrom the USB 10 to the network |
o 34. In this example any number of add[t[onal modular IIO components canbe addedto
o the system Also, oneor more expansmn ports can be employed to allow addmonal block‘
. (o oomponents andlor modular l/O oomponents to be added to the network '




and/ or standard. The MNIC 32 can conmuni cate across a
backpl ane (not shown) wherein additional nodular 1/0O
conmponents can be added as. desired. Individual nodul ar
110 conponents allow additional 1/O to be added on an
as needed basis such as when a nmachi ne and/ or process
i s augnented and/or reconfigured. In this manner,
unnecessary costs can be nmtigated by avoiding the
pur chase of |/O conponents that are not required.
.[0035] In another enbodinment, the MNIC 32 and the USB
10 are interchanged on the network. ; In this
approach, the I'VNIC 32 is directly coupled to the

network 34 and th ort 30
[098Fbw co xRl ttpe 1'11? §x3%nslor§p(ﬁmn§z%h% rﬁpoated such
th%titg dafl HandR- eotArafaty afo honuwakety ralbtedditita.i dméllis approbel, network
conponent.s ]
R SRR OB R e e
masshdel marﬂleﬂlcacooﬂcﬁhgl‘.@nﬁ@nﬁ&tﬁgeﬂwi'dentlﬁmblmd asafetyonessage, the

{s t 00
m@ﬁ%ﬁﬁ%ﬂé%ﬁtﬁ@%@%ﬁe fé\%ﬁ;ﬁ ga%rtaggpﬂigvl Slhelrbkh sacd% ﬁ%alyzed and
praBeegthys tHehUsSBh#0. iAltetmnivbignifl = nizsthges & eieyntlt’mddas a non-safety

_ mgggégggf et glg,%}:argtée@%q%eg %Nﬁlﬁ%g?@%@esﬂg %Eﬁdata handling

carAiesth YorB e aviblona on Albrs sdfelyystantiasisdte atidshaniorsafety integrity

ofSE e G, 3. BRSP95 ek oA L R, 4l ancer

bﬁ@h@ﬂé{%ﬁ/ﬂaﬁﬁ?dﬁa&@ msURshagach datanmhotz:empmrdlsed as it is transmitted
roceswe| the USB 10. Alternatively, if 'a nessage
| threughgutihe CPBYPIAeMP on- saf ety  nmessage, the message

oggrr_r bﬁ b:eréoonlo @2t é\:&,eb i) Eratazrlrcrmrthprmwem B4 visStiehUSB 10 and
ata handlin can ln.co i,an
progeey e aRaRrasor FReosA86 Spbite Gre VG iy Gho or more
mbﬁﬁﬁﬁt (%exﬁdés@vt}er&h bach d&lide cédh?n @htain onermerﬁwesemn?tm that r@m’(e to any
rohi bit confi uratlon and/ or [ -
ntgalpq qfovariguds, ,dgtg WEes-s IR ANG gf{gmplréa dﬁ L@ $%vrrﬁoe lngﬁti&s Yo digital .
outﬁut*s E) %E?% g igRal mﬁdt‘l’é QS@thh]?r é)ta?npﬁ@ If: m?ﬂulaﬁmemnc[@deoqlr analog
accept s rom t he, net wor
outis 1 0 5010 GPBRSBSLEL B AN PLTIER e B é‘tzfi}“%fgﬁ grituts andior
dga&t%eéré -contEnehiA®H C la?oreaapproadw dieocmt‘iﬁnatiorrmf gafetyoahdl mon-safety
evi ces wherein each ce, ca ain on .
mpdylay mrc@staﬁ%emp@ygg eAs%ta%moHHl @ viggs c{agﬁ)e&ggnggcftge MNIC 32
In one exanple, a nodular devrce i ncl udes two
d| out puts and two_di ln_an
_ [0@)‘3 | e The. P/ﬁﬁgﬁgrar@é{)e gsh %ﬁpeda any Bumggfformtaotors

~h&t& H)oftés bgd e k. ambaelea@ﬁrﬂﬂé hhe BES Touatbthe VB 32 are
Ination of inputs and/or _outputs

) 'C@‘dﬁﬂ@ﬁlﬂ afosm fagtpr t@ﬁ‘@s%ﬁ’@a@fﬁo@c ‘?%H”gtna"@f'"@ﬁ%' an liquid
. bR Safificers and 1 meter {e.g., meeting IP 67 requirements). In another

e approach the MNIC 32 and the USB 10 are hermetrca[ly sea[ed fo prevent confaminants

| - 'andlor other part[ouiate matter frofm d:srupung operatron of these /O devrces

o [0039] - The network can oommun[oate utrlrzmg any protoools standards etc In one -

n .embodlment the network 34 commumcates utlllzrng one or more indusirial automatlon‘
Hf:‘protooo[s such as Devnc:eNet ControINet and EtherNetllP to’ seamlessly lntegrate I/O'

:: "’control de\rlce oont" guratton and data coltechon Util:zrno rndustnal automation orotocols fo ;




nodul ar devi ces are enpl oyed. Additional nodul ar

devi ces can be added to the MNIC 32 as needed. (0038]
The. MNIC 32 and the USB 10 can be contained in any
nunber form factors, housings, profiles and the |iKke.
In. one exanple, the USB 10 and the MNIC 32 are
contained in a formfactor that substantially protects
agai nst dust and inmersion in liquid between 15
centineters and 1 neter, (e.g., 'neeting IP 67

requi renents). In another approach, the MN1C 32
and.the USB 10 are hernetically sealed to prevent
contam nants and/or other particulate matter from

P R BB e SR 5l G i
réduag aaplmg, @Biptovespraduetivigranadeduses, safatmmzaaiszvcbmdustﬂ;al automation

SR8 25l £ 9SS G Rl RSk Pty pom an oo

eavigbrivhdie loNehy b&nt tm ihe %thte&s Idylllrngtcbgtmtb etelnl:@leveb mlfarolatlon on the
flew ce confi ?Hlll_ on data col {Sect kg ll {s manner, a

angfieqrang can Ee%?odgrgpgrca i ca € sa
ugat @&andneBE cﬁrﬁf@d@arﬁﬂ eutloobd da C@m beross thesntepiisEct | ve

(SN 7 e biiBoa pb AR TRI oo BUR i fhfphlhitate safety
daf=0tQ¢ alicw ansl combinatinmb bk safeiyn aad Inmw-safais elatat withineavsirige control

control ne rom.an offi iro
bk iR ?fﬁfﬁﬁgyg{f%?ﬁml&p, ﬁlﬁquﬂé(Sdg%\B éo lpn?d%és safety data
alohgsiaERbh@afedddth i copformiants with vaﬂtdmcmfetpstamla;l@s Thus, a user can

seanl ess._ co nicatjon a s.n
__ KEr safgty poegﬁtegbﬁeﬁmrﬁs %ﬁp\l\gba\gn%rtg é@ﬁ? el% tsatety specific
gdRiwayE BAALAGHSS Hithh\a additieongrpregraniriiig Ging umgela aridngithemg additional -

trglgpl}gf éned btg? esriaighg lgpsaciﬁa ﬁ tg %é\ﬁb?}ﬁ@ﬁl? BF s%fﬁ\%rrr?u guﬁ@teechnology

cBR DfilrafeRisying aélﬂes/wﬁd‘bd‘ld@n&ir@hmnﬁiﬂ@‘ah@tmmmglamadky uded, which can
I.Stin netvvorks

pﬁvﬁé&%@pﬁ@ég%@ gn gla(yﬁﬁgadf@ EP &%@ Egt gél% fo upgrade their

né%r@ﬁﬁ%t%rbtbdﬁﬁ@ tt@uﬁnlﬁ@frﬁleﬁtrﬁém add redntaifing existing functionality
user can ine safg)sy and non-saf ety networks

_ (Wt:ﬁ@ﬁtsaf%(/ljﬁ@ PIRFESHY in safety specific gateways:

[60d] br i da®ise aWahR@ulof addlomngrmle cmnﬁlﬁé aking| dutorgatigremsrotocols fo
and W t hout additional %ﬁl nlbggyg) . mai,nt enance

cagnRicateen fieioente [shvorkd JOE S e@ﬁdeﬁwces and standard
dbGEENGhOME sdrdd ndbddrk 28 Wi, SéitHeg \mﬂbbﬁwmﬂdt thai heedrfor a safety

cgm@gl{egg{:ﬂ grneg@p%?e? ,u%@q?rlgnllp g\gp%}ll]et%ag@t ?ﬁ%é Wﬁ‘%b@’g sxyﬁ{:l%es can operate
E:lngﬁrds RARLIIS sHEGH Arited, sﬁl&t@ﬁ@mbh@hfomtdt@tvlvlwllgﬁt wdwtins, and safety

protecting their jnitial |nvestnen

pmmpmahlalgglé%pstqlﬁgs widhelendas) !?rnga"tf@a%e %Ql?o‘i?'”%‘& figrs (PLCs). In

’ tﬂétr%nﬂélo‘tt?egfﬁté@ﬁiy of the safety control loop is not affected by any of the standard
 control devnces regardless of the oombmanon of devices that are employed '

' [0042] " Thus, by ut:lrzmg an mdustrlal automat[on protocol (eg Devace\let
B EtherNetllP etc) the safety aspects of a control arch:tecture can be automated in the

same manner as a standard control enwronment Regardless of whether the safety and

. standard controls remaln separate or are mtegrated the user can ‘apply the benef ts ga[nedr

» from Lsmg De\.ﬂcel\et on non safety equpment to safefy apphcatlons also such as .

S0




[0041] One advantage of enploying one or nore

i ndustrial automation protocols to comrunicate on the
control network is the ability to connect safety

devi ces and standard devices on the sane network or
wire, either with or without the need for a safety
controller. For exanple, utilizing DeviceNet safety,
safety interlock switches can operate al ongside

vari abl e speed drives, safety network nonitors with
light curtains, and safety programmable |ogic
controllers wth standard programrabl e | ogic
-controllers (PLCs). In this manner, the integrity of

the safety control |oop is.not, affecte a of _the,
radusgd aPRONRRIING) ang jgsta ‘OU"t iCP5tS; ﬁrbcr%ase% gi/?@f‘ ¥téﬁs an& increased
aftHitesmBEdl ﬂ@xrlﬁll‘t?t ocol (e g Devi ceNet, control devices

regar dl ess of the tion.qf devices that. ar

[fkq‘ﬂ%ﬂ oyed.In appther CI:;o ;me {8 s)afe(ty llﬂ,pps‘fﬁref’?/ ggﬁté%qt%d fhat £ does not
réRiterborBbidt Tiegliddgreadh, peeuatutpeeat:@dmumcaﬁms maow sensors o

manner as a standard control e e
commpRiseldcile WA AEIUAtorn o SelpliTAEVS WB e iR and routing
tlﬁa‘? I@Qlﬁ AliGw hfed) RIdyaiasad %bmérh@f ttfeedformrahnetwptlytot dumnect to safety

benefits %al ned from usi fg uce ﬁersl ggchagqoo to be
Maks PR lightGUEAINE S8y Anothglc g?ﬂ?g P

cleétg ﬁﬂﬁ @da#galédc Boﬁt?@l"ctal@\n?tﬁltl %Nfl biitiha ;echheegp] In t
ano er e oal nen a safle 00 can e conslruc
[G0H  doeLangtiex $E‘é}5{gpt{% cgnlig(ajﬁnf safpg/éoopsl c[anﬁ{pia @l&e X g%g’ied utilizing
sHes/ cotnﬂom%@écrﬁem@y WltﬁdiLGb’tfon@léﬁedleltWtG diffepsrs itdustrial automation

e oL 1 S M N BTSSRl rocerc

sSRdifd é’afél‘?'@V@e@ﬁn@&ﬂxt@ﬂ&@%ﬁtet@éotﬁét@mﬁcﬁm loahl nmtrwkrslegtrent oron
connect tfo safety mats_oQr g%ius rta ns .on an

o8 moreial Shdorda (Bt en kst e\ a Bl ARG fEbrcging and

rdi]tlﬁﬁ péﬂ'illltfés SlraRd atdhnef, @BEREAIEbN ﬁffthé ﬁbtvwhlda:ichlteigere into multiple
tec 0441 Conpl ex se

t trol
Dewicebgt g §egiawt§ ﬁlnwatmecﬁte%ﬁﬁet?’ea Hiq ‘?lel%ed Such scalable
n?@g{ ]%ﬁdh SPHM’[ I ﬁétwbﬁ@&’%glh@f% cah trBs ik Psstenn ésdedosure times and
ndus

er to di ferent trial automation

thseefAEfigb 4T 62151, SXGISIOEURBE Rl one AR G BB0R es‘l’qav?‘ industrial

aut%ﬁ"%%ﬁ Fﬂﬁocto@ . SSEREMN et SRS /IS, &HE S é(egt'ﬁé/rlt§6§1 Ricitegrated on an
contro fet actuators on a |l ocal. network :

EhwgheiiP, basKbaw. CORAINGIPeRbILPeFEMETEUERE SCges sty ool
[O%QS nd USth %’anHB\HW@Ft@UR@@W il tia8 & 8ol system whereln the

rou caé Ities I'n t'hi's manner, segmnment at | I?)
USRe! Onsemlqyedae hptherhagkelanaMpdws ands gandalone Sty bicck. A safety

controller 52 communlcates with a fi eld /O component 54 which includes the MNIC 32, the

o expans;on port 30, and the USB 10 A bndglng element 62 is communicates safety datato

the USB 10 via the expansion port 30. As employed in the field IO component 54, the
" USB10is uttl[zed as a backplane module. In addltmn the USB 10 communicates directly'
| B ‘to the safety control[er 52 via a control network 60 as a standalone satety block.
[0046] Commumcatlon between thefi eld /O component (FI0C). 54, the USB 10and
the safety controller 52 is prov;ded via the control network (e. d., De\ncel\let ControlNet -

| »etc) 60. The MNIG 32 tdent[f es recelved messages and processes them based on -~

R whether they are safety messages or standard messages ifadatai is determmed to be'

ETE




. Devi ceNet safety segnents allows tinme-critical safety
| oops to be optim zed. Such scal able integration of
mul ti pl e network segnents can result in shorter | oop
.closure times and therefore tighter safety exclusion
zones. I n one approach, stand-alone cell-Ievel

i ndustrial automation protocol (e.g., DeviceNet,

Et herNetl | P, etc.) segnents can be integrated on an

Et her Net | | P backbone, enabling peer-to-peer

conmuni cations across nultiple cells. [00451
"Referring nowto FIGURE 3, which illustrates a
control systemwherein the USB 10 is enployed as. bot h

a backpl ane nodul e and a saf |
oasaioy. o norBIre SEMEanhAPdap oy Pseatipy o e e s2.
hGRERP ftﬁatda&ﬂls%géghmeaqb Lbﬁ@fést%&lilglﬁbftﬁ Batatid bridged via the bridging
expansi on port t
T i R i
eﬁ’niSB?@& td)&og&‘lﬁ ha;rﬁlle rS%eBiQQ@ bﬁ&[edtrarisnli!lll@d fateladd Iclamlnclude hardware,
: mponent t he i 7
STt EndloR AT o A Jelaar ol el ST P é‘é’é‘?ll‘OPt'%r"m'C 32and
thb%é@QOSﬁiglﬁr}i lzheCPl'OIC]E gkl ng laaa;t.mn i rmmeomandibr am’tww*eloae(be updated
as a standal gne saf et ock. ,etc
etinsinly fospacl ey iorat eetpntr it uhitie YR, RRbkdEte USB 10.
(09471 [ 004Gih&RITHE et bolibierd lisieRed ittds émrelousysxesm shows the network
- conmponent (FLOC) 54, 10 and
66 apimnaBiate tempaulg o TREV LN HNER A B R igbiq to the USB 10,
slBst&htialPsy é&?ﬁlﬁéﬂor@@bh@bll@me§bﬁ cdrllm‘yplateel dafddijon, standard
messages of standard nessages
(00, e AR AE O 0] Gt DBaratLes U RPhn 3 A gl B moduar
stlaﬂéé@ (té &, rl%h%tﬁaftﬂ 1@cddm9ct>rtérssb OAM 163 cciiﬁlle;dlhtb the NG Bar The USB 10
atais determ ned- to be safe is
e ot B b D g g o o B B or o
%hSaMSﬁol%rlleénéPt@qmssmn)Tm bei ctglpi@l & ¢merioursmoddiar safety
cq:mgrpmﬁts? dsdtgflzg roDey:zﬂ%fy” qhqqaqam?rll ignﬁ)g ﬁ@gﬁ%?éﬂ%ﬁ{d O modules and
' r r lgdn . Gavgl rovaint lpausaf # ocouple linear
o gy Y 5749 LTI, o BLgal v

and the USB 10 within the
irEmnsolocss, elCﬁ%QP*ﬁtleﬁlﬁla i®d.r mvar e and/ or software can be

[db%?t ed TREN hQ §§|a|nlzl the USRE§0 Ean bamellunn@te)fmth the control network
: i cul ar ta wthin the MNIC 3 g % th (JEJ(SP%G%QOH from.the
(4 @omy:cmeth GagholNes b BRI AIBaE cranrust agkolpne, \

2 08'9‘[’}51 F-lgtwo?ll/ﬁé éBQ&lﬁ)lérle% fla%llttlétédl(wa@(heﬁﬁdimmtaﬂobd (oot ¢hewn). This.

ar non / O conponent 32 en c nnect
' batiplausRande m@wlst{ iBfie ﬁlrmiaengpf@@ﬁopﬁtﬁn”& SFoEgf fhmuricate

= ._ \A@[RW tﬁgﬁoﬁl&ﬁ $ ?’[Etnermltl"fls &thnnbp tﬁéjgééldpﬁme Vil 8 edpended each time an

and .saf et /O can be ordered a

adéri;omedd mﬁhﬂarex |c§av103mmn%@ru|tg[oc st@no%ﬁvéce( e'®g: adsded to the

em.l.h o%ém%t%n%@ﬁ@ﬁécl@%e@@thém ﬁﬂcatrﬂ:ét’aahth‘[dld(ﬁtihzrng the_ |

backplane interface 24.
[0049] “ In contrast the USB 10 can communlcate Wfth the confrol network 60 olrectly

R : utllizrng the network 1nterface 22 In one embodlment the network interface 22 can be a

o plug—ln receptacle that recelves a DeviceNet safety network cab[e {o mteract with the UsB

',‘[ Oasa standa[one safety blook w:th[n a control archrtecture The network lnterface 22 can

R consst of one or more screw termlnals sockets efc. employed to- prowde an electrical




can be coupled to the first two nodul ar standard 1/0O
conponents and one or nore standard 110 conponents
(not. shown) can be coupled to the four nodul ar safety
conmponents. Thus, substantially any conbination of
safety and standard |/ O nodul es and correspondi ng
data types (e.g., digital, anal og, strain gauge,

t her nocoupl e, I near transducers etc.) are

contenpl ated. [0048] The MNI C 26 and the USB 10 can
communi cate with the control network (e.g.

Devi ceNet, Control Net, etc.) 60 along a common

backpl ane. Connectionfromthe control network 60 to

the backplane is facilitated via rk int
Cf(nmt:tl@m i he iR 10 i iepante! Bafvons B G o b8 Rb(sRERed that the
M%%Pﬁ[uéﬁaﬂ@é‘ﬁﬁrp%eé B8y |a/n@tl¢lﬂ\th@ BsSht ﬂBttan directly communicate
I cat he contr? %lﬁﬁ t éhIS
Wﬁhﬁn@tvvf)*n@l%%a:ﬁlﬁlséﬁl@a A pessh et ve an -
Lg'dogfﬁll a'@%l&aﬂfne' dp@r@eﬁi& g a8s/ W cdil m@klvé,llﬂoc@ﬂ ayel transmit
: |s ed to the system rmunlcatlon S
 safabkpletarkdate. ASAtOREVOITedChEAT Be PPRISER L IE Llélf 1 fo provide a
ﬂé@@a Q%ﬁlf@ | A0Ritdchlrsr R6Re %&aml)lé%ahmbnaldwmoastes am@dded to the
can communi cate with the. contr.ol Yvo ,li)tﬁél-approaoh a
stahdalens YSBditp nﬁ@%@“@‘l’?éeﬁ@@%‘l‘R“?'ﬁPB‘i’?'&XSete'ﬁ‘z K
nEWRRE B ces [H16viAled Wpsdt doﬁlrﬁurf:&tan@h@“elm fhe ﬂanctallm@- UgB 10 is
. receptacle that receives a 0; ﬁégt Y net wor k
emploiyed es 3 hackplase madtle (Bie e@ Strf‘@? g t%rdal one
[Oz)gflgoy blF‘P@lﬂRﬁ'4:h1d%raﬁes@éBrﬁr@l ar@hﬁétlt:tll%@iher@n tHEHUSB 10 is employed

intbrag dzfgqerlgrrlltt zg@gétg gf éozntrg;lagoc g'%lf 3 @g)eog%e @sﬁg@rtgﬁ%ﬂo@@ﬁ with the
FROGSH scé‘l)aﬂr(g aﬁ@'ﬂﬁtﬁﬁﬂe o 4 saBnthRpbSRhEASS 10 heemployed within a

ontro is to be appreciate hat
FIQE 86 @isrey doandable safgiyioal Wrﬁ’l‘?ﬁ%@ﬁé"%ﬁ padlﬁ Ipht%odules can
bb *&Sﬂblé@ t&EheC Secl'offSPékpéneemwmqﬁbﬁlty Winththird mepey the USB 10 is

zi ng tanti al rotocol and/ qr standas

- entpﬁoodesms’anéalan@laﬁ@ﬁeblap Flt?é&ﬁ“ ot GTegy ¥l the control
process and transmt safety related data.

b B o

_ | 110 nodul es can be appended to the 10 .
[a052pr ovi déieaUSB| €k icenecasdunipnteatéhiaeceurer™ |°ﬂ5€?l Gevices and

h flexibil
o RTB adnie] Bboddoll TRALRR BLSNRTCRAEALLED S‘ﬂh . e
be utllated Nie theeiterk Rasac, 1 bakPRBP NPT FLABL e backplane
%gﬁglog% dl‘hl.lg‘:l{he%% Q'lrﬁéltfaéeﬂzﬂ‘@ﬁ %olﬁtét@@oﬁthﬁmlbati@mbetween the

backpl ane npodul e
-~ USH tisancihe dori Fhgorica). Tf{ﬂi@%&]wlﬁﬁwhe sy priace 22

aRqHd Back% a%le' eﬁﬁswnez%eéﬁhlﬂuﬁﬁﬁte% B&thi the eBitrsl etwork and the
various /O ona baokplane at substanﬂally the same time. The backplane lnterface can be
employed to commumcate WIth a backplane when the UsB10is employed asa backplane
: mod ule.” L ' . -

' [0053] FIGURE 3 1llustrates a control network wherein the fi eld I/0-component
(FIOC) 54 is coupled to the controller 52 and the modular safety /O component 56 via a |

o first commumcatlon protocol (e.g. DeviceNet, ControlNet EtherNet!IP etc.) network 72. In
e addltlon a seoond FIOC 56 anda standalone USB 10 are ooup[ed fothe oontroller 52 via

By the i rst’ commumoatlon protocol ;
: : . g




. expnplas of deglie

in three different aspects of control 1/O In a first
aspect, the USB 10 is enployed with the FIOC 54 as a
backpl ane nodul e. In a second aspect, the USB 10 is
enpl oyed within a FIOC 56 as an expandabl e safety
bl ock wherein one or nore additional 110 nodul es can
be coupled to the USB 10 for expanded 1/ O capability.
In a third aspect, the USB 10 is enployed as a
standal one safety bl ock that can comuni cate directly
with the control network 60. [0052]. The USB 10 can
. communi cate with one or nore control devices and
enpl oyed i n any nunber of |ocations throughout a-

[Opggf |r |O|t a?gﬁl ti,‘glg)ﬁ ﬁ%% cé)y\ﬁﬂf;e:a o ltlﬁ%%oﬂi gg%r a sQ@ond communication

prbﬁfals eague)e\rneera‘t,mtmanatheﬂéetﬂacatpr)aﬁ@worlgz@ ohdowih FIOC 78 s
th t

| C%’@Jﬁ%m 3%? Icgﬁtrglge{x& a’ R;\ %[Sg%gq%&! ?Lgl'ﬂorfl gﬁtétlghélﬁ‘(efg DeviceNet,

cmtcymw E&erwaths éﬂssnéi@maso ainsneeppiosgh, eheh pldhqibrge networks 72,
“iﬁ&aﬁ E E) Eackpl ane extension 26 to
Iét’t‘eea Q\ﬁ?rﬁn PR Phe control network and the

ougs] ous ThHOFMICa5486KH mrb?&eacsumtucmthe BINIG 26 1he Begging element

T

in6l0Bé ey dumbepoiinpikzindfve outmd déreningl9 BHBTeIFpEEhREMSINal can process

arlyloétggt oersfea %E;}tc{aagl %i%ﬂk‘l h@gtécagrnﬁ-rlrzlgrbg s'ub@antlatly any

@ﬁ@bﬁdreommmﬂaeahetmﬂet@tmaise anheﬂHNw 82 atanfﬂr@%qss the non-

ni cati 0 r ot oco t
{?Cﬁt\( ﬁfé mq(gl‘é)’toc%gﬁ @@1 %ébszﬁ%;é@&é?gﬁ The bridging
eléﬁh@nfﬂiz pt»rtegarawmamnm ussanoﬁmproc{eeoag-] Athird FIOC "

{aégﬁ;ijm Cr{{)orgﬁrto%p%rrﬁfy@&% ‘é ng’%ué’ ocﬂbr%l ﬁ@é\gf@ﬂ& 72, [6and 80, the
ndtivBRd N@érfeic@ caent @nb!o?@lrw\mtrﬁcﬁﬁmtemg‘euue t(hl)mompdngnt gnot 'shown) to
pl ed t t [ |

agieshos dre Do P ferioc DRl pBhl FSREEy (YRR, tho A
cdthso r)enE@ér\%&temﬂﬂe thb(rjapglg@ntapelppiroaes’smdgﬂfdlatamttum%uqlm@@coI Inone
" net wor utilize.a

aqraube e e nenar 45 sppraprits Btk e pled fgelyod date
ca%be HBfenhHed gﬂﬁacﬂtsmamm@ Whetdie onx pansire trajping seig 0 data with

and the_ USB éd%s ak yal nﬁ ﬁ{g}é}%e 8?&%?%(& ts tﬁgj éd;%?m%pﬁn&%processmg
teEﬁﬁlﬂhé@éa’it M‘ﬁm@e@to&mtﬁeﬁymeml Inmnther asEexh, lnlt\aiy:onoqb@ns based

d/'or format of dat

oR Wu@e%@?%ﬁ@ﬁ&ﬁﬁy ngmatre ld%slre/d resuﬁs M\gn bé uiffizdd.  Such initial

conditions can be adjusted over time and in response {o .user actions assocrated with

| returned results in order to improve dtscnmmatron '

o [0057} , ln addltlon as utlhzed hereln the term “mference” refers general[y o the

process of reasonmg aboutor mferrmg states of the system environment, and/or user from

L a set of observatlons as captured VIa events and/or data. [nference can be employed to

ldentlfy a specﬁ‘" G context or action, or can generate a probabillty d:stributson over states,

K for examp[e Inference can refer to technaques emp!oyed for composmg h|gher—[eve[

~ events. from a set of events andlor data Various classﬂ'" catlon schermies’ and/or systems
(e g support vector machznes neural networks (e g-, back—propagat;on feed forward back.




nunber of non-safety data in a variety of formats: The
MNI C 32 can process the non- safety data received from
each of the protocol networks 72, 76 and 80. The
bridging elenment 62 ports safety data to the USB 10
for processing. [0656] In orderto conmunicate with the
various control networks 72, 76 and 80, the network
interface can enploy an artificial intelligence (Al)
conmponent (not shown) to determ ne the type of

pr.otocol received by the network interface. For
exanpl e, the Al conponent can determ ne the
appropriate processing of data within such protocol.

kg8l B9 L oMY e LR 8 e s i

- fudigh) een Dekrploysé th d‘mnm&m with pesfarming gutumeaticiand/om inferred action in

nore_trai ata with exanples of desired
C?@lﬁﬂt"f’%wgﬁm‘%?m EPPEY " resul ts for data format

[eusdf or priedens atgomb&@hﬁnldtusss gradhadseciated|praiechls eantgngble control,

ggfgé!&gc%tg%%n%ata 8?'5)%?35% a ejgrf)gnpgg B?r&éfﬁé %% :rh §1ndeggndence

n%ﬁﬁ)llé tata eahahge oplidrisz edamﬁsshmuﬁn-homfoutmg:rmnd prslsicerigpnsumer
e. adj usted over .ti a
fl N T e
72 "W@CBBGJioSﬁ Incmdbaﬁ'emonﬁrﬁl)ﬁiﬂot woldaddlicontonl, transfer lines, packaging
hljg:eg, dw?rgas%%genﬁrgcéﬁé mgpéa? f%litrg%ﬁ&ﬁ ardecgre:{kf’ lifts, for example. In
ad:ldﬂf" @i ihd@ e atematibn phetosols tambe esadily mﬂa@ated laﬁooﬂmtmg standard
rom

L p@{)gw{dg Sgﬁtgp‘gr\fala%qsa{naqq@cgﬁlﬁ]b\és% lglggg%%s %@?%ﬁégﬂ I\Yé Gemiconductor,
ehtéeBinnfent and fredidndbevertigentdustriesct i on, or can generate
aﬂ,{lﬁi?gﬁg Iéllﬁif.gﬁ'[q] gllfltg)tp”lralttlg# %E@Hh %}g{gﬁgat egj)?eb(?fsgﬁ oﬁ)frﬂ%ln%ntation in

o eﬁﬁﬂ'ﬁ@ﬁétﬂ@rkbl@h@ii’oﬁ[@/ﬁbnlﬁwammsmbilﬁyrto theseter @f hew eafety solutions are

and/or ata. Various. cl.assifi che
naRiemeRted- (Cé'lega Vagﬁﬁlgﬁgﬁ»l{a\}{gg{ Igﬁ aﬁ E'E%groﬂw atéhitecture, the
uélﬁtdé\‘hré\'a%ilﬁ @p§rade e fgtm@&gah Inﬁtégrafeej&tysfam watvebrb ée ., safety and

ation, radi;al, bases a zz 0 e
stgyg@rggrgy a@g%gtpag@rﬁ SeYiGPRan ag .f%w}e@ﬁ;}%@ e be performed
wﬁf@h@}fﬁ@inmg |r€t@@ﬂ? of irersafdty n ebh-eafstngatadhonghout the network

[or inferred action in
TG00t ofnSAT PSR BT i e oH R g BHE B various
JARSachhad (M ahg €ehtfols ABremalibR \@hﬂbfsctb communicate over a network
configuration and data coll ecti

ryseHeran Ethemehpratocoletich apﬁ@gmg é"dE r%raﬁgﬂvi{h Brogmatg{y approaches

. wﬁé@wh%ué%@mr@mfg Eth6mEt SidfcolEitdn a bpesmﬁmmmanamik only with that
producer/consuner - services. Typical applications for

- venpgsEthemeld@-omat i on fi el dbuses (e.g., protocol
' [(ﬁ}%tﬂ\m ks Etl?e?rNet?ﬁ’ é!fb@vs&ﬂﬁer&p@ﬁ*abﬂ?'b@%d@nﬁﬁfvﬁ:e@tﬁm different vendors

robot wel L1 control, transfer |'ine ackagi n
. since Ethemet oniy def‘ ines a physm:al media, a scheme ?or sl?laring ghe 8hysmal media,
. and a s:mple frame format and addressmg method ror moving data packets across a

-'network Upper—layer protoco[s that are not defined by Ethernet determme network

o . func:t[ons and how devices commun[cate w1th eaoh other on-the one or more 1ndustnal
L automation protocol networks 72 76 and 80 Upper—layer protocols must run on top of

15




machi nes, burner managenent, energency shut down
and/or ski lifts, for exanple. In addition,

i ndustrial automation protocols can be readily
integrated into existing standard plant-w de systens
vari ous manufacturing settings such as the autonotive,
sem conductor, entertainnment and food and beverage

i ndustries. [0059] Industrial automation fiel dbus
networ ks can be based on inplenentation in existing
networ ks and provide significant flexibility to. the
user in how safety solutions are inplenented. One
advantage is if a user initially installs a "safety

I h t
et 50 B4 a5 S pRTp Ay YRR poicol
pﬁﬁfc@sta@dmtds emelogtaai ) mdxystmi@eﬁtggst andard deV| c es on

t
[qu‘,i}][' ZI ni ‘é‘?ﬂeﬁ?@g{ﬁ% hgﬂ%acrfﬁ I'f\lfné? (i;«!f]cgﬂgm; g'r%ﬁ@?;rhés%n Control
Petabcoltimtemay ﬁ’mid)cd:[ ichetroddés serpoemj']at tgﬁdewﬁeﬁgamsf% messages 10

t t t
o5ef} STRL DL R HP addihdrfiEfaNEld hét (b aBdREd Ir%]&b WaBto do with
tHeunesgiges teandeceiveo rebeard) mincappicaliperiayer peataentjcan be utilized 1o let

runn#%]gqeal\?ﬁet%hlh ?@gﬁqd gér!ggd;tgpr%?é% an appr oach isin
[0088] r ol | el'rysnceUanrphnaﬂolﬁtlheenmotopoletaoeb{Té’PffﬂbWﬁaW%@W‘fj? Web and

FIS@Q o e%ﬂ%mk )Er%@d%\p(}’got R &\ do\h‘t'ﬂggé s&h%r@l%&&@tatﬂae%pphcaﬂon

Sws T Nt er oper a
[ebe;t VER el cledinés one df fHecleensuchdaykss.s Et@fN@@IPEtﬂFﬁ?r geppproach

h
o R B T SO 08 0 e
net@el.e isbmg exapioda Hevicerowining Eatiaetoetm«eﬁ% engtsylate a DeviceNet
{ K. - | t t
rr%gﬁ%é)% &k tggfdgx arrpﬁ '8{5 g? \ﬁgn Igﬁ%kr%;t] gtﬁt?stgﬁ anglghrgw Cﬁg&?ﬁbetgﬂl then be
p@g‘ﬁwﬂ aad/er sinrhurdeated by erhipoinning thedatardiniqlayver gf Ethernet.
ndustri tion pr et
R 3o, ey droRRal bRV ST A, BRI fuser Datagram
PEItJ%tﬂMBI togalﬁ)tv\ﬁ hﬂg;cﬁﬁﬂ%rie VIEl?whcmmBmgmtgs dhliicesting is typified by a
e er
sgqrge,aéotgggémﬁsaag&t Iargro%of;qep ’E%glg as So%tfdéfgqg]ioastmg sending
aQfiffdrBat Hidpesgd Ry each delstm:aﬂompa:r ?m[fﬂblhemmegnng ;:mpl/on;y real-time /O
T Pr. ot Lot
‘ mﬁc;rg\nﬁ%rengzr? Ige(?at%[@@ %ﬁge étgt?ﬂqlg megg%ger @Ensg %tﬁ%@slgt‘@?mﬁtbn The

pliPos8 ashmulibastingHeeY aiinimTZePhefvolio dmfiioo targl ﬂteaouewse of lmphclt
t hat the devices

d :
s S BeSeuh T PR e et R SR e e

it C Fhe Bensfitid thabslich thdsehgesamtrahed, ioeolve itle pmeBSDQQUBFhead and

recei ved nessag rl§
promote tlme-cntlcal pe ormance needed for control.

- [0065] Use of message encapsulatlon and other techniques lets a message

o ,ong[natlng on one industrial’ automaﬂon fi eldbus such as DeviceNet pass fo another -

-' network such as EtherNetllP wsthour using apphcatlon-layer proLoools in addition,. this e
o soheme aliows network bndg[ng de\nces (e.g., bndging element 62) to forward the contents :
©of messages between network ports Wlthout actlng on the contents of the: message

B " [0066] ‘ Another mdustnal automatlon protocol is DewoeNetwh:ch can allow dewces

: ) "fo synchron:ze for prec:se svstem performance and can also be utilized Wlth one or more

SRNRTY




[0063] Typical application-layer protocols are HITP
for the Wrld Wde Wb and SNWP for a-nmail

I ndustrial devices, however, don't have such protocols
at the application Ilevel. EtherNet/IP defines one of
the few such | ayers. EtherNetl [P uses an approach
called TCP/I P encapsulation to | et nessages for these
protocol s pass over an Ethernet network. In one
exanpl e, a device running DeviceNet woul d encapsul ate
a DeviceNet nessage as the data portion of an

Et hernet nessage. The nessage could then ' be
processed and/ or comuni cated by a chip runni ng

SofP Bt DR ™ T i QP e el 1K B S il acdresses

bilitdh estiéd difthe ti@taaink myemprbnﬂ@esésmg]shediby epifigaidtion; bit errar rate of

ag@%%ra elg 9[&41 858 Stl degl 2 t %Wa@oqﬁqrgﬂﬁgrﬁlﬁgd every 150 years

oﬁ arfpw loddécbsystam)as:tsvngNeﬁ eldicntployd etiiof taurters forssmhgennection to

RO B L 55 CARGHCRR PSS oS Raiecear 1o oghedt fd consumer can
ldEhﬂ@rdaﬁ faﬂaesaga: stwﬂal‘tDDémoéM@tohedlalfaﬁd topology. red'tlﬁms no changes

WA PR Sarel el Tl R g ey DEYEBRtisors gap continue
fomisel emiséuag infiringtio nmlemea@egbfta’@ agéteﬁﬂgaaddlr@ Deedcit safety devices to
pde receivi

fhﬁe@gsg@gs etworky gs §%que frp%&%r er |npy§tga!pa\gglggﬁoq1 Brotocols In this
maresh ead usesdaplimepul stan@ardrantisafdty paitfoly e cinglessiedrk. This

I con 00651 Us nmessage, encaps
o e R bR e sl A g S G PR EArS PRl Rardired to
a satdistantaller @il imbe orreéﬂwécdtgeﬁtea @tara%q@ml m@.ﬂd&ih Nepastaaring the
to no I wor uc S, t her thi W t hout
SR ier Sl SR RGeSl o 1 n addition this
[ossh]s mst agﬂgemvmamawdr%tp tptl:]cst@(tdl e?siﬁtaa mat:‘stémia@d de\bmesd:@ reginterfere
n (0] r e Qntent s
Wi BB loh ey ot Aes vas iy RO RR G| saletigprotocols,
mQﬁuﬁb@r%&ﬁﬁ@@mred Q60 % segeéﬂﬂé RetwotiiaBisbF $a‘lety contro]s which adds

automation'' protocol is Net whi ch can
anfgacessary l?velht ewrBhrtefaao%ysmc'raéd@g?%taaﬁpﬁa £ Brt%ﬂs pottightly
infRAhte@ MiB|16® skRdbid ddnted sy\étbﬁh SoRitMurBRFen gretiedss systems from

stens. Suc atures jnclude automati c checking for
feaﬁﬂmd%v@que%abe%rﬁﬂ\ave%%fau built-in retries at the

" fodegE- | i nHeANRGlINPWItR FUli RS néﬁxﬁoﬂ&] it@ﬁfbo%nt fo COFISIdeI' how safety -

configuration; bit error rate of pr oxi mat el

'IOQQﬁjglfe Qppeek SThere@re two sppaashes ngﬁrn%a (7ol bet&/een an input and

odtp@eick! GHe GHeiMthd @Qnﬁ‘cﬂ@#ﬂ%enﬁ’le aﬁpifo\él:h WwhiGReRAdates that all safety
system) . DeviceNet_al so enploys error counters fo

0@t Hod ipHek @ eafely LG, heiqlrewﬁwcaﬂanﬂat 57i e second s the safety
neg\ggr;k‘j%tg?rﬁ{:bg%%%acﬁeﬁﬁﬁﬁ ld8esTPrdRid a@a%ﬂ" eEC B part of the safety
foop. The latter method could be categorized as a conventlonal re!ay replacement and is
) _typlcal!y used for very tight. loop closures. - _

[0069] _ Both approaches have advantages and are not mutuaily excluswe which
' means manufacturers can use a comblnat[on of both A Dev:ceNet safety system supports
both approaches by atlow:ng any device to talk to any other safety pomt on the same

eegment or another segment in the network archltecture ‘
' ' A7




identify data failure. Al so, standard Devi ceNet nedi a
and topol ogy requires no changes when used in safety
i mpl enent ati ons whi ch neans current Devi ceNet users
can continue to use existing wiring to inplenent a
safety system by addi ng Devi ceNet safety devices to
the existing network, as can be true for other '

i ndustrial automation protocols. In this nanner, end
users can integrate standard and safety controls on a
single network. This feature can. provide significant
cost savings, as safety devices that are usually
hardwired to a safety controller can now be directly
connected on an existing Devi ceNet
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aafuchirs be tonsiderad, b[uoaso SNERMURECERANSE ERETogL aESyrs o actua

, pgac%ﬁ G Ooon it a@grgtggg@ngﬂmﬂ *ﬂgﬁ’ Fmtlrhﬁuz%ttﬁé H§mb§h§f¢1&d@s§on asingle

onnected to the network 8 d i
- safinent ﬁogﬂﬂt@lzattbe inetwarls bandwidésavailable tp gaely AP % Stich ﬁ‘ée uction

| b%ﬁglhegg&% m{nr‘e@iﬁnlfﬁ%ﬂt QUBYLnTPRAY B8 thab 8aifhd QatinecRd to asingie

o node is much smaller on safety networks than on standard nefworks due to the safety

protocoi overhead As a remedy, engineers can break DeviceNet safety so[utlons into

) separate networks W|th each network confi gured to provrde the precrse response time
| needed, whlie transmrttmg only requrred information to the other networks,. ‘therefore

~ - maximizing bandwrdth In addltron to separate networks the mu[t[ loop feature and safety

. 'comrotlers also help ensure performance

[0073] Thrs feature allows onglnal equrpment manufacturers (OEMs) fo des:gn
= standalone maohrnes each w1th rts own separate s,tbnet ensunng that safety 1oops onone
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test”, which verifies that the input or output circuit
is functioning and not shorted, and."data echo,"

whi ch uses feedback to check that an out put nodul e has
recei ved and- acted on a comuand. [0071] Advanced

di agnostics can al so check the external load to verify
that voltage is applied to the actuator, and input or
out put nodul es have the capability to detect open or
short-circuit wires and | oss of power. Industria
automati on protocols can. automatically inherits the
bridging and routing capabilities enpl oyed by users of
Et herNetl | P, Control Net and Devi ceNet. Therefore,

froma plant w de perspectjve, saf user '
 isehiBpiEh bEPERRRSRLINNC FRoA Y KRR 5 ahert i Gings! PRiPan OEMrs

' st%l‘lagmhte thePabtith & Srsuken ke fespahsaiblitytel apeforoance output such as
cont a

A M A e L R P o b

bQ@éﬂtsﬁ!llﬂhﬁlSl\é' ﬁ@oﬁiﬁé@lh?m %leV(trbi‘bd;@lterloﬁﬁd uahgteah EterNet/IP backbone
ano er exanp e, nmu I ple VI Cce S

withertsiskingtils sefreamelgraQ H?@foﬁnﬁ"“éh‘“?g@&o‘%é%‘ll ‘%@?‘lﬁ‘ %‘aﬁh‘"e

' [Mﬁ‘bone’lnt\é’btétloﬁ”is bERSHCID 661Ssta e Ripp Rdatings asut sedndisess may be
-as 1 f tytaare on the sane

cadivug mbﬁg

(STRBI M FEE@BY508Cth kit SEnda0Hindashsty cbutrolazlys‘emm independent
MaxXi num r esponse tine from sensogs to act tor

epitiest The IEG s T S S Wyarﬁ‘ peparation of

sa?egr’ alﬁdzs‘tand“a@d BorRf furefioBREas IdicaRssparglich. eadradet safety supports

imze the network bandw dth ayail abl €.t o ch
oeicAPRED3BE8 1 GroP TS DS NAER Gkl SRR A | %‘é’cﬁﬁepa"a’“o“
_ Hél.g@@ tafdflo mjﬁﬁé‘tﬁﬂ §nd B@Vld@@@r&ﬂeﬁéﬁmﬁmhﬁéstt@ irap®ive gireductivity- at a
node i s

| er -on saf et t wor ks

- logves ﬁ@grtl@erhigmneggmg GRYSieal pprarag :n e 6?’3@3?1' ;%]tfonfn can be used
' t&kﬁgl)@ea%gicéﬁ s8p it Ywhi@ SiriphRES c@rﬁ”@;ubétmkofanw wédletsystem and

utions I nto separate network

. TaTIcaR ffﬁ'mfﬁ%heéd enbannes e everal saf@sc@fgae P&gﬁ%‘ﬂy minimizing the
re%{@fs B&Sﬁﬁ‘éx c{ulré@mnbmtéiﬂtmsktér@qw red

tron her networ ks, therefore thodologies of
[096T%] mi zi I’VMh'lﬁarfGWde@S% of srapliGityrof exlapaiey; dhe methodolog

SISURES lEfanot ?% :#rq LiRPBedcRBEY BE cABKLIRG sBlAlly, it is to be understood

controllers a p ensure performance

| arrdhasp:eexatagttbatdhle@r@eot inyentian ivgef l\@lﬁaqtbyﬁhﬁdwgt{%tgag er, as some
a%o%%'t@:odl@ ﬁ%ﬁ&&ganc%t\ﬁrﬂ%le%&émmbﬁﬁcﬁq 6l llv‘lldlffereﬁt&i::rders and/or

ara ensuri ng t hat safet | 0o t all
. ccmmtﬂently with other aspesisBermiiat s @wn@@gaitawéleﬁh ﬁc e%‘g?" hota

. :llastpﬁtEd ‘F@éll}leﬁ‘?ﬁay 7 %Huﬁ'@d gz%ﬁlement a methodology in accordance with an
- aspect the present mventlon ' .
' '[0076] "Referring now to FlGURE 6, which rllustrates a methodology to determlne if

received data is related to safety or non—safety and to process such data accordmgly At
‘) - 100, data s received from a control network via a network inferface. Recelved data can be
B transmrtted through the network utillzrng appropriate med:a such as CAT-5 coax:al twisted

",'palr etc. in addrtron data can be’ transmitted - via one or more protocols such as

J -DeViceNet ControlNet EtherNet!lP etc The network lnterface can be coupled to the |
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standpoint, the ability to ensure and take
responsibility for a performance output, such as
their nmachine's safety exclusion zone, is critical.
An' end user, nmeanwhile, also benefits because
mul ti pl e machi nes can be cross-interlocked using an
Et her Net/ | P backbone w thout risking the set
paraneters or performance integrity of any individua
machi ne. [0074] Integration is beneficial for
standard applications, but end users may be cautious
about taking advantage of the feature in safety
applications, as there is a need (stated in |IEC

' cgéi?cﬁ ?gg%cgh g‘@:ﬁ{x%%g ﬂv{r%{i %E‘\grﬁ&%ﬁ%g%%@ ﬁ%@ﬁ%{h& rd% %%Ptg@r'éﬁewed on
alpegiodicdasnbassd drvmrminpnmohescormhy@mjzasa eparation of

[@C@:ﬁﬁ th Ia(r}gt 1 g:”deﬁore(ﬁm@@gc%%%&@ 9851 net cﬁ) %é iggjocgzc ata is related

thséfety&)r ophisafetgdnione @Wﬁmpbetﬁeo@t& @lcopppEaddo |ad¢rpk qmﬁagle - of known
{
Sﬁf‘%ﬁ? %@S nglﬁ) a%?%[&g@%%nﬂe €5 ¢k ?n ?(Peel s"flttné) 413 néjlcieemed toybe safety

€8 rodu
~ data. an ahother exaogte, tmmsafewmmaermup@d phmAb@umponent (not shown) and

ap g%a {e?%'e gsgme@eg%"é&gthg E/EJ%” g{j &r%c\e/\gec?ﬁ @ir gﬁf?@;or bBEn4aRe) based on

: oﬁ@rtfrlrgmreaﬂactors oButt gaciert etap |B§7{sderui1atam151IU$ @m@eource data format,

a%erfgi ?réejﬁtgq}é pﬁe\{e(riﬁtagreg ﬁ%ﬁ qtaeve M%?‘%Spec hlgts)éf&f/ table as itis

re&?elii@ﬂtdr san befiist acdmutatediniarhamont (het shpsmneinferfage fimg safety table on
g i;or pur poses of sinplicity 'of explanation, the

, arﬂ?('ﬂ G830 gi es. of FIGURES 6 and 7 are shown and

[{m;mqr i bedAtag4enemid teigrnieatia isymadd thesthealafreis not related to safety,

%{Sst l?rfcﬁ;]ep gtgg B%PIB gc 4&%1 %g{e, hlt&}ge OIstt 5 82&3%!& %gﬁ BLAGM a listing

: oﬁ@teﬁ@éra (sgy hdn-safetﬁdamaiﬂhn"eiemrﬂneﬁhet q@ncbdetatls non-safety based on

ntion C i n different, order
ap gWETR B s Poethatode nateRlelily SUfE ndRS 0 lonsted as on-saely by
ddﬁﬁ:ﬁraﬁbedorhparebnto W@ﬁe&?tebi@atmﬂl il ust r at ed

1003l gandd e Fetas Parsgited phE i skater R gl FHoh Satety 1O

' c&rﬂ@%@ént Rahe hbhfsgfelﬂ_@lfotc@nﬁb%&aﬁ be/ﬂnjohateldl witht arpt ge af profile or
met hodo ernn Ve t r
0 9Bt oAb i et ol B s ELed Bl gl Rrion ofaus
- aR&ePk qiildtgh)(:on'lﬁﬁanceﬁ)ﬁth dﬂx@toamf@e e@ﬂ&RaMede &1, tEE). mmatﬁditubn the non-
network via a net terface. Receive
: sef,eyngq;h GARRPIERt mﬁet%éfgﬁ[@pﬁﬂgp WheTein A R@‘ ai@b%é%%efe%med 1{®]
té?ﬁfgﬂail’s ér@‘ﬂég@tﬁaﬁﬁ\ﬂrﬁ%ncﬁﬁ?éhﬂiodlrhfmim@ don{safety l/@compbnentcanbea
addi ti on, data_can be . trans ed via one or
i BB dNerPiR L0 tPBRER RER A0dSHP 1 FTS! BRI R ﬁéﬁeﬁﬂe‘j itis to
:'_bé bﬁpreHé%ed‘lﬁbMihlSugﬂi‘é §Fnbie(‘rﬁmcs%ﬁetbmmmnt is disbassed, any number

B of non-saféty l!O components are contemplated with substan’zlaliy any profile and/or form

~ factor desngn (e.g., block, moduiar etc.). - _
. [0080] At 108 data is processed v1a the non—sefety I/O component Such data -
. Z'processmg can mvolve analyzmg and manipu[atlng one or more parameters assomated
' _thh the data. In one examp!e a data packet is opened and vanous parameters are

- 'extracted for use in the contro! syetem For !ns‘rance Var!OLs pleces of tnformat[on such as -
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1.9 control network via one or wired or wirel ess
nmeans. Additionally, data can be received on -a
periodi ¢ basis, based on condition or on a continuous
basis. [0077] At 102, one or nore processing
conponents deternmine if such data is related to
safety or non-safety. In one exanple, the data is
conpared to a | ook up table of known safety data. If
the received data matches data on the list, the data
Is deened to be safety data. In another exanple, the
safety table is coupled to an Al conponent (not shown)
~and an inference is nmade as to the type of data

e o i e B e AR PR B g0 bt
n@@é@aﬁ§ %gll’:l Qﬁ? llﬁ@%ﬁg B@rstﬂﬁtyzed a$ft@ﬁ?ﬁce§slT@ttmdmta, the non-safety /0
over hea etc a erface

cpmgp@erggan peiigm arydyn%&g ogfpn% SSUCh S & ungg@tom?\ I&{e¥né)de to await
fithed [rfs?rg@ﬁdhl ﬂﬁbssﬁ gt{h)e’&ttda;ti:griﬁ ek, bhte ZaI ety table on

eriodi ca et er.

[ORER. ¢ hatAlCIHE. st & JeloTORaPB I BRS P EPUEY Qo LR Io sefo
shéh B4t WREAndnaitad FbRNAekafetadAa a8 B a dafetyStcaudapmamat As noted,

RSt b el R hffigppo i addtor
t:%?éhfé@fl/e aorﬁaﬁsglt €dh b ababatcﬁm@ ar&ﬁ ona)tra)dumbdfesgn In addltlon
ternative ata can e ted.as n
suestaRLy aNY BT e APTARAIS s RECSAPar: 2ABT E capge ehploved.
[%&@ 9% AtAtjtftQ thelahi ié §rob?sse§lrﬁa thedafetyd/0 tdrepasteah rockssing such
ta table to a non-safe
drlaveasinguge Ppe TSR ROURER! e SRGORF AP SlF EFoufy deta stings,
’ d&t(?gt%{rﬁét stchldt&i secunfﬂé‘?élfélﬁér@encﬁtwdtﬂ rafndrthe fileec t lorthiéamanner, the
| onhal desi gned reven ru

sefight data fam Be aﬂt“bj%ﬁctf@ el T o eets JE?R’ee t% n'”%“e example,
‘ tlfé %tféﬁfcgﬁ b&&o Blace bRe 8¢ dnord dataddiuks t?tto ashfe staio. SSIalfi eafy; state can

onent can be a bl ock desi %%ra

| bplnﬁeﬂemynet SYFNEAPRWIATOH ePOWFIEN: § pyaljeceto.

n%gnat qfisuhsbﬁﬂ%ti%s efRegioaBRYy of iteriiting dloek antl/mddular 1/O
onent can nodul ar_ desi gn wherein |/,0

- coepnnerﬁs sinadditinn triptermixingd/ Genrrdentsydgnals gl heraixed wherein both
_ satre}}} ahdifbn-s %?%@@Hé@.“a‘r@fr%mlﬁéd toAhé U@lt:@hmpanemtﬁ gAtet 20, a control!er is

safety

t
e sohas in bR Blave, st

I f b
ftd'/ko? ttr%ﬂ%nlnfl‘ dlat’a BQ%?cf&R i/ %Lr?rgt:tyr % 558%?@& !ﬁ%igwond esmgmory can be

‘apscmmS@ adth theg;qntrgl[ef(fﬁr ggta'ea@d/py @jgéﬁ'il?ﬁ'b ﬁ@lrﬁge %@Eo]cessor can be
o ﬁjgﬁo%(edltt? 59&&&@ bRG oF BBrd EHA4AdLRMNE id @ata Athnipulation and/or one or

one or nore parameters associ ated
‘more addltlona[ processes andfor tasks

o [0984] - The contro[ler can be cont"gured fo communicate utlllzmg a particular
- language. or protocol In one example the controller can communicate on a DevnceNet
network and be hardWIred to the network interface. . By way of further example the -

" controller can recelve a plura!tty of process contro! data from various disparate control

k components ina partlcular arch[tecture For instance, data can be gathered from one or

. "more dnves soleno:ds Sensors, measurement systems thermocouptes encoders etc R
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,Wwth the data.. In one exanple, a data packet is
opened and various paraneters are extracted for use in
the control system For instances various pieces of

i nformation such as .20 a bit string associated with a
particul ar control device, overhead error checking
informati on, netadata and the |ike can be anal yzed.
After processing the data, the non-safety 110
conmponent can perform any nunber of functions such as
returning to an idle node to await further

i nstruction, processing other received data, etc.
[0081] At 110, after a determ nation is nmade that

recei ved d is related to safet . ' ;
[90RGho i ¢ fbd 28 dicctlen SanseiptaRp ol mgnBH(ig ifiBlidadio tho yiversal
sSRANAGEKia afexparisith port. MEhesmberizr nonSsafelyiSherrnpegit can receive,

o nt sndb el o450, M g gt e

eRes1sHR pRRW e@plogediilbarond@s igine mbduladidd cowpenents to be coupled to

substanti al |l y any nunber. aof, term nal . .
thedyieri O gq{ap%/x}@t ¥q W@G@gl’f}eﬁ@e éﬁ)?a&;@&fﬁ/ foF%B@}t{é{ .B?cmtecture. ltisto
b_% (?%p%églgﬁcﬁﬂhg?gigg meéezﬁfchbamgig?gﬂmds ﬁaﬁélelyemployed to couple one or

: [ u .
”@é@ngbﬁk ng@omtpffg‘l@g% g%nq)?r PR @g{:llgi’%r PP&%\?%E]S”J{S' Further, the /O
c@i\gﬂ?ﬂté %e\%ééleﬁqﬂ?eeratﬁdﬁgﬁs?lly fg?a[giéfetym&_ @l@yﬁ@ﬁﬁ;ﬁjata or any
R SPITDITROn Shaey AR AP e Al [ Ao s el a conirl
nefvoRtviatie rverRees tacs. b 12ajketa islsortetiandpmopssed basp@on whether

action cancpeé%ﬁﬂglace one, or nore data values into a

theadada b glated 18 8F BOXPAPH-can be predetermined such
[RBePOVEr TRES excp@i&y ebodingot Gasldieanvddseebeddth (ehTBRIe to the
I

F RE 7 illustrates met hodql o f.in ] ]
B N e R
rddiiRy BhduRGerbHRdRRMPCNeBtsling tgatbd desoriptien.mitxiedntended that the

wherein both safety and non-safety,signals. :
exeTaPIaR amkeAimgnt pr.c f)%“@%ﬁﬁd‘?é‘ff{"é‘! ipguchgodifEations and alterations
SRRk B8 cohte withlh 81d 0pd of heruppehvet daimssatee pativalents thereof.
The controller can be enployed to receive, store
andlor transmt data based on any nunber of factors.
In addition, a nenory can be associated with the
~controller for data and/or algorithm storage. A
processor can be enployed to execute one or nore
commands ‘rel ated to data mani pul ati on and/ or one or
- nore additional processes and/or tasks. [0084] The
~controller can be configured to comuni.cate utilizing
~a particular |anguage or protocol. In one exanple,
the controller can comuni cate on a DeviceNet network
- and be hardwired to the network interface: By way -of
further exanple, the ' o _
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controller can receive a plurality of process control

data fromvarious. disparate control. conponents in a
particul ar architecture. For. instance, data can be
gathered fromone or nore drives, sol enoids, sensors,
nmeasur enent systens, thernocouples, encoders, .etc.

[00851 At 122, a nodul ar non-safety VO conponent is
interfaced to the universal safety block via an
eXiraidon port. The nodul ar non-safety 110 conponent

can receive, store, process and/or output non-safety
data transmtted fromthe expansion port. The
expansi.dhsgfeivtcantronpkdhaldntedasdd townerms neore deviees utilizing one or
Mgl cERIR oupled to the block 1/0
con‘p%ﬁ%mn%/u&o rov?ﬁ%%&e)@lpﬁﬁe&llo capability for a

cont r G NWeH 'ﬂ@ﬂﬁ%ﬁ‘ that rppeiyes qugilor4@n§rpﬂ$ detaslirecllyifroa a network;

any nigbikpRhe METRSIHRN rédivies aR@Rr BEnHR RXLRoh @  backplane;
coupl e onﬁ or nmore block 110 copponents to aqne

nor e Blpng pYeRsion BAEISCE Ve R/ prdransiniis dgiagrom 8 ba"kp]a“e
conporeposessity bemponenoted réqaaa@sfdaﬁailfrbm dtoeadt|dnesaEfteé yretwork

g Do LB Rl 5 R Ve o

rlea:@ateddb‘aafeimcanomsaﬁem network via the network

i nt erf ag t A2 1 ed p e d S .
on whét hglrfetﬁ %é grr%tﬂﬁ} ath?tz lr%?él\téeest OS%E% e@%tgo?r%% tﬁé‘ El%cessmg
nenmpseet; whefd 86 safdie detedapliliney t@ sbodiunieate thas ldastone control
dcﬁe%&'i bed with -reference to the preferred

ogi ments. Qbviously, nodifications and alterations

will oGCurto others upon reading and understandi ng
the psece
that The. aenry chEel HERa PAG 1o Keyh, WRERERH:
pmeaanagcomppngndéwﬁh%mcmdeat i ons and al terations

i nsof arloga@csﬂir%yc.&%rf%aeﬂaha sithg réCeRRE & fia értbedewﬁﬁﬁ&qfime data
claims or the equivalents ereo CLAI MEB:
ﬁf%ﬁtwgb?ﬁf?tﬁlorﬁqﬁb@fefﬂhat |nterfaces to one or rmre
devices utilizing one or nore communication

protocols corrprls g a network interface th
receives dNE/Biety caneliieckagearding i elpim fi s, é("hefe'" the

aﬁidéeglhg coﬁhpbﬁ@,hm,rﬂ:@embma@gface that receives and/or
transmt backpl ane a backpl ane extensi on

a fr
that ? é@faaﬁ%@ that e Salgiyt daipy oo Balegis| eangrol circut,

ProesRe Stk NecaioaP daRNhnd f&amnnmc‘cgtééemedﬁfayfda@ant@tthe safety 1/0
| east one of the network interface, backpl ane

CHEE- ace and backpl ane extensi on and deternines if
the received data is related to safety or non-safety;

4, The safety control block according to any one of the preceding
claims, wherein the data table contains a list of safety data that is compared to the
received data to determine if the received data is safety or non-safety data.

5. The safety control block according to any one of the preceding claims,
wherein data is transmitted redundantly via two channels throughout the network such
that a first channel transmits normal data and a second channel transmits inverted
data.
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a safety 110 circuitry that receives safety data from
the processing conponent; wherein the safety data is
utilized to conmunicate to at | east one contro

device. 2. The safety control block according to claim
1, wherein the processing conmponent further includes:
a logic control circuit that analyzes the received
data and deternmines if the data is related to safety

or nongsaf ejjy sg?étzﬁ&ﬁro? BioBk XC&?(%%RJ L KPR B abm the first

toclalmlo essing ¢

f ihenes! is W@ﬁ?ﬂ@@kﬂd@g@'ﬁﬁf&%’ﬁa H@méhQ sasoad Pg@l’l elngd@nvé@ta integrity.
safety data fromthe logic control circuit, processes

the received data and conmuni cates the saf et data to

the saf et yT'i? pafed; ot Pk‘?c Accordivgda Ay ?"S&rﬁgl?%Preﬁpﬁ'@E

a@lﬁmﬁéjlvﬂibrélﬁ tﬁ@iﬁro@@@slﬁé céthori&n@ﬁﬁﬁéﬂﬁclu&lsa' s, \Aher el n
t he datg) | e, cont ns a list of safety, data

conpar 8 ”f’%‘”@ [pement &t weepies nenrsafehe datenfame th?} I‘FeControl circuit

r ane treshitthia dat: 9 dheloy mefe Birobdblklitsdata. 5. The
safety control block according to any one of the

preceding clains, wherein data is transnitted
r edundiant | Vhessafetywonicdl dfooklascoridingug lan;abnerméthteplme&mg claims,

S\Hﬁ&em tn%tsaf% e}f éorn?rgl rﬁg Ql%l hobgézp R ?f&?p %gtop%t %1%§$Hﬁ‘arﬁy p?otects

nsm sTinver
saqwts;'d@at and te d!'fegtcﬂt inroersiodibetyveco 16kbmiamd4lim olignidi n

data fromthe first channel is crosschecked agai nst

data fromthe second channel to verify data integrity.

7. Thé. saf Big/safeitceairolillankiacserssiado rgyoneai fhepeecefling claims,

tRRerBInaAE @? RY o d?\ltra ﬂ?i'é %ﬁéﬁt&bﬂrm aPd RRASIFHS if saht-:g%( data is

conponent |nc des gl ng el enment t
réafestiyes non- safety data fromthe logic contro
circuit and transmts this data to one or nore
control elenments. 8. The safety control bl ock

accor dPng The safsty saatreblagkacepigingdp wpins 9 wherein opreplemare data

t\RRUEHrE bt 16 BIbré-BbieHHEY Safb St ﬁ‘%q:ldté‘:s&.‘iefé?ﬁameﬁﬁ& b&Hefective.
that substantially protects against dust and the

ef fect of imersion between 15cmand | mof |iquid.
11.  The safety control block according to any one of the preceding

claims, wherein the network communicates utilizing at least one of a DeviceNet, a
ControlNet, a CAN and a EtherNet/IP protocol.

12, Afield YO component that processes safety and non-safety data within
an industrial control architecture, comprising:
‘ a non-safety /O component that receives, processes and outputs data unrelated
to safety, wherein the non-safety I/O component is coupled to the expansion port;

a bridging element that facilitates the communication of safety data to a backplane;

an expansion port that is coupled to the non-safety /O component; and

a universal safety block coupled to the expansion port that receives, processes
and outputs data related to safety.
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9. The safety control block according to any one of
the preceding clains, wherein the safety control
nodul e executes firmvare to deternine if safety data
i's defective. 10. The safety control bl ock according
to claim9, wherein one or nore data values are set
to a pre-determ ned safe state if the data is
deternmined to be defective. 11. The safety control

bl ock COFR@ t ; r i '
wher ei j]l&t heﬁ_% %@tg I\%r %‘ﬁ@mﬁﬁ?%g?@%d icﬁﬁ?%,%%r&bgﬁaéﬁon safety
oM® esmpenerljs @ eNsiular gompeiiank.ol Net, a CAN and a

Et herNet/| P protocol. 12. A field I/0O conponent that

processes srgf ﬁtly(%and non-safety data within an

i ndust 14 al TE8MAEEHO cqrepneatacrrllinglg Haim J2nyhergin the non-safety
N@cdradonkt il Blosloomapht t hat recei ves, processes and

out puts data unrelated to safety, wherein the

non-safety 1/ O conponent is coupled to the expansion
port; . br Tkefigld /6 commohebtmtoingitd bhpbes of bleims 12 to 14,

R et ohe eraaf ik bR b RESRLAC G vy bioc

cemploy epdatalde drrawamite presass eadie¢d/ddib.ock coupled to the
expansi on port that receives, processes and outputs

data related to safety. 24 13. The field I/ O conponent
accor dibng Tlhe tieldi/R compongetastcardingdo oK -osafaé claims 1 Dto 15,
CRRBRMEmrhhiGatBR W bAE oCABRPEE a&#ﬁceﬁ@a%&o‘%ﬁsljrécputilizing at
conponent according to claiml12, erein the

nieastaeal p DevicoNebreaetmiNelsa £AN aka Ethepdetdn protasl.

The field I/ O conponent according to any one of clains

12 to 14, _wherein at |east one of the non-safet

/0
conpontht Hirifielf 4O ramponea) acsarding o gny oke °éﬁl§1"’6§/¥2 to 16 further

Uipeiatiag! £mbhitding E6mpehePt PEESRIVZES RHGEH @kt and s old\§ more
onponent accor di n%rto any one_of clainms 12

field {O C . y

t 341a1s of i SRIEMT/C BPmBRNDhI BPrerdsignneg safstatediine rersived
deafétg datalis defee@apl i shed utilizing at [east one of a

Devi ceNet, a Control Net, a CAN and a EtherNet/IP

protocol. 17. The field I/0O conmponent according to any

one ofl8.cl ahedeld C eonigbnknt ddverding to@ny dine@f ciims 12 to 17, wherein

gre?%g%n%}ﬁ% 205 QEy I} %Bm%gr?elzr}{zaﬁa tﬁee ﬁr%'vgrggl sda%t?} b?org:ﬂ
communicate directly to an industrial automation field bus.

19. A method for processing data within a control architecture, comprising:
receiving data from a control network;
determining if the data is related to safety based at least in part upon interfacing

with a safety table;
‘transmitting data related to safety to a safety /O component; and
processing the safety data via the safety /O component.
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out puts of the safety 1/0O conponent to a
‘pre-determined safe state if the received safety data
is defective. 18. The field I/0O conmponent according to
any one of clainms 12 to 17, wherein at |east one of
the non-safety I/O conponent and the universal safety
bl ock communicate directly to an industri al

automation field bus. 19. A nethod for processing data
within a control architecture, conprising: receiving
data froma control network; determning if the data

i s rek8t edThemeiogiaecerdingdo glpim d@.durthes cpmprisingion

i nt er kRGEMEtingtHd nGh-5ar681 dath 3k 18astidn@sTih Bhil Mdnflatndn-safety
rei}&gted to f_a Sty to a safety /O conponent; and

proc EYBPHYtRB%saf ety data via the safety 1/0
conpopristssinththd fon-Shfetyndtdvid tiacaomrstifety [/Oacofipahent 19,
further conprising: transmtting the non-safety data
at least one of to and froma non-safety 1/0
conponent; and processing the non-safety data via the
"non-safety |/O conponent. 26
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