SYSTEMS, METHODS AND APPARATUS FOR REDUCI NG UNAUTHORI ZED USE I N A
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the use of a television receiver at unauthorized |ocations to receive
different progranmng. In a satellite television distri buti on system

unaut hor i 286 ruags, MERHODEYXND &FPAR&?U%QIVOR RE‘fﬁﬁ':i‘?\f(;U@ J?ﬁ%
than in wired tel’evision distribution S}A/_stems ., ca eor er),

because a tel evi si oVYePbAHLEGISION BIBUTHON OSTEM al nost any
geographic region within reception range of the satellite wthout the
know edge of the satellite television provider. Because the

tel evision. receiver may not be cBatigeawd hi-directionally to the
satellite, it 4 fEiEa L gt

pirated or unau%glﬁnf‘zlgg&}dé% Qiﬁ%ﬁﬂrﬁgg Sft%fék SRS 1(3&)‘%‘%%‘ %&{}bl

pi racy, fioatptevism noohdas. tlylpaegzouicdumaufthbvmed:cmas cgetid xhuit:pk,
televisio \Vi camuni.cat e a
cal | pr oc%?‘rs?e?\’gj“é@{ "%[} &%a”’sgtag n? an?'&ggl\‘/l Qll F i BrSYTaER et"’%‘ﬁl Qal ly
t o exchangeuiiatized Imnmm rmackdnffgn chisprogreminyipe Iok suclaitidiovisieed use

t hat may ied essin stem, Account cki ng

o voy ASb AR ol R e PSS D SR b et B pRe e T

receiver gnfmrcdmdemmm distsbniginayitonalkizgratdac fies) Bty aidvidifereceiver

receivers i df'sdarate | ocati ons, For, exanple, a satellite eI evi si on
B glsbt

Gon POHEe Brimest PR 50 BRbiE BEEPBihiLECpran Fgoie and may

subscri bet

al l ow a fsmeﬁmiwttbouuﬂﬁb }@ﬂ@kbﬁoﬂim ﬁmm RILvIsRE kA eder. aBeduh tﬁétt@ﬂx@mﬁ
honme.- I n effect, e subsc r and t he frlendcé;et two accounts
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pi racy and ot her types of unauthorize
Account packing involves a subscriber leasing multiple legitimate television receivers for

wse in a single location and instead using the receivers in disparate locations, For
example, a satellite television subscriber may utitize one television receiver at their home,
and may allow a fiiend to use another television receiver at the friend’s home.. In effect,
the sabscriber and the friend get two accounts while only paying for a single account. By
collecting data from the television receivers through telephone calls, the sateflite
television provider may identify television receivers which are utilized in unauthorized
locations. However, a user may simply disconnect the television receiver from the phone
Hne, restricting the ability of the television receiver to communicate with the call
processing systerm. Thus, the satellite television provider is unable to collect data that

allows for the detection of account packing, piracy and other types of unauthorized ose.



Brief Description of the Draw ngs [0003] The sanme nunber
represents the same el enent or sane type of elenent in all draw ngs.

[ 0004] FI Gyolagddisshgtr at es an enbodi nent of a communi catd Gh;SyRbe8h
[0005i FIG 2 illustrates an enbodinent of a wireless tel ephone

network. [0006] FIG 3 illustrates an enbodinent of a television
receiver of FIG [I. 10007f FIG 4 illustrates an enbodi ment of
anot her communi cati on system [00081 FIG 5 illustrates an enbodi nent

of a satellite broadcast sgﬁgﬁms‘,{@%}%ﬁﬂ ﬁmﬁmgg | ustrates an
enbodi nent of %ess for reduci n% unaut hori zed use in a television
di stributi on <P RCBBRE R [SEFITF B clement o sam type of lement

all drawings.
{00604} FIG. 1 illustrates an embodiment of & communication system,
{0005} FIG. 2 illustrates an embodiment of a wireless telephone network.
[0000] FIG. 3 illustrates an embodiment of a television receiver of FIG, 1.
{6007} FIG. 4 illostrates an embodiment of another communication system.
{0008] FIG. 5 illustrates an embodiment of' a satellite broadcast system.
[0009] FIG. 6 illustrates an embodiment of a process for reducing unauthorized

use in a television distribution system.

Detailed Description

[0019] The various embodiments described herein generally provide apparatus,
systems and methods which facilitate the collection of data from television receivers.
More particularly, the various embodiments described herein facilitate the detection of
unauthorized usage of a television receiver in a television distribution system. A
television receiver communicates data to a data collection system through a wireless
communication network. Theough the collection of data, the data collection system
detects piracy, account packing and other types of unauthorized usage perpetuated by
users of a television receiver. In short, the various embodiments described herein provide
systems, methods and apparatus for reducing unauthorized usage in a television
distribution system through the exchange of data between a television receiver and a data
collection system over a wireless comumunication network.

{0011] in at least one embodiment, a television receiver communicates with one
or more base stations of o wireless communication network. The wireless
communication network may provide any type of communication service, such as
telephone or internet services. Based on commaunications exchanged between the base
stations and the wireless communication network, a location of a television receiver may
be identified. For example, communications exchanged between three or more base
stations and the television receiver may be utilized to triangulate the location of the

television receiver. Information regarding the location of the television reveiver may be

a



[ 0010] The various enbodi nents descri bed herein generally provide
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[0014] In another scenario, a user may transfer a tel evision receiver
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sources 102 include over-the-air transmssion facilities, cable

tel evision distribution head-ends, satellite television uplink
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tel evision receiver 104 is operable to receive content fromthe
television distribution system 106, and to output the received
content for presentation by the presentation device 108. In at | east
one enbodi nent, the-presentation device 108 is a display device

(ei g., a teekiew, @mes),un Gﬂfyiltg:k!raﬁdoi @nﬂms@iaa:g l‘iﬁ‘?’rﬁ:bﬁleﬁn 40 o8 vAISRE forhBe

t el evi si on ceiver cei.ye aydi o/ vi deo_ streamin any

For mat (oS ey TG b i OOy RO D PoRS: SR
stream f oempedRaen; @é t@nbibutdea 0P :2p8MRbR IhQBcfend wiodOBrmd Bl tﬁ?é@-ﬂpl e,
the television_ receiver 104 may be a satellite, cable, over-the-air,

br oadband S F RO frTsE: aggrERlng tsivorErend SrnTHERg fhecartprdo Had
denodul at @fevis@nQ¥deSiRN 08 HABALThd BRYisRA isBitlhM 8Emi 106, HisRlkay on a
di splay device (e % a televisi on). As used Hherein, a television
recei ver FREjeCHIgh dercopisptseprece H}?azgatareg@tunrwbﬁbwny\tmmwd@ Wb Of

tel evi si OR i REEYSEm bABSr hte bRTRL ﬁfélu@ﬁ@ft@ﬁﬂully te‘ﬂvkﬂn ?03%

di spl ay device, The television recelver drther cbnfl gur ed
t o out put "SHEAESERPr sidserclqchipue mwmmmgtamdtaqiatwdah@wr to control
the output of audieahyi d 0 Y

sonme enbodi msnt S, the %&é@%{}ﬁlﬁﬁ? gg’@?{/{ﬁré{%%%mdc ﬂ &tﬁ&r%{esggq%c H['?éin
devi ce | G§¢ ﬁ‘ﬂyﬁ«%éﬁw g rathe trlassian evve 0% cittsitelivigon tnembummtsmﬂal i ty
of a disp POX1ie deo r.ecorde

or the 1| Ko EREERSERE el L pisA ) e TR R
oper abl e wliganaratevoendolregss el rddmarct;tmmy)rcmnmumm@ﬂt-tdﬁmﬁ ahelt a

col l ectio /St 110. The regat ed, dat a .nay cone in any. of
\ Furi ous ?lgr%%gmlﬁ%‘é At wado%(t%gg’ ’t?lg%“’?ﬁ‘ 1':5‘0'“?]8%% X‘ﬁ’gi"l&s = Lﬁ@d‘%/d} t ext,
data, i nfbwmidrmﬁcvuron@hdumssyateﬁfmrloemmdb erretifid, ¢ableeyitdiitonnd ecei ver
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networks (e.g., WFi, WMax" ultra wide band (UWB) and the like). The

tel evision receiver 104 and the wrel ess conmunication network 112
may Commi 4 ng any type of wireless protocol, i 9B Shde
Di vi si on ml t 9?11 l?%%:cess (CDVR), Tinme Division Miltipl eﬂlﬁgﬂé&‘ggog&

(TDVRA), d obal System for Mobile Comunications (GSM and the |ike.
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of conponents not illustrated in FIG 1 for the sake of brevity. Such
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base statj; SN0 Fl.G,, 1) of the wireless conmununication
network 1 ngﬁfﬁd&gt&%ﬁgbvﬁl% £ Y&t ween the base stations and the

t el evi si on recdéii@rThi Odevinie: rutditer 2@Hs furthedgntdbisto Lherdoeaidhepuef the

television rec east i ment he tel evi sion
recer ver St el p ol Polatiiedy TG oy AR mey Pefine
and/ or anglyes vefous ammstmcmrdmgt Bt nsi lgﬂiadd&o fa010) 18&, RAS QatsliafoheAnl @

triangul at ocatl 0 e | ocati on may be . ex ressed

as | ongi tu?%f“ﬁ’ﬁd ‘fXF'F‘Hi(}eﬂ‘ E)‘r"’&i“}?gp%%"“ 4 may apgtysaly ddg eauingdte « o

i dentifyi mgputbﬁdtldﬁlﬁaﬂtmmahh@ theleRVis®nQste VBE RIMVAB fvell Qd tiereamedr t s the
| ocation information to.the data coll ectl on system 110 through t he

wirel ess WBHTHRFEREEH OHae Rsvisiopreceiven Oy Fopgiapplin e aptysente th.e

| ocat i on mif @eed i@Rus §ptd @S cEdRHed)y th!%vfsi%)l} ?ééhf?blofﬁcfuﬁﬁlﬁ ¥£herl04 10
the data col | ection system 110 periodically. For exanpl e tp

t el evi si oY éff%l‘li}éwi‘mamﬁhg}“waﬁ@rﬁ ipfoprationocalth e 41m@viwaﬁfpwuon
accor di NGsi&Al RefHidn %&w&%&%d beBunt i{}bi%ltlﬁﬁ a&qp?ﬁl'\'m%: %mhthr}!ﬁd

tel evision receiver 104 transmts the location information
data col | SBFPHHS &fersrpey beaiseraicd by palirpeseisshistchdngeding wimthu

exanpl e, HbQIARIBULRIVRP10€E Sl Rt %LW@LESBI c@d koY thtf ]t_%g\ﬁm)ﬁ rebdiPer

| ocation information to the data collection system
i nst al | at {%andinethe proge bilizad pombet dtihfeoitvéﬁ@éW@g@nwﬁiecmfwlmtdmﬁw

Ther eaf t ggqeitd €04 e;h %wbak O Jn‘?&;@ln‘{c?x( ﬂ?cag%ﬁ%e(} AT, hacak! tpg\per

information to the data collection sy responswe
i dent i fyi¥R§stest ogaivfamudtangedingwhen a paréculag fdwisioncaiet & pogrred04 i s

transfer r&lﬂ)ﬁk‘e@ﬂﬁr‘)@ft %E Ilm%}l()ll may ﬁlﬂh%]ogag&t (th’l $dr&l Rﬁai%g'l [0 Oq %I ?{]Fd

that the frequency for transmttin ocation 1R rom
t el evi si oWep Bk v@i‘iwiﬁéidt\obmlh@wimasmlphig,g@i?’dmnnw&ﬂémﬂ;ﬂ.ﬁ)wmyupb@

sel ect ed hased. gndesiy e [ crit
benef i ci al ?o}rm?ﬂ S data g‘é’ Fay clgghat Sy asfmflril%lt ‘ng’lcg%ﬁﬁagr\%% B¢ (ﬁdeg
| ocat i on fanf %)Mm'tsmmrmfm@nwm ilteaia&woﬁtmnn sece Vier 104 r egar dl ess of
whet her the | retion %H n &7 ens t hat
comt ni cat i on%ﬁﬂt té@ég SR RS %’é 28 c%g H’Fsib‘élnvg‘flm‘ﬂgﬁvﬁh@“t he
W rel ess datarcmkmom‘sgsmm Tﬂé)tdmngx thd Riblass d@ﬁﬁndﬁ&aﬂibxdio&abkem. The

wireless communication network 112 may include any type of conununication network

that provides any type of wireless connectivity between the television receiver 104 and

the data coilection system 110. Exemplary wireless communication networks 112

inchide wireless telephone networks (e.g., cellular) and wireless internet and data



100261 In sone enbodi nents, the location informati on nmay be
transmtted by the television receiver 104 to the data collection
system 11 Ny ggsation with other data. For exanple,

i nformati gwbna@ﬁbe transmtted by the tel evision recei \}Jé:frﬂf%é{@ ﬁ‘%
data coll ection system 110 in association with usage information
(e.g., pay-perview ordering information or channel view ng
information), health and diagnostics information, signal quality

| nfor mat | QBuoRQYEE. AL ek E SRkt B LS ol Tk B8 aBRGGE at ed
t hat the Iogatl\(gﬁ |nforrrat|‘ion may be 1tr(tai’ns T bep 1he Tel%vfsmn
=dyer 104¥¢C#vehidgad thepdlelestanpmniipt eemtyad 1|I hms souRaticgnuiRg dnyany
type of desked:Hadd 3enes; Gt [eceived
by the tel’ Z'w Sl gn rg)(k;el&\/er'%i\g%n s COLNS 1%‘8%%471 ﬂ%}ﬁ&% %@g'qu dipd 5 on
syst em 1. PirisiayMylipknjcoeysdéDbiA)iG obeld ysisydorMlie (Emmrbmmamnm((}éﬁrb
devi ces or,sustgls that receive data froma renotely located

tel evision recelver 104 over the wirel ess communi cation network 112.
The data coll ei@ﬂi?(ir'f he yatcleny obOmmipatirendruokié? maparchidk e vindety s2aNsmi t
data to th VI.Si: r he.w geless conmmunication
et vor k1 15oeY R B R R1B 1 A R oY S R R  CBpr | se
a call prgéoelhsA quaa&ﬁsmem t heobile m&hmgsmda{(msfajQm&xhﬂoctaab@wc&leen
receiver t h..a psTN and/ or rel ess.tel ephone networ

anot her eé@i{c}lan ’fq"?ﬂ“f‘hgl @‘l‘f’% °88f"i“3‘\égr"?18ﬁ EURIESE Y PBMEoR PP §< 15 15
server t hatmmedeitivesg coaist tb o pﬂb]kh&mtbl&:ld&&b;ﬂtb@tﬂnd‘t@@xﬁl(yﬁl\i)lQz}iu awer the

i ntenet or ,other t onmmuni cati on net . In_at | east one
enbodi nment®!SyFa °&ﬁ¥§?é@?ngﬁ R N R L R ’\é\gbé Pl h a
subscri beconasataritely emmamb@gh Sl 2RS 8f dateBlorRBYudh a6 ldédang@c count
nunber s, recehf Jdentif %/. H%}VI nthrmati on, aut hori zed | ocati ons of a
recei ver , AP DAN BB Rtk (AN} hptgrqrides daia gommgnipgtioa services.

100281 In at |jeust mﬂweﬁm(}w“ﬁmloﬁdaﬁmﬂﬁtc@t&%h%ﬁéJ::Qﬁbé%%%@ﬁﬂﬂn]eo
processes, the | ocation information and/or other data reeeived from
the tel evi"8i GAVR SR & ofiyvigeq spappnigtioaastwose Eidu dihe permmimigationsl/ or
ot her typRsw&h A fald.g ad 1H§ﬁ‘e&v@fontxa%w§nei(@r“d‘l‘éﬁ;ﬂf}ci ﬁq%;‘ﬁﬁhhéo‘l For
exanpl e, the data coll ection sist em 1 may recelive 1 ocation

i nfor mat i 8%?‘%’?8%1’% Fréevisimaggedep hO4: de l@@ﬁ ormb@dwe@bﬂvaﬂewszm | ocati on
i nf or mat i @&wk t 4 AL NOTLARA bh %Al ecei ver
104 Storeld |nn a_subscr i ber accognt duﬂgsé’% Q&pﬁ %?ﬁ%&(%%?gf

col | ect i ORCeByat Biignals ey thidwes siitivas wduigelatetthelotasioey Fei axmmpledhé ver
104 1S aubhbh &R¢ bl k86 Aol RN CONRRP, a1 Lhe Tdentified

| ocation of the television recCelver s onsive to identifying
that the tel e\i‘?@f‘bﬁubsmm\leFdem‘@fér!“lgstbmmauﬂh@ric\zeoh teoeivgd 64 umstiite
audi o/ vi dgo locﬁﬁk%ﬂgu ioh REnd Qﬁg'ﬁdzfc&xﬁaq sk&ggtlll&{krou pﬁwd\%;['e .gol I ection
system 110 may i1dentify account fe “Br reception of
unaut hor iceEanpicedtrarhial {3 Jg.af Ib@nnbmbffmhvrﬁnk@t rlpﬂlogiuamnfmgyzltioxi & the

| ocati on 4.nfo af., ori zed an..of the

t el evi si or%1 ?]ez}g? b &\Big&%ﬁmﬂ u'!%ﬁté&%gbgc %d? ﬂ 11"8?1’%%‘/%? ﬂ)tnlf“f @L%y flag
the recorfer efantle tedtlevifion preived i vey gt the tohzeumwldsmaabe recagihgunt

dat abase f L n _some
enbodi mer%I,QE’rb (%Elg‘g}e%hf %"dqa @éé“nﬂ{oqgne&% @e &%‘r"ﬂ%‘&’ﬁ*«%ﬁ"% 3@%% WP may
transm t teoovdind shfandtiot hahe diad @lle@ichhesidgl BVviegioasive ®J6davies citaggdsemedy
t he unauch I‘I,“Zne? g%%%?,-@f the t ﬁégm sion.receiver 104. For exanple,
the data CofY 7 ST RRACIR Y Y aY S Tynyt EPtion MEwEBHORY 104
or nodi f yhddwer aticena bﬁﬁﬁﬁﬁﬁl@ﬁ)ﬁ nié&ﬂ@tuﬁ%zd/bh&uﬁfﬂﬁﬁﬂﬁ i&ﬂbi@'jm&ﬁ ogranm ng
by the televis] ecejl ve 104 respopsive to identifyi ngwgl racy,
account 6%1612'%90% r &%b‘fﬁrﬁ FEVITIRRGTROET AT Hg B ACH T S EERIOR
unaut hori zed | ocations and the |ike. A disablenment conmand and/ or

nodi fi cati on conmand nay be transmtted to the tel evision receiver



recei ver 104 has outputted prem um channel s and/ or pay-per-vi ew

vi deos for presentation by the presentation device 108. The data

col I ecti onyg%alefias40 may further query the subscriber pgaRYMS/014301
dat abase to identify progranmm ng that the television receiver 104 is
aut horized to output. The subscriber account database. may indicate
that the television receiver 104 has not been authorized to output
the prem um channel s and/ or the pay-perview videos. Thus, the

dat a- col | agtihQ @0§c§6§5x§@sﬂegﬂol 108LBEM28S icfek'll?fﬁrin%la@oc?a@(!vneéﬁiar?é&&gﬂ acei ver

104 is not authorized to receive particul ar audi o/video content from
the tel eviekiipndrestier bifip Bnsysed éngupder hord: data col | ection system
110 may flag tje2d @ﬁ@i&)coipp}eaﬁﬁgalaﬂ{me@& LERE[HRhidifdiokRidane
subscri ber account database and/or nmay undertake other corrective
actions, wiametien speiwtidevision wesentl V6 the dehedisciionapgen: 1§ rgy bonmands
to the teleyi-SiL90406808:ENE o4 2S:,d ' Be hortdBoi 0

transm tte% tco ?T’Tg oﬁg?&gél&gﬁo%cﬁﬁ%i ?/‘\éf&fgﬁgn’g%g%?%%% g“?ﬁ%‘é EZ}‘e/i si on
recei ver a@ictamdyoen i tormodiifug redayiradomsien ipdnmarincien Gk t¢lndsion
‘televisign.:r Vel k@4 o o 100311 in at. | east one enbodiment,
the data SorTEal KEabso ety (Eatrid et SEPetP Sl o B

dat abase aminghdesomoterfaocatreca ticeloridioa sseictaltld dndvlit: kvifehees t el evi si on
receiver 104  Responsively, . the data.cpllection system 110 may

i dentify 't(%g?mtlﬁglg?%‘ﬁ‘é’\'?li%si%i%ﬁa“rlg’ég‘r‘\?@b“ % is a pirated receiver and
may flag the rigexsi vedmetnibodnicnsnhe locagartongihenal ek evisaiionl tyabei ver

104 for reyiew by an rator. ln sone enbqdinents, an. operator my
oui ew t HE R RRaR R TS Bl B RRRERND it EvarciioBRETgi Pilfreq: os
to the piFaeyuspéuatbamon ilfoiiet menbodinRnics by Hecidatian aodit@qbi on
system 110 may tr ﬂrg;sm't j,nf@ mation to the tel eyvision receiver 104 to
di sabl e tR&™ HEFPD &FR LEPR SRS Vi sasrir g he - PBIRYI si on
recei ver <if# ordering infobRB@dlor TREmdALSviB Qi shdia), Rys! 8 ddlodi@y further
process informatign/data received fromthe tel evision receiver 104 to
anal yze tUHETSHPFutS S4HY Bivgrsion v sgittentndgye ke IisfeRd si on

recei ver dffciafe@lih:€¥eMheon hiSmaRhandB% daRGhiHeen PRY refRsion BM4-QF der i ng
information or other usage data, and the data cdllection system 110
may gener ¥#d0 Bedpa collctipapisndl Oimassecationimdihony bee ef desiredidie based on

t he receiypeladatcaiiecdda, &,%P@gaﬁﬁﬁﬁgw@ﬁw%db% bR daliod REdilidesq heal th and
di agnostics infaormation regarding the television receiver 104, and

the data col | d¥37hhbsdats wipatipg spitese dbbmay binmydaea! devigedestent o

oper at i NGoRHARLGTS @it st RlBMha I QRjk QRGBT a rbPire] locaéed t-‘le&ig}%‘?’?’l AS
descri bed above, the wi reless comunication network 112 of FlG . 1
may be erf%fm'eééﬁ"a@’e&ﬂwwI@l%%@iﬁl@%h@n@tw@tdéi-kThdﬁa@ cofleitioh agtarat es

an enbodi 18Rl @k g 5&! R 0&1@418%’&{1(9;{8‘?{0%{%%&03 P&ei&ﬁ%ﬁ&ér%ess
t el ephonenetwork 200 1'ncludes a. television receiver , a data
col | ect i ovirasis camnuiotion ngivarkal 12t Yoodxaippkethe tatt t@lvsti@OAR0W man MSC
204 and %BEHM ﬁ%ﬁ 0 *Q:%in‘@”sgﬁéxﬁ ﬁfa 'atc‘ééi@:%*&g&%-o?netﬁlﬁ%ﬁé‘isﬁo%ore%”é?%:r Lo ude
ot her el enents I are-not 1lTustrated for e sake 0 revity of
t he di scuk®ighn PSTN and/or wircless telephone network. In avother embodiment, the data
collection system 110 comprises a server that receives data from the television receiver
104 over the internet or other type of data commmunication network. In at least one
embodiment, the data collection system 110 is associated with a sabscriber account
information database, which may include account numbers, receiver identifying
information, authorized locations of a receiver, anthorized programming for receivers and
the like,



(0034j The base stations 202A-202C nmay conprise any type of base
station utilized in a wreless tel ephone network 200. The tel evision
receiver able to wirelessly communicate wi't

stations 2 j?%%%%ﬁgThe tel evision receiver 104 |nclud2§ﬁ§E%§?@fg%%
interface nodul e operable to conmunicate with the base stations

202A- 202C. I n sone enbodi nents, the television receiver 104 is
assigned a tel ephone nunber or other identifier for addressing w thin
the wirel ess ti@hﬁﬂhﬁ@ﬂ»&%ﬁ%xﬂma@@m b Rl cb%ﬁ&n SRRENBOdI R e t he
base stat|ons 202A-202C provide a plurality of communication cells
accessi bl ECtPRIRETR 8é1°éw<§i>rdﬁhqr detarspaived o Uedelavipan ecayat 0o fp detect
202A- 202Cpiey] dbcGRRPALRING @ﬁa/&rbmrt:\qmé BERborR 4 psol DEnYRGe 206 @f}% des
smntchlng functlons bet ween t base stations 202A-202C and the PSTN
206. 104. gy s1enpiee ﬁtﬁéﬁﬂ@\?p&qcaﬁu peteet Mémayoecebgirintatian sdorwiation each
base st at Qg i‘?&g@v@@g Qﬁb@l@g‘ 0B GRA ¥ ?@1?1@1&&%‘ i 0 RRR @a“ﬁtdﬁuin'}tﬂ&%zc:d
202A- 202C. Based on the data received fromthe base stations

202A- 202Coctiive f?!éh'ékﬂcgi%m recsivel Wdrstor@iin detlemiban ewoimtsistabisat T, thivor e
particul agl e LelieY i § 4 LES. | ocation
based on t L%wsl%egg)r? g %1[&}({)9 §d')sI:illg‘yrfrhf%%rl aé%@f%%ﬁ th?"rtéci)%ﬂ?ﬂ-l R tg\Zéﬂti s at i ons

202A- 202 Gruthized to| receste andie/vaieb oaiteme at the idatitted lewiiei dnhatelecekiver 104
utilizes t i.nci dence Is
received ¥ %&g‘r%irt}ﬁ‘§ gﬁg{la‘??dgtrll&s}% l?%g%k glﬁg%\mmdr SEaYRT éffe)“ 'R ‘mfh”ﬂg ‘?

of the t elbewcsicon: mléméhdf-erwrii@ﬂ at the ldbntliﬁcﬁﬂaﬁhoﬂ' hie: daed cmilmno@ nysteaf.:EI ver
104 then {ransm.t s thggtkonkm ar ne.9 )a
stations 20ZADZHEY RO PRkipg st ém%%b('&ﬂﬂ%h‘f “nf%]ém"’t’%‘f %’\f%’é‘inlmn

recei ver &@4 oeisdtrialbink&fpﬁs,iz&nrphgﬁdfﬂﬁ“d:caﬁ@: infematainaioeld erich @ system
110 prior he.l ocati o for ion ta the ba

stations zﬁ%ﬁﬂ’ ‘(f "f" @?H@‘r‘”*‘é%b%?ﬁ% E‘f‘g q“’f‘mé’ G EREGERR SIS ﬁ@t i on
may be enmdmg taswpmtb* Ok tdedh@r decdies SopR thedubbgiBer(2oMoht MRsSaIer OF

t he { us, gnreless t el ephone network 200 may incl ude ot her
conmponent’§™ %ﬁﬁﬁmh Y P YRHY nessage service center csmsq or ot her

type of store{ernd} frosonRIcehbS e, & Qescribddbs i, el da BMecBYDs RRESAGE Or
the like fromthe tel ev dilﬁn receiver 104 to the data collection

syst em 1703 HHEH sRupp POFT st 16 Do tEleYIgPREFRIEd ihirmeE sas e
st ati ons RQ&Ror2Rd Gsd of M teldViRfondBébived . MBCedAfhld HRMAEIhSeckBE,

| ocation infornation to the data collection system 110 through the
PSTN 206.5Y5H8 [43paY esrhler tlgiiopyeresm 10 gt deascsnprapias fivd

i nf or mat i enha RAERIon OF Bk aﬂﬂhﬁg btk @L@&MJMe&h&@WmQﬁﬁw% 1&%‘3}3& 9 or
ot her unaut hori zed uses of the television receiver 371
In at | edSE%Aeorpirgehipe mecrtion ol Beruthosissd l@@étfﬂléﬁhgywé?ﬁ?}m@l@w%m ts
data to thenbel e iwies. F\%@bt\éﬁtntje%m{aﬂeﬁ MG IﬁJa@Elc\ﬁh(l;rfac!{)ﬁﬁl%dnE alsRAone
networ k 200. For exanple, the data collection system1 may i dentify
that the wamalirdiodhe elsrsionarecivoul Makropgehe tvrxaln%v‘fuemmdmtﬁ@nawm ork

unaut hor i ;zednd/QGR¢ icf%@:si?)ﬂ%ﬁ%lﬂﬂ& BRre f%t 00 191 B nﬁ%bc@ﬁm{r{ﬂg agat a

col l ection system 110 may respensivel ygenerate a di sabl enent - conmmand
for the tellwipspxsivay BOds campmutuptivety coupkalipihe coritr seopmilido fmijivee
encapsul & receiver
104 The o A P B o e Sl L B 2O e
PSTN 206 telghsiethretayandPéls t he SMS nessage to the MSC 204. The MSC 204

forwards the of .Nor.e o ;

202A-202C, an Emﬁﬂlnﬁﬁ%?gﬁg E"gﬁuﬁ%ﬁéﬂéﬁ?ﬂg%ﬁf@ ‘?“rlmﬁ@ ?‘PP% eak‘IISW@ “Ressage
to the teteﬁmsﬂﬁnncdmep@énu@ﬂ@mxﬁhéommb@nk&mdmim&menuﬁmﬂﬁﬁﬁxmrocesses
the SMS , det e an.appropriate action ta take onsi ve
to a comundriner it e & aBRLERlk AR sttty o' SREr SR S] on
recelverdm@doMEymdnsmbﬂBﬂmhgramhpm&@emﬁ&mwnoﬁvﬁdﬂmmgﬁmumnlkﬁQS@onsive
to the command in. the SM5 nessage. Thus, through the operation of



[0038] FIG 3 illustrates an enbodi nent of a television receiver of
FIG |. Fla 3 will be discussed in reference to the communi cati on

syst em 100yphspléaed in FIG 1. The television recei \f,@&nﬂs%ﬁmﬁm
i ncl udes an input nodule 302, a wireless interface nodul e 304,

processor 306 and a conditi onal access nodul e 308, Each of these
conponents w Il be discussed in greater detail below The television
recei ver 104A may include other elenents, such as a storage nedium a

renot e CORf:kiQbr ll()@‘l@i’Jlﬁqﬁﬁlt@-ﬁx@nﬁﬁ%ﬂdhﬁs M&Baﬁﬁ@q@@& uuédslﬁ%;{z @:EﬁQanhr

t he sake of brevity of the discussio (00 he i nput nodul e
302 is op8¥ %m%ﬂtw@é@w%mhé‘hﬁéﬁa W’V‘P‘t&fé’dﬁﬂﬁ‘pdﬂ@ mmﬁﬂ%mtm@heontent

source 102u6&88r kekb&omt é)mbak@to%cn 88 b e g%&a@&mzoﬁ R&eil &H\"? jgrodul e
302 conprlses a tuner oEera e tOo receive and tune an

t el evi si ofPlgrEadio outret. cebcrtaﬁ@umnbu@awumveh@@ezhmyn w@exeme an
over -t he- r o abI e
s S R e R G

and tune vk ‘(&iwdif di’imﬁ,dbodqinrmllitu‘cttbm@y&f@! ekt dmnnmeﬂletlhetﬂd»e.iw\rp@n@n
Progr amm figh ¢ noy uuaw&%‘%%c 3&&%&&%&@{@@%‘? rlg}m 1<. u, oPagn! S

operabl e to decrypt e aud eo I'n | caftar 1 y, the
condi ti on@zbmh@c@&sstmdm el"i&GBtalusli@pen &bteaz 1§10} mia@tibxgmummﬂlefmer t he

|
tel evi si ot s&)ﬁ'r&%{mlﬂ% IS L0 rized b Bia dsbg%&é% ﬁ%{@gﬁhg{mh% Lo8

audi o/ Vi déo cont ent for presentati on on

(see MG daoprectivfe cmmrmsmeﬂhenmosemm nmemuem sﬂ@%m&nawmgoasmmadisn@theut put
the audi o/ yi deq cont ondi tional. & os

oper abl e @{M Yeciypt ot é L}‘C?“% “’ ry}%ﬁﬁ?m’?ﬁiq “I"W“ﬁ’t‘g{)%ﬁ?tmﬁﬂé‘o“
enbodi rrenzt;,,wt&wemcmndmammmh m@emmemm@t QBr may 8edUeiRbedsM th

access parameters,that define i cular programm ng that the
t el evi si off FECES %L“ T&ﬁﬂ“’iné“éﬁph%‘r zed to output. The access

par amet er s mayods| mdllcfameﬁia bﬁs&ﬂm@;{t thohas salham sve68i Yedudicomet he
television distributi systg 106 (see FIG_. 1) and/or other systens,
such as tHEHRPAYR] Bbpgin % St 933 a record asspeigied Ytk (HevEied s or

306 is opefcakt end QRBERH:TEly, &Q&at@&ﬂfs@ﬁdn%@st@& 1108l ’legviySi@ e ecei ver
104k The Processor 306 may be a single roceSS|ng device or a

pl ur al i t YPTSIBR BEERe; 1fg “’cféR/‘f“&é‘é’ CqeH At m\é’dﬁﬁe‘?‘”‘&t‘?%@?‘y‘ cgpiipandioro control
the oper ati@din®ihe tdeidiq] R¥divd 004 fof k&MY HQpbatof NG BROCESS ORI MaY

i ncl ude various conponents. qr nmpdul es for
an operator may review the information to determine appropriate actions for remedies to
the piracy situation. In other embodiments, the data collection system 110 may transmit
mformation 10 the elevision receiver 104 to disable the unauthorized reception of
programming by the television receiver 104.

[0032] The data collection system 110 may further process information/data
received from the television receiver 104 to analyze the outpat of the audio/video content
by the television receiver 104, For example, the data may include pay-per-view ordering
intormation or other usage data, and the data collection system 110 may generate bills for
users of the felevision receiver 104 based on the received data. In some embodiments,
the data inchides health and diagnostics information regarding the television receiver 104,
and the data cotlection system 110 processes the data to identify operating problems of

the television seceiver 104,
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processi ng and out putting audi o/video content. Exenplary conponents
or nodul es for processing audio/video content include a denodul ator,
a decoder, wd JdfFsRE essor and a transcoder nodul e. pckRR}4md/0dhB&
processor 306 processes the audio/video input 310 to generate a
audi o/ vi deo out put stream 312. The audi o/ vi deo out put stream 312 is
outputted to the presentation device 108 (see Ha 1) for presentation
to a user. The processor 306 may incoiporate circuitry to output the
audi o/ vi deo st m@aﬂw dbs@méd by emhe Rﬁ&&g @b;%@a%@at% nm%upi ?6&@*1@;' on
device 108, inclu osite vid onent Vi ital

Vi sual | nt"é?’f’a&@b‘(‘hﬂ ap damtflqsrf WDMWﬁ!i\w'e ?ipfﬁm tilumealnlmmm%frae@f 2
(HDM) . TR%.E(%Q@!@;Q%QE nSRBRY, @hé@whi@%%lﬂg{)ﬁé u%&"‘zblb SGITCN Squort
multiple types of these or other audio/vi or mat n at | east one
enbodi nent! Wtf»ﬁe reeskesy | &4 o datp sellrijay sysion gy F@‘ealutmpé@a\abfedmwmh&«t he
present at bos:, deXiseeok0id 1 PIINIDE. PELGEAIQN:IARE BN BR OPREARL L O
control the 'presentation o he audlo vi ded out put strea i

pr ocessor ¢Boelevspistudricthiee netgiustgiad for datsake d@aviy nftht Hecowibput  of t he
content, such t £

heal th and d|a@§%§t|ggkﬁggbﬁégpgﬁjpggggg%ggg %n¥8?53{§%g%mﬁecelver
104A, si gwdlzed soepirélon igudibng netierk 800rektieasledsion tehaviriike is operable to

[0043] Th r e 3 e .t.o_communi.cate
Lot he SirieiELER BB AR TRC W ord R0A 2028 ChRp Rt G5 RRGTH b8

W rel ess mnmzéwsf'aame.lmdwtéw@&édwtaypmmmb|<,smmamyattwﬁm tefbakd ankeei ver
oper abl e Lap icate cation rk 112.
In sone e5 bl r"r'en'? (Y "snéfedfnlu"?" ﬂ"él’i"tl‘evrlusﬁ%{l rﬁf‘ivfml;nzﬂ@d“’ﬁy“%e f‘(ﬁs‘}?’gﬁ%l on
recei ver dQdbAr bootiie ddrhiiBertlol e iesiigwitio gianyd Rgicmorbacadal 2doomal | y
Utilized el.ess |n erface 04 tor celve/transmt
data to thi“‘%‘?lélué‘ég AT @éﬁfaB?f‘S@g?&ﬁgﬁéﬁ’Z‘ depmiatBupf i cul arl y,

t he sat el ddnt;ﬁm&mt;@nﬁba{s aayssie lolBeeRMisboR tRevat Bd, Whaalessaatenna
oper abl e communi cate W t"}g]hﬁdnﬁg'l communi cation network 112. Thus,

interfer e‘nocg R OB Bt #¥r TopASIWrvEdssiswitthiBted by t he
pl acerrentmﬁéuohbmaammmeLttulzdnzedvmoidlﬁldvmé pie$spd.nterface nodul e
304. 445 ,%g scrl bed above, the wireless interface nodul e
304 is oper ab b LRoiniRYsioRasseivar L4 campipicals wib srchhasetaientilns of

the wirel ReE 60 EFLRECAL i@cﬂn netbws&néﬁﬁzom dodeniifey ohig dpGaldR
the tel ev1 sSi on_receiver A After identifying the |l ocation o the

t el evi si ofﬁwé’eé’flvewfmﬂ%r%%hﬁ Ellevisdon ragedver Abedstsaiice itglpgatios.

oper abl e ¥gvetphaisiaiy, 1]‘1@%@@1‘5@9 rdeBHY 1'@?@%’:‘91@111%1:4&@%(,4% lg:lgndaonciﬂ(l: lection
system 110 through the wirel ess communication network 112. As further

descri bedtaply el Sgmls rogeivel dg8 thpbase statiess ABHLRE2G 0l ¢ 'inﬁystpmans mt other
data to tﬁ%o@@ﬁeﬁi gféltél@\mlbﬁﬂu§¥n§tlg%&l0{3r bfﬂu"’}ﬁz&omcﬁ J% 8 al i\i\%(t: by 1qucnu,

| ocati on information . The data c ection system processes
t he | ocatfPoie FigndbhiceriyesTaam g brseshbionst e A-293€ &0 ﬁf@m‘rmeﬂm foyatiphécy,
fraud and{“p{&;bgitsgg edkdReRs0f unaut hori zed usage of the television
receiver F’e§45] If the data collection system 110
identifi es unélMBhbfwteI@m@ageLml 10H ¢hen elopsmitsi lontipebdinretionlio 4A: ot hen
the data Lodisabl epent commands
andi o aciassl e vaR BHakO Aok LTI kel AR T Bl BT S
recei ver 184%ablismesatphbmast! tothe dmbdéhmtemy;,tmhe{} prigub rmmuimeg a2

recei ves and,g A6ce ar anet.er | cation
i ¢ > 1348

ommang. 1o b ARATRAL o SR R AR AR R SRR ol Bl asEiins

t he di sabhiemsnion emmﬁanﬂsdanﬂlmﬂ oamsimsmmroameé(m@)lﬁme@i loO1he

commands RY1RR, hESHMEe AU Givb A 0p S S5 e ML LS G DAl 8, 304

short message service center (SMSC) or other type of store-and-forward server for
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processor 306 and/or the conditional access nodul e 308 process the
commands fromthe data collection system 110 as appropriate. For
exanpl e, i{olbiedadsq coll ection system 110 transmts %c‘fh%%bﬁﬂ@ﬂt
command to the television receiver 104A, then the processor 306 nay
operate to disable the output of the audio/video output stream 312.
In at | east one enbodi nent, the conditional access nodul e 308
operates responsive to the disabl enment conmand to cease decrypting

t he audi okrhsele@ink BPERISIALsage or the hﬁ@@&@bze't&uﬂ&zb@f@t&@q@ﬂ BPML Gata t heE
data collection syst em 110 transm ts a conmmand t he tel evision

recei ver To#RRTOYHEHi G Thel "%@éé‘%mﬁbﬂﬂ@m’ét{@?"@dﬁ# P}’ ﬂ‘fé’GSW“P%mA'
condi t i onabvca@qs@ﬁism@ul en3P8C vﬁaﬁaﬂaﬁg%&ﬁe&tﬁl@ﬁnﬁﬂﬂé&{ gtﬂ?lﬁlatme

condi tional_access nodul e 308 process the command to no

condi t i on&¢lesiwresysiendd @ Hiseughdhe RGN @éaﬁﬁbft data pelleptinn Sﬁetm@\lﬂ@ P!(§>r~‘188‘:<>S
recei ver #4dqlish ﬂn?&ﬁﬁﬁgl dn@m?‘mﬁérfdfaﬁtrtg Rendif hQ@/ &J&&ﬂﬂ:gk@kﬁ% cfl ?) ; Dy the
tel evision provider, then the access para led to
al | ow accé‘é%‘ﬂpﬁzﬂt%b%ﬂfdmtalﬁwﬂngTﬁam’hdl@ﬂzed fbr the | ocation rather
than the Brogru 8. AELILbobh D oREESEILLY, SN AULed.ARees®
paraneters. |In other e I ment's e access par

modi fi ed tdhy ‘@Bﬁm‘*‘»li\!}tfb%he! tﬂfittpmlglvhe wpelsisftélephohametets: :mm Bdr eamepza,ot
part of t d el evi.si ei ver
104A. Ql@ d%ggiig%h fq )g{é‘i aislﬁglf&g%eggf ﬁ%&l@m J}u{liu{. pegeiye Orggi? 512(:)3 heen

i nf or mat i wshayd benunitiharedd tooaticidasddfop tadvertivi: sdomentien. f Te daat put by

h [vid | e,
he | nput CedisPevhB 110G AP TR e PRt S Evr oot o 11 om

t he cont euatuzsmunmwiﬂm-lt( $eeed‘_dnﬁe thi Lf}mllildmﬂﬁd)} Iﬁﬁﬁl’&dp@ﬂ&t@@ﬂﬁ&(ﬂmnt , the
adverti serre“n S g d.on a st 0{ rﬂ%ot shownz} of the
tel evi si on Tece Véf?sc 54 1?8'6"§'U’B§‘écﬁﬂ’éﬁ %ﬁ’:ko & 3L deo

i nput Sloummm the [Sttemesaf g@rtoraiePSITNI 20d) \Clﬁtﬂ ngmmezﬁc al\ﬂaﬁéshﬁu k@thet ype

ot ocscor MSBEBR TIPYSE TR bR ST et rororakel g pokaions

appr opr i at02AsTOREY &ddIBERRE sthidins ROBSLMI@EaRMI1Ake $NIS nlcRaad QR Rfeviig
tel evi si on rec?{%eh&ltg4A and qut th s the advertisenment in the
t

audi o/ vi d&6™6T gutipmesetvqr i Od prossssestboelyifEweese nfeterpimg an

adverti sefprpgatoaicato RkOWsERGVOR Midkinehe Mchebapnal SvsaidsdsBeror
processor 306 n‘ﬁ‘af‘rﬁéfll ize the location information to mediate the
C

out put of *pRBle seon receist { G4agant ‘H@b%rﬁb‘r St af edgividerjosienient f or

the | ocati@an@fe bR doRlnRivl $1 P SEBGRIVEE. TR Mhrough the %Q&ﬁ&ﬁdf thd 1S to
be appreciated that user disablenent or tanpering he w rel ess

i nt er f ac Vb PN a9Eyork 20 thealaia colestipy @WL@T ii@ama identify ghminhe
conmuni C%Hf@ﬂuﬁh’&tt BDirad Qmué\an&&%ﬁ&tla’éﬁ%&'ﬁsagéSﬁhmyc,x%&ﬁﬁ Evfcf P(m

disable the wireless interface nodul e 304 estrictin
i nformation f Y81 K. fdllstptss sremhodanapeol aﬂ@‘tﬂb@@f@bﬁ@tidﬁt}éﬁ doIHI@c-’u on

system 1%11 bEQls sc,@%&m k&erefceYS B HRMuALARR g\lé!p?()(y\'h L8LERS kR g f ace
nodul e to prevent the transmssion o sage | nfornati on and/ or

| ocat i on lﬁmt%iemw BEEiYS 1P inglides avghme ooiddn 3@34 stvardcid Dtoviace mbdile

W rel ess o to at rLn

W rol oss Lot By Paser bR AR ok eat BB BN AT St 0%
opt i onal Il | b thseussadinerontendaiil lefes sThcneleviﬁxam:ecmulléAM iddsle bden

di sabl ed € S, le the o f au o/[.vi deg, cont ent .
In some eﬁ%gi&{" &Q?Q“ ‘!%{ Iggbplgégggsdolf mggéoﬁ'a@“}ﬁ'f" 5B 1?1 K ‘5’%@’? t'F 8hal
access npiiltulreiu@&}& Irmiamtsbnmﬂyhbthddtsm&bmg tanpering or nodifications
to the wrel e?(ﬁﬁl)}ng"i}eariglgu ?nogold L‘!b’?ls npuabh, to receive the audiofvideo juput 319

from the content source 102 (see FIG. 1), In at least one embodiment, the input module
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[ 90491 Those of ordinary skill in the art will appreciate that the
various functional elenents 302 through 304 shown as operable within
the tel eV|§,b%9yq&g ver 104A may be conbined into fewer, (=

el enents or 3 1b ‘ls)roken up into a larger nunber of di ch‘h%?t’fo% 301
functi onal eI emsnts as a matter of design choice. Thus, the

particul ar functional deconposition suggested. by FIG 3 is intended
nerely as exenplary of one possible functional deconposition of

el ements wit Jﬂ‘lg) rlsbLe 1{1&3‘%}5&%19{6 r@&@@:‘ M8 bund A ¥ype of tClC\’lLiiQQ%Q]lall Po

| east one enb ment , dat a co | ection sys%J (se€

conpri ses CHITHG theriput ll@é‘lliﬁé@%’éél' Eepiyen Q‘*ﬁ‘&tﬁbrﬂ&?&a@@@i aaﬁxiactﬁ:mﬁwat

tel evi si opdiBeRig ﬁraé&f’et%ﬁt Sigh@6Rkn B 100 d Py YLfle area
net wor k (\WAN) ust‘%tg‘s an en{ﬁ%lé}g %‘Lé&mn%%i’;{%ﬁon
syst em 408 (st ié» a&vqfiwém apuyB 10 [ @trag spiluptedsMcms@s ptctazwuemau | s of a

108A t t
ser et 108 {buqosglgnydate. Lt ool EXRSLAN S Mgl ol re”
t el evi si omprigd8i Ware da@dculagiwiie edriggndatessnmbinie E(OSL& ﬁﬁcw}ndtoeﬂemnmer
108A. The, vﬁai\é{ Hle illggx'glnl& %%gg%el%ég 1?1aur{'1$o?1{1;]<? Soulin ﬁjp%’ﬁt élﬁatr gﬁ\i,\ﬁ)nr L(gges sor

404 and a storage ne ese
di scussedcdntenyfoe ateemiation ai thelpedsematichhlevidé s&&(sm 109G, of zmm:emenms

conmon to tted rein f. evi
t he com*ru%il”: r\c§ll 8%}% §5 .m%houggllola of utnF%ﬂB{Hf\ér Gy ctoHiéPt &’f"é%ﬁ?‘éﬁi“%ﬁ S‘F?ént s
or devi cemohde 364 ik umtra‘aict edictigpt thhaidiskiaecabplan Vi Tyt feast onv erhiffdbdht, The

server 10 of., devi ce, em or conbi n of

devi ces of Q§Uns¥tm‘! "tchgf m%@‘g‘él’ o8 2HEPAe Wﬁﬁrf’%fe?‘sé”ﬁ’b‘f“é’ ‘§5‘P g?

t el evi si qmmsmhepx:@ram‘kﬂéc tuethe tdmiswme&m 1ot B 200N Ko dukgd THhe
television receiver 104 est a.connection to the server 108A
o exchanBE aRn AR e e RaIon HHOTn U S Br TR e TO BT
comuni cadisiBliypncaigh edh (s Filte 1 Mntek 66:5: Fakms, RedRIk: dhil2dibQiohecei ve
the data fromthe tel evision receiver 104 and/or transmit data to the
tel evi si oFF8ddPver 104 through the wirel ess data network 112A. In at

| east one enbgeh4Temhe p JhlbhﬁsdrBt)@fsfoﬁé%blmwn?mﬂggoﬁ@%oﬁlehﬁ@n@&
Et her net adapt é’*‘ or ke comruni catively coupl ed W rel ess

dat a net WB¥R¥ The processgp 3 mypRe astinglepyacessnl davicaose ohratieofser ver
108A i's q@wmw&d@m}at&w ﬁﬁ}élytog&%t&@ u&%ﬁthyblbuétﬁﬁ@t B¢ diBgsiser ver
108A. The stora@{ﬂa nedi um 4 e any type of storage device,

i ncl udi ngeFarEH 1YY vEY P“qua%‘h“??éﬁ@}riydu@ea‘ﬁ‘e@“& EpwpELs %ﬂb‘lda'géfcxﬂew ces
and the |grRssidsini f&@fpuﬁﬁlh Qucﬁéfﬁﬂag&m%@“ M'nﬁlﬁ@y tgg?ﬁboh&% S48 RRY ruber

of storage devices that are pllifils' cally and | ogi ca y partitioned.
In at | ed¥feeHie ?éﬁ’ﬁé}dﬂi% aplenttinpdudstaglemgdulpten i dpaod@6a decomprssepatmt a
regardi ngmh#l%du%h@l\ﬂes' on receiver 104. For exanple, the television
receiver 104 may be a satellite television receiver and the data
stored on t he ! ¥Ha} Beppraesaion AdGurycdsss thedediatvitoaitpul 3111’000 gatcm}mc;

pay- per - 4, &w QIQ%E i.0f gE 41 Lt nformatl on
bay - Per - @Rl kaLRh Q1T HIfai AR, onipp{;&gn 39030584 Rl 1

i ncl udes P&hciaﬂt%hizewa (ewdillion fof predeetatied @\aivsiroi he gmecsmﬁ(m@ﬁy

[0053] T ES! p bl contro the o on of
t he ser vlgr‘r?L 0@%@2 §1‘%h1ﬁ$§‘é{é§ts{§7 &fae Awgm “Tb{"mmémsdph%q”g o glggtﬁ g—‘/'é‘ Vi ce
or a pl urpaiwtigmmfd»pp@wssnch:gmgevmpmwmm wmpqmnat;ﬂmebjgmp@mﬂe to

contr ol e Ser\er. i ment,
the pr octélgsor @i%gi)ragfgglﬁj ihtéontf\ﬁﬂg“\"gbrjr’l“[’rﬁ%"?]h'?%ﬁ}” sltcbé‘ ph‘l?d‘ﬁ‘? %2’02 and
associ at esytlve idatygran tli‘tuﬂityob &qbpbﬂﬁmﬂﬁ]fﬂéﬂypﬂ of @&y sHotgr hitRo@bevi si on

recei ver f(;IiOA' For ncl udes, vi deo ordering

i nf or nat i OA “Fed? é‘?tdcaﬁ&’ ﬁgﬁ’f"éfﬂé{}'r E’l{j gﬁ“‘ﬂ%%ﬁ°%¥°‘ Bramay Rt %ﬁé@%‘r%’c essor

404 may ui}mdﬁttsemat&ﬂﬂhtmibc IL 08, i@t bRReSOTDE i) e BpdtHRE toQbnkfighd el evi si on
recei ver 104 based On the video ordering information, hi other

13



[ 00541 The processor 404 and/or related systens nmay be operable to
perform further processing of the data received fromthe television
recei ver 1Qé0ffisRxanpl e, the processor 404 may gener gicgA2dtbhhizhor
a user of the television receiver 104 based on the received video
ordering information. If the received data includes health and

di agnostic information, then the processor 404 nmay anal yze the data
to identify potential problenms with the television receiver 104.

[ 00551 I n padsedi@Rlof @@@u@maw@b B® Pl subhes Iﬁecﬁkéﬁféﬂ&tﬁ)élﬁav%ﬁﬁeﬂed to
identify [ocations of television receivers or exanpl e h

processor 899E45; ‘B‘é‘b%g‘égmg Fie opigrbes tereonisnb SR BHeRCBoPB Ty om t he

tel evisi 0@exﬁ&Qﬁli}‘!@i’hf&ﬁéﬁ&ﬁhéﬂﬂﬁ Bid (mégrﬁstjicqﬁi%hhﬂﬁng%akmﬁr hé leﬁ,\(iaﬁlnon
recei ver 104. I'n at | east one enb processor

det er mi ne&eciien Wit sigral resention arelitymérmatioromddialiies an aut hor| zed
| ocation of t hﬁ)(}&ﬂ"ﬁwvﬁh‘?ﬂs ﬁuﬁ:‘?ﬁb%ﬂ&d&@%ﬁ& eg%kqe cmﬁmafcat%gﬂmed' um

406. lithe location informati on does not nma he "aut hor1 z
| ocati on Sfeleprecomapaisatoortyaldly ees 104 1.t Herwirdues probeswoduldd® may

generate 91h§ @&k&-ﬁﬁ% Ahy R?QHP@QM%@P‘A&% AbRFE SRR R ARG EZ W%&L cation

conmmands fof transm s§ evision recerver as descri bed
above. Fo?Or@%éznﬁmen nt;‘th@idi igalt symerimbedmmaivda sutediito amame @shzrqdaxvaiumt er

modi f i cat &e %nzs?o %ﬂ% %eceﬁ% ﬁmu% (En a[%l dg%ngmc Orpz]i tdéi??nzﬁle u;!‘g

mul ti pl ex eo cont FaRSTH € ed to
the tel evaﬂmmlm@mmetmekﬁzﬂdulaﬁ)é t@lusaxbé’emnmdammm&mmdﬂ or access

par anet er i e mtted to
t el evi si oh%?ng“(’:ﬂcelé‘g@? n%ﬂqﬁ%r Olﬂjg ° %“’mm 1é§‘§°1g§ta5w??@t’§7\ﬁr1?“3‘%2‘}53 I'n
sone enbouitagemdsyirdive aqﬁmmaes;?&ﬁhslc Mmma;md‘ateagt T R¢ amtlauddatibh Qetwork

televisio e r .104 int er .account data for
further rgl\/qlr glf/i&u e iﬁ“brbéf%ﬁsb b}" SiRagh g‘é@‘é’f‘taﬂh"  tal s q

enbodi nenplacenieet rﬂhkn&emmdi ut&lf}éd blﬁ thklvﬂﬁﬁcsst ﬂﬂ&szﬁﬁa&dummnf or miltl on to
identify progr{ ﬁ%@% tha | evi |on rg.cei V@IrI 4 IS thorized
to output for E H‘f ’CW?Sh&t‘d & Badth a‘ﬁﬂ?‘(ﬁ‘ Y@rmvi ng
access bycdnmuti@teviis pxnlahmrbmrqta&% dfhePRiEdldsE bdRtnAdA absoRasied on
vari ous crlé b’ﬁ or ﬁ)g é“ .access by the tel evision receiver 104
to particQI'GH! Hihipgstion gP CRRCHHN TePRYErd A& g A B ideEr ity tha draiongt t he
tel evi si ofic teRSBiHGEccRRA 10400, AR Wik QS DAk fict AGANIE S0 is bfg‘breﬁ:@% transmit

enbodi ments, access by t he tl‘[Aj\eW sion receiver 104 a channel may

be nodi ﬂ@brmﬁaéf}éambiﬁma |p thecdafagiotieqign meteny | Guhesh bp wirglessy t he

access f Qﬁixﬁﬂidnﬂhh&@n&@&i‘,q ha nﬁl@furthcr deseribt@@ ole QL wﬁ&@sm tBifack Bdule
processor_ 404 may identif Y the zip code location of the television
Tty

recei ver ﬁb‘&“"ﬁé&"é@“&ﬂu‘% ‘Bét&tq“ﬁﬁoll?ﬁl@ﬁ et h Ocn dsspeeiomi vfigh the

pr ogr ami 9gxos tikakdages i4) thlaks BhiRcGAH R 190 prdc&%&' hERRARG! S) . The
processor, 404 generates an entitl enent "command which is transmtted

to the terburginand/erde ober dpguto idemifiapy ifgpdmdias eicvapeskds utili zes

the enti tlrgifiti;co QURBBEILE bRk Lt hgsudi 0f vi deo content
aut horized for ou e entitlenent command may be transmitted

simlarly to ﬂiﬂb‘shﬁ”éwamﬂw@aml Hxideraidies inbathodbdweagelof tiche
tel evi si QRVBER 8% i@%A OHEPHE Sz V20N wglé}:g%Qé Fgﬁ%&ﬂﬂ ORLBAAI9L

commands and/er access parameter modification commands to the television receiver
104A. In st Jeast one embodiment, the input module 302 receives a disablement
conunand and/or access parameter modification command in association with the video
input. In other embodiments, the disablement commands and/or access parameter

modification commands may be received through the wireless interface module 304, The
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channel s not authorized in a particular |ocation, then the processor
404 may generate conmands which are transmtted to the tel evision
receiver 1@éh@nuesirict the output of the unauthori zegcghabiehssor

[ 00581 Those of ordinary skill in the art will appreciate that the
various functional elenents 402 through 406 shown as operable wthin
the server 108A may be conmbined into fewer discrete elenents or may
be broken up into a larger nunber of discrete functional elenents as
‘a matter piocassi3ghaatieiibecondiits] adche raltd 308 |p€d’ca§‘s dirRcdotr@iats from the

deconposi tion ested FIG 4 is_intende s . exenpl of
one possi %%CCF f‘!ﬁ%’?‘ SEHED | HRTRBERT o TSR ér’r@ﬁegmﬁz‘flﬁFquﬁg“‘ng}%e
108A. ransfh@0 b Aikatibrent Borhhlidlb BRNESViEEN RG] IR thaf thepmsadsel: 308 e
br oadcast system 50 The satel ite ‘Lé)(yoadcast sy st em 500 |ncI udes a
transm ssPBhORFERSEBigshe ‘é‘ﬁ’”&ﬁ e ‘élfi‘é)rﬁ%ﬂ‘tm&n’sgt?efq lestams, a

sat el | i t exARidaRAR ROSndifiosD BERRIMRRI 08 opdrites RsfBLOVioShORsdbRERLY €r
512, a display device 51.4, a wireless conmunication network 516 and

a data co‘i’qnéWcﬁ‘h"‘s‘y"s‘t‘é’rh?B}laB‘h“ pube{vigeo wREFdOconponents will be

di scussed in goeRt & ofl&lRivbdiBRhOWhe Eauﬁ&%&mm@ém@mw%nw conmon to
FIGS. 1-4 is omtted for the sake of brevity. [0 Satellite

br oadcast 8yt Soerlevieiesve | ¢bhtoamdilycha weess wdmﬁers r»!g Ve by the
coMUNi Catdn@Roi hile@natRid 8. T4S 15!‘3@3::&9%09 Bm@or thd RRETLRS h&&b%&d\(&r k

502. The content source 510 provides the uplink system 504
t el evi si oiSpaepresiie eargpandie mpdidhdaienditnsloicesss plrauiteh. ohorrcwexp!vef 512.

Tel evi si 0f, IAGEATERY 1 PR 2 io%ﬁt@%ﬁ.f& (ihHXmEJ}@m&r{ &Qémtﬁ%f‘b‘gﬁtemr k 502

to the te eV|S|on recel ver evi si oh e enbodi ed
as MPEG 2ciekFBGpaviler, dich¢e adiwgé pabmsterd swy S gmdiﬁsd toezrilaimtgccm tobxseband

si gnal s, ther n of e satelljte .

br oadcast 651%'? ik ggm ;}’éaq‘?,: th?%ﬁ%ﬁ% gﬁ‘fﬁﬁ%q@ BrioRgess '%"‘”éy ?é’mg‘éoo
further qnmmiss@&haus@mms|pmem5(aﬁ~. |Imo®e1@|nﬁhcimmuhe eabis@aranicters t he
upl i nk sy T ¥ el evi si rograns
recei ved %orﬁ’?(geﬁ%ip J%Em’gﬁ“‘ ‘éth%i?gﬁpe”%’i C%%n “él“ﬁnc{hé" ?‘688’28& “system
500 furt hebuchpimrpisscsezs;dawéﬁheklewise:namea:nw4&08 t hat receives the

tel evision pr cast m t at el 06. The satellite
bt enna 508”1 ST A RS bbb B SR B e PR ey BY wR B0l ver

512; and im:mﬁy ﬂi@rsrtasmntqabﬁwtlsﬁ onthic@eetiser 30612 thelatdioRied DRph: stgnal
conpri se ) rams, A brpadcast television
program|d3 T}é?: K{f@ﬁ[e’oﬂ} ’(”ﬁ‘é“?‘éq\/}eciﬁ "Z'f& %E’él"\?@’frﬂ ality of %ﬁﬁ“b‘iﬁ“ﬁ&t’{f"@ﬂ f or
pr esent atthornant foneds psbeaylcnleyl e at Bdv one embodiment, AQGXFerfRch8In@Ni Si on
receiver 513¥cormun| cat | ess. communi cation network 516

to identiFyFHe “os‘fzoé?ér“dﬁ“db‘fm {“ﬁ’é&’t"@%\flt § GiTvisioR &FeglFT WA Jor syfequent

t el evi si giuybake e udddidedigpuitin apfidcfudt MohQ6aE ingRakdd Rt i on
and/or ether data to the data collection s%stem 518 thr ough the

Wi r el ess PROIFSARYESPE AFHe HPHRBT R (sbreunufted Ingihe Brogessds e c T hemiosy ¥t em 518

i dent i fi 896 RiikARS e IRGCALRTorRALI 15 I M Spr@hBRLakIaULBhzed usage,
then the data col |ﬁ]§tl on system 518 generates a_di sabl emrent command

and/ or adEESEARERTE LAt EGTIPER e HTTiAA PR OHPURERIRCTIEAMES t he
tel evi si GRuEaEEbMNRIE Sltgut stream 312. In other embodiments, multiple advertisements

may be provided on different channels, and the processor 306 may utilize the location
information to mediate the outpet of the channels, selecting the appropriate advertisement
for the location of the television receiver 104A,

{(H048] 1t is to be appreciated that user disablement or tampering with the wireless

interface module 304 may frustrate the flow of data through the communication system
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100631 In at | east one enbodi nent, the data collection system 518
transmts the disabl enent conmand and/ or access nodificati on conmand
to the upliplkosységen 504. The uplink system 504 forwar §grfySsaamsnd
to the satellite 506 for broadcast to the television receiver 512.
The tel evision receiver 512 receives the command fromthe data

col l ection system 518 and processes the command as descri bed above.
The command may be identified and/or encoded for reception by die

tel evi si opog. ees;;emv;exﬁxpﬁws ®eiGhayt fekpobReRbIE ﬁlt,%h%%t&ﬁeﬁnmﬁ&di' scard
or ignore t pon reception fromthe satellite 50 he

he
di sabl erreﬁtﬁméd?ﬁw‘ghég“'ﬁﬁa’/f?ﬁma@t%% thedelpfisiemeeraverd 8hdvimide ﬂ%y aI so be
transm tt eslickh@ngythg 108t BoreRhhfiS t 8 Sy %H?g%ﬁ@w& ekl @\Gmﬁb on .
recei ver 512 throug!h the wireless conmini cati on networ T< :
descri bed3YHogsysrtheipyaission of usagegplgnation asfé’ﬁ@fowwﬁmti@n totthee dat a
col | ecti 0fusYaleimnd aufmya watxhe eIk Eéﬁnrﬂf‘ﬁhﬁbﬁﬂ%{m o ﬂ%uqo%ﬁ% r
unaut hori zed uses o tel evision recelver 51 b ize the
| ocati on i“ﬁlﬂ’élri%‘b”iﬂb‘rﬁ“fff‘éfr»ieé)‘tfh@ﬂa%ump‘@@e‘@i‘ f%vrowam%mdabb d'ws‘tbia bed
above, t hg,dalig, okl ﬁ(l:tttht. USSR oY shARAL] ydéba%%eg%? to the
programm ng received evision receiver 5
responsi v@biym@éﬁélﬂaﬂét ti!@@ﬁ@zﬁd@‘ dttdlowhiatmg@taxﬂheinaomesmbbxymEMs; ﬂneel evi si on

recei ver [ [ i fication
conmands ﬁa&b og:'d(gﬁEJ gei{r&ekgé 'thﬁrg %%ﬁtﬁ'm e&gsé 10? !%Lgbg%ﬁ’@n%w“ Iﬁéti’%ﬁ’é*t o the
di sabl erremﬂpwmmd@ﬁasmdeﬁmhﬁ bfadlcabwﬂaoe module 3080651 FIG 6 '

illustrates a L ent of a ss, f r educi unaut hori zed
reception in Qoﬁﬁgg#sﬁéhﬂd}a&}kﬁ u;ﬂ? ot \g@s Brﬁfml%lir‘]g%af‘t’ﬁ’%g‘t‘r&f‘?’?ﬁ t he
process oflerfir@ 308 zmbtmmh@m & upelableatiihimhs yidvifontieceh@e Bi4emhyoisat i on
|nformatt|(’c3)§1m)f.rr8m w \<|5|o receiver, and util.ize the | ocati.on '
i nf or mat i S TR AT °f y’ HEF ST PRy g‘ﬁ °‘6‘H’Hlé’r‘mf’;?6*§§“olf* Halt hori zed
usage of dasdrced: Emn&mehmmm as@nmattfhel dpsi gCaBSeeOThiy, Ge phrigdyr hiikgloHgde

ot her ope atlon oo t gd for the sake of previty.
00661 TristprERLied HeserttBLI R S Rinhond o e one BebweRl a
tel evisi cmnmeaeud\zarmmfsman biBdi@NdnSs Githibhe adeasdn SYFieMaNd a plurality
of base stati a,wreles onmu ation network (operation 602).
In at | east oi@ﬁgﬂﬂﬂﬂ {5 ppe “‘E’ﬁ‘@ﬁ‘%‘ﬁﬁg‘h ‘é‘t‘l“&ﬁ?nﬁé{?"mﬁé Eﬁ‘eﬂ@ 1)
transni t tdongrisata ifiemng conltRg Servd LRk GV QiatalTRAM § RIANRGNGERFRPRN CS
i nfornation a]nd the |i kgﬂ)ﬂ([%ﬁmthe television receiver to the data

t

col | ect i SAESA/SER M REYE ViSRS UN A FiSh 4ﬁ@tﬁ€wir-$<”“ In sone
enmbodi Menkodinf: GRNEHRGRLEEONSsERMOM MUt dakza/nl Q“If:eghﬁxgt?'ﬁ;sttﬁte

t el evi si og iver with the wrel ess comruni cati on network

[00671 THEWHE che:’e%%f 1 hbRe TPesieh dea TpmerelpYiyiphiped vird84pran “Glfﬂfdﬁﬁhe

tel evi si qaReRIY 812 DaBREcMhuh REHHATIHA LERLL RS i(i@lQQE;@{‘ L QB EOB) - 4
at | east one enbodi nent, the comruni cati ons nma utilized t

triangul at @“?‘T"h@‘“? BERPRIH 2 fng ﬁéﬁ“t%l‘%STWLWEZ‘PWCM%&&HQ@T&&G| on
may i ncl yglenpeas ur [&xﬂ&ssiopeﬁés&{d%ﬁg; éLeQxf.lec.ﬁlngw %’ dtlﬁ QFth L lu&'ng(ln%mg ARE
stations to determine the |ocationm of the television rec

[ 00683 T dpFeewsia srater fetell balows| Tipebiscuysinnaficompongnts cpambote FIGS. 1-

i ni br mat 'BQDm‘hﬁﬂ@fx%ﬂg‘oﬁngsﬂg8?’5&&@ Afa thrp@ iﬁxﬁtlmqy 1?!19 t»me-ﬁﬁ?l & ! hr ough
the wirel ess communi cati on networ afem
(operati Gﬁm@@%’)mﬂv‘ThﬂémM@@a;DmQWenthodtnmcb ool i}m-y ahé fd:x rtlamm <b1’c‘tﬁd ittvhr oug h
a phone call (ﬁ@f o or i

enmbodi ment s, e ?g%: é’t@ﬁq E{? Ql%%‘f}g‘ﬁnbéets‘m I\/gmrrg%wglm Fi %‘ A ‘“&"{@8"“{"8 0? he data
col l ecti gaviegpan e}rﬁmrs tlag seyciivest dabniom & haxmtlahﬁ focatad @idvistomrédetyct Bl4ewisi on
FeCeI Vel ye wireless data network 112A. The television receiver 104 establishes a connection to

the server 108A to exchange data. An interface module 402 of the server 108A is

16



100691 The process further includes detecting unauthorized usage of a
tel evision recei ver based on the |location information (operation

608) . For ®yaiRiQssshe data collection system may conmpaiqddfions4sor
| ocation information to an authorized | ocation of the tel evision

receiver stored in a subscriber account database to detect account
packing, unauthorized transfers of the television receiver and the
like. If nomatching catty is | ocated, then the tel evision-receiver

may be i deshinlhiedives cBuibd BURMy Q58 UME herwbfk 19080 REBOMHEIRAL Font he

| ocation informati on may be processed in association wth usage

i nf or mat i Eﬁev&ﬁ“ﬁfﬁﬁi‘tﬁéﬁ%%?@’% Hropsariglatadp thedelpvidpn Tepgivern 84 Hapush e

tel evi ST 0iRERIMETond ot Q3 RUinldk N YAUHEIh &£ P QAL ATHNE 4B may
presentation to users. IMO | A data col'lection systemmay flag
parti cul afowsiseen Eihemet aleptienribe lisicomnanisadishpovpleditoche pirelasylataf r aud
and ot her ,txpas; 0f unaut hori zed use for further review by an
operator. As descri bed above, the data collection system may
optional | y tr alf89itThediosab ediam 406 ofithe ndserai8A ihenfipked toatat iy nat e

and/ or 1 e 6 &Pyl Enb} b bW IBA NOE! 54, 5005 2 Lied gl syloson
recel ver. us, through the process.| ustrated I n G ,
tel evi si ofopgodhiviier indfadips hatddtivdsyllashmendi, fpeenpticeypasgodevices and
st ot BBl VLR PR AR Renb 9 bt o
Al t hough Spect pliysiceishodiontnielly petigoddsbrat hed oheeebatimt-hahsaapg of
7 0B DB Ay TR PRS R BB gy T Soore
equi val entekvishvarakiver 108l madyri®: a satellite television receiver and the data stoved on the

storage medium may include account information, pay-per-view ordering information,

heaith and diagnostics information and the like. In at least one embodiment, the account

fnformation includes an authorized location of the television receiver 104,

[0053] The processor 404 is operable for controlling the operation of the server

T08A. The processor 404 may be a single processing device or a plarality of processing

devices that cooperatively operate to control the operation of the server 108A. In at least

one smbodiment, the processor 404 receives the data from the interface module 402 and

associates the data with stored information regarding the television receiver 104, For

example, if the data includes video ordering information regarding the television receiver

104, then the processor 404 may update account infonnation regarding a user of the

television receiver 104 based on the video ordering information. In other embodiments,

the data may inciude demographic information or health and diagnostic information

regarding the television receiver 104 that is stored and utilized by the processor 404.

{6034] The processor 404 andfor related systems may be operable to perform

further processing of the data received from the television receiver 104. For example, the

processor 404 may generate a bill for a user of the television receiver 104 based on the

received video ordering information. If the received data includes health and diagnostic

information, then the procedsor 404 may analyze the data to identify potential problems

with the television receiver 104,

17



| claim 1. A nethod for reduci ng unauthorized usage in a
tel evision distribution system the nethod conpri sing:

recei Vi Nng wo 2000Augyi deo streamat a first television rpegaisyRbofBR
television distribution system the audi o/video stream comruni cat ed

via a content transm ssion network; exchangi ng communi cati ons
between the first television receiver and a plurality of base
stations of a wireless conmuni cation network that is different than

the content triomsmissiieRt ARELWBLEmMmehBechdckiStd &1 ﬁ\éhﬁi’c@rﬂo fdegei,ver
associ at ed Wlthf% subscri ber account, wherein exchangi ng

Communi CaPFEIES PHIETIVeR Fepuerr | Faex B e RTraTI0B A4 Rrasesica e K5eHe

si gnal s fmemeaaheQfvell BRnhd!felhviston rafeiAF® 1§ ’ic@:ﬁﬂz@%ﬁmmon ofthde first
tel evision receiver neasuring signal strengths and/or angles of

recept i onIFSFORRESEPGHAL &t fdee] e ambpdimeethibe progesari4ly deripage

stations &Redtee 'tié@&%ll@ﬁ ﬁafcﬁ'ﬂlgtlérgﬁﬂgﬁcfslﬁn Q‘uth@ﬁ@& joeRticRfo fiﬂé@eié&h&&g receiver
tel evi sion recei ver, the first tel evision receiver transmttlng

| ocati on {4Hserodean tb‘h“@é@%@é@*h‘g Phelfltrdasationingimeten dost autinyitarihe
receiver L Quah.tdea gﬂi}ﬁ eu‘??f?&.rl(glﬁ‘m&?k ¢&4 hip t}ﬂ:g;tl SRS AR lﬁauq%k&dtt

coll ection system an evi Sl on recerver trarnsmt
aggr egat edisagmgniiopimantiearidie atdessrparafeby matlifonticnvomaghds ﬂoeirwwmeabies S

conmmuni ca, itﬂnaeﬁgjwﬁl&whgﬁ WAL Gk LEABADG Mgt Vi deo

cont ent out put evi sion tecel and regardi ng gener al
oper at i ngroswrdil tcmcbtmsxcm% Dhen¢t¢1rrsdzd1ﬁ®txewccsmrnmdméxcmnﬁmtwcéb\dfat a

col I ecti of,gyst Sﬂ&.?ﬁ ﬁl&ﬂﬁ}ﬂk&ﬂm AR I Beo dolithe Gl ﬁkﬂ% t{aﬁ&%ﬁ&?{o and

one or nore second sion receivers assocl ate
subscr i behe &bgvimteaiver His pHreat@blnmeacamedndasiéd acrsd eearhadgat i on
i nformati

tel evisi o(r?f]drié(bagi?t\z/‘é@rnémmfdﬁéaycXﬁ%’%gﬁrﬁn%m%heda@ﬁémﬁbe&‘é‘égﬂgg#H?r%t“é&‘

used for wihdess dgepttivork IdRAp logmhammbediniyitst fiepioedseori46i any 1RE fickas .
of the television receiver 104 in the subscriber account database for further review by an
OpETator.

[0056} In at least one embodiment, the processor 404 utilizes the Iocation
imformation to identify programming that the television receiver 104 is authorized to
cutput for presentation. This may include adding and/or removing access by the
television receiver 104 to particular channels based on various criteria. For example,
access by the television receiver 104 to particufar channels may be modified based on the
transfer of the television receiver 104 to an alternate location. In some embodiments,
access by the television receiver 104 to a channel may be modified based on a particular
channel provider changing the access footprint to the channel.

[0057] For example, the processor 404 may identify the zip code focation of the
television receiver 104 based on the location information and identify programming
authorized in that zip code (e.g., local chamnels). The processor 404 generates an
entittement command which is transmitted to the television receiver 104, The television
receiver 104 utilizes the entitfement command 1o identify the andio/video content
authorized for output. The entitlement command may be transmitted similarly (o the

disablement command as described above. If the television receiver 104 outputs
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2. The nethod of claim11, further conprising: receiving a

di sabl ement command at the first tel evision receiver, the disabl enent
comand i NFbryeliuggst he first television receiver to digggllsgobfiszor
out put of audio/video content. 3. Atelevision receiver
conpri si ng: an i nput nodul e that receives audi o/ video content

froma content source via a content transm ssion network and
according to access paraneters associated with a subscriber account;
a processeokanadsmatnbhatitedeh ¥ paotiirackation, tia ﬂid]@(bﬁbbsﬁpm Bay fdierate

t t t he audi /VI de cont ent resentation on a
P ocent ot FORCEY PR I aggS R P i rSroR eatat Vi <. BREHaR: G he

audi o/ vi d&&u&@ﬁ&@f&mm@&d a vw rel ess interface nodul e

comuni cat i vel ed to .the processor, the wireless interface
nodul e comuni %3%‘8#3‘ i 4f TGOy el ‘%lyaf(‘)1"‘"1b%@“@f“éﬁ‘é‘ﬁs"aﬁfm‘afuwtﬁt’é‘l*ess

communi ¢ aElL@Bmﬂ%Wfok] sh 5@ shiydm & (ngbﬁﬂ)ﬁm'xﬂ;uhﬁae &8 109N LA b LEAMNRE SSion

net wor K, eceive signals fromeach of the plurality of base
stations: m%h SPET giscrete clements ot may be broken up into a larger number of discrete

functional elements as a matter of design choice. Thus, the particular functional
decomposition suggested by FIG. 4 is intended merely as exemplary of one possible
functional decomposifion of slements within the server [0SA.

[0059§ FIG. 5 illustrates an embodiment of a satellite broadcast system 50¢. The
satellite broadeasi system 500 includes a transmission network 502, an uplink systemn
S04, a satellite 506, a satellite antenna 508, a content source 510, a television receiver
512, a display device 514, a wireless comnumication netwoik 516 and a data collection
system 518, Each of these components will be discussed in greater detail below.
Discussion of components commion to FIGS. 1-4 is omitted for the sake of brevity.

[0060] Satellite broadcast system 500 includes a content source 510 in signal
communication with ag uplink systern 504 of a transmission network 502, The content
source 310 provides the uplink system 504 with television programs that are transmiited
to a felevision receiver 512, Television programs may be broadeast by the transmission
network 502 to the television receiver 512, A television program may be embodied as
MPEG-2, MPEG-4 or other digital video signals, analog or baseband signals, and/or
other video data on a channel of the sateliite broadeast system 500,

[0061} Satellite broadeast system 500 further comprises a satellite 506 in signal
communication with the uplink system 504. The satellite 506 broadcasts feclevision
programs received from the uplink system 504, The satellite broadcast system 300
further compiises a satellite antenna 508 that receives the television progran broadcast
trom the satellite 506. The satellite antenna 508 is in signal communication with the
television receiver 512, and provides the television receiver 512 with an input signal
comprised of one or more television programs. A broadcast television program is
received by the television receiver 512 and outputted for presentation on the display

devies 514,
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the processor neasures signal strengths of the signals received from
the plurality of base stations and triangulates a |ocation of the

tel evi si onwheasRiees Pased on the nmeasured signal st reng.blgmszdog,gwjgll ng
in a triangulated | ocation; the wireless interface nodul e
transmits location information that indicates the tri angul at ed

| ocation of the television receiver and the aggregated audi o/ vi deo
output data to a data collection systemthrough the wireless

conmuni cati on [e@6¥OTHe; man.don1ewwcrskwuda@hwdq&eiewlgwxeﬁ&f,hl S oge of o
multiple televi.sion rec are assogj at Wi e_subscri ber
accouP\t ERBUHYEL OB BFEE %Ilgﬁ” é‘{‘/‘%‘?‘lgﬁl}ed@‘ta@i’wtﬁtbhﬁ evpipaderelRT ide The

tri angul atmwsmaam@nsm(‘jﬂmhmm tlﬁﬁhb fdc@eﬁbtnrx%@ghmh idn&?@%ﬂ?ﬁdﬁi Reihe
televisio lver 1I's | ar a Yy ocat e INn relfati on 0O one Oor nore
tel evi si off?tf é‘ggf’t\fé‘r‘é’“?‘ﬁét]g gﬁ' QL\ deiprireless gomppencatine nawpdct e &ithadtdunt |

t he processRitidasebm lsmguﬁmmmm e ¥é&&q§ﬁ@@§§h@%ﬁ%ﬁ%r§magb,

4. The television receiver of claim3, wheréin the |ocation

i nf or mat i BRY Fﬁ?d’%”é‘a?iilﬁﬁoﬁ%ﬁﬁ‘r)dﬁ@m%%q Hepblegrent appmsnd psler apessevi si on
recei ver sphRdicahesndnat c&‘ﬂﬁar@rfm%‘@mggwﬁ Rend RlefioR Q! gwE epei vers is
not authorized to receive the audi o/video content ereln t he

i nput nodul e ri88E] Jeat ledseonesmbadithent w@tneolbnmww@cm senymdg st i ng
di sabl eneiﬁlab(ﬂicm&yicﬁlxﬂﬁaeng and/DEacBUA LM AR LSIQIH%SJP{O By u;gﬂﬁ \A#f%n?yééls lon

recei ver tel evision receiver o n'the
i nf or mat i b ek éﬁéﬁmﬁﬁdp@‘@aisahﬁeu*@@@ﬁﬁfoﬂls %aﬂlhtevﬁ@b &or brodest e e | 5| on

recei ver s;j D63l ER el ‘Jﬂ@t 19??01&[&1&9 u%rveP ?]I’Jer\é&ﬂegﬁntc c&%g{m\{ {mm [Saall0t

aut hori zed for use a ocat
i nt er f acetalipetighevyiae él&/@@l papcesses the comnmnd as described abovc. Thu command

may be identified and/or encoded for reception by the television receiver 512 such that
other television receivers discard or ignore the command upon reception from the satellite
506. The disablement comimands and/or access modification commands may also be
transmitted from the data collection system 518 to the television receiver 512 through the
wireless communication network 516, as described in detail above.

{0064} In some embodiments, the data collection system 518 may not identify any
piracy, fraud and/or unauthorized uses of the television receiver 512, but may utilize the
location information for other purposes. For example, as described above, the data
collection system 518 may identify changes to the programming received by the
television receiver 512, and may responsively generate commands to change the access
by the television receiver 512 to particular programming. The programuming medification
commands may be delivered through the satellite 506 similarly to the disablement
commands as described above,

{0065} FIG. 6 illustrates an embodiment of a process for reducing unauthorized
reception in 4 television distribution system. More particularly, the process of FIG. 6
allows a data collection system to receive location information from a television receiver
and vtilize the location information to identify piracy, fraud and other types of
anauthorized usage of a television receiver. The process of FIG. 6 may inciude other

operations not illustrated for the sake of brevity.
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comand through the wrel ess comunication network requesting

di sabl ement of output of the audio/video content by the television
recei ver. wo 2000/1%263 N€ tel evision receiver of claim3, pehRisGindoddR

i nput nodul e receives a conmand identifying the audi o/video content
that the processor is authorized to output for presentation, the
command gener ated based on the | ocation information. 7. The

tel evision receiver of claim3, wherein the processor detects that
the wirel ess iy frae rd&&dbﬂbﬁld@@&tﬁkﬁleﬁa‘é&%%%ﬁglcﬁggct&@c%@éhgﬁl

di sabl es the output of the audi o/ vi déo cont ent .

tel evi si offciEger vérb"b*w"chf%ﬁdhﬁ‘sgsysw% pRhrHEy of et watipng ﬁitc"ewrdese modul e
I s comuniGatil@ki¥n QQU’Qllkqu&cgloﬂ 6@2)" e ﬁ%&z&%‘fe%ﬁ@@dnﬁﬁt,egtat ed wth a
satellite antenna, and wherein the wreless interface nodul e receives
the data ‘t%?’%‘éﬁjﬂﬁ*ﬂf’ﬁénw ipdpdedgmarpitiingfgia (e.p., vsagginfmmebemhienlthand on

Syst em COfREdoStd3 Shfofnadlah andBt LES tf‘oﬁﬂh@ééﬁﬁ ﬁf&: r@:ng/exato LB dobideBE

t el evi sion recel vers, each receiver inclu
system through the wireless communication network. In some embodiments, the

communications may be utilized to register the television receiver with the wireless
communication network.

{0067} The process further includes identifving a location of the television
receiver based on the communications (operation 604), In at least one embodiment, the
communications may be utilized io triangulate the location of the television receiver.
Triangelation may include measuring the strength of signals from multiple base stations
to determine the location of the television receiver.

{0068} The process further inclades transmitting location information regarding
the location of the television receiver through the wireless comnunication network to a
data collection system {operation 606). The location information may be transmitted
through a phone call, data transinission, SMS message or the like. In some embodinents,
the location information may be transmitted to the data collection system in association
with other date from the television receiver.

{0069} The provess further includes detecting unauthorized usage of a television
receiver based on the location information (operation 608). For example, the data
collection system may compare the location information to an authorized location of the
television receiver stored in a subscriber account database to detect account packing,
unguthorized transfers of the television receiver and the like. If no matching entiy is
located, then the television receiver may be identified as a pirated receiver. In some
embodiments, the location information miay be processed in association with usage
information of the television receiver to identify whether the television receiver is
outpuiting unauthorized programming for presentation to users,

[0070] A data collection system may flag particular television receivers which are
suspected of piracy, fraud and other types of unauthorized use for further review by an

operator. As described above, the data collection system may optionally transmit



an input nodul e that receives audi o/video content froma content
source via a content transm ssion network; a conditional access
nodul e congnb@ali¥e! y coupled to the input nodul e thatpcdfisefodhiles
whet her the television receiver is authorized to output the

audi o/ video content, and that further decrypts the audi o/ video
content responsive to determ ning that the television receiver is
aut hori zed to output the audio/video content; a processor
comuni catismiyent Osmthads b ﬂh@ﬂk@@@dlrﬁda%&o@fé@@e%&h@i@@ﬁﬁﬁdt hat

recei ves the decrypted audio/video content and that outputs the

decr ypt edUHERHFA Hess EoidntsiPorcgr@s dhsatlraih g 1&%@@8\@%@ ifon

devi ce angid.hag teﬁggﬁﬁ%\%&r dal ?dcﬁ@@%'izﬂ& @erwﬂ?ty%&tc@*ﬂlhawﬂﬁor%a?us@%?r ypt ed
audi o/ vi deo content; and wireless intérface

conmuni cat“i‘«Y@l“}i‘i%ﬂfwﬁéﬂdﬁtﬁﬁ%%ﬂ@"c@é@%iﬂ alipnatewdiprideetds with a
plurality,ofsbasg .stations of a wireless communication network that
is different than the content transm ssion network, to receive

si gnal s from d88Hi afiihpegh speditip ‘ail‘fmdia‘fi@lb pas desortitedihoresn, ﬂmermek)ﬁﬂrt:he
Processor iTBaRHiLR: iAo BAL SR SBLIS STHBLS. draRehisllod fom the
plurality of base stations and tri angu ates at | ora

respect i véefioagbothe fhlwvwinamains ayd ol cerdeuitsthorin ecei ver S based on the
nmeasured signal strengths, resulting in



a triangul ated |l ocation, and wherein the wireless interface nodul e
further transmts location information that indicates the

triangul ated |l ocation and transmts the data to a data collection
system t hrough the wirel ess comruni cati on network; the data
col l ection system processing the location information to determ ne
whet her the television receivers are disparately |ocated, and that
further generates a di sabl enent conqﬁggmfor transm ssion to at | east
one of the plurality of television re€etvers requesting di sabl enent

of the condktipnal access nodul e responsive to determ ning that the
tel evision t8@® vers are disparately | ocated. 10. The

comuni cati on SY§tr§é%hd2lffoPfe@hé’[h@unz\Mﬂﬁu&ﬁéd\usTaQ@intﬁEEVisﬁJh(HEbtﬁlﬁﬁi%h\éﬁsﬁe?i, the

recei ve the disabl ement command through the input nodule.
The comethedeampysingyst em of claim 9, wherein the tel evision receivers

receive t herqui?%glaﬁ%&glv?&m% EM ﬁ)ﬂgl}aleulﬂﬁm\f%d’eﬁje?ﬁﬁ f.ef%\rﬁfofnatﬁﬁrib tion
nodul e. 2 The conmmuni cat1on systemof ¢ a|n1%, ereln the
t el evi systam,niecaidicdvidecest@amesmmunicated via a content transmission network;
exchanging communications between the first television receiver and a plurality of base
stations of a wireless communication network that is different than the content transmission
network, the first television receiver associated with a subscriber account, wherein exchanging
communications involves the first television receiver receiving signals from each of the plurality
of base stations;
the first television receiver measuring signal strengths and/or angles of reception for the
signals received from the plurality of base stations to triangulate and identify a location of the
first television receiver;
the first television receiver transmitting location information regarding the location of the
television receiver through the wireless communication network to a data collection system, and
the first television receiver transmitting aggregated data with the location information through
the wireless communication network, the aggregated data regarding audio/video content output
by the first television receiver and regarding general operating conditions of the first television
receiver, the data collection system determining that the first television receiver and one or more
second television receivers associated with the same subscriber account are disparately located
based on the location information; and

receiving a command, at one or more of the television receivers, the command modifying

the access parameters used for the reception of programming by the television receiver.
2. The method of claim 1, further comprising:

receiving a disablement command at the first television receiver, the disablement

command instructing the first television receiver to disable the output of audio/video content.
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the entitlenment command through the input nodul e. 13. The
comuni cation systemof claim9, wherein the processor detects that
the wireless interface nodul e has been di sabl ed and responsively

di sabl es the output of the audio/video content. 14. The
comuni cati on network of claim9, wherein the wireless comunication
network conprises a wreless tel ephone network. 15. The

nmet hod of cgain1%j wher ei n receivinglthe command further conprises:
. television rece1ver comprisig:

an input module that receives audio/video content from a content source via a content
transmission network and according to access parameters associated with a subscriber account;

a processor communicatively coupled to the input module, the processor outputting the
audio/video content for presentation on a presentation device and aggregating data regarding the
output of the audio/video content; and

a wireless interface module communicatively coupled to the processor, the wireless
interface module communicating with a plurality of base stations of a wireless communication
network that is different than the content transmission network, to receive signals from each of
the plurality of base stations; wherein

the processor measures signal strengths of the signals received from the plurality of base
stations and triangulates a location of the television receiver based on the measured signal
strengths, resulting in a triangulated Jocation;

the wireless interface module transmits location information that indicates the
triangulated location of the television receiver and the aggregated audio/video output data to a
data collection system through the wireless communication network; and

the television receiver is one of multiple television receivers that are associated with the
subscriber account, the data collection system determining, based on the triangulated location of
the television receiver, whether the television receiver is disparately located in relation to one or
more television receivers that are associated with the subscriber account, the processor receiving

a command modifying access parameters.

4. The television receiver of claim 3, wherein the location information indicating
disparate locations of two or more television receivers indicates that one or more of the
television receivers is not authorized to receive the audio/video content, and wherein the input
module receives the command from the content source requesting disablement of output of the

audio/video content by the television receiver.

5. The television receiver of claim 3, wherein the information indicating disparate
locations of two or more television receivers.indicates that one or more television receivers are

not authorized for use at the location, and wherein the wireless interface module receives a
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nodi fying the access paraneters of the television receiver to allow
access to the programm ng authorized for the |location rather than the
programm ng permtted by the presently configured access paraneters.
16. The nmethod of claim1l, wherein transmtting the |ocation
information further conprises: transmtting the | ocation
information to the data collection systemin association with usage

i nformation. 7..The nethod of claim?l erein. transmttin

the | oCPTBAY MU BR MEROR s G pr Som aucthSE EbicrF B i ABme

| ocat i andibRideb RBkteRbytthe felt@istbatracep@k] ection systemin association

wi th health and diagnostics information. 18. The net hod of
claim1, wherein transmtting the location information further
6. The television receiver of claim 3, wherein the input module receives a comumand

identifying the audio/video content that the processor is authorized to output for presentation, the

command generated based on the location information.

7. The television receiver of claim 3, wherein the processor detects that the wireless
interface module has been disabled and responsively disables the output of the audio/video

content.

g. The television receiver of claim 3, wherein the wireless interface module is
communicatively coupled to a wireless antenna integrated with a satellite antenna, and wherein

the wireless interface module receives the data through the wireless antenna.

9. A communication system comprising:
a data collection system; and
a plurality of television receivers, each receiver including:

an input module that receives audio/video content from a content source via a
content transmission network;

a conditional access module communicatively coupled to the input module that
determines whether the television receiver is authorized to output the audio/video
content, and that further decrypts the audio/video content responsive to determining that
the television receiver is authorized to output the audio/video content;

a processor communicatively coupled to the conditional access module that
receives the decrypted audio/video content and that outputs the decrypted audio/video
content for presentation on a presentation device and that aggregates data regarding the
output of the decrypted audio/video content; and

a wireless interface module communicatively coupled to the processor that
communicates with a plurality of base stations of a wireless. communication network that

is different than the content transmission network, to receive signals from each of the
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conpri ses: transmtting the location information to the data
collection systemin association with data regarding what tinme of day
that the television receiver is unplugged froma power supply.

19. The nmethod of claim1l, wherein transmtting the |ocation
informati on regarding the |ocation of the first television receiver
further conprises: transnitting the | ocati on infornation according to

a pre-define t hod _of cl ai

hedt
B £t nBUFD Pt o hP R o TRt R RS Ren R B Ve

first tel evisgtioad fr&ﬁ&hellﬂﬁrahw dffhase taivps hsdBiangulates a location of a respective one
of the plurality of television receivers based on the measured signal strengths, resulting in
a triangulated location, and wherein the wireless interface module further transmits
location information that indicates the triangulated location and transmits the data to a
data collection system through the wireless communication network;
the data collection system processing the location information to determine whether the
television receivers are disparately located, and that further generates a disablement command
for transmission to at least one of the plurality of television receivers requesting disablement of
the conditional access module responsive to determining that the television receivers are

disparately located.

10.  The communication system of claim 9, wherein the television receivers receive

the disablement command through the input module.

11.  The communication system of claim 9, wherein the television receivers receive

the disablement command through the wireless interface module.

12. The communication system of claim 9, wherein the television receiver receives

the entitlement command through the input module.

13.  The communication system of claim 9, wherein the processor detects that the
wireless interface module has been disabled and responsively disables the output of the

audio/video content.

14.  The communication network of claim 9, wherein the wireless communication

network comprises a wireless telephone network.
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transmtting the |location information responsive to a change in the
| ocati on.

15.  The method of claim 1, wherein receiving the command further comprises:
modifying the access parameters of the television receiver to allow access to the
programming authorized for the location rather than the programming permitted by the presently

configured access parameters.

16.  The method of claim 1, wherein transmitting the location information further
comprises:
transmitting the location information to the data collection system in association with

usage information.

17.  The method of claim 1, wherein transmitting the location information further
comprises:
transmitting the location information to the data collection system in association with

health and diagnostics information.

18.  The method of claim 1, wherein transmitting the location information further
comprises:
transmitting the location information to the data collection system in association with

data regarding what time of day that the television receiver is unplugged from a power supply.

19.  The method of claim 1, wherein transmitting the location information regarding
the location of the first television receiver further comprises:

transmitting the location information according to a pre-defined schedule.
20.  The method of claim 1, wherein transmitting the location information regarding

the location of the first television receiver further comprises:

transmitting the location information responsive to a change in the location.
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