WO 03/ 079609 PCT/ DEO3/ 00760 -1 METHOD AND DEVI CE FOR THE GENERATI ON OF
CHECKABLE FORGERY- PROOF DOCUMENTS Description: The invention relates to a
nmet hod for the generation of forgery-proof docunents or data records,
whereby key information is generated and encrypted checki i nf tion is
f ormed fWBrW’/P??éO‘key information and froma transaction in&%@g&(g%{g%e
invention also relates to a value tradsfer center and to a crypt ographic
nodul e. Numer ous net hods are known for generating forgery-proof docunents
and for checking them Famliar nethods are based on the generation of

di gital signatur esy@THRIIG ANDD §5E VIRIEEEGRNCHE GENERATION Ophi ch are produced
within the scope of the generation of the docunent. A distinction has to

be made bet ween docuGBRECKARIE WORSHER WPROOF BOCIEIMEMNIS nterest in their
genui neness and those for which third parties have an interest in their
genui neness. If a third party has an interest in docunents being
forgery-proof, then it is a knowmn procedure to use a so-called
"crypt ographi c nodul e" for generating the docunment. Such known
cryptographi ¢ nodul es are characterized in that they contain electronic

data wthin é.hem or that they process data that cannot be accessed or

h .
mani pul a &3 PYOM the outside. A cr ypt ogr aphi ¢ nodul e can be regarded as a

secure, sealed unit in which security-rele- vant processes are carried out
t hat cannot be mani pul ated fromthe outside. A worldw de recognized
standard for such cryptographic nodules is the standard for cryptographic
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Technol agyords,NviEkeby key information is generated and encrypted checking information is

formed from the key information and from a transaction indicator.
The invention also relates to a value transfer center and to a cryptographic module.

Numerous methods are known for generating forgery-proof documents and for checking
them. Familiar methods are based on the generation of digital signatures or encrypted
checking information, which are produced within the scope of the generation of the

document.

A distinction has to be made between documents for which the writer has an interest in

their genuineness and those for which third parties have an interest in their genuineness.

If a third party has an interest in documents being forgery-proof, then it is a known
procedure to use a so-called “cryptographic module” for generating the document. Such
known cryptographic modules are characterized in that they contain electronic data
within them or that they process data that cannot be accessed or manipulated from the

outside.

A cryptographic module can be regarded as a secure, sealed unit in which security-rele-
vant processes are carried out that cannot be manipulated from the outside. A worldwide

recognized standard for such cryptographic modules is the standard for cryptographic



If a cryptographic nodule is used to generate forgery-proof docunents for
which third parties have an interest in their genui neness, then a
custonmary inplenmentation is that the cryptographic nodule is used to
securely _de it cryptographic keys that serve within th nd only
t here, tggﬂﬁ@%V%i check val ues. For exanple, so-called sigﬁgﬂiﬁg&wggrds of
the type issued by certification ageﬁ?res or trust centers for generating
digital signatures are a famliar approach. These signature cards, in the
formof mcroprocessor chip cards, also contain a cryptographi c nodul e
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key pairs are deposited in such nodul es which are characterized in that

encr ypt i msgtuterndiStandardsiand deglerndogat-eNISW.t h the so-called private key can
only be reversed with the associated public key, and in that encryptions
that have been generated with the public key can only be reversed with the
associ at Fd @yptygiaphikeodulds UsBetd gérrbRe faigégairest ddeulleh fkewhicartkird Nt ended
for public disclosure and wi despread dissenm nation, whereas private keys
may not Rstighdisyean sueresirp thajrgenuinsarsstherea pustomagy implempptagigh ipfhatdherndul es,
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al gor i t hehip sardspjsoicedtaimda érfyptogriphicaneditls pciselglin diismicroproesssdr chgse. The
generation of a forgery-proof docunent in whose genuineness third parties
have an interest, which is done by neans of a cryptographic nodul e
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generally carried out in‘the following nanner: first of all, using the
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been generated with the public key can only be reversed with the associated private key.

As their name indicates, public keys are intended for public disclosure and widespread
dissemination, whereas private keys may not be handed out and, when used together
with cryptographic modules, they must not leave these modules at any point in time.
Also deposited in such modules are algorithms, for example, for forming checksums or,
in the example of the digital signature, for generating a so-called digital fingerprint or
“hash value” which is characterized in that it maps any desired data contents onto gener-
ally quantitatively considerably abbreviated information in such a way that the result is
irreversible and unambiguous and in that, for different data contents with which the

algorithm is supplied, different results are obtained in each case.

The generation of a forgery-proof document in whose genuineness third parties have an
interest, which is done by means of a cryptographic module containing asymmetrical
keys and an algorithm to form check values, is generally carried out in the following
manner: first of all, using the algorithm to form check values, a check value is formed

that relates to the document that is to be secured. Then a private key in the



cryptographic nodule is used to encrypt the check value. The conbi nati on of
these two processes is referred to as the generation of a "digital
signature". The checking of such a digital signature is normally carried
out as follows: the recipient receives the docunent and the encr ted
check valVO&3/078® reci pi ent al so needs - and this is the S6TOEN/ ‘bf t he

i nvention described bel ow - the publré-key of the document producer and
the recipient uses this public key to decrypt the check value that the
docunent producer has encrypted within the cryptographic nodule with his

private deopBienE et ld ek dRANEDL LAT, THRGORBHLPLERE iserkde

unencr ypt reov I'n the next step, the recipient applies
t he sanqara&agsnsuﬂuferredtorasl&re denethtiomofa “dipea lsignature®. f or t he recei ved
docunent. Finally, in the third step, the recipient conpares the check

val ue he hinself has generated to the decrypted check val ue of the docunent
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done in that the public key of the document producer is likewise digitally signed by a
so-called certification agency or “CA” and it is allocated to a certain cryptographic
module, or to a certain owner of the cryptographic module. In this case, the recipient of
the document does not simply accept the public key of the document producer as a
given but rather he likewise ascertains whether it belongs to the document producer by

checking the digital signature of the public key in the manner described above.

With this known method, the problem exists that, in order to check the genuineness of a
document, it is necessary to have information that is directly related to the document
producer’s use of keys by means of the cryptographic module. In the typical example
described above for generating digital signatures, this is the public key of the document
producer or of his cryptographic module, which has to be used for the checking proce-
dure. In the case of the signature of the public key by a certification agency, the entire
set comprising the public key, the identification of the user of this key and the digital

signature of the certification agency is designated as the “key certificate”.




signature of the certification agency is designated as the "key
certificate". WO 03/079609 PCT/DE03/00760 -4 To sumit up, this problem
can be illustrated with reference to an exanple as follows: in order to
check the genuineness of a normally digitally signed docunent, the @ublic
key or YRPHREOcertificate of the document producer or off GI{E0S0076

crypt ographi c nodule has to be avai F4bl e duri ng the checki ng procedure.
If, as is customary, docunents of different docunent producers are to be
checked in a checking station, then it is necessary for all of the public
keys or @b kufRfit dp) EikBRobiedd tdrf bLifuiPatf with kefBRAMWRIHN XaRAPRCRITEIIdWSs: Be

avail able there. There are various ways to neet the requirenent that the
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possi bl e"and ache excessi ve arge t a record
that is therebe printed, transmtted or processed. Depositing a public key at
the checking station is especially disadvantageous if access to keys

deposited at the checking station is not possible for practical or tine
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access it as the need arises.

The known methods, however, are associated with drawbacks.

Attaching the key or the key certificate is disadvantageous if the size of the document
has to be kept as small as possible and if an attached key would excessively enlarge the

data record that is to be printed, transmitted or processed.

Depositing a public key at the checking station is especially disadvantageous if access
to keys deposited at the checking station is not possible for practical or time reasons, for
example, in case of a very large number of stored keys which would have to be accessed

within a very short period of time.

In order to overcome these known disadvantages, with a method of this generic type, it
is disclosed in this applicant’s German patent specification DE 100 20 563 C2 to gener-
ate a secret in a security module, to transfer the secret together with information that
reveals the identity of the security module in encrypted form to a certification agency, to
decrypt the secret in the certification agency, thus recognizing the identity of the secu-

rity module, to subsequently encrypt the secret together with information on the identity




decrypt the secret in the certification agency, thus recognizing the
identity of the secu- rity nodul e, to subsequently encrypt the secret
together with information on the identity WO 03/079609 PCT/ DE0O3/00760 -5
of the docunent producer in such a way that only a checking station can
carry olWO&/0We®r yption, in order to then transnit the se@gE@EP%‘m&“docurrent
producer. Wth this nethod, the docufent producer enters his own data into
the security nodul e, whereby the data entered by the docunment producer
hinself is irreversibly linked to the secret by neans of the security

modul e gpq @@8§1ﬁﬂ%§htap'i’§dtﬁgﬁgqg§ucﬁaa”&9# (Rg o!hlépé’ @ﬁédicﬂf% ﬁ&’nonT&lnsc W& et hod i's
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generating an ng ?orger -proof postage stanmps of a postal ‘service
pr ovi dermeaBs ofithesstuie neilalepad avherapyribe seced clmnot beiscombustedf a post al
service provider using a personal cryptographic nodule and they are
applied onto the mail piece as a nmachi ne-readabl e barcode. The

machi ne T}ﬁﬁﬁﬁéi)lfﬁme%HQQQl@arMélz‘éﬂ Iny it R dbcliinbht tRel il ahRnSiteP e Adkkck-
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option. The invention is based on the objective of further devel oping a

known nethod in such a way that it can be carried out, independent of
di rect t o ct
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obj ect i ystage acdmmvella ippstahsdrvichergeider. #uch rpo@lfagé BeantBrare denedaey by
information and the faormation of the encrypted checking infor tilon from
t he customers of a postal service provider using a personal cryptographlc module and t
are applied onto the mailpiece as a machine-readable barcode. The machine-readable
barcode has only a very limited data scope and consequently, it does not allow the entry
of the public key of the customer. Moreover, during the so-called letter production, the
digital postage stamps have to be read and checked within a very short period of time,

as a result of which the possibility of accessing a database containing perhaps many mil-

lions of public keys is likewise not an option.

The invention is based on the objective of further developing a known method in such a
way that it can be carried out, independent of direct communication between the crypto-

graphically reliable contact station and the document producer.

According to the invention, this objective is achieved in that the generation of the ran-
dom key information and the formation of the encrypted checking information from the
key information and from the transaction indicator are carried out in a cryptographically
reliable contact station, in that the cryptographically reliable contact station encrypts the
key information, and in that the encrypted checking information and the encrypted key

information are transmitted by the cryptographically reliable contact station to an




key information and fromthe transaction indicator are carried out in a
cryptographically reliable contact station, in that the cryptographically
reliable contact station encrypts the key information, and in that the
encrypted checking information and the encrypted key information are
transm t WOP3MP%he cryptographically reliable contact statfiCOPEIFOYR wo

03/ 079609 PCT/ DE03/ 00760 -6 internedPate station, in that the internediate
station tenporarily stores the encrypted key infornmation and the encrypted
checking information and transmts it to a cryptographic nodule of a

docunent i, pi-AEHGR stdtdh! .tﬂﬁitﬁle;ﬁlt Qgi%fees'iﬁi'&h t&ﬂft) grilgrkﬁriz-snﬁe feﬁ&gb&@ﬁeﬁ ransfer

bet ween t%—:- crypt ogr aphi ca reli e contac tation and the 1 nternedi ate
st at i on. infdreratibnw red thereacrypteeinthiecking indoimtdmntand ttrahreite it o & cgmpéggraghierodul e,
also if it is uQ@Iied via an interned%%%e stat.ion,.for. ex nBIe Vi a
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i's proviglggdedd thé cfy?fbg?éﬁh?c%ll?frel%l@oon%?st@ﬁonQHe ih@HRURE dtitionhe
cryptographi c nodufe while the other is attached to the docunent, whereby

the information remaining in the cryptographic nodule is used to secure the

docunent.jnformation by neans, of heck, val ue and whereby. t he information
ncor po- TR REE g B epot oYM el e FRakrie e SR a6 B iscgplede ™
genui nengis SnQhtetH&liste GHARAL forieRampleh eakdonnSdiedtiopartmerfs Bt dr® nsUREL ant i at e
that the docunent has been secured by nmeans of the cryptographic nodul e.
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document whérebl 6Rr infrthatibe réBhiniigl ia the Biypedgraihec mbldoRk. is ne¢d RXRBMe@he i N thi s
manner, forger%&?root docunents_can be generated w thout the use of
conput er4ocHpgnbinfIM3Len by Hivaat el deheck velde apd whgishby theonformation HICPPR: As a

matter Ofy b AGhPIG: 'eﬂqt,ivﬁﬂﬁgﬁﬁi Rbe <§f°a &1%#1?81‘511& gg?xhﬁéﬁeké‘éﬂwﬁ& pccording
to a pre- scribed pattern. wever’, this tacilitates cryptographic
decr yptiinga ahdckiigsstaidon, gerves 1o Ghbstagtiate that the document has been secured by

means of the cryptographic module.

The invention comprises numerous advantages. It makes it possible to generate forgery-
proof documents in a large number of application cases, especially in those cases where
no direct connection exists between the document producer and the reliable contact sta-
tion. For example, in this manner, forgery-proof documents can be generated without

the use of computers and/or a data connection to the reliable contact station.

As a matter of principle, it is possible to select the key information according to a pre-
scribed pattern. However, this facilitates cryptographic decrypting attacks (enigma

problem).

It is especially advantageous for the key information to be formed by being generated
randomly although the invention can be carried out with a predefinable set of key
information. The random generation of the key information is especially advantageous

since this makes it possible to avoid having to store large volumes of key information.




It is especially advantageous for the key information to be forned by being
generated randonmly although the invention can be carried out with a
predefinable set of key information. The random generation of the key
information is especially advantageous since this nakes it possible to
avoi d ha¥¥PR§07196%st ore | arge vol unes of key information. WCHRESYHIEH0

PCT/ DEO3/ 00760 -7 It has proven to bé-advant ageous for the encrypted key

i nformation and/ or the encrypted checking information to be conflgured in
such a way that it cannot be decrypted in the intermediate station.
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received information fromthe reliable contact sta- tion, especially
monet ar ygERetiatestYPRat i on created by the reliable contact station.
Moreover, in this fashion, the cryptographic nodule can use the received
key informa- tion for a subsequent encryption. A preferred use of the key
i nf or matA dacriyptidroof thé&eyindoyption by dfie ¢dyptogrphivenedyle etaiteseveral advandat a.
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entered by the document producer is irreversibly linked to the key
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is especially advantageous for the result of the irreversible |inking of
the data entered by the docunent producer with the decrypted key

I nfor matA pretierrecf WeBrthe key information is for the encryption of the document producer’s

own data.

Advantageously, the document producer supplies his own data to the cryptographic

module, preferably by an automated method.

An especially preferred embodiment of the invention is characterized in that the data
entered by the document producer is irreversibly linked to the key information by means

of the cryptographic module.

Here, it is especially advantageous for the data entered by the document producer and
the decrypted key information to be irreversibly linked in that the key information is

used to form a check value for the document.

Moreover, it is especially advantageous for the result of the irreversible linking of the
data entered by the document producer with the decrypted key information to form a

document and/or a data record that is transmitted to a checking station.

It has also proven to be advantageous for the document transmitted to the checking sta-

tion to contain the document producer’s own data at least partially in plain text.



docunent and/or a data record that is transmtted to a checking station. It
has al so proven to be advantageous for the docunent transmtted to the
checking sta- tion to contain the docunent producer's own data at |east
partially in plain text. W 03/079609 PCT/ DEO3/ 00760 -8 FEor Eh: ur pose,
it is es%'Qd}r”/ﬁ 5\6?/" advant ageous for the_encrypted checking iThf @V(’n to be
entered into the docunent that is trafismitted to the checki ng station. It

i s advantageous for the information remaining in the cryptographic nodul e
to be encrypted in such a way that it can be decrypted in the
cryptographic nodule and for the information remaining in the
cryptographic nodule to be a value that is difficult or inpossible to

pr edi ct . Fartthis pumpope di ialespeciatly advangagsass foo thetneryptadshyclang inflernatipntaogr aphi ¢

nodule via .co nj,cation tners that, ar rypto hically not reliable
o be. cars s COURe fng Yot Sriethards et B ol e BB ERPt or e on w chin a
dialog is not necessary. It is |ikew se a special advantage that the supply

of the cryptographic nodule via _communication partners that are
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rel i abl emPOaHPls#o Wsdié i nformation can be relied on by the checking
station. Here, in order for areliable station to provide reliable
information for the cryptographic nodule, it is advantageous to use

crypt ogrlapki especiatly pidvansagicbat fohehe raphliyngf shatdrpptographid ewetude vidAn
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other, byl 8RPH eRBange of information within a dialog is not necessary.

It is likewise a special advantage that the supply of the cryptographic module via
communication partners that are cryptographically non-reliable is carried out in such a
way that the information is forwarded to the cryptographic module at a different point in

time.

It has proven to be important and advantageous for the supply of the cryptographic
module, also in case of a supply via communication partners that are cryptographically
not reliable, to be carried out by a reliable station whose information can be relied on by

the checking station.

Here, in order for a reliable station to provide reliable information for the cryptographic
module, it is advantageous to use cryptographic encryptions that the checking station

can reverse.

An advantageous refinement of the method provides for it to be carried out in such a
way that the two types of data are cryptographically linked to each other, but cannot be

discovered by means of crypto-analysis.




di scovered by neans of crypto-analysis. WO 03/079609 PCT/ DE0O3/ 00760 -9 For
this purpose, it has proven to be an advantage that the cryptographic
linking of the two types of data is such that non-linear fractions are
added that are known only to the reliable contact station _an he
checkindWQWQP?ﬁﬂf Advant ageously, the nethod is carried OSF%Fﬁm%ﬁgh)a way
that the generated forgery- proof docdrents or data records contain
nonetary value information. It is advantageous for the nonetary val ue
information to be cryptographically connected to the docunent or data

record iForyhiehufpotelit hitrofertideckanValvBtag@ thab tel @y iBEaPMc 1GRIMATIRY t he

monetary value information to the docunment or data record. Furthernore, it
i s advarivegepessofidata istsechnthnbnen-lineas|fiastions ave pdddddhattase spowmionlygodad of t he
paynment Q ost mount antage is for the nonetary val ue

i nfor rratrleg?‘ubq? ﬁ%‘ﬁgﬁf‘%\t}@% a’t“i@t g%cgﬁﬁlg%%mﬁost age anounts to be linked to

identification data of the docunent producer. Mreover, it is useful for
t he proof of the paynent of a postage amount to be linked to address data.
A very idpentagsously.che grethgshisi astiebautf iprsucha way gt thengansratedefgesisr at i on of

post age |k gochirfinis |oP abld ko RSl Pno R Gl BRLAARS, various inter mediate
stations can be uséd. For —eXanple, a valrue transter center of a franking
machi ne manuf acturer can be used as the internediate station. Another
subject matter of the invention is a value transfer center_with an

i nt er f adéisrasvantagroys oy thomeneiry \piieuatormption ipdbegsprtpgraphicalietonaesieht of the
I nventi gt RScYabitCor! dAD Fecot£in &?‘d?xtﬂva.?dﬂééﬂ“ RERUHIYe EADBE 'f&%]d]a@ an
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interface to recelve encrypted Informatfon of a cryptographi reliable
cont act congiariag tlendoncary enjue imbrrhatiomttotiee ddeamesic@idatadecadcr ypt ed
information. WO 03/079609 PCT/ DE03/ 00760

Furthermore, it is advantageous for the monetary value information to contain proof of

the payment of postage amounts.

Another advantage is for the monetary value information that proves the payment of

postage amounts to be linked to identification data of the document producer.

Moreover, it is useful for the proof of the payment of a postage amount to be linked to

address data.

A very important area of application for the invention is the generation of postage indi-
cia. In this essential application case, various intermediate stations can be used. For
example, a value transfer center of a franking machine manufacturer can be used as the

intermediate station.

Another subject matter of the invention is a value transfer center with an interface for
loading monetary values. In the applicable refinement of the invention, the value trans-
fer center advantageously functions as an interface to receive encrypted information of a
cryptographically reliable contact station and to temporarily store the received

encrypted information.




-10 It is advantageous for the information to be encrypted in such a way
that it cannot be decrypted in the value transfer center. Furthernore, it
i s advantageous for it to contain neans for receiving value transfer
requests t | east one cryptographic nodule and for for i he

recei vedwg)?/{’éﬁro%%ed information at a different point in tﬁ%&ﬂ)qﬂgoqggo

especi al | y advant ageous to have a cryptographi c nodul e for generating
forgery- proof docunents with neans to issue encrypted checking information
and a check value. An advantageous enbodinent provides that the

crypt ogrRRYhEvaRRGEOS 6P MetinfsinAtioh €38 en@PtedBARRSCH £ kvak QRAI IV EeloB ]
decrypting key information and at |east one nmeans for receiving a docunent
or a datdéecraewtia thavalug Wansfarigenter.ypt ogr aphi ¢ nodul e has at | east one means
to forma check value for the docunent or for the data record. Additional
advant ages, special features and practical refinenments of the invention
ensue fF@theimore WoRr slivaatageisafoltt RANEbntdiNine fBF BxeiVimd valle brhsfer of
preferred enbodi nents naking reference to the draw ngs. The draw ngs show
the fol | lAPest: bymt deasteone cryntperaphis modyle andifpn orwardingehoseired preagiehhi

met hod, .iﬁfcﬂ}ﬁ%ﬁoga‘{a &ﬂ%lcepglg@h{ ﬁ.tﬂhéﬂ‘gr am for a schematic representation of a
generation accord- 1ng to e’invention of digital postage indicia and
Figure 3 - a schematic representation of especially preferred process steps
for generat- ing forgery-proof_ docunments. WD 03/079609 PCT/DEQ3/00760 -11
In or derltibesperialy @dVHItageons & havred copiqmrppamadilesios gensrating e 100 20
563 C2 diydor BbARAhS W it O iHRNERGHbRE chOtgs ir@EARo ARHARALS, | n whi ch
t here igbng neéehgﬁto use Hll%?or rr%astgtl?é;n L?%%m tcEe cr prtlograp(mjc nodul e of the
docunentvghuoducer in order to carry

An advantageous embodiment provides that the cryptographic module contains at least
one means for receiving and decrypting key information and at least one means for
receiving a document or a data record, and that the cryptographic module has at least

one means to form a check value for the document or for the data record.

Additional advantages, special features and practical refinements of the invention ensue
from the subordinate claims and from the presentation below of preferred embodiments
making reference to the drawings.

The drawings show the following:

Figure 1 — the basic principle of a known cryptographic method,

Figure 2 — a schematic diagram for a schematic representation of a generation accord-

ing to the invention of digital postage indicia and

Figure 3 — a schematic representation of especially preferred process steps for generat-

ing forgery-proof documents.




out the checking procedure. Instead, this nmethod is based on the fact that
a random nunber is forned in the cryptographi c nodul e of the custoner. The
precise method wth its three involved parties (1. docunent producer with
cryptogrthic nodul e, 2. checking station and 3. reliable contact station)
i s” showWPPHEcconpanying Figure 1. The nunbers gi venPFHVEREYEt bel ow
relate to the steps of the nethod shoWn i n Figure 1. In Figure 1, in the
crypt ographi ¢ nodul e of the docunent producer, a random nunber is

generated and stored (1) which is transmtted, together with the identity

or i de“tﬂnfdr&&ttF%@hiew%%bje&ix}e?%eﬂgﬁygﬁgéty EQRESRM OF 100 2083 ary@ikogr aphi ¢

nodule to a reliable stati'on ted form(2). This reliable
st at i on deses ¢ peghddifer genedsing forgory-prantidedueentsde mthidhi there iismo needidensq 4) |

checks t.he legiti.macy of the request, (5).and then encrypts th random
nurber AREPTEAEAFYTY e R QR AEATPRE GhieE CoBHeT] ROSHE B oids) B #B onl y e
checki NGy § 4R bR&kiny FrRR&RIE Rbtch®MBISSIBGOl hE BaRA Uy ki et the) a rddd@nt andom
nunber encrypted in this manner and the transaction indicator are sent

back t o nuneberde fiormred inpgho dupeegriphic muslate ehthefcysigaey-- Preoprecisodugiot s are
generated. | at on, the docu t roducer, then.enters the do t to be
secur ed ‘ivﬁﬂt‘ gtsﬁhrgeépWY%dgp%rﬁﬁﬁﬂrﬂ%ﬁﬁngm( %r)o'duceﬂ%l}lé,crygéqgﬁ%ol?f%e °§§f§§%em pl ain
t ext andhefigng s@demumiseliatldadntac stitibh) is Shéweth tha acdveglanyvg|Rigure 3. f or med
(9). Now, the docunent in plain text, the encrypted random nunber

t r ansni t thechusgberhgiverin the st belayirelatedn dhe viepseh dioppetbed shosvsiadtigwn 1i ndi cat or

as well as the checking information generated in the cryptographic nodul e
are transmtted to the checking station (10). In the checking station,

after a Ihdiglre dhictke ofyptdpeaptiixcmaodult of tHerdoctment prddiker, b hendpennumissréss i s
ascertai ned by decryptin e random nunber and the tr ans_gcti on i ndi cat or

h
t hat Paogeﬁe@wda@ér%%(}) Piighrie tragsisstSogghranih be ddenbfy qriggntfisghien.
quent | Y, il o'rf)‘ B H@cuﬁ{e}ﬂpg%gﬁ?ﬁ N ©f E%%brgyﬁ‘ﬁ)%%ag?lnﬁﬁg@ﬁﬁ HEAbeROSGREn USI NG

t he docunent I"'al n text era as just been
decr ypt €8) imendrgpied faimi€2). Shioratiatle stdt®n debhyms divemkdoml nnenbes ahd il | y

CoBer o e ek @ BN Tt B ey dosyent Boducer (19 1€

a speci fiafq&h WRhBeF RDA Ge BRI Ricd iARSctiBR ifBEHbSInt Sich AREBMNALHRG thd S
checking station is capable of reversing this encryption (6). The random number
encrypted in this manner and the transaction indicator are sent back to the document
producer (7). When the forgery-proof documents are generated later on, the document
producer then enters the document to be secured into the cryptographic module (8).
There, using the document plain text and the random number that is still stored, a check
value is formed (9). Now, the document in plain text, the encrypted random number
transmitted by the reliable station and the encrypted transaction indicator as well as the
checking information generated in the cryptographic module are transmitted to the
checking station (10). In the checking station, after a rough check of the document
structure (11), the genuineness is ascertained by decrypting the random number and the
transaction indicator that had been encrypted in the reliable contact station (12). Subse-
quently, like in the cryptographic module of the document producer, using the document
plain text and the random number that has just been decrypted, a check value is formed
(13). This check value is finally compared to the check value transmitted by the
document producer (14). If they match, then it is ensured that the document has been

generated using a specific cryptographic module since the requisite random number is




WO 03/ 079609 PCT/ DE0O3/00760 -12 only present there and this nodul e has
exchanged information with the reliable contact station in a
cryptographically secure nmanner. Since, on the one hand, a specific
cryptographi ¢ nopdul e was used and, on the other hand, the _check val ue
natches,“’ﬁ@mﬂﬁﬂ%ntity of the docunenf. producer as well aECFﬁ)O @ﬁﬂ}neness
of the docunent are ensured. The destribed nmethod is used in a nodified
form by the Deutsche Post for the produc- tion of Internet postage stanps
under the designation "PC franking”". In summary, it is characterized in

that t heorﬂ??t@sé}ﬁriﬁ‘e% afd tHif Srod ARUEE Bkéhatgét Reorila@ek SHthvht hisblet datadse  of
key infornmation that is inherent to the cryptographic nodule. Instead, the

checki nestatiqnain ercryplogeaphiallyagecursnmanherr fandeoronf thenore hand, abbrectignt act

station. According to.the invention,.a nethod.is created for. the generation
of "ai o 1915 SRR ApaRud, s 4RV M 3 ol R, g EhER, Fitus Mhishf hou
direct cigsh@¢tof@t WeAmantCHioaLEd APREH aSahd Yem@hérmRs of CRNHaCImd akd on and
t he cryptographi c nodul e, or a docunent producer using the cryptographic

nodul e. $WsEBugh t he generation of the documents and data records is by no
means limted to the generation of postage indicia, or rather to
mai | pi eces provided with postage indicia, the use of the described nethod

and deviTig dsatibydagethod & et hind natifigefoemalyi thg Dbugich@Postgosthageodundi ci a i's
an especi al l%ﬂﬂfr eferred enbodi ment of the invention, Such an enbodi ment

wi |l be teeidntcaertporiags samps pade ths designgtipn g B dranking, o ISR & hodel or

the functy { Wl adicia. I i Lgure 2
and descreyied EaREte HelllinBesl BELRIBARERS o bE SHER] Sftiolline ed
speci f i ceftkegrinfoembon dfat ishiahegeer @t the ceyptbgrapidc diogutealnsteadnthervheckandi ne of
the custoner, the postal service provid el ectroni- cally supplies the
oper at or SRHoHelgsdR PAR opdn f‘@@lan#‘g?‘ﬁé?li‘aﬁ? tW1a5ES@EYbl i ed to the digital

franki ng machines in the future. This information conprises, anong ot her

According to the invention, a method is created for the generation of digital documents
and data records that can be carried out without direct contact between a cryptographi-
cally reliable contact station and the cryptographic module, or a document producer

using the cryptographic module.

Although the generation of the documents and data records is by no means limited to
the generation of postage indicia, or rather to mailpieces provided with postage indicia,
the use of the described method and device features in a method for generating digital

postage indicia is an especially preferred embodiment of the invention.
Such an embodiment will be presented below with reference to Figure 2.

The schematic model or the function of the new digital postage indicia is depicted in

Figure 2 and described below:

1. Prior to the loading procedure between the specification center of the operator and
the digital franking machine of the customer, the postal service provider electroni-
cally supplies the operator with machine-related information to be supplied to the

digital franking machines in the future. This information comprises, among other



WO 03/ 079609 PCT/ DEO3/ 00760 -13 things, key information for use in the
machine as well as a so-called "ValidityString" that is used for the later
checking in the nmail center as well as information on the credit status of
the custoner. Parts of this information are encrypted in such a way that

t hey carWORPA79® decrypted within the franking machine. BCTBEOHYUZHN ¢ he
digital franking machine of the custoler and the |ong-distance dialed
specification center of the manufacturer, a specification |oading procedure
is car- ried out with the objective of increasing t he avail abl e postage

value in t %§ aﬁé}'f qﬂfoﬁ%ﬁm r‘?or %E' {19 t{n@'ﬁa&lﬁﬁ%e%g VWIP gd%eﬁy -chin&d

machi ne-rel at ormation (previ- ous provi utsc e Post) is
transm tt edValidigySteng pthatis wsedpioo tlie mt@achetking i thok matlaientetraakwigamchl ne.

Such a | oadi rocedu i n.which the informat ed by the postal
service pr Hlfn tyory gn tﬂirl E?:&i‘tt ytatys of 'sﬁé’“ﬁté’c‘?}ﬁrn artssﬂé%[‘ %\¥‘?| a8 out
regularly, eﬂ\érggfea 1ﬁe§utcﬁ'apvxla9|tﬁﬁlaﬂfe§scanf QﬁIyeB@er? te@r\ﬁi%hl‘ﬁ" thBi fharkigy edef i n-

able time int for exanple; once per no new

speci f i cat bewkinar e to be | oaded, a conmunication pr ocedure to this effect
shoul d be carried out once per month bet ween the franki ng machi ne and the
specification center during which the information provided by the postal

Servi ce Pr gih thé dfg’itﬁf‘ﬁﬁﬁﬁﬁ$ﬂm&l‘ﬁn& ke tﬁe&ﬁtoﬁ%r and AR BANMLMRBIQ8 bet ween
the specification center and ital franking nmachine has to be

secur ed i nspasifigappngeitert ef &a dnwfacturab lespeeifinetion Rad@gurreqedure it eart he

specificati.on | edu Ste cur l.ectr. C

comuni cat fIS?ilo g‘fvﬂérﬁe ﬁb Vetqgén%ﬁarsé i% ag?,ﬂa% ec%osa ?Hg%oeéf gﬁgeeﬁ%lnrlr%ﬁt for a
cus- toner piaeks. DuAGE ﬂlﬂenmﬁﬁg Ff'&eé@@ctﬁel Bathigiredaed exfoghatidre(pdgar at or and
t he Postage Point of the postal service provider, which serves as_the

reliable c@h&lﬁ@fOVsdQSﬂthothe eqtschePesthistteansmied i g snamipulatippoprephigeantl usage
| nformati og, c? aigirﬂ%ﬁé fi%cfn Bt 8&1PP ?c%a% ng e@%@é/du?g P GRYIBE infSriG6on f OF the
e 0 pr ovT -

next | oadi ng p oc ure e above-nen
(provided by the postal service provider) is transmitted to the machine, should be

carried out regularly, within certain tolerances, for example, once within a predefin-
able time interval of, for example, once per month. If no new specifications are to be
loaded, a communication procedure to this effect should be carried out once per
month between the franking machine and the specification center during which the
information provided by the postal service provider is transferred to the machine.
The communication between the specification center and the digital franking

machine has to be secured in an appropriate and verifiable manner.

3. Subsequent to the specification loading procedure (Step 1), a secure electronic
communication pertaining to the purchase of a certain postage amount for a cus-
tomer takes place between the specification center of the operator and the Postage
Point of the postal service provider, which serves as the reliable contact station. In
this data transmission, invoicing and usage information is transmitted to the postal
service provider. Since, for the next loading procedure, the above-mentioned provi-
sion of information can be carried out well ahead of time, it is possible — but not
necessary — to combine Steps 3 and 1, so that Step 3 of the just-completed loading

procedure coincides with Step 1 for the next loading procedure.




sion of information can be carried out well ahead of tinme, it is possible -
but not necessary - to conbine Steps 3 and 1, so that Step 3 of the
just-conpleted | oading procedure coincides with Step 1 for the next

| oadi ng &?Jg)%%g e. WD 03/079609 PCT/ DEO3/ 00760 -14 4. Th?ﬁgﬁlﬁ%ﬁjgﬁri ]E:gr

provi der s the custoner di rect{ by automatic bank

t he postage anount purchased fromthe teliable contact station, the Post-
age Point of the postal service provider. 5. Fundanentally, the | oaded
digital franking machine can be used to print valid digi- tal postage

i ndi ci a 4ntihk pbiel s\ brovaled Dides thes@fdtonkbr d'ﬁlé@tl%j'bﬁ ab@imatit BRI Rethi Nprint s
contain a two-di nensional matrix code (2D barcode) conprising additional

data t hat draavabifey the hestagerameyst parshefed dronb gy rehiatdt egntact statien.ghe/ Bestt o t he
postal seryj . j h Lime and that is used in the mail center
to check t égggpﬁ@ﬁ¥égg%g%ﬁgﬁgﬂgégéétmﬁth digital franking inprints can be
mai |l ed via the nodalities nmade avail able by the postal service provider
such as,_for exanple, boxes, post. office branches. 7. Mil pieces

mai | . ¢ 3
bear i ng Ui §redamentaliyk thegondadrdigital frapking gparhinsFapypetused porrind|vald digive pro-
vider afte L1 AL g _— I . dur e,
| oaded pos aé eggg‘?hﬁe@&%%{mpﬁ@e% gﬂﬁo%ewaﬁl%gzsﬁusgg ® hggég%ﬁggg%ﬁrgmﬁ@q%ost age
val ues r eadentainad twhreimendiored miztrix cBégQHbagotlbecomprisingtddiniohdlatata as
described in Step 1 above, is provjded ahead of tjne by the Deutsche Post,
there are Hilh BEMEAGRT tiberes AFerihed S inv,fés iyer e e ReRelGETVithe

Present | NYRRAA BeRYTeinto auldhilis 8o Bh the thdlPode b BIRIRRE vRigkey_for use
| ed che n

in the machine and secondly, so-cal cking rnformation VS. The
Post age Point of the postal service provider that serves as the reliable

comruni cat Lon partner encrypts.the Kkey infornmafion ey in.such way t hat
S Toaryr! bR PGt GG Rardiing e s e womledon Jhe Brodaiass Beds no”
digital frapkiaBR s7RGEpBGal Lt RGN RIBNEh It 8XampiBEmAlBoka8 Yost office

branches.

7. Mailpieces bearing digital franking imprints are conveyed by the postal service pro-

vider after the validity has been checked.

8. In a comparison procedure, loaded postage values of the customer can be checked

against the postage values read-in at the mail center.

Regarding the information that, as described in Step 1 above, is provided ahead of time
by the Deutsche Post, there are two components that are of importance in the sense of
the present invention, namely, first of all, the key information mye, for use in the
machine and secondly, so-called checking information VS. The Postage Point of the
postal service provider that serves as the reliable communication partner encrypts the
key information myey in such a way that a decryption is only possible in the manipula-
tion-proof area of the digital franking machine (cryptographic module). The already
encrypted checking information VS can be transmitted to the franking machine or to the
cryptographic module without any further transportation encryption. The encryption of
the key information my.y means that a decryption is only possible in the cryptographic

module of the franking machine, but not on the non-reliable communication route.




encrypted checking information VS can be transmtted to the franking
machine or to the cryptographic nodule w thout any further transportation
encryption. The encryption of the key information nkey neans that a
decryption is only possible in the cryptographic nodule of the franking
machi ne, VB##0HE® on the non-reliabl e communication route. PABPES 79509
PCT/ DEOQ3/ 00760 -15 The princi pl e of- Fre securi ty in generating
forgery-proof docunments with a crypto- graphic nodule that is supplied
externally via a non-secure route is shown schematically in Figure 3: 1.
In a first step, key information is generated in a reliable contact station
that, in actual practice, is enbodied by the Postage Point of the postal
servi ce Pheopiineple offithe sekeity iinfgenemting rfofgatye proo€ deesments fvathm argheck val ue
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a secongnp$i&8Re 350-cal l ed checking information is generated. It is conpiled
from the Key information from Step 1, froma transaction indicator
containing additional information on the next |oading procedure of the

custoner, as |l .as fram.other information. The. conpil ati.on d.
subsequeht TEACEYSD b rrfttdion srhehritad 4 rhiRls Giics SaupB B

i nf or mat i OBctAAlRraddict, iSImBudied By ShiClPostage@pirt BathePaktdl deheice pROIder.iThgs st at i on
is later capable of reversing this encrf(/pti on. The conpilation and subse-

quent encr }gx indermsfion fatereseries o frrm a ¢heek ivalke inthe chwtegariis Agdilss Braat i on
| . i h i f f th
Key it or moPicht it (eSS hnforkoh MLy oG i @RI st B, N

possi bl e outditdeedotldageitel i abl e contact station and outside of the
cryptographic nodule - it is not possible to dis- cover the key for
encrypting the checking information for the subsequent decryption at the

checki ng sgat isQ&nd%tetplé 80-?%1"1482%%1%0%&@ Rnfol &P éeﬂgﬂf&ﬂiitj 19RoFHpilEd foffl in the

first step 1s encryp
the key information from Step 1, from a transaction indicator containing additional

information on the next loading procedure of the customer, as well as from other
information. The compilation and subsequent encryption of these elements that
make up the checking information are carried out in such a way that only the check-
ing station is later capable of reversing this encryption. The compilation and subse-
quent encryption of these elements that make up the checking information are also
carried out in such a way that, even if one has knowledge of the key information in
plain text — which, however, is theoretically hardly possible outside of the reliable
contact station and outside of the cryptographic module — it is not possible to dis-
cover the key for encrypting the checking information for the subsequent decryption

at the checking station.

3. In a third step, the key information generated in the first step is encrypted in such a
way that a decryption can only be carried out in the cryptographic module at the

document producer, but not on the transmission route to it.

4. In a fourth step, the two types of information are transmitted, preferably together
with other information that relates to the pending loading procedure of the customer

and that further increases the manipulation security. On the one hand, this is the key




way that a decryption can only be carried out in the cryptographic nodul e
at the docunent producer, but not on the transm ssion route toit. 4. In a
fourth step, the two types of information are transmtted, preferably
together  with other information that relates to the pending | oadin
procedur WO OVPHRY customer and that further increases thePREMERIISLT on
security. On the one hand, this is t"nlf-,ﬁ‘key WO 03/079609 PCT/ DEO3/ 00760 -16
information generated in Step 1 and encrypted in Step 3, which is later

| oaded into the cryptographic nodule, decrypted there and al so renains

there for {En@RRArRhEARA ISP 98d ¥adyRed ifSRPEMiseh PatkhRa8ddato hand,

this is the encrypted checking infornation generated in Step 2 that can
only be detheyuymdgrapkic mdsiple, decrypied Kiemgandalas ranminsthieretfat the gengrataarhed t o
every docu t that i enerated hy the doc nt . pgroducer, later.on. 5. 1In
2T T h st 8 oreia prns el Egegr Drle it s BT GiERg i ¢ e
scope of t Rifsrmdtibnesthtbed mosep Dahatahbn®} BEUedrPpRl MBAINDY @B chékimendi ng

| oadi ng procedure of the custoner, are tenporarily stored in the

non-r el i abblatien and dhnt inadeched ve icvery glocument thet isr ganeradgst by {hsedocyment
inforrrationroi%er}g%tpgssi ble at this station. In particular, it is not
possi bl e t8 (ﬁll ¢over M he key that was used in the reliable station to

encrypt the checking information in such a way that only the checking
station can decrypt it again for the very reason that the plain _text of

the key I-nfbi fidthisip. thedwovrasef prformpationdhatiase redenant withig-the;sqopg opthas n t ext
attack is . i . , i At i Vi by the
el 1 abl e sPuEno Mk her gl e BHti5h SR end Dkl RLIRL cBRBEIEIRS
docunent peasioraen; arkttedpdiatityestert ip dienfoniliiblerstatibrA dectaprivneof the two n t he

scope of the next |oading procedure. 7. The seventh step.relates to the
cormmuni cat FEsVapbtxRse Rt ﬂmifgrrﬁ%imnﬂémoaﬁ%ﬂ@? &t this sighen. Iﬂlri@rf&%t 8d# &phi c

modul e, sai, 0 AR i atdOfhe Ke§ | thERhY uliRl BOHSGEHERE sB¥ioRAd! enchyp?
sui tabl e rTBanSs. Wt er a rI , ei r$9act ua%1 Br acit?ll ce, tﬂlgs Si slot he eélgrxgur??écati on
checking information in such a way that only the checking station can decrypt it
again for the very reason that the plain text of the key information that would be

needed for such a so-called plain text attack is not present.

6. In a sixth step, the information provided by the reliable station is transferred to the
cryptographic module at the document producer at a different point in time, for

example, within the scope of the next loading procedure.

7. The seventh step relates to the communication between the non-reliable station and
the cryptographic module, said communication preferably being secured by addi-
tional suitable means. After all, in actual practice, this is the communication
between a specification center of a manufacturer and its franking machine with
cryptographic module, information which has to be protected against manipulation
precisely because of the loading amount that is being electronically exchanged. If
this communication were not protected, then an unauthorized increase of the loading
amount would be possible. Therefore, only in the sense of this invention is the
specification center of the manufacturer considered to be a “non-reliable station”,

but in actual practice, it can certainly be classified as being reliable.




bet ween a specification center of a manufacturer and its franking nmachi ne
with cryptographic nodule, information which has to be protected agai nst
mani pul ati on precisely because of the | oading anount that is being

el ectronically exchanged. If this communication were not protected, then
an unautWem9®E% ncrease of the loading amount woul d be BEEHERYYT60
Therefore, only in the sense of this ¥nhvention is the specification center
of the manufacturer considered to be a "non-reliable station", but in
actual practice, it can certainly be classified as being reliable. WO
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crypt ogr apHKEViTpALesTt & e Criplesta gH’é’ ng, it can be stored outside of the
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to each secured docunent in order to be used in the checki ng_ station. 10.
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10. In a tenth step, preferably at a different point in time, the customer or document pro-
ducer enters the contents of the document to be secured into the cryptographic mod-
ule.

11.In an eleventh step, a check value is generated with the entered plain text
information of the document using the still-stored key information from Step 1. The
check value is generated employing a conventional check value method such as, for
example, MAC (Message Authentication Code), HMAC (Hashed Message
Authentication Code) symmetrical signature or the like. Several especially preferred
embodiments have in common that fact that the plain text of the document is
generally irreversibly abbreviated and simultaneously or subsequently encrypted

with a key, in this case, the key information from Step 1.

12. In a twelfth step, the document is now transmitted. The entire document preferably
consists of several, in particular three, components. A first component is the actual
plain text information of the document.

As the second component of the total document, the encrypted checking information

from Step 2, which was stored in Step 9 in the cryptographic module or outside of



Aut henti cation Code) symmetrical signature or the |like. Several especially
preferred enbodi nents have in common that fact that the plain text of the
docunment is generally irreversibly abbreviated and sinul taneously or

subsequentl¥ encrypted with a key, in this case, the key_ information from
Step 1. WOOUNHOY twelfth step, the document is now transntETREIMHRY entire
docunent preferably consists of sevekl | in particul ar three, conponents.

A first conponent is the actual plain text information of the docunment. As
t he second conponent of the total docunent, the encrypted checking
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that is to be, secured. the third conponent of the entire docunent, the
check val ugheel Ve fprm 18|§t°Pl“i‘§aé?“thﬁg'hed. 13. In the thirteenth step, the
docunent reaches the checking station where it is checked for its
structural conpleteness and integrity. In the concrete application of the

i nven- ti3oin therthicteenthisieg, the sloewynernt mechésthe ghierkingoviationcwirge tanekecketecks have
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14. In the fourteenth step, the checking information encrypted in Step 2 is re-encrypted.

The checking information comprising several components is broken down into its
constituents once again. In addition to other information, in particular, the key
information and the transaction indicator are obtained. The latter can serve for an
additional checking procedure. Thus, for example, the identity of the customer or
document producer, which has been deposited in the transaction indicator, can be
comparéd to a positive list of acceptable document producers or to a negative list of

unacceptable document producers deposited in the checking station.

15. In the fifteenth step, analogously to Step 11, a check value is generated. According
to the same method as in Step 11, the plain text information of the document present
in the checking station uses the just-decrypted key information from Step 14 to form
a check value. If different methods are possible for generating check values in the
cryptographic module, then the concrete choice of the method likewise has to be
attached to the document or transferred to the checking station in the document of

the document producer.




docunent producer, which has been deposited in the transaction indicator,
can be conpared to a positive |ist of acceptable docunent producers or to
a negative list of wunacceptable docunent producers deposited in the
checking station. 15. In the fifteenth step, analogously to Step 11, a
check vaV&3"@Yenerated. According to the same nethod agc?ﬁmﬁﬁﬁﬁ 11, the
plain text information of the docunEhF9present in the checking station
uses the just-decrypted key information fromStep 14 to form a check
value. If different nethods are possible for generating check values in the
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However, this key information is indispensable in order to creatgﬁa check
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the key that was eﬁ%%gyeg,fg%ﬁsﬁ%s ﬁggepogg?ble. Cbgseq%%ntly, the system
i s secure anaypted checking information would have to be encrypted in such a way that only

the checking station is capable of carrying out a decryption. Without knowing the

key that was employed, this is not possible. Consequently, the system is secure and

cannot be breached.

Thanks to the invention, it is possible to generate forgery-proof documents and to relia-
bly check the genuineness of the data contained in the document and/or the identity of

the document producer.

All of the checking information needed for this purpose is preferably made available by
the reliable contact station and/or the cryptographic module.

The invention is suitable for the generation of any documents. However, it is especially
advantageous to use the invention for generating digital documents having a relatively
small data volume in the order of magnitude of a few bits up to documents having a

total size — including the checking information — of up to about 60 bytes.

Especially preferred documents in the sense of the invention are validity markings for

numerous areas of application. It is especially advantageous to use the invention for




cannot be breached. Thanks to the invention, it is possible to generate
forgery-proof docunents and to relia- bly check the genui neness of the data
contained in the docunent and/or the identity of the docunent producer.

Al'l of the checking informati on needed for this purpose is preferably made
avai | abl'¥O807%¥e reliabl e contact station and/or the cryBFggpﬁﬁ%V@’nDdule.
The invention is suitable for the geﬁ%}ation of any docunents. However, it
is especially advantageous to use the invention for generating digital
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conput er
amounts of credit — and can receive a reliable proof of payment in this manner.

These documents can be generated, for example, by a conventional personal computer
or by a cryptographically non-secure printer. A special advantage of the invention is that
the documents can be generated without direct connection between the document pro-
ducer and the reliable contact station. Thus, document production is possible, also when
intermediate stations are involved, or in the case of a communication via data routes that

are difficult or impossible to secure cryptographically.

The cryptographically reliable contact station and/or the checking station contain means
to ensure that no unauthorized documents have been produced, or that no documents
have been forged. In this manner, it is especially simply and reliably possible to gener-

ate checkable reliable digital documents and to actually reliably check these documents.

Such a checking procedure can be carried out in various ways, whereby the above-men-
tioned cryptographic process steps can be applied simply and reliably. In this manner,
the invention can also be used outside of the especially preferred realm of checking the

authenticity of digital postage indicia of mailpieces, for example, to check the authentic-




or by a cryptographically non-secure printer. A special advantage of the
invention is that the docunents can be generated w thout direct connection
bet ween the docunent pro- ducer and the reliable contact station. Thus,
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Patent Clains: 1 A nethod for the generation of forgery-proof docunents or
data records, whereby key information is generated and whereby encrypted
checking informa- tion is formed fromthe key information and froma
transaction indicator, characterized in that the generation of the random

key i nf oVRE#P8%nd the formation of the encrypted checkPRYPER Y %ati on

fromthe key information and from te?%ransaction indicator are carried
out in a cryptographically reliable contact station, in that the
cryptographically reliable contact station encrypts the key information,
and in ghat cihgsencrypted checking information and the encrypted key
information are transmtted by the cryptographically reliable contact
station to an internmediate station, in that the intermediate station
tenporarily stores the encrypted key information and the encrypted
checking information and transmts it to a cryptographic nodule of a

document; pr oduGRELbALSE IR geddraforliof fBFRiy-pRAJfNdocufhents E dhtaOrechfie, t ransfer
bet ween the cryptographi ca?l y reliable contact station and the

i nt er medi at e wheaehydrey irformatéiomis ghoetatad ood whexgby enaypiecdrehecking infoamp- a ¢ t e

rizeding h.oa.tt key,information is geperated in _suc y that
the key inf ortl fsoﬁ?rﬁgeq?fpﬁgaqﬁegnlgﬁwtmg.a"%h 0%?&5&38%%18%{# Idf]cai%?b one or
nore of the pregedicRigréhaidEn cHada r a ct er - ized in that the
encrypted key information and/or the encrypted checking information is

confi gured i rthe geterationey therrandem ke nfermasion gad thefoanation afitke enenetsredi at e
otation . ThgeERL RSO 8P RS, She PAuEE e = e
indicator are carried out in a cryptographically reliable contact station, in that the
cryptographically reliable contact station encrypts the key information, and in
that the encrypted checking information and the encrypted key information are
transmitted by the cryptographically reliable contact station to an intermediate
station, in that the intermediate station temporarily stores the encrypted key
information and the encrypted checking information and transmits it to a
cryptographic module of a document producer later on, at a different point in
time from the transfer between the cryptographically reliable contact station and

the intermediate station.

2. The method according to Claim 1,characterized in that
the key information is generated in such a way that the key information is

formed randomly.

3. The method according to one or more of the preceding claims,character-
ized in that
the encrypted key information and/or the encrypted checking information is

configured in such a way that it cannot be decrypted in the intermediate station.

4. The method according to one or more of the preceding claims,character-

ized 1in that




t he cryptographi c nodul e preferably decrypts the key information with a key
contained in the cryptographic nodule. 5. The method according to one or
nore of the preceding clains, c har act er - ized in that the docunent
producer enters his own data into the cryptographic nodule. 6. The nethod
accor di NYOY'BRY or nore of the preceding clains, ¢ h a r PGTOE/MTE0 _ i ;e(
in that the data entered by the doc umdht producer is irreversibly linked to
the key information by nmeans of the cryptographic nodule. 7. The nethod
according to Claim6,characterized in that the data entered by the docunent

producer and - q]%f;gﬁy ' t4 Il L0l Withi Pk&d i n that
the key inf orthgt%fﬂ)ﬁ&é%ﬂﬁge toe P%ﬁf%m’g@c eggllgts\?g'l%ukg&l go(r?ﬁltﬁhéﬂ d(ljcurre t. 8. The
met hod accor diontpired intiee @yptbgtaphiofimddubd.ms 6 o 7,c har act er i z ed
in that the result of the irreversible linking of the data entered by the

docunent pro- ducer with the decrypted key information forns a docunent

and/ or a5 dat ar{L66MHhHd Acddi@hgits ohé BPRIGL bl hreRdMBRHIMEG: BhakicQR 1 -The
met hod according to CCaim8, char acteri Zedint hat the

docunent transmdtes tlbathe checking station contains the docunent pro-
10.ducer's o ata, at least partially jn plain text..in The nethod

accor di ng tovﬂﬁg"%@“&gi’wd&}?“&l@?ﬁq@s 8V8 agi,leﬁ&ﬁ%&ygﬁg%&u‘trﬁg u(??‘he encrypt ed
checking information is entered into the docunent that is transmt- ted to

the checking station. . ) )
6. The method according to one or more of the preceding claims, character-

ized in that
the data entered by the document producer is irreversibly linked to the key

information by means of the cryptographic module.

7. The method according to Claim 6,characterized in that
the data entered by the document producer and the decrypted key information
are irreversibly linked in that the key information is used to form a check value

for the document.

8. The method according to one or both of Claims 6 or 7,characterized in
that
the result of the irreversible linking of the data entered by the document pro-
ducer with the decrypted key information forms a document and/or a data record

that is transmitted to a checking station

9. The method according to Claim 8,characterized in that
the document transmitted to the checking station contains the document pro-

ducer’s own data, at least partially in plain text.

10.  The method according to one or both of Claims 8 or 9,characterized in
that
the encrypted checking information is entered into the document that is transmit-

ted to the checking station.



WO 03/ 079609 PCT/ DEO3/ 00760 -24 11. The nmet hod according to one or nore of
the preceding clains, c har act er - izedin that information
remai ning in the cryptographic nodule is encrypted in such a way that it

can be ﬁ&ﬁ&gﬁ# ‘%hi n the cryptographic nodule. 12. The net gg%ﬂ)ﬁ%f/&?rg ing to

one or e preceding claims,%char act er - iz t he
supply of the cryptographic nodul e wvi 4 the informati on, also in case of a
supply via comuni cation partners that are not reliable in the
cryptographic sense, is carried out by a cryptographically reliable
station whose information can be relied on by the checking station. 13.
The nmethod according to Caim 12, characterized in that, in order for a
rel i abl ellst atThermethog penprding e bnapt moradictherptdceding slaimpec lea ypied € rgr aphi ¢
nmodul e, crypt.q r@phi C 8] ryptions are used that the checking station can
reverse. 14. e nlel%holbl ccording to one or nore of Clainms ... to 13,
character | Znfr@atiomréniidhing e tiel@pptsg@iphichBodily P @@EHAN I steHwl wayvi a
comuni cation partners that are cryptographically non-reliable is carried
out in such dhdtdicanbgrdecryptedin depayptograplic magdiigar ded to the crypt ographic
nodule at a different point in tine. 15. The nethod according to one or
nore of Clains 1 to 14, characterize d in that the supply of the

crypt ogrigphi cThendethed utardiagma one ai more @kthe pescsdibp @laids,ec h akypttegr-aphi cal |y
not reliable is carried out in such a way that an exchange of information
within a dialldf¢sithothdbcessary. WO 03/ 079609 PCT/ DEO3/ 00760

the supply of the cryptographic module with the information, also in case of a
supply via communication partners that are not reliable in the cryptographic
sense, is carried out by a cryptographically reliable station whose information

can be relied on by the checking station.

13. The method according to Claim 12,characterized in that,
in order for a reliable station to provide reliable information for the crypto-
graphic module, cryptographic encryptions are used that the checking station can

reverse.

14.  The method according to one or more of Claims ... to 13,characterized
in that
the supply of the cryptographic module via communication partners that are
cryptographically non-reliable is carried out in such a way that the information is

forwarded to the cryptographic module at a different point in time.

15.  The method according to one or more of Claims 1 to 14,characterized
in that
the supply of the cryptographic module via communication partners that are
cryptographically not reliable is carried out in such a way that an exchange of

information within a dialog is not necessary.




- 25 16. The nethod according to one or nore of Clains 1 to 14,
characterize d in that the two types of data are cryptographically |inked
to each other, but cannot be discovered by neans of crypto-analysis. 17.
The met hod according to Cdaiml19, char acteri zedint hat the
crypt ogr XPHPE#%nki ng of the two types. of data is such t hACTRERAHear
frac- tions are added that are knom‘?osn1y to the reliable contact station
and to the checking station. 18. The nethod according to one or nore of
the preceding claims, c har act er - ized in that the generated

for gery-qy, 00T TIlOGUIRBA e cRlindab Jnk BF HdHS of OMiRlsN BONELH & Y&t ¥Rized
information. 19. The nethod according to Caim 18, characterized in that

the nonetary ivaltdeat nformation is cryptographically connected to the
docunent or gdata record jn such way .t hat.. eck .val ue,can be formed by
conpar i ng t nde hEatzRyt da R Sredratataibuifen S Ge b bR ReILES ecor o
20. The met haflseeRH By REkahd oPAPpRLanfBER. Of Clainms 18 or 19, characterize d
in that the nonetary value information contains proof of the paynent of

postage amounts. 21. The nmethod according to Claim?20, char act er.

z ed.i h g t nonet.ar | i nformation _that. prqves the paynent of
postagen1a7tr'mun serf“;étﬁgﬁila% g%g %(g)q’l%len!iln'?igT(in%gtrfi&%eJétzzf(gflrfhtgl%:I?)current pr oducer.

22. The net hale apgsdhpiic liakpaefahe bod Bpel ofdatalts s@éh Bt Zon-lifdsafiaet eri ze d
in that WO 03/079609 PCT/ DEO3/ 00760 . .
tions are added that are known only to the reliable contact station and to the

checking station.

18.  The method according to one or more of the preceding claims,character-
ized in that
the generated forgery-proof documents or data records contain monetary value

information.

19. The method according to Claim 18,characterized in that
the monetary value information is cryptographically connected to the document
or data record in such a way that a check value can be formed by comparing the

monetary value information to the document or data record.

20.  The method according to one or both of Claims 18 or 19, characterized
in that
the monetary value information contains proof of the payment of postage

amounts.

21.  The method according to Claim 20,characterized in that
the monetary value information that proves the payment of postage amounts is

linked to identification data of the document producer.

22.  The method according to one or both of Claims 20 or 21,characterized

in that




-26 the nonetary value information is linked to address data. 23. A val ue
transfer center wwth an interface for | oading nonetary val ues,
characterized in that the value transfer center contains an interface to

receive C ted information of a cryptographically reli act
station ‘&ﬁc?g%%‘s@errpor arily store the _received encrypted b’g?hﬁﬂ%&%ﬁ 24.
The value transfer center according 10 T aim 23, characterized in that the

information is encrypted in such a way that it cannot be decrypted in the
val ue transfer center. 25. The value transfer center according to one or

nore of O ai Nhe Adnétary>éhlue BRAFMAGHEIS 1AREd tdladdhét dhta. cont ai ns means for
recei ving val ue transfer requests by at | east one crypto- graphic nodul e

and for forwarding the received encrypted information at a different point

in time.,26. &&Jlé{?ttf’a%‘{sﬁe?hé{ht%%}féheﬁﬂ%t&?”%rf%tr‘l%gdfn  fiondt [ Qffycdocument s
W th nmeans to 1ssue encrypted checking intormation and a chreck val ue,
characteri zedt hhnatthatr itzal crypiiogt aphi ¢ nodul e contains at | east one neans
for receiving and decryfpt- ing key information and at | east one neans for

(S
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for the data rec or na
received encrypted information.

24.  The value transfer center according to Claim 23, characterized in
that
the information is encrypted in such a way that it cannot be decrypted in the

. value transfer center.

25.  The value transfer center according to one or more of Claims 23 to 24,
characterized in that
it contains means for receiving value transfer requests by at least one crypto-
graphic module and for forwarding the received encrypted information at a

different point in time.

26. A cryptographic module for generating forgery-proof documents with means to
issue encrypted checking information and a check value,characterized
in that
the cryptographic module contains at least one means for receiving and decrypt-
ing key information and at least one means for receiving a document or a data
record, and in that the cryptographic module has at least one means to form a

check value for the document or for the data record using the key information.




