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USER DEVICE
161
DATA NETWORK INPUTOUTPUT
PROCESSOR INTERFACE ELEMENTS
101A 1018 101C
COMPUTER READABLE SECURE
MEDIUM MEMORY
104F 101D
APPLICATION OPERATING
101E-1 SYSTEM ANTENNA
101E-2
101E
DIRECTORY SERVICE COMPUTER
103
DATA NETWORK DATABASE
PROCESSOR INTERFACE 103¢
1034 1038
VIRTUAL
COMPUTER READABLE MEDIUM ACCESS DATA
103D 10361
DATA RETRIEVAL MAPPING PRIMARY
MODULE MODULE ACCESS DATA
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TOKEN SERVICE COMPUTER
164
DATA PROCESSOR iﬁ%@gg@f& DATABASE
1044 v 104G

COMPUTER READABLE MEDIUM

104D
DETOKENIZATION TOKEN TOKEN LIFECYCLE
GENERATION
MODULE oL MODULE
104D-1 e 104D-3
AUTHORIZING COMPUTER
105
DATA NETWORK
PROCESSOR INTERFACE DAFBASE
105A 1058 105G
COMPUTER READABLE MEDIUM
105D
RISK
AUTHORIZING MAPPING DETERVINATION
MODULE MODULE Shel
105D-1 105D-2

105D-3
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TRANSMIT VIRTUAL ACCESS DATA TO DIRECTORY SERVER
COMPUTER

2101

ki

RECEIVE REQUEST INCLUDING IDENTIFYING INFORMATION TO
CONDUCT INTERACTION

2102

;

TRANSMIT IDENTIFYING INFORMATION TO DIRECTORY SERVICE
COMPUTER
S103

A\

PROVIDE PROVISIONING REQUEST WITH VIRTUAL ACCESS
ACCOUNT IDENTIFER TO TOKEN SERVICE COMPUTER
S104

k4

PROVIDE ACCESS TOKEN TO APPLICATION COMPUTER
2105

\7

PROVIDE ACCESS TOKEN TO USER DEVICE
5106
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INITIATE INTERACTION WITH USER DEVICE
S107

\:2

PROVIDE AUTHORIZATION REQUEST MESSAGE TO TRANSPORT COMPUTER
2108

¥

PROVIDE AUTHORIZATION REQUEST MESSAGE TO PROCESSING COMPUTER
5108

A\

PROVIDE ACCESS TOKEN TO TOKEN SERVICE COMPUTER
S110

A

PROVIDE AUTHORIZATION REQUEST MESSAGE TO AUTHORIZING COMPUTER
S11d

‘

RECEIVE AUTHORIZATION RESPONSE MESSAGE
Si112

4

OBTAIN ACCESS TOKEN
5113

A

PROVIDE AUTHORIZATION RESPONSE MESSAGE TO TRANSPORT COMPUTER
S114

k4

PROVIDE AUTHORIZATION REQUEST MESSAGE TO APPLICATION COMPUTER
2115

v

NOTIFY USER DEVICE
$118




