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TI ME- LOCKED NETWORK AND NODES FOR EXCHANG NG SECURE DATA
PACKETS

BACKGROUND | NFORVATI ON

1. Fi el d:

[ 0001] The present disclosure relates generally to
managi ng a network and, in particular, to managing the
exchange of data between nodes within a network. Stil
nore particularly, the disclosure relates to a
configuration for a node in a network that allows secure
data to be received and transm tted based on a
predet er mi ned schedul e.

2. Backgr ound:

[ 0002] Net wor ks are frequently used to exchange data
bet ween hardware devi ces such as, for exanple, conputers,
servers, user devices, and other types of devices. As
used herein, a “network” nmay be conprised of one or nore
conputer networks that are interconnected. This type of
network may al so be referred to as an “internetwork”. A
“conputer network”, as used herein, is a collection of
conput ers and/ or processors that are interconnected by
comuni cations channels that allow data to be exchanged.
The Internet is an exanple of a network conprised of
mul ti pl e interconnected conmputer networks.

[ 0003] The data exchanged between hardware devices in
a network may take the formof, for exanple, data
streans. Each data stream nay be conprised of data
packets. Data packets may also be referred to as network
packets in some cases. Exchanging data may incl ude

recei ving data packets and/or sendi ng data packets.

[ 0004] Data may be transmtted froma source device in

a network to a destination device in the network using
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one or nmore nodes in the network. As used herein, a
“node” includes any hardware equi pnent that may be used
to receive data packets, process these data packets, and
then send these data packets to one or nore other nodes
in the network and/or to a destination device. The data
packets received at the node nmay be received froma
source device and/or fromone or nore nodes in the

net wor k.

[ 0005] The hardware equi pnment that forns a node may

i nclude, for exanple, without limtation, any nunber of
routi ng devices, switching devices, buffers, control

i nes, gateways, and/or other types of equipnment. The
different nodes in a network forma node network within
t he networ k.

[ 0006] In sone situations, an undesired inconsistency
may occur during the exchange of data within a network.
The undesired inconsistency may be, for exanple, wthout
[imtation, a buffer overflow, a denial of service event,
a server crash, a loss of data packets, or sone other
type of undesired event that occurs during the exchange
of data. Various solutions for reducing the possibility
of an undesired inconsistency during the exchangi ng of
data within a network are currently avail able. However,
sonme of these currently avail able solutions may not be as
effective as desired.

[ 0007] For exanple, sone currently avail able sol utions
may be able to prevent only certain types of undesired

i nconsi stencies and not others. For exanple, sone
currently avail able methods for preventing buffer
overfl ow use software addressing or nenory techni ques.
However, these techni ques nay be unable to protect

agai nst heap overflows as well as stack-based overfl ows.
[ 0008] As anot her exanple, sone currently avail abl e

met hods for preventing denial of service events may try
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to stop the flow of data packets received from

unaut hori zed source devices by denying data packets
received fromcertain ports, data packets received from
certain internet protocol (IP) addresses, and/or data
packets received based on certain comruni cations
protocols. However, these nethods may be unable to

prot ect agai nst unaut horized source devices that use for
exanple, without limtation, protocol spoofing, internet
prot ocol address spoofing, and/or other types of

techni ques. Therefore, it would be desirable to have a
nmet hod and apparatus that takes into account at | east
sonme of the issues discussed above, as well as other
possi bl e issues.

SUMVARY

[ 0009] In one illustrative enbodi nent, a nethod for
transmtting secure data packets through a node network
is provided. Unsecure data packets are received at a set
of unsecure inputs and secure data packets are received
at a nunber of secure inputs in a node in the node
network. The secure data packets are authorized to be
sent to a nunber of secure destination devices. The
unsecure data packets are not authorized to be sent to

t he nunber of secure destination devices. The secure
dat a packets and the unsecure data packets are integrated
to forma nunber of output data streans based on a
predet erm ned schedul e. The nunber of output data
streanms is sent to a nunber of next nodes in the node

net wor k.

[ 0010] In another illustrative enbodi nent, a nethod
for transmtting secure data packets to a nunber of
secure destination devices is provided. A nunber of

i nput data streans are received at a node in a node
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network. The secure data packets are separated from
unsecure data packets received in the nunber of input
data streans based on a predeterm ned schedule. The
secure data packets are authorized to be sent to the
nunber of secure destination devices. The unsecure data
packets are not authorized to be sent to the nunber of
secure destination devices. The secure data packets are
sent to the nunber of secure destination devices as a
nunber of secure output data streans from a nunber of
secure outputs in the node.

[ 0011] In yet another illustrative enbodi nent, a node
in a node network conprises a nunber of secure inputs, a
set of unsecure inputs, a timng controller, and a nunber
of outputs. The nunber of secure inputs is configured to
recei ve secure data packets. The secure data packets are
aut horized to be sent to a nunber of secure destination
devices. The set of unsecure inputs is configured to
recei ve unsecure data packets. The unsecure data packets
are not authorized to be sent to the nunber of secure
destination devices. The timng controller is configured
to control integration of the secure data packets and the
unsecure data packets into a nunber of output data
streans based on a predeterm ned schedul e. The nunber of
outputs is configured to send the nunber of output data
streans to a nunber of next nodes in the node network.

[ 0012] In still yet another illustrative enbodi ment, a
node in a node network conprises an nunber of inputs, a
timng controller, and nunber of secure outputs. The
nunber of inputs is configured to receive a nunber of

i nput data streans from a nunber of previous nodes in the
node network. The timng controller is configured to
separate secure data packets from unsecure data packets
received in the nunber of input data streans based on a

predeterm ned schedule. The secure data packets are
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aut horized to be sent to a nunber of secure destination
devi ces. The unsecure data packets are not authorized to
be sent to the nunmber of secure destination devices. The
nunber of secure outputs is configured to send the secure
data packets to the nunmber of secure destination devices
as a nunber of secure output data streans.

[ 0013] The features and functions can be achi eved

i ndependently in various enbodi nents of the present

di scl osure or may be conbined in yet other enbodinents in
whi ch further details can be seen with reference to the
foll ow ng description and draw ngs.

BRI EF DESCRI PTI ON OF THE DRAW NGS

[ 0014] The novel features believed characteristic of
the illustrative enbodinents are set forth in the
appended clains. The illustrative enbodi nents, however,

as well as a preferred node of use, further objectives
and features thereof, wll best be understood by
reference to the follow ng detail ed description of an
illustrative enbodi nent of the present disclosure when
read in conjunction with the acconpanyi ng draw ngs,
wher ei n:

[ 0015] Figure 1 is an illustration of a network in the
formof a block diagramin accordance with an
illustrative enbodi ment;

[ 0016] Figure 2 is an illustration of an ingress node
in the formof a block diagramin accordance with an
illustrative enbodi ment;

[ 0017] Figure 3 is an illustration of an egress node
in the formof a block diagramin accordance with an
illustrative enbodi ment;

[ 0018] Figure 4 is an illustration of a node network

in accordance with an illustrative enbodi nent;



10

15

20

25

[ 0019] Figure 5is an illustration of data packets
bei ng exchanged across a node network in accordance with
an illustrative enbodi nent;

[ 0020] Figure 6 is an illustration of data packets
bei ng exchanged across a node network in accordance with
an illustrative enbodi nment;

[ 0021] Figure 7 is an illustration of a node
functioning as an ingress node is in accordance with an
illustrative enbodi nent;

[ 0022] Figure 8 is an illustration of a node
functioning as an egress node is in accordance with an

illustrative enbodi ment;

[ 0023] Figure 9 is an illustration of output data
streans being sent to destination devices in accordance
with an illustrative enbodi nent;

[ 0024] Figure 10 is an illustration of a process for

transmtting secure data packets through a node network
in the formof a flowhart in accordance with an
illustrative enbodi nment;

[ 0025] Figure 11 is an illustration of a process for
transmtting secure data packets to a number of secure
destination devices in the formof a flowhart in
accordance with an illustrative enbodi nent; and

[ 0026] Figure 12 is an illustration of a data
processing systemin the formof a block diagramin

accordance with an illustrative enbodi nent.
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DETAI LED DESCRI PTI ON

[ 0027] The different illustrative enbodi nents
recogni ze and take into account a nunber of different
considerations. For exanple, the illustrative

enbodi ments recogni ze and take into account that sone
currently avail able solutions for reducing the
possibility of undesired inconsistencies occurring during
the transm ssion of data over a network may not be as
effective as desired. |In particular, solutions that

i nclude, for exanple, bounds checking, canary val ues,
taggi ng, and/or other techniques may be unable to protect
agai nst as wi de a range of undesired inconsistencies as
desired.

[ 0028] For exanple, sone currently avail abl e sol utions
may be unable to prevent a potential hacker from

i ntroduci ng an undesired inconsistency into a data stream
of secure data packets. As used herein, “secure data
packets” may include data packets that are both

aut hori zed for transm ssion through the network and/or
aut hori zed to reach a secure destination device for the
data packets. These data packets, for exanple, my be
encrypted, may be password-protected, and/or may neet

sel ected authentication criteria. Further, “unsecure
data packets” may include data packets that may or nmay
not be authorized for transm ssion through the network
but that are not authorized to reach the secure
destinati on device.

[ 0029] The illustrative enbodi nents recogni ze and t ake
into account that it may be desirable to transmt secure
data packets froma source device across a node network
to a destination device using a predeterm ned node

pat hway and a predeterm ned schedule. The predetermnm ned

node pathway may identify the ingress node at which the
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secure data packets may enter the node network fromthe
source device and the egress node at which the secure
data packets may exit the node network to the destination
device. Further, the predeterm ned node pat hway nmay
identify any nodes through which the secure data packets
may pass between the ingress node and the egress node.

[ 0030] The predeterm ned schedule may identify the
specific times at which each node al ong the predeterm ned
node pathway may transmt the secure data packets. In
particul ar, each secure data packet may be required to be
transmtted froma node at a specified tine. This type
of node network across which secure data packets nay be
transmtted may be referred to as a time-|ocked node

net wor k.

[ 0031] The illustrative enbodi nents recogni ze and t ake
into account that a tine-|locked node network may be
capabl e of providing a desired | evel of protection

agai nst unaut hori zed users and unaut hori zed devi ces
attenpting to cause undesired inconsistencies to occur
during the transm ssion of secure data packets. Wth a
ti me-1 ocked node network, an unauthorized user or

unaut hori zed device nay need to know the specific tines
at which secure data packets are to be transmtted froma
particul ar node as well as the particular nodes that are
part of the predeterm ned node pathway to be able to
cause undesired inconsistencies to occur during the
transm ssion of the secure data packets.

[ 0032] The illustrative enbodi nents recogni ze and t ake
into account that a tine-locked node network may provide
a w der range of protection and a greater |evel of
protection agai nst undesired inconsistencies as conpared
to some currently available solutions. Further, the
illustrative enbodi nents recogni ze and take into account

that the ingress node and the egress node in a
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predet er mi ned node pathway for the transm ssion of secure
dat a packets may need to have configurations capabl e of
controlling the processing and transm ssion of the secure
dat a packets based on the predeterm ned schedul e.

[ 0033] Thus, the illustrative enbodi ments provide a
configuration for an ingress node and a configuration for
an egress node. In one illustrative enbodi nent, a nethod
for transmtting secure data packets through a node
network is provided. Unsecure data packets are received
froma set of unsecure source devices and secure data
packets from a nunber of secure source devices at a node
in the node network. The secure data packets are

aut horized to be sent to a nunber of secure destination
devi ces. The unsecure data packets are not authorized to
be sent to the nunber of secure destination devices. The
secure data packets and the unsecure data packets are
integrated to forma nunber of output data streans based
on a predeterm ned schedule. The nunber of output data
streans is sent to a nunber of next nodes in the node

net wor k.

[ 0034] In another illustrative enbodi nent, a nethod
for transmtting secure data packets to a nunber of
secure destination devices is provided. A nunber of

i nput data streans is received. The secure data packets
are separated fromunsecure data packets received in the
nunber of input data streans based on a predeterm ned
schedul e. The secure data packets are authorized to be
sent to the nunmber of secure destination devices. The
unsecure data packets are not authorized to be sent to

t he nunber of secure destination devices. The secure
data packets are sent to the nunber of secure destination
devi ces as a nunber of secure output data streans.

[ 0035] Wth reference nowto Figure 1, an illustration

of a network in the formof a block diagramis depicted



10

15

20

25

30

in accordance with an illustrative enbodinment. |In Figure
1, network 100 may be conprised of devices 101 that are
i nterconnected. A device, such as one of devices 101,
may be a hardware device that conprises hardware and, in
sone cases, software. In these illustrative exanples,

t he operations, functions, and/or processes described as
bei ng performed by a device may be perfornmed by the

har dware and/ or software within the device.

[ 0036] In one illustrative exanple, devices 101 may

i ncl ude conputers and, in sone cases, other hardware
conponents. As used herein, a “conputer” may be any type
of programmabl e device configured to send and/or receive
data over a communi cations channel. For exanple, a
conputer in devices 101 may take the formof a

m croconputer, a desktop conputer, a | aptop conputer, a
tabl et conputer, a smartphone, a personal digital

assi stant (PDA), a workstation, a server conputer, a Wb
server, a client conputer, a mainframe conputer, a

super computer, a processor, a m Ccroprocessor, or sone

ot her type of data processing system

[ 0037] Devi ces 101 nay be configured to exchange data
wi th each other using node network 102 wi thin network
100. Node network 102 is formed by plurality of nodes
104 that are interconnected. As one illustrative
exanpl e, one of devices 101 nay send data to anot her one
of devices 101 using at least a portion of plurality of
nodes 104. The device sending the data may be referred
to as the source device, while the device receiving the
data nay be referred to as the destination device. In
sone cases, a node in plurality of nodes 104 may be one
of devices 101.

[ 0038] In these illustrative exanples, data nay be
sent froma source device to a destination device across

node network 102 in the formof data streans conprised of

10
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data packets. In one illustrative exanple, wthout
limtation, nunber of source devices 105 may send i nput
data streans into node network 102. Further, nunber of
destination devices 106 may be configured to receive

out put data streans from node network 102.

[ 0039] As used herein, a “nunber of” itens nmeans one
or nore itens. For exanple, nunber of source devices 105
may be one or nore source devices. Further, nunber of
destination devices 106 may be one or nore destination
devi ces.

[ 0040] As depicted, nunber of source devices 105 may

i nclude set of unsecure source devices 108 and nunber of
secure source devices 109. Further, nunber of
destination devices 106 may include set of unsecure
destination devices 110 and nunmber of secure destination
devices 111. As used herein, a “set of” itens nay be
zero or nore itens. In this manner, a set of itens may
be an enpty or null set in some cases. For exanple, set
of unsecure source devices 108 may be zero, one, two,
four, or some other set of unsecure source devices 108.

[ 0041] An “unsecure source device”, such as one of set
of unsecure source devices 108, may be a device that is
authorized to send data through node network 102 but that
is not authorized to send data to one or nobre secure
destination devices. The type of data sent from an
unsecure source device may be “unsecure data packets”. A
“secure source device”, such as one of nunber of secure
source devices 109, may be a device that is both
authorized to send data through node network 102 and

aut horized to send data to one or nore secure destination
devices. The type of data sent froma secure source
device may be “secure data packets”.

[ 0042] Further, an “unsecure destination device”, such
as one of set of unsecure destination devices 110, may be

11
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a device that is not authorized to receive secure data
packets through node network 102. A “secure destination
devi ce”, such as one of nunber of secure destination
devices 111, nmay be a device that is authorized to
recei ve secure data packets through node network 102. For
exanple, without limtation, secure destination device
may be a secure server, a secure end-node, a secure end-
device, or a secure Wb server

[ 0043] In these illustrative exanpl es, data packets
may enter node network 102 through ingress node 112.
These data packets may then be transmtted fromingress
node 112 through set of nodes 114 to egress node 116.
Dat a packets nmay | eave node network 102 through egress
node 116.

[ 0044] As one illustrative exanple, a source device in
nunber of source devices 105 nay send data packets into
node network 102 through ingress node 112. These data
packets may then be transmtted fromingress node 112 to
egress node 116 through set of nodes 114. The data
packets may then be sent to a destination device in
nunber of destination devices 106 from egress node 116.

[ 0045] Node 120 is an exanple of one of plurality of
nodes 104 in node network 102. Node 120 may be

i npl emented such that node 120 nay be capabl e of
functioning as ingress node 112, one of set of nodes 114,
and/ or egress node 116.

[ 0046] As depicted, node 120 may i ncl ude nunber of

i nputs 122, nunber of outputs 124, first networKking
device 126, second networ ki ng device 128, and timng
controller 130. Nunber of inputs 122 nmay conprise any
nunber of switches, buffers, and/or other types of

har dwar e equi pnent and/or software configured to receive
data. Nunmber of outputs 124 may conprise any nunber of

12
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swi tches, buffers, and/or other types of hardware

equi pnent and/or software configured to send data.

[ 0047] Further, first networking device 126 and second
net wor ki ng device 128 nmay conpri se hardware equi pnent
and/ or software configured to process the data received
by nunber of inputs 122 and send this data to nunber of
outputs 124. First networking device 126 and second
net wor ki ng device 128 nmay have swi tching and/or routing
capabilities. Timng controller 130 may be configured to
control the receiving, processing, and sending of data to
or from node 120 based on a specified timng.

[ 0048] Potential configurations for a node functioning
as ingress node 112 are described in Figure 2 bel ow
Potential configurations for a node functioning as egress
node 116 are described in Figure 3 bel ow

[ 0049] Wth reference nowto Figure 2, an illustration
of an ingress node in the formof a block diagramis
depicted in accordance with an illustrative enbodi nent.
As depicted, ingress node 112 includes nunber of inputs
202, nunber of outputs 204, first networking device 206,
second networ ki ng device 208, and timng controller 210.

[ 0050] In this illustrative exanple, nunber of inputs
202 may be configured to receive nunber of input data
streans 212 from nunber of source devices 105 in Figure
1. Nunmber of inputs 202 may include set of unsecure

i nputs 203 and nunber of secure inputs 205. These inputs
may be, for exanple, ports. An unsecure input is an

i nput that has not been designhated to receive secure data
packets. A secure input is an input that has been
designated to receive secure data packets. |In sone
cases, a secure input may be designated to only receive
secure data packets. However, in other exanples, a
secure input rmay be designated to receive a conbination

of both secure data packets and unsecure data packets.

13
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[ 0051] As depicted, set of unsecure inputs 203 is
configured to receive set of unsecure input data streans
214 and nunber of secure inputs 205 is configured to
recei ve nunber of secure input data streanms 216. Each of
set of unsecure input data streans 214 may be conpri sed
of unsecure data packets, while each of nunber of secure
i nput data streans 216 may be conprised of secure data
packets. Ingress node 112 nay be configured to receive
nunber of input data streans 212, process the data
packets in nunber of input data streanms 212, and send out
t hese data packets in the formof nunber of output data
streans 220.

[ 0052] As depicted, nunber of inputs 202 may i ncl ude
set of switches 222 and set of buffers 224 in any order.
Set of unsecure inputs 203 nay process set of unsecure

i nput data streans 214 using at |east a portion of set of
sw tches 222 and set of buffers 224 in any order and send
t he unsecure data packets in set of unsecure input data
streans 214 to first networking device 206. Further,
nunber of secure inputs 205 may process nunber of secure
i nput data streans 216 using at |east a portion of set of
switches 222 and set of buffers 224 in any order and send
t he secure data packets in nunber of secure input data
streans 216 to second networking device 208.

[ 0053] In sonme cases, the portion of set of swtches
222 used to send the secure data packets to second
net wor ki ng devi ce 208 nmay be controlled by timng
controller 210. Timng controller 210 may determ ne when
each of these secure data packets is to be sent to nunber
of outputs 204.

[ 0054] In this illustrative exanple, first networking
devi ce 206 may conprise set of switches 230, set of
routers 232, set of buffers 234, and/or other types of
har dwar e and/ or software equi pnent. Further, second

14
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net wor ki ng devi ce 208 nmay conprise set of switches 236
set of routers 238, set of buffers 240, and/or other
types of hardware and/or software equi pnent. Timng
controller 210 may control first networking device 206
and/ or second networking device 208 dependi ng on the

i npl ementation. Timng controller 210 nmay determ ne the
times at which unsecure data packets and secure data
packets are to be sent to nunmber of outputs 204.

[ 0055] As depicted, nunber of outputs 204 may incl ude
set of switches 242 and set of buffers 244 in any order.
Nunber of outputs 204 nay be configured to integrate the
unsecure data packets received fromfirst networking
devi ce 206 and the secure data packets received from
second networ ki ng device 208 to form nunber of out put
data streans 220. |In particular, timng controller 210
may determne the tinmes at which each of the secure data
packets is inserted into an output data streamin nunber
of output data streams 220. Nunber of outputs 204 may
send nunber of output data streans to a nunber of next
nodes within node network 102 in Figure 1

[ 0056] Wth reference nowto Figure 3, an illustration
of an egress node in the formof a block diagramis
depicted in accordance with an illustrative enbodi nent.
As depicted, egress node 116 includes nunber of inputs
302, nunmber of outputs 304, first networking device 306,
second networ ki ng device 308, and timng controller 310.
[ 0057] In this illustrative exanple, nunber of inputs
302 may be configured to receive nunber of input data
streans 312 from a nunber of previous nodes in node
network 102 in Figure 1. Egress node 116 may be
configured to receive nunber of input data streans 312,
process the data packets in nunber of input data streans
312, and send out these data packets to nunber of

15
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destination devices 106 in Figure 1 in the form of nunber
of output data streans 316.

[ 0058] Nunmber of output data streans 316 may i ncl ude
set of unsecure output data streans 318 and nunber of
secure output data streans 320. Each of set of unsecure
out put data streans 318 may be conprised of unsecure data
packets, while each of nunber of secure output data
streans 320 nay be conprised of secure data packets.

[ 0059] As depicted, nunber of inputs 302 may include
set of switches 322 and set of buffers 324 in any order.
Nunber of inputs 302 may process nunber of input data
streans 312 using set of switches 322 and set of buffers
324. Nunber of inputs 302 nay send the unsecure data
packets in nunber of input data streanms 312 to first
net wor ki ng device 306. Further, nunber of inputs 302 may
send the secure data packets in nunber of input data
streans 312 to second networking device 308.

[ 0060] In some cases, set of switches 322 may be
controlled by timng controller 310. Timng controller
310 may use the tinmes at which each data packet is

recei ved at nunber of inputs 302 to determ ne whet her the
data packet is a secure data packet or an unsecure data
packet. For exanple, a data packet may be identified as
a secure data packet based on the specific tine the data
packet was received based on a predeterm ned schedul e.

[ 0061] In this illustrative exanple, first networking
device 306 may conprise set of switches 326, set of
routers 328, set of buffers 330, and/or other types of
har dwar e equi pnent and/or software. Further, second
net wor ki ng devi ce 308 may conprise set of switches 332,
set of routers 334, set of buffers 336, and/or other
types of hardware equi pnent and/or software. Timng
controller 310 may control first networking device 306

and/ or second networking device 308 depending on the
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inpl ementation. Timng controller 310 may determ ne the
times at which unsecure data packets and secure data
packets are to be sent to nunber of outputs 304.

[ 0062] Nunmber of outputs 304 may include set of
unsecure out puts 311 and nunber of secure outputs 313.
These out puts may be, for exanple, ports. An unsecure
output is an output that has not been designated to send
out secure data packets. A secure output is an output

t hat has been designated to send out secure data packets.
In some cases, a secure output may be designated to only
send out secure data packets. However, in other
exanpl es, a secure output may be designated to send out a
conbi nation of both secure data packets and unsecure data
packet s.

[ 0063] As depicted, nunber of outputs 304 may include
set of switches 338 and set of buffers 340 in any order.
Set of unsecure outputs 311 may be configured to send the
unsecure data packets to set of unsecure destination
devices 110 in Figure 1 in the formof set of unsecure
out put data streanms 318. Further, nunber of secure

out puts 313 may be configured to send the secure data
packets to nunber of secure destination devices 111 in
Figure 1 in the formof nunber of secure output data
streans 320.

[ 0064] In this manner, egress node 116 nay separate
secure data packets from unsecure data packets and may
ensure that only secure data packets are sent to nunber
of secure destination devices 111 in Figure 1. Egress
node 116 may ensure that unsecure data packets do not
reach nunber of secure destination devices 111 in Figure
1

[ 0065] The illustrations of network 100 in Figure 1

i ngress node 112 in Figure 2, and egress node 116 in

Figure 3 are not neant to inply physical or architectural
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limtations to the manner in which an illustrative

enbodi mrent may be inplenented. O her conponents in

addition to or in place of the ones illustrated may be
used. Sone conponents may be optional. Also, the bl ocks
are presented to illustrate sonme functional conponents.

One or nore of these bl ocks may be conbi ned, divided, or
conbi ned and divided into different bl ocks when
inplemented in an illustrative enbodi nent.

[ 0066] Wth reference nowto Figure 4, an illustration
of a node network is depicted in accordance with an
illustrative enbodinment. 1In Figure 4, node network 400
may be an exanple of one inplenentation for node network
102 in Figure 1. As depicted, node network 400 incl udes
nodes 402, 404, 406, 408, 410, 412, 414, 416, 418, 420,
and 424. These nodes may be configured to conmunicate
usi ng comuni cations |inks 426. Comuni cations |inks 426
may i nclude, for exanple, any nunber of wreless

comuni cations |inks, wred communications |inks, optical
communi cations |inks, and/or other types of

conmuni cations |inks.

[ 0067] In this illustrative exanple, node pathway 428
may be a pat hway through node network 400 that has been
presel ected for use in sending data through node network
400. Node pat hway 428 i ncl udes node 402, node 408, node
410, node 416, and node 418 in this exanple. Node 402
may be the ingress node in node pathway 428, while node
418 may be the egress node in node pathway 428.

[ 0068] Data may be sent al ong node pat hway 428 based
on a predeterm ned schedule. For exanple, wthout
limtation, the different nodes in node network 400 may
all be configured to receive timng signals from clock
430. dock 430 may be, for exanple, without limtation,
a satellite clock, a global positioning systemsatellite

cl ock, or sone other type of clock either commmon,
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coupl ed, or separate and/or either in-band or out-of-
band.

[ 0069] Each node al ong node pat hway 428 nay be
configured to use the timng signals received from cl ock
430 to determ ne the specific tines at which secure data
packets are to be received and sent from each node.

Furt her, each node al ong node pat hway 428 nay be
configured to take into account the propagation del ay
bet ween nodes. For exanple, without limtation,
propagati on del ays 432, 434, 436, and 438 nay be taken
into account when determning the tinmes at which each
node al ong node pat hway 428 is scheduled to receive
secure data packets and send out secure data packets.

[ 0070] Wth reference nowto Figure 5 an illustration
of data packets bei ng exchanged across a node network is
depicted in accordance with an illustrative enbodi nent.
In this illustrative exanple, data packets 502 are being
exchanged across node network 400 from Figure 4. Secure
dat a packets may be authorized to be transmtted across
node network 400 al ong node pat hway 428.

[ 0071] As the ingress node, node 402 nay receive
unsecure input data stream 504, unsecure input data
stream 506, and secure input data stream 508. These

i nput data streans may be configured to be sent through
node network 400 al ong node pat hway 428. Unsecure input
data stream 504 and unsecure input data stream 506 may be
recei ved from unsecure source devices. However, secure
i nput data stream 508 may be received froma secure
source device. The secure data packets in secure input
data stream 508 nay be configured to be sent through node
network 400 al ong node pat hway 428 at schedul ed tinme

sl ots 510.

[ 0072] As the egress node, node 418 may send out

unsecure out put data stream 512, unsecure output data
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stream 514, and secure output data stream 516. Unsecure
out put data stream 512 and unsecure output data stream
514 may be sent to unsecure destination devices.

However, secure output data stream 516 may be sent to a
secure destination device. Secure output data stream 516
conprises the secure data packets received in secure

i nput data stream 508 at node 402. Node 418 is
configured to ensure that only secure data packets and
not unsecure data packets reach secure destination

devi ces.

[ 0073] Wth reference nowto Figure 6, an illustration
of data packets bei ng exchanged across a node network is
depicted in accordance with an illustrative enbodi nent.
In this illustrative exanple, data packets 502 being
exchanged across node network 400 from Figures 4-5 may

i ncl ude unsecure authorized data packets 600, unsecure
unaut hori zed data packets 602, and secure data packets
604.

[ 0074] Unsecure aut horized data packets 600 may

i ncl ude data packets that may have been authorized for
transm ssi on through node network 400 but that have not
been aut horized to be sent to any secure destination
devi ces. Unsecure unauthorized data packets 602 may

i ncl ude data packets that may not have been authorized
for transm ssion through node network 400 and that have
not been authorized to be sent to any secure destination
devi ces. Unsecure unauthorized data packets 602 nay pose
i nformation security issues and/or undesired

i nconsi stency issues. Secure data packets 604 may

i ncl ude data packets that may have been authorized for
transm ssi on through node network 400 and that have been
aut horized to be sent to one or nore secure destination

devi ces.
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[ 0075] The predeterm ned schedul e established for the
transm ssion of data packets al ong node pat hway 428 may
ensure that only secure data packets are sent to secure
destination devices. For exanple, secure output data
stream 516 sent out by node 418 may not include any
unsecure authorized data packets or any unsecure

unaut hori zed data packets.

[ 0076] Wth reference nowto Figure 7, an illustration
of a node functioning as an ingress node is depicted in
accordance with an illustrative enbodi nent. As depi cted,
node 402 from Figures 4-6 may function as ingress node
700. Ingress node 700 may be an exanpl e of one

i npl enentation for ingress node 112 in Figure 2.

[ 0077] | ngress node 700 may i nclude nunber of inputs
702, nunber of outputs 704, first networking device 706,
second networ ki ng device 708, and timng controller 710.
Nunber of inputs 702 includes switch array 712, buffer
array 714, and switch array 716. Nunber of outputs 704

i ncludes switch array 718, buffer array 720, and switch
array 722.

[ 0078] In this illustrative exanple, an unsecure input
in nunber of inputs 702 receives unsecure input data
stream 724. In particular, this unsecure input processes
unsecure input data stream 724 using switch 726 in swtch
array 712, buffer 728 in buffer array 714, and switch 730
in swtch array 716. Further, another unsecure input in
nunber of inputs 702 receives unsecure input data stream
732. This other unsecure input processes unsecure input
data stream 732 using switch 734 in switch array 712,
buffer 736 in buffer array 714, and switch 738 in switch
array 716.

[ 0079] These two unsecure inputs send the unsecure
dat a packets in unsecure input data stream 724 and in

unsecure input data stream 732 to first networking device
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706. In this illustrative exanple, timng controller 710
does not control the tines at which these unsecure inputs
send unsecure data packets to first networking device
706.

[ 0080] Further, a secure input in nunber of inputs 702
receives secure input data stream 740. This secure input
processes secure input data stream 740 using switch 742
in switch array 712, buffer 744 in buffer array 714, and
swtch 746 in switch array 716. In this illustrative
exanple, switch 742, buffer 744, and switch 746 may be
controlled by timng controller 710.

[ 0081] Timng controller 710 may determ ne the tines
at which secure data packets in secure input data stream
740 are sent fromthe secure input to second networking
device 708. Further, timng controller 710 determ nes
when second networking device 708 is to send a secure
data packet to each of switch 748, switch 750, and switch
752 in switch array 718 in nunber of outputs 704. These
switches al so nay be controlled by timng controller 710.
[ 0082] An out put in nunber of outputs 704 uses swtch
748, buffer 754 in buffer array 720, and switch 756 in
switch array 722 to formoutput data stream 758. In
particular, a portion of the unsecure data packets
processed by first networking device 706 may be sent into
buffer 754. Timng controller 710 may control swtch
748, switch 756, first networking device 706, and second
net wor ki ng device 708 to determ ne when unsecure data
packets and when secure data packets are put into output
data stream 758.

[ 0083] Simlarly, another output in nunber of outputs
704 uses switch 750, buffer 760 in buffer array 720, and
swtch 762 in swtch array 722 to formoutput data stream
764. In particular, a portion of the unsecure data

packets processed by first networking device 706 nay be
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sent into buffer 760. Timng controller 710 may contr ol
swtch 750, switch 762, first networking device 706, and
second networ king device 708 to determ ne when unsecure
dat a packets and when secure data packets are put into
out put data stream 764.

[ 0084] Yet anot her output in nunber of outputs 704
uses swtch 752, buffer 766 in buffer array 720, and
swtch 768 in switch array 722 to form output data stream
770. In particular, a portion of the unsecure data
packets processed by first networking device 706 nay be
sent into buffer 766. Timng controller 710 may contr ol
switch 752, switch 768, first networking device 706, and
second networ ki ng device 708 to determ ne when unsecure
dat a packets and when secure data packets are put into
out put data stream 770.

[ 0085] Wth reference nowto Figure 8, an illustration
of a node functioning as an egress node is depicted in
accordance with an illustrative enbodi nent. As depi cted,
node 418 from Figures 4-6 may function as egress node
800. Egress node 800 may be an exanpl e of one

i npl enentation for egress node 116 in Figure 3. Egress
node 800 may i nclude nunber of inputs 802, nunber of

out puts 804, first networking device 806, second
net wor ki ng device 808, and timng controller 810.

[ 0086] In this illustrative exanple, nunber of inputs
802 includes switch array 812, buffer array 814, and
switch array 816. Nunber of outputs 804 includes switch
array 818, buffer array 820, and switch array 822.

[ 0087] As depicted, an input in nunber of inputs 802
is configured to receive input data stream 824. This

I nput processes input data stream 824 using switch 826 in
switch array 812, buffer 828 in buffer array 814, and
switch 830 in switch array 816. Timng controller 810

may control switch 826 and switch 830. |In particular,
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timng controller 810 may be used to determ ne which data
packets in input data stream 824 are secure data packets
and whi ch data packets are unsecure data packets based on
the tinmes at which these data packets are received at the
i nput .

[ 0088] The input sends the unsecure data packets to
first networking device 806. First networking device 806
sends the unsecure data packets to an unsecure output in
nunber of outputs 804. In this illustrative exanple, the
unsecure out put processes the unsecure data packets using
swtch 832 in switch array 818, buffer 834 in buffer
array 820, and switch 836 in switch array 822. The
unsecure out put forms unsecure output data stream 838
usi ng these unsecure data packets. In this illustrative
exanpl e, unsecure output data stream 838 does not include
any secure data packets. Unsecure output data stream 838
may be sent out to an unsecure destination device.

[ 0089] Further, the input sends the secure data
packets to second networking device 808. Second
net wor ki ng devi ce 808 sends the secure data packets to a
secure output in nunber of outputs 804. The secure

out put processes these secure data packets using switch
840 in switch array 818, buffer 842 in buffer array 820,
and switch 844 in switch array 822. The secure output
forms secure output data stream 846 using the secure data
packets. In this illustrative exanple, secure out put
data stream 846 does not include any unsecure data
packets. The secure output may send secure output data
stream 846 to a secure destination device.

[ 0090] Wth reference nowto Figure 9, an illustration
of output data streams being sent to destination devices
is depicted in accordance with an illustrative
enbodinment. In this illustrative exanple, unsecure

out put data stream 838 from Figure 8 may be sent to
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unsecure destination device 900, while secure output data
stream 846 may be sent to secure destination device 902.
[ 0091] As depi cted, unsecure destination device 900
takes the form of unsecure web server 904, while secure
destination device 902 takes the form of secure web
server 906. Unsecure web server 904 includes input

buf fer 908, processor 910, and data structure 912.

[ 0092] | nput buffer 908 is configured to receive the
unsecure data packets in unsecure output data stream 838
and store these unsecure data packets in data structure
912. Unsecure output data stream 838 nay incl ude
unsecure authorized data packets and/ or unsecure

unaut hori zed data packets. These unsecure data packets

i n unsecure output stream 838 may have undesired

i nconsi stenci es which may cause for exanple, wthout
limtation, buffer overflow, denial of service events,
server crashes, and/or other undesired events. Because

t hese unsecure data packets in unsecure output stream 838
are sent to unsecure destination device 900, the

undesi red i nconsi stencies and/or other undesired events
wi |l occur in unsecure destination device 900.
Consequently, the data stored in data structure 912 may
be consi dered conprom sed data 914.

[ 0093] Secure web server 906 may include input buffer
916, processor 918, and data structure 920. |Input buffer
916 is configured to receive the secure data packets in
secure output data stream 846 and store these secure data
packets in data structure 920. Because secure out put
data stream 846 does not include any unsecure data
packets, the data stored in data structure 920 may be
consi dered non-conprom sed data 922. Because secure

out put data stream 846 only includes secure data packets,
undesi red inconsi stencies such as, for exanple, wthout

limtation, buffer overflow denial of service events,
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server crashes, and/or other undesired events may not
occur in secure destination device 902.

[ 0094] The illustrations of node network 400 in
Figures 4-6, ingress node 700 in Figure 7, egress node
800 in Figure 8, and unsecure destination device 900 and
secure destination device 902 in Figure 9 are not neant
to inply physical or architectural limtations to the
manner in which an illustrative enbodi mrent nay be

i npl enented. O her conponents in addition to or in place
of the ones illustrated may be used. Sone conponents may
be optional.

[ 0095] The different components shown in Figures 4-9
may be illustrative exanples of how conponents shown in
bl ock formin Figures 1-3 may be inplemented as physi cal
structures. Additionally, the conponents shown in
Figures 4-9 may be conbined with conponents in Figure 1
used with conponents in Figure 1, or a conbination of the
t wo.

[ 0096] Wth reference nowto Figure 10, an
illustration of a process for transmtting secure data
packets through a node network in the formof a flowchart
is depicted in accordance with an illustrative

enbodi nent. The process illustrated in Figure 10 may be
i npl emented by, for exanple, without |imtation, ingress
node 112 in Figure 2.

[ 0097] The process nmay begin by receiving unsecure
data packets at a set of unsecure inputs and secure data
packets at a number of secure inputs in a node in the
node network (operation 1000). The secure data packets
may be aut horized to be sent to a nunber of secure
destination devices. However, the unsecure data packets
may not be authorized to be sent to the nunber of secure

desti nati on devi ces.
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[ 0098] Thereafter, the secure data packets and the
unsecure data packets may be integrated to form a nunber
of output data streanms based on a predeterm ned schedul e
(operation 1002). The nunber of output data streans may
then be sent to a nunber of next nodes in the node
network (1004), with the process termnating thereafter.
[ 0099] Wth reference now to Figure 11, an
illustration of a process for transmtting secure data
packets to a nunber of secure destination devices in the
formof a flowhart is depicted in accordance with an
illustrative enbodinent. The process illustrated in
Figure 11 may be inplenented by, for exanple, wthout
l[imtation, egress node 116 in Figure 3.

[ 00100] The process may begin by receiving a nunber of
i nput data streans at a node in a node network (operation
1100). Thereafter, secure data packets may be separated
fromunsecure data packets received in the nunber of

i nput data streans based on a predeterm ned schedul e
(operation 1102). The secure data packets may be

aut horized to be sent to a nunber of secure destination
devi ces. However, the unsecure data packets nmay not be
aut hori zed to be sent to the nunber of secure destination
devi ces.
[ 00101] The secure data packets may then be sent to the
nunber of secure destination devices as a nunber of
secure out put data streanms froma nunber of secure
outputs (1104), with the process termnating thereafter.
Further, in operation 1104, the set of unsecure data
packets may be sent to a set of unsecure destination
devices as a set of unsecure output data streans.

[ 00102] The flowharts and bl ock diagranms in the

di fferent depicted enbodinents illustrate the
architecture, functionality, and operation of sone

possi bl e i npl enent ati ons of apparatus and nethods in an
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illustrative enbodinment. 1In this regard, each block in
the flowharts or block diagrans may represent a nodul e,
a segnent, a function, and/or a portion of an operation
or step. For exanple, one or nore of the blocks nmay be

i npl enented as program code, in hardware, or a

conbi nati on of the program code and hardware. Wen

i npl enented in hardware, the hardware nmay, for exanple,
take the formof integrated circuits that are

manuf actured or configured to performone or nore
operations in the flowharts or bl ock di agrans.

[ 00103] In sone alternative inplenentations of an
illustrative enbodi nent, the function or functions noted
in the blocks may occur out of the order noted in the
figures. For exanple, in sone cases, two bl ocks shown in
successi on may be executed substantially concurrently, or
t he bl ocks may sonetines be perfornmed in the reverse
order, dependi ng upon the functionality involved. Al so,
ot her bl ocks nmay be added in addition to the illustrated
bl ocks in a flowchart or bl ock diagram

[ 00104] Turning nowto Figure 12, an illustration of a
data processing systemin the formof a block diagramis
depicted in accordance with an illustrative enbodi nment.
In this illustrative exanple, data processing system 1200
may be used to inplenent any one of nunber of source

devi ces 105, plurality of nodes 104, and/or nunber of
destination devices 106 in devices 101 in Figure 1
Further, data processing system 1200 may be used to

i npl enent any conponent within a node in plurality of
nodes 104.

[ 00105] In this illustrative exanple, data processing
system 1200 i ncl udes conmmuni cations framework 1202, which
provi des conmuni cati ons between processor unit 1204,
menory 1206, persistent storage 1208, conmunications unit
1210, input/output unit 1212, and display 1214.
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Comruni cations framework 1202 may be inplenented as a bus
systemin sone exanpl es.

[ 00106] Processor unit 1204 serves to execute
instructions for software that is | oaded into nenory 1206
to performa nunber of operations. Processor unit 1204
may be a nunber of processors, a nulti-processor core, or
sonme ot her type of processor, depending on the particul ar
i npl enentation. |In sone cases, processor unit 1204 may
take the formof a hardware unit, such as a circuit
system an application specific integrated circuit

(ASIC), a programmabl e | ogic device, or sone other
suitabl e type of hardware.

[ 00107] Menory 1206 and persistent storage 1208 are
exanpl es of storage devices 1216. Storage devices 1216
may be in comrunication with processor unit 1204 through
comuni cations framework 1202. A storage device, also
referred to as a conputer readabl e storage device, is any
pi ece of hardware capable of storing information such as,
for exanple, without Iimtation, data, programcode in
functional form and/or other suitable information either
on a tenporary basis and/or a permanent basis. Menory
1206 may be, for exanple, a random access nenory or any
ot her suitable volatile or non-volatile storage devi ce.

[ 00108] Persi stent storage 1208 nay take various forns
and conprise any nunber of conponents or devi ces,
depending on the particular inplementation. For exanple,
persistent storage 1208 nmay be a hard drive, a flash
menory, a rewitable optical disk, a rewitable magnetic
tape, or sonme conbi nation of the above. Depending on the
i npl emrentation, the nedia used by persistent storage 1208
may or nmay not be renovabl e.

[ 00109] Comruni cations unit 1210, in these exanpl es,
provi des for comuni cations with other data processing
systens or devices. Conmunications unit 1210 rmay provide

29



10

15

20

25

30

comuni cations through the use of either or both physi cal
and wirel ess comuni cations |inks.

[ 00110] | nput/out put unit 1212 allows for input and

out put of data with other devices that may be connected
to data processing system 1200. For exanpl e,

i nput/output unit 1212 may provide a connection for user

i nput through a keyboard, a nouse, and/or sone other

sui tabl e i nput device and/or may send output to a
printer. Display 1214 provides a nmechanismto display
information to a user.

[ 00111] I nstructions for the operating system
applications, and/or progranms may be | ocated in storage
devices 1216. The processes of the different enbodi nents
may be performed by processor unit 1204 using conputer-

i npl enmented instructions. These instructions are
referred to as program code, conputer usabl e program
code, or conputer readable program code and may be read
and executed by one or nobre processors in processor unit
1204.

[00112] In these exanpl es, program code 1218 is | ocated
in a functional formon conputer readable nedia 1220 t hat
is selectively renovable and nay be | oaded onto or
transferred to data processing system 1200 for execution
by processor unit 1204. Program code 1218 and conputer
readabl e nedia 1220 form conputer program product 1222 in
t hese exanpl es. Conputer readable nedia 1220 may t ake
the formof conmputer readabl e storage nedia 1224 or
conput er readabl e signal nedia 1226

[ 00113] Conmput er readabl e storage nedia 1224 is a

physi cal or tangi ble storage device used to store program
code 1218 rather than a nmediumthat propagates or
transmts program code 1218. Conputer readabl e storage
medi a 1224 may take the formof, for exanple, wthout
limtation, an optical or magnetic disk or a persistent

30



10

15

20

25

30

storage device that is connected to data processing
syst em 1200.

[ 00114] Al ternatively, programcode 1218 may be
transferred to data processing system 1200 usi ng conputer
readabl e signal nedia 1226. Conputer readabl e signal
medi a 1226 may be, for exanple, without Iimtation, a
propagat ed data signal containing programcode 1218.

This data signal may be an el ectromagnetic signal, an
optical signal, and/or sone other suitable type of signal
that nmay be transmtted over communi cations |inks that
are physical, optical, and/or wreless.

[ 00115] The different conponents illustrated for data
processi ng system 1200 are not neant to provide
architectural limtations to the manner in which

di fferent enbodi nents may be inplenented. The different
illustrative enbodi nents may be inplenented in a data
processi ng system i ncl udi ng conponents in addition to or
in place of those illustrated for data processing system
1200. O her conponents shown in Figure 12 can be varied
fromthe illustrative exanpl es shown. The different
enbodi ments nmay be inpl enented usi ng any hardware device
or system capabl e of running programcode. As one
exanpl e, the data processing system nay include organic
conponents integrated with inorgani c conponents and/ or
may be conprised entirely of organic conmponents excl udi ng
a human being. For exanple, a storage device may be
conpri sed of an organi c sem conductor.

[ 00116] Thus, the illustrative enbodi nents provide
configurations for nodes in a node network that allow
secure data packets to be sent to secure destination
devices. Using the node network described by the
illustrative enbodi nents, the possibility of undesired

i nconsi stencies occurring during the transm ssion of data
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t hrough the node network may be reduced to within

sel ected tol erances.

[00117] The description of the different illustrative
enbodi ments has been presented for purposes of
illustration and description, and is not intended to be
exhaustive or limted to the enbodiments in the form

di scl osed. Many nodifications and variations will be
apparent to those of ordinary skill in the art. Further,
different illustrative enbodi nents may provide different
features as conpared to other illustrative enbodi nents.
The enbodi nent or enbodi nents sel ected are chosen and
described in order to best explain the principles of the
enbodi nents, the practical application, and to enable
others of ordinary skill in the art to understand the

di scl osure for various enbodi nents with various

nodi fications as are suited to the particul ar use
cont enpl at ed.

Al so di scl osed herein:

A nethod for transmtting secure data packets through a
node network, the nethod conpri sing:
recei ving unsecure data packets at a set of unsecure
i nputs and secure data packets at a nunber of secure
inputs in a node in the node network,
wherein the secure data packets are authorized
to be sent to a nunmber of secure destination
devi ces; and
wherein the unsecure data packets are not
aut horized to be sent to the nunber of secure
destinati on devi ces;
integrating the secure data packets and the unsecure
data packets to forma nunber of output data streans

based on a predeterm ned schedul e; and
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sendi ng the nunber of output data streans to a

nunber of next nodes in the node network.

Optionally, wherein the step of integrating the secure
dat a packets and the unsecure data packets to formthe
nunber of output data streans based on the predetern ned
schedul e conpri ses:

form ng the nunber of output data streans using the
unsecure data packets; and

inserting each of the secure data packets into a
correspondi ng out put data streamin the nunber of out put
data streans based on the predeterm ned schedul e.

Optionally, wherein the step of inserting the each of the
secure data packets into the correspondi ng output data
streamin the nunber of output data streans based on the
pr edet erm ned schedul e conpri ses:

inserting the each of the secure data packets into
t he correspondi ng output data streamin the nunber of
out put data streans based on a corresponding tine at
whi ch the each of the secure data packets is to be sent

to a next node in the nunmber of next nodes.

A nethod for transmitting secure data packets to a nunber
of secure destination devices, the nmethod conpri sing:

receiving a nunber of input data streans at a node
in a node network;

separating the secure data packets from unsecure
data packets received in the nunber of input data streans
based on a predeterm ned schedul e,

wherein the secure data packets are authorized
to be sent to the nunber of secure destination

devi ces; and
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wherein the unsecure data packets are not
aut horized to be sent to the nunber of secure
destinati on devices; and
sendi ng the secure data packets to the nunber of
secure destination devices as a nunber of secure out put

data streans from a nunber of secure outputs in the node.

Optionally, wherein the step of separating the secure
data packets fromthe unsecure data packets received in
t he nunber of input data streans based on the
pr edet erm ned schedul e conpri ses:

identifying data packets in the nunber of input data
streans received at specified tines indicated in the
predet erm ned schedul e as the secure data packets.

Optionally, wherein the step of sending the secure data
packets to the nunber of secure destination devices as
t he nunber of secure output data streans conpri ses:
sendi ng the secure data packets to the nunber of
secure destination devices as the nunber of secure output
data streans fromthe nunber of secure outputs in the
node, wherein the nunber of secure destination devices
includes at | east one of a secure server, a secure end-

node, a secure end-device, and a secure Wb server.

Optionally, the nethod further conpri sing:

sendi ng the unsecure data packets to a set of
unsecure destination devices as a set of unsecure output
data streans froma set of unsecure outputs in the node,
wherein the unsecure data packets include at |east one of
unsecure authorized data packets and unsecure

unaut hori zed data packets.

A node in a node network, the node conprising:
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a nunber of secure inputs configured to receive
secure data packets, wherein the secure data packets are
aut horized to be sent to a nunber of secure destination
devi ces;

a set of unsecure inputs configured to receive
unsecure data packets, wherein the unsecure data packets
are not authorized to be sent to the nunber of secure
destinati on devices;

a timng controller configured to control
integration of the secure data packets and the unsecure
data packets into a nunber of output data streans based
on a predeterm ned schedul e; and

a nunber of outputs configured to send the nunber of
out put data streans to a nunber of next nodes in the node
net wor k.

Optionally, the node further conpri sing:

a first networking device configured to receive the
unsecure data packets fromthe set of unsecure inputs and
send the unsecure data packets to the nunber of outputs;
and

a second networking device configured to receive the
secure data packets fromthe nunber of secure inputs and

send the secure data packets to the nunmber of outputs.

Optionally, wherein the timng controller is configured
to control at |east one of the nunber of secure inputs,
the set of unsecure inputs, the nunber of outputs, the
first networking device, and the second networking device

usi ng the predeternm ned schedul e.
Optionally, wherein the first networking device
conpri ses:

a set of buffers.
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Optionally, wherein the second networking device
conpri ses:

a set of buffers.

Optionally, wherein the set of unsecure inputs is not

designated to receive any secure data packets.

Optionally, wherein the set of unsecure inputs is
configured to receive the unsecure data packets froma
set of unsecure source devices and wherein the nunber of
secure inputs is configured to receive the secure data
packets from a nunber of secure source devices.

Optionally, wherein the unsecure data packets include at
| east one of unsecure authorized data packets and
unsecur e unaut hori zed data packets.

A node in a node network, the node conpri sing:

a nunber of inputs configured to receive a nunber of
i nput data streans from a nunber of previous nodes in the
node network;

a timng controller configured to separate secure
data packets from unsecure data packets received in the
nunber of input data streans based on a predeterm ned
schedul e,

wherein the secure data packets are authorized
to be sent to a nunmber of secure destination

devi ces; and

wherein the unsecure data packets are not
aut horized to be sent to the nunber of secure

desti nati on devices; and
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a nunber of secure outputs configured to send the
secure data packets to the nunber of secure destination

devi ces as a nunber of secure output data streans.

Optionally, the node further conpri sing:
a set of unsecure outputs configured to send the
unsecure data packets to a set of unsecure destination

devices as a set of unsecure output data streans.

Optionally, the node further conpri sing:

a first networking device configured to receive the
unsecure data packets fromthe nunber of inputs and send
the unsecure data packets to the set of unsecure outputs;
and

a second networking device configured to receive the
secure data packets fromthe nunber of inputs and send
the secure data packets to the nunber of secure outputs.

Optionally, wherein the timng controller is configured
to control at |east one of the nunber of inputs, the
nunber of secure outputs, the set of unsecure outputs,
the first networking device, and the second networki ng

devi ce using the predeterm ned schedul e.
Optionally, wherein the unsecure data packets include at

| east one of unsecure authorized data packets and

unsecur e unaut hori zed data packets.
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CLAI MVE:

VWhat is clained is:

1. A nethod for transmtting secure data packets to a
nunber of secure destination devices, the nethod
conpri si ng:
receiving a nunber of input data streans at a node
in a node network;
separating the secure data packets from unsecure
dat a packets received in the nunber of input data streans
based on a predeterm ned schedul e,
wherein the secure data packets are authori zed
to be sent to the nunber of secure destination
devi ces; and
wherei n the unsecure data packets are not
authorized to be sent to the nunber of secure
destination devices; and
sendi ng the secure data packets to the nunber of
secure destination devices as a nunber of secure out put

data streans froma nunber of secure outputs in the node.

2. The nethod of claim1, wherein the step of
separating the secure data packets fromthe unsecure data
packets received in the nunber of input data streans
based on the predeterm ned schedul e conpri ses:
identifying data packets in the nunber of input data
streans received at specified tinmes indicated in the

predet erm ned schedul e as the secure data packets.

3. The net hod of any preceding claim wherein the step
of sending the secure data packets to the number of
secure destination devices as the nunber of secure output

data streans conprises
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sendi ng the secure data packets to the nunber of
secure destination devices as the nunber of secure output
data streans fromthe nunber of secure outputs in the
node, wherein the nunber of secure destination devices
includes at | east one of a secure server, a secure end-

node, a secure end-device, and a secure Wb server.

4. The net hod of any preceding claimfurther
conpri si ng:

sendi ng the unsecure data packets to a set of
unsecure destination devices as a set of unsecure out put
data streans froma set of unsecure outputs in the node,
wherei n the unsecure data packets include at | east one of
unsecure authorized data packets and unsecure

unaut hori zed data packets.

5. A node in a node network, the node conpri sing:

a nunber of inputs configured to receive a nunber of
i nput data streans from a nunber of previous nodes in the
node networKk;

a timng controller configured to separate secure
data packets from unsecure data packets received in the
nunber of input data streans based on a predeterm ned
schedul e,

wherein the secure data packets are authorized
to be sent to a nunmber of secure destination

devi ces; and

wherein the unsecure data packets are not

aut horized to be sent to the nunber of secure

destinati on devices; and

a nunber of secure outputs configured to send the
secure data packets to the nunber of secure destination

devi ces as a nunber of secure output data streans.

39



10

15

20

25

30

6. The node of claimb5 further conprising:
a set of unsecure outputs configured to send the
unsecure data packets to a set of unsecure destination

devices as a set of unsecure output data streans.

7. The node of claim5 or 6 further conprising:

a first networking device configured to receive the
unsecure data packets fromthe nunber of inputs and send
the unsecure data packets to the set of unsecure outputs;
and

a second networking device configured to receive the
secure data packets fromthe nunber of inputs and send
the secure data packets to the nunber of secure outputs.

8. The node of any of clains 5 to 7, wherein the timng
controller is configured to control at |east one of the
nunber of inputs, the nunmber of secure outputs, the set
of unsecure outputs, the first networking device, and the
second networ ki ng devi ce using the predeterm ned
schedul e.

9. The node of any of clains 5 to 8, wherein the
unsecure data packets include at | east one of unsecure
aut hori zed data packets and unsecure unaut hori zed data

packets.

10. A conputer program conprising conputer program code
that is executable by a processor to performthe nethod

of any of claiml1l to claimA4.
11. A conputer readabl e nmedi um conpri sing conput er

program code that is executable by a processor to perform

the nethod of any of claim1l1l to claimA4.
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