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APPARATUSAND METHODSFOR ELECTRONIC SUBSCRIBER
IDENTITY MODULE (ESIM) INSTALLATION NOTIFICATION

FIELD
[0001] The described embodiments set forth techniquesngiialling electronic

Subscriber Identity Modules (eSIMs) with enhanceatification messaging on
embedded Universal Integrated Circuit Cards (eU)d@duded in mobile devices.
BACKGROUND

[0002] Many mobile devices are configured to use removablaversal
Integrated Circuit Cards (UICCs) that enable thebileodevices to access services
provided by Mobile Network Operators (MNOSs). Inrjpaular, each UICC includes
at least a microprocessor and a read-only memo@MR where the ROM is
configured to store an MNO profile that the moladkevice can utilize to register and
interact with an MNO. Typically, a UICC takes tloem of a small removable card,
(commonly referred to as a Subscriber Identity Med(SIM) card), which is
configured to be inserted into a UICC-receiving loagiuded in a mobile device. In
more recent implementations, however, UICCs arengo@mbedded directly into
system boards of mobile devices. These embedd&C&J(eUICCs) can provide
several advantages over traditional, removable QIG&r example, some eUICCs
include a rewritable memory that can facilitatetafiation, modification, and/or
deletion of one or more eSIMs, which can providerfew and/or different services
and/or updates for accessing extended featuresdesbvby MNOs. An eUICC can
store a number of MNO profiles—also referred toelreras eSIMs—and can
eliminate the need to include UICC-receiving baysmobile devices. Moreover,
eSIMs can be remotely provisioned to mobile devioshich can substantially
increase flexibility when users travel to differecbuntries, migrate their phone
numbers to different MNOs, and the like.

[0003] Presently, a common approach for managing eSIMsaijile devices is
MNO-centric, and involves network equipment of ailN®| such as a provisioning
server, communicating directly with an eUICC of abie device through an over-
the-air (OTA) secure channel. With the OTA searannel established between the
provisioning server and the eUICC of the mobileideyvthe provisioning server can

remotely manage an appropriate eSIM of the eUl@uded in the mobile device by
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sending commands to and receiving responses frereUtWCC over the OTA secure
channel.

[0004] The MNO-centric provisioning technique can have amber of
drawbacks. Communication between the network egempnof the MNO and the
eUICC of the mobile device can require radio resesirwhile loading the eSIM
(and/or an update) to the eUICC. In addition, exdeprocessors, such as a processor
of the mobile device outside of the eUICC, can massypted messages between the
eUICC and the network equipment, and can haveduoknowledge of the status of
the loading and installation process.

SUMMARY

[0005] Representative embodiments set forth techniquespfowrisioning of
electronic Subscriber Identity Module (eSIM) dataaanobile device. According to
some embodiments, mobile device processing ciscigitternal to an embedded
Universal Integrated Circuit Card (eUICC) includedthe mobile device obtains an
encrypted eSIM package from a network element, algMNO provisioning server,
and provides the encrypted eSIM package to an e@lviagement entity on the
eUICC. The eSIM management entity on the eUICC lbanan application that
includes specific security service capabilitiegshsas for secure communication and
encryption/decryption. The processing circuitrytloé mobile device can transfer the
encrypted eSIM package to the eSIM managemententda series of data messages
and receive responses from the eSIM managemeny.ehhie responses from the
eSIM management entity can be formatted to inchudieg field that indicates one or
more of: (i) the response is securely encrypted ramidreadable by the processing
circuitry, (ii) the response is signed, verifiabl@nd readable by the processing
circuitry, or (iii) the response includes plain texformation readable by the
processing circuitry. The processing circuitry caturn securely encrypted responses
to one or more network elements, e.g., the MNO igroring server. The processing
circuitry can also process portions of signed,fiadie, and readable responses, such
as for error messages and/or warnings, and camnrébe signed, verifiable, and
readable responses to one or more network eleméhésprocessing circuitry can
also process plain text information readable messagthout forwarding the plain
text information messages to one or more netwagknehts. In some embodiments,
the securely encrypted responses are encryptedawptiovisioning session key valid

for a communication session with the network eletmery., the MNO provisioning
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server. In some embodiments, the signed, verifiabtel readable responses are
signed by the eUICC with a static secret key andtmompanied by a certificate of
the eUICC. In some embodiments, only a final susfceésesponse from the eUICC is
communicated to the network element, while intenaied successful responses,
received by the processing circuitry from the eUl@@ing the transfer of the eSIM
package to the eUICC, are not relayed to the nétei@ment.

[0006] This Summary is provided merely for purposes of samzing some
example embodiments so as to provide a basic uadeing of some aspects of the
subject matter described herein. Accordingly, iit ise appreciated that the above-
described features are merely examples and shalden construed to narrow the
scope or spirit of the subject matter describeckinen any way. Other features,
aspects, and advantages of the subject matterilosddrerein will become apparent
from the following Detailed Description, FiguresidaClaims.

[0007] Other aspects and advantages of the embodimentsitaieks herein will
become apparent from the following detailed desiomptaken in conjunction with
the accompanying drawings which illustrate, by wéagxample, the principles of the
described embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] The included drawings are for illustrative purposexsl serve only to

provide examples of possible structures and arraegés for the disclosed inventive
apparatuses and methods for providing wireless atingpdevices. These drawings
in no way limit any changes in form and detail threty be made to the embodiments
by one skilled in the art without departing frometlspirit and scope of the
embodiments. The embodiments will be readily usided by the following detailed
description in conjunction with the accompanyingwiings, wherein like reference
numerals designate like structural elements.

[0009] FIG. 1 illustrates a block diagram of different quonents of an exemplary
system configured to implement the various techesgdescribed herein, according to
some embodiments.

[0010] FIG. 2 illustrates a block diagram of a more dethiView of exemplary
components of the system of FIG. 1, according thesembodiments.

[0011] FIG. 3 illustrates a sequence diagram of an exewmptaethod for
provisioning an eSIM for storage on an eUICC of abite device of FIG. 1,

according to some embodiments.
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[0012] FIG. 4 illustrates a sequence diagram for transigran eSIM to the
eUICC of the mobile device of FIG. 1, accordingtone embodiments.

[0013] FIG. 5 illustrates a diagram for encrypting andnsig a message for
communication between an eUICC and a network elema&ccording to some
embodiments.

[0014] FIG. 6 illustrates tables of formats for fields mesponse messages
communicated between an eUICC and processing tiycof a mobile device,
according to some embodiments.

[0015] FIG. 7 illustrates a detailed view of a represewtatomputing device that
can be used to implement various components destchlerein, according to some
embodiments.

DETAILED DESCRIPTION

[0016] Representative applications of apparatuses andoaetaccording to the

presently described embodiments are provided m dbction. These examples are
being provided solely to add context and aid in uhelerstanding of the described
embodiments. It will thus be apparent to one sdlilin the art that the presently
described embodiments can be practiced without smmadl of these specific details.
In other instances, well known process steps hatvéeen described in detail in order
to avoid unnecessarily obscuring the presently rid@st embodiments. Other
applications are possible, such that the followaxgamples should not be taken as
limiting.

[0017] In accordance with various embodiments describectime the terms
“wireless communication device,” “wireless devicéehobile device,” “mobile
station,” and “user equipment” (UE) may be useéricttangeably herein to describe
one or more common consumer electronic devicesnlagtbe capable of performing
procedures associated with various embodimenthefdisclosure. In accordance
with various implementations, any one of these wores electronic devices may
relate to: a cellular phone or a smart phone, etalomputer, a laptop computer, a
notebook computer, a personal computer, a netbowlpuater, a media player device,
an electronic book device, a MiFi® device, a webralnmputing device, as well as
any other type of electronic computing device hgviwireless communication
capability that can include communication via omermre wireless communication
protocols such as used for communication on: a legse wide area network

(WWAN), a wireless metro area network (WMAN) a viees local area network
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(WLAN), a wireless personal area network (WPAN)near field communication
(NFC), a cellular wireless network, a fourth getiera (4G) LTE, LTE Advanced
(LTE-A), and/or 5G or other present or future depeld advanced cellular wireless
networks.

[0018] The wireless communication device, in some embondisjecan also
operate as part of a wireless communication systdrich can include a set of client
devices, which can also be referred to as statidrent wireless devices, or client
wireless communication devices, interconnectedntaaess point (AP), e.g., as part
of a WLAN, and/or to each other, e.g., as part @/RAN and/or an “ad hoc” wireless
network. In some embodiments, the client devicelmany wireless communication
device that is capable of communicating via a WLikhnology, e.g., in accordance
with a wireless local area network communicatioat@ecol. In some embodiments,
the WLAN technology can include a Wi-Fi (or morengdcally a WLAN) wireless
communication subsystem or radio, the Wi-Fi radam émplement an Institute of
Electrical and Electronics Engineers (IEEE) 802ddhnology, such as one or more
of: IEEE 802.11a; IEEE 802.11b; IEEE 802.11g; IEEER.11-2007; IEEE 802.11n;
IEEE 802.11-2012; IEEE 802.11ac; or other presefiitare developed IEEE 802.11
technologies.

[0019] Additionally, it should be understood that the Wescribed herein may be
configured as multi-mode wireless communicationickey that are also capable of
communicating via different third generation (3G)dsr second generation (2G)
RATSs. In these scenarios, a multi-mode UE candndigured to prefer attachment to
LTE networks offering faster data rate through@mst,compared to other 3G legacy
networks offering lower data rate throughputs. Fmstance, in some
implementations, a multi-mode UE may be configutedall back to a 3G legacy
network, e.g., an Evolved High Speed Packet Ac¢dS&PA+) network or a Code
Division Multiple Access (CDMA) 2000 Evolution-Dat@nly (EV-DO) network,
when LTE and LTE-A networks are otherwise unavadab

[0020] Representative embodiments of methods and appapatsented herein
provide for communication between an entity extemoaan eUICC of a mobile
device, such as during loading of an eSIM packagaodions thereof to the eUICC
from processing circuitry of the mobile device. Rasse messages from the eUICC
to the processing circuitry of the mobile devica aaclude a tag field that indicates

whether encryption and/or signing of the responsessage is used. In some
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embodiments, the response messages include aetddéiving a value that indicates
the response message is encrypted in accordant@mvincryption protocol used for
secure communication with a network element, suafa\secure channel between the
eUICC and an MNO provisioning server. Encryptepoese messages of this type
can be collected by the processing circuitry ofrtiabile device and forwarded to the
network element. In some embodiments, the netwdeknent is a Subscription
Manager-Data Preparation (SM-DP) unit operatingaccordance with a 3GPP
communication protocol and/or a GlobalPlatform d€pestion. In  some
embodiments, the encrypted response messages ramatteed and/or encrypted in
accordance with a Secure Channel Protocol Verssof@Omodification thereof), e.g.,
SCP03 and/or SCPO3t as described in an extensiorth®f GlobalPlatform
Specification. In some embodiments, the encryptesbonse messages are not
readable by the processing circuitry of the molikvice and are returned to a
corresponding network element, e.g., the SM-DP. unitsome embodiments, the
response messages include a tag field having e \alat indicates the response
message is signed by the eUICC and readable mast the processing circuitry of
the mobile device. In some embodiments, the eUl@@es responses are signed
using a static secret key. In some embodiments ethkCC signed responses are
accompanied by an eUICC certificate. In some emhbedts, the eUICC signed
responses are processed by the processing cir¢oiitby other entities external to the
eUICC) for error and/or warning indications, whitdn provide information about the
status of loading and/or installation of an eSIMtie eUICC to the processing
circuitry (or to other external entities) outsidetioe eUICC. In some embodiments,
eUICC responses are returned to appropriate netwlmkents, e.g., to an MNO
provisioning server and/or to an SM-DP unit. In soembodiments, the response
messages include a tag field having a value thdicates the response message
contains plain text information. In some embodimsemplain text response messages
are read and processed by the processing cirapfittiye mobile device and are not
forwarded to other external entities, e.g., to@mioning server and/or SM-DP unit.
[0021] In some embodiments, communication of an eSIM pgekdetween a
network element, e.g., an MNO provisioning servad/ar an SM-DP unit, and
processing circuitry of a mobile device occurs sagdy from loading and/or
installation of the eSIM package into the eUICCtbé mobile device, e.g., the

loading and/or installation occurs off-line and c¢oonication of successful
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installation to the network element occurs at thd ef the installation process. In
some embodiments, error messages and/or responssages with warning
indications are communicated to the network elentnthe processing circuitry of
the mobile device during the loading and/or inatadh of the eSIM package to the
eUICC, e.g., based on response messages recedivedte eUICC that include error
indications and/or warning indications, while susenessages are not provided to
the network element until completion of the loademgd/or installation process. In
some embodiments, the processing circuitry of tlobile device uses information
provided in non-encrypted response messages, ergoy messages, warning
indication messages, plain text information messagend/or signed readable
messages, in order to provide status indicationprofress of the loading and/or
installation of the eSIM package via a user infaf the mobile device. In some
embodiments, the processing circuitry interrupts tbading process of an eSIM
package based on receipt of essential errors, asiébr a network access application
(NAA) installation failed message, a security emogssage, and/or a memory error
message, etc., to provide for quicker error recavém some embodiments, an
operating system (OS) element of the eUICC trigggmnic clean up operations
autonomously. In some embodiments, the processingitcy of the mobile device
provides commands to cause the eUICC to deleteojpeply installed eSIM package
data.

[0022] FIG. 1 illustrates a block diagram of different quonents of a system 100
that is configured to implement the various teche&jdescribed herein, according to
some embodiments. More specifically, FIG. 1 iltatgs a high-level overview of the
system 100, which, as shown, includes a mobilecgetD2, a group of base stations
112 that are managed by different MNOs 114, anetafsprovisioning servers 116
that are in communication with the MNOs 114. Acliong to the illustration of FIG.
1, the mobile device 102 can represent a mobilepcimg device (e.g., an iPhone®
or an iPad® by Apple®), the base stations 112 egmesent different radio towers
that are configured to communicate with the mobieice 102, and the MNOs 114
can represent different wireless service providleas provide specific services (e.g.,
voice and data) to which the mobile device 102masubscribed.

[0023] As shown in FIG. 1, the mobile device 102 can ideluprocessing
circuitry, which can include a processor 104 amdesnory 106, an eUICC 108, and a

baseband component 110. These components worknjurction to enable the
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mobile device 102 to provide useful features tserwf the mobile device 102, such
as localized computing, location based services lat@rnet connectivity. The eUICC
108 can be configured to store multiple eSIMs fressing the different MNOs 114
through the base stations 112. For example, tHE@WO8 can be configured to
store and manage one or more eSIMs for one or MM©s 114 for different
subscriptions to which the mobile device 102 isoasdged. To be able to access
services provided by the MNOs, an eSIM is proviemrio the eUICC 108. In
addition, eSIMs stored on the eUICC 108 can be tgodamodified, activated,
deactivated, and/or deleted via communication betvitbe eUICC 108 of the mobile
device 102 and applicable network equipment, sictha provisioning servers 116
(or other equivalent or similar network-based eS$hdnagement entities, such as an
SM-DP). In some embodiments, eSIMs are pre-storeékda eUICC 108 in an inactive
state, and during a provisioning process, the eUID8 obtains MNO credentials
(e.g., keys, etc.), service information (e.g., iearmformation, services subscribed
to), and/or other information, and uses this infation to activate the eSIM. In some
embodiments, eSIMs are not pre-stored in the eULCE and the eUICC 108 obtains
one or more eSIMs from one or more associated gimving servers 116. It is noted
that provisioning servers 116 can be maintainedalimanufacturer of the mobile
device 102, the MNOs 114, third party entities, drallike. Communication of eSIM
data between a provisioning server 116 and the €UKD8 can use a secure
communication channel, over which a series of comiaaetween the provisioning
server 116 and the eUICC 108 results in provisigr{mr other management) of an
eSIM to (or on) the eUICC 108. In some embodimerite eSIM data is
communicated via the processing circuitry, e.ge fpnocessor 104, of the mobile
device 102. In some embodiments, the eSIM datansntunicated to the processor
104 of the mobile device 102 for loading to and/stalling in the eUICC 108 while
connected to the provisioning server 116. In soméaiments, the eSIM data is
communicated to the processing 104 for subseqoedtrig to and/or installing in the
eUICC 108 without a parallel connection to the jsmning server and/or secure
through connection between the provisioning searat the eUICC 108 during the
loading and/or installation process, e.g., usin@fime process. As described further
herein, response messages from the eUICC 108 daringding and/or installation
process can include a tag field with values thdicate whether the response message

is readable by the processor 104. In some embodsnéifferent response messages
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can be provided with different types of encryptimmd/or signing and/or plain text
information to allow for a mixture of secure endegh messages, readable by the
provisioning server 116 but not by the processaot @Dthe mobile device, signed
messages, that are readable and verifiable bythetprovisioning server 116 and the
processor 104, and plain text messages that ardyoadable by entities external to
the eUICC 108. Although not illustrated in FIG.the mobile device 102 can also be
configured to include a receiving bay for a remdedbICC (e.g., a SIM card), on
which an eSIM can be managed in a similar mannelgu$e techniques described
herein.

[0024] FIG. 2 illustrates a block diagram of a more dethwiew 200 of particular
components of the mobile device 102 of FIG. 1, ediog to some embodiments. As
shown in FIG. 2, the processor 104, in conjunctwith the memory 106, can
implement a main operating system (OS) 202 thatcasfigured to execute
applications 204 (e.g., native OS applications aser applications). As also shown
in FIG. 2, the eUICC 108 can be configured to immat an eUICC OS 206 that is
configured to manage the hardware resources cWh€C 108 (e.g., a processor and
a memory embedded in the eUICC 108). The eUICQQ&can also be configured
to manage eSIMs 208 that are stored by the eUICE, £0y., by activating,
deactivating, modifying, or otherwise performing magement of the eSIMs 208
within the eUICC 108 and providing the basebandpament 110 with access to the
eSIMs 208 to provide access to wireless serviceshi® mobile device 102. The
eUICC 108 OS can include an eSIM manager 210, winidome embodiments can
be an Issue Security Domain (ISD) level applicati@n “security domain” in
accordance with a GlobalPlatform specification,eausity domain associated with
one or more eSIMs and that calls additional eUICEistallation services, and/or an
application that implements a specific set of siégservices, e.g., for establishing
and managing a secure channel and/or to provideygran/decryption functions.
The eSIM manager 210 can perform management funsctior various eSIMs as
described further herein. According to the illagtsn shown in FIG. 2, each eSIM
208 can include a number of applets 212 that ddfieemanner in which the eSIM
208 operates. For example, one or more of theetpRIlL2, when implemented by the
baseband component 110 and the eUICC 108, cannbguwed to enable the mobile
device 102 to communicate with an MNO 114 and mlevuseful features (e.qg.,

phone calls and internet) to a user of the molalaad 102.
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[0025] As also shown in FIG. 2, the baseband componentdflthe mobile
device 102 can include a baseband OS 214 thatnigooed to manage hardware
resources of the baseband component 110 (e.gocag®or, a memory, different radio
components, etc.). According to some embodimehts,baseband component 110
can implement a manager 216 that is configurechtierface with the eUICC 108 to
implement various techniques described herein, lwlian include establishing a
secure channel with a provisioning server 116 abiining information (such as
eSIM data) from the provisioning server 116 forpgmses of managing eSIMs 208,
including but not limited to provisioning, loadingpstalling, adding, modifying,
updating, deleting, or performing other managemmmerations for one or more
eSIMs 208. As also shown in FIG. 2, the manages 24an be configured to
implement services 218, which represents a cotleadf software modules that are
instantiated by way of the various applets 212 ciivated eSIMs 208 that are
included in the eUICC 108. For example, servicB® @an be configured to manage
different connections between the mobile device 4@ MNOs 114 according to the
different eSIMs 208 that are activated within th#@C 108.

[0026] FIG. 3 illustrates a sequence diagram 300 by wtheheUICC 108 of the
mobile device 102 can be provisioned an eSIM paekegm the provisioning server
140. In some embodiments, a provisioning server“pdBhes” the eSIM package to
the eUICC 108, e.g., to install an update to asteg eSIM 208 of the eUICC 108 or
to provision an eSIM 208 to the eUICC 108 in regeoto a request from the mobile
device 102 (or via another path not shown). In sembodiments, the eSIM package
(and/or contents of an eSIM 208 included theresnformatted in accordance with a
standards-based communications protocol or spatidit, e.g., a specification of
3GPP, ETSI, IEEE, GlobalPlatform or other wirelsendards organization. In some
embodiments, the eSIM package and/or its contertfoamatted in accordance with
a communications industde facto standard format. In some embodiments, the eSIM
package received by the eSIM manager 210 from tbeigioning server 140 is
encrypted, e.g., to provide a level of securitytgcton for the eSIM package. In 304,
the eUICC 108 initiates establishment of a securanoel with the provisioning
server 116. In 306, the eUICC 108 and the provisgrserver 116 can exchange
messages to provide mutual authentication. In 308ecure channel is established
between the eUICC 108 and the provisioning serié: In 310 an eSIM package is

communicated via the secure channel to the eUICE Dsome embodiments, the
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eSIM package is encrypted with a secure channébqof e.g., SCP03 or SCPO03t, in
accordance with a GlobalPlatform and/or 3PGG spatibn. In some embodiments,
the eSIM package is communicated by the provismpraarver 116 via processing
circuitry of the mobile device 102, e.g., via thegessor 104, to the eUICC 108 as a
series of encrypted messages, and the eUICC 18@dpsoa series of encrypted and
signed messages to the processor 104 of the mdbige 102 to return to the
provisioning server 116 during eSIM provisioning03MWhile the secure channel
established between the provisioning server 116 tardeUICC 108 provides for
encrypted and verifiable communication, multiplespenses from the eUICC 108
during the provisioning 310 can reiterate ongoibgt (not yet complete) successful
loading and/or installation of the eSIM, with eaafithe multiple responses from the
eUICC 108 to be forwarded to the provisioning sed/E6, which adds to loading of
the radio access network through a connection with provisioning server 116
during the loading and installation process (ratttean providing for an offline
loading and/or installation of the eSIM packagetlie eUICC 108). In addition,
processing circuitry of the mobile device 102 ex¢éérto the eUICC 108 and in the
communication path between the eUICC 108 and tbeigioning server 116 can load
the eSIM package using multiple loading commands déine not necessarily aligned
with boundaries for responses, e.g., not alignat amn SCP03 or SCP03t boundary
for an SM-DP unit. Without readable information @ssible to the processing
circuitry of the mobile device 102, limited or nera notification and/or error
recovery during the loading and/or installation qass can be possible, when only
encrypted response messages are provided by ti@Celd8 for forwarding to the
provisioning server 116.

[0027] FIG. 4 illustrates a sequence diagram 400 of a ogefbr transferring an
eSIM package from processing circuitry, e.g., trecessor 104, of the mobile device
102 to the eUICC 108. In 402, the processor 10h®@echannel with the eUICC
108. In some embodiments, the channel betweenrtteegsor 104 and the eUICC
108 is an unprotected logical channel. In some elinbents, the channel between the
processor 104 and the eUICC 108 is a secure chauwdl when the processor 104 of
the mobile device 102 establishes a channel witelCC in another mobile device
(not shown). In some embodiments, encryption fanrwnication via the channel
between the processor 104 and the eUICC 108 upablig key encryption scheme,

e.g., Rivest Shamir Adleman (RSA) encryption, famenunication between the
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processor 104 and the eUICC 108. The processoru$6d a sequence of loading
commands to load blocks of the eSIM package, BTQRE DATA (eSIM Block #1)

in 404 through STORE DATA (eSIM Block #N) in 40&t@rvening blocks not
explicitly shown). The processor 104 receives &moading responses from the
eUICC 108, e.g., RESPONSE APDU (SW1, SW2) in 406ugh 410 (intervening
responses for each block not explicitly shown)sdéme embodiments, the responses
received in 406 through 410 from the eUICC 108 foematted as Response
Application Protocol Data Units (APDUSs) and inclustatus words (e.g., SW1, SW2)
having values that provide information about theogoess of loading and/or
installation of the eSIM to the eUICC 108. In soerabodiments, the eUICC 108
performs decryption of the eSIM package blocks iasthlls them, e.g., in a security
domain on the eUICC 108. In some embodiments, avarkt entity, e.g., the
provisioning server 116 and/or an SM-DP unit, pdegi the encrypted eSIM package
to the processor 104 before the loading of the Wslomccurs, and thus during the
loading and installation process to the eUICC 1®&rovisioning security context
need not be maintained with the network entitysdme embodiments, the processor
104 collects responses during the loading and&ialiation process, such as warning
messages, error messages, success messages,messiapges. In some embodiments,
the warning messages, error messages, succesggegessad/or receipt messages are
encrypted, e.g., with an RSA algorithm, and reaglafplith decryption) by the
processor 104. In some embodiments, the warningages, error messages, success
messages, and/or receipt messages are sent intpkiimnd are readable without
decryption by the processor 104. In some embodsnéné warning messages, error
messages, success messages, and/or receipt messagemed by the eUICC 108,
verifiable by the processor 104. In some embodimeatset of collected warning
messages, error messages, success messages recelfirmessages are passed to a
network entity, e.g., the provisioning server 1&/an the SM-DP unit, e.g., to
indicate progress and/or as an installation recémptd12 the eUICC 108 provides a
refresh message to the processor 104, which responturn in 414 with an OK
response message. In 416, the processor 104 sépelslzata command requesting a
receipt for the installation of the eSIM 108 frommeteUICC 108, and in 418 the
eUICC 108 provides the eSIM installation receiptite processor 104. The processor
104 can forward the eSIM installation receipt t@ @n more network entities, e.g., to

the provisioning server 116 and/or the SM-DP uimt.some embodiments, the
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communication channel between the processor 104hanelUICC 108 is trusted to be
secure, and the response messages can be saihitegt from the eUICC 108 to the
processor 104. In some embodiments, the commuoicathannel between the
processor 104 and the eUICC 108 can use an emmmyptiotocol known to the
processor 104 and the eUICC 108 to enhance seoummgnication between them.
With the offline process shown in FIG. 4, commutiaa between network entities,
e.g., the provisioning server 116 and/or the SM-Di#, can be separated from
communication between the processor 104 and th€@W08, without requiring a
direct secure connection between the network eatity the eUICC 108 to load and
install the SIM package. With conventional loadamy installation of eSIMs, e.g., as
shown in FIG. 3, where a secure channel is usetttiirbetween the eUICC 108 and
the network entity, with the processing circuitfytiloe mobile device 102 serving as a
pass through only, the processing circuitry of thebile device, e.g., the processor
104 can be unable to receive plain text notifieatiand/or readable and/or verifiable
messages from the eUICC 108 with which to determnogress and/or to provide for
local error notification and/or error recovery. Téecrypted response messages from
the eUICC 108, in the conventional approach, carebdable by the network entity
and not by the processing circuitry of the mobiévide 102 external to the eUICC
108.

[0028] FIG. 5 illustrates a flow diagram 500 of an encryptand signing process
that can be used to protect and provide for vetii:mn of data, such as for
communicating an encrypted eSIM package in accaalavith a SimAlliance/GSM
Association protocol, such as defined in the “ReamBtovisioning Architecture for
Embedded UICC Technical Specification Version 3d#ted 30 June 2015, which is
incorporated by reference herein for all purposks.some embodiments, the
encryption uses an SCP03 or SCPO03t protocol asfiggeby one or more 3GPP
specifications and/or by one or more GlobalPlatfospecifications. In some
embodiments, a data packet is encrypted (cipharsdy an Advanced Encryption
Standard (AES) with Cipher Block Chaining (CBC) amdVessage Authentication
Code (MAC) chaining value is appended to a TypegtervValue (TLV) message,
e.g., Type ‘86" with Length ‘Lcc’ and a Value thiatthe encrypted data. An R-MAC
calculation generates an R-MAC field based on t#&Mhaining value appended to
the TLV message, and the R-MAC field is then appentb the TLV message for

communication to another entity, e.g., from the@OI108 to the provisioning server
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116. Thus response messages, in a conventionaloagpr can include both
encryption (e.g., using AES-CBC) of the data amphisig of the message (e.g., using
the R-MAC). The receiving entity, e.g., the prowisng server, can verify integrity of
the message, e.g., based on the signature witR4MAC, and decrypt the message
for its content securely. Intervening processingustry, e.g., the processor 104 of the
mobile device 102, can be unable to read such aagesand can simply pass through
the encrypted and signed message to the netwoily,eetg., to the provisioning
server 116. As discussed further herein, resporessages from the eUICC 108 can
be extended to include a ‘Tag’ field, with valuesridicate one or more properties of
the message such as encryption, signing, readabitifiability, etc.

[0029] To provide for secure communication while also gy for offline
loading and installation of eSIM packages to théGfLJ108, enabling readability of
at least some of the response messages from ti@Cel08 can be preferred. In some
embodiments, response messages provided by theCell08 can be signed, e.g.,
providing integrity protection using the R-MAC, bubot encrypted for
communication to processing circuitry of the mobitkevice 102. In some
embodiments, some response messages provided BYtB€ 108 can be encrypted
and signed, while other response messages probgléde eUICC 108 can be only
signed. In some embodiments, two different MAC kegs be used for response
messages from the eUICC 108, one MAC key for th@sponse messages that
include encryption and a separate MAC key for thesponse messages that do not
include encryption. In some embodiments, up to feession keys can be used for
encryption and signing for communication with tHgl@C 108, an encryption key,
K_enc, a downlink (to the eUICC 108) message atitegtion code (MAC) key,
K_mac, an uplink (from the eUICC 108) MAC key, K ao and a second uplink
MAC key, K_rmac2. In some embodiments, the eUIC@ t8n determine for each
response message whether to use encryption anisgigingning only, or plain text
only. In some embodiments, for a confidential mgegaat uses encryption, e.g., with
the K_enc key, and signing, with the K_rmac ke, tbsponse message can include a
TAG field with an ‘A’ value to indicate the use ehcryption and signing. In some
embodiments, for a response message that needgityntehecking only, e.g., by
signing with the separate K_rmac2 key, includinghgsa separate MAC chaining
state for the separate K_rmac2 key, the eUICC HbpBirclude a TAG field with a

‘B’ value to indicate signing only. In some emboeimts, for a response message that
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is sent with plain text only, the eUICC 108 canluide a TAG field with a ‘C’ value

to indicate that the message is clear and read@b&use of session keys can ensure
authentication between different entities and toégainst false response messages
(e.g., an anti-reply protection). In some emboditeenone or more network entities
maintain session keys, e.g., the K_enc key, thanacrkey (and its MAC chaining
state), and the K_rmac2 key (and its own separaf Mhaining state) until all
response messages for the loading and/or instadlafithe eSIM package is complete
(and/or until determining failure and restarting ghrocess). In some embodiments,
only a particular network entity responsible foe teession keys, e.g., a particular
provisioning server 116 and/or the SM-DP unit, ecamify integrity of response
messages that are signed with the K_rmac2 key.

[0030] In some embodiments, a security context for respomsessages
communicated from the eUICC 108 can be indepenadleptovisioning session keys
used for secure and integrity verifiable commundcatwith a network entity, e.g.,
with the provisioning server 116 and/or the SM-D#t.uin some embodiments, the
eUICC 108 uses a static key to sign response messag)., a Secret Key for an
Elliptic Curve Cryptography Digital Signature Algithm, SK.ECDSA. In some
embodiments, the eUICC 108 uses the static keyefsponse messages tagged with
the value ‘B’ in the TAG field. In some embodimentise eUICC 108 includes an
eUICC certificate with one or more response mességgged with the value ‘B’ in
the TAG field. In some embodiments, recipientswaftsresponse messages can use a
public key, e.g., based on the eUICC certificateyerify signature of the response
messages. In some embodiments, such messages ¢arwheded to one or more
network entities, such as to provide feedback ofnwg messages and/or error
messages that occur during the loading and/or liasten process for the eSIM
package. With the static key signature, differemtities external to the eUICC 108
can verify the signature. In some embodiments,reesgrovided session one-time
token can be signed together with the static keyature to provide anti-replay
protection.

[0031] In some embodiments, processing circuitry of thditeadevice 102, e.g.,
the processor 104, can provide final success regporessages to network entities,
e.g., the provisioning server 116 and/or the SM-DRit, without providing
intermediate success response messages. In sonoeliemhts, processing circuitry

of the mobile device 102 provides indications oé tlmading and/or installation
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process state via a user interface of the mobiecdel02 based at least in part on
readable and/or verifiable eUICC 108 response mgessan some embodiments,
processing circuitry of the mobile device 102 pde4 indications of warnings for one
or more non-critical functions that occur during tbading and/or installation process
for the eSIM package via a user interface of thdilaadevice 102 based at least in
part on readable and/or verifiable eUICC 108 respommessages. In some
embodiments, processing circuitry of the mobileidevi02 interrupts an ongoing
loading and/or installation process for th eSIM kzaye based on receipt of one or
more eUICC 108 response messages that indicaterenca of essential errors, e.g.,
a Network Access Application (NAA) installation liaie, a security error, a memory
error, etc. In some embodiments, an OS componetiteoeUICC 108, e.g., eUICC
OS 206, autonomously performs an atomic operatiorigjger clean up after an
essential error. In some embodiments, processhegitly of the mobile device 102
provides explicit commands and/or implicit commandshe eUICC 108 to delete
eSIM package data that is not properly installed,, @n response to one or more
response messages from the eUICC 108 that indieasestial errors.

[0032] FIG. 6 illustrates a table 600 that includes repmégtive status word (SW)
values that provide limited information for respermmessages communicated from
the eUICC 108. The SW values shown in table 600 lmamused for responses to
STORE DATA commands in accordance with one or m@kbalPlatform
specifications. FIG. 6 further illustrates a tabli that includes a representative data
structure, namely the TAG field, which includesuesd that indicate properties for the
TLV portion of response messages provided from ¢bdCC 108, e.g., during a
loading and/or installation of an eSIM packagesdme embodiments, the TAG field
includes a first value, ‘A’, which indicates thaetTLV value is encrypted, e.g., based
on a particular Secure Channel Protocol (SCP), siscBCPO03t, which provides for
decryption only by particular entities, e.g., b trovisioning server 116 and/or the
SM-DP unit, and not by intervening processing dtrgubetween the particular
entities and the eUICC 108. In some embodiments TG field includes a second
value, ‘B’, which indicates that the TLV portion tie response message is signed,
e.g., by the eUICC 108, which provides for verifioa by recipients of the response
message that includes the TAG value ‘B’. Processinguitry of the mobile device
102, e.qg., the processor 104, can process suchnsspnessages, which can be used

for error messages and/or warning messages for@gaeind may also forward the
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response messages to appropriate network elensectsas to the provisioning server
116 and/or the SM-DP unit. In some embodiments,TIA& field includes a third
value, ‘C’, which indicates that the TLV portion tife response message is in plain
text, and thus information of the TLV portion caa tead by processing circuitry of
the mobile device 102, e.g., by the processor 194ome embodiments, response
messages that include the TAG field value ‘C’ asedionly for communication
between the eUICC 108 and processing circuitryjnefrhobile device 102, e.g., over a
trusted communication channel.

[0033] FIG. 7 illustrates a detailed view of a computirgyide 700 that can be
used to implement the various components descrimréin, according to some
embodiments. In particular, the detailed viewsthates various components that can
be included in the mobile device 102 illustratediG. 1. As shown in FIG. 7, the
computing device 700 can include a processor 782répresents a microprocessor or
controller for controlling the overall operation @bmputing device 700. The
computing device 700 can also include a user idpwtce 708 that allows a user of
the computing device 700 to interact with the cotimgudevice 700. For example,
the user input device 708 can take a variety ahfyrsuch as a button, keypad, dial,
touch screen, audio input interface, visual/imagptwure input interface, input in the
form of sensor data, etc. Still further, the cotnpgidevice 700 can include a display
710 (screen display) that can be controlled by pgmecessor 702 to display
information to the user. A data bus 716 can fetéi data transfer between at least a
storage device 740, the processor 702, and a ¢dlentra3. The controller 713 can be
used to interface with and control different equgomthrough and equipment control
bus 714. The computing device 700 can also inciudetwork/bus interface 711 that
couples to a data link 712. In the case of a e&®lconnection, the network/bus
interface 711 can include a wireless transceiver.

[0034] The computing device 700 also include a storagecdex40, which can
comprise a single disk or a plurality of disks (etwrd drives), and includes a storage
management module that manages one or more pastitiithin the storage device
740. In some embodiments, storage device 740 oafude flash memory,
semiconductor (solid state) memory or the like.e Tomputing device 700 can also
include a Random Access Memory (RAM) 720 and a R&aly Memory (ROM)
722. The ROM 722 can store programs, utilitieprocesses to be executed in a non-

volatile manner. The RAM 720 can provide volatdata storage, and stores
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instructions related to the operation of the conmgutlevice 700. The computing
device 700 can further include a secure element WB&h can represent the eUICC
108 illustrated in FIGS. 1 to 4 and described itadi&erein.

Representative Embodiments

[0035] In some embodiments, a method for provisioning ted@ec Subscriber
Identity Modules (eSIMs) on an embedded Univenstddrated Circuit Card (eUICC)
included in a wireless device performed by procegsircuitry of the wireless device
external to the eUICC includes: (i) receiving, fr@nprovisioning server via a secure
connection, an encrypted eSIM package; (ii) tramsig a block of the encrypted
eSIM package to the eUICC for loading and instaliain an eSIM security domain
on the eUICC; (iii) receiving, from the eUICC insponse to transfer of the block of
the encrypted eSIM package, a response messagdanthaties a tag field that
indicates encryption and signing verification apahle to the response message; and
(iv) processing the response message in accorddtica value of the tag field.

[0036] In some embodiments, a first value for the tagifiedicates the response
message is encrypted and signed using session dayticable for a session
established by the provisioning server. In someatimbents, the method performed
by the processing circuitry of the wireless devedernal to the eUICC further
includes: forwarding the response message to tlwigioning server without
decrypting contents of the response message. Ire smbodiments, the method
performed by the processing circuitry of the wisslalevice external to the eUICC
further includes: verifying integrity of the resenmessage before forwarding the
response message to the provisioning server. Ire ssmbodiments, a second value
for the tag field indicates the response messagetiencrypted and is signed by the
eUICC. In some embodiments, the response messaggnisd using a session key
having a message authentication code chain didtiost one or more session keys
used for response messages that include a firgeal the tag field, the first value
indicating encryption and signing using sessiongskapplicable for a session
established by the provisioning server. In someaairhents, the processing circuitry
processes the response message based at leagt am pacertificate associated with
the eUICC. In some embodiments, the method perfdroyethe processing circuitry
of the wireless device external to the eUICC furtineludes: determining whether to
forward the response message to the provisioningesdased at least in part on

contents of the response message. In some embaddimaghird value for the tag field
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indicates the response message includes plainitesbme embodiments, the method
performed by the processing circuitry of the wisslalevice external to the eUICC
further includes: providing a status indication lodding and/or installation of the
encrypted eSIM package via a user interface of niabile device. In some
embodiments, the status indication is based at l@agart on information from
non-encrypted response messages received fromUi@Ce In some embodiments,
the method performed by the processing circuitryhef wireless device external to
the eUICC further includes: forwarding response sages that include error
indications and/or warning indications receivedrirthe eUICC to the provisioning
server; and forwarding a success message receik@d the eUICC to the
provisioning server after successful completiodaaiding and/or installation of the
encrypted eSIM package.

[0037] In some embodiments, a wireless device is confajut@ provision
electronic Subscriber Identity Modules (eSIMs) onembedded Universal Integrated
Circuit Card (eUICC) included in the wireless devithe wireless device including
processing circuitry configured to carry out stepat include: receiving, from a
provisioning server via a secure connection, amygted eSIM package; transferring
a block of the encrypted eSIM package to the eUl@Joading and installation in an
eSIM security domain on the eUICC; receiving, frahe eUICC in response to
transfer of the block of the encrypted eSIM packageesponse message that includes
a tag field that indicates encryption and signiegfication applicable to the response
message; and processing the response messageidaame with a value of the tag
field.

[0038] In some embodiments, a first value for the tagifiedicates the response
message is encrypted and signed using session &gpticable for a session
established by the provisioning server. In someambents, the steps performed by
the processing circuitry further include forwarditige response message to the
provisioning server without decrypting contentstioé response message. In some
embodiments, the steps performed by the processiraitry further include
verifying integrity of the response message beforearding the response message
to the provisioning server. In some embodimentseeond value for the tag field
indicates the response message is not encryptei aighed by the eUICC. In some
embodiments, the response message is signed usiesson key having a message

authentication code chain distinct from one or msgesion keys used for response
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messages that include a first value for the tadd,fithe first value indicating
encryption and signing using sessions keys appédal a session established by the
provisioning server. In some embodiments, the @siog circuitry processes the
response message based at least in part on acegetiissociated with the eUICC. In
some embodiments, the steps performed by the miogesircuitry further include
determining whether to forward the response messagie provisioning server
based at least in part on contents of the respoessage. In some embodiments, a
third value for the tag field indicates the resmomsessage includes plain text. In
some embodiments, the steps performed by the miogesircuitry further include
providing a status indication of loading and/ortatistion of the encrypted eSIM
package via a user interface of the mobile devitesome embodiments, the status
indication is based at least in part on informatfoom non-encrypted response
messages received from the eUICC. In some embodsimée steps performed by the
processing circuitry further include forwarding pease messages that include error
indications and/or warning indications receivedrirthe eUICC to the provisioning
server; and forwarding a success message receik@d fhe eUICC to the
provisioning server after successful completiodaaiding and/or installation of the
encrypted eSIM package.

[0039] In some embodiments, a non-transitory computeraigl@dstorage medium
stores instructions that, when executed by proegssrcuitry of a wireless device,
cause the processing circuitry to provision elegtrdSubscriber Identity Modules
(eSIMs) on an Universal Integrated Circuit Card I@0) included in the wireless
device, by carrying out steps that include: (i)eieimng, from a provisioning server via
a secure connection, an encrypted eSIM packagefréinsferring a block of the
encrypted eSIM package to the eUICC for loading amstallation in an eSIM
security domain on the eUICC; (iii) receiving, frahe eUICC in response to transfer
of the block of the encrypted eSIM package, a respanessage that includes a tag
field that indicates encryption and signing veafion applicable to the response
message; and (iv) processing the response messagedrdance with a value of the
tag field.

[0040] In some embodiments, a first value for the tagifiedicates the response
message is encrypted and signed using session dayticable for a session
established by the provisioning server. In some aaimbents, the steps further

include forwarding the response message to the igioonng server without
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decrypting contents of the response message. e gonbodiments, the steps further
include verifying integrity of the response messagéore forwarding the response
message to the provisioning server. In some emlsasna second value for the tag
field indicates the response message is not eraxtygotd is signed by the eUICC. In
some embodiments, the response message is sigimeg ausession key having a
message authentication code chain distinct from aneore session keys used for
response messages that include a first value éotatlp field, the first value indicating
encryption and signing using sessions keys appédal a session established by the
provisioning server. In some embodiments, the m®iog circuitry processes the
response message based at least in part on acegetiissociated with the eUICC. In
some embodiments, the steps further include detammiwhether to forward the
response message to the provisioning server badedsa in part on contents of the
response message. In some embodiments, a third faldhe tag field indicates the
response message includes plain text. In some @mbots, the steps further include
providing a status indication of loading and/ortafiation of the encrypted eSIM
package via a user interface of the mobile devitesome embodiments, the status
indication is based at least in part on informatioom non-encrypted response
messages received from the eUICC. In some embotsmigre steps further include:
forwarding response messages that include errofcatidns and/or warning
indications received from the eUICC to the prounsngy server; and forwarding a
success message received from the eUICC to thesmowng server after successful
completion of loading and/or installation of theceypted eSIM package.

[0041] In some embodiments, an apparatus for provisioelagtronic Subscriber
Identity Modules (eSIMs) on an embedded Univenstddrated Circuit Card (eUICC)
included in the wireless device, the apparatusuohes processing circuitry including:
() means for receiving, from a provisioning serwga a secure connection, an
encrypted eSIM package; (ii) means for transferanglock of the encrypted eSIM
package to the eUICC for loading and installatiomm eSIM security domain on the
eUICC; (iii) means for receiving, from the eUICCresponse to transfer of the block
of the encrypted eSIM package, a response meskagentludes a tag field that
indicates encryption and signing verification apahle to the response message; and
(iv) means for processing the response messagecardance with a value of the tag
field.
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[0042] In some embodiments, a first value for the tagifiedicates the response
message is encrypted and signed using session &gpticable for a session
established by the provisioning server. In someaaimbents, the processing circuitry
further includes means for forwarding the respansssage to the provisioning server
without decrypting contents of the response messhgesome embodiments, the
processing circuitry further includes means forifyarg integrity of the response
message before forwarding the response message fwdvisioning server. In some
embodiments, a second value for the tag field mté® the response message is not
encrypted and is signed by the eUICC. In some emimrs, the response message is
signed using a session key having a message aigttent code chain distinct from
one or more session keys used for response megbafj@sclude a first value for the
tag field, the first value indicating encryption darsigning using sessions keys
applicable for a session established by the prawisg server. In some embodiments,
the processing circuitry processes the responssageshased at least in part on a
certificate associated with the eUICC. In some etithents, the processing circuitry
further includes means for determining whetheraiwérd the response message to
the provisioning server based at least in partartents of the response message. In
some embodiments, a third value for the tag fieldicates the response message
includes plain text. In some embodiments, the msiog circuitry further includes
means for providing a status indication of loadamgl/or installation of the encrypted
eSIM package via a user interface of the mobileiagevMn some embodiments, the
status indication is based at least in part onrmé&tion from non-encrypted response
messages received from the eUICC. In some embotsm#re processing circuitry
further includes means for forwarding response agess that include error
indications and/or warning indications receivedrirthe eUICC to the provisioning
server; and means for forwarding a success messagired from the eUICC to the
provisioning server after successful completiodaaiding and/or installation of the
encrypted eSIM package.

[0043] The various aspects, embodiments, implementationgeatures of the
described embodiments can be used separately anyincombination. Software,
hardware, or a combination of hardware and softwareimplement various aspects
of the described embodiments. The described emimds can also be embodied as
computer readable code on a computer readable medilihe computer readable

medium is any data storage device that can stdee waich can thereafter be read by
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a computer system. Examples of the computer réadabdium include read-only
memory, random-access memory, CD-ROMs, DVDs, magtegie, hard disk drives,
solid state drives, and optical data storage devicEhe computer readable medium
can also be distributed over network-coupled coempsystems so that the computer
readable code is stored and executed in a distddashion.

[0044] The foregoing description, for purposes of explamat used specific
nomenclature to provide a thorough understandinghefdescribed embodiments.
However, it will be apparent to one skilled in thet that the specific details are not
required in order to practice the described embedisn Thus, the foregoing
descriptions of specific embodiments are presefaegurposes of illustration and
description. They are not intended to be exhassby to limit the described
embodiments to the precise forms disclosed. Ik vél apparent to one of ordinary
skill in the art that many modifications and vaoat are possible in view of the

above teachings.
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CLAIMS

What is claimed is:

1. A method for provisioning electronic Subscribaentity Modules (eSIMs) on
an embedded Universal Integrated Circuit Card (&L)li@cluded in a wireless
device, the method comprising:
by processing circuitry of the wireless device exa¢to the eUICC:
receiving, from a provisioning server via a seaognection, an
encrypted eSIM package;
transferring a block of the encrypted eSIM packiagihe eUICC for
loading and installation in an eSIM security domamthe
eUICC;
receiving, from the eUICC in response to transfehe block of the
encrypted eSIM package, a response message thates@
tag field that indicates encryption and signingfieation
applicable to the response message; and
processing the response message in accordanca waihe of the tag
field.

2. The method of claim 1, wherein a first valuetfue tag field indicates the
response message is encrypted and signed usingrsksgs applicable for a session

established by the provisioning server.

3. The method of claim 2, further comprising:
by the processing circuitry of the wireless deagéernal to the eUICC:
forwarding the response message to the provisicsenmger without

decrypting contents of the response message.

4, The method of claim 3, further comprising:
by the processing circuitry of the wireless dewagéernal to the eUICC:
verifying integrity of the response message beforearding the

response message to the provisioning server.
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5. The method of claim 1, wherein a second valué¢hie tag field indicates the

response message is not encrypted and is signix @JICC.

6. The method of claim 5, wherein the response agess signed using a

session key having a message authentication cale distinct from one or more

session keys used for response messages thaterecfirdt value for the tag field, the

first value indicating encryption and signing ussessions keys applicable for a
session established by the provisioning server.

7. The method of claim 5, wherein the processingudry processes the

response message based at least in part on dcagetdissociated with the eUICC.

8. The method of claim 5, further comprising:
by the processing circuitry of the wireless deagéernal to the eUICC:
determining whether to forward the response mesteatie
provisioning server based at least in part on custef the

response message.

9. The method of claim 5, wherein a third valuetfor tag field indicates the
response message includes plain text.

10.  The method of claim 1, further comprising:
by the processing circuitry of the wireless deegéernal to the eUICC:
providing a status indication of loading and/ottafigtion of the
encrypted eSIM package via a user interface ofrtbbile

device.

11. The method of claim 10, wherein the statugcattbn is based at least in part

on information from non-encrypted response messagesved from the eUICC.
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12. The method of claim 1, further comprising:
by the processing circuitry of the wireless deegéernal to the eUICC:
forwarding response messages that include erragahdns and/or
warning indications received from the eUICC to the
provisioning server; and
forwarding a success message received from the@tdGhe
provisioning server after successful completiofoafling

and/or installation of the encrypted eSIM package.

13. A wireless device configured to provision &legic Subscriber Identity
Modules (eSIMs) on an embedded Universal Integr@ieclit Card (eUICC)
included in the wireless device, the wireless dewoemprising processing circuitry
configured to carry out steps that include:
receiving, from a provisioning server via a seaognection, an encrypted
eSIM package;
transferring a block of the encrypted eSIM packiagihe eUICC for loading
and installation in an eSIM security domain on¢hdCC,;
receiving, from the eUICC in response to transfehe block of the encrypted
eSIM package, a response message that includgdielththat
indicates encryption and signing verification apahble to the response
message; and

processing the response message in accordanca wdiie of the tag field.

14. The wireless device of claim 13, wherein:

a first value for the tag field indicates the resp®message is encrypted and
signed using session keys applicable for a sessitablished by the
provisioning server; and

the steps further include forwarding the responsssage to the provisioning

server without decrypting contents of the respanessage.
15. The wireless device of claim 14, wherein:

the steps further include verifying integrity oethesponse message before

forwarding the response message to the provisicsenger.
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16.

17.

The wireless device of claim 13, wherein:

a second value for the tag field indicates thearsp message is not
encrypted and is signed by the eUICC; and

the processing circuitry processes the responssagedased at least in part

on a certificate associated with the eUICC.

The wireless device of claim 16, wherein tieps further include determining

whether to forward the response message to thesppning server based at least in

part on contents of the response message.

18.

19.

20.

The wireless device of claim 13, wherein:

the steps further include providing a status intbeeof loading and/or
installation of the encrypted eSIM package viaer usterface of the
mobile device; and

the status indication is based at least in parbfammation from

non-encrypted response messages received fronUtCe

The wireless device of claim 13, wherein tieps further include:

forwarding response messages that include errazatidns and/or warning
indications received from the eUICC to the provisng server; and

forwarding a success message received from the@td@he provisioning
server after successful completion of loading anihstallation of the

encrypted eSIM package.

A non-transitory computer-readable storageinmedtoring instructions that,

when executed by processing circuitry of a wireldmace, cause the processing

circuitry to provision electronic Subscriber IdéyntModules (eSIMs) on an Universal

Integrated Circuit Card (eUICC) included in theel@ss device, by carrying out steps

that include:

receiving, from a provisioning server via a seaognection, an encrypted

eSIM package;

transferring a block of the encrypted eSIM packiagihe eUICC for loading

and installation in an eSIM security domain on¢hd#CC,;
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receiving, from the eUICC in response to transfehe block of the encrypted
eSIM package, a response message that includgdieltathat
indicates encryption and signing verification apable to the response
message; and

processing the response message in accordanca wdiie of the tag field.
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