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W RELESS RESOURCE CONTROL SYSTEM FI ELD OF THE 16 / 03 / 2007

Wé%%g’ig\l [0001] The present invention relatgghiR2003/028254

networ k provi si oni ng and nanagenent; 5 nore
particularly, the present invention relates to

control I € RESOURCH FGNEROL SVSTIENVTENT .
BACKGROUND [0002| I'n our 1 nf O%Htl on z?ggg achi evi ng

t he hi ghest network service quality is as 10
i pi ng best class of networking
FTEif éﬁé?ﬁgHFEEﬁﬁgegfred net wor ki ng envi ronment, vari ous

sﬁ@ﬁ@gk&e %%%}Fn%t @%ggogﬁétwg{ “rﬁ{s,fé 1;9511} gf]ag]laol S, and

. nagenent effl ci.ency and _Jmaxim zin
morem’f}qu%glwn@ﬁ BSeR BV RO aF Res opopapling pesoprces ﬁi %Wgelgf»sea

.of quality of service (QS), nmechani sns have been
envigEgflised to provi de the necessary level of service to

15 applications and to maintain an expected quality

| evel . Sone of these nechanisns, for exanple,

classify applications into different |evels of service
BACKL#RQUND certain criteria or policies (e.g.,

priority) and treat each |evel of service according to

t 8002] ds suf in€airiation agBasidevinnthhfztrel nctwerk seoiifd @atitytis as

ki nds of flows can be QoS enabl ed and network

impofi@f @k d&@Sopt@ibésh BRsHE! bW kAL @ebACRO A tGvired Adieorking
speci fied QoS and the associated policies. 20 [0003]

envnbiﬁiﬁ&ﬂf wanou@némrwunaﬁég%ﬁﬁn%waeiwﬂétwom Iisxtot&oﬁz 847 ®aRlards
been made in the QS area. The wirel ess

have ?ﬁ‘?ﬁ‘ﬁ“ﬁ%‘@‘%@%ﬂ TR Rt B 1B
maxPEERRE hiffioh B (AR b R oL AL Bk O e

dens

(QOSi’ ﬁeﬁﬂ?ﬁlﬁ%ﬁ%‘%&‘f@{‘%@ b Pf et T EReR Rl
R e R e

condi tjons nel traffic .o affect.ing all
qﬁ‘sélfﬂ éiwlacegg% it fﬁ?f?‘ 8t lexglpoy seavige g@%@@% oRifGHierip or

16 / 03, /, 2007
policies (e.g., priority) and treat each level of service according to the classification.

exam

Based on QoS policies, different kinds of flows can be QoS enabled and network
resources can then be allocated according to the specified QoS and the associated policies.

[0003] However, in the wireless environment, little progress has been made in the

QoS area. The wireless environment is usually associated with multiple fluctuating

effects, For example, when a user of 2 personal digital assistant (PDA) participates i a

- real-time, multimedia videoconferencing session while being highly mobile within a local

- 25

campus or dense city limits, the videoconferencing application may be affected by various.

limitations of the wireless environment. These limitations may relate to conditions (e.g.,

- channel traffic load) affecting all mobile devices within the same radio access network
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local resources associated with a wireless device.

WO 2004/ 025910 PCTI US2003/ 028254 (RAN) or wirel ess
| ocal area network (WLAN), tinme-varying | ocal 16 /03 /2007
woaedi/i2smns (e.g., fading, overlapped cells, m®i9yS2003/028254
occurring in the vicinity of the PDA, and condltl ons
specific to the application flow (e.g., flow
(RAngewwbess Ibod @nda netwark (W L), amesasyﬂnglloeaimndhmam (cap] e
to offset the above Iimtations of 5 the wireless
fading evertappectheellanedc.) yeiuedid i theawikinith of the A, dntly:ofditions specific
delivering reliable services over an efficient,

to theapplgatdonlow (€S ﬂbﬁrflataﬁgy)uct ure. BRI EF DESCRI PTI ON OF
THE DRAW NGS [ 0005] The present invention will be

un Ma{)gﬁ&em&h&uéﬂayhéxfeqm bos HRle bkfsé% hOatiRe ‘%#i%ibﬂé“of

gi ven bel ow and from the acconpanying draw ngs

the Widl4R %ﬁw?d’ﬁﬂ%gt %wgﬁ aEE‘ ﬁm' ﬁ %? d?lwélrﬁ? Telﬁ‘l}‘(%eseﬁtlces

shoul d not e ven

e for expl anation and
overéﬁggé ndr%iﬁir% ﬁgﬁg{%&%ﬁ“ﬁ“@ure 1 illustrates one
enbodi nent of a wireless environnent, in which one
embodi ment of a wirel ess resource control system
0 2|saflowd|agramof one
Bml mom‘ﬁéﬂ’{f@ gﬁﬁ?%@g? ﬁ§OV| dinga multi-tiered
hbél resources in_a wreless envi ronment c{0008
F1 0PSB nycsembmseAton val s wanEioRLmem By R titdegaled
d| stributed wireless resource control system [ 0009]
descriptipgredvey belovaans| e ta angpmpargingxirewings o varkaus eofbodiments of
w reless resource 20 manager (WRM). [0010] Figure 5
the irjventigrg whmha@qmenfshauld met paoloeli trdintit the iavention ésthefpecific
controlling global wireless resources within a
embodimeits $ut are fovaxplanpdildnd vnidgrtaadifg bslya bl ock di agr am
of one enbodi nent of a systemfor controlling |ocal
r 46004] Figmedsitlastadechnsichtbodingdnt 6f @ﬁﬁel@@é/élﬁ@fonﬁén{, 204 Rich
Figure 7 is a flow di agram of one enbodi nent of

one efibogdiRsst H04 wirelss iekdurécontBLAkste: bi&ES assoCi at ed
with a wirel ess device. 2 16/03/ 2007

[0007] Figure 2 is a flow diagram of one embodiment of a process for providing a

multi-tiered control of resources in a wireless environment.

f0008] Figure 3 is a block diagram of one embodiment of a distributed wireless

- resource control system.

[0009] Figure 4 is a block diagram of one embodiment of a wireless resource

‘manager (WRM).

[0010] Figure 5 is flow diagram of a one embodiment of a process for controlling
global wirefess tesources within a wircless network,

[0011] Figure 6 is a block diagram of one embodiment of 2 system for controlling

~ local resources associated with a wireless device.

[0012] Figure 7 is a flow diagram of one embodiment of a process for controlling
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WD 2004/ 025910 PCTI US2003/ 028254 [0013] Figure 8

illustrates operation of a distributed state machine. 1g/03/2007
woaRkAbsod gure 9 is a bl ock diagram of an exerm@Tarszeo3/028254

conputer system DETAILED DESCRI PTION 5 [0015] A

met hod and apparatus for controlling resources in a

wi I08L s Bignre\§ ilhstimteneperation dfa digtibaied stgteduasbiiept i on,

nunerous details are set forth. It will be apparent,

hol¥8¥4r Fignoe 9 iz écld diegraimoftahexamplaryt duatputdresysteras ent

i nvention may be practiced wthout these specific

details. In other instances, well-known structures and

devices are shown in block diagramform rather than

DETANLEE BESCRIPTIONEr t0 avoid obscuring the present 10
i nvention. [0016] Sone portions of the detail ed

dqem]pyn%%oagaagta ég%ﬂu%ﬁroﬁumiﬁg ebfded B 2 RS Of

al gori'thnms an y I'c representations of operations

envirgll'ﬂg%?itt %eéiﬁ%%ﬁlg !d@sc?igti&?, e%us%%%%%etsgpﬁ)%. It will be

escriptions ‘and represe I ons are
. ki LI in _the data,. [ .
oma e IOy R0 B B 01 887 s
stk YR L b B A

sel f-consi stept sequence of steps |leading to a_desired
showp g blogk ﬁ’@%ﬁ’é‘ﬁsfag}eé thapda detatldg order fy2yoid epserring the present
. mani pul ati ons of physical quantities. Usually, though
mveniiel. necessarily, these quantities take the form of

el ectrical or magnetic signals capable of being

s 1@l Somerppriicing of 8¢, detadiet dassdiptiowsipatrielow aregpresented in

ot herw se mani pul ated. It has proven convenient at 20
termstoif pkgorithmms andi symibblic fepresetasonofoperatiomsom datalsjes, witlin a

refer to these signals as bits, values, elenents,
compsigninoinery. Chissaalperitimit €estBiptionsdndrspresdhiatibas Ark K& means nsed

[0017] It should be borne in m nd, however, that all

by thoat skilled & he dats ipfddedding QEI6 ndd€ offE VIR REFSLha kaktantd b
the appropriate physical quantities and are nerely

their VQRYS BHRALIAIREGh the APPAK 8Gotidnt RIZR:, %@Qéde% r]lg;rsﬁc%nﬁglvgtg B be

specifically stated otherw se as appar ent
oLt owi . . o . ¢
a self-CONsiPMMt @ﬁﬂh%%gg ?ﬁ?adilfg b3 d%&?éd%éxﬁﬁ Sfhe slﬂﬁ)% are t%ase

t hr ougho the"de pti on, di SCUSSI ons Ill,lt _ -
e e

these quantities take the form of electrical or magnetic signals capable of being stored,

requi

transferred, combined, compared, and otherwise manipulated. It has proven convenient at

times, principally for reasons of common usage, to refer to these signals as bits, values,

elements, symbols, characters, terms, numbers, or the like.

[0017] It should be borne in mind, however, that all of these and similar terms are
to be associated with the appropriate physical'quantities and are merely convenient labels
applied to these quantities. Unless specifically stated otherwise as apparent from the
following discussion, it is appreciated that throughout t.he description, discussions uiilizing

terms such as “processing” or “computing” or “calculating” or “determining” or
. 3 : .
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WD 2004/ 025910 PCT/ US2003/ 028254 "di spl ayi ng" or the
like, refer to the action and processes of a conputer 4g/703/2007
woyelmnsotor simlar electronic conmputing devirayus2hasio28254
mani pul ates and transforns data represented as
_ physical (electronic) quantities within the conputer
“dispdapangtrarshe bkg, seferts taattime and presedses of axtomputet aysiem, or similar
simlarly represented as physical quantities within
electtonés commpuiingrdesiys tlertnmmipnistesseandrirabsfoags ddtercpraaentod hephysical
such information storage, transm ssion or display
(electienicy @santitiBORER tH @nipues @ﬁdtethfs\tegi&ﬂe@fhnd n$eendiis it Stted data
apparatus for performng the operations herein. This

simil P AdpdseitedBY plRicaRahAtidowBIan e el lsPlteth Reemories or

required purposes, "or it may conprise a general

registy AURerGABP R Ial 6l §61abY 8lhs If«‘s%io}i%"r aﬂg%g defeanf i gured

a conputer program Store the ¢ uter. Such a

y .
A Bl e S S O
o B0 YR B M RO B B
o it R Ao eSS, TR LS CER by

type of nedia sujtable for storing electronic .
compmy?g progen stpsed I&ﬁl!ae o Suph & gomputer ez BRY BY slordin a
bus. 15 [00191 The al gorithns and displays presented
comphisr egadable storage madian.stel ¢s, bl igmetlimged ngnytype pEdislkr
conputer or other apparatus. Various general purpose
ncluding floppy disks, bpticab dighs, @N-ROMs,) gnédmegheiicenpticaldtiskseread-only
the teachings herein, or it may prove convenient to
memari@s {ROMS), rmoden s@ess mémares @R EDR OMs, BEPROMS, tngnetic or
requi red nethod steps. The required structure for a
optical asidef of adly typraFencdiasuétisle or stordfpdeirobdcafdtiedons, and each
description below In 20 addition, the present

couplédioaédrputbiSsyttei tikescri bed with reference to any
particular progranm ng |anguage. It will be

APRYIOF Tk Atkotifbs z@ﬁd‘%&ﬁ& péaéme& ASERIHL ﬁgt i%gg%ﬁ&%ﬁted to

may be used to inple he teachings o

oy PSSR RS PRSL MR i Tine 2 s sytem ey o wsed

Ine-re rumi nc

with e eind i cordsb QIR ' P REFRR L6 by Fobelolbonion

om0 SRR A e Ld onl et

st ar age di a; optical orage _nedj a; fl.ash nenor 4
structure for agvanré?y otathese%ystemsw? appear from the descnpt?on below. ¥n

addition, the present invention is not described with reference to any particular

programming language. It will be appreciated that a variety of programming languages

‘may be used to implement the teachings of the invention as described herein.

[0020] A machine-readable medium includes any mechanism for storing or

transmitiing information in a form readable by a machine (e.g., a computer). For example,

2 machine-readable medium includes read only memory (“ROM”); random access

memory (“RAM”) ; magnetic disk storage media; optical storage media; flash memory
4
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16/ 03/ 2007 WD 2004/ 025910 PCT/ US2003/ 028254 devi ces;
el ectrical, optical, acoustical or other form of
worenagdied signals (e.g., carrier waves, | nfmoosms;lglo3/2007
signals, digital signals, etc.); etc. [0021] Figure 1
illustrates one enbodi nent of a w rel ess environnent
devicpspeledtmcaldpitichl, arvastmabaritharformo bf propagasddesionatses @y cerier
control systemoperates. Referring to 5 Figure 1,

wavespinfrarpdeiguatse tigiisl sthamalscets.);ldddt are coupled to a
wi reless network 102, such as a radio access network

( HOdR1]oFignte EiBRGatbO6 enticianaf ofa ikirelddk Aironthent 100, in
wi rel ess device 104 nmay be a nobile client device

which 8nfembadifRhi o ARirQIBRNEonfte c@ﬁtrol g&mh rafes VR EB8S o

controller station (e.g., a base tatl n, a router;

Fignfd £ gg%%zeég‘a FesOloh\Was @0&1@%&&1& %%fﬁ&% l%&%@k f(; such asa

| NSt a on eac W rel ess

radiof et B2 (R A S5 G b bae il Prdon A fid Ice
104 ¥ BBLAE esh Bl € e o RERETR] SRDLS PRt Bdisios

veral Limtations, of the wirefess envirgnment 100,
contrer gfalion §& e ® BEAETORomtor 6 4 o o AsmArRpofEpEs appligations
condi tions affectin all nobile devices 104 within
106 apeyaistglisebompach adesh devien 1<041 o¥pplaonscidrdritinie dete(flov. that are
15 channel traffic | oad re referred to herein as
to be praxt fothr virelegs aptavorie iR ﬁl.e drteeflows are seitt iiwthe vafelashe
w rel ess environnment 100 may al so relate to
netwark 462,iheygengratomdwoikdradfic.( e. g., fadi ng, overl apped
cells, etc.) occurring in the vicinity of the wreless
d¢8022¢ Applicatichrdasefldvsnare wuljyot ngsevend lifhinfiensaifehe wireless
referred to herein as |ocal conditions. Further, the
envirdrinidnt 200.0As dizbussibabion s, ehes HindaRNoAOMAR Platd QcdrRitidns lfb&ing
to application flow conditions, i.e., 20 conditions

all mdbile deices FIABRithih ehel frroir e o 302, 19&1%&%%& k.,
data flows (e.g., fTow |atency). [0023] Applications

.channé%fﬂal'oaﬁ?&% rgfeﬁfea?foeﬁ&elﬁ%gﬂé%ﬁ? d%of;zﬁ AR Khe

resources” wWith respect to their ows For

]unlt.aﬁéfl?s"'fﬁI tfe whife ?sdéfvﬁoﬁxh&w 1@? 'ﬁfnsé/aél?odreﬁe @ Hhd. uAI?&% BikiShs

application froman eai erray req
IO dt h if
o MBI APl oA o
These ?i?l?e-%; In'g%gng' %lllsnzge referrede to herem as local conditions. Further, the

limitations of the wireless environment 100 may relate to application flow conditions, i.¢.,

conditions that are specific to the application 106 generating data flows (e.g., flow

latency).

[0023] Applications 106 may have different requirements for network resources

with respect to their data flows. For example, the data flow generated by a wireless mailer

~application from an email message may require an msignificant amount of bandwidth if

compared to the data flow generated by a video conferencing application during a live
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6 WD 2004/ 025910 PCT/ US2003/0282 4 / 03 / 2007 video
conference session over a wide area wireless Internet 4g/03/2007
woamaarsdion. The video conferencing data fl oworays2003/028254
requi re guaranteed and uni nterrupted hi gh bandw dt h.
[0024] One enbodi nent of the present invention
videp confengnee sessigs bemnatwids arsglvhirekesemhterhtieontartion. The video
limtations of the wireless environnent 100 and
conferancing dataifloel magregesopatateed dnd sathtaruptdichiglo balidwidths
occurring at various |evels of the wreless

enfooz4N0RE EmBEAmRALLS thd prbdchy inEftitn BERAESa safstehhmat addresses
applications 106. Figure 1 illustrates a conceptual

the aB&E&mitdifdns oF iR vikIdst ehiiRhARnM G@&ﬁ%ﬁaﬂ gé@mrel%ssqeg&ﬁ&k

system [0025] The nulti-tiered wrelessS resource

base%&'i‘%ﬁe@on&%%ﬁse :ﬁn l@éﬂo}? @@eﬁtdﬂgea?ﬁelegsoﬁfvﬁbhﬁgﬁ 100 and

etween the tiers OMAng a conmuni cat 1 ons

utilit? ?eec@uemgﬂtjs o§ M{el%gg 1&&13155216{)@% q‘%ﬂglglfe iﬁﬁﬁ tﬁa ns)a betg%@ﬁoﬁ%lo

ntor condi tions occurrlng at the tier and
Ofa]gﬁl (tgﬂgﬁgsgeg%ﬁ@nﬁ ¥R or i ng to control
oclaedvmththlst In one
ef@%ﬁ@?ﬁ Witplgts rpsourgecgnirelSymism rpwides sppmtion of

dat a_recei ved fromother tiers. [0026] In one
operatipphbetivesn thetiges whiltillowéng datacupmunisaiiong (@g Beligy andstate
of the system 15 by evaluating the tier's conditions
informatiord dietyesen e ters olrnegisahai aagh dett ofghe gisheng perorms monitoring
according to these conditions and data received from
of conditiens accarmg aTthe tice andithepodes theassulsfafmemitotieg tcedntrel | a
for resource access and usage. |In one enbodi nent, each
resoutdes assecibedorith thivdiap.old dicembodiment,Sthe Corftiod id dlseacse@dplshed
That is, a lower tier may enforce its set of policies

usingaatareftdeddeforhioffRr tisgal € to i nprove conditions at the
| ower tier before the policies of a higher tier becone

2Qo@d] I 8ne EMBEdncht) (HREs08FERS Bic MR Aol Y SRR tict bBhe Sffem

request a reconflguratlon of one or nmore conponents

by evAhadhgd BWEE S E&{ditidd3Gnd Iﬁ&éﬁﬁﬁg%o@fek se’c Sﬁo'ﬁgfes Q?cording

nodi fication of  functiodnal 'ty of ntso

to thebd\GonldANRE ahd ?i{t{i ﬁ%eﬁg {nfcﬁﬁér%rso f’J/“}?e s%%f;][g%l #@ éé thire

conponents o Ier, and ion of

criterid fgﬂrem&eeﬁcc&fs aEH %sagg.nﬂlogr?enet Sbo%men eacﬂ %1er Storees Jche pohczes

at a specific time scale. That is, a lower tier may enforce its set of policies at a faster time

scale to improve conditions at the lower tier before the policies of a higher tier become

active.
[0027] In one embodiment, a higher tier can request a reconfiguration of one or

more components of a lower tier. The reconfiguration may include a modification of

~ functionality of the components of the lower tier, a modification of a policy used by the

components of the lower tier, and/or a modification of a parameter of the components of

the lower tier.
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[0028] In one enbodinent, the nmulti-tiered wreless 16 / 03 / 2007
woesauwrerocontrol system contains a network (pfr/us2003/028254

global) tier 112 and a device (or local) tier 114. The

global tier 112 nonitors conditions that affect all

wi 828k ae\eimbedin i, the trinitirti¢rbd wivelest mssuroetomrok sykah

(e.g., bandwidth within the wireless network 102) and

cont£igdd fi@iverka@e ghbab iidr UEPGR dfevie\(br16bAPEer@UWIhK global tier 112
resources by data flows originated fromall wreless

monBeY cEREidHIhMatBbihll #heeW detilb&SRANPEMA e didess HiBvork 102

control perforned by the global tier 112 may be based

(e.g. AndRIHEH RN the wﬂe[agyﬁa%var m%g F%%%SEOAMS &id hiResed

by a wde area network w t w rel ess

i BT D8y B e R 2085y

o ETMERCER, o B SR BLRel S et o

The | ocal tier nitors local cgonditions around,
extefg%é%quﬁewewsr(%eeﬁfs RRUGIce dnRessd P aide prepuetyars i Which the
. conditions such as fading and qverl apped cells) and
wirclgsgieavork 402 FoRygIniSptegber Ay infrmallu megntained #ii of peligies. In
.conditions, requirenments of the data flows originated
additigp, thp eonipglimayzhd adsesinpgerrdanen witl theglohel candisbasanddbei ce
104 and information 15 received fromthe gl obal tier
inforraifon 0BG from thebochidier divbodi ment, the nulti-tiered
W rel ess resource control system also contains a
t H0929] thihedocai tier | 14ambhitnss ocaircoddiGonsTdround Oypetifierwiicléss
nonitors conditions specific to an application 106
device U0 (g, thinc-FaiinEt@RINidhe vidhers FHng Sndoverlapsdd deBE)QRE Ynakes
and packet loss) and controls resources at the flow

local b6lis! detiRicfis baded @ thé RRIToRSIONs, FRfutembhi@Wr 812 data flows
reliability) based on these conditions, data flow
origifaR®d Wy Iﬁaﬁ’(;nstlt@)i% rBRfh Grf"fh'e%rel&ﬁ d8NLe 105 iR Aon

received fromthe local tTier 114. [0031 lgure 2 1s a

receiveld B &mg%ﬂoﬁe enbodi ment of a process 200 for
di n%ﬁa mult1-1i

provi -tiered control of resources in a

SRS B REREFes REp BL BLFA

o SR 95T RUEN 2 B O RBASL okl

SRR RN W —

t he
packet ﬂss) and controls resources at the flow level (e.g., flow transmission rate, flow

 reliability) based on these conditions, data flow requirements of the application 106 and

information received from the local tier 114.
[0031] Figure 2 is a flow diagfam of one embodiment of a process 200 for
providing a multi-tiered control of resources in a wireless environment. The process may

be performed by processing logic that may comprise hardware (e.g., circuitry, dedicated

logic, etc.), software (such as run on a general purpose computer system or a dedicated

machine), or a combination of both. Processing logic operates at different tiers within the
_ . . _ _
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7 6 WD 2004/ 025910 PCT/ US2003/0282 4 /| 03 / 2007
w reless environnent. In one enbodi nent, the tiers
wonelawdeia gl obal tier associated with all vmlfcqlmﬁg3fggs§5§;/0312007
devices within the sane wirel ess network and a | ocal
tier associated with a specific wireless device
wireless dmviromrhentwiln eheanbodimenty the tikers inciodde globalttied insspoiated with
the tiers also include a third tier referred to as a

all wirbleyy devies tvithin the sase6 aticRELeivbilkhng adpes tikt &sfoiated with a
application installed on a wireless device within the

specific AtRRS dOBENRTtKin thRélesIRAWEK NH 2ARhE @B Rlident, the tiers
process 200 begins with processing logic noni toring,

also BEILAEE hild R reRAOT} 4 ¥y GEREY 0 B:BLisRASAI £RROM) 10

tirer processi ng At proceSS|ng

apph?ﬁrtg)%%%%lﬁgrolnqag&ﬁ?l@% cﬁ%‘(}g thﬁ:l; the %{%!léég ﬁefvﬁ) pr mat | on for

a ion an I'ncl ude,
- d8 et Pl ”%3?%%9%@%@%? vﬁﬁpﬁc{Cﬁ%ﬁ?n&how 9

est from er tier to nodif tionali

monifging i S5t 465 P PGP ASREee oesReS)
thIStIeI‘ r exanple, the local tier mayrecelvea

202). ré&ﬁfegffssmg Hﬁ&ﬁé"lgpreﬁ@ﬁmg iegic pteaghtieryeeqives ipfogmation from
service .g., to nonitor an additional | ocal

other ¢igHeh tﬂ%wfqmia@n@mﬁf inghede, & gkampler padiciesmpainigined at the other
modi fy a policy (e.g., change a threshold at which

tier, resilés b moniordig 1aerf0mmaﬂ at thé othentiiéry dwareiqeest Grodua highyr ties éal
by the local tier's conponent, or nodify a paraneter

modifyefiigetjonalityapajicytdreompe paratieterd of ook ok heoreomnparchntsg)f thik tier.
one of the local tier's conmponents. [0033] At

For exrnasle,shé logaltied eaydOeiveds RQess froh the giobakbier @aedd 4 kgkific
eval uates the conditions occurring at a correspondi ng

servidel (8. &nﬂoﬂi’& anrbfdaﬁmhn 186n1 em&gdo bhooT thb ol ha's

tier Based on this eval uati on, processing |ogic

compsﬂéﬁw ﬁicalfy %fp%ﬁE% €édg A haRBE DN EsBb1%R v&mpﬁgﬁﬁdrﬁ% &*aqsé,«al

In Oné e nent processi ng OgIC contt ol

conchﬁ@l?ﬁlé[')ﬁ éﬂ? setf Byt E'lcfbgl RQH 'c%gﬁgn&ﬂ%r rﬂg{hwgpﬁljaﬁleter (e.g.,

crlterla ce acces? usa
cane 14 REBAREY W S BATE gof@.&egr%gh%er%wﬂ%&%s
¢ TORSL T PloesshiEoiBk 405, By RismedOns L St lsr wqhéﬁ SZt?ls
S350 g e £od ARty B G U3 2o oSl

tier(s). Based on this evaluation, processing logic controls resources at each tier

(processing block 208). In one embodiment, processing logic controls resoutces by

adjusting policies that define the criteria for resource access and usage at corresponding

tiers and enforcing the adjusted policies at the corresponding tiers. In one embodiment,

the policies are enforced at different time scales, i.e., the policies at a lower tier are

‘enforced at a faster time scale than at a higher tier.
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[0034] The nulti-tiered wirel ess resource system 16 / 03 / 2007

wdizen3sagd above with reference to Figure 1 mrndRod/028254
di stributed system Figure 3 is a block diagram of one
enbodi nrent of a distributed wireless resource control
sy084) BOmutioiged witeless resmucd oysfeimpdisansshd abyed with 3€@rence
i ncludes a wirel ess resource nanager 5 (WRM 302 and

to Figuie 1 g b¥\RiisagieinéSsysm. CRigireslistablédralidithd 22 3ne dBodiment
VWRM 302 nmay reside anywhere within a wirel ess network

of a dibteiBuR vArcRANrdRburkl Obhirdi@ystéri 80P €, the VRM 302 may
reside on a radi o network” access point (access point

iloﬁ)hBSIbR&@mi)%/% irfire 3VWANLE 980 ﬁFlud&ee[ %ﬁélgssseljggource manager

ernatively, the WRM“302 may function

i s} =To i L Bl 8.0
R e s S SR A T
i Wi el ess. devices 308.. A w,rele ige 308
may f§e v R bABUCE RSN SR pichh s RAR GEPEAR Fiante
th etc.%. or a w.reless controller station(%e%., )
e TR on 4 TRt petors aecess Pt Gacppss RO ARRY, Be station,
d each WRM ag ﬂt 304 may conmmuni cate usjing an,
WLAN TR G obemii Yol drea WM 0k iy Tenchinion distilaied
request broker architecture 15 (CORBA) APL [0038] The
systemaRDeIting peropsauplbinka neides withintbe mirslepsustepdbal
conditions (i.e., conditions within the wireless
nd 0] WWREhegeptsadMdeside eewiralesedayinns 308. Arvdralessdgeinedos
within the wirel ess network based on the gl obal
may eomabbilodlEnt @vides(e. gc ardiltiaopisomepy PDidden) iof y witeldse Bbntroller
reliability, performance and usage of the w rel ess :
station é¢.24a kaselstatian ol touten, et@)) t he WRM 302 recei ves
information fromthe WRM agents 304 (e.g.,
apeo37¢ ahe WRBPI0D dndGach WRN Agema0d WAt ddmmunicate using an
specifications). [0039] In one enbodinent, the WRM 302

applicafibs pitEroan BRI ¥udtOash YifbP8bBA k& Drol&f brdi¥edtite

external system (e.g., by an Internet Service Provider

(CORBIAIAPB10). Alternatively, the WRM 302 can use an
internal set of policies defined according to a

PRDREL T el BB

RSVI

.condi{i W :%g{e{vg’lieﬁés\é%tg%vfo?k e{n%tpcl)'g%ldin% reso@ceggr?ﬁol and management

=)

within the wireless network based on the global conditions. Global conditions may
identify current reliability, performance and usage of the wireless network. In addition,
the WRM 302 receives information from the WRM agents 304 (e.g., application-specific
utility bandwidth specifications). |

| [0039] In one embodiment, the WRM 302 acts as a gateway to provision policies
set by an external system (e.g2., by an Internet Service Provider (ISP) 310). Alternatively,
the WRM 302 can use an internal set of policies defined according to a particular standard
(e.g., differentiated services (DiffServ) per hop behavior (PHB) spéciﬁcation, resource

reservation protocol (RSVP) QoS specification, etc.).
' _ 9
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[ 0040] When required by the conditions of the wreless4g/03/2007

woeboameioio t he WRM 302 adj usts the current setpcafus2003/028254
policies and uses the adjusted set of policies to
optim ze resource access and usage within the
Wi [0840)sWhaetequirdd by the conditotroafithewireletsmetvaatky the YERM 3@2
al so based on the information received fromthe WM
adjustsghe terr@f det (of policiescynd|useath adjusieé st foif policiestto loptiyize resource
bandw dt h specifications). [0041] In one enbodi nent,
accest Afd WRYe 38MiB@1 doreleds harivdrit afndnk @nibbeindRlytiRoRistmeGd also

This data nmay include the adjusted policies, global

basecfr&{lﬂ%';ﬁfa&laﬁah%déﬁﬁeh%n?meawmagmé WAkl appli@fbRspecific

he reconfiguration request nay contain-a request to

. ' funet | ity of one or nore WRM agents 304
““11“?2&§Wdt§§g&gﬁdﬁgévﬁ§'ervi ce or nodify or delete 10 an

exhalq LViCce proyi ny R 4
PRy B GrBe e R Fongt P Gh e AR agents
tameter of, gne or..nopre agent s 4. .lp on
304. RIS B elfE Foo R gt e cryitain iplhs@fon pra
orrespondi ng. WRM agent 304 to be reprqgramed in .
reconfiguyatioh Fiteso BASTeC T HION TSGHATL MEDITHRA Tp IS Tpdify
proxy to the WRM 302 and has its own 15 autonony. The
functippality g€ Aee gorors WRM agegisciidi (ego lelé p 88w gaiVvioger awpdify or elete
VRM 302 and nakes the necessary |ocal enforcenent
an exigtng sdrpies provided &y ahy SYRM agehe3({RM podisyvsaichy onegargye VRM
the tinme-varying conditions around a correspondi ng
agents\8 9bodmspargtesicoe 30 8r ande WRMzgests 864 sk aperdibiodoment, the
agai nst the requirenments of the running applications'
reconfipmatiomreduesy balsed the oadéspondiag WRMgentcdtdad baesprogridnened in
RRM agent 304 collects information on tinme 20 varyi ng
real tihkcal conditions (e. g., signal to
noi se-plus-interference ration (SINR) via a data 1|ink

( o2 FASICRIV GOt 30k obMife) hs !aﬁi/cﬁ(?r &%ﬂ{e'W’RM 32 ¥hd hasi® own

described in nore detall bel ow 43] In one
o A ST g 0 AL BTG D b I8 W2
ke b6 B Il AR bR U D PP s SRR bt s04
sssess e B I o B R TRl B 3B o

o

i Mpr ov he | I . . .
'manage%e%e ggndtitlo%s agglgst the requirements of the running applications’ flows and

global conditions. In one embodiment, the RRM agent 304 collects information on time-

varying local conditions (e.g., signal to noise-plus-interference ration (SINR) via a data

link (media access control (MAC)) layer entity, as will be described in more detail below.

[0043] In one embodiment, local policies maintained by the WRM agent 304
preempt (using a faster time scale) the global policies in order to address problems created

by time-varying local conditions (e.g., a fading or degraded local conditions on one or

- more flows). The global policies become active once the WRM 304 improves the local

conditions.
10
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2(]07 54 [0044] The local policies maintained by the 4g/03/72007

wiBM4masas 304 can be uniformacross all fl owpomahdd®2s2s4
on the wirel ess device 308 or weighted (prioritized)
according to specific QoS specifications. [0045]
FUP04Hr ThetIbeal pRlidiayaihtadidd biythe BEIdagedi|364 tax be uniform
provi ding application flow 5 control and adaptation.

acrospkd Clofvis ¢addliiyg or the wiydMsa devite IBlorags gae@@rioligved) according to
conditions and controls flowrate and reliability

speciﬂ@a%s PBcitibfiohkow conditions. In one enbodi ment, the
WRM agent 304 collects information on flow conditions

(q0645) Hul- @, iRt WRAY a?&l@' 30P5EpoRitle b O}&Nigl{et%:@ﬁﬁéﬁ?ioﬁﬁlow

rate) via a transpor ayer entity and a ayer

ot AT SRR A gt
onn 8769 GBS B SR i B, o
WO 957 RS aloBg 0  RPhes u

poli gy, and §t ate information between the protocol

flow EgERSSIon 13e) Big trangrort Yopiergantitst g network dayes gaity #sewill be
the 15 WRM agent 304 has the ability of reconfiguring

descnbn@upm@redte&aﬂg@l%k | ayer entities, as will be
described in nore detail bel ow L0048] Figure 4 is a
bil@de] dihad¥VBM agenboid aadipoetoend stacklayar eitities mey comgumicats
manager (VWRM 400. The WRM 400 incl udes a

using ddisawheatCERBAMRSs.402, an eval uator 404, a policy
updator 406, a nonitor 408, and a reconfiguration
mpaDA7e I dhk erdbbdii@Adthe THRM et 304 i4 @Bo réspbisitile isd fabeEding
for nonitoring conditions within the wreless network

coord{natién bet@leo® plotdealdlidki 109 Jentitléke yHxeRMainGeeht )Ry and state

represent current usage, reliability and performance

inforn@dtioh HMRiwhch ThEHS 10061 RN ayel BRHHIRN T MAithQS i &Y &8bRBNBnt, the

or all of the nonitoring results Iin thé statistics

ﬁ@ﬁﬁ%a%%é%&gg? tbﬁrécs&@ge&gitg@ ?J&hf&&qugétr%gﬁﬁéé?&é will be

4 and provi e nonito results t

describYfinyak rdteé%%efo% anal ysis. 25 [0050] The
commu

nication uni't 402 receives informati on from
) VR ts. This.infor,mation .pertain to
Hlan P b i 58 Sragr B ot ALY oFF VBBt sl
manager (WRM) 400. The WRM 400 includes a communication unit 402, an evaluator
404, a policy updator 406, a monitor 408, and a reconfiguration module 410.

[0049] The monitor 408 is responsible for monitoring conditions within the

-wireless network (i.e., global conditions). The global conditions represent current usage,
 reliability and performance of the wireless network. The monitor 408 stores some or all of

“the monitoring results in the statistics database to support feedback mechanisms of the

WRM 400 and provides the monitoring results to the evaluator 404 for analysis.

[0050} The communication unit 402 receives information from multiple WRM

~agents. This information may pertain to local conditions, i.e., conditions affecting each

11
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13. 16 WD 2004/ 025910 PCTi us2003i 0282 4 / 03 / 2007
W rel ess device coupled to the wrel ess network, and 16/ 03 / 2007
woOtbd4iobso1e equi renent s of applications i nstal l@gdgodsngsIss
wirel ess devices. The utility requirenents nmay be in
the formof bandwidth utility functions or any other
wirelgssadevice abupled tir the wadelcsemdtwerks petutility atquirements 00 Spidlicathens
eval uat or 404 receives data from vari ous sources
instaliéd dni the taieledRNEVER, Thé uilligyeqimtieptsmaplye Dehafiym of
conbi nation of the nmonitor 408, the comrunication unit

bandWilfth utikiyeusdtvink 8t dotkkrqaRaRfive2? qualtehive dpebifieMions.

dat abase 418. The policy database 418 stores various
POOSIIetheRRAhudid uGﬂrécavssoahEa[ bmQfarithd ﬁ*]lu?@e?s Wi HPHE SPRM 400,
within the wrel ess network. These policies nmay
. ti . '

Thesé Sfuldid ?nelrﬁie :Jﬁl?‘:c]%}n;og{aﬁéﬁ]gf s lﬁo‘ﬂ;tpt ﬁk%og&eg %@%@Pf@%@ﬁg‘ﬁ% 402,

access a I on, Specl

o s B350 R BRCRAHGE 6 IR IV A1 e,
ot TR G 5y A P
s P TR gl A P A s

... policy-based managenent systemis in El ace, the WRM
utilizafivy, spegifedRoSheategeries scyraiguepthendniz.cThapalisips mayhpanaunsted
.entity. 15 [0052] Based on the obtained informtion,
outsidernd tle/wirelgssoretwok (a6t &V AN) esdafined igernally based on eertain
policies need to be updated. If policy update is
standards) (6. g. el ffSeime PEBa lsprs, RS VD QoSi St ats.)t Reopxodmisydiment, the
updat or 406 about the required update. The pol.icy
WRMMlpduppoddsh stisting pallpypbised Midagimiont Bysten) Atematisdlpritao
in the policy database 418. In one enbodi nent, the

exismg%my-baaaﬂmﬁag@%nﬁyg@mﬁg Reisladd) ehe VRN 400 B a6f as an

icies to the conmuni cation unit 402 20, which then

indep&ﬂéﬁﬂmli%?-gﬁs&dxﬁ%a'gﬁﬂéﬁ%ﬁﬁﬁ@t of policies to the VRM

agent's. 53] In“one enbodi ment, the eval uator 404
S{ous2 B?mnotﬁf bbginkd LB IRIHA e & é‘iﬁﬁtﬁfeﬂ’%{ JRPNE WikMer
agents (e.g., local condition data) In the statistics
i e . ,
the coff AR o e hoRiBEl, e} PP SRR g
. I d t tai. I I it [
infornfin® Bon b HaTES 408 BRARAIRaRRARE, TREBE TR G" 406 ien
adjust%ﬂ{egz}tgpgﬁt%q\fed s:csé)?% El?e po %&tdg{abgs%%l 8.091(1: gné Qﬁgodiment, the

policy updator 406 also sends the updated set of policies to the communication vnit 402

which then communicates the updated set of policies to the WRM agents.

[0053] In one embodiment, the evaluator 404 stores some of the information

- recetved from the WRM agents (e.g., local condition data) in the statistics database 420.
~ In addition, in one embodiment, the evaluator 404 may determine that the WRM agents

need to be informed about certain global conditions (i.e., the current state of global

resources) based on data received from the monitor 408, Once this determination is made,

12
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eval uator 404 transfers this infornmation to the 16 / 03 / 2007
woQuoanseag@t i on unit 402, which then conmmuni catmsraid2063028254
the WRM agents. [0054] In one enbodi nent, the
eval uator 404 anal yzes the obtained information to
the evahiator d0d erankfetstthis isformeationfio thercatinomicsHtioa myit WA/ velgenthen
is required. The reconfiguration 5 may relate to

comnfipReids icio3BE Witdsagpes.f or med by the WRM agents,
policies used by the WRM agents when perform ng the

S @0054F 8 on®EmBAEIAIEL BleSvAhatdLA04 £R%yARS fHebRskdaN fobAiftion to
M agents. If the reconfiguration is required, the

dcterfFfS PGS I o BRI APH TN But iSined T seconfon
my B o B S5 R TRM P B0 o

The f i i difi 412 | g bl f
agentg el PR ol S ok piew s p Sl R B ERbo Re wp

agents,or . madify, oy delefe a Xi sting service
ageﬂtW%rﬁwﬁﬁ}uw Iy e TArRPLIGIOR AQY reRers doirn) ke
new service to be added nay be a service for
reconfigyadaroingdwlg 418y i ous forms of application utility
speci fications obtained by the WRM agents into a
s U551 The tesonfigrpdon medulp #10 ingldepa funchinsglily medifiep Hhea
VWRM 400. The new service nmay be downl oaded to the
policyagedifisr 414andrpanmietdoodifiend ife ifhedithetinpalityshodifigr 4l3ds
the functionality nodifier 412 will issue a request
responsitde forfoysating aheguesicto adé r new aemvitd te pae of iorsgWM egents or
~relevant information. [0056] The policy nodifier 414

modifiy Sr HeisleenSIxiNt B g lservice hedbinttd B drRQy esdre WRBhaeaKe. for
policy used by a particular service of the WRM agents

examyl€, &hew friit8 HEBd added m‘a?%a hReAideadt A iRRiAEPArRius fdtms of
addition to the paraneters being currently neasured

applicg.\néti}g‘iplfltﬁit? Spdfidhtiohs S5RAbdhy the WRAERGSs infd\espREIR IS Which

Ief 416 1's responsi b)fe for creating a request to

_ ( . oy
will th%g gg ?%n%‘err@@fcﬁiﬁ@ WAIOO?{I@L@ (@%%%Me rﬁﬁ té% ﬁ%ga&aetﬁ% R

s (e.g., a request ange a t

agentsmé ﬁp: WM 466 {?Qgen?galifedcf%tﬁﬁi, Ind ﬂ{eeﬁlﬁétfoﬁn)étﬁty]réod}ﬁér 412 will

issue a request identifying this new service and specifying other relevant information.

[0056] The policy modifier 414 is responsible for creating a request to change a

policy used by a particular service of the WRM agents (e.g., a request to measure a new

parameter in addition to the parameters being currently measured when a certain threshold

is reached).

The parameter modifier 416 is responsible for creating a request to change a
parameter of a particular service of the WRM agenis (e.g., a request to change a threshold

at which measurement of a certain parameter).

13
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Once the configuration request is created, it is 16/ 03/ 2007
woemnsaat ed to the correspondi ng WRM agent ciy@s2003@28254

comuni cation unit 402, causing a requested

reconfiguration of the WRM agents in real tine. [00581

Fi[008H Ondeghé banfigiiatign asguedt iscrested ani3@dmmmmicated tathe

process 500 for 5 controlling wreless resources

corre¥ponting WRM bgdresa fiet oMinkunichlien RHR 403, caliBiDE rdd@ésted med
by processing logic that may conprise hardware (e.g.,

recorighi@tibh b theAFRIVE BdRith th 9@l Gmelt C) .  software (such as
run on a general purpose conputer system or

a
degagat [ . ' j 91
ROV TR ) diolaml S BRI B o Bt SOORRR
' . , L on o p
conts PG STRARG Gy WRBY ity oy 2 RS gl Bbestormed
det erm nes ether an .update, of a_current. sef. of
by pep AR LB By il BB (o ARl Eoe R nBlotteny
deci sion box 504). For this determ natjaqn, .
softw éﬁ“‘g&‘é’ S A PR 8 BEDHAPUEROSH CRPERM P FYSioHeY %f#?d}"éteéin%aéhme)’ ora
fram agg(%s servicing wirel ess devices coupled to the
combifjarien g etwork, and/or existing statistical
informati on. 15 [00601 If the determ nation nmade at
d @058 Kefasong soBignte papspacss/ A0 ngitsawidh prgedssige dogic monitoring
Ferforns t he update (processing bl ock 506) and sends
global ¢naditivaia (rdceseing blockS02): iMésct tprodessing kpindstertrinasodstiicngn
bl ock 508). [0061] Further, processing |logic
updatel of ®current setwifpbhides & reqmired basgd patthoreswt ofrmenitsring fiectsion
of the agents is required (decision box 510). As
box S04)s Fes ghsldabovigatidn) BroceLidBlld G fidh/ialyd use thibmyatior héteRrell O
a specific service perforned by the agents, a policy

from ALREH sBvidine wgRES Sevdts BoRsd 101thE HatclcBendtRbK, &:81/01Qxistin
paraneter of a service perfornmed by the agents. [00621g

statistlch] Rfdr@@ARAI guration is required, processing |logic
creates a reconfiguration request (processing block

R s
pertr A o R REH O 399 3 R RBR e Bl

agentsa(p%creéesl'ﬁgsb o&?%@e' The system 600 includes a WVRM 14

[0061] Further, processing logic determines whether a reconfiguration of one or
more of the agents is required (decision box 510). As discussed above, the reconfiguration

may relate to a specific service performed by the agents, a policy used by the agents when

‘performing the service, or a parameter of a service performed by the agents,

[0062] If a reconfiguration is required, processing logic creates a reconfiguration

request (processing block 512) and communicates the reconfiguration request to one or

" more agents (processing block 514).

[0063] Figure 6 is a block diagram of one embodiment of a system 600 for

controlling resources associated with a wireless device. The system 600 includes a WRM
- o 14
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612 servicing, in cooperation with protocol stack 16 / 03 / 2007

woayasbities, a wireless device 602 to al lpewrdagnso2s254
wirel ess device 602 to conpete nore aggressively for
the wireless channel. The protocol stack |ayer

agent 82 bdriiehgl Mdodflération Wath pRRsdol badelayéd enfilies; atwitelesd Avica
network layer (L3) entity 608 and a MAC | ayer (L2)

602 tAliow the SAR1es® abHO5402 HR8mPEaGe Bg%xgégveilysfo& aapeneedl e

for managi ng | ocal resources and w control and
chann g Bt shef 1R RARS nchle PP R (LT EgB0E 2
sl 213 o HETA 0001 1 By pfourco T

c R e STt 30 o Bl o o I iiftes S ow
contf o Ko RS 2o BB 5 Bt s

| atency and packet | oss paraneters

cke g t he petwork | ayer
614, aggiebal datg compiusigatiom HRikD K pp gvaluaten 618, docelresqyaee m@@%ﬂf
610 (e.g., SINR paraneters). The gl obal data

- 634, adtowvmanagset 63% asyhehreniser 626 casid\argcandigaration ideniden/§ad

(e.qg., global policies, global condition data). In one
e[Ao68] Tentocal duta commmumicatmnivoit 34 reveives tlale fiBMogglomireless
612 and external entities is 15 achieved via CORBA
applicAits (e.g0 @pfi]cafibie uttliglspedifiratiois), the ranspest layer 606¢t.g.oflow
fromthe local data comunication unit 614 and the

latenc§ kAP ckeFloss FRAEIY,ahd Rtwoiki Ihyd 548 (@gafiywamntmission rate)
I nformati on, and invokes different processes

and thfls‘_ ﬁ@A@tlwés 610 (d.HesHBVp aaRelers§ 12hd aoBal dath doREnmiledtioaivmit 614

ese ‘processes are nmainly perforned by the | ocal

receivési&h‘agﬁlﬂﬁ‘ﬁﬁ t@?ﬂ%@%ﬁe@é#&ok{aﬂ@ﬁﬁ&%l%%@ﬁ&iﬁ@& data) Onldng

nroni ze reco uratiron identifier

embodifngnt {h%%gﬁhunqce}@l%ﬁtb!e e{il fne WRSM Q%’&lt g?%%iac} SIBnhEaRlYER

I'NTof mation pertarning to curren condi t1ons
hi‘)orovi(g@ l% f]se VWRM and i nformation pertaining to
achieved yja tonditions in the vicinity of the

L rele deyi ce 2. ln o enbodi nept ,, t I
oo Eie sl i ochs BSmIBS gl firgofel fafp communication
. .conditio [ rovided by the MAC | ayer.61Q. 2
unit 6 kand; the gﬁf)pg;fat %nwa@y&mtﬂw FEhEELILS m—gE%‘iag%éﬁﬂel
] conditions and comunicates the results of nonitarin
invokesidifferentamagaseds operating myihe NERIY agent §12 haped ouribe agdlisis- These
612. In one '
processes are mainly performed by the local resource manager 634, the flow manager 632,

the synchronizer 626, and the reconfiguration identifier 624.

[0067] In particular, the evaluator 618 receives information pertaining to current
global conditions provided by the WRM and information pertaining to time-varying
conditions in the vicinity of the wireless device 602. In one embodiment, the information

pertaining to time-varying local conditions is provided by the MAC layer 610.

‘Specifically, the MAC layer 610 monitors local channel conditions and communicates the

results of monitoring (i.e., channel state and metrics) to the WRM agent 612. Inone .
_ . K
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enbodi nent, the MAC | ayer 610 uses a SINR nonitoring 16 /03 / 2007
woOunegozsmot o conti nuously fast nonitor the  pCT/US2003/028254
time-varying | ocal conditions. [0068] The eval uator
618 eval uates the tinme-varying conditions, the current
embodinhi the MAHaYdr@16 uasith SPIR moaitoriny fuhétiontty continuously fast
specifications (e.g., SINRutility functions), and 5

monitdethe GifleRRasyiMb RichitdontiBeab. adj ust ment's need to be made
to the current set of global policies. [If |ocal

aﬁddﬁp Ean%e d18 vhiugds iteBndV: ﬁgﬂgfc@ﬁdlﬁé& tHef kBt global

resource nanager 634 about the adJ ust ments.

condl{l(g%gﬁhﬁ% ??’rgl!ﬁtgﬁ%oﬁec et g??nél e? et er e app Iedéllgt ?gg

s 336 10 TPy S e
' 6 I

e SRR ot R R e

commgdat e t he appl ication wutility specifications
634 a’-’(%‘tﬂ?eadﬂﬁ@% reduced bandwi dth availability in the
- global network that is caused by con%estl on Qr.
c&@é?h?@rﬁvﬂmﬁlgmﬂ%q@’a@éWP a@qaéemdaﬁ%é% |y
or globally), the wireless application 604 may need
determive wilpthetthe @mﬂmdﬁmgutyhtﬁgmqn@qaﬁ@mcaumeraemmmg@t%t Bsegt on
constraints. [0070] In addition, the evaluator 618
this deteradnatien, the evalweonr 6 Ichmajnsbndtt‘atdbadlﬂtb dhemwireless apglidation 604.
communi cates this information with relevant threshol ds
If the feadbadk @dllidarestihe thamatwdik danaat currpaity sicesmiodatettke fpplication
manager 632. In one enbodinent, the flow netrics and
uﬁhty%ﬁ@ﬁi?catlbﬁhf EIEALE A @@rddﬁ@édl%ﬂwfdﬂ@ wdilabigingin the diobaldettork that
| oss paraneters provided by the network 20 | ayer 608

is cauf@Byfc ﬂgésﬁéﬁ&%an&%teﬁmoa & fR8h E@Idﬁio%sl@l&té\ﬂed@&ahy ot he
networ K | ayer 608. 0071] Fur her t he eval uator 618

l& |
globalgﬁ,t fit wh gi%lb's:]zgpg)%atﬂnaé(ﬁ A Relb 6 uét%&frﬂﬁ%lyoigafr{sﬁ’ﬂﬁb chfént

mat1 on and conmuni cat es thi's imfornmation

“‘.\? nchronl zer 626. [0072] In one enbodinent, the
netwoEek\(;ca 618 anal yzes the obtai ned infornmation to

dﬁ’ki@%@%ﬁﬁﬁh@? Pﬁ?ﬂ&%‘i@@&g&%ﬁwﬁ&éﬁér Bl R fhation
and comqat n&ﬁf. (%ta Jr'ma%on Wi re eevnt t tLFeg‘Holds eh utdgd % tthe currenl'% Tocal

' policies to the flow manager 632. In one embodiment, the flow metrics and state

information includes flow latency and packet loss parameters provided by the network

layer 608 and flow transmission rate parameters provided by the network layer 608.

[0071] Further, the evaluator 618 selects current state and policy information from

the obtained information and communicates this information to the synchronizer 626,

[0072] In one embodiment, the evaluator 618 analyzes the obtained information to
determine whether a reconfiguration of any protocol stack layer entity is needed. This
determination can be made based on current requirements within the global or local

policies, global or local conditions, or any other pertinent information. The
16
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policies, global or local conditions, or any other

pertinent information. The 16 16 WD 2004/025910 16 /03 / 2007

w40z 3/ 0282544 1 03 12007 reconfi gurati OrpCTArE2003/028254
relate to a specific paraneter (e.g., a neasurenent
frequency), policy (e.g., a rule for nonitoring)
reconfRSiF@naf el tda Spucify ir@aettr (8lgd @Mndasiremeanfreduency)y paticy
service performed by any protocol stack entity. If

(e.g.,d Hﬂe foP eRRfibiEn) Ak d Rt éSwiE A frefdcol Rk QN5 eatit9] or a service

Infornms the reconfiguration identifier 624 about it. 5

Perfor%%?%?]anigro?c\flbﬁl &i@focﬁf nfé‘gitléallggo ) atdh ‘i?srreﬁ&ﬁecﬁ‘lﬂﬁa%valuator

g., application
infonn%ﬁﬁ%;emﬁ"dt RS BRI, o 051 O
PR3 b e q;o%ééﬁaeﬁéﬁ%”t b

620 0
e RS A Sl B85 S RS e 5

620 makes | ocal adj ustnent to t he gl obal policies, and

transfesyadie Hiclehad datn éowwaal it 614 fos suhsequent soypmpmigatiop to
communi cation unit 614 for the transfer to the network

heWRMzer 608. I n one enbodi nent, the adjusted policies
provide uniformty and fairness to all flows running
Of90V4IETwi Ined! esssurce eninagerd32 inchudes p hetal pelioy, updater 620 and a
adj usted policies provide a prioritization anong the

local poticpénfofeikaveited300 Thierigeal polinyepidtoconBakesdocal edipstrent
[0075] In addition, in one enbodinent, the | ocal

to the Ql@bmq:mhuadaidoéonﬁﬂ&ueaeé 1he h&juste@pélicie t0fthd leealglagbal QoS
policies into MAC | ayer QoS policies (e.g., via

commi%@ﬁtﬁﬁ%ﬁﬁt%‘lfl @6k thé brassFeah (REINWER 14eP 8)E. MSoraaa®ydiment, the

field rmppl ng) based on the instructions received from

adjusté%galﬁ may g?u an@ﬁﬁneﬁtiﬁqﬂ BR%s mﬁraﬁg bﬂﬁﬁa‘wﬂ?&béscy

update the 20 ayer

sty AT S P

630 conttrols enforcenent of the MAC

~ flows ‘i‘cz?ygﬂn%itg?’?%mg%bgﬁae%ﬂl poI icies. The MAC | ayer

F@h@%ﬁ%ﬁ o, R SeoeBRE TR B i BB BTh

- mapping 9% tﬁg (gel%bl 1 ngg policies into MAC layer QoS policies (e.g., via pre-configured

class of service (CoS)/QoS header field mapping) based on the instructions received from
the evaluator 618, In one embodiment, the local policy updator 620 may also update the

MAC layer QoS policies directly based on the instructions received from the evaluator

618.

[0076] The local policy enforcement unit 630 controls enforcement of the MAC

~ layer policies and global policies. The MAC layer policies are applied to application

flows at a faster time scale to address issues caused by fading or other degraded local

conditions on one or more flows. The use of a faster time scale for the MAC layer policies

17
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25 conditions on one or nore flows. The use of a
faster tine scale for the MAC | ayer policies 17 16 16 / 03 / 2007
WG RMsk025910 PCTI US2003/ 0282 4 /| 03 / 2007 Hownisebos/o2s254
may or may not conflict with the gl obal policies)
allows the MAC |l ayer to inprove the |local channel
(whichonaii ¢t maysnds ebuiliet wiik thyl gtz pelidiésd pbewbibe dACdayer eimprove
[0077] The flow manager 632 of the WRM agent 612

the lovalrchgrime] Eomitiane bbfoat thandbbabpaliiathccsmd astivehe Wi r el ess

application 604using information provided by the
e\ed7RITRE flohSmarmgbt 632 of thEWHNIQWeATE] 2 nfmaddtdidw 8drrol and

i nformati on and the threshol ds contained In the

adapt&iidn BP thelvAfddss BRHIGHES 30411-5_[}% ihfoPHatiB e P e PBY tHERNAUERr 618
flowreliability using reliability control ™Techanisns

(ie., B folAmbtiRaR W ite i ﬁﬁeagﬁyggn&% %#e%gso{b%@ﬁﬁéﬁﬂ tﬁl?lsélﬁll%nt

congestion contro ani sns ansport 1ayer
. ahd tk | . 8] :The, synchr oni.zer

local BOHATCTRERST Hsmal S Mg R n AR B oueife e B/cs s

| ayer tities. .The nchroni zer 626 makes state an
mechg i of Pt FisiRBit 1M SOLTILE AR Rt IE R D oo

st.ack er entitie 0 intain synchronization or
Inmm@%@?%@%ﬁ%ﬁ@%ﬁ?ﬁ&%“?%@%@gg%mﬁ?7 Wﬁﬁépgpolicy changes,

| ocal policy, changes, or_ flow adaptation. The

c 8HY781 ABe siaichropizenaZhrrorides ear dinalionshehwrendhe pratess! pagk

enabl e synchroni zati on between transport (per flo
layer exditige sThovynelganizer 626rmalkas|statthand pojicy trfomastioneay gidablle between

| ayer QoS policies and flow 15 policing state, gl oba

the protoegjestamk doyst diRities & mainBuc Fynchomdiation boresyrechironiation induced
exanpl e, happen using header information, inter-|ayer

" by gldbebptdicy ohpies) ocabpolidyachargdsost flow sfaptation. Thelcoordination

paramet er passing. [0079] The reconfiguration
betwebitl #idtpirdtb&u] s&2lé ehtitids ed3mable lsPndh@dnita3isH bBBveen transport (per
reconfiguration requests. The reconfiguration

flow) bétRétidnl RhtréI%hd irBEdbIEY Stabes PRERORL 18 er TR ﬁd&ﬁ%es GAL o
y

create 20 reconfiguration requests to nodi

policiRPEATEHEaS ubde Ind SANRRASL r%%?%‘)mfdiﬂ%ﬂ% Hir%é') for @xgﬂl%%,%ppen

nodi fier 6447to create rec i guration guest

- using BRI MAPRYSG B Py et By R lcation o

tlopality nodifier 642 to create reconfiguration
pamm?%gﬁ‘éssﬁg' to nodify or renove existing services or add

O S SR P P S R 5P 28 tion

* requests. The reconfiguration identifier 624 includes a parameter modifier 646 to create

reconfiguration requests to modify parameters {e.g., a measurement frequency), a policy

modifier 644 to create reconfiguration requests to modify policies (e.g., a rule for

monitoring) associated with protocol stack layer entities, and a functionality modifier 642 .

1o create reconfiguration requests to modify or remove existing services or add new

services to be performed by any protocol stack entity. In particular, alternative transport

layer control schemes can be configured in real time to provide greater flexibility to the

- 18

~ multiple, varying conditions exhibited by the wireless channel. Inone embodiment, if a
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25 layer control schenmes can be configured in real

tine to provide greater flexibility to the nultiple, 16/03/2007
woaoogiospieondi ti ons exhi bited by the w rel ess riTArs2803/028254

In one enbodinment, if a is 16 / 03 / 2007 WO

2004/ 025910 PCT/ US2003/ 028254 real tinme

real tifr@GedUnifigiifatibn 6the trahdportilsyen 606 tiealenjtatispoAGonneetiow s
transport connection inconsistency (e.g., in case of

incondstbAGCROH ¢4 BPE GhhPOrtQLsRhectON 8V seheI NIV WANWEtworks
consi'sting of both wreline and w rel ess underlying

consiétﬁlg%fgstg RGE S0 wieREShARAYRY 1BRMhGR s RERABARE debvice
provi de h I

y the programmabl & transport l|ayer 606 to

mechdHidr? ¥ ﬁ‘; § F]i\g%{ @éﬁ%@?%ﬁg@rﬁg SR F\Tr/é:f 608 %0 LGP SRYotk nodes

ayer “ady ronrze ansport services

torecirfg R e BABET g S B B B REPPE Fa Pt

S algorithns and services. Simlarly, the MAC | ayer
conmegHR P be reconfigured to enploy and bind
alternative MAC | evel QoS al gogith anq servi.ces. 10.
[ 09891 The aefwerkvlayer 698wcppfe E"%‘i[‘%%’f?cgﬁ% e&lfﬂ%?ﬂ%‘%}flﬁéﬁ?m@f"e
a process 700 for controlling |ocal resource
QoS alameigamsetsorvieds. Sirwilarey, dsMALvIoye 61915an by sroesieiiad e
perfornmed by processing |logic that may conprise
emplolyand hindealiemative MAC tavet Q95 algedihostand seivisgh.c, etc.),
software (such as run on a general purpose conputer
s j8eFigura7 dedflow tdégrarmaf bhcneybodimernt of arpdosss Tdfoof
both. 15 [0082] Referring to Figure 7, process 700
controligh 186al Wesotircps aeecisted ¢itheoiigclesaieiice.NnThaproseds nody be
gl obal policies froma WRM (processing bl ock 702). At
perforRic B§pebdasksing Reie tHidnay dnGRRs Bhiddalen@ig, oicalyal®Bcated

| ocal conditions (e.g., fading, overl apped cells)

ic, 8R90&d oY s bRl W } B defiated
logic, SRAOEIBHRE Gl By rul oBREraFpulb 62| BEPULP Ky<hn of B ARG

: k0L ormed by a MAC |l ayer entity. Next,
mmmg%)ggi‘eﬁ%%ﬁ%ﬁo%%ﬁgﬁusts the set 20 of gl obal policies

OB, Rl LR g e st

Ions ~runni

sot of Yoh e etk P e B o Bpeos R o e it maPrahdBlosk 704, .

processing Reie pYByaloy o FRSUHINP He R HREARPES Db S0P Ryt -
a speci%:pxgi?glegsr %ﬁc}e.hlen gn%j elijl?t}o%lgmgn%l liogail %gnd?trigns are identified based on
SINR monitoring performed by a MAC layer entity. Next, processing logic adjusts the set
of global policies based on the local conditions and utility specifications of applications

running on the wireless device (processing block 706) and then controls enforcement of

the adjusted policies on data flows 61'iginated from the wireless device (processing block

. 708). In one embodiment, MAC layer QoS policies mapped from the adjusted policies are
-enforced at a faster time scale to improve local channel conditions before the adjusted

_ global_ policies become active.

19
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enforced at a faster tine scale to inprove |ocal

channel conditions before the adjusted 25 gl obal 16/ 03 / 2007
woabdimksao becone active. 19 WO 2004/ 025910 PCT/US2003/028254

PCT/ U52003/ 0282 4 / 03 / 2007 [0083] Further,

processing | ogi c assesses flow conditions based on

f 10088 SFatifr, prckessihg logk: Re@¥ésifcly bynditidns dasef ontflovastete and

entity and a network |ayer entity per application flow

metrich BFRARIY Y ErdkiGKlaydintitnshd Heawbed [hps Ratidylperagptickticd flow
and adaptati on baséd on the flow conditions

roceBSPIBEET) B A5 il b QORAL oy et ww
condit @?Eé#g?,%&fﬁgbfotcﬁﬁhfa‘:h' ne 800 supports three

s®l'evel’ s™of feedback-based contr ol - a

g | eve a local |level.and.a f| lLevel . [

HoPRLpreires Pia®s Bore e i Bpteh Sl Bl 00, o

distrbfise ot eREe W RPSA oty ROl RGOt R bised contro
end-to-end flow control, and_adaptation),. t three .

~ a global/level, afasaldget paghp dlgwdavelo V\%H% qaglil ﬂf ffﬁa Qﬁegleeésﬂs fﬂ}fgfemd at
Wi rel ess channel resource. Miltiple instances of the

a diffesans s ofabisriines (pe.oelobalusags sfficieney, logel spcewangximizater and
per wireless device and one instance for each flow

fairness amd eng-toiend iflowtdoatrol and| adeptation); thetiremlevels auanieriapped on
each level, a stable and unstable state exists, with

their irflueppeomthearizdless tidnael tesiunce. ddnttipleilsthatene Ethetstadgnnpchine
represent the control state. In addition, at each

procedufy /i1l rum, with ofi®tistaacd fg witddess doviee atbaiesnsigaiefat each flow
stability thresholds to determ ne the possibility of

runningREHAR e Wivel@m dnvifni@ed to enter into a control
State, invoking alternative algorithnms that manage

t@@s@am k&ﬂ hevel, @bl £id HRABR date EARS it n éftgatinabalte
| evel’, c¢ I

annel "bandw dth nonitoring 808 detects an
i TGPy 81 1y e B il s amapiog
o 5 3o S B S y SPGB Sepe Lo
o B R S o AR e A

updat e . bring the gl obal channel into a stable
managgﬁ%ﬁtm&ﬁzﬂswo “Gi%o0 cause the state machine 800 to

go into an unstabl e | ocal channel state 8 The

003Gl alomel leveinsnndbao e EmaRL G AL CEtepiRa verigRle
noni toring 816 determ nes . .

state 810 of the global wireless channel, at which the global control state (i.e., global QoS)

- 802 is entered into. Global QoS 802 evaluates global conditions using global conditions

feedback mechanism 812 and performs update 814 of QoS policies in accordance with the

global conditions. The policy update may bring the global channel into a stable state 846

' but may also canse the state machine 800 to go into an unstable local channel staie 818.

The unstable local channel state 818 also occurs when SINR monitoring 816 determjnes

that a SINR threshold has been exceeded.

.20
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25 that a SINR threshold has been exceeded. 20 6 WO
2004/ 025910 PCT1us200310282 4 / 03 / 2007 [00871 In 16 / 03 / 2007
woespmsKot o t he unstabl e | ocal channel st ate ®hBrs2003/028254
| ocal QoS 804 driven by channel condition feedback
820 perforns update 824 of network layer (IP) QS
@bsw BSespafst tiaRRindtibRA6cL thirbelRde 808, 16¢2 QoBBOHKEVen by
- S policies and update 828 of MAC Q@S policies.
i @@g %@é lhtei308 oPAStwo Ik |(h6S gsticies
cham%g{)&g?f erg?]état(tsi scalsg%) 5wl resul@?éu?p%atgﬁwo

and mag)%a@(ﬁ%ﬁgms é}%ﬁl@rrl:gg F}o?lglg((gggél Blcisd MEypdiei 28 JTWAC QoS

0 enter Into stable

oA V05 i SR e e
R K ey N DERI R T

determ nes that flow | atency a cket dro have
machiie 0aERIEF FRARIENF LSRLAtREnel i SR SRS, Besbdpiest
flow state 834 occurs, flow manage process 806 u
local ppliciahaeX rgels ivan wsbleclaw statedi3dR e ypaablp alowmw?g? may
avai lability and perfornms flowrate control 838 and
also ockinoas a xekilhbl moniipriog pracess 8820vhandtdstergninesdhatifiavplatency and
machine to enter into a stable flow state 842. [00891
packet drgpstave exwededfloocthrathalgs.am of an exenpl ary conput er
system 900 that 15 may be used to perform one or nore
qDog8)ewbpe thatunstaisie dlesostitd 884 bees, flowimamige pratassi 806 uses
enbodi nents, the machine nay conprise a network

feedbaSIEEYE 6T app DR IWSINR Gddt€ W band width Wodilabilitp uiidperfaams flow rate
network switch, a network bridge, Personal Digital

contro S5% slaatw teiity Rnf6l 840, B4usineghe&RBRMachmcWE Bnter into a

applrance or any machi ne capabl e of executing a

f instructions that specify actions to be
Stable?‘i‘%%%%%hat machi ne. 20 [0090) The conputer system

IDACEREACTY B AR D RE i e

' 908. T er . .
may bqvlil?gfl 3?:1 Bé*rzorﬁ et 83?0&) gg@;@ %ﬁer[at@%%c‘e?@;b%ﬁ%e%ﬁ%i %%I%Hﬁrhve
o5 TR LBl S0 L ST o
routet, S@%rﬂéﬁt{:ﬁfﬂ nelRy @%%\é!i,i’%(%%é ]Slegggl Ass?staiﬁ? &Bgida) dellfilar

telephone, a web appliance or any machine capable of executing a sequence of instructions

that specify actions to be taken by that machine.
[0090] The computer system 900 includes a processor 902, a main memory 904
énd a static memory 906, which communicate with each other via a bus 908. The

computer system 900 may further include a video display unit 910 (e.g., a liquid crystal

display (LCD) or a cathode ray tube (CRT)), The computer system 900 also includes an

alpha-numeric input device 912 (e.g., a keyboard), a cursor control device 914 (e.g., a

mouse), a disk drive unit 916, a signal generation device 920 (e.g., a speaker) and a :

network interface device 922.

21
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25 nmouse), a disk drive unit 916, a signal generation

device 920 (e.g., a speaker) and a . network 16 /03 /2007
wonboyokssae devi ce 922. 21 WD 2004/ 025910 PCT/US2003/028254

PCT/ US200si 0282 4 / 03 / 2007 [0091] The disk drive

unit 916 includes a conputer-readabl e nedi um 924 on

Wi0091 ] IThe Siskrdeitte anis 016 kludesi catapuiareadableemedismf $dame)

926 enbodying any one, or all, of the methodol ogies

whichde setddoestt abRiuctibhe( %Ofsbﬂﬁﬁt%) 92BehBo@/irpngvav/ ortall, of the
reside, conpletely or at least partially, within the

methoﬂBldtgléé'%Rfrbbeg QRN he ko8 ione ‘ishﬁsd)ﬁfé%% 9651&030mﬂ'1|31%1350r

software 926 may further be transmtted or received

at least Bgrtl{aﬂgs gt{p e.kmélﬁtn?e'iﬁ 904 Eﬂdl&e\{vﬁ&% the ﬁ]‘a&eséé}egoz The

rpos I S Specl Catl on

soﬁwagﬁy ﬁe Lﬁ%ﬁﬁ ri; tragsnngts re%gi ecﬁ Yla%he ﬁe%\ggﬁkelﬁn%g 8@&&&4&% 922,
f

For thE BiHERREr ot s Tl 'O”S%qgs%ﬁ%ereﬂﬂgblﬁﬁwmmbe

taken f@olude A9 BTN BHF CARIRISIOL SIS SR PRRg M etactce O

accordi ngly, be taken to included, but not be Ilmted

instrugtigns &o qraciionty theseasmuber and that caiise tha et & ey, one

and carrier wave signals. [0092] Wereas many

of the meflmdaldgiass f recbressal ihvesdiono Ae ¢drnt Teemprisseadabla wmadiyngh
wi Il no doubt become apparent to a person of ordinary

shall aséirtlingiynbe fakermiotincidedy bitawt bglimétad td, halid-ftete egpmorigs, optical
description, it is to be understood that any

and mp@retic diskarandrhort wend sisidsin and 15 descri bed by way of
illustration is in no way intended to be considered
| [jowp2 OI] Wheread hRh g bR ors&he hesiiRsitibas SfRthépleser® inveatibwsll
enbodi nents are not intended to limt the scope of

no dodb‘ii Bo&dnd MPpadiit © G;ic?sohhﬁ'@i&ﬁhé&?%kﬂﬁﬁ'tﬁ@ar@ﬁﬁéf hb e @ead the
features regarde as essential to the invention.

foregos Aes@ﬁgt{onzﬁqg to gﬂﬁfié\@to\@ﬁ PH\}\A rﬂaar@lculﬁ' ehtddfillent shown and

npris a plurality o ess devices coupled to

descrifkd¥y &Lﬁéﬁxuﬂﬁa‘ﬁ% s inGRGPayRihtchli&i /8¢ Bhlilided limiting.

Therefore, references to details of various embodiments are not intended to limit the scope

of the claims which in themselves recite only those features regarded as essential to the

invention.
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of wireless devices initiating one or nore data flows
sent to the wireless network; and a nulti-tiered
wi rel ess resource control service, coupled to the
wireless network, to monitor, at each of multiple
tiers, condi ti ons pert ai ni ng to data flows ori gi
from the plurality of wirel ess devices, and to! 8?6§92007
control resources at said each of nultiple tiers

ciaggg on the monitoring and a set of policies defining
criteria for resource access and usage at said each
of multiple tiers, the nultiple tiers conprising at

“ﬂ ast a first tier associated with the wireless
% rk and a second tier associated with one of the
plurality of wreless devices, wherein the
multi-tiered wireless resource control service is to

L. confAroplemeepiFisias’ at | east in part by enforcing a
cor 5?1%19&11?9 bPgirsiEls d%fv ROLd 169%0 Qtwn%?eg?n 0 l{ﬁac%k%@?l&ality
tier Tl e scale specific to sal each of t

of wirklessplewicts itmting onel dilenmy $lata flowds sertan tie Wrinehesy itwotkbiend
mul tiple tlans urt er _co

assdELFEEedTIFI RN FTSEWPF & °$ﬁerP’{ffﬁ’n“r°HBJd g g favigsiess gptwork,

to mhmmj sraabh bymaftipld fieh,esadideny feeRinink to g Soted @’i@@sfted from
1 wherein the nult|-t|ered W rel ess resourc

thed%\lﬁﬂﬂ]fm 0 s‘E‘F‘x‘}PSé elevices, fpd {9 epntioh respRerY saidctash gé nmltlple tiers
basg@toﬁ tﬁ@%ﬁ&lﬁéjﬁld@ Is&t' & 1%11%16 definihd @nﬁﬁ% FolC QBRI ¢S hddks and

| east one of a set |C|es e nonitoring
usageslu Isaid cagln of anvyleépjadsts, ttbe m@hqﬂﬁ tigns r@n:qonsmgmpdmha foft tier

i-11erned ess_resource con servi
ass{)cﬂﬁfswbté lﬂ}:l \g1srelea 5 nV\%Tor WgndS a fecgli;cij {ﬁr aFﬁOﬁlaEeﬁ 6&& plurality
ofWhﬁ&sdcﬁcaJhe system of claim2 wherein the

nult'-tje relgss resource control service

confPisBs: -Higsed Sdreess FIPWUES el sFrvIcRRMP wspEPhiesogees

at 1&dst fnllﬁrtfliyr e%ffort:l'ng fa cbﬁeﬁi%ﬁﬁ9§ s@loPBaficies’ £ %Mrcﬁ’ %%e multiple tiers at
associatéd wt he wirel ess network;

a timeg sepdel rgoific tfaSE’ml mchlolf the nfltigiRKERgent s, eac h of t he
plurality of WRM agents operating at the second tier
to manage | ocal resources associated with a

2. corTlespetedi nf clfaim lothirhim the wmdtiplt )tlersofurl\her &dogEise a third tier

devi ces, base | ocal co d|t|o set . of .
asserE R 35 RRdic O 'Pige SREbe el he 2y SEistsgienicrt
-~ of WRM agents further operating at the third tier to

facilitate
The system of claim 1 wherein the multi-ticred wireless resource control service

is further to provide exchange of data between the multiple tiers, the data comprising at
least one of a set of policies, the monitoring results, and a request to reconfigure a
component of the multi-tiered wireless resource control service that operates at a lower

'~ tier within the multiple tiers.

4. The system of claim 2 wherein the multi-ticred wireless resource control service
comprises:
a wireless resource manager (WRM) operating at the ﬁrst tier to manage global

Tesources assoc1ated with the wircless network and
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adaptation of one or nore data flows associated with

an application running on the correspondi ng one of

the plurality of wireless devices. 5. The system of

claim4 wherein each of the plurality of WRM agents

operates in cooperation with a set of protocol st

| ayer entities including: a progranmmble transpé‘?l’aghow

| ayer entity to enploy alternative transport |ayer

contr gl 1;:RCIeNRRs | e [ far. W]t@ﬁnf f

one ao@ rﬁéﬁ’g dat a %%2: 8%@4%20(&;??&1%%11%%? h ea%gntg op érﬁ%g at the

seeqppl tiec &t inamige docpl mguareaizbaatod twvh icotrespendiag b of theoplurality
ind alternative network |.ayer S algorithnms an
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. 6. The system of claim 5 wherein each of the plurality of WRM agents is to provide

- data exchange and coordination between the transport layer entity, the network layer

- entity and the MAC layer entity.

7. A method comprising:
monitoring, at each of multiple tiers, conditions pertaining to data flows
. originated from a plurality of wireless devices coupled to a wireless network, the multiple
- tiers including at least a first tier being associated with the wireless network and a second

tier being associated with one of the plurality of wireless devices; and
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tiers, the controlling conprising enforcing a

correspondi ng set of policies at a tine scale

specific to said each of the multiple tiers. 8. The

met hod of claim7 wherein the multiple tiers further

conprises a third tier associated wth one of

plurality of applications running on the one ofﬁpﬂg3I2°07

plurality of wreless devices. 9. The nmethod of claim
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8.execpf-ed ¥4 8f Plafif &Sehdpln Q%Vfg?ﬁiﬁuﬁcﬁé@ MIEF RS S 94 tier

device to: nmonitor, at eac tiple tiers;
assagradidd with onp ef b gilurality of epmEbonfs| romEng o @wrmieelf thé ploraligy of
wf%l S|rS%Ie| LY of wirel ess devices coupled to a wirel ess
WOrK the nultiple tiers including at |east a
flrst tier being associated with the wireless network
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20l urk g‘FF‘%eﬁh%lfOf\R)aﬂ%I%f%@heaéWE%%ﬂg and control resources

at eaafin gtcﬁ% Héﬂvteérp{h% IH%]ﬁf)I% Ras afle Qﬁclﬁﬁfed% E&ﬁ#ﬁ'ﬁng at

and a se policies defining Criteri reso
least ope 9f an@t ui)§ aglicigs, thaimpngathg ofsultylanidpl exquéserts recohBgure a

enforcin or respondi n
cof O bt M SRk e PR B R el T toves
twthﬁhmmhémmh@mimams. 11. The conputer-readabl e medi um

of claim10 wherein the nultiple tiers further
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plurality of wireless devices.

which, when executed by a processing device, cause the processing device to:

monitor, at each of multiple tiers, conditions pertaining to data flows originated
from a plurality of wireless devices coupled o a wireless network, the multiple tiers
including at least a first tier being associated with the wireless network and a second tier
being associated with one of the plurality of wireless devices; and

control resources at each of the multiple tiers based on the monitoring and a set of
policies defining criteria for resource access and usage at said each of multiple tiers, the

- controlling comprising enforcing a corresponding set of policies at a time scale specific

to said each of the multiple tiers.
11.  The computer-readable medium of claim 10 wherein the multiple tiers further

comprises a third tier associated with one of a plurahty of apphca‘nons running on the one

of the pluralzty of wueless devices.
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