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t 0 FA6. EXaTRWRhM a%Hé}@i‘HF PRRbthaf ex&hﬁla@frﬁ‘e'iﬁdatof pRVRIMeI ON;

FIG 4 is a control ow di agram of conmuni cati on
crypiqegapBical ksx swpartipefopbado st doeqréiag tofantepemplay epibgdippent of the
preséftdpdhgmnt of FIG 3 during a handover process

according to an exenplary enbodi ment of the present

invention; FIG 5 is a flowhart according to an

DE’PA< armi EESCK?PT‘RSN OfF ﬂmmdtmmm pt ogr aphi cal key
ratl on andovers accor ng to an exe

e rr%%h ﬁé&*ﬁntw therféesw énygspftonwily ewv P fesciiied mﬁmrs hergingfter with

refefch @6 BRlabcARGaRyifd A9wings, ANWLBEOnRXGITRbEINenFBERRAs 6f the invention
provi di ng cryptographical key separation for handovers

are féle%r Bdergl the mygntiorapay ba ppbedigddn mesn diffsrent faemspngd shaygid not be
conéitzﬂ}!@&tlin‘ilféd td Rl AnbddnldeSCHoRE hin FathEk e NI Ms are provided

nmbodi nents of the present invention will now be
so thag s digslagurilb satisly |applisahie lealreairempnth Lk wieameentmsralgter to

hke@ﬁﬁl@ﬁfpaﬂwgﬂgltdr aw ngs, in which sone, but not aII
enbodi nents of the invention are shown. | ndeed

i nVi8Ht 1 Blastraigp abdock fiseamed 2imebiiaisymianlr0ghag frould @P‘H%lt f&?ﬂ&
embdiitih® of@E pREent invention. It should be understood, however, that a mobile telephone

as illustrated and hereinafter described is merely illustrative of one type of mobile terminal that

would benefit from embodiments of the present invention and, therefore, should not be taken to
limit the scope of embodiments of the present invention. While one embodiment of the mobile
terminal 10 is illustrated and will be hereinafter described for purposes of example, other types of

mobile terminals, such as portable digital assistants (PDAs), pagers, mobile computers, mobile
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construed as limted to the enbodi nents set forth
herein; rather, these enbodi nents are provided so that
woho®/desal osure will satisfy applicabl e | egal PCT/IB2009/005129
requi renents. Like reference nunerals refer to like
telev%h&ﬁf%ﬁﬁlﬁlgtdmleéégﬂaﬂdf) corfhukers, Sarhdrhsyi itlEAeEsidets, kgldbﬁillposnmmng
@%Tgamof a mobile termnal, 10 that woul d ben dil
systefi} (GFS ARV FRSHRERET Bipes fe ojsP BUERT CPRPBRELERS Sylsiemé, HBadl B
empld§ erdbstighEtOsTdbe fressmMaventié) FurtheriioR] devickeiheypinome mabile may also
i 11 ustrat ea. and Ogﬁ“gel nafter descrl bed is nerely

readily gplgy; epphogimegts PP "BF"Y%8hi | e terminal that woul d
bemgs iyistefnrapdnetioo df ﬂﬁtmdsnanfs df tle ppersem @nventionwal be primariiyl,

desc%%&a{o%ﬁf@?%gg?%\gnlbpggg nctommﬁlmca %ons %pp IW‘?IOPE ) VQEQ’QI‘ Rfshould be
undeeslmddl_laﬂﬁlﬁtsysnﬁm drilemerindal df embetimemadf thdpresent ihvengor mselvj: utilized
in cogﬂlgﬁ%ﬁln 1th oatVﬁl gty fe)% &%!:rtag]?hcgt?%% rboﬁi 1g I’gﬁr%on:l]%bﬁlg o Crilca%ons industries
and qovideadld Itlte nabibije bahm&asatsnandlstr(ePDAs) pagers, nobile
coRpd ; elgf'e ternrrgrtl)eh Fén %&9 ent i 3]5'55@1 a%Fe\ﬂgf Fzs(or lnﬁﬁfpf?—:%ntennae)
compu eo recor
in og@mbletcommumgatwsm&lm t(@@)teldlé\am e seceimet 16t fbe mp?ltﬁergamﬁrlmnal 10
A o ISP L BB e BB Lk e
s1gnﬂufrd>1h drerttanamttctel\m apé sectlhat16a|e@e¢twlynﬂb¢ Flenalmya}’&h@@de signaling
[y enpl
1nfon11ﬁi?}9n inacct m%gcgé/dwﬁtg{ﬁg gja e aé?‘r%;nél%ljrerlg)rf] %%g@ﬁ%ﬂé Qéh?[e% g}%{ém and
also isey ameqhon:cw/etdl datsengfor wear gangratde dafe.i Indlfs mhrdwhﬁ mobile terminal 10
may BRBAMAE L QRalinl 0ieHBRL bSO R GEL 4205 RBN AR Protocols,

ver, e un at the Sy st em and
modnigtidropes ané n\b@@h tgast By ofay phidugsietens fte mabile Fﬂfliﬂ@ﬁl Pagaythe

capaer OF bée?ﬂm% th &gﬂg?{ﬁg W1tﬂ qu) I'hb ﬁ1b¥1q{f It }ée&)ﬁld Ocﬁlmeind/or fourth-

e connunlcatlons
genelratxdul stmineEcaging potacsls @ethoﬂlkvt Hier prsiviplee the arplile fearaippldQgnay be

capalbﬁ%?" gﬁdeﬂtﬁ in acggrdg%plv&) i séc%ﬁ%@%atlaip(z% vﬁ@ﬁss@&gﬁﬁh%

n ant enna antennae) in
prot@xpérl&ﬂB@(TbmﬁMman@aMubml%qcrﬁs éTlPMéh)s fFlabaleyystem faifopjle

comfn‘ﬁ& At%ﬁg (3R, MF@QCL& HB¥ioh %Jfﬁﬂq@kc&% (twm lor with third-

e a controll’'er 20 or other proceSS|n§?e ement
genqrzn@n (I onirethss conimpnacasion protgels: seches Vaivespldyiahie from t he

Tele%&ﬁ'lﬂér%attﬁn%r Sy%t%mla(ﬁgfl'f SN C@DM@&"ZO@ Wili®aReGIde 15 i¥ion Thfiple Access

Ignaling information in
(W) weiTGes mmort- nchionots¢iods PitisiondyinliiplaAgeass (FRrSCDMA), LTE

or EAPRLAG %g; hgg géﬁl ?A jor Y %H?ele?s%mﬁluﬁféat%%otg&@se& IPhe like.

recel ve or user generate data. In this
r edais dndetqt\@dﬁhﬂg tHeeonteallay 200t og@elﬁl%gyhr%lt glg]'ggegﬂ ciicyry desirable for
1mpf391§ﬁtﬂl% aﬁ‘tﬂo Whd R %095 s%‘?fh@ nﬁx‘bﬂe fethig41f18C orsdxampia  tHSeontroller 20
I catlon %ro OCO nmodul atlon types, and access
maythysewprisey ofidiziofl Sizhdl pursserdSHice, L RACTRRBFISE: Senes M vanons
analgg% cﬁ%tapaﬂ s, Beit ARG LA g'}gn\}eﬁe@ C8 E)ﬂil@ln&lﬁpdﬂ diRuidN\Coffrol and

er o |rst secon third

s1gnﬁ1qm<vqe$ﬁggrfémcapnsmf thegmehilaitasainal} rp%Ydie@Be?aéed&theﬁ%thPﬁep@évweS
acedr 8)15% %ﬂéﬂeﬁrectﬁ@%a@ﬁitﬂa@ ’lth%rc%tfb"ﬁlar Zl)QhJEQHaykb%o(i%ﬁ@ﬂ% of

atin i'n accordance wth second- generatlon
funqmonaéﬂtHQ@Owiﬁmnﬂb@W@ﬁ ayst igtedeayp gepsagelang dptpipRer tamﬂdg%w and

traniHs G &P e OGRETS: %Sr%\ﬁ)d rt101gllgl?1%|lud§)i§ In?ethDJI QbicdRJakd, 8nd may

conmuni cat | ons Vi Si on
incliviel amupbrgal,ﬁlg@exgcgle@c@uﬂ)ey theggoniiplier, 29 MRy @ﬁ]@ﬁ@ﬁlg@t}oaﬁht( trgperate
M L5 cPioE) 1A% Mmeem@bt ller 20
el 5 ST LA 1 6L 0561 oy il 5 ket
may\jechaprptecbt @Qj@thg aGoBREGHVIWL @SR, sughas @§gnventlonal Web browser The
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(WCDMA) and Tine Division-Synchronous Code Division

Mul tiple Access (TD-SCDMA), LTE or E-UTRAN, with
woauviihzgenerati on (4G w rel ess communi cat i onPCT/IB2009/005129

protocols or the like. It is understood that the
cong@ﬁfzifyqigll)gi‘ﬁnfl Zdy @fen l@III@w ﬂﬁbﬁlﬂﬂé@gﬁunblﬂo géltliizﬁﬁmﬁ |a?(§3tébéﬁé/w eb content,

esir roi n audi o an ogic fu ons

suclf S Tl Sonlebl e PSS Sl Moo § ST | er
App'h@atﬂiﬁ?rdb@:ob((WI@P)L Hepbriokt 'Hald;feg PtoddcoB(HITR) arfdfd® @RIXKO[ for example.

devj cropr.ocessor device, and_.varioys ana

i o B orRe B aD S 3G epive & S MGG E b OLrean gubd e
suclodsh@n%pqnmr dar;thbne(:(brl spéhkemnzt tinder 20)d nsiérgptdhe M a@&s@&y ag and a

t
user, i e];?u? nterf‘lallf;eh gli 8% W, elg/l’f e goug&e&lg %‘ ﬁ%ntlioi}ergﬁgl}fpe sggﬁlglétep ace which
allogathalpiobild ieesinal TH & ecaiterdatd, may ROlutidary offayurabes of devidesislbwing
| t | od
the e BT RNB ekl Ll SO R b AR B0, oGP By Tl shgep o oter
lnPUtt dmmhsgnbﬂdlmeﬁtsen@mmgtbt k@padm) the ke ypdd B@ inay aicluyle the
) ' ud

COnVeﬂﬁJ)ﬂégxﬁln?egla I((f]é)ec{ng ?Ellatg u&? Fi{l%otﬁ’e‘?% r?{g?l fgr ope a%ng Hle mobile

I nt er na e CO U
tefmllwé 1@ glternptizely, éhﬁaltelypa,d &OGHaypeqi@deel csm@nmnahQW@Méff ltew@arde

eﬁﬂﬁta e ké’ylﬂh&%b 1{{9})’ alQ)ei Sh&Y \%H%Iilsrgofg?g% [With aE%ElaSé %.{Hah&fs

e cont r ol be capa oper at |
addléleth e aliernativefy, ;ﬁlreogqbalmter@u@hl(&gabaln@lmﬂenmtmfma kie\\l@ksuch asa

Joysgélpéﬁ@%er uszpﬁﬁlﬁ ARESLch VTﬁé’m@&Q%ﬂ]{HaﬂﬁVm c’hﬁﬁh&\]ﬁggﬂ tal%gttery 34,
le termnal 10 to transmt and re

SuChc%ﬁ ﬁtVémtmg@@rm pesk. focpeiesng paiseticitoint baitarcanalfiod toereete the

mob{lE Eén%gﬁocz%%fﬂ% '?E/t%gl%r Agin 9{16?1 %e‘)ﬂﬁifbn’%p ?L#%%ﬂl@&tput.

Prot ocol (WAP), pertext Tr rot ocol
andhg mobiketermind 10y ferstanipFlode Tkser ld@mm wodudy (HIMABS.10n one

emb[‘]a}ﬁeﬁl 0 URARchBfrisds Hﬁl@ﬁlog%%:é R/ ﬂ)%clégbplgnﬁ %@Lﬂ{/[ 38
devi ce such as a conventi ear pnornie or Spea

may gnqlydggfer examplega mbs,qubpthmtmoduée (&ﬂ\ép payivasl lmmated et card

(UIG(E)P&‘ﬁm{/éﬁa%ufb?&lger 1@4nlt1tﬁ£od’ﬁ{‘fg (Hf@ial@ g\NI&] Rlehllﬂtg n}odule (R-

control . he user I np t ace
UIMp e n“{"iEMIM QSeﬁam strad mi@mta@orreé@@qntﬁeeldtad to,a mebyleiswizstiite In

addifiblY tlefle @H\PW% cQ)file ge‘?ﬁ’ﬂ g?ﬁ) IﬂA}J &‘Mﬁ&&g&%ﬂl@&d&? laor example, the

termnal 10 to receive data,
mobile, iserhingli 1§ maxynoiude tvolatilsvmeymony 40 suvb s Folgsile R@t@vmo“ecceﬂs Memory

Rm%mdmrﬁtcﬁcﬂe%lalﬂ&' tﬁkgte;ﬂp&al%’%y()?&g %%atagt’fh% ng)% gl IWay

i ncl ude the conventio nuner |
also fasiugle ptper nop-volghilg nesmesy 4% expichumag e rybeddpbangtr mfgy tbh gemovable.
The H&Pbélaﬂé REAbHAL mh ad&h&r%ﬁ éht Al% vl Jb%}p%?eyz&%bﬁ& ash

i ncl ude a conventi onal eypad arrangenent e
menmogy, o te [5G- f?ﬁ@/mamgr@e&mﬁdlsm%alv@f p owgbes of piedes ginformition, and data,
usedarﬁfstﬁ’é:ﬁlé\ﬁﬁ%rfnﬂﬁpfd 81 nﬁ;ilellngnt %dfhﬁéuglg% of Me ALhIE Ee?ﬁ’&n'ay . Yor

he nobile term nal include an interface device

exan@ﬁl@ tihegsenaprieeipay ingladopn lé@rﬁléuer sierdas pmipigrnafiprabmpbideeequiPment
1denH§<9.1't1L>§ (M)@o@é"‘ Icaﬁggle @Mméﬁéﬁ} 1Ia4§1{t1f§((1£]§ glg' %bi‘rl’e t@ﬁﬁlhﬁ ny. 34,

such as a vi ratln omerlng vari ous
ci metaring nopge FKp.@. ¢ &Qﬁlamt@dvlq% disearpafene hee pbtirgless

comh@hiBAOR sydEm (38 woRldlbeRAFit BB eﬁfﬂ@éhg% b AKL ngt 1_1|1P/]eentlon is

nechanlcal vi bration as a detect e output
provifishi Tee syatemriohthp illtraied enthodinkeat inlndds apluralityiefretwate devidey. As

shoWD M & nidel Mbl%&@fﬂﬁ&l&%@r@%aﬁ&g an apfdna5 \fbr %ﬁsrimtting signals

conprlses a nenory devi c havi n processor
to anglfar reeininessignalp fiontd bagesitefap base xram BS) 44 sUbideca B anay be

combﬁ’s%@ bt &1\4 o ekl i Rdnce eﬂéi’ﬁ't?f £BS %Ene'ru@%@%f@lts?gb&g b ‘[Eg'a'hd a cell

card CC), a universal subscriber
of the BSEIhY basa statgqRghtapydeaert of eherer mose aetheled o n(oRUEmt\)vorks each of
etc. The UM 38 nay store information elenents rel ated

to a nobile subscriber. In
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addition to the UEVI 38, the nobile termnal 10 may be
equi pped wth nenory. For exanple, the nobile term nal
waQoovag226ncl ude vol atile nenory 40, such as vobkariBm09/005129
Random Access Menory (RAM including a cache area for
whicK felull@ ERDieak Yeqhirey tﬁ@ﬁerﬁé tlﬂanbtavorla,'lsm:hnw binlobild switching Fentdy

ous TR 8BS, 7S HED-FE B SR p St Bt

functiof |(BM]I)| én BRIy, tlﬂa?[\/IBGM6 afl dnetemhoallrﬂeyt igrapable ef roating\aellsto and

from ﬁgﬁc{bﬁlg ermlﬁs%rvg[:?\«hg ﬁno%sl? teﬁglqgl 19 mgl{gp%ar!dlrgc%lvuglglls The

MSCI4ﬁfnmy risb |pmv;deamdmda’(oa to usdidle myankmenﬂm thebile tarminalal0 i3 0
invol{geo r1n ;lalF rﬁ addl{ hne th];:ll{;fg‘d J160 Hg‘y l?ef P Qﬁtto‘ﬁu{g ﬁé‘@olﬂf?‘aﬁdlﬁg of

fe enor i es may e an ent
messaas to aas ﬁam thewnelyilea¢rimorad L0, ﬁmbmmealetﬂﬂn@ﬁéhﬂ forwardmg of messages

for thle gne tlé ;ehﬁﬂgﬂl 1% Lall?r} Q mgsg,ggﬁ‘lil Q?% Qlogfd b rﬁbt@&' Bl although the

the no ete Referring now to
Mscpusqa sh@wnan @e histeat if 1B 20 Bk l\éﬁ%@@ amesly grrxemplgy nsfwork device

and emn%(%hﬁﬁé of B Eunﬁfﬁtlén(ﬁgﬁ are ¥1§ttlﬁmeﬁl?@ﬁse\i\ﬁ)&|héﬂw@&"éﬁ{plotym%raﬁ MSC.

I ment s resent invention i s provided h
sy EheaMSE 146 ke bp pw@ﬂ tad date RaRwerNi Sethes 4 lpgal geeretyork (LAN), a
r AR WO AND MEReVISOTR6 &) b
metm?ng{aﬁlgfe%é?t% g%%b&ﬁsxg%h%ﬁ ncf udewgn gnt eenna 12 f ay ©
directly egypleil te thagata pejivarks It epegaGodipent povsives thg MyCgthis §°“fplleéﬁ? a
gatev@ale@%@e (ﬂ’lt\ﬁ) &, 2RRsECTWALd i9 E‘otﬁ)ﬁ@)to AR AN hdEss theBStenBY5M €n

npri sed one or nore cells, reference herein to ﬁ
turn, B@lgfé ﬁ@huaéawgﬁsméﬁlém@ltw B BEHO EOTRRGES. SPTYEE FPMRgers pigthe like)

may gbgcou-pﬁéﬁ tPBS RiobileAbrinfihl fatvidené IRBrnet J02 For QJam@TéeasQRplﬁiﬂé@below
l'ular or nobile networks each ofwhich inclu

the p@cwme@me@ta 1Y EG1URORF 5 FIOFCPTPEFES RIS S0gily é{véthé

compRRE 5yRiedV¥2L G hewh SINTE! 2) Mkl sedbor 57 (e BRIl iR FIGR2IVOF the like, as
may al so be referred to as a Base

descrihed bplgF/ MSC/ | nt er wor ki ng function (BM). In operation,

t herMpE 44 ﬁla?ﬁs@ﬁ@coﬁﬁf@@ﬁ)‘ arEEMngl @K@(ﬂﬁb&ra Fatkef Rikid R€rvice)
calls to '

an rm nal 1‘9 V\,pen t he i
suppeyih Bpded SEEN Wt alihe $ESNSOf R‘i‘eeranH’di“ePb’é E3R3Pl T Resfopraing fypigtions
simil¥Se tlﬁeqvl\;\"@‘]ﬁ6 %r%@ck@f égx)ﬁ:cﬁjeﬁ sBrvized) NBRISASN 560111|{ea|l’iéﬂ\/li§ﬂlel6 may be
S S S LB LT L A % LN o
data BAWHAOH hribehek higbddareng ldeEk@:r @fc SEDS QR %oﬂplbd&bl d phdkerawtiteed

nmobil e termnal 10, a so,. control
core PR BIRGE BECRS 60 HIBORE, The PatbPaCied A Ra ot s
embHiflert F MR ACOTBISS RiinOt8erCBIW €8, sutl asiatewdy DERA @lﬁ@dl’ttﬂb@i (GGSN)

| t hough the MSC 46 h hs

60, PPN 60 oo e TSt e i B BBk padfer

sw1t<{ql'é@ etk B Rbk rﬂzfytdlsﬁ%ﬁ pél@sﬂn& a GTWens.i ko, aliesGBSN 60 may becbupled to
O use in a networ e

a mepReiRg Geiteld It Gisdesgich dhe %ﬁ%ﬁﬂd&&%\é ?IE%%B&SAC?‘E‘{TH“}QY be

capaBFéto‘f\@cBﬂfroﬁinéme foryafiRigl cﬂ’ E&Jsdagé%nsua]i eemilinedis kedsbARg service (MMS)
/or a wde area ne

mess&gqase dihg QCLSM aad SFwéNtSQ énad g}sg bg, g%wbl[a RF coIaniBngthn?&fwar%mg of
mesﬁ@&qgi e HfobﬂJk@M’ﬁHa@ '10 totalﬁﬂ flwﬁ%é‘ﬁeds&glwﬁﬂeﬁd t 0 a

gat eway devi ce and the W 48 |
a \lmdc?/ itQsig By %t%lplerrséhq W%I}" Aeto tBpGPRR cerg PﬁWO 2 E’em 60,
deviBss sRECRATSMPRing s RRERNS Barldfor Gn in Bﬁb&@ﬂ aay 60 B’cﬁipleﬁft@the mobile
server conputers or the lik

nmay_be cou dto t{)
termyigb i tia e T Thgl SOLTUT A6 EHLOGS B L Beins P e Visk SR 8 the

comﬁ&m%’%?ét@h BEh A loBWn st RMRGLSMinAGicAt Gt tHeSndBEY terminal 10
I ncl'ud one or nore process| ng el e nts associ at.ed

acrogj the, SQSHéﬁf@ER%@“‘s%W@W 8 ond theyGGSNRRn By st or %duectly

origin server 54 (one shown in FIG 2) or the |ike, as
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descri bed bel ow. The BS 44 may al so be coupled to a
serving GPRS (General Packet Radi o Service) support
woadw/126BN) 56. The SGSN 56 of one enbodi ment PCE/1B2009/005129
capabl e of performing functions simlar to the MSC 46
conne&&%n%ﬁmtmﬁ% [ Hnﬁﬂhé@théfldeﬁ&s (T hecda@shihSE steini R eortgireserver
54, etq.)jp g}iﬁ%tﬁrr;g 0, ﬁ r%%écao&?n%}n\{\% e W1thStHg{>}h%§le$lt“£ and

cou
with och&!ghotiat, @udlﬁis\a&fokhngl 0 tmgtpbleem Erabdeki Rmml (Iﬁb”l?@\peql/or the, like, to

SGSN 56 is cg@pl ed {”}?? RRE cket S V\w ched core network,
thereby GRIFy ¢ VaIQEpEECLYS &t & Y 1T packet - swi t ched

C ABoRBLneDEwerydlerhdiit 6f cverydisinimnmobile netvenk is slynead described

anot he GTW 48, as .a gate £
e R e B SR BT BLY TR GRS o
of a n@@ber bﬂdl&éﬁhﬁﬂeﬁﬁbrkﬂhltoh@ tﬁEBBM@OIn thlh ecgpualcthe nefworkéh agy be
capabfe%rg elt%l&‘\.{l\g rﬁ‘”ﬁ@k}ﬁ/ %aglo% bn aCFOI' Q Lvﬁﬁl on@ O%WG%% a n(ﬁlll?é? of first-

Nessag |ng center.
generzitia)hssmi)egaamdi gdnh[etlmsm aa(hﬂurdtgheer@@s@@@ 9G; feurth- E@eWB@

(4G) %%lg g&%lglunlgﬁn(ﬁ protoco?s ﬁ{%ﬁ%@ OfdrleRfhn IQ end QG &F 1Y néﬁvs)rk(s)

I'a nessagi n service (MBS
may heesmbhlges sup'ﬁbmnﬁéiﬁmnﬁﬁcaanmlﬂmiﬂ@ée wﬁly @ Mars B ORISR

proto?,?isolsﬁgg {'EI?I%A% Ql}él\li[ €0l 96 %@Mg) 0f 158855388l f RE of Mre of the

0 to an ron1the nessaglng center.
netwdrk(s)aokd)i tei copablexyf su:umping AemPrECAAS BEordace HED EPRAVIELE

comn u81cv¥oc{n pragc "ﬁq?P %& ZoN 58a ceRMESSSnSsE (EIRSE Ror the hke

ng s /or origin server 54 may
Furthetofmp bredple e rmmpﬂ tae R kiR BEL PRl ?féummﬁélﬁﬁémbmuon

in acctoF| ke w1tha%}fvj Wit cglgmuhl@atfoﬂ g?m&%ﬁ@ﬁéil as A @i @R8] gUsil2 TR%phone

ng system 52 /or origin server 54 E@X/l di
Systendtﬂwrﬂ)maMrMmmOmmgemeanﬂ&oﬂ@Prﬁlw Mylgpls Acgess (WHEMA) radio

acces§ %o?ﬂ%y (A'-EP Eﬁox&fﬁ? efop%ﬁ’@l% Kore %r ABR driaR nm(@(}nayﬁﬁ capable of

or indirectl'yconnecting nobile ternminals hasE
suppatink dolrenupidagen it @ggoedegce(vthg-9G Wﬁﬁlﬁiﬁtcioﬁ@“%?%ttoé‘rﬂ“g%"ls Suc as &

UTR{%I' &efi %Ban%%&M? nﬁﬂ&M@@) Esh\ﬁeﬂ DB AbcedDCorhmenieweibh Sestem

nicate wth the other devices 1
(TAGENhewirk(Smey dseciehdlt fromsemhodgiceie ebibe Pisepnf Brvenign, as should dua

or h1§_1%lp c&elé&bﬂ-grt&ﬂﬁ{a?sr(e gr gQﬁBhalééﬂ@MMMA/ah:h@%ﬂ)Hok&) to

carr us functions of the
{ eThi malils ($0UnALQ maufyrherde cespladyo encetiaRfre Wircley apqpss points

(APSF)?Zs S%h%' %g %ag%oﬁll éé’%{:&sé p%nﬁ%“ﬁgtﬁf&ﬂto@@ﬁﬁhhlbﬁg wite E}%I nﬁbbﬂe

ppr clated that the nobile term n&F f d
termmiymbeaqpomlpmcedwthdec@n@u%rsuqhmsefowxa@ﬁ&? raflio frepyrnppREgfnirare

(IrDAgin aﬁ% ? !.E[?)tew er IE LRAMER deRrBR: #8hnidubs, ilth&livgegaieds LAN

capabl e of supPo rtin

(WLADIealiiqges sush ab E@c&%rldj éfn&efi% 1ilpy 87 1Ry §&2- b‘rgg % dngiic-h
Worl'(a?trgg%tﬁl%éagﬁlﬁﬁ/tfgﬁﬂﬁgﬁa'v@ﬂc&ks@m M@QQ%DQ@&%&& dsOPEE 802.16,

gener ati on

and/drovireless Brasnapbdien Netud) (WRAIN) t@c(hewﬂbﬁﬂﬁ%% 803 bt Glgreeth
(BT) hul{rg Ul?(l(e%ld;ﬁ%rra anG%BR ife. THRQFR62 HRY 8e @cfupt&@o the Internet 50.

be capabl e of sup ortln cation
L1ke|w1thahft:M|S@a%c@e WiPs A2 2@’ o fil@P@é%ouEIg m%y Bi“é’f"?)c ol's
embédﬁ'méx?t%c%% APSH @ Elﬁmk& v2BuflSVe Imeinsoso s GTW 48.
one or nore of the net war k( cﬁ% % bpn?%&gpabl b
Furtkm‘rmg@plp@ﬂe pmbpdientaibt BaE4 BAY beroRteSr s RBRING ©
appr&%f%%i ﬁlrgc?lgg}' {h'dfg@JtD%E&n%t&% AeGhsbilGERRInalsN b anc @ cdaguding

I'ron the like. Further

system( sdnheearigimserir Strerdorgny phrenumbEnRroties ey i gletc[%fﬁ%tl 50, the
mobqe ter AR 1D '11{219 SRRIMRIS Rk Qft another, the computing system, etc., to thereby

carry out various functions of the mobile terminals 10, such as to transmit data, content or the like
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in accordance with 3G wirel ess conmuni cati on protocols

such as a Universal Mbile Tel ephone System (UMIS)
woetmarkeenpl oyi ng W deband Code Di vi si on Ml t POTA&B2009/005129

Access (WCDMA) radi o access technol ogy. Additionally,

0, and/&" ec@f@@ BRt&ne, dARDr He 1P Fr8mOthe Edipubind Wetel(R) Mmyedi&rem the
Capa e of ”§‘_Upp0rt| ng ca ni cati Og in.a rcﬁan ?%%Fﬁ%tfgto
rerms a0 “FpHILS SHICHANRIN PRGN S I8 §p Bsed ()t ?1 5
data c@gﬂ@ oﬂ%irngWhQﬁlggd ANEBSed é\%’é&’ Sibred &Sac\ﬂmﬂhncasnﬂﬂ@mhbdlmgIUegfghe
nmuni cat | on stem (TA
presenbEiN@IioR. FREnYse by Sﬁﬂhfﬁ‘gns&%é‘il‘ﬂ‘é"tﬁ%gé%%’ lﬁmﬁgﬂéﬁ%"ﬁ%ﬁ“d saope of
embodtHH @ktﬁ’éﬁﬁbseﬁtrmtﬁngblﬁr nmode nobile ter m nal s (e.g.

dl t:k};)qaglg{n%t?_%\lo ]%I&ir ?MN ?‘%?tig%/ ) rp 1|11?gu$ cou T;t)g ot}rle;rlﬂgolgqghﬁlﬁl 10

to con\‘jﬂuﬁ@é SSEmAST &S@ss i e SAPSY nBile té'ﬂmana&FPQ a@dchn@yltmg system 52
npri se acce ints C.Oﬂfl 0 A

may O FRIDAGBY P O RAF R0 e YRR i F ey e D

or any%if @ Ru@ber of Giffexewiptlae or wittless CorguEeatipn (emn)lguep mlqﬂllgﬁua)LAN

of a Al b 5
weaeR RN g e B e R e PP SR R
may at@i6bralig e Slteﬁ“hmhelasmd:lm 8@@vable nfegnogy capgl oiislqmg content which
may ¢ %?agFrltﬁéFaQ%Z Iil‘e y OD?O%éF te'r_m}naleltoc rthe\NEﬁé Q%l\l/%ierrmnal 10 may be

ol 10 Rathees
couplé(Etﬁ loné qumﬁe glagtonisleViBEEBD 25 Drgiters ﬁwt@lrprwqt@ﬁ aidéor other
multug%éas ﬁlﬂ%% PR hﬁ%%c%%s(o%@ﬁ@w&? o%?&nﬁﬁlﬁl@) asked wakthhe

tra w deband (UWB)  and/ar
comphithe sidtdeas 52T the nilge GRmimalylOtyeny be apifigared & eomRmyniRagsy ity the

poﬂa@%ﬂﬁﬁlfré)aw dSVIf% ik Fc%{) e e:%ﬁl? &;cﬂﬁﬁﬁp sSudhas 'T@B/exlﬁﬁlpki' REWET, ¥DA or

one enbodi nent
any ohowenter of diffgeriPgreGe a‘rverqquﬁcpqng@qnpojﬁltl@btg@nwe% @c{uﬁ@g universal

[ nt For thdi@ne
Senal@%@}dﬁﬁel‘@g WF%N%%WE? Cﬁc% s?%fer 2d as anot her AP
62n afsxanildry bebaipers cionterichy iy mely beseamprnisated oyfrtaeyypigm of

FIG. g@qn ge%t z%rg 11:e Ige(:arnu%.p 'vs!h?chtrﬁﬁlrﬂe @ﬁﬂlﬁr t%Qh&HSElfe R nERMPVSAFIG. 1 and a

Re ori’gi n server 54, and/or any of a
netwdtki tbéce aﬁhecsysha‘n of Bl @ érsorderdo eAveuts ARABEHIONS @oest%hliéhmg

comr{u};?éca%on R, AR Sorh tém}ﬁaf:ﬂfm Bih@%@oﬂé"térhmﬁﬁefo@ BRhIpRY, via the

ing syste tc., her eb carré out
systertiaf iFIITaQ fAsrsucth Umbouhf betlméerﬁtﬁm ﬂh@t theeﬁYﬁPlﬁé’lf EIG, @ neeq pafbey g

B TRV B e
mobifyterirtinal, BBt rather EiSed itveerely provided for @Pmses glgxgmple.
i nggfe%?rtg);%ad% 8151{)]0({3 DR &1@ invald %\«lﬂmﬂ)v@[}e «t;h%f:ﬁ@d R rrBre iR @6IFIG.

Orefer to ata capabl e of being
3, in tvhith sefaid cﬁehlentsemfeu sysieh forddcditatiog bﬁr@avqrrﬁalhléf‘c@%@w&ée disnlgyed.

The %’g;gﬁl%ltf LS, or]ésefxtg% @ercﬁz%%%o hRRRE L QQWOM& asUBEgeAéraBRywork

e taken to limt the Sp'r'tR%lId
displa@dMeFIet. 2 endep e iCs 3 ofpraseriss prassiahtlogkyfjagrm gipn E-UT As

Al h oPbn odimen
such, 1}1%8}%%% LR hlliﬁgvgx\@ﬁér%ﬂlgh&?m gUE)' 70 2 be lek &ip1419 0Pbnel ghbodiment

cou etermnal 10 to conp E ‘gdg 4
of the mernﬁﬁalaﬁ OBEKS. tl had sautoe endvedgde-B@ apdiraebevobeditgrB 7

may ﬁﬁ Szfeﬂg) ar}élo rﬁboﬁgneﬁ%%tf ? Eﬂeﬁgxe BRYi4 BEAP @YRE Bl O A@&ﬁdmgly

conmuni ca I n accordance with, fo
althciﬁ)gl&lmp le@m “BFalveBTodd-BDAlbbe wersubfeduenilyiryeEn olyed ItﬂdﬁBéF Bfely one

e or_ Wi 0 LSS, b
eroperal ok G R R e o Beppes pott, bse
statibisk#hd e@ieedorodenbis e Thyfs, altheug})(gmbgduqq@ts &f/the Epygntion aFﬁﬂ}scussed in
rela add FQ?]E@AI& %ﬁanc%r saérix dﬂl?etnlcs (g 1n\)eﬁ‘t?dn%?@ncﬁ sé ﬁﬁiﬁ&ﬁiﬁh @nay be used

oring con ent, which
withi dng e@amtiscatives pro@aef Burhed thegystére oRBIGH ﬁem%al%ﬁ begmplpged in
Further, the nobile termnal 10 may be
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coupl ed to one or nore el ectronic devices, such as

printers, digital projectors and/or other nultinedia
woapour22sg, produci ng and/ or storing devices (®BCHIB2009/005129

other termnals). Like with the conputing systens 52,

comnekfih Mﬁpi vla%etty%f~ Hﬂh&adevﬂsgs B&N nldBil<a fFixe) badihé@fore, embodiments the
conmmuni cate ' with the portabl e el ectroni,c devi

e
preser GRS ERATORIHPT: e HBEF OB ALRTLFP dRUcesr it a5 i BTAaT tghinal 10
of FIG orkﬁe%mk@é@%epéfmgnynber of different wireline or

W rel ess comuni cation te i ques | ncl ud|
S drTT AR (LR 2RI AR AR TE & SR LS
cryptéibhRAl el Gephiakin fob Harﬂﬂveemm]ﬁﬁﬁg Yo aarﬁxaﬂplmsmmbo@mntexﬁthe

preselg;é@\%géq% %pl%/qﬁxg?q mgy%rﬁ g;:l%g %U’tlgENS/% Sv}hwrﬂ] rﬁz&fg 1!1:41&‘1 %non g

other ﬂﬁh@s' £plﬁ1€]it5ﬂoﬂalolv]=@ n6de-15d 1ﬁcoxi1mamdat1an mmhm Ekolv:bé\gad@t gsire (EPC)

order o
78 Wil g BlA h PR SR BaReRt DT EC TR Ph! O
systet@rdiltdtaire ddhaiogl (mﬁ)@atewajm IThe tetveil nadesBs (ﬁmluder)gesnwp@evolved

L L h and ma
node én@. gfea{)% exioﬁvgfl (r)l?('i,] y)Sr{laé, be e%/cﬁ%i% &vo E\Ie%zle(gaulhg etﬁg éaNBs) d may
also lﬁﬁpb@madna‘aubn wiintie AT A andnthbetBeen nobil e term nal s or

L K4 cati em
r Z’["kﬁ:eervgl O%Q\M) rrnaﬁgre%lllace%v?lg%il %ﬂgrsgiq‘mgﬂg télgc()mrr{ﬁﬂ tiday Eyst

re or purposes of
terreséria padloacced(FEHERP) meyplartbmdl constot plarfe (tadi resovieca cprstel (BRE)

protogcg F?%nﬁg 108 for ¢ 250 tp \2@t ind &/f ?15? ﬁwuﬁ: fuhdfodlnChbsting for

a sy s tating handover
such fuatticng es tadio msemrye mmmgdmgpl ra!.le UeareTh@lt@}s gqc@hﬂcbmsqlqn(gontgol

conn?cﬁg b ﬁg%yaclox?trcﬁ PE nﬁr&f élllggp(gfjé)efggsgﬁrc&fto YE & WL Kp1RM &R @Swnlink,

Net wo except that
selecEd)erf a8 MMB 86 SIEWIE sttaahgandnatneblf're’@kd P Q‘P@dﬁﬁ qefopeggsion and

encryg&on schedlfhng Uééf{acggg Al bl b guagtglgfhp&?hu% tr&htllrzlg ﬁgdaganbrﬂgg}ﬁﬁeenﬁetnt and
measofendetaepontivigl fer ctoeflgnratalln nicdilisy, amg de Yﬂle and source evol ved

no oY QL s R Ived
exgrﬁ}%ﬁar y (g?g’ ﬁr?‘o ?"tr%gﬁ%/% 0 e%h?lqgl;) §? %gesg@é44 gsrpe?&ge g‘éo *

nodeefs, Ebﬁlty Rontrak e stitaglopilitadontioludhE beneer captrpl. ciphgtingsyd integrity

protectéon Sof %orﬂ \zll\écle s sgﬁ n%iggnzyl %ﬁgé‘ SR fhY 1k MAIESREN REbrid® dﬁreﬁm as an

an access point and t

MMBrindrwvess vr)tlsll the B-URRAN: siersietdais &/ilheccappisciaish s em‘??&gf%ents of
the 1nvr§£tt1 | ot ﬁ%}@f%ﬁ%&%@oﬂﬁ qgcoﬁﬁncemﬂﬁhe BlUTRUG ftandard and that the

nents i nvention are discussed in.r @?AI on
MME 60 E,tayJiﬂRAM entitierchpenable vaisdur pasvierking ptapgpeds; fR i PR eMME

80 ma¥be, 1% e}w@s o SR B 1Ry HSR O MGt @ PRS0 BTy Gyl HORS
?lef‘ urther, the sygtemo 3, may also b

funceasqalsmqhead telrmmgtnmlemﬂ iswitching i CWWW’@#"EW%@I@@F‘ SERRgHt &’EQE

mobglft)yése a exem 1 %?in;dd)ﬁﬁ t, t ] OC% #%ﬁeu%{ ;]95€1de SHBQELARIY fetWdiR such as

'on shoul mted to application
the Iatarnde Vi ces such as the nobile termnal 10 of FIG 1 or

t he nEt h m 863\” ﬁc%gs folnfe: sugh sRef E{ampf&gam%\k@ nbde®, may

l'agram show ng 1}l/stem or
mchme @\prcntessgf %Wpﬂlgblgﬂdap kesif flaetjons éﬁa@é@?ql with e5h CAEESRRRsEBRcCess

p0111]?c§ucl;? N8onk Sha %e %&ed&gxln [ Yas STRRH 78 Rtor A indifi6tidhe @&RAtwhen

NVention s e system i ncl udes an E- UTRAN
exechied i khelpravagsor Wauﬁ eyt tmmmgsmﬂmg fupefiongassociate] Witaihet y

' I 8 Yidh
e NGB AP LG .
exarnpibithd firyces®n &ngmebﬁ eratrpdiet] aes DIOAIVES,)2 QPrOSFHELT cheP B PLIsHSF warious
othe@é%}c%gag ¥n%a s o é‘x)zjcregmlgl\ﬁg gﬁdt&?ate(daﬁausgsﬁ&?é’@ﬁ@ exahip®, an ASIC

I nc g source evol ved
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node-B 72 and target evolved node-B 74) nmay be evol ved
evol ved node-Bs (e.g., eNBs) and may al so be in
woaosunzwat i on with the UE 70 and ot her UEs. TReT/1B2009/005129
evol ved node-Bs may provide evol ved universal nobile
(appli%%oﬁg Qﬁtgﬁﬁté@aﬁu@[ §§1@lmp¥c%ﬁ{nﬁ§ib[d dte drad (RPGROGAE/ST other
) user plane ‘and control a&héfer? radi o resource

suitabisorenfigired RRC)y APk haedsTare aer pRity Sthe UE 70.

ThE a8 YRpeRy BRstRRS:, BRh P iR\vEleed AoaeBs algkisb nclids hm@over
for such functions as radi o resourc nt., radio

man
managrepEAIomN 09 oThe TRAeNeS TESEPLFIREh 09 B DCBN ABUET Gears
embo%l@@ i dith¥% HaRVaFeDh conthnia Bio@raiiﬂ ﬂ;r&ﬂiﬁt Iof)dﬂccﬁnﬁbulmsm off haeiazvatreoand

s in both up [ink and ection
softwsre apd mEJEb%‘tf’Ebgéﬁﬁé%?f Otheh‘flé? ??@{fo Ed&y oqm“(e‘fSﬁS &{1 h%ver
%&ﬁﬂaf 865000 aagbedstiyptd K@meteﬁﬁlhedrhéth@go mquqseaghamgovanmth
oo el e ot RO 6 b 12t BRI 0.
this repafdl, £ exdnipies if mbasurdvint BPortsrycehves hit thumtqe@n@v@uwﬂe &g 2
ri buti

1ndlceﬁ%gu8 Pfssencg gp&ﬁpfl‘ilﬁ}org%ﬁ?ﬁ%? %an e\Z rgc gl 1\r/a%1 %%I Yo%&gmgnal strength),
the scueiatek6lbved rﬁiéEBUeaﬂia@ ISenzlcu’itamiﬂv,er ©iyEhigp tmgaraﬂ@vcplmde@dfp By/4. In
tection acc b
an exglﬂglariy egg)o Ne?t g%e rese] lener’Ié i?natﬁlgﬁaegigﬁghggdggﬁgﬁt efégaentaﬂ)qnay e
conﬁgﬁétf KDﬁliﬁMdB@nthtefhahmeﬁedlﬁEW arcrypten gy which\gpdgy|be B@d to
L&t Rl SORIg! hRRA QI 90
e R IR PRIl ROt
may l&t@nﬂgﬁdﬂ mmdhieh:atrypthm ki e@iverhfipmedngbertyst vl flqvpc@ssuch as, for
! VA 7b Qﬁcﬁ
exampg élg(?tger eVVYlver{'ﬂ@% 88) aﬁ‘ﬁ/fl\@g §d§ ftg%ngﬁlgﬂ%@éﬁ%a% or to use
pararhdiers sgsive@infrand arfeth@: neZwor‘lﬁldew@CtE dga\teewgghemgga cg]@g]ﬁte encryptlon keys
funct i onsat§olﬂs Wltgtg pm nation and sw tching of certain
tous?)lélcclglé]tmumfc I Ng and support of UE nobility. In an
eX@hﬂJHlaadgNeem’amQ@mnelgmcm 80 ERCiftenpcopiigvidde communicate with
R0 el BELonfiired RiELive
e
an in@Mbonedt e eeqBest nagsagerfmrm aeMAHBG cﬂ@§9@te?883t%¥?ﬂ?eéh‘iﬂ%sdage
t o execute fun i h a UE 70,
may FSP?%%‘E or rr]egena te (812(68% ?’%‘%q‘%ﬁgﬁ%ﬁtﬁ gfrﬁlglﬁrgcartrlgr; WE)te ’a for as
paratﬁetaﬁp'lqu coamtoseuupteadesv\mnayt roayedditineally irelydg 9Be QIHRAR Parameters
b Rad Dy he fonkiRG k
o B3 R o LR SRB becon s
The hansbven shhaasent AeperrO8 sxwrddtiohlinbe ¢mbseedOdEpipEy path switch
iR SwichRloWledzbiBent
requ???c?caélssor 8@2?8 w&??%%&gﬁgoéﬂﬁgi(/{é\\s@g@% gc essor, a edgtiion
messagpwiticlesByinglude qorot mote paramsfers thatinayHe sseddrr saeypRReNg
derlvrrgons In songeee\ﬂllbﬁﬁﬁleﬁtg Q&W pﬂéﬁg&ﬁé& Hlefbt ‘99 'Iﬂa§ a8dGbhally be

catiton s peC|
conflgntedgw pmw g padmvm)ch mgsshgcevith privigreadinabkey a@%{%ané(rkﬁwierwed

fromhtge glmr & %ﬂ{] g? O%LQ te&wntn?}glb\é 2Ok SHEEH afy oﬂ%@%?ilm such

r softwar ' ements. | n an exe ry
as, fmﬂmdplaﬁmouglsatcgmm protestionshetsend oferds 1B sdigh glessgee or through

an alﬁgge élcrgmn %(%kef? NAOYELd l%gera%%%merrﬁé ?ﬁ&ty a98or ¥y ddiRed B ¥@lthe

emsn e an Vi ce Oor neans
1ntemmfbrat$4 legd andwsometah@ﬁoﬂahﬂcjmrtsathatanwmm@pd @rtbegpagmwﬂch message

and/ % égétw Cfﬁle t%]p gplja&lgta%ct%% r nt %tﬁ%%ﬁh@%nﬁ%ﬁeﬂ@érﬁtﬂﬂﬂ\dm.

or W se control
pr Gkhe asaiov@ Buandgemehtatrimnel0 mafaterba por@getﬁéfﬁ cogpnypigpte

mes??gﬁs&sg eep gc\)l;lvai{ ?aﬁldgv%r gﬁl‘i £ {J@ 70 Iﬁ’\ﬁlﬁt gg%?d, e hﬁ@dl)'x’@xsrﬁanﬁgement element

90 of a source evolved node-B 72 may be configured to send a handover command to a UE 70,
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anot her evol ved node-B based, for exanple, on
neasurenent reports received fromthe UE 70. In this
WO 28004128260t or exanpl e, if measurement reports PECEPNY005129

at the source evolved node-B 72 indicate the presence
such &fin @esﬁ&ﬁg td d Rddver dealiog hade RIRABIPOR inchSurdh@ni {eﬁ&ts%celved from

U% &%H(S|gnal strength), the source evolved node-

he 270n£§)e gves Coramenshieay 1nedyly e indicgtor plwhetheg the éqﬁawéﬂan inter-

svolvB@A&IeB Hahdotel Rihn@X&MAMrAENbeIRaH, the ﬁ}ltdldafor g s1ﬂib@8ﬁf&t1—b1t flag
i nventi.o over ement el enent

ndlcaé%wffe&w @a 4%%% Iﬂacw{% EOiRE P et??g{éh%&ﬂ%wﬁ ap E’&G&%‘{P eydawge-B or

inter @ODVER PbdB hi&ﬁl&&vd&xﬁbhs@h upmwtb&eﬂﬂae U-blt@laf acded. iTh alteenauve
In this re

omuni cat 1 on
oA R R ) B Sh Ty RGP gliFl gediconl
paranhﬂtdﬂWﬂt&heﬁl’(mﬂ(waf ¢dnnndneyr&ssa@e| ved from anot her network

deyi for exa olLved, node-B_o
0K MY Ry BRat ol R RO et v Rl MBS 8 e
proceprar 82rehe bsemteded uea plocasoratoploedssored suntrklledl er/vamuat @her
procegsmgcmeans HI.‘ Ceg?esolﬁgluc\%n% ]ﬁ egratﬁatcgcdleltrs]c r%lpt gﬁn XEI% e, Asliée
(applivativagesnifivt inebsive nircu@) arfu},d p&@graﬂmabld:)@t@mdy(@g}éé @nd/or other

. Nj e
suita cf}g %géqg@,érr%&%le @%%Br‘r%l% a'%: d/gé gorh@tgrﬁ) %II}] 1;08%%9 eghet handover
contrelier 84 wey hnanyrievicadr romang @modsé urupthae@u@mre oRS@agee fqnpwter
I .
oM L RSt S B B b R B s
otherfvae Foritolledsbyctbeprasrsea 82.cFhadiandpvar BBy 34mapbes combgwedsto
comr@ﬂ?ca&%ﬂlh%%lvéﬂd&@ g GG néﬁé % v&%}‘ a 8ediot 18 gzlnlgé(ver

€ one or nore paraneters be use
contr¢jken §6 ey adriiiraginiearoniegueariin tcortlmumaateawiﬂa@ eereitigiP AR eﬁa\lvay In
this LT U D ol A S R ofe R ccifhs oo
Servilg/satec\ﬁy pedpgesite W«Blaaﬁum r@ponsss fierh b serging e@tewa«ye from

ah I¥Fe[r§8a efﬁ%%éw tﬁ&ﬁnmpg&ﬁrgﬂ&%mg b%ﬁ@%@x@d Maﬁnlate
I NC e’one or nore paraneters t hat may
encrypmn lenie a3yyell as intirapdidiyrvialpas thegmeay bepsssidiye velmtsoiderBa tfq:r the
|
derlv%tg)ﬁ fo? Q(fulgt‘fbr X Qfenggptg(?l%? I hg lhgx{gsﬂér gg&d‘iﬁé’ 84619?) t;e cg he)ﬁ tp §tore
one of POk Bagngryiptgn @mﬁar@rmtanﬁ}ﬂdw@me i mexgpry B nT fteH@ndover
contrbl[yr §ﬁ b@&)ﬁf ¥d to-I; efﬁrlﬁ)lhﬁ(‘c()htgﬂ S ﬁes%@s@éqg source
rou several neans, Ssuc S for e ?

evolVf:qhn@h 3. n¥f@gpntt»9 SPHRICEEs| r@%S@h@@ksmdeveparmﬁéerpamW more
encryﬁM‘émI 1&? by fatmﬁté%mﬁﬂnﬁhﬁdﬁ%ﬁme%%lb Qihoki® bevﬂth a UE 70.

ated ont e internediary ke é’ keys
The Ceétﬂ(t\ﬁéf@lp Faquest mh@agenwrad@ap@ﬂy okdiprnaHvely mni@d%lwuor meFal
mterrﬁécﬁ‘aﬂ? Ddi8es a@ atl&¥rs Bﬁt ﬁx@fé te”fsi&ijb}’ e E%@ve@ %E&é ﬁYU ctafclﬂlate additional

message and ared ween ‘the target radi o access
encrypéomiey s thethaedqmmonﬁrqlvr sremaipaertbe spaflauied (QvERive amggh switch
reque@@&gﬁ’ X@évomﬁl AR el £TERhd %Oan@é{lvgd"ﬁc;d@ %ra Ipdﬁl sw1tch
configured to conmmuni cate nmessages rel ated
acknqydedpsipent ngssage yhigemmp include ey o mOéfgmr@net@rh@aWdWé@d by the
recelﬂﬁg‘%%ﬁ RbdeSh Bl ﬁign Q(f;y cﬁrﬁﬁﬂﬁlg em{Yak Xﬁgodﬂﬁgl@s Be ?ngndover
may be confi gured ¥o send andover conmmand to a
contrqifer $¢ s1ay e cinfignied poiesy areceived artl Sviseh mesedss |t<o¢nswaél@t the path
switc[?ﬁrﬁ?%géjg QR NERRYN G mevﬁﬁpcpﬁcfdﬁ (FV eﬁﬁé \Xa?i cattfoﬂ Wa 93? bsed Qn for
e over connan I'n e I cat or
exampleeeiitenr ntokeekeia wehinas rfor esarapie i anu@chnxediawel@y Aadfer-aBe or more keys
: I enpl ary enbodi ment, this indicator
(hnvﬁggagﬁﬁﬁPﬁh%§%§”%§bit flag ndi cator wherein the UE 70
may det ernm ne whether the handover is an intra-evolved
node- B or
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i nter evol ved node- B handover based upon whet her the

1-bit flag is set. In alternative snbodi nents, other
WOREHE2HPO | ndi cati on may be used, such as, foPCdABAYPEOS129

passi ng an additional paranmeter with the handover

c oimatemiplasagdodiARniVA/EESQ nith nclide b peteeBof208 Rarover Sidnager

d I 4 d 86. Th
o GERUR A BB Bl B BER05E
contiobertor &;hrioas otber prafessmgSn@erdepb@GmfleimwnmgamS cidduits such as, for

exam%)?(e;iﬁ% ﬁgld Qﬁpl}&%lll Fecﬁtui 1gtre ﬁ%g Ig]nrcsul g erf'd Cpsfil)'lgc;:%%mm? % %ege array
(FP@A)rapdfpt 9ther auifabb odnﬁngtm@ircm mtalmmeg anm@vareraay/@FmW)ireamueots In
somee txﬂ)?)dm%ms t%g %cesgor 9& 9 a At {ler% %bf1 at%éjn\{\@ehqo. The
cohpu pr og ra pro e
handowmtrandgeed4 Bdy luﬁ&yly Idewemy netensi ep®odied nmth& hardwanh, ek ar more
com%lrte% gﬁorgagr%rgér{%gs %ro r%%r?g}au%ﬁd’f gl?r%% gﬁv\g goefR&g It aly be embodled as
or othgretispregntiobedshyisbel prockssrs 9Br Incbmecmbqﬂan@m; theahdrr@dy %/m{tml@
volaté H‘L%I%&%’be §%on I&Qﬂl@ nglqg X%ﬁ of :9 51?4 tkl%ﬁ&agqo may Dbe
con |gure§ to conmuni ca W t evo node- Bs and
naﬁ‘h@@nﬂ%@r manpger/ X mayfbegonfiguird to Fipemimagattowidt source evolved node-
B 72919(5‘&1? { é\%[veﬁ ﬂocféqy 7@%’ c%fcﬁ’lgl@ §L%y[9ﬁ‘)n G&Q}réftb g#‘ﬁs%ﬁ* hnt &mmunications

nicate Wth a serving gat eway
with Pt‘@‘éﬂddmdfbﬁ%sqﬁé rﬁ@@olélratecadwmiqylelt @ithegdE ﬁﬁftom@ sown¢ ¢vglieédode-B

72 to aQal%QtréQOlle'cﬁll(ﬂQ % HPARE ﬁ;a{ A6 GRhabel BaPbSoht n#ﬂ?&l @l ey
recel ve | ane updat e responses fronta serving
measgmumporqsm %ml re@@mlhamcgsbvmmmrawbﬁwm squhee dyakyerbyasie- B 72. In
somecé?ﬁgoaﬂeh@r %éel&ga%a%vfrge&bgﬁﬁ ﬁgy 1o &@érﬁHJh & of whether the
encry tlon eys as we as |nterne lary val ues t hat
handgrygy i lstﬁ@ 1mgre@5/01y9d pydstR/kandense eTsthalﬁdWBrtfh@aE@ Of way then bef
confl%ﬁi&i!i Ed ;Séﬂ%lm 3{&%\6% k& HeliG¥Sns bhBRI JpBR ﬁﬁ\f&fewﬁ@ﬁh{c%} &h ufié

confi gu to store one of nore of these

regarén@w)étmeeﬁ ok gysn\@nfepm digclopaddareay Payperigen onweuélﬁm‘a}w%rocess if
a hantBGer RBRAAELVoRRALERIB findSRr TRY-ANDREGRY tiétg\/léfl&gpl{)&SSc'l? B¥landover

an initial context setup request nessage to a source
is an gyfrgrayplyehengle-BRhapdoverrhe cont ext setup request nessage

May, he QJeH@'&f a32did ﬁﬁk”‘ﬂﬁﬁr@ (LIS e RAndSR: Taftddef Q’LPM}PPBrtKé%)Se

val ues which may facilitaté comunication of
configyigfl {nagcansdiaadio yseucecogEol IRRCinseondigpration m@%@&@p Th@&&@ gRessage
may m%ﬁ]a@%nm%a&o@g% Whana 'tﬂeyce@ fo RliliEho v lgf{%l aYtaéhng:Ll Hl%reﬁ{;@volved

or nore Internmediary val ues as paraneters
nodefs emgliat tormehiehyibe VEdvas orpeiopsly ajtagkdde dicaerdinglydibe h@daYer manager
94 m%?ﬁé (%:omﬁ}glggd &ﬁ%ému-lr;g @haﬁ&%\ﬁ% J,S%Rz‘ibthfngl tb § hew® évomﬁ node-B

e configured to receive a path swtch request

follv?vrnegmr@mo bndofailerd apdigecorasinignadiagaskey dervatignsthgsegrppon the
deteri¥ki¥gd node-B a path switch acknow edgenent nessage
whi ch may include one or nore paraneters that may be

us EW5-Hys & pratrplidesy Jipgram eferimnatiqateresighalsgiassed betypan eptities of the
exenif)@aYy Qrﬁlfdd‘iﬁ-?én't QﬂslG 5 Qs wéll%s oﬁ&@tﬁgﬁ H&F&rﬁxed B}hﬁe Qﬂﬁfé?&ﬁ'fng an inter-

cont r ol may be conf |gured to verif y a recei ved
evolvdmhdesmh@rtquma@@cwlm @R exepiry eMeodiyaen obiif present

inverTBAS BP&atichs a@&@w&%phgeqmmmﬂ Sheavioh M NALEsBur filwing an
verification based on, for exanple, one or nore

initiak at{ashmey§ apd/grsn 1‘%/19120 asti verflteetrangifion WherPidlreds o Resh swiidyragssage.

Thes® HitiPizatitH roﬁergt%fﬁ nf$5drVead pforvﬁfg‘lﬁt%eﬂﬁfe%mwf Mth&evﬁluleé"whwh
an exenpl ary enbodi nent, UE rray i ncl

may b wieé IVQ@CQ@U%W@GW@%U%BWE@'&H 43 anglrigy bm% ﬁﬁverseubsequent

hand$ 8 tPALGE RSP fnte?%e(ﬁﬁé( kB8, RIGRABHAGS 1R MNBGRS Plionafly calculate
coprocessor,
the mterrr)nedlate key KeNB if the MME does not already otherwise have access to the key, such
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controller or various other processing nmeans or
devi ces including integrated circuits such as,

WOAMR2E0 an ASI C (application specific |ntegﬁﬁﬂﬂﬁﬂmwm51”
circuit), a field programmabl e gate array (FPGA)

as th&rkdj Bdingi}irh\edSusE/LUaIcah{ey afDAbre @B ody. THiOG RIMIBA may be performed

ft | . .
wsing A AEHEEon CRE et Bo0a™ SponiageDlME bR G i Ioy
denvzﬁlomfuntthmlr&ytm thi: Ryt KAOME e NasSnghtiviedeqienbagenibed (SNYRY input
parameters KAQI@‘,\EJ 1§: g%ﬁ%&rgg%rr]%y %gggtﬁ;{ng ?sol%ﬁlggg é; Q%}E\ t}%q\cﬂg/fﬁ:@ arng the UE after
authctuwhtlana)f tho mutstritieapchii@r Bavadecsdbd vatieseanidy camyexbafter an inter-radio
t h e contr IIe t he 0 ol .

oGP R T2 SRR D RSB P
part pEtrssymel@cgity nomexy addait lahoevmtBrhoﬂMheﬂfMME argl th&JUEJ &n this regard, the

] aal fi d
NA§t %ﬁﬁﬂc QR ma: 37%6 d&gﬁmp DY e SQRQ@ %ugst nnae safe [ 19%%] acélgg 5&E

conmunrcate w source evo

transitgangad/outhotoyd dalne  efi® avdertivationak gutiaivel afiechappeveoH®eixsn an
e PR, PTG 0P L B, BOSBEF S i

may bg god by emstré-nederﬁs tooieavet lenyg e’fhlem@rm@bhm vdlee, BleTdfied B &lext-
Hop IREQVE FIdTﬂnﬁ%e!?e dR¥IaRA aQ V ea%dléeg%eﬁ%él@? AR flE nown

rep orts to an ecel ve a om source
by b@%@e\MMEr?@d &'ER Thy keyderiyesipn fm@ummw she valuepefdK ASME and

KeNBAH M ES ar S 008 Nehe RV E] rﬁ]éill th%%eﬁﬁél il Q:@ﬁtg g%\l@éﬁéspl%ﬁssage

t he handover is an I nter-evol ve

whighgpay dRedirde Hieryabiey OfdﬁﬁNFavldth»‘éthleKéHBi thtm que@wrdwr@riml% at
operSital4pPL A%elﬁﬁb{n @(W fvagd 19%50&@1%@19 0511919516 Eﬂ'éelafug %FKM if the UE

i ndi_cat or. his regar di ment
does; I\%@Wﬁci.‘/oqﬁheaW% h@g geFepids dlerkeynayelyye ﬁlfedﬁewb@népneélyusly calculated and

storedeh in}éﬁl)ﬂﬁo OpRaQGERA nhdy fﬁtﬁé@%ﬂ@fﬁ@ the ARk REEY thE VahY &Next-
node- B handover and another Key derivation process if

HopK e deine theisamekeyi dgtivaion fusciencing inpst Braveatdiotehe MME usedin
step 8Y® h tef re%arﬁ EKQI\FB ik 'a'ilgy &/ﬁihlll Hlﬁ?be( Reflo radifiGie RBRARANEtions between

manager further be conf gured to recelve a
UE 3ng &redovré%%m}V@ nedsri-r YextARRA§eNBd do#if intgmediatoprrarpeser adéch may

be uggh‘i‘o KRG M S96f ukd¥Gh Bt AN it atis b@t%ve&@th\é\w et
he cell to which the UEis to attach is a different

tafgf‘é GYAFE dodiol s winegrhapdayer- tAdthapgharet Higetratd. gpesation 404 may further

com s@YﬂeQFEJierﬁltgmﬁﬁ UPS O Wlue bPRNBRAGY S o RIBIDRENt key
be conflﬁured to determ ne whether the UE is

Vdu%@?ﬁ@%ﬁﬂﬁﬂﬁ%Kﬁﬂ eyPredefingd keyriseratn f@ciongi ng a radi o

| pefaddd A068eREent @ fiRe 55693&1% kAt ﬁﬁ%eﬁ%ﬁnt}ﬁqy initiate a handover of
derivations based upon the determnation. FIG 4 is a

a UR:fgom p eurdeicyolver féﬁ?"&ﬁ) afargss ayalyad@ade-Bn Insthigegard, thad Femay send

meaf@IBERp &R thk 8Sur@f evbVEd ot %Béfatﬁﬁbl@@' TRoufb eflad ndde-B
as wel |l as operations perforned ﬂ¥ the entities durin

may éh?n inaked BARGP e decidrient BPaiztiod d0% Pasest 608 e TBRASE PP EEPOTS-

ke, B QBREASVIVBTRQRIBTRDY mAke 4 {28isBh &SRRAloVePMEMH e measurement
erations 400- 404 conprise initialization operations

repomnelﬁatﬁﬁ)@t e Phrmay gpqebiniangongar oreihervaipe mere alighie signg fwnpnother

evol @ nbfl-B, DBerBfidn 408 nSly Rhrthet SRkl éa%la%?fh@ leforl{HOh Rey Rer0
path switch nessage. These initializaiion operations

usm%rw kep derbvation fpesion dhat isaise ke bytthe WBy Shekay/dsrivagiom dnction may
use H&ntG MY ¢hlud ¥R mlt(&lg%fdﬁla%n@ﬁ%ém p?é'lf%usly

integrity protectlon keys and to be ‘used after
provigiae goethm@q{ce evolved node-B in an initial context setup request, such as 1n operation
402, and/or in a path switch acknowledgement message, such as in operation 430), as well as

Cell-ID or physical cell ID, which is an indication of the identification of the selected target cell,
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handover to derive new internedi ate keys. At operation
400, the MME may optionally calculate the internedi ate

WORMO/RANE i f the MMVE does not al ready ot herwi §€Tﬂ§@@9/005129
access to the key, suchas the key being previously

as 1nﬁ1@beﬁ%§é@ dIn"%H %éﬁe%@ gmb&ﬂnﬁ@rﬂq{o)&vev& nh§k§/@eﬁwt1§ﬁ h2BtidBMay not

perfornmed using any key derivation function that is
use awnwshﬁatw obthe pelectrd tayREE ce)has anHeput paramiers Inaigh aepliopativon

embotih'ﬁé% itlQrke ivikES thliok By KEASMEIAGRH LN R HBdiA KalBe HBRIHD-
unmbe as i nput ararreters KASME |s part._of a

(
KeN%le‘arumwe e Heaseediagy craluug Nerdiap-BsNBoinombigatigunyity e prgore

other Wrowaf Vaies adihp\R PhramadbisO @pelfau&hﬂoslwsssﬁlpm theQdourdé E@lved node-B
havj n% recei ved sone securi cont ext after an

sendipg;g pndp PRI EEARGP S GG VAR 1HISIRGIeRYY the target evolved
node-BiTh thd reged] KeNB* Sefiikdyt that @RI Xbed tSFabilitadd doyhniunRafhbetween
kSle rt. of this same security context and is
thEUEr’i‘B © A7 BYN eﬁl’?gd and the UE. In this regard, the
NASpeifalon Blik4 @by eompribethel et Bvoned nbdcoBadkhewlaging e handover

e est ness n eto aCt e transiti
roque i e POy pRELpod gl e soltp S FplviT it e seng  Bhndover
comniand td thé UEedorafatien 4 teambeManddvEQondniandnan inchikde s hidddver type

. .. _Handover. . ration 400.may furt i d
indicd GO Bl b PRy GEP b caAT R HEows Beleby
embodinehisettle kﬁydiBHleotl prodess imag diffby ﬁom'ﬂh:l ;Sodemsbedhﬁtﬂmkbmhqtem for 1ntra-
ntified
evolvec;ia odeeTBallgaél ovgc e ()Arcaora' agllybﬁ%‘HE ni)( use él? I&mndf)ve(g H/p]g: bnﬁl&i: a{%? ¥o
determfmaian B@rd;@mwkejo&erhv@lﬁdm Iirbuessl\/NEembnﬂhrhELts witegeik aymdmatlon of the
erlva i on eva ues VE and

dencfoEion 3t g et S5 AT SR OTER T pll M B ater ran
physitalicgll B, thednhdoxdr cominapd mey|adeiitionatysiae gde, anidiikiomrafythe target Cell-

i nclude the val ues of KeNB and Next-Hop-KeNBl to the

" source evol ved node-B at operation 402. At operation

40the i may emeycubynt vabrea Fdr Kedi@ and Nb)e-HdpeKahBQwe opdratiGa MBS,
The I%]%}lg%lﬁc:as}cﬁjlﬁéeﬁlg% *nOtrﬁ%eir(s%?n%* o%,l]envra)t%oen\sliﬁ%cglgve Ft‘é'flral{ngtars used
by thasvairces eerled node- H\anmpe;atloﬁ)pm afdxeHog-B4NBRAYs a‘ﬂumblhmldlary value
caIcu&%%rﬂl % tsaprr?e k%E a?lgn ﬁl t{l!(% ats T\]%xtvﬁ ﬁel\?lg £hE ay be used Gto

e He Sane defivatron func
calculatepmbrnpr&iraaarmy(e)rls aasbs’e@&nﬂ\mﬁdme qucnrdmb'de:GO{oerleN"Bﬂ 1gay be
r KeNB. | e {1t
sored PR G o el M R Pl TR s B o
third pedied BodeI\ExAt m;amem thedJFamay sebeéa hadp et eonfiaumatiretnagssage to
thet%&&{g ¥ used to derive the value of a key used to
Ital e communi cations between the UE and a target
eVvbievagetrod esdBiofloBl maayi thap sanmapnﬂlosm'rch miksapotaghe MME at operation

2. AR RSB R, Pl TR R o
the tafget)mllsuhssémn &ept dekieytionafhnmomband plgichl ehlb i wedeMer thgn Cell-ID
the pzﬁfl sw1‘téchI I\ eséjagé( %%{q/ %@ dé/ i natfo%nf&lle ?Q}ﬁﬁ:a%ﬁ 153 &%tr tﬁgghytsigal cell

repres e op e r a
ID maynbet dewrmmad b’gaﬂldMMlE frofn the thdEh ém&hms@m o elteafmbilvv emibodiments
wher no 1n 1c£1t?ona he t gét cgﬁ/g use%qornl? %er?vatl%xﬂfuna o‘?’) h§ ?z[tl%fls ldée4l8
%E d) neasdr enent ourc evo

and 486,dks lﬁtlaetwumb eeshgeored 08 chthe as Owdicetéonenf dlevpbgkicab ddl IB. fmgome
embodpn?erﬁtsnﬁe patf?s %ﬂql?e\ésealg Q»Sga d[mona 1nglg(?eraast1$n%{l]lret41g§ op @Fflglqneans to
nmeasur enen
allovﬂhwwwtonmd@ <t feypatimkvitclamelsagesyas wertt froinan/dbd/ exrol\teh eoclﬂEB
re JoIg lcate t
This s%na‘iure key §’t%r bfﬁg%{amgr% ar ﬂéfrgﬁ%dary valr A SUC e s fg%ﬁ I-B? K8 'M?fl and/or
from anot her evol ved node-B. Operation 408 nay f ur t her
conprise calculating the encryption key KeNB*
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usi ng any key derivation function that is al so known

UE. The key derivation function may
WO?%?@%?%dl ary val ue Next-Hop-KeNBl (this inter rre]:#}g”/005129

val ue may be previously provided to the source evolved

keys BQERA Bolth&#tethddidr d?l/ah?eo ALEXE evoRkel RodeS Hﬁyc‘ ﬁ eter el t% send

ﬁger ation 402, /or in a path sw t genent
the ppa § Wiighemessage Fffasaé upqn thepdavebifeursio) , as wel | as CeI | - BD
Or PR e eBbdimEit!, tﬂe@argé’i‘%\/&bed md&B ﬂ]mle&?&l% Feﬁh Qfirch I?I?essage of

identification of the selected target ce as 1 np

operatign Afdeerdy ¥ thejhandonerds proipisae yohed apdiolibarsiaver, SO hanﬂ%@r

scenaBYILABhLY RtHTGN. fH ﬁﬂﬁl‘te@ﬁhﬂ@é’ceﬁ‘é?fo Whieh RM¥t 1'11[1‘5@1'afé§§dﬂ@ 8fa
the selected target cell as an input paraneter.

handayse may be ) ipisy- FPélthaWVéfrP&bﬂﬂH@mhanWér Wheyein|de pereei a@ﬁ target
evolvfa(dl H&‘del-@'hréw s:{n@ (Hls@féke@ﬂebl tcpz[& ah Rral NEE FIB AL R EMdY¥ AU 8n another

! Mgf{g‘ use e interne |ary val ue
a tenﬁié‘f& SC?—‘@E‘ 1§ n?tr‘nm%%c? ’r‘i‘aFtIQo% th hepdypemayrbers ikrageRer
handd(vﬂﬂMcc\bﬁilrLgﬂgS i alltEyabtive RAbadTRERT tﬁrgemﬁfvéd hOUB-BAhEY BB nfigured
0 se dt sse tlge sourcte evol v gdfno B sendi ng a. handover
T 5%%3& YFCIMFTREL CREANPR) Yaé fY L sl a@davela%\ﬂ SniitlpintargNB
handdvess ahairgeteN®y Dhereell nadereR. T such bh Sitehe@a SmbodeNBt, tieMME
omruni cati on

oy B RSB B 2 Bt B B B S8 2

examﬁb,ebaadid wpan Mglﬂgglelt ﬁ])rplhl aR&héh@tethaigembedinkbmetle RedeeBlved

ck d andover reguest to the
node 3G SRARC) S5 RRR Bl L GEI Rt RubeOR BEoF et
handasversd Ixathtsaaitekmvtefe embmmeml th@MMEmbNﬁb@xtonﬁ@lﬁécﬂﬁoid@sﬁnéﬂ.ﬁ path
a handover type

sw1tclT G{g?saget%roégan?é r Cz?s rom mtra XI ]?,'aé SV{"%E “ﬁé%éeév er is an
i Pparateundl4y Hldy mmnjms@thh MME\Smdmgla_rU -Bhaneueinb odjuste /i the serving
gate\Jgp.gOEStho%e%B Yl 'C&H PSF] A MVET ulg%{%f,tgegyﬁiﬁe\%ggeﬂga 8§i%g the same

sses erein i
key dha\mdowﬁlmstmn/am: mpmh paghigierstused tyEhersnrdseeolvdienoti@BdovREation 408.

Operagiéﬁ Iﬁ\Z/éa ﬁllg}ibﬁlﬁkgr:)cgrtgoms% eeMQng &aﬁgﬁéj @ ;&ﬁ%}}) g{eﬁl Bgﬁ}émg the same key
derivatiod ifwetioroas uséd tyhiee UK etrttplelfatlo‘ta4 i8nasadfupbinibe Vatg@er KASME ansl
rokey derj ons and |1-1.Dis used
KeNH e VYIRS S5 St EBop SRR B i S B iy
then ﬁulrbla UfRiqub(j!ata nas;ionlséeo thie M¥#iac ajeramion 018, tdpRrakian Qﬁﬂrn@eddmpnse

N X T RN R

acknoKdedgemers inng irtchude EkﬂwﬂukenymHop@eN(Ba ab wparhmeaer. and i nput

oA s ot R RS PRt enPBRRE AR r mepers

operagar 4321 dn thds rE@rdj @eitﬂé)pslémzkmyy starsed/byt the t’argeumwe@ AodSB as an

mtern%%ﬁe plza?agnetetr t0 @ ecy{ape)&ﬁe 1n a ﬁlﬂ%%@%x&hqﬁnc&gﬁd gj\l}% jarget evolved node-B

may th@m@ndjat meidsyge tdhenatoe H@qilvéﬂeNBéZ . Branypdbaios ta4 etbadiye dohee Bfolved

node-BOr Use in a subsequent handover process fromthe
target evolved node-B to a third evol ved node-B. At
opd8E4at J o 6420flovdhertsdE amwyermemuﬂlod ahdiptdgmewprmm‘dccm‘aih'g an

he,target e d od e- Th
eI 0850 Sk 6 80 ot S B wBEBe B R E ot e
flowchdrss, Wﬁombmamms aﬁhlcmks #2Re fléwchend) ady heﬁﬁ;ﬁemﬁted by @srious means,
such e{séllénallélt%vfar a%lr vl/a(r)eg a%ci/or CHQP?t\é%q%éqerarg g?c{c]iu?t énc ént(gl q?lg Pro ! %rtﬁ Cgmputer
prograie msxrwm:uorm Houeaimplenanean chopduf sheqadceddbd debdiibed ativsethay be
emboliifd Q)? 5 cgrrllqp%Qer %r%lgllrahll p?bduct includin i i i
g computer program instructions. In this

regard, the computer program instructions which embody the procedures described above may be
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the path switch nmessage may include an indication of
the physical cell ID so that the physical cell ID nmay
woeodabzxm ned by the MVE fromthe path sw t chPOESBAGE005129

In alternative enbodi nents wherein no indication of

stored B\Ea 1hah&9deGod bf theSmbts Gerfndial éﬁa)éx@tafeu bk ipRideskainic the avbile
operations 408, 418, and 426, t th sw tChS@?

termipad agr/Qfc Progeesor efenaifien net g g S '&ﬁ Y SRR

As willPe abpreSRBE aBfTQOH OBt prghen ﬁﬁfﬂ&tl&ﬂ&l nhay e Rdshae aEymputer

ddi t I | ud th
ol RS By U Sl LB o

storedMRSneR@MY which Bxeduié ah thd cemplisted othetigro Fammabls appaganatcwae means

ot R ke AR e G PR R e W

progt’allﬂﬁﬁfrﬁﬁﬂinaﬁlﬁy w184 biestorddiih@gebmpwatresiible akenoB/ tlh'atymay direct a

det er to send.th at h
commzE B G E R R AIBYRPe GO IR Lbpn IEE 8 ot e
1nstrdchﬁlstsairegﬁh tie\comperel- mmﬂble B1emayy sedicte amatlgiaphmgwfacw lncludmg
per at |
1nstrl1nﬁ?neli,n fh{? éeo\é,cﬂﬁé% ﬂlﬁﬁea@ﬁ{k Qr\/sqﬁoc:lié) @lnstep(s)

The aBM@r progiak 1nmuctam: uhay aisd‘—ibeGoad&d ohtn agpmpytereyr aey Rr@gTammable
appaxi,e]lg ? aluge a senesborf1 o ef]fatlﬂ)ﬁ%l es{reb%: tlgso'é 'i)%ff gw!\l/ grrl E‘% gtt)mlii{t?r%r otkl)ler a
progﬂammdblv eppammte produdea computemimpiranentgd geacese vish e the dsEugaons
store(':il 1nt mémo%é I%I%[EE g %Iu%%n t}?efc%ﬁli)ﬁgr Jr%tlfé?g@?rafn%ﬁl@ aﬁuﬁatus provide steps

over In"an ernatlve scenari o,
for 1mgﬁeru¢ntlng thadtlncublisuswfafﬂeldthp foweharts hlock(her Hap{dover may

al {X@&réh aol&cﬁ%&r ds*fé%e gﬂ“@ﬂowdﬁﬁﬁﬁuﬂb&%dmblﬂaﬂmﬁr@)f means for

er na target evol ved node-B may be
perfcmmmg |t@mpecdf1¢ddumms @m@upﬁapmﬁ cﬁﬂep&:ﬁqr PRERERIgS therspecified unctions

and a %@ Lﬁgﬁﬁ&f%t iAdthdid aﬁsrg rar Grst maﬁﬂgfb\‘ B&rForming Bhe spMidd

overs an ra-enN inter-cell
functhralndbv\eﬂ glso baundensteodithating ey maqeub%ﬁ@kfewtﬁm phethg flowqhartsy e

comBIRMioREot BRI &leFe%g ntfe Adwthhid thﬁ@e inﬂﬂ&ﬁen’{é@ Il sﬁ’é@ﬁﬂ@l\{ﬁf@
romintra-cel andovers, suc f or exarr‘pl e, based

hardwotbassH apgputey sgeeths witich perform e ﬁmmf&ﬂtfw%ﬁsw gleps, or

comﬁ@:ﬁm g%f’lal %ﬂ? bGhreYE Léﬁ%té? %ﬁuc@ioﬁ@y be

con the path sw tch nessag
op muﬂ laustmtzs owerrboﬁmenq of e megthod [fpr m@m@wmvgrm@%}#ﬁéf

sepa%klgfffop ﬂ&ddgﬁerse Ffﬁhﬁ‘étﬁ\ﬁ? B%eratfoﬂ?th%murth@a 6i0fHlih g bt&ehyt Sich as,

ngui s nmessage retransm ssjons from
for epmtlrrlaau éGISNp-atahnObwtx @Waﬁﬁg@ég‘é@ (NBYEy. slprigg hepdovgpprocess. In

this {egﬁm dng @mf)&ﬁm@%f € ARG iR sthdd iR PR, %Hﬁ’@lﬁ&s EI@MMEQaIEﬂatmg

e serving gateway. Operation 426 conpri se
KeNRvad bbktcld%aKﬁM%l attperpin 0 o ThaddBs e Aysenfan glg%cqeggft setup

requgset‘ <TRY 1%5)'" fﬂ@]lu g gﬂi RAE HoPRUNBRRE ABEBYiRE Sccbks BoinbYuchACa serving

source ‘evo B at operation 408. QOperation 426
evolpeahynofie:Bt ﬁ@@er@@@pﬁ’lps & vilhbe NVEECiakeK i Rspiiigns 500 and 510 comprise

&Ei‘] Ghett RSy SBHEHSYing! S ikl ét@Ehrﬁdﬁﬂédedi’ Bn idle
Opu Elltl}a!g&kt) tM%' \gt Copgyr at i on 4llggba£ed upon th

to aqt]ae state tr@f)Sltmsmgregh@mR@mkpathprchgﬁy Thesg hmgzthg?té)n operations
may'ygl)\% toglg}& hif NRZmd d gft?eg%ae/or Ther vl Wagh Rl Bwakd idderivben

ane up response to the at operation

encr4ﬁt8m a@heﬁ%rltmot%*@nﬂfw apbipgreivsel aftea WRESquE Bfrnﬁavea tqsietipe new
1nter?:¥¥d¥apel’kt 250 %@9%%&2%%% &@;ﬂdﬂ? op&hEi&s 56 é}ld\’ﬁ@ AP E6-dBeur. This

sSWtc genen % i ncl ude_t he val ue
context SNBP( teqrisp me NBRdaide Halypes of KelVB and Fee-HoprigdiB e ppigmgters. At

operai.o 101 52% fﬁ?mﬁm %081(/@%52{1& f\%ﬁjhlf@qu@;t g tm'é@tpacﬁi\ﬁgntl fichas a

opera i on his regard
targbtem)lvébde@NBQSOm)@medlmsléd they MR mexs plge pptiepdiviegfy the path
node-B as an
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internedi ate paranmeter to calculate KeNB* in a

subsequent handover. The target evol ved node-B nay
woOhen/ 13260 a nessage to source evol ved node- B &CT/1B2009/005129

operation 434 rel easi ng source evol ved node-B. FIGS. 5
switalinleSagarbasefl lod e Naxt- HopiKeNB?o ket adjor R@ts Idaﬁived rﬂﬁbnﬁh@gma{ﬁop—

AR S0 GBS s B B e
physd¢abargef cellhi@ fIh@MNﬁE riag thempahd e@hBllaneatpd@ta seqtuést (0] mk\a;ng gateway
in retslﬂo%ﬂg | ?hWC w1t’ch req%{esp%twg% o%rggfg Pe1at¥onvﬁ%¥) a?%orﬁgr"f‘ 1%1e MME

calcplammNE *ranti Mxm@omKeNBI H@rMMEomyuh@rstqwe thg valne of Next-HOp-

0 : re..
N9 BAFAC O R A RS0 RR P g s s
froncthﬁpmvleg sateveryr dire YN orey addiiédnaldhi segd & pati swiseh agkrogicaigement

o ir t
8 0 L A k0, SRS LOBGETD
abdle. Mitlystiates paateat em}nmarvrem’md}mm\ﬁ ametbpd fonpromdhigl e
I ¢
cryprtc%{'z{%fgﬁ keg%%?ﬁé&pﬁ%f?%lgg\gegg rIfl) gl?scr@%sﬁ@ FId} 43 ﬁlﬁs@ra[@E Q%&lr&lons which

ther networ
mayggerh abasUE tewingeadiangidver pragesSADR mpthoNvRy ipsdudgichlpulgging Ke B at
operdRdH @B %@QE 2¥he§lé§1'8u1§t‘8 'N%Httﬁép-ﬁél@@{]é}%bérﬁé&nfdi%h@&ﬁd
may be | oaded onto a conputer or other progranmable
meags}BmATeRerty(tp agourcHReeebpapint such apt wiive evavadaiep¢-Reat oggratipn 620.
Opekda 6§(ﬂﬁay' d&ﬁ%ﬁ%& gﬁ%ec%IvﬁEH %%ah&bv&f‘c@&ﬁﬁénﬁ\’ﬂb&*b SOUEE McEss point,

on the co er or other progranna g aratus create

suchys arieurecorvolvagh nedeetht Thed B may ﬁlem@qlqu&ﬁfﬁsK ciufd; Negt-Hpp-KgB2 at
operai VD ATHSUR RS Kled)de Ve ISR € RUSUP kel P ESR tROMRM IS RO Of RENB*,
instructions may al so be stored i'n a conputer-readabl e
Operpipd P3P maypomprse e Hg,@pndglg@dwp@ﬁvgrrcogfirn@pﬁ@ message to a target access
poin s R HTRRL& NP Rukig, to function in a particul ar
manner, such that the instructions stored in the
coriparkve dessebs! fenqiienopgy hsrcauige eutdh maRy Weyse Fer example, any
sultmﬁéaﬂﬂ&' Eﬁry'lﬂkfcduy R Bt iR Akt 1QRPERBBSveMHyHR employed to carry
[ement th unction specified in the flowharts
out @?P BYRYLSY. Bﬂron§1e@b9<§§nentm190r@cpﬁﬁ@tl &f the plegenthpf tha invension gensrally
operdRYin@dr ShtRE of PRLRH P PloSrafh prRBUTRE cHhpuddr PEY; fgram product for
pr ogrammabl e apparatus to cause a_ series o
perferingihe BREPdssaf epbodimenss offhe Iyentiap inshidesecopphigiteadablsystorage
medBinf) §fichRE ﬁﬂrn@mmﬂ@ sRPRALRLYS, 41 chn &Q@acﬁble program code portions,
comput er -1 npl enent ed process such
such g3gtsprips Of emRpuLer Fstactiops, gabrstisd lweéﬁm@%@cfe@‘@blé ftorage medium.
COMUILQIneBY, erRbd¥Ghedd FIRARIRA! n?veﬁh&&%é\ﬁd&rﬁ{t&;ﬁﬂ?caﬁ} §&Barate

for 1 npl errentl ng the functions specif

intefnpegigterkgy § for handeverssaftepiwodrapgayers (alwd@aye phdys’) 1y coefigirigg the
81gn§1tu%%§te@fay bhgotiki %ﬂ@gehﬁntseﬂﬁt@%ut:h EORNIORL 109RSvid théBARBaccess

performn he specified functions, conbinations
pm%w@aé&&t—%ﬁ perﬁwtﬁgwm@a lysatonfupdaie 4o lpdssgierifgspanse or
bindnfyPHAE ﬁckﬂﬁ\Qﬂﬁgfbﬁ'ﬂeﬂf/@%ﬁ& rhég&ltgé‘ q{léhghs%ﬁg(raﬁﬁme a path switch
instructions for performn he speci f d functions.
acknopvleghgprpens mggsagsa Iy HﬂfeﬁeS%féd]élelh&% kf'dnJémé 3 k?d)@"é“’%‘ll%’ch%C“@? that
usesHoBPfe Kksmnﬁlmwﬁ@g KENB apﬁilpwmhﬁﬁsl R Sre it iRh REGKBat @S

steps in the flowharts npl enent ed by speci al

crymﬁr@égséllmp%f%s fremihe KeNB awﬂf/w ée Sgefg% whess RAPE s OPF

embofighesttd 8ELE bRGent H{\}Qﬂtioﬁ Brovide Cé&)@)@ﬁphl@iﬂ k&P BeStvwRhandovers
Sp eci al purpose har dwar e an uter T nstructions.

becquReihe guth PYREBE EROINe BRI SBaRSIB ROV aftergherrastio gl handover and

thusthO6uitk e&egsrp\émt PN RBNKE Bdy JaRY¥s $80BY b kRFkt hQEss point. However,
handover s I lustrating operations that may occur at
aftegqmgqqlgmpg\aé h@aélpwﬁtpe SOYEREIRCoRSS point may not calculate the keys that the target
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for exanple, an SGSN or a nobility managenent entity
(MME), during a handover process. In this regard, one
wentodirent of the method illustrated in FIG BCT/IB2009/005129
i ncludes the MVE cal cul ati ng KeNB and Next - Hop- KeNBI
accefi polip efedtd REpalindoheetoMvibsomient tuger aS@Eﬂpoarﬂ a thietvhlabs used by the

cont ext. setu ncl ud
s gSee i e Mg by e Y P PR S8t oM B pesgeee
se Mdrﬂgrele Vlﬁbc\deﬂenwﬁehea;re@ht ineatiat mayrprb'i\ildb cry;ttog/mphhcablﬁey

sepabaglglil %ﬁg dohe[ri ‘ivng Tn?gefrllgt#p%gf;rna vyoal%%n%t 53119 te%mngf ox%ﬁiead In some
embécbinbmsf;ﬁthmg\/lm perfbdnsain aadhtlmahheefntanmmdﬁ par hamdowdd aed tstores the current
Nextalgloq tthat 1{ l‘ri‘lé? nsslettllleov%lum?{ curr npﬁe)g I-ioi) e%NBD ﬁtark n% derivation
ch nessage &€ VNIt al 1 zatT on oper a

functer w@rctdocemrmm KeNB axtder nepdNext-Elop-&pdBa m\dWE,rm @Qﬂmqrmhpdimﬁess,

#
oL S TR RIS R Y BuENEL IR0 LR i
Vﬂuhandover to derlve new i nternedi ate keys. Accordlngly,

in M4} ﬁiffclﬁﬁ)tnk MBsthé? @ﬁl%@&lfnglﬁ§of§9@m%Qm%]sgt lgﬁﬂ hd18h will come

occur. hi's context set up reques may I nclu

to minglieens skillekisN arhid vHEst thede fvResIaBS pf@i@lnﬁlavmrﬁteépgeflt pf the
teacl‘ﬂﬁ’gs dﬁésbxﬁ&l n AR foxteQ&nM@cﬁEﬁ%nJ ﬁl@l%evﬁso@lafeéhﬁﬁﬂg teb example,

froma target access point, such as a target

alth@gb prkadliprnieol e inyengermuers dprsdbadem eapneqting Withe Friy

stan&% e @B nYnty & thel,C Mvdoien RAY BSWhiI6Rd W@%ﬁﬁ?n&@%g an th e
Next - Hop- KeNB 1key and/or keys derived fromthe

comanigatiap protaceiyBTherelorp i ise e H1dsEpod (gt e iaeripBbHPE Relip §°

11rmtteﬁ‘ fo tH@§p@c1ﬁ%ﬁlmlrﬁ§ﬁé&ﬁ§:ﬁosE@%d%a? ﬁloﬂlﬁ%tiég?alﬂ Y Sh6&iments are
target cell ID. The hen send a U Pl ane update

interdggy t@é@tlncéusieéwg@wherﬁgomf éprqnﬁec¥<é@ﬁén¥@repbert q%@owttw

fore@d%gt cfegcrirpﬁgdé%ﬁé th%tassgﬁﬁtreéﬁfa%g@ ﬂgcrﬂgé%rgﬁlh@"énﬁéﬁlnﬁﬁty in the
rise cal cul ating Next KeNB?2

contqvﬁ gP Wnrﬁi‘%mﬁlﬁé ﬁO@bleat@nﬁ ﬁiéel%ﬁn@@néfpr ims&onwpfm%hmpr%lated

that Hﬁi@ﬁﬁﬁ’comﬁ?ﬁﬁ@ﬂs 0P Blermbfls ARiYor GRS s $fy bO BroMiEd Bﬁﬂ%&ﬂéﬁ&g a
| ane update response fromthe serving gate The

embg#y@e%yltm fepaging o tBesrgrofibs appanfpd elpims. In this rggard for
exarﬁ‘ﬁg @%&g&ﬁmhohm leteHeRE ah D& ALRYIBSS tBn R te)%(mémz'ﬂ@&!ﬁged

to the target evol ved node-B at operation 5 IG 6
above|arq Mtorcapesplaied ehepy R ashiorth insoggied B pprepdesclaimpret sy sh
specﬁtﬁr ters Al eipNG e hetBih qgéﬁaﬁ@h&é hn ;k%eﬁer?ceefﬁ@ ldadctipivefs@ifse only and not

handovers hi "this regard illustrates

for pyprosestof BMEANERI ch may occur at a UE during a handover
process. The nethod may include cal cul ati ng KeNB at
operation 600. The UE may then cal cul ate

Next - Hop- KeNB1 at operation 610 and send neasur enent
reports to a source access point, such as a source
evol ved node-B, at operation 620. QOperation 630 may
conprise the UE receiving a handover command from a
source access point, such as a source evol ved node-B.
The UE may then cal cul ate KeNB* and Next - Hop- KeNB2 at
operation 640. The UE nmay then derive RRC and UP keys
fromthe cal cul ated val ue of KeNB*. Operation 650 nay
conprise the UE sending a handover confirmtion
nmessage to a target access point, such as the target
evol ved node-B. The above described functions nmay be
carried out in many ways. For exanple, any suitable
means for carrying out each of the functions described
above may be enployed to carry out the invention. In
one enbodinent, all or a portion of the el enents of
the invention generally
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operate under control of a conputer program product.
The conputer program product for performng the
wortdadneof enbodi nents of the invention incl udes/iB2009/005129
conmput er -readabl e storage nmedi um such as the
WHAT IS @ IaAIMEDsESOr age nedi um  and conput er - r eadabl e
program code portions, such as a series of conputer
instructions, enbodied in the conputer-readabl e
st orage rothad comyESI® ngl y, enbodi nents of the
or i nvent i : . ¢
e S R T L B i
accdsalpsint knotemgeasccebopsihi), alryy basefliagleastig path@pen g pedviowgly stored
» ‘%a% evvaﬁy}. or bility managenent entity, such as an MVE,
ISEIBEPE e’ dYfe target access point with a
NeXdatdopmEaNEcdddri AR h&diatyl vialieladed Ad&ist Bpartidhehe calculated
acknow edgenent/response or bindi ng update
keyadéhow edgenent / r esponse message, such as, for

i e 4P e L 0 ook
intefroedidnyonluchatheusest oty poe fKASEE aRobiNgxdnt HagidteNR ths user

i npu araneters may result in a key that is
equ{??’%ﬁ%@gvﬁ%f’phi cal ly separate fromthe KeNB used by the

source access point. At |east sone enbodi nents of the
present invention provide cryptographical key
separ ati%mﬁh@doﬁ&blmdnﬁb@@r@omge%m&e the path switch
ac . . e | oA frer.th adi o
R P S R G R LR R Fopl
pr ovhedéia chioalakey thedleyi@dmipgiess dajculdiia g ey gpstin a€peAse to receipt of
poi nt, However, after an additional handover, the
the py¥h sWHClBIe888S poi nt may not cal cul ate the keys that
the targetaccess point uses to prepare handover to a
subsequent target access point as the val ues used by
t hé.t ar dite metbedsf Primt2, avherepr ovi ded by the MMVE in the
path swi tch acknow edge t. message. Mbr.eover, .
P B e oG VRE G (e FOHET 56 TR DY Gueetleswitch
mes84ERloAPr AN mahdik/InTTRAALHQRI Ao aRI Y¥BFetn W t h
m i mal” inpact to network entities in terms of
ov ecalvalating e keyreompriserdtateating thhkeyNMBepatrleat isparhupon the

addi .t.i onal derivation r . handover and stores the
cell ARG anfithe SRAONBY B P Blst PRBRRYEE SO0 DLFv ! o

the current Next-Hop-KeNB in a key derivation function
to produce a new KeNB and_a new Next - Hop- KeNB. A UE,
i n some Begaetherkelk Glaim lewlhiers: an addi ti onal

cal -al | [ i r [ . ' :

carrEe bl ABab AR Re AR MG RRELRCtURE RBLESIR
messadeatatrhas beenofroteheed ibiy ks tar gem acceed pdintr asedhatrleashinpdrt upon the
. come tg mnd to e skilled.in the art to which these
flrsqlﬁﬂ?éﬁ‘f?qﬂarﬁ’svagﬁ f‘%qoﬂlﬂi]?ﬁ(/?q{ﬁprfsﬁ%g:benefit of the teachings

pr . » r r . .

DR et B A A AR LR L R the B Intermediary
valugfpridn¢o calmdatirignthe Wey.e descri bed in connection with the

E- UTRAN st andard, enbodi nents of the invention may be

enpl oyed with other networks and communi cati on

Pr o, 0COl'fhe ABEEHOCRIMI 1L wherehPclMHEERS §RBAd Ift@imddRBy value

inventions are not to be limted to the specific
conpuiseritabmatingdhs sacosd ternedianpvalne Hase etlienss i panh tpon ter
calceﬂég%fjlic msﬁ{eﬁ‘ ar.e [ n%cf:nde% to be.included within the

Qlebpekesy hedastptSERedary elientnd Kep&over . al t hough t he

foregoi ng descriptions and the associ ated draw ngs

descri be exenpl ary enbodi nents in the

21-



context of certain exenplary conbinations of el enents
and/ or functions, it should be appreciated that
wdi2bdoanzwd conbi nati ons of el ements and/ or funecTaB®09/005129
may be provided by alternative enbodi ments w thout
depar t i rMbhef method bEChiadefuethet banpiyiensterng theisedondl n
.. thisre ?rd, for exanple, different conbinations of
n“egpgﬁﬁﬁﬁé%QQdaﬁdwﬂFﬂﬁctions than those explicitly
descri bed above are al so contenplated as may be set
forth in sone of the appended clains. Although
speki f i cTheanethodpeClaimlloyberetnesaddulatingrrdseyanompuisescealqylaging
eneric.and descripti,ve sense only.and not. for
the BB A AR B R e e R PYie3 ™ A et o
conprising: calculating, in response to a handover of
a user equi pnent device froma source access point to .
a tdar getrﬂ?dl?%@@d potiam lawRespingadadating 4 leycompsispsgajculating
)on a previously stored first internediary val ue,
calcul ating a second internedi ary val ue based at | east
in part upon the cal cul ated key; and sending a path

i ch agck t including th .
hichr et g bET HECREh e e B PR TG PR iney value
compfisés SubbRigy Shadeardosity edlcilRen e ke @l iMBBIi 4O WaRe.

2. The nethod of Caim1l1, further conprising:
receiving a path switch nessage fromthe target access

poiqt ; qggm%ﬁéyég Sglcul ating the key conprises
e N

cal'cul ating t y response to recei pt of the path
swirtativing a hagdonveBconiinendromacsonfce@ea¢spBdintwher ei n:

recejving a path swtch, nessage further conprises

" oCaIcYI Y Q3RS P £t oL DR g oYRs Cpemagd iy Dased at Least
in phdlb&iak il i RErridb @Y halu@em Ti cation: and wherein

cal culating the key conprises cal culating the key _

baselfukating @sstondrinigemediary oaluetbasasidt leasdisrpaitfipoa theofirst

. and,.the previously stored . first internediar | ue. )
3 i Ot S fruprfphory B Rtk oy Ccufion of
one SWhiced kRS A aGEbJelfidnd BAndoRBNI | Ses recei ving a path

switch message that has been protected by the target

access point based at least in part upon the first

tnd Tpac o EarER HEClalRdo e Rin RURES Syl k™

condphiges dnr iallichtidresiraehiadsntifizhien; Rad §hefedn cal cul ating the
key. 5. The method of ClaimJ1l, wherein calculating the

se CBIfYIAlG Ehenkei camprivey Gacuiasing thekey based ol lsast Hyparhepon the
ce11t§cﬁe§8ﬁ9aﬁd?}a%{d'¥ﬁ9h&¥ hidflelifirPaigd at least in part upon

12.  The method of Claim 10, wherein calculating a key comprises calculating

Keng*.

13.  The method of Claim 10, wherein calculating the second intermediary
value comprises calculating the second intermediary value based at least in part upon the

calculated key, the first intermediary value, and K asme.

14. The method of Claim 10, wherein the handover command indicates a

handover of a user equipment device from the source access point to a target access point.
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cal cul ated key, the first internediary val ue, and

KASME6. The nethod of Caim1l1, further conprising
webkemingeed he second internediary val ue in a NMeROTYB2039/005129

The nmethod of Caim1l, wherein calculating a key

conprises calculating the key followng a radio |ink

handover_.of the u .equi prent device. 8. The t hod. ..

of & ai nthe m%ﬂ@ﬁi gf fleisa D ere g%.caleg}la kY isesed o facilitate
confiliiHidht Weth% tarE%?adE'é‘&%ﬂqt‘P@llﬂziﬁg‘E‘aﬂdov‘é@er ein

cal culating the 'second i nternedi ary val ue conprises a

nmobi l ity managenent entity cal cul ating the second

i nt.er medj,ar al u 10. t hod compri.si.ng. recei.ving

"3 dovilR R R ol Tt S SRR S e Sl
intefra¢diatyatalegn aitherh@sponse to recei pt of the handover

command, a key based at least in part upon a first

i nternedi ary val ue; and cal cul ating a second

| ntigt TedPRY e YECRARA4, #h ﬂeﬁaéaicun@inrg%é sddBRDiridthediary

first internedi ary val ue, m%ereln t he“second
valuerpospmisel calgulatalgibe bonditemedmdy #alne eathahaatioven nggager.

one or nore keys in a subsequent handover. 11. The

met hod of C aim 10, wherein the handover command

furigher AQBRFra8Sc@Npridie £plot&RoLindea BMbry storing executable
. identification; and wherein calculating the key
instrgHpRS Wakwhen exeruted Ry theuogassorvasiedhe appasaiys tq 3 lgnat: ¢

up 3 .
PRl 1 hosphitedh b ity et A EMEphpflevicp from a source
accask@oimk to € trgat laedeismpoiat, kéyy basepnat kast io phct wpat b peevi@isly stored
. _The method of C aim 10, wherein calculating the second

first iRteuPREa ¥ S al ue conprises cal cul ating the second
| NtGIJRAL AkdconalinEmbased valhe b&RA it |dastiaphrt WPOR tHehlculated
cal cul ated key, the first internediary val ue, and
keyk®&@VE- 14. The nethod of C aim 10, wherein the

handoyer co d jndi.cates handover of user .. .

cqurpeRetaRUIE eckadiseoburRaeaindlung B sy ingermediary
vahieab G taffe€ BERsPHYiAt fol bse il AQuBRYHEH hahddvefbMhé ser equipment

wherein the calculated key is used to facilitate
devigenmuni cations with a target access point follow ng

handover. 16. The nethod of C aim 10, further

conprising storing the second internediary value in a

mentgx y. The appatussifi@anol8, Ghetain i, exabgslsie tnstructions when
cal cul ating the second internedi ary val ue conpri ses
exeeUpd HITRIET GRYISE Hie APRagHY 19 FRceiVRadialY Sviichy message oy the target

acc&ggggl\(.ea[ndnanager. 18. An apparatus conprising a
processor and a nenory storing executable instructions

t havhasbiarnthexecutablt ibstrictienpwbinessonted aase thdwapparatus to

apparatus.to at least:, calculate, .jn response to a
AR it ResPinse S Bstin Rhe PRl SRS s our e

access point to a target access point, a key based at

| east in part upon a previously stored )
20.  The apparatus of Claim 19, wherein the path switch message comprises an

indication of a cell identification; and wherein
the executable instructions when executed cause the apparatus to calculate the key
by calculating the key based at least in part upon the cell identification and the previously

stored first intermediary value.
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first internediary value; calculate a second
internmedi ary val ue based at |east in part upon the
woabmubztsed key; and send a path sw tch acknowpetgeroe91005129

message including the second intermediary value to the

tapget @BE LS A0S 6t Claah 185@hdreinahs piih 8Giteh inebsugd huebeen

of the user equi pnent device. 19. The ratus of
protactesl by the targteceqsh PeiRE based aldeats iR Pith §P‘PIU€‘F BHdnigRsHiary
dugﬁﬁguted further cause the apparatus to receive a path

W tch nessage fromthe target access point; and
V\hmhenem thh exwmahln fistrections whae tkentedbgherexpsa he @pparatus to

G HE G 5 AR BB B S Sy SR e

priofBRalkalatfg &e Kdyai m 19, wherein the path switch nessage
conprises an i nd| cation of a cell identification; and
wherein the executabl e instructions when executed
cayse t I
carzul adi SPRRAE, Bckindg S PN} BRI Mructons when
execoteld|caisdah¢ afpacattis trncabouthte the speoadiineshgdistyorabu Hasedsat least in
i nterne val u 1. .The us of. . C aim 18,
PmiHR%W@?ﬁg?ﬁ@' EﬁﬁFgﬁnﬁﬁg ﬁ' %@@ %EE%A%ﬁbtected by
the target access poi nt based at least in part upon
the first internedi ary val ue; and wherein the
ex 83ut alfhe apprsetusiof Chwrg 1\&hwhelewetb@| pxafutabla elFuctigng when
aratus.to verif d
exec i BREE Fhetint Bofihe 1o aOtp R o R tl<hlbsfTERD RSy aRe
meniiry.0r to cal cuI ating the key. 22. The apparatus of
Claim 18, wherein the executable instructions when
execut ed cause the apparatus to cal culate the second
Pg rme %g é%e}{'%? Ef B Pﬁl‘ﬁq 2nlRAShe le;@eo?l%'ie fl‘l@t?ﬁbthH? When
cal cul at'e Y, I ntermedi ary val ue,
exeoh®Blicause2Be apieeatap mﬁtuhae dfe key dolovtidg awhdiodink hahdai)ver of the
execut abl e i nstructi ons when executed further cause
‘“eﬁqﬂ¥P§§B beHifs to store the second i nternedi ary val ue
in the nmenory. 24. The apparatus of C aim 18, wherein
the executabl e instructions when executed cause the
appar at (Feapparatus of Gladmt I3e wkerpirf b yeduiRblainsEition WiRrn

e RN 2 SRR RS SR Ry

i nstructi ons when executed cause the processor to
cal cul ate the key by cal cul ati ng KeNB*-

An
apPAar at ds APBAISGOTRPTELNE RIESRSENT HRF Iaerﬁfélﬂo%t@rlr's& SerHable
instru)éﬁgn%ttﬁﬁl when executed by the processor cause the apparatus to at least:

receive a handover command from a source access point;

calculate, in response to receipt of the handover command, a key based at least in
part upon a first intermediary value; and

calculate a second intermediary value based at least in part upon the first
intermediary value, wherein the second intermediary value is to be used for calculation of

one or more keys in a subsequent handover.

27.  The apparatus of Claim 26, wherein the handover command further

comprises an indication of a cell identification; and wherein
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i nstructions that when executed by the processor cause

the apparatus to at |east: receive a handover comrand
wonewiazzsour ce access point; calculate, in responge2009005129

receipt of the handover conmand, a key based at | east

i n tbac)tecugable instfuctishs whereexeedied cyuse ahdigipacangs ahizulagd the key

cond int val ue based | east in part
tlﬂlﬁgher 5% aS?Cﬂ%@?%%H} RAT{URAR) e ce f/oﬁs%fﬂ%tlpﬂ abd et
lnwhﬁ&ﬁ&gaqh@ry value is to be used for cal cul ation of
one or nore keys in a subsequent handover. 27. The
apparatus of C aim 26, wherein the handover conmand

f urggher ion of a cell . .
adser ETPRARAS AR Bt B Srdiiine intpeinr e
exemhahcaxethotapparaan secdlbdar play dywalcuntiaa ke at e the key
by cal cul ating the key based at least I1n part upon the
cell identification and the first internmediary val ue.
28.29The BRABpAhMS o@tle@[ﬂd%@relm% ﬁé&uéﬂi&ﬁ&ﬁ&%@%ﬁn
i nstructions when executed cause the apparat us
exeq@gdenusg e apmtu@yo catwWatk she wgon(bm&rmedﬁ@ Veitm@by calculatmg the

erein t h a
sootRIfteBhetard valie Ba PR ac LR B bR nEGIAPR i, toirst
inteaddiaty ytkie] il SQeend i ntermedi ary vaI ue by cal cul ating

the second internedi ary val ue based at |east in part
upon the cal cul ated key, the first internediary val ue,
andoKASMig; aﬁlgarat-ﬁg Sf SRR R, Wﬁe RafRABr Ml thdidifes a
handover conmand in ates a over of a user
hanéaygr phenter dgwipment de(ymetftmn ﬁmsoue:e acaBs poinoiod target access point.
target access point. 31. The apparatus of C aim 26,
wherei n the executable instructions when executed
fursiher Tg@ ?ﬁarhﬂﬂ@ oﬁ@@ﬁﬁ%@%h&&lﬂlﬁé k&Gt AR fldhRdiRAs Kd¥n
to facilitate comunications with a target access
exegysachiirthen dagse thg appevaloy & usedhe caftidatag ey tat fasilitdte A ai m

wh d
comffipiAph i b R PR e TR "Cecona

internmediary value in the nmenory. 33. A conputer

program product co sing at | east one
ﬁ’gut erlhe @appRIBUE oggbqi@g’?ég wlgicimtha g¥eqigable instructions when
&Ig EPHLEL L BARD LS BEAOLATLINRE LA6H BRGRHOEPIuADEL 6L

e conputer-rea rograminstruc
memorgr ogr am i nstructi on for cal cul ating, in response to
a handover of a user equi pnment device froma source
access point to a target access point, a key based at
| east i @afbutiiR0g Pda¢s riﬁhg ra?féagt' ?tcom uter-readable
p
internmedi ary value; a program instruction
storggel mediwmihaying csmputw-rd:adabhe pecfiramyinsivictiensssred tixreihsths t

computep ATRUS %pogtrgn% iffs | %Hor?stc%gnp%g}ﬁg: and

a program instruction for calculating, in response to a handover of a user
equipment device from a source access point to a target access point, a key based at least
in part upon a previously stored first intermediary value;

a program instruction for calculating a second intermediary value based at least in
part upon the calculated key; and

a program instruction for sending a path switch acknowledgement message
including the second intermediary value to the target access point for use in a subsequent

handover of the user equipment device.
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a programinstruction for sending a path switch
acknow edgenent nessage including the second
won@rinedpary val ue to the target access poi nt PCOAB208%005129

in a subsequent handover of the user equi pnent

devi ce. 34. The conputer program product of O aim 33,

further conprising: a program.instruction for .

r e®bi vi lag eompraties PEogrestpr aEE1AmG:, fder eppRisAE cess

poji nt; an [ . o) ' '

Cat Bliea st Oleh s O BB AR I FlUEbCRophe target access
poinGah€ul ating the key in response to receipt of the path

switch nmessage. 35. The conput.er. ogram product of .
a Xé(h?ﬁegutpe RIPEFam Hx_str.pﬁtéorbﬁ)a gglgy}ﬁglgg{hle %&/ F%tﬁpp%ef instructions for
calcf186f thé REy & regigpséw b &dptBTSRAEAN bWt EsA8EPr | Ses

I nstTuctions receiving a path switch nessage

conprising an indication of a cell identification; and
the.programjnstruction f ! i key
coﬁ%ri sgéelcoﬁgguﬁ%r r:“%rﬁgl?rg?ﬁ%gﬁg&Jgﬁéthg@lte{wegﬁ key based

at the@asdrainingpaittionifigRedeivng e phthi sséioh infds szt ifantherwdmphiees
~ previaqgusly stored fi r,si9 i nt er medi ar%gl val.ucﬁ. 36. The11
instregsinns fRredsi HHE A RRBrSSATRMGSFase CANIsHE RARTIEOn Gl & c
idenffiQ@@oAMdgnst ruction for receiving a path switch

message further conprises instructions for receiving a

patte pogramtinsmes ey fortchbtlatiag thedeay qorprises iasfrusfions or

ctol B REBRGA R ARRTo BT PR HOFR Gt
stordRr e iafmbghfyuetdeon for verifying the path swtch

nessage based at |l east in part upon the first
intermedi ary value prior to calculating the key. 37.

Theg,.co f ' i b&akhe
or o8 ami ngepREPERRB BEHEL P OEN TR iR R e
instru €t fo8 ecaivihgvapaiie swictpmiessage furthier carhprises ifsguctions for

cal culating the secqond internedi ary, val ue based at .
recelanst paih SPiFh mpoRe taheshoenPateded y fediigel ey Point based

LAY ' e #&r?&%ﬁ@' mBfurtitconiRiHger
atle%ér?grgl;)%?n cf}%téagl?étgrfter al nt 33, f%rtﬁer cgnpriglitgﬁdg a )

pr agramumnisdtnaton fom veofyisg teipath switthgeeseags based at least in part

internmedi ary..valug in a nmenory. 39. The conputer
upo%ﬂﬁ&rgrﬁlﬁfrﬁ &V ﬁle(ﬂr’zﬂm %ﬁggu%f&tgF K%¥he program

instruction for calculating a key conprises

instructions for calculating the _ke)J( followi ng a radio
| i AR. hartiowempaer plegran prodaginffraim 3Havhesan sits Progigm

.__.copputer._pr.ogra [ :
instGOEH Lok e RURPL P SRR hucfthedipd Ml tomiCe Sl By for
calciR§h§ Hietseeutdl ihefmethgabie Daged<@NBist in phriiupoA thocgatlard key,
Or ogr am product conprising at |east one
the deshingeraediasayied. and Kasde medi um havi ng
comput er -r eadabl e programinstructions stored therein,
the conputer-readabl e programinstructions conpri sing:
38.  The computer program product of Claim 33, further comprising a program

instruction for storing the second intermediary value in a memory.
39.  The computer program product of Claim 33, wherein the program

instruction for calculating a key comprises instructions for calculating the key following a

radio link handover of the user equipment device.
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a programinstruction for receiving a handover conmand
froma source access point; a programinstruction for
woabmubkatsd ng, in response to recei pt of the hardoaB009/005129
command, a key based at least in part upon a first
i Nygr Negh@Eymp bR ogRRNpRINEQP AN 85 twhidedin 0 Program
cal cul ati ng a second i n{)er medi ary val ue based at_ | east
instriigtiquafor calggﬁtlrtgrfekﬂfﬁ Gogaprisas msieeHions Jonealcylatingers| n t he
second internediary value is to be used for
cal cul ation of one or nore keys in a subsequent
hastloven cozbuteFipeogrampprbdict pormgrising prrleakt obe ofm@itei-readable
1, wherein the handover conmand further c .Ses
Storqgh dReSaiTh HAVIBE ComBIFT Taaehle PROGSARIBILCdans STted tRFrin e
comPheSIAMBIOplokih iRfuéiinseBhipk@L! Ng the key conprises
nstructions for calculating the key based at |east in
pantpregramn insymcdes for rehgiting p gmdocyﬁr epinprkiremagource access
. internmedi ary value. 43. The conputer program product
pomiﬁif Caim4l, wherein the programinstruction for
C ab @b gthrin igstAIcH&Y fog @ARtIagas, ih Bespbikettd oersiph of the handover
cal cul ating KeNB*- 44. The conputer pr og‘%l?m.gr(?duct of
compyagilra key bagpieatdsast DHRAHROG R HETMEERIYOR Yo AD
¢ ala?n&’é@%@ﬂstﬁ?ﬁor?ﬁﬁ QB niaRh S b EHndidteMA Hfy VARR HagRiSat least in
instructions for calculating the second internediary
part vpbmithelfastanteaediaasaluenwherrein thp secont éntemmesliars vakjekelp, be
the first internmediary val ue, and KASME - 45. The
usedctgﬁﬁ?t‘}?‘él?u & B?%?i%%‘fs 1B SEPSURS Y hfr’%v Grein the
handover conmand i ndi cates a handover of a user
equi pnent device fromthe source access paqint

) to.a
t aktdet dbesewppsr progmen PIECY et L. ovhsgsia thehandarer
f ' qur . i.S ; ' tion
conflp s o IR SRR I BRI ki
Ccontigprogak mstsustioh Hoecadl@n gitg the kessommmises infstrhidtonws fior

handover. 47. The conputer program. praoduct of [
calciing erliegbricdrib oo RGaE 1P bGa e sy Gy Bl
inteﬁ:fﬁé%ﬁér gai8e second internediary value in a nenory. 48.
apgar atus conprising: means for calculating, in

response to a handover of a user equi pnent device from
oint to a tar

t. i nt K
baddd atTeERERUIch PiRsAm BpCCOr o SlopTprER s proB L
instiulEi&E F@%hﬁﬁbéﬁﬂglb K8y compises iifrueabmubaAtdfatiesiegand

internediary val ue based at |east in part upon the

cal cul ated key; and neans for sending a path sw tch

acknow ement nessage incl udi Rg.

B o Bt o e G b dE G Re program
insthudtien SRERAENE tHRBENAER eBinediBB W$®S comprises instructions for
calculating the second intermediary value based at least in part upon the calculated key,

the first intermediary value, and Kasme.
45.  The computer program product of Claim 41, wherein the handover

command indicates a handover of a user equipment device from the source access point to

a target access point.
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equi pnent device. 49. An apparatus conprising: neans

for receiving a handover conmand from a source access
woaomti2weans for calculating, in response to PETABRDY/005129

of the handover conmand, a key based at |east in part

upgp. a frhe %&mbﬁl&ﬁﬁr@g%@?ﬂbd\@ HSlaig il FRees cb@iprising a program
cal culating a second internediary val ue based at | east

instrietiquafor uﬂp@ﬂletqak@uhmdskey tadeqikits C@frynww@ns WHBradprget preess

pom??‘il%n mlgan%r{;%dl ary value is to be used for
al cul'# ion of one or nore keys in a subsequent

handover.

47.  The computer program product of Claim 41, further comprising a program

instruction for storing the second intermediary value in a memory.

48.  An apparatus comprising:

means for calculating, in response to a handover of a user equipment device from
a source access point to a target access point, a key based at least in part upon a
previously stored first intermediary value;

means for calculating a second intermediary value based at least in part upon the
calculated key; and

means for sending a path switch acknowledgement message including the second
intermediary value to the target access point for use in a subsequent handover of the user

equipment device.

49.  An apparatus comprising:

means for receiving a handover command from a source access point;

means for calculating, in response to receipt of the handover command, a key
based at least in part upon a first intermediary value; and

means for calculating a second intermediary value based at least in part upon the
first intermediary value, wherein the second intermediary value is to be used for

calculation of one or more keys in a subsequent handover.
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