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Field of the Invention [001] The*péiesent invention
relates in general to the field of information o
hanMESSA GING ENFERISCETOR PROTERONEB THIGIT &) d)waP@Ts
specifically, to managenent and display of protected
digital content control information. Description of

the Related Art [002] As the value and use of

{CLRABLN B e ON Gy < s orocess THTSINY

|nfornat|on Che optlon avail able to wusers is,ammr
Fielafo? tH&idRAtpandl i ng systens. An information handling
s_ysre‘l’r\E?WFmﬁl y processes, conpil es stores, and/or
or data f
OO VB B TR Bl B AIES et ancing
: take advant age he val ue of the _information.
SRS TR AT 5P A ATSH AR DTG g easinense display

requi renents vary between different users or
Ofaﬁﬁ@ﬁ%%@%ﬁﬁ@mnﬁﬁf@ﬁﬁ%ﬂNﬁﬁnh§H@L|ng systens may al so
vary regarding what information is processed, stored
or comuni cated, and how quickly and efficiently the
informati on may be processed, stored, or communi cat ed.

DeSb@ption bPthedREafed Attnf or mat i on handl i ng systens al |l ow

*

. for Information handling systems to be general or

confip@yyr ek howade aRE G bGntbiRiatioh C&Rﬁlﬁ}eg {CinkiRgseS Hﬁlli‘vi&&als and

financial transaction proceSS|ng,

R A e——

et of hardwar.e. and sof tware
us%%St eﬁgs nﬁXn ha Ccfhlrjlgesysater\ﬁ?r An 1Xformat10n hw%lhng system generally

'processes, compiles, stores, and/or communicates inf'ormatioa or data for business,
_ pefsonal, or other purpoées, thereby allowing users to take adw)antage of the value of fhe
' .information. Bec.auae technology and informatian handling nee'.ds' and-jrequireme'nts.vary
| between -different users or applications, infarmation. handling systems may also vary

- regarding what information is processed, stored or communicated, and how quickly and

efﬁciéhtly fhe information may be processed, stored, or communicated. The variations in
information handling systems allow for information handling systems to be general or
configured for a specific user or specific use such as financial transaction procéssing,
airline reservation, enterprise data storage, or global communications. In addition,
information handling systems may include a variety of hardware and software components
tﬁat may be cdnﬁgured to process, store, and comm'unic.ate information, and may include

one or more computer systems, data storage systems, and networking systems.
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that *may be configured to process, store, and

communi cate information, and may include one or nore
‘conput er systens, data storage systens, and networKki ng
systens. 1 Information handling systens continually

- Infoffpat®nehahdlit /s @ls| dondin@dllydgdploahdmassilit A Ware
and software applications to generate and manage-

e . 03] v . ' _
o b TRLTRER SRURREE T MRl RREOE | o,
es Lal high definition video.and audio content, to .
ot el RatiEh bave g ihe § ichth s Bizh ey Beita

. easi|y access high definition content when and where

infppagtionygspecialiy Bighdelipiiog yideoand @udisrrantend ip gersunepdyvices into a
a high definition TV (HDTV), a DVD player, a digital

- realiity] eoorrsemersdan noB\GR}ily aecess/kigh defivigibh eontewt wks arfdOOHdre they -
Content owners are eager to take advantage of new

wat) SRS thoppdy 4 petbdriabSomputeatPey), HitighhRfidERnafV THBI®), a DVD
technol ogi es across broad distribution channels, but o

pldyBEY d@didPvidee Rcotdr BP9 Eortelal phRBIIE dBYigdd um cont ent
i's protected from unauthorized copyl ng and

redir§tfi ' I LSt digital rights. .
e S s afe RSO ShEhBt obadblgpese oppepumities
ratect digital content.and enabl e busi ness nodels in
Cfeg“e |b<¥s‘ﬁ?j“§?g%fvx€95& ,teqhﬂef}]’ggﬁs éCIOﬁ%E?rO gﬁ*}%‘tfé%loé channgls, Bpigthey also
environment with many different txfes of consuner
wagpip easyre thah Osiir prgpviEh cpyientis praieried Gpmogrttherizebenpyolg and
sol utions are'either proposed or being inplenmented,
redistobuteinn gV hilgyéxiktanpodig diat hright ginirsdge fient @R MPand/ectdrditional access
(HDCP). Yet these solutions have attendant issues and

solflBfs FoRcCAIE A RbhinCaTBNaBle VusinevVBYHIiCAAbRA network, they are
control status nessages. [006] The HDCP specification

nol ﬁ)g_“@ﬁﬁﬁ: Carapeh R biréie WA }Pﬁﬁn}dhﬂ{e&%}t e sg%(g'[%prengr devices.

audi o signals transmtted between
eGP T A e
beJ@?rnplerﬁgented, including High-bandwidth Digital Content Prdtection (HDCP). Yet
these solutidns have attendant issues and none are currently é»apable of conveying content
control st.atus messages. | |
[006] The HDCP specification is used to encrypf and protect digital video and
audio signals transmitted between two HDCP-enabled devices using Digital Visual
‘Interface (DVI) or High Definition Mult_imedia Interface (HDMI) connections. The
sending device (e.g., a DVD player or HDTV tuner) encrypts the outgoing digital signal
using the HDCP specification and a shared cryptographic key, and then conveys that signal

via DVI or HDMI connection to the receiving device (€.g., an HDTV, etc.).



‘sendi ng device (e.g., a DVD player or HDTV tuner)
encrypts the outgoing digital signal using the HDCP
‘specification and a shared cryptographic key, and then
conveys.that signal via DVI or HDM connection to the

I eCqOVTINUHiG¥ i fing Aetice thRR debIMs (Rl Bcdmind s[ic,Q{aﬂsilJQﬁle HDCP

recei ving device then decodes the incom ng s:gna
j : : ! the. al a

S e B B0 P B 3Bk e G B parmters

ananet ers Note that the digital ¢ nt itself does
NEHa T digite! epte gt Spsinghod s G eereig Insieac.

and decryption is performed by the connected _
eneippEoR ichyccayRiion; i Byrforped hyeh eenresteg HDEPEvableddevices

HDTV, etc.). [008] However, the HDCP specification
thetesetven &e-2p HIVI ¥ eener HEDEWI etict)y to  communi cate st at us

nessages to the user, such as the display device's

pr ofe@s]e Howoveg the HOWH $petifitapab iddstrot provided thtSatlity to

digital certificates and/or keys used to protect

r - &N '
Bl 300 g N o SO0 LTI BP bk concn

i1 - i ca. ( o [ ttached t
o0 508,48 g0l b S SR, wae

digital signal to determ.ne if the receiving device
Cowg%H§@§pE5%aﬁF@@ﬂVWIPPPP§P°?he two.devices Wl |

synchroni ze with each other and establish a secure .

di gileX] disngeenplenwherf an HPGRcaisviittige ddwick (eg.i BIDADY tuner) is
- HDCP-capable, the transmtting device will not be able
attached $¢ alddeshngde iaae. g JIDT&YL it ancrapd té ferdusdgitaMsignal to
only see a blank screen or possibly a scranbl ed .

degiginelif the Qdd)viduabvice RIEDAPLApLHL. FaBis! the ¢RP LN
frustrate a user, who m ght suspect an equi pnent

sy®BRkdHACHItR RacH SB&H énidrégﬁa.bfi‘s}p§ & RS Fieithll SFRn&RBR YT (Y receiving
and costly support calls. Currentfy, no apparatus or
' ser_to view content, control :
aeffE} b PGP Sab bl e Rt B BVl VA GPLpT 8 stabisn an HDCP
connection and the user will only see a blank screen or possibly a scrambled signal.
- [010] Such a scenario can easily confuse and frustrate a user, who might suspéc_:t_
an equipment fnalfunétion, resulting in needless, time consuming, and costly_suppbrt calls.

Currently, no apparatus or méthod exists for a user to view content control information as -

status messages on a display.

SUMMARY OF THE INV ENTION
[011] The method and apparatus of the present invention can determine éontrol
information associated with protected digital content and convey related status messages to

- atransmitting device’s display control panel and/or a receiving device’s On-Screen
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SUMMARY OF THE | NVENTI ON'[011] The net hod and
apparatus of the present invention can determ ne
'control information associated with protected digital
content and convey rel ated status nessages to a

" Didplan@S D) fongicdng Bt udes Was @mhﬁaionn@ﬂ%cle&d/bet is&ot limited
receiving device’s On-Screen 3 Di splay (OSD) for

to, YFlee(WhﬂQy Qé’vﬁze‘? Hﬁ ted gn?énh %of(ljtp(gl g?otlfé ef%r gtgt%s of ﬁloliltg[g(feertdﬁcates

I's not |1

n ner o bilitiges tu f di . .

an%@? ST ﬁt&d@?enwg EEearted protlantdedoitaty in qpggation

t he cont ent contrgl node currently in operation. [012]

In &l et ors FBhedigent ofgh ?)Pé%eﬁtmtwemcf igmlay of Bipresiedgtontent,

protected content, ~such as originating fromdigital
SUCé‘&I@ICelng@aé drom digoal dablgrbrdaddasis tor bighndediniticpemedia (e.g., Blu-ray

Blu-ray DVDs), is controlled through the '
DVDg)| srentrallddohrauich aheSiggpléraehtesNes icdred @biaioh M8tween the

--protected digital display outputs of content

- prdtéc@élﬁdﬁ?hﬁl' DIALYIHRS of Borflent tHQIﬂﬁthyQ 8LVic@nd ot RpTV. tuner) and the

protected digital display |nputs o content rece|v

pr &Yé(f(%%lt&ledd%laai 1'5'53- ¥)of ca_ljﬂgnt celv g/lcgs Cl?igms Tthﬁ éibxhty ofa

eviceto rotec

receivyi deyi r.ot ect ed di gi tal

rec&’i‘-’é‘}ﬁ‘i ‘%ﬁﬁ&t?‘fay[ftﬂ gaﬁagtsnkn é(pmn&ealgttvatbt ECPIYiRg VA s support of
will realize that content protection systens for

Profecied digitel dslaw@puisuch as Hi gh- bandwi dth Di gi t al
Content Protection (HDCP), can provide such

- mec ] s Mbpsdkrtowledgeable in il ardwilprealizesihansontant protection systems
conveying related status nessages that the user can

for\digivi] displays, sdts pd Hyeh-bldlidthaigRNaGtéht ankte&t?on' (Ime@P) can

visible indication to the user whether a D git

provideldkh hitcgidiase b(]pMﬁl)to @1?611!1&%1%9 foak Bt Joﬁgé Related tatus
th 3

support HDCP. I'n this exanple, ere are

el SR AN IR0 ;S:“eﬁ;:

d oeﬁO ]ﬁl'gt \90](_? g\)/(atrrrl]p e ‘iﬁ’&% ?snrtlo visi let ﬂl%gcatlorfl tot trlllg ug)egwl?e%\llercaeDlgltai
Visual Interface (DVI) device contains logi_c to support HDCP. In this example, there are
no means to visually _conﬁrm whether HDCP-protected content is displayable by the DVI
device until an attempt is made to view the content. Further, if the DVI de\tice does not. .
support HDCP, tne user may be presented with a blank screen'or a scra._mbled.signal.. The
user, confused and frustrated, might mistakenly suspect an equipment malfunction,
resulting in needless, time consuming, and costly support catls. :

[015] In one embodiment of the invention, protected content control information

would be sent by the display device driver, based on the state of the secured link as

reported by the transmitting device in-accordance with the protected digital output
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'support HDCP, -t he user may be presented with a bl ank

screen or a scranbled signal.. The wuser, confused and

‘frustrated, mght mstakenly suspect an equi pnent

mal function, resulting in needl ess, tinme consum ng,

and costly support calls., [015] In one enbodi mnent of

the invention, protected content control information

mould he sent .by the display. device driver, based on
PrReifzqation wactertlrrelegt@@trrlea I this eaabodiraensy ¢QaEns prategsion mode,
transmtting device in accordance with the protected

disglay slevige status, andspberi assasaatédoinfarmdtion imoplddresoonaityedrio the

In this enbodi ment, content protection node, display
diplag elesicausiag Diftﬂa}ODht!arC}ﬁﬁﬁeMﬂoﬁtﬁrﬁdtd Intepfaca{DDAI/@1) Ivhich is a
be conveyed to the display device using Display Data
m%étm%damse&fs@é@u&mgg s)ta.nd\é‘fﬁ fob th&-why Y@ ication

El ectroni cs Standards Associ ation (VESA) standard for

RSNG00 RIS A )

[016] one variation. af this enbodi nent. of. th

i nventdlgrjr t he I?ﬂIPeOYarﬁiltl%ﬂF S’H‘tf(shet ‘ﬁ‘eeIHioé‘r they
di spl ay through t he use. of anrtor Control _ Conmand
geermationss conyeyra the digifal-displaathranghitheousecd Memitor Eoatss!
that can be transmtted to a display using DDC/ Cl.
Moomand SehVICESs, pVBSAstandsrdftbat defines command codes that can be
manuf act urer-speci fi c command codes. These

rraimieed t £displag Gsih OPOOTBMUCYE2 $ncléds bebvidgontseel t 0
convey predeterm ned content protection I nformation

ﬁiaﬁﬁfd@tu[@%ﬁ@&iﬁé cothfhahfl %oc‘f@sg Thade ﬂéﬁ@é@ﬂmr-&%@?ﬂc C-G?ﬁ’rﬁﬁtd codes

of skill in the art w |l understand t hat ny such

g%ﬁstg Iﬂ 'E{Ee'litt?s ﬁ?\q\gje Iﬁeéiegérfnq ten ?rg&ec}% trrfgn?%log Status messages

C“begdw rei nabove V\,hl ch are by no neans all

gigitg 8¥ord|ngtothe invention in a first
aspect there is provided a system for
[017] Those of skill in the art will understand that many such

embodiments and variations of the invention are possible, including but not limited to
those described hereinabove, which are by no means all inclusive.

According to the invention in a first aspect, there is provided a system for
providing information relating to digital content, comprising: an information handling
system operable to generate a protected digital content signal and control information
associated with said protected digital content signal; the information handling system
having a transnﬁitter for transmitting said protected digital content signal and said
associated control information, the transmitter including a display for displaying status
information relating to said protected digital content signal; and a receiving device
having a receiver display operable to receive said protected digital content signal and

said associated control information, said display further being operable to use said
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providing infermation relating to digital content,
conprising: an information handling system operable

"to generate a protected digital content signal and

control information associated with said protected
digital content signal; the information handling
system 20 having a transmtter for transmtting said
protected digital content signal and said  associated
e%rﬁfqi orformstiniadisplay states informehipn redatingde seidiprefeeted digital
di splay for displaying status information relating to
sententsigmabet ed digital content signal; and a receiving
device having a receiver display operable to receive
said protected digital content signal and said
assocAstadingdnithoinvemfonrimatseamd aspdcd thérs j¥ @y vided & hethod for
bei ng operable to use said 5 control information to
gicsidiny irfbmidion ireth@ngR! digifal Cehtakt, dempidsisRdingatifoHAR on
digital content signal. According to the invention in

ﬁatﬁﬁﬁg ROSt&RRG gEnerﬁtE %rr??ot.b ecPH%‘gLﬂS%QE;?é :ﬁgg{l afla fc8ﬁtr(%l ’information

provi di ng Information relati conten

risi.ng. .. usin .nformation 5 handling system . .
SRR oM o Eordfte Pl EORM g Bl TP digia
contro|l ipformption, associated with said protected
genyFrtaleng td assomiatpd information by jarfrpnsmitterp displayinggtatus
digital content signal and said associated
ieration ireating toghe tramssmitted protecttidsiigital comfesttat thestransmitter;
information relating to the transmtted protected
chicgivirg satproeotedatigitah eonte il drelrsaid dsee@atvd Behttirformation in
protected digital content signal and said associ ated

& ARbI9! arddisyiaphi Sftus infbfnatidh reREAY to PPt RIdaNERD content
status information relating to said protected digital

ggﬂgl%agedoﬁmmon%ﬁﬁﬁomﬁ%d control information.
BRI EF DESCRI PTI ON O THE W NGS [ 018] The present

i nvention may be better understood, and its numerous

RF PESERIPYIGR GRY g/ dmde apparent to

nci ng

[018] The present invention may be better understood, and its numerous
objects, features and advantages made apparent to those skilled in the art by referencing
the accompanying drawings. The use of the same reference number throughout the
several figures designates a like or similar element.

[019] Figure 1 is a generalized illustration of an information handling
system that can be used to implement the method and apparatus of the present
invention.

[020] Figure 2 illustrates one embodiment of a system for conveyance
of protected digital content between digital content distributors and digital content

consumers.



15 the acconpanyi ng draw ngs. The use of the sane
ref erence nunber throughout the several figures
"designates a like or simlar elenment. [019] Figure 1
is a generalized illustration of an information

han@hl Ng Figite B e bhiralzRn i wde68 of 6nd SRR Jf ra%ystem for the
nmet hod and apparatus of the present |nvent|on

dls&r@&%n o gﬂft@a&i dilo Ltﬂ%%?&) £ 9 LORA syst em

for conveyance pr ot ect ed I gl COﬂt et ween

di gi nt ent.. . di stributo hS and 1.t al con

coggﬁ‘2 r gp 2 l%ﬂl]a&ﬁloaﬁf §d’|“§e“éogg%ﬂtal ?Oilé‘ﬁ’t pmtecuon SyS[em

illustration of one enbodi ment of a systemfor the

di stiff%%uﬁ%ﬁe ofis pEpRcERlizsd iIsgatian obeps @nbodimert of dh prsent

protection system [022] Figure 4 illustrates one
invenhorantleroénted ih grieteahbadomers o apligitad contont BystiEm system.

[023] Figure 5 is a generalized illustration of one

embgaildie Figueé 6tihe gpieesiedet illusidesi bOoneEnbImemeITtRdpresent
one enbodi nent of a digital content protection system

inVeB84d fdr 'tlgalf'd[@pl@% b protBeAedi Sikdl 26fkehi intiidadbh B agiﬁsggei}gcyntrol panel

enbodi nent of the present” invention for the I
] igital content information on a display

°r%£8¥?§%8§§§§?9'or an on-screen di splay. DETAILED :

DESCRI PTION [ 025] Figure 1 is a generalized

illustration of an information handling system 100

that can be used to inplenent the nmethod and apparatus
DEFAHED DESCRIPTHINNt i on. The information handling

systen1|ncludes a processor 102, input/output (1/0)

devil@2d i@%ﬂeéu@hgmawﬂaedmgphayonafmey%mamﬂpnaamﬂmgeyﬁan100

and associ ated controllers, a hard disk drive 106 and
thaptirebe sdednagapldarhcids nikditd dcippasing JIftigpp¥sdit §ledtish. The

drive and ot her nenory devices, and

information handling system includes a processor 102, input/output (I/O) devices 104, such

asa display, a keyboard, a mouse, and associated controllers, a hard disk drive 106 and
other storage devices 108, such as a floppy disk and drive and other mempry devices, and
v.ari.ous.other subsystems 110, ali interconnec.ted via.one or more buses 1 12.

[026] In an embodiment of the present invention, /O deyices 104 include a
transmitting device 114. (e.g., a digital display output adapter), comprising a digital content
protection system 116, that can interact with a plurality of receiving devices 124 (e.g., a
digital display), comprising a complementary digital content protection system 126, to
create a secured channel for communication of protected digital content. As will be
discussed in greater detail herein below, the secured channel can be established by
implefnenting a connection between a protected digital output 118 of a transmitting device

114 through a digital cable 122, to a protected digital input 120 of a receiving device 120.



vari ous. ot her -subsystens 110, all interconnected via
one or nore buses 112. [026] In an enbodi nent of the
"present invention, 1/0 devices 104 include a

transm tting device 114 (e.g., a digital display

out got7]adar beipbsesCTRE dRcEuR, H{féﬂatﬁ)ﬂmtaﬁ(ﬂ?]ng system may
protection system 116, that can interact wth™a

: P RY V] 124 .0., a i gital .
indh Al Rherk G ot L AR S b SO ot e B i, classity,
rotection system 126, to. create a secured channe
Pres s, SaRSHl SO Y ACtBE Ve PEEISL e SOBR. G1P LAY EBRHeshedeloas, record,
will be discussed in greater detail herein below, the
repredifeebrndifa phBlilizeanyterme of ifpinedtion. lyelliganot endata forgbuainess,
connection between a protected digital output 118 of a
scientéfins wbntrdlrg otfev ipugposes1 ot hrample aa infoginbtédn iealdligg 32 m may be
'to a protected digital input 120 of a receiving device
a pkAdnaltondpatdr, FAEWREN AOB8E d&Ficd, br andbffet QHHBR dedfte and may vary
i nformati on handling system may include any
in 5i28sh frinh¥ceOFurRd aeflgﬁta?n)c/l%fric’:.nsfhé WS a?fo'ntshlrz}lgé’ling system may

operabl e to conpute, classi pr oCess, an

R L B or A R 355 bRl s s conca
utilize any formof information, intelligence or data:
Prcgssing 4pih <R ordiriare pT eolbuRA CPBFOldpEist Hed oply/meBes. (ROM),
For exanple an information handling systemmy be a
angyer eBantypPeoeinenaplatile memowyr kAdditoz eompuienes ofahe arfyrmation
ot her suitable device and may vary in size, shape '
hapd imfgorysmmoeay frichgit iop@al byt digk dripés, 6e orlf6rd MW IBIIrRTor
handl i ng system may include random access nenory
cofnfMlcatif &1 BlexER i | ' i
ey e (LRI BIRNS P B QBT 0) deyices.
t e ( 1d/ t her .
S RO ol A TR, b flngRbe Shem may
o RSP B 5 5 GRS e varios
communi cating with external devices as well as various
hagdgiath cUPRPOSE®pUt (1/0) devices, such as a keyboard,
~‘a. nouse, and a video display. The information. ,
hand?38g Feguse @ns arggneral illustration of one embodiment of a system for

‘ .conveyance of prdtected digital content between digital gonterit distributors 200 and digital
content consumers 212. In this embodiment, a digit.al content distributor impleménts an

| upstream content control function 202, which specifies and conveys the terms and
conditions under which digital content can be utilized, to a content protection system 204’.
For example, these terms and condifions may include, but are not limited to, whether or not
digital content can be copied, and if copying is allowed, how many times and at what

resolution.



- ‘al so’ include ene or nore buses operable to transmt
communi cati ons between the various hardware . _

"conmponents. [028] Figure 2 is a general illustration
of one enbodi nent of a systemfor conveyance of

pr otfezdledA dddbiisdd is ORdre AbtaR B REL IS A dddlert BREER ystem 204 is
E8igp 5ysiem 204

di stributors 200 and digital content consu

thi s ~3p&q di gital content distributor .
COJin nlts{eanif nt %ﬁﬁ uptg%nrsglémhg g%t%é:ﬁ ?(cg:ht‘)ﬁ?pre ayn Tfﬁ%ltvf‘fr{{eﬁt‘ff,s 208, and
_whi.ch .specifi.es,and conveys .the ternms and caonditions
re e 7 G Rl e S Bt ] chmeBieonpyrmers 208 &
content protection system 204. For exanple, these
t er i8> Andn EBREMPPYRENHERY UPHErarseontoniconirel fanttidni qrinvexd content
to, whether or not digital content can be copied, and
controlgnfgyinagon © alrarsweting ewcadng, whiok sttangts &b estitidish a secured
resolution. 7 [029] As described in nore detail _
cotirescom bddhaivecdving @BV RO 10 ta8epd 0N gAY 21 BHE dcd $08, which can
conprised of a plurality of transmtting devices 200,
esthSIR@AebNES CEGREMONGHEY Bﬁﬁ%hté%% go@H%{rﬁaﬁlel%géiWn%%evices 210, and
sed by digita ent

devi ces 210, which are ( il tcon t N
0 .2. 0 t enbodi, nent n upstrea
v BASARRY Sis8tine Bl tz:lgﬁn%éﬁffé’%m@érﬁfeéﬁ‘flg%@&? fgfapable of

' mation to a transmtting device 206, which o
estify Big Bl oRmen” I aiseliidgonesshinadsdemlishadhpmtected digial
recei ving device 210, or a repeating/receiving device
contomt is gppvered b digielgonteshcasomeed ! 2 tuoeht 4 lenai visgtdeviae 210 or
. plurality of downstreamreceiving devices 210, and
repealingletceivirtghdevica 208cei vi ng devi ce 210 and/ or o
repeating/receiving device is capable of establishing

a SeO3INedigRnnech boierallld A1SeaHELE GRNMSIHiABA oF a system for th
estg%?yshg%? protgcté% digital content |slco%ve§§gsfg or the

o g T T S

Fi : generalized illustration of one
corgs%F ﬁoésebglg?

di'nmen a systemfor the

[032] | In this embodiment, distribution of protected content 300 may be
accomplished By a number of methods. For exmele, transmission through sateliite

~ broadcast 302, transmission through terrestrial over-the-air broadcast 304, tfaesnﬁesion
through wireless digital network 306, delivery threugh a terrestrial cable netwofk 308,

_ delivery through a terrestrial digital network 310, or delivery through prerecorded optical
media. Thoee knov?ledgeable in the art will recognize that the examples referenced
hereinabove are not all-inclusive and that many other methods, including combinations of,

and extensions to, the examples referenced are possible.

[033] In this embodiment, regardless of the distribution method implemented,

protected digital content 300, with its associated content control information, is conveyed



‘distribution of protected digital content 300 to a
content protection system 312 (e.g., a consuner
“househol d). [032] I'n this enbodi nent, distribution of
protected content 300 nay be acconplished by a nunber

to @protetdiadatenFahn@amy ®vide3aBsWhihieOAblidHe® H8Bcured digital
satellite broadcast 302, transm ssion t hr ough

_ coﬁrﬁﬁﬂiﬁ&lﬁh 3l r@t\é&@d thGe A éC&&lﬂaqgﬁgé82@4?@%%@2?@1?&2 Lile %20.

roug w reless digital netWor roug

' Hdal cabl e thro
t er f(; 5 R E R a?neﬁazlz\ggr‘lllﬁ" g’ﬂﬁén 9 Orﬁeqr?%?e?tfﬂ%%@dﬁtal content
rerecorded._o tlc nedi a. Those know edgeabl e in the
P o o E SR S Carifat Ot BSleReRcicih Digtial Copy
her ei nabove are not all-inclusive and-that many ot her
- Proteatien dEDGH spoighhepnttotrbiformation sind s ystemmeneavebdits inmssages 400,
to, the exanples referenced are possible. [033] In

expilhingd entnocti deedil hereiaelodl essonteyetieo di SIDCH thh@fitR! dote 402
i mpl emented, protected digital content 300, with its

as ARSEALR{CdssePB 8N in PR add Or mation, is conveyed 8
to a protected content transmtting devi ce 316 whi ch

est 5 g‘ﬁé HHCE frﬂﬁ%ttﬁjﬂogdetv?ég 4090961@;%%9119@ RI\JIYI (ﬂ?é Hrrgted to, a Motion

prote content recei Ving devite

Pw%re%@we& D ) e Oy S BB

protection system Protected digital content, conbined

lnt%f%q% (HDBVID seememptier 5hIDi 498 eanve pioteqrechdigisli eomtenHiomygh a
content control information and systemrenewability
pratesterbdjekal 40put pest@lldi ned i n nore detail hereinbel ow,
are conveyed to an HDCP transmitting device 402, as

i || (o360 aPeadedted digRaledonetat and reldledéchitiod snfrritbn00[i9 ke d
The HDCP transmitting device 402, conprising but not

thrbigH drePEG de2 o dn@a04 iviHidH & oleBE Eor%ﬂ%@regll}{gﬁt@tmung and
decoder chip. 404 and a Hi gh Definition Miltine

audif 5£1§9fg6 él 4 s tsforﬁg E)t(? %E 'bﬁ 1&9§ ‘or %qnélb%y 7601), which are in

pro ecte ébn

turn routed to an HDMI transmitter chip 414. In this embodiment, content control
information is HDCP-encrypted 412 within the HDMI transmitting chip 408. . The
res.ul';ing HDCP-encrypted content stream is then routed to a protected digital output 414,
which is connectéd to an HDMI digital cable 416, which in turn is connected to a protected
digitai input '418 of an HDCP receiving device 420.
[037] Once the HDCP—encrypted content stream is received by the protected

digital input 418, it is routed to an HDMI receiving chip 422. In this embodiment, the
HDCP—¢ncrypted content stream is decoded by an HDCP encryption capability 426 into
timing and audio signals 424 and video signals 428 (e.g., 24 bit RGB or BT.656/601),

which are used by the HDCP receiving device for video and audio presentation to the user.



‘protected digital output port 414. [036] Protected
digital content and related control information 400 is
‘routed through an MPEG decoder chip 404, which
decodes the content streaminto timng and audio

. 4 -\ i an: : . i or.
L O e e AT 8, [P e

. it Lo - hi di t ont ent
AR Pler SR it e o LR Pt A s BRI e

s mtting chip 408. The resulting _
Prﬁ%@é@ ﬁ?‘étamcg?ﬁ’ gd &gﬁhe‘éﬁ%ﬂ’@@m&\c%@? wdormgtign and system
rotected digital output 414, which is connected to
TERT ALY TS558 150 eplaizetion mydre dhtail hetaimtreldve, arotomey@tio an
to a protected digital input 418 of an HDCP receiving
HBEVitvaswong 10874 5@ ae il eatDiPesste dyRiled FRRRdseNt and 4.
streamis received by the protected digit al i nput

418,[089] i Bxpepidh@d practARnEHIVF LM PefilthRd 42 oA that HDCP,
this enbodi nent, the HDCP-encrypted content streamis

whleaagee by« 4 5%1?&9%%?%%{15%@&3?@ Lk eé%eg:'niégél_grgtected outputs

ti mng and i 0 signa €0 Sl

' ich are used b
of £ 1R B B Ry KA 4B P s a o BTGP receiving device
presentatjon to the user. 9 [038] Figure 5 is-a o
genjﬁﬁ(ﬁ]i 76t GurepsHPAH WﬁCl@Fat&ibdeé%‘@ﬁ&iW-msqzhlehentlcatlon and
present invention as inplenented in one enbodi nent of
key-eyrlpinga prasedire that peqyires tachndesystie e ideRrifité by @decret 40 bit Key
digital content, conbined with HDCP content control
Seiaction Metioo (KSVjlasy/ st &fay srebawMRclet 5§ biTRe 6 R8ys°Hhch bit in the
expl ained in nore detail hereinbelow, are conveyed to

KSW1 corr€2pbnds’ B HRBTIoF tHe¥ort{ Q¥ iEE ké}%ﬁ aiagﬁ I—{]ﬂ())gg—]%@%gnq AL misting,

| esser detail in Figures 2, 3a ) T ﬁrl egct
re%?ﬁélh&%@?@: a%(g%ec{eig&ég?(gegic\g#ebg%?eg y%&%}s?bo&i] gg{hgge ta elements in

r. connection between the protected out puts of
asgﬁﬁg‘b%%n{a?g%gwq_“ ng device and the protected inputs

'IOf ?84 II]ID?FD(rZs(;lesio\fiiegc%bgse \a{ iregzn(i:'wability function that automatically _excludes
unauthorized devices t_hrough the use of system renewability messages. In this
embodirﬁent of the invention, assurrﬁng that all involved devicés are proven to be valid
when checked against the current system renewability message, the stored data elements
are used in a series of key exchanges and cryptographic operations takes place to
authenticate all involved HDCP devices to one another.

[042] Once the devices are confident of each other’s integrity and authenticity, the
HDCP transmitting device 502, comprising but not limited to, an MPEG decoder chip 504
and an HDMI transmitter chip 508, can begin conveying protected digital content through

a protected digital output port 514. Protected digital content and related control

10



[040] The current HDCP specification describes a

t hr ee- phase aut hentication and key-exchange procedure
"that requires each device to be identified by a secret
40 bit Key Selection Vector (KSV) and an array or

infRfdaMon S66 [sburd tﬁbﬁg@&ﬁl\@ﬁ tﬁe\fc%ggl\a@’rgg SQA twﬂl&té Eqi)deslﬂ%\e/ content

corresponds to one !
eat | recei ving,
subgan G420 séélﬁgf%héﬁﬁﬁ«ydsv@esi‘gxw&%oas S redd P
secure, internal |ocation. [041] HDCP
Bﬁﬁ?@%m&s eihiGheRe I B B tojanHpYHdtangmittehglip 514. In this

autonatlcally excl udes unaut hori zed devi ces through
enhpsliment, ednteny sorirelrinfoewmatbin isthD@Bssagpeed 312 wittiis the HDMI
enbodi nent of the invention, assum ng that al

transmittiug dhigedd8ces are proven to be valid when checked
agai nst the current systemrenewability nessage, the

st orjed3dafiz RLAARH HDCRES Y5 chiteft S%%Erhq th%B {ﬁﬁgd 1q & protected
exchanges and cryptographi ¢ oper ations ta pla

[ v ther
i E‘?fbﬁsﬁf“‘* BB G A MR fabiaﬁﬂoe St i is
and th tici HDCP transmttin
Coaa?f‘? SRR Hpbale AbAn HDIGT feGeivi9g daMenSE Once the
decoder chip 504 and an HDM transmtter chip 508,
HIR2GR- %é@ipfﬁdcf@ﬁtﬁ@wtr@np#sa@@aedobwﬁhg iprejéctesbdigialtinputrSdgh is routed
- a protected digital output port 514. Protected digital
to go MtV recatingtap 622.c brthiseimbidimafitothed{DOP-eaBpied content stream
rout ed through an MPEG decoder chip 504, which decodes

is té@dedby @NHDGE e@yptidit @phblmylgz@mb ﬁ'{‘ﬂﬂiooanﬁ'agﬂf%l $em6524 and
and video signals 510 (e.g., 24 bit

ViR SEMOHB) (e. %’\@4@5& RES dr']s'{] W5&/6H @bﬁ-@?chta? fi‘&:d bD'YLe HDCP

transmtter ¢ 514. nten
S AR izt e

pr ot[g%ﬁc weev%r circl) rt‘kuse Qrtnbgd&n%%?thg Stgl.tlglg r(;f trh?:gg c?acga telgm%nts, and related
fenewability messages, cannot be displayed without implementing the present invention.

[045] Those accomplished in the art are knowledgeable of Display Data

Channel/Commdnd Interface (DDC/CI)I, a VESA (Video Electronics Standards
Association) standard for two-way communication between a host and a dispiay over an
EDDC (Extended Distance Datd Cable) channel. Skilled practitidners of the art will be
equally knowledgeable of Monitor Control Command Set v2 (MCCS v2), a complimentary
VESA standard that defines command codes; including provisidns for manufacturer-
specific command codes, which are transmitted to the display using DDC/CL Those

highly informed in the art will also be educated regarding Extended Display Identification

Data (EDID), a VESA standard data format containing basic information about a display

11



‘digital output 514, which is connected to an HDM
digital cable 516, which in turnis connected to a
" protected digital input 518 of an HDCP recei Vving
devi ce 520. Once the HDCP-encrypted content streamis
de(li%g %ha( ﬁg %leflﬁ cﬂ}d?r%%\g/% %&q nit%x?eld t'gggendf)rs P‘n?(’r)]r[r%a"hon maximum
od i me t he HDCP r ted Conteng stream
im0y BRI adar P TS L AP FegHeBgenge hmits, and
timng and audio S|gnals 524 and video signals 528
charactgr stripgs for theruapnigyr nemeawd sedalnumbisi.ch are used by
the HDCP receiving device for video and audio
pr ede#blatBIID infortrtagion sestorefl Od te dikplayvard, is used foi ®mmunicate with
enbodi nent, the status of these data el enments, and

the Bdsatiacugh BDEVEhibic YA RSSO G iCRHEAkbAR, Uil @MS@L between the
wi t hout |nplenent|ng the present invention. [045]

S t edgeabl e of
iR R RS X ERih® ] hd e mﬁ‘%@%@-‘ (Db ), a

VES | Ele { onl S and soci atd
ot aﬁﬂw RSP REOGR el i BT s PP HGAG! Send MCCS
S I§¥ over an Ext ended Di stance Data Cabl e)
533 R REA I eqpacEign 5 5?&‘16{/ i Yiopiqrmatign comprising geceiving device
equal |y know edgeabl e of Mnitor Control Command Set
tyrepandapabilitiys 548 coorppiadrieith eedated WESHats $idaamd dongnt protection
defi nes command codes, including provisions for :

mavistdtacingsseges Spec dfspmymmﬂﬁvaomSthh lcehb@pesented via display
transmtted to the display using DDC/ClI. Those highly

cohtb1Q¥anEBIcs 4rbftiRGsifttingMd iced20 be educat ed regardi ng
Ext ended Di spl ay Identlflcatlon Data. (EDI D), a VESA

stag@gdéﬁi&tc ol LG information
| abogt 6! St ?rr ]})TPE%GM% é:rlgzty%?ig aaﬁta n 1catt10n 1s conveyed to HDMI
| vendor
tmﬁ%ﬁﬂ*éu Hf %-5&2 il sl %31 HRGPLERE R iop PIE captfs o retun
re-set & s frequency ran %e limts, and

Crmﬁ%&ra@v% @téonf BYSITR EENGHRDHISY 2RhPRETERPISEINSF30 to dlSplay

nunber . %HAG] EDID information is stored in the
deyice grizsgr Sd Tihss infwmhation cambaudirecsly @resented to display control panel 554
of HDCP transmitting device 502 by display device driver 534, or through combined
capablhtles of DDC/CI 536 and MCCS 538 used in conjunctmn with EDDC channel 534,
‘to on-screen display 540 of HDCP recelvm0 device 522 |

[049] Conversely, display device driver 534 can convey cryptographic hash

validation, system renewability and encryptioh status 530 messages combined with content
protection mode and status messages 546 via combined capabilities of DDC/CI 536 and
MCCS 538 used in conjunction with EDDC channel 534, for concurrent presentatioh to

HDMI receiving chip 522 and on-screen display (OSD) 540 of HDCP receiving device

522.

12



the host through DDC/ Cl, described in nore detai

her ei nabove, which resides between the digital
"display receiving device and the transmtting device.
[047] In this enbodi nent of the invention,.

capatyd)i tFi@se 8fis P@&é&&liz’éﬁ@ﬂ%ﬁ%ﬁﬁon@ bAifekS G dnd ﬁrasem

conjunction to convey EDI D 544 1 ntormation conprisi

: el Vi [ and. capabi]ities 548 copbi ned
i RGN K, S9F B ol BF 2065 W0 el fpaamcl panc
de status npessa 52.to display device driver .

60@?% %O%‘aﬂeﬂbg‘gl’@ %ﬁﬁegﬂ (hiserabadamsyt. theiopy Brotpatipal m@H02 that is

. of transmtting device 502. [048] Concurrently,

n pgede displiged eliorcaxaiple, aopy protdednt ‘Oat 664 of sopyomueytch t@FF’ 606
HDM transmitter chip 512, which interacts with HDCP -

cowd de yiplayad 51Pthiapaie dhbddeeitOcdpt profcti6n YRuOGDPAH e displayed.
hash validation, systemrenewability and encryption

FoS&aimisie, 28thehBc ot PiFaed 80! Guiehi&liion 3Pas L ? 2 could be

1
information can be directly presented to disp a%

dishRALE O8inBARG! a8 k&) We AR D] BV EL- 2034 BY

i Spl ay device or ‘t'hroug

. ilities of . 536 and 538 used in_ |

aisRREY shire it Phoy R e ARG N Tos o Rt FeieEig digial

- display 540 of HDCP receiving device 522. [049]

CO‘@(S"H@%‘} 8Py, Thiss srheyare kpewledggablecin thaart sl renoguiey that many
cryptographi c hash wvalidation, systemrenewability

diffement ené relprano messageusandgOlispisedgesa caritdy ae@xvéridraphical modes, as
content protection node and status nessages 546 via

wetl asihenaanrea prawhlohtthesare prdobiie o B@sand MCCS 538 used
in conjunction with EDDC channel 534, for concurrent

SRR O £ SR 2508 e

and O2%kiohl Gthe Pﬁetshlzt igv%ﬁ{&ﬁr@sg& & otﬂe!{) glsg};trgfécinﬁ%t g{oé‘%rt]igg systems, :

enbodi ment o resent Inventi =P
. . .digital content.information on a displa o
chlIdu?crr ]Z?L%tecgﬁlg‘llltgd 90, Caontent grotectmnr}or {{ecordable Media (CPRFI)\/I), )c/)r Digital

contT o nﬁ ! | _
Transmission Content Protection (DTCP), are possible. In addition, each of the referenced
components in this embodiment of the invention may be comprised of a plurality of
' compbnents, each interacting with the other in a distributed environment. Furthermore,
- other embodiments of the invention may expand on the referenced embodiment to extend
the scale and reach of the system’s implementation.

[052] At a minimum, the present invention provides a method and apparatus for

determining protected digital content control information including, but not limited to, a
display device’s copy control capabilities, content protection key status, and current

content protection mode, and conveying related status messages within a content protection

system, to a receiving device’s on-screen display (OSD) and a transmitting device’s

13



'600 or an' on-screen display 600. In this enbodinent,
the copy protection node 602 that is in use is
" di spl ayed. For exanple, copy protection "On" 604 or
copy protection "Of'" 606 could be displayed. -In
gratphlc§ cORIE RABGE} IRWing Wﬁﬁé WREOTRGHHP MsS B%H%re@gﬁt g%htlon can

be di spl ayed. For exanple, authenti'cation “Fail

g O s SR e o

" coul d dIS | ayed, along wth
eq%p%g@@gﬁ’ tlgPtrﬁﬁulean H’e‘&f‘tefj@ﬁ -*%f‘s ongYing, ang %ﬁSélaftSéaport calls.
digital connection "No". Those who are know edgeabl e
in 1[%3] artithpueh thequewgnt nsentieat havdegn defictibed imrdetahdt should be
rel evant nessages can be displayed, in a variety of
- understbod thagvaphischhnges dabstitadonsnmald al@satione carppai@idd Rereto without
- which they are presented to the user. [051] Skilled
depuragd fromaRekpirit Bnd &RpabE thelihlenti®n a8 Abffed fiahe ded claims.
ot her enbodi nents and variations of the presen
i nvention, based on other digital content protection
systens, including but not limted to, Content
Protection for Recordable Media (CPRM, or Digital
Transm ssi on Content Protection (DTCP), are possible.
In addition, each of the referenced conponents in
t his enbodi nent of the invention may be conprised of a
plurality of conmponents,. each interacting with the
other in a distributed environnent. Furthernore,
ot her enbodi nents of the invention may expand on the
referenced enbodi ment to extend the scale and reach
of the system s inplementation. [052] At a m ni mum
the present invention provides a nethod and. apparatus
for determning protected digital content contro
information including, but not limted to, a display
device's copy control capabilities, content protection
key status, and current content protection node, and
conveying rel ated status nessages within a content
protection. system to a receiving device' s on-screen
di splay (0OSD) and a transmitting device's 13
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‘graphi cs control panel for view ng by the user.
Further, use of the present invention can reduce

" potential confusion and frustration for the user, who

m ght ot herw se suspect an equi pnent mal functi on,
resulting in needless, tinme consum ng, and costl
support calls. [053] Although the present inveﬁt%MBVWSE
has been described in detail, it should be understood
EbatMSari ous changes, substitutions and alterations
can be made hereto without departing fromthe spirit
and scope of the invention as defined by the appended
claims. 14 LLOYD WSE CLAIMS 1. A system for
provildi ng A systemdien mavidiganfonmation rdlaging 40 digoak eontent,
conprising: an informati on handling system operable to
¢ a protected digital 5 content signal and

cont r ol ah fHfermERoh MAn @SRk IashevdbldtosRhétafr Ofrocird digital
digital content signal; the information handlin

syst em havi ngonentsignghgndieontrpbinfarmatempssesiaigd wﬁbsaid protected
protected digjt signal and said associ ated

contr ol infg#%%l$%%£ﬁ?%émtransnitter i ncluding a

di spl aytHednfotimagbralydndting tyatens hddng atransmitteofor trahsittivgg said
to said protected digital content signal; .and a

recei ving erﬁﬁ%n%ﬁ®gﬁﬁ(E?WEE%$W%Pn%g%gPﬁyméﬁgﬁgﬁvg-to
receive saidi, 1ot B udhghit@t inCRAIRMY diShISN flr dpthying status
sai d associated control information,” said display

further bei nipfomeatimirelating oseidsprotéceddigital carBent signal;
informati on to display status information relating to
sai d prdtected

a receiving device having a receiver display operable to receive said
protected digital content signal and said associated control
information, said display further being operable to use said control
information to display status information relating to said protected

digital content signal.

2. The system of claim 1, wherein the transmitter display and/or the

receiver display comprises an on-screen display.

3. The system of claim 1, wherein the transmitter display and/or the

receiver display comprises a control panel.

4. The system of claim 1, wherein the transmitter display and/or the
receiver display provides status information relating to the display’s content control

capabilities.

15
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‘digital content signal. 2. The systemof claim1,

wherein the transmtter display and/or the receiver

~di splay conprises an on-screen display. 3. The system

of claiml1l, wherein the transmtter display and/ QLOYh®ISE

20 receiver display conprises a control panel. 4. The

systemof claiml1l, wherein the transmtter display

and/or the receiver display provides status

i nf orvat i othersebtami ofglaim § hdethin giedsensmistsn display codor e
idities. . . SysSt laim 1,

RIPTiob oy e o Bestion By Sy SRR R iy

di splay provides status infornation relating to a

content key status. 6. The systemof claim1l, wherein

the tg ans r?l{et s%teﬁil' llzﬁ?ﬁ ﬁWePerl {}{%qranglﬁﬁf‘elr &%hla?'aﬁ?)o?yhe
provides statds Intornati’on refating to a ctrren
ecgiverdispbayopre cideostatud infotheation.relating ®ystwrranoéontérm ipptdction
wherein said control information is provided over a
Beere communi cation channel. 8. The system of claim

7, wherein said associated control information is

provi ded in accordance with an Extended Di stance Data

Cabl e, (EDDC) channel . 10 9. The systemof claim@8, .
wher ef-n Egﬁ& %§‘§6’c‘?fja€tlaé@ b avherear §41%£F%rrtfpéﬂlilf8ﬁn@tson is provided
ReP¥ls LoARRRAGA Gt h @ Display Data

Channel / Command Interface (DDC/Cl). 10. The system of

claim8, wherein said associated control information
is provided in accordance with a Mnitor Contro

Commegid Sefpe(dYER) of claim 7, wherein said associated control information is
provided in accordance with an Extended Distance Data Cable (EDDC) channel.

9. The system of claim 8, wherein said associated control information is

provided in accordance with a Display Data Channel/Command Interface (DDC/CI).

10.  The system of claim 8, wherein said associated control information is

provided in accordance with a Monitor Control Command Set (MCCS).

11.  The system of claim 8, wherein said associated control information is

provided in accordance with Extended Display Identification Data (EDID).

12. A method for providing information relating to digital content,
comprising:
using an information handling system to generate a protected digital content

signal and control information associated with said protected digital

content signal;

16
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‘11. The system of claim8, wherein said associ ated
control information is 15 provided in accordance

* Extended Display ldentification Data (EDI D). 12. &VMOYD WISE

met hod for providing information reI ating to digital

content ans(f‘lgllﬁ.ﬂlrlgast%llCf1 I%'Oteglsé{j %% %Pco rs{él%%l i tsgﬁjtnadsg%m%?%l

system {0 gene

and contr ol imﬁﬂmmwmmmmeat ed with said protected
digital 20 content signal; 16 LLOYD W SE
transni fitspﬁgmgéfaauw&r@ev%reéqt@&taﬁhectm@medgrrgmed digital

sai d associ apgdehink e"fPatnlsﬂHtepy a transmtter;

di splaying status Information relating to t he
transmtted protected digital content at the

transmtter: recei v .said protected digjtal .

cont ent ?Fﬂ”ﬁ é{ﬁ%rogeﬁ}eg%é%@tgﬁ?rﬁ?rgélg@ﬁﬁ ar asSociated control

i nformation idfondionRh aMispfydatti &BHIAYHE gtaﬁfs@ﬁféﬁnatlon relating
information relating to said protected digit

cont ent si gnif sachpretectnd digital cefentrsignal based pﬁﬁ@ld@nmrqlo
13. The net h%}o%an%l fai m 12, wherein said display
conprises an on-screen display. 14. The met hod of
claim 12, wherein said display device conprises a
control panel. 15. The nethod of claim 12, further

Corr'prffi ngl‘}fé:i rﬁ&hgg chgai% %,l{g‘nerein said display comprises an on-screen
display.

14.  The method of claim 12, wherein said display device comprises a

control panel.

15.  The method of claim 12, further comprising displaying status

information relating to the display’s content control capabilities.

16.  The method of claim 12, further comprising displaying status

information rélating to a content key status.

17.  The method of claim 12, further comprising displaying status

information relating to a current content protection mode.

18.  The method of claim 12, wherein said control information is provided

over a secure communication channel.

19. The method of claim 18, wherein said associated control information is

provided in accordance with an Extended Distance Data Cable (EDDC) channel.
17



15 information relating to the display's content

control capabilities. 16. The nethod of claim 12,

“further conprising displaying status information LLOYDWISE

relating to a content key status. 17. The net hod of

claim 12, further conprising displaying status

information relating to a current content protection

node. 20 18. The nmethod of claim 12, wherein said

cont rd)- i nfermethpdaf ¢lainp dwwhpsein said@ssogiatesceangrol information is

SRTRIA L RLbAAENRIRS ity DINCHIRARY Bk 8l AldFrE DDC/CD).
erein sard assocl ate ontrol information 1's

provi ded in accordance with an Extended Di stance Data

Cabl e (EDDC) channel. 17 LLOYD WSE 20. The net hod of

cl ai m19, Werej id: rol Jnf

s oot et et SPHR 18R R a0t Bhod o Ridefiion i

feosidee id 4ceordanct withaMad®r (JOXebIACgmmard SefliMCOB).hod of

claim 19, wherein said associated control information

Is provided in accordance wth a Mnitor Control

Command Set (MCCS). 5 22. The nethod of claim19,

wher e séllek msthod bfitlaiin ¢ONYHicd¢in isaitl ksvRiat@cdnsrol information is

P o e on i Ry Disgy TG HeRiSPLE: EDID)
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