WD 2006/ 054852 PCT/ K1 2005/ 003851 Description APPARATUS AND METHOD
FOR PROCESSI NG DATA OF FLASH MEMORY Teéhnical Field [1] Apparatuses
and net hod%(??m%@gﬁnt with the present invention rel atgctRr2005/003851
processi ng ash nmenory data. More particularly, the present

i nvention relates to an apparatus and a method for processing data
of a flash nmenory that is capable Qf easily determning the validity
of the data. Background Art [2] eSErEpNedi um to store and

process dat S i ' j d
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apparatuses and set-top boxes. F;] $§EW vol atil e nenori es,
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size, it is SUlRINGE fdrProddid PRl ORYdsE SRomokyHhathiQ cAfablel of Basily dltehtifing
was recorded |t% fla‘gh nory, it Is necessary to delete the” whol e

bl ock in whi chihefal erg&erfié%&data is recorded since the flash menory
is a hardware unit. [5] InconsistenBadkgtoaumf Avtiti ng and del eting
data on e flash nepory may degr.ade erformance thereof . To prevent
thi e dogildati on AT ite MRk 30060 S BRAGARG-SEIE Rlmof & BL DY 0
i ntroduced. [ 6freqently engd membeddedsystemsiseehsasthomaglegtonie epplianced, o#ren a
user conducts guRitARALPpALISD andladtdoPRReat i On on a flash menory

th h det . and .th hysi cal . add

refers t blan addARRens ReRORyRlIE emioten deu memertes gt el ded. Foflesh

actual | y condumemdryiina nbevélatlsistongpesieyice fappbleehelecttitally wiitanghreweiting ynd

is classified déiét&]g%i’? hs E&@Mﬂo%‘fbrﬁ@e@&ﬂ?:ﬁ'B%eh%%nag%ti&ﬁsﬁ, ustish
[‘oc as I

menory. In the small menory, .a | oglcal operati,on_unjt and
a physical opBFRPIYHIeANIPLS POWET Fdifacesss t B iAng & disle djurther, since
oper ati on uni tthe $lattemgaorytifesmpdchia sizegit sahitahiefoapowabladevices.n t he

| arge bl ggk fl as ' t. '
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flash mermory. Ybole plock insywhich theicopgernadalate ipgasprdpd sincastbe flash memoryjis & h
Is a |logical opedwire@nitunit, is identical to a page 12, which is a

physi cal [ﬁper ati %]corl{sr}lstgnt uiiits (I)i1 x!srll'ilt?xggr a%%%%le i ng Ealltgi on gh'e flash memory may degrade
performance thereof. To prevent this degradation, a logical address and physical

address concept was introduced.

(6] The logical address refers to an address used when a user conducts a predetermined
data operation on a flash memory through a predetermined user program, and the
physical address refers to an address used when the predetermined data operation is
actually conducted in the flash memory. :

[7] Generally, flash memory is classified into small block flash memory and large
block flash memory. In the small block flash memory, a logical operation unit and a
physical operation unit are identical, whereas the physical operation unit is larger than
the logical operation unit in the large block flash memory.

[8] FIGS. 1 and 2 illustrate schematic constructions of general small block flash
memory and large block flash memory.

[9] In a small block flash memory, a sector 11, which is a logical operation unit, is
identical to a page 12, which is a physical operation unit, as illustrated in FIG. 1.

[10] In alarge block flash memory, a page 22 is formed by collecting at least one sector,



[10] In a large block flash nmenory, a page 22 is formed by collecting
at | east one sector, 2 WD 2006/ 054852 $CT/ KR2005/ 003851 as
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from unexpect eg Interruption of power supply because of an inherent
property in an application field thereof. Accordingly, it 1is
necessary to %qﬂﬁsgrg 9 michber ruption of the power supply while the
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data in a pre ctor of the flash nmenory, it is first
det er m ned mq&&iﬁé{‘gggce |gs available in the rel evant sector. Wen

space isli#ai l abﬁeVmafY\Mf meghods tr detarminejthe validity of Beshapemery datadaveheen

time a predet gifpdiedlin dt@érlﬂ@pﬂosldwmﬁﬂﬂptctea 1ﬁeﬂ;ﬁi@ﬁtoeﬂmpa@ér supgig before
regi on correspg d|n tot tais witten (S
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conpri sebl4d si ngFLG 151 ilastrags date ovrise opdratipna inx ﬂasalmmlyormﬁcqs‘aﬁwtﬂ@@ cemch
page conposed ‘;gnu&ﬁqa—tregi on 31 and an i ndex regi on 32. The index
region 3 y further divided into a. first X region 32 0

i cat al3he pr o dlistiged Shein, GRotD tth 145 i FHIES FE e
32b to indi catmemdng it priosprdetesminked svheléhbedpecedp evailablprin thétrelevans sectons8When
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i ndex regi on 3gioh $BOhe index region 32 may be further divided into a first index region 32a to
indicate the progress of a write operation, and a second index region 32b to indicate the

progress of a delete operation. At this time, a first value and a third value are recorded
in the first index region 32a and the second index region 32b, respectively.

[17] When the data region 31 consists of a plurality of sectors as illustrated in FIG. 5,
the first index region 32a is constructed on a sector basis. The second index region 32b
is also constructed on a sector basis.

[18] When the write operation is completed (S20), a second value to indicate
completion of the write operation is recorded in the first index region 32a (S30).

[19] For example, as the write operation begins, a first value '0xFE' is recorded in the
first index region 32a, and a third value '0x00' is recorded in the second index region
32b. When the write operation is finished, a second value '0xFC' is recorded in the first
index region 32a.

[20] At this time, when the values recorded in the first index region 32a and the second



[ 19] For exanple, as the wite operation begins, a first val ue " XFE'
is recorded in the first index region 3%2a, and a third val ue ' OxOO

i s recordegqd sodhgssaecond |ndex region 32b. VWen the V\f.éf,w%@gglon
is finished, a second value ' OXFC is recorded in the first index
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of Invention Td%t‘dﬁﬂir@dlto RﬂiﬁHstd)ZEhomﬁamfhewaemmtd Bt valk (360).
of determ’ningh vaI| t¥ bgdata requires two wite operations in
order to deter OYERHON,f data witten in the rel evant
sector when witing the dat a. That Tb@hm@a]f]’f(ﬂﬂelw’l te operation to

record d int dat o, r rd.a fjirst.val in the
(Frot i bk rogi BAESS uh EPhyRionl ool el irid ok S of fate e o
and a second vw:iiitz@pcrpmum ouder to deteroingd thenaalidiey oinditasaititen iadlxd nrelevant séntor
fi rgt ) ' gdexhrv@ﬁﬁn% ?tﬁdda% "I‘E@u&}[’éﬂ‘u’é‘{\bﬁﬁ E&%ﬁ@&do%&r&‘éﬁé&lﬂtﬁe?ﬁa region
conduct e IS .M u |

wite operati ddt é’??‘%aﬁﬁ ﬁ‘ %Mﬁ?ﬁ%ﬁ%@ﬁ&ﬁ%@ tgle second
I nterrupted V\/rmdlee: ragionaad atswond woitciepeedtion dnateaordfthe)smmmbvaﬂdeaghmﬂnﬁmrﬁyst
I s conduct ed, &g&@ pf the data is deleted fromthe data region 31
descri bed above t'he val ues of the first and the second index

regi ons BSh and Sioptvy wriisoperghionsihaye tothe pendycinds fismapeassedsgradation in the
det ermi ned t o gegforadncel of thbweisgbperdtion. val ues recorded in the first and

the sec O&c}] | ndexIn zﬁﬁm%n, wéenafhg;r}(gwé%gpplylr 1 Bgeprg;';te w'hﬂé an operation to delete data
from the flash memory is conducted, a part of the data is deleted from the data region
31 described above, but the values of the first and the second index regions 32a and
32b are not deleted. Thus, invalid data may be determined to be valid, through the
values recorded in the first and the second index regions 32a and 32b. In other words,

if power supply is interrupted while the delete operation is being conducted and valid
data is recorded in the data region 31 as shown in FIG. 7, the first value of the first
index region 32a, '0xFC,' and the third value of the second index region 32b, '0x00,'
remain unchanged, although the data of the data region 31 is not valid any longer as
shown in FIG. 8 . For this reason, there is a problem where invalid data is determined
to be valid.

[28] Korean Unexamined Patent Pablication No. 2004-0042478 discloses a flash
memory, access apparatus and method using the flash memory which is capable of



i f power supply is interrupted while the delete operation is being
conducted and valid data is recorded ih the data region 31 as shown

in FIG 7 Wd%6/f\44§‘§t value of the first index region E%ﬁm(%,ggsgl

and the third value of the second index region 32b, remal n
unchanged, although the data of the data region 31 is not valid any
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request a data o%fe)r at.ion u ng?ﬁﬁarm ned |cal ad,dr ess,

transf or mat i orPRIFAIPR PYRE 7 BE fresy PR PRt EP‘EW@PE&PG
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[33] According to a further aspect of the present invention, there is provided a data

processing method of a flash memory including requesting a predetermined data
operation that uses a predetermined logical address, transforming the logical address
into a physical address, and recording count data counting the number of pre-
determined bits of the data in an index region to indicate the validity of the data when
conducting the data operation.

[34] According to yet another aspect of present invention, there is provided a data
processing method of a flash memory including extracting data recorded in an index
region to indicate validity of data present in a predetermined logical address, and de-
termining the validity of the data present in the logical address based on a relation
between the data present in the logical address and the extracted data.

Description of Drawings
[35] The above and other aspects of the present invention will become better understood



operation that uses a predeterm ned | ogical address, transform ng the
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and inverted exemplary embodiment of the present invention;

[46] FIG. 11 is a diagram illustrating a method of generating count data and inverted
data according to an exemplary embodiment of the present invention;

[47] FIG. 12 is a diagram illustrating count data to count the number of 'l' bits and
inverted data according to an exemplary embodiment of the present invention;

[48] FIG. 13 is a diagram illustrating count data to count the number of '0' bits and
inverted data according to an exemplary embodiment of the present invention; and

[49] FIG. 14 is a diagram illustrating a method of determining the validity of data
written in a flash memory according to an exemplary embodiment of the present
invention.

Mode for Invention
[50] Specific matters of exemplary embodiments of the present invention will be

covered by the detailed description and drawings.

[51] Advantages and features of the present invention and methods of accomplishing
the same may be understood more readily by reference to the following detailed de-
scription of the exemplary embodiments and the accompanying drawings. The present
invention may, however, be embodied in many different forms and should not be
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And each block of the block diagrams may represent a module, segment, or portion
of code, which comprises one or more executable instructions for implementing the
specified logical function(s). It should also be noted that in some alternative imple-
mentations, the functions noted in the blocks may occur out of order. For example, two
blocks shown in succession may in fact be executed substantially concurrently or the
blocks may sometimes be executed in reverse order depending upon the functionality
involved.

[54] An exemplary embodiment of the present invention will be described with
reference to the accompanying drawings.

[55] Generally, a flash memory is roughly classified into a small block flash memory
and a large block memory.

[56] In the small block flash memory, a logical operation unit and a physical operation
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flash memory using a predetermined logical address, a transformation unit 200 to
transform a logical address into a physical address, a control unit 300 to conduct a pre-
determined data operation in the flash memory through a device driver 400 to control
operations of the flash memory according to the transformed physical address, and
recording count data for recording the number of predetermined bits of data present in
the logical address, as a result of conducting the data operation on an index region to
indicate the validity of the data present in the logical address, and an extracting unit
500 to extract data of the index region when determining the validity of data present in
the logical address.

[64] As illustrated in FIG. 10, the flash memory according to the present invention
comprises a data region 610 including at least one logical address, on which a data
operation is conducted, and an index region 620 recording therein count data for
recording the number of predetermined bits of data present in the data region 610, as a
result of conducting the data operation. The predetermined bits of data may be '1' or '0",
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count regi on 6&lidifnef the count data is that the count data should first be confirmed prior to de-
termining the data validity.
[69] Thereafter, the control unit 300 may determine that the data is valid by comparing
the number of predetermined bits according to the count data and the number of

concerned bits of the data present in the data region 610; the data is considered not
valid when they are not identical.

[70] This may reduce the number of necessary operations, as compared with a case
where a predetermined value is recorded in an index region corresponding to a sector
after a write operation.

[71] Hereinafter, a data processing method of a flash memory according to the present

invention will be described.
[72] FIG. 11 illustrates a method of generating count data and inverted data when
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in the count region 621 as shown in FIG. 13, and '1011', which is a one complement of
'0100,' is recorded in the inversion region 622.

[80] FIG. 14 illustrates a method of determining the validity of data present in the data
region 610 based on count data and inverted data recorded through the method of FIG.
11 described above. :

[81] As illustrated, the extracting unit first extracts count data and inverted data from

the count region 621 and the inversion region 622 respectively (§210).
[82] Then, the control unit 300 determines whether the extracted count data and

inverted data have an inverse relation (§220). That is, the inverse data is inversely
transformed and compared with the count data to thereby determine whether they are
identical. They are determined to have an inverse relation when they are identical, but
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Industrial Applicability

[88] As described above, the data processing apparatus and method of a flash memory
according to the present invention have one or more effects described below.

[89] First, the precision of inspecting data that may be compromised is enhanced; that
is, data that is in the process of being written or deleted becomes different from the
original data because of interruption of the power supply.

[90] Second, since a predetermined value is not recorded after a write operation in an
index region corresponding to a predetermined logical address, the number of
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concept thereof anfe l[mdsﬂ&g wded rbdhchthedasLaReativh uhhga@f&ﬁ&ﬁhmed logical
invention. 12 O agiyaRss;[ 1] A data processing apparatus of a flash
memnory, corrprl Si r!iQran@f ﬁ?tfonrlﬁlﬂaj Eﬁs_@ H c%l Ecﬁﬂé&@%to% iéhl address and
operation using g he‘&'ﬁ’ %?ﬂgea cou %umﬁexlcffgadé AR H‘B s of

unit to transfor I.e cal
control unit to ;Ha%a 1118111 {egaoé% al%dzéartéwhé}h rtflje Xeﬁa §vali

pr edet er nined bi a mﬁ i.ndex .regi o to |nd|ca1e her
the dat a”% val | BPF“%‘B?] dfip bl gmaﬁélflgtg%ﬁﬁatei @fﬂ% ate.
appar at usl9f cl ai MCAPPLRHLS a‘fn tre%j%‘h%‘?‘%ﬂ%sl nverted
data. [3] The apfaPakrggionn whigh ﬁhezo fods Fecpriedi adex regi on
conprises: a courfP IREETQHeBIm ih Wl thankertadidattas kecpiledecor ded; and an
i nver si on[4legi on The apparaths ehaaimni; evheesn thgtimverted date éﬁrlé‘e@Ted[Cn]mt'ﬂﬂ@
appar at us[df cl ai4i8a pwicessmigrappdretui pl/eflesbdnadaers, dospirisingr t ed count
data. [5] A dat anpruarisgung tagparcadatsreodrded inlaashdemeagoy thatmdjpaiesi ng:
an extracting univhetler dxth pasint dias predecmidaebiopitaload dresgdBwalid¢gindn t hat

i ndi cat es whet hercodablaintite degimineitha vali¢idedfahad nie prebeng ircihk 1aptkehl eddseds s
val id; and a conth@bghiiidation bdeicen ekt gieserainitkt loyicalf adihes slak the
present in the | qgirgdéd @dgdress through a relation between the data
present in the Inggﬁﬁﬂﬁqgﬁ§§§%@ﬁ@bg¢m%esextracted data; wherein the

i ndex region comydsgfSegifn GAHRIredoP@® &Hn%'tac&uﬁﬁ?é)ﬂhgﬁuﬁgwﬁf dafe rmined
counting the nunhgg P&wQEﬁ e185¢Th BRY0ciPhibdarls data present In the
| ogi cal address; aafnla,e@o I@ %5?1119, Icmrg%ﬁg%ﬁameg Jiverted data is

recor ded. Fﬂﬁ] t Tg h%%BSar f Q2inCs, Nrllen Y HHefed dét mverFedtcggntdcﬁ f2 I's

ey apparatus of claim 6, wherein the control unit determines that the count data
is valid when the inverted data is identical to the count data, through an inverse
transformation of the inverted data.

(8] The apparatus of claim 7, wherein the control unit determines that the data
present in the logical address is valid when the number of predetermined bits in
the logical address corresponds to the number detailed in the count data.

[9] A data processing method of a flash memory, comprising:
requesting a predetermined data operation that uses a predetermined logical
address;
transforming the logical address into a physical address; and
recording count data counting the number of predetermined bits of data in an
index region to indicate the validity of the data when conducting the data

ett %éndu%‘t it the

i nverted

operation.
[10] The method of claim 9, wherein recording the count data includes generating
and recording inverted data.
[11] The method of claim 10, wherein the inverted data is inverted count data.
[12] A data processing method of a flash memory, comprising:

extracting data recorded in an index region to indicate validity of data present in
a predetermined logical address; and



[7] The apparatus of claim6, wherein the control unit determ nes
that the count data is valid when the inverted data is identical to
the count data, through an inverse transformation of the inverted
data. [8] The apparatus of claim 7, wherein the control unit

determ nes that the data present in tie | ogi cal address is valid
when the nunber of predetermned bits in the |ogical address

corresponds to t gl%te {HP ' n8 ShiRtid od tﬂerharta%ﬁes%gy rﬂtthedl%%f%al leséaba%ga Bna

processing netho

pr edet er m ned datv%:i 6%)% )ﬁ\"?edﬂh‘% § rﬁ gﬁﬁted data;
addr ess; transfor o ¢ fif’élfecﬁliﬂlﬁ aube; E ?hﬁ%g?péﬁm rnghﬂo‘?
and recordlng cofftradige SOy ?ﬁﬂg??ﬁ% St obprefet 4% of
data in an i ndeXrsEliBinelasirsdddntsatthe validity of the data when
conduct i n? t he daFHactiggdrErtedpout 40P The method of claim 9, wherein
recor di nglt}e codhe mxihad qf@lﬂllludéswb%rﬁ@rd&tmn@mgath@lVﬂléhtymfldﬁfg Prasorrin gy
data. [11] The ndogica address| caimprisdy, detommingthe maidipyvod theempudtadate. i s

i nverted ¢olint dafhe.metficki2if chiddBawhereinelsermipningstht validify of dhtapsdsent in the
menory, conpri si dggicaxtdrastis ognddeted onlgodred dek donntadatd is debid, med itercott data
i ndi cate val i dit\s édterdaitial (pbeselnd wheh tha coure deth ey idemid] Joakk @@érted count
address; and 13 ddetbRiaabdag ibheselhadrdrdioiyedf the data present in the

| ogi cal agyjess baseskia o cldif!13! WhdteiRhs\@RDplehi@t Hotha [dRiRS Rltress ik Halig

| ogi cal address apglntienmBsder apﬁl‘é&‘etéiﬁﬁﬁed biMRe 1R R taStbdeAtinitRlogRhBddress
recorded in the iRgek fuihePOF GALRRSHER acEting ] IR IomR\Wata LB dRntical.

counting the nunber of predetermned bits of 'the data present in the
| ogi cal address; and extracting inverted count data. [13] The nethod
of claim 12, wher ei n determining the validity of data present in the
| ogi cal address conprises determning the validity of the count data.
[14] The nethod of claim 13, wherein determning the validity of data
present in the |ogical address is conducted only when the count data
is valid, and the count data is determned to be valid when the
count data is identical to the inverted count data that has been
inversely transformed. [15] The nethod of claim 14, wherein the data
present in the |ogical address is valid when the nunber of
predeterm ned bits of the data present in the |ogical address and

t he nunber of concerned bits according to the count data are

i denti cal




