1 SECURI TY MONI TORI NG DEVI CE AND METHOD OF MONI TORI NG A LOCATION S
FI ELD OF | NVENTI ON The present invention relates to a security

noni toring device and nethod of nonitoring a | ocation. 10 BACKGROUND
ART Many traditional security noni toripg devi ces store and/or
transmt security footage along with ihformation related to the
security footage as one file. Typically, the information is enbedded
in the footage in a strip along the bottom of the footage.

Transmtting both theséébﬁ?mﬂ?)ehﬂngN@DEW@E hﬂ%ﬁf@c’ equires a

| ar ge communi cati ons pi pe ansm ssi on o he data is
more efficient and requiresOf MANITQRINGOAEOGATI®PNONs pi pe. WO

2005/ 111785 descri bes a nethod for managi ng fi xed-area video segnents
fromfixed-area security cameras using a nedia asset managenent
system The nethod 20 includes collecting the fixed-area video

segnent s EEPR AP ANVENGBONAr €a security caneras, associating
correspondi ng geospatial data with each fixed-area video segnent, and

creating a search thesaurus including search descriptors with

cross-r ef pieReemt iMehtntelRed a sEORity MohiBRg ABUcE ahdmaiRd RPBnitoring a
transmtted to the central |ocation. 25Mbre recently, SG 2007189985

descri bes'°@t8t hod in which information including time and | ocation
is stored separately fromthe security footage. The information

i ncl udj n\?ﬁ&#w[&)gﬁl onis transmtted to a central nonitoring
syst e]rﬂ I ge is not transmtted. This nethod has
benefits in that the bandwidth required for the transm ssion, and
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with information related to the security footage as one file. Typically, the information is
embedded in the footage in a strip along the bottom of the footage. Transmitting both the
15  footage and the data together requires a large communications pipe, while transmission

of only the data is more efficient and requires a smaller communications pipe.

WO 2005/111785 describes a method for managing fixed-area video segments from
fixed-area security cameras using a media asset management system. The method
20 includes collecting the fixed-area video segments from the fixed-area security cameras,
associating corresponding geospatial data with each fixed-area video segment, and
creating a search thesaurus including search descriptors with cross-references there

between. The footage and data are both transmitted to the central location.

25  More recently, SG 2007189905 describes a method in which information including time
and location is stored separately from the security footage. The information including
time and location is transmitted to a central monitoring system, while the footage is not
transmitted. This method has benefits in that the bandwidth required for the
transmission, and therefore the associated costs, is less than that required in systems

30 where the footage is also transmitted.

The subject matter claimed herein is not limited to embodiments that solve any

disadvantages or that operate only in environments such as those described above.



The subject matter clainmed herein is not limted to enbodi nents that
sol ve any di sadvantages or that operate only in environnents such as
t hose descri bed above. 2 Rather, this background is only provided to
illustrate one exenplary technology ngf where sonme enbodi nents
descri bed herein may be practice. RY OF I NVENTION 5 The present

I nvention relates to a security nDnltorlng devi ce and net hod of
nonitoring a |ocation. One aspect of the present invention

provides g geculi tbgcl@ﬂntﬁ% 8”9 pqg\}f&e%eto :lﬂ.rstrgf’% edé.féﬂ}p?ag\? Fe%HFn Sgy are

footage at a I'ocat i'ce conp :a con cOREr ol
t he devi c@herasomWOﬁmer@)«ﬂwcnber@ewomytbp frasicage of the deV| ce
sur roundi ngs; a location information device adapted to provide
location information to the controller; 15storage for storing the

security éQMWﬁG@{@FQNQEWTFdN other information, the other information
including at least tinme and | ocation and being stored separately to

t he se'i:urlty f oot age but being associated by tine; and

communi cathdfteBBRNVeh®in felifesas ratsreeuﬁte mohfforrraEYiRE 6Ad $reMiddlbr toRRHrga
nmoni t ori ng system 20wherein the device is configured to analyse the

ot her i nfl8f3H&Mi on at the device prior to communication of information
and/or security footage to the central nonitoring system

One aspect of the present invention provides a security monitoring device for recording

10  security footage at a location, the device comprising:

a controller to control the device;

a camera for obtaining security footage of the device surroundings;

a location information device adapted to provide location information to the
controller;

15 storage for storing the security footage along with other information, the other
information including at least time and location and being stored separately to the
security footage but being associated by time; and

communication means for the controller to communicate with a central monitoring
system;

20 wherein the device is configured to analyse the other information at the device
prior to communication of information and/or security footage to the central monitoring

system.

In a particular embodiment, the device further comprises a timer adapted to measure the
25 duration of events at the location, the device being configured to determine whether the

event exceeds a predetermined duration. For example, but without wishing to limit the

scope of the invention in any way, at an ATM the normal transaction duration required is

three to five minutes, any longer and a transaction may be deemed as suspicious or

illegal. As such, an event recorded by the camera may be tagged with metadata (L, t,,
30  T,), and the metadata stored for analysis.

The analysis of the other information may be achieved by any suitable means. In one

embodiment, the analysis of the other information at the device is achieved through the



In a particul ar enbodi nent, the device further conprises a tiner
adapted to nmeasure the 25 duration of events at the |ocation, the
devi ce being configured to determ ne whether the event exceeds a
predet erm ned duration. For exanple, but without wishing to limt the
scope of the invention in any way, at 3n ATM the normal transaction
duration required is three to five mnutes, any |longer and a
transacti on may be deenmed as suspicious or illegal. As such, an event
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i nformation e central nonitoring systemtogether with security

footadPe of a corresponding tinme period, based on the results of the
anal ysi s.Fd#Oeasy access and subsequent retrieval, it may be advantageous for the other

information to be categorised prior to and/or during storage.

The communication means may take any suitable form. However, in certain

25  embodiments a mobile telephone is used as the communication means.

Generally, according to certain embodiments the device is adapted to communicate the
other information to the central monitoring system together with security footage of a
corresponding time period, based on the results of the analysis.

30
The camera may take any suitable form, for example this may be infrared or another

form of camera. In certain embodiments, the camera is a digital video camera.

In another aspect the invention provides a method of monitoring a location comprising:



The canera may take any suitable form for exanple this nmay be
infrared or another formof canera. In certain enbodi nents, the
canera is a digital video canera. In another aspect the invention
provi des a nethod of nonitoring a Ioca%ion conprising: 4 obtaining
security footage of a location; obtaining |ocation information,;
storing the security footage along with other information including
at least time and |ocation separately but associated by tineg;

5anal ysing the Fgg{ : on the basis of results of
t he anal ysi s, é%%ﬁﬁ SE 'ﬁv hQBE cﬁ?m¥hfornat|on and/ or the security

footage to a ddﬁmnmgkmamnuobnn@ﬂgwsten1 I n certain enbodi nents, the
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det errg ni ng whgt rngttﬁgotﬁgﬁ%rrﬁgt%eds a predeterm ned duration. That
is, whether the duration of the event is suspicious. 15In certain

enbodi ment s, t e then BRS)S 0§ "%?U[tﬁ 1 the rerlypind BPRmEDIGAINOsthg cothen isgprmation

t hrough té’lﬂi/&ﬁl@é@éduﬂgfé\ﬁtaé%ad cdnttaBfiosioRh§ystdm.a component of a
security nonitoring device in communication with the central

noni toring system The location information may be obtained froma
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f oot age famb®iireaits, the analysis of the other information comprises determining whether the
event exceeds a predetermined duration. That is, whether the duration of the event is

suspicious.

15  In certain embodiments, the analysis of the other information is achieved through the
operation of local rules stored in a component of a security monitoring device in

communication with the central monitoring system.

The location information may be obtained from a mobile phone. If so, the mobile phone
20 may provide GPS location information, for example based on results of cellular

triangulation.

Embodiments of the invention may comprise monitoring the security footage for events
and storing the events with the other information, and analysing the other information
25 based on the operation of local rules prior to communication of information and/or
security footage to the central monitoring system. Furthermore, embodiments of the
invention may additionally comprise responding to the results of the analysis. The

response may comprise, for example, focussing on a particular area in the location.

30 The results of the analysis may be communicated to the central monitoring system
whereby the central monitoring system commands the response based on the results of

the analysis.



and storing the events with the other information, and anal ysing the
other information 25 based on the operation of local rules prior to
comuni cation of information and/or security footage to the central
nonitoring system Furthernore, enbodigents of the invention may
additionally conprise responding to the results of the analysis. The
response may conprise, for exanple, focussing on a particular area in
the Il ocation. 30The results of the analysis nay be conmunicated to

the central -gbit G s%s L EMAMGL SR N eCr%E{hr ﬁ' mﬂg“%ac}dﬂ(oh% %X%hﬁé@
commands the response based on the results o Phe™aha YSI'S. I
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storage thereof, .The present .invention consists of features an
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of the inventron oOF ~3acrity el ng any o € advant ages'o e present
i nvent i orsacBiRlifFamESOR FivaaNgSFoABCOMRANYIVEGIBRAW NGS 10 To furt her
clarify various aspects of some enbodi nents of the present invention,
a nore particular description of the invention will be rendered by

r ef er enc BRIEF BEICRIATION GFoAC GEOMPANHNBRRAWIGEh are illustrated in

t he appended drawings. It is appreciated that these draw ngs depict
only typical enbodinents of the invention and are therefore 15not to
be consi dEt BENeR FiFTY Meyiaye aspects elgipene emkodimeninof BR Prgsent ipkengercr mped
and expl app@diam bdscagtint bPnRe isRAGLS Ivall 1o a&kherad dy! rdrteeghid Rpecific
acconpanyi ng drawi ngs i.n which: Fi %l{ll‘ e 1 illustrates a schematic, view
of the se%r&lquﬂfpe% &8t WEchalr Lestiehin BreaRedsH dravinghdt is aparacials
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| ocatison r%ft tée1 Qe %grtl)s%jelrgﬁ I%itirqgj oF ipsesclogg. te-l i(r)nr/]éntion will be described and explained

with additional specificity and detail through the accompanying drawings in which:

Figure 1 illustrates a schematic view of the security monitoring device of an embodiment

of the invention.

20  Figure 2 illustrates a flow chart of a method of monitoring a location of an embodiment of

the invention.
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

25 Hereinafter, this specification will describe the present invention according to the
preferred embodiments. It is o be understood that limiting the description to the
preferred embodiments of the invention is merely to facilitate discussion of the present

invention and it is envisioned without departing from the scope of the appended claims.

30 Referring to Figure 1, a security monitoring device 101 includes a controller 102 that
controls the security monitoring device 101. The controller 102 may include an electronic
chip with a central processing unit, although the invention is not so limited and other
options may be equally suitable. A camera 103 is provided that is used to obtain security



DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENTS 25Herei nafter, this
specification will describe the present invention according to the
preferred enmbodinents. It is to be understood that limting the
description to the preferred enbodi nents of the invention is nerely
to facilitate discussion of the presed? invention and it is

envi sioned w thout departing fromthe scope of the appended clains.
30Referring to Figure 1, a security noni toring device 101 incl udes a
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least time and location. The footage is correlated with a relational identifier such as the

20 current time, although other identifiers could be used, such as a counter. The storage
medium 106 may include, for example, a hard disk, magnetic tape or a solid state
device.

A communication device 107 is provided that communicates with the central monitoring
25  system 110. The communication device 107 may include Ethernet or fibre optic cards,
modems and transceivers. Communication may be achieved via any suitable medium,
such as wired or wireless communications, or any form of electromagnetic
communications, although the invention is not so limited. Examples of wired
communications include Ethernet and fibre optics, while examples of wireless

30 communications include radio frequency, microwave and infrared communications.

The security monitoring device further includes a mobile telephone 108 adapted to

provide location information to the controller 102, The mobile telephone 108 may be



20 current time, although other identifiers could be used, such as a
counter. The storage nedium 106 may include, for exanple, a hard

di sk, magnetic tape or a solid state device. A conmunication device
107 is provided that communicates with the central nmonitoring 25
system 110. The conmuni cati on device 107 may i nclude Ethernet or
fibre optic cards, nodens and transceivers. Conmmunication may be
achi eved via any suitable medi um such as wired or wirel ess
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30 camera 103 and wdeo analysis module 104, or any other component of the security

monitoring device 101. Once the analysis is complete, the relevant information,
optionally together with the corresponding security footage, may be communicaied to the

central monitoring system 110 by the communication device 107. If the securily footage



8 is not cormunicated at this point, it may be subsequently requested
by the central nonitoring system 110. The analysis of the information
may result in a response. For exanple, the central 5 nonitoring
system 110 may respond to the securitysnnnitoring devi ce 101 by
requiring focussing of the canera 103 on a particular |ocation, and
so on. This may al so be effected on the security nonitoring device
101 side of the overall systemprior to conmunication with the
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or el®nend®.of the invention recited herein as singular integers,
steps or elenents clearly enconpass both singular and plural forns of

the recited integers, steps or el enents.
Once stored, the location and other information may be analysed 204 to determine

whether the information and/or corresponding security footage should be communicated
to the central monitoring system 110. If it is determined in the positive, the information

20 and/or relevant security footage is communicated to the central monitoring system 205,

If desired, the central monitoring system 110 may be capable of providing a response to
the results of the analysis 206. For example, the response may be focussing the camera
103 on a particular location, as discussed above. It is envisaged that this step may also

25  be carried out prior to communication of the information to the central monitoring system
205. That is, it is envisaged that the response may be made on the security monitoring
device 101 side of the overall system.

Unless the context requires otherwise or specifically stated to the contrary, integers,
30 steps or elements of the invention recited herein as singular integers, steps or elements
clearly encompass both singular and plural forms of the recited integers, steps or

elements.



9 Throughout this specification, unless the context requires
ot herwi se, the word "conprise", or variations such as "conprises" or
"conprising", will be understood to inply the inclusion of a stated
step or elenment or integer or group of_, steps or elenments or integers,
but not the exclusion of any other step or elenment or integer or
group of steps, 5 elenents or integers. Thus, in the context of this
specification, the term"conprising" is used in an inclusive sense
and t hus phgliifluPSnindRESHAEh A8nEES 1A codBf! HARGs PEAIRA! ¥, Wk
not necessarl y so ely"™ "It w'l " 'be appreciate ofegO|ng
descri pt i ¢AmReEe’ be'efﬁrigtiqmeﬁugyaa/\@ym@nsas pusematging, will e axdengloed &f intphe
|nvent|o I i i V@bl bt

“*“?”ﬁ%'%i@* A S R S e R
Wi t h| n t hé eE?@aEIUfsﬂ%ﬁ@ ASHWSIRST eMopthehetep Ay elrmieplrrdrtegriTasigroupef steps,

forth.s 1fefbAlMpirkegels. SBRY! intthe EEr'ﬂbithf'tfﬂQs icaford, ¥e fRACESHPBIng” is
security footage at a location, said security monitoring device

conpri si n¢gpedsih @y Mlusiveepenss aishis| shosidy bagindemtood e msagingoiincluding
obtaln|ngxe@@umpbytmﬂebag@amﬁsygg devi ce surroundi ngs; a

| ocati on |nfornat|on devi ce adapted to provide location information
to said controller storage for storing said securlty
f oot age alf wﬂ'dvqmﬂﬁe%tﬁeihai Hedeipaeing fesdiption herobenrsy giyads byt we ploliustrative

i ncl ugh NGex@pleedishe iﬂvmf@%dl tR&tadIl S2Bh A fﬂé@t’id’h@ apl %@&l[oﬁew&b @k Yvdu®
sai d secun%ﬁ:o f oot age but bei ngﬁassom at ed Q% time;

and
comuni catg PR PPN ofi tKildB the Bt pEs deemedbioath within dhawbrod gcersnandal
moni t or i ngmisiyStiedinvention as herein set forth.



wherein said device is configured to anal yse said other information
at said 15device prior to comrunication of information and/or
security footage to said central nonitoring system 2. A security
system according to claim1, wherein %ﬁi d device further conprises a
timer adapted to neasure the duration of events at said | ocation,

sai d device 20being configured to determ ne whet her said event
exceeds a predeterm ned duration. 3. A security nonitoring device
accor di ngat g “@éai m 1l or 2, wherein said analysis of said other

i nfor rratlon at said device is achieved through the operation of |ocal
25rul es stored in at |east one of said controller and camera, or
anot her conponent of said device. 4. A security nonitoring device
accor di nglto ahypeetty gronitprngpdeicedion geeordngrs scukiie fastagesali @l lqcatien. isaid

i nformati on degélcg,@[yhﬁjnﬁomelv%egbmﬂﬁsmg?O 11 6. A security nonitoring
device according to claim5, wherein said GPS |ocation information is

based on results of2 ¢StPIAr& contioksaidiAMie .

a camera for obtaining security footage of the device surroundings;
a location information device adapted to provide location information to
said controller;
storage for storing said security footage alang with other information, said
10 other information including at least time and location and being stored separately
1o said security footage but being associated by time; and
communication means for said controller to communicate with a central
monitoring system;
wherein said device is configured to analyse said other information at said
i5 device prior to communication of information and/or security footage to said

central monitoring system.

2. A security system according to claim 1, wherein said device further comprises a
timer adapted to measure the duration of events at said location, said device
20 being configured to determine whether said event exceeds a predetermined

duration,.

3. A security monitoring device according to claim 1 or 2, wherein said analysis of
said other information at said device is achieved through the operation of local
25 rules stored in at least one of said controller and camera, or another component

of said device.

4, A security monitoring device according to any one of the preceding claims,
wherein said location information device is a mobile phone.

30
5. A security monitoring device according to claim 4, wherein said mobile phone

provides GPS location information.



7. A security nonitoring device according to any one of the preceding
claims, 5 wherein said controller is configured to nonitor said
security footage for events and store said events with said other
information at said storage, and to anal yse said other infornmation
based on the operation of local rulesprior to communication of
information and/or security footage to said central nonitoring
system 10 8. A security noni toring device according to any one of

t he precegdin | ai ng, rein, dependi on sai Si s sai d.
et | nfr mark GRS GBI ok SpBngel ot &re Bt
of said anal ysihrmdia9. m%@@awmrésulmncéuorarn@ng@umcme according to claim
8, wherein said response conprises said canera being adapted to focus
on a particular area in said device surroundings. 10. A securit

moni tori nf devi* SECHEY SPYNAENG Je¥reiaseading 19, a%%‘?"euoﬁ e, PERCEINE (@Aims,
20 ?das}ot ed t? \mwmrsbm?écﬁmramrds b@ﬁ@hfeﬁtt@fm@mbds?@%bU@ltﬁfobgegéab.devents
centra nonitoril n sysliem ntr npnitor] n Sste

ot ot 1o ormndger Rl eah et SRE M BimaiR 4 S erate R e Srlse
according to agad meeroﬁnfbmhpnebsshdn@nclttw nperatonhef eiotals ailék qjrfeer to
information i s cateqor.i se nd/or d

) 2. A .
Loty oont tosfhERSbR 3B rRirafion fadd S%HQWB*H%Q@? T4 i Sl Gignoring

cl ai ms, wher eigysrmobi |l e t el ephone is used as said conmuni cation
neans,, 3013. A security nonitoring device accordlng to any one of the
prece& evice is apted to ¢ormmuni ate

cIa| erein sai
ot her inf rn’at'LIUB o'*ﬁcwgy O%%g?‘éiFe r?B?ﬁrF‘B% @y%‘?‘*‘er?f t%@f%@&'“% %’“3
seculr![ty ;oot agmd raih, demumgsqmmﬂd I"é@alyB[BB)fFBaTd otther :m@rménmg ssitd device is
results of sai ecurl oni toring device
according to aef%?g%ﬁég%s%?%de%%%?éﬂﬁsn‘g S@ldaal SSwherein said camera is
a digital video canera. 15. A nethod of noni tor| ng a |l ocation
conprissi ng: A security monitoring device according to claim 8, wherein said response

comprises said camera being adapted to focus on a particular area in said device

surroundings.

10. A security monitoring device according to claim 8 or 9, wherein said device is
20 adapted to communicate said results of said analysis to said central monitoring
system and said central monitoring system is adapted to command said

response.

11. A security monitoring device according to any one of the preceding claims,

25 wherein said other information is categorised prior to and/or during storage.

12. A security monitoring device according to any one of the preceding claims,

wherein a mobile telephone is used as said communication means.

30 13, A security monitoring device according to any one of the preceding claims,
wherein said device is adapted to communicate said other information to said
central monitoring system together with security footage of a corresponding time

period, based on said results of said analysis.



50bt ai ning security footage of a | ocation; obtaining |ocation

i nformation; storing said security footage along with other
information including at |east tinme and | ocati on separately but
associated by tinme; analysing said other information; 10on the basis
of results of said analysis, comunicadfing said other information
and/ or said security footage to a central nonitoring system 16. A
nmet hod according to claim 15, wherein said other information includes
duration %L an eventt at sai.d !éjoc.ati on and tsai d net hgahcon%ri ses., .
measuring' sai " GFFEEY JAOTSEFY SaViEe AreMEN91 A (Bt IR AP R PSRN PlRIES:
clai m 16, wherwehsaindaaiainesa s adigishiideotdrasrai nf or mati on conpri ses
determ ni ng whet her said event exceeds a predeterm ned duration.
2018. A nmef hod accordi tg any one of clains 15 to 17, wherein said
anal ysi s ot saﬁgﬂ‘egior‘?é}?%?%ﬁ%rﬂgé'i°8?1t'°f1§°5'8H?"é9ied t hrough the operation
of local rules storghining 8ecdityfoogs ofd logatacurity nonitoring device
in comruni cation wth .said cent nitoring system 2519. A nethod

ral ]
according to any onoéjt%?'n% 4 "?L%rrf’%%f& wherein said | ocation
information i s obt atoring &aid reeauritp iodtagep hione . witd othAr irdbdrinatioa dedudihgngt

to claim19, I, el i i [ QV] .l ocation

i nformati on. %}ggﬁﬁmgﬁﬁﬁé&ﬁggﬁ%@%ﬁggﬁ@ G %?tg.lgﬁ}(%],é' wherein said GPS

| ocati on i nfor mat i analysinpasiedtimar inffeswdtions of cel lul ar triangul ation.
10 on the basis of results of said analysis, communicating said other

information and/or said security footage to a central monitoring system.

16. A method according to claim 15, wherein said other information includes duration
of an event at said location and said method comprises measuring said duration

15 of said event.

17. A method according to claim 16, where said analysis of said other information

comprises determining whether said event exceeds a predetermined duration.

20 18, A method according to any one of claims 15 to 17, wherein said analysis of said
other information is achieved through the operation of local rules stored in a
component of a security monitoring device in communication with said central

monitoring system.

25 19, A method according to any one of claims 15 to 18, wherein said location

information is obtained from a mobile phoﬁe.

20. A method accerding to claim 19, wherein said mobile phone provides GPS
location information.

30
21. A method according to claim 20, wherein said GPS location information is based

on results of cellular triangulation.



13 22. A met hod according to any one of clains 15 to 121, conprising
nonitoring said security footage for events and storing said events
with said other information, and anal ysing said other information
based on the operation of local rules.,grior to communication of

i nformation and/or security footage to said central nonitoring
system A nethod according to any one of clains 15 to 22,
additionally conprising responding to the results of said analysis. A

net hod acgpr di AhdiLhRbMirdSto AMYEINRIdH chihsl 15 @&@@ﬂ;%nﬁaﬂﬁn% I®Roring, said

focussing on a particular area in said |ocation. met hod accor di ng

to clai m23 orSesdity\[pRires for Lypefs 2ad AtergoTaid gyantsilh $aid sothgranformation,

conmuni cat ed tghdSaHat)shgRbIdBthdMTbintitibA BaSeESdrERE ob&labort 8Mbdahtules prior to
nonitoring system conmanding said response based on said results of

sai d anal ysi s. CORNMEIHAN 9F LUERHEN BBYANhSESHY T8plags & Arid £eni magitoring
addi timnal | y cgs®efi.Ssi ng categorising said other information prior to
and/ or during storage thereof.

23. A method according to any one of claims 15 to 22, additionally comprising

responding to the results of said analysis.

10 24. A method according to claim 23, wherein said response comprises focussing on

a particular area in said location.

25. A method according to claim 23 or 24, wherein said results of said analysis are
communicated to said central monitoring system, said central monitoring system

15 commanding said response based on said results of said analysis.

26. A method according to any one of claims 15 to 25, additionally comprising

categorising said other information prior to and/or during storage thereof.

20



