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WD 2005/ 029326 PCT/ US2004/ 029611 USE OF MULTI PLE

VI RTUAL MACHI NE MONI TORS TO HANDLE PRI VI LEGED EVENTS
wop@bsg2086 t he | nvention 5 [0001] The present | POEUS10041029611

rel ates generally to virtual nachines, and nore

specifically to handling privileged events using

multiple virtual machine nonitors. Background of the

| ISHOPMUOPOAE XIRTUAD MAGHINE MONFIORSEI TG HANDLE

noni tor (VMM typi CPRIVILEGED EVENTS conputer and
presents to other software the abstraction of one or

nmore virtual machines. Each virtual machi ne nay

function as a self-cqontained platform running its
own "guest operatingE e Imveglionan gper at i ng
system (OS) hosted by the VMM and ot her software,

col [0601] velThergbsantenvédraicasrefates penaaily wavixtudlhmachiess, and
software expects to operate as if it were running on a

o S SRS AT 64 DRI chine

various events and have access to hardware resources.
MOTKErs.har dwar e resources may i nclude processor-resi dent
resources (e.g., control registers), resources that

reside in nenory (Backerouiebef thetlavehidh es) and
resources that reside on the underlying hardware

pl m (e, in t ] .
R R T R
exceptions, platform events (e.g., initialization
on g cNMputer any presentroto-ibarsaftw @bsaqtam ef gne or more
execution of certain instructions, etc. [0003] In a
virdial hvRthifeC IHa0R veRuAT @RERIRE ma AundidnsdsQiddf-Esntatiled t 0
have ultimate control over these events and hardware

plaEf%%r?'ll,J ;Sr%%ntgolt orvg}/ll”%geﬁro%%ting system” (i.e., an operating system

. (OS) hosted by the VMM) and other software, collectively referred to as guest

software. The guest software expects to operate as if it were running on a
dedicated computer rather than a virtual machine. That is, the guest software
expects to control various events and have access to hardware resources. The
hardware resources may include processor-resident resources (e.g., control
registers), resources that reside in memory (e.g., descriptor tables) and resources
that reside on the underlying hardware platform (e.g., input-output devices). The
events may include internal interrupts, external interrupts, exceptions, platform
events (e.g., initialization (INIT) or system management interrupts (SMls)),
execution of certain instructions, etc.

[0003] In a virtual-machine environment, the VMM should be able to

have ultimate control over these events and hardware resources to provide proper
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1 WD 2005/ 029326 PCT/ US2004/ 029611 operati on of guest

software running on the virtual nmachines and for
w@emsezweon from and between guest software reemUSIOOMIGIT

the virtual machines. To achieve this, the VMV

typically receives control when guest software

accesses a protected resource or when other events

opéraHbh Agukh RFFkReSufhirRX e Md Piflal AefMinestd Ror protection
exanpl e,;” when an operation in a virtual machine

su ted by the VMM causes a syste evice to .
ErofLAN e G ost BHAL SO UBETS THENER OPde M e AR GG s, Tachieve
machine is interrupted and control of the processor
this, she ¥3dkbtytpacallyerevdiVes dtwetrvheh gnestrsefiavaresictésses a protected
interrupt, and handles the interrupt itself or

s NS ST 5 RSB AR o

ine. rie
The present invention is illustrated b 0

exa@BIfpVAEN AP RISELORYN fyrtupl IF‘Pﬁ‘i“PStSPBngt\rgﬁ)i}Yh‘i‘efYW gausesa
of the acconpanying drawi ngs and in which Iike

systah eleeitedorgenerate anirfeeruptotiei qurtantlyateming viaal machine is
whi ch: [0005] Figure 1 illustrates one enbodi nent of a
o [ - . : . . o
intdbbblR SIPCIND of Mo PR GBTT Popsl toRE UNMITRE RN then
configuration of rmultjiple VMMs in a _virtual-machine
recgiyes Egningerrupt, @Qéﬁ}aﬂfh% Intergupy lfaeywrd{eé@ﬁaﬁﬁh?rmﬁxéupt to
enbodi nent of a process for handling privileged
theeippbpriate vrtdal tnshir@achi ne envi ronment havi ng
multiple 20 VMMs; [0008] Figures 4, 6 and 7
illustrate exenplary enbodi nents of processes of

BriEPBQ§3rféfio@1gofath¥Wamﬁg§and' ing a privileged event; and

[0004]  The present invention is illustrated by way of example, and not
by way of limitation, in the figures of the accompanying drawings and in which
like reference numerals refer to similar elements and in which:

[0005] Figurel illus&ates one embodiment of a virtual-machine
environment, in which the present invention may operate;

[0006]  Figures 2 illustrates a configuration of multiple VMMs in a
virtual-machine environment;

[0007]  Figure 3 is a flow diagram of one émbodiment of a process for
handling privileged events in a virtual-machine environment having multiple
VMMs;

[0008]  Figures 4, 6 and 7 illustrate exemplary embodiments of processes

of identifying a VMM for handling a privileged event; and
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2 WD 2005/ 029326 PCT/ US2004/ 029611 [0009] Figure 5
illustrates an exenplary usage of process 400 in a
WO 200s02d326rachi ne envi ronnent havi ng two VMVE. PCT/US2004/029611
Description of Enbodi ments [0010] A nethod and
apparatus for handling privileged events using 5
multiple virtual machine nonitors are described. In
thaoped]! OWENE:EBSALLRAS An kel PSR Process 400 in a
exglan;tiongghunerous specificrﬁgﬁgil are set forth
.In order to .provide a.thoro nder st andi ng of the
Vlrtﬁﬁhg@ﬁﬁlqerﬁ?éfh&%n%‘?mﬁlav\ﬁ‘g e M;Sar ent, however, to
one skilled in the art that the present invention can

be practiced w thoResariim offémbbdimelstsai | s. 10

[0011] Sone portions of the detailed descriptions that
fol b@*ﬂ]ar €A BRI a gafa?ﬁ%rq{anﬂhiﬁgrﬁﬁ\h e@Wents using
ol o on

Sy C representatio operati on ata bits

fthin a conputer system s regjsters or nory. . These
muliiplg Vit ackiss ERoitars dse drertibegy de skt fllamuEdescripEon, for

nmeans used by those skilled in the data processing
purpobes dfexpbatatioil aahierely spanifiegetaile aseifttfarthén @rdéhiei r

work to others 15 skilled in the art. An algorithmis

proPfleta tfdugh %ﬁd@ﬁtﬁ(ﬂd@%ﬁlé{ ?gesteﬂt P‘gze‘ﬁti%ﬁl. e will be apparent,

consi st ent “sequence of “oper ati ons ading to a

result. The gperations are those requiring physica
howgwer ot ene Frileg Hieart that the Rresent Bwentignganype prastiead

not necessarily, these quantities take the form of

witkbeictheb€ specific detgilet i ¢ signals capabl e of being
stored, transferred, conbined, conpared, and otherw se

20 1581y Pl §6r§1‘3-po'rhoH?8f Ml SR&PR¥ER %%s%{lat‘ ffo'i‘iﬁév are
prlnC|AaIIy or reasons of ~common uéﬁge, o reter %
these signals as bits, values, elenents, synbols,

presgivedh én tarms af @lgerithimgard symbelie keprepeatations of operations on

data bits within a computer system’s registers or memory. These algorithmic
descriptions and representations are the means used by those skilled in the data
processing arts to most effectively convey the substance of their work to others
skilled in the art. An algorithm is here, and generally, conceived to be a self-
consistent sequence of operations leading to a desired result. The operations are
those requiring physical manipulations of physical quantities. Usually, though
not necessarily, these quantities take the form of electrical or magnetic signals
capable of being stored, transferred, combined, compared, and otherwise
manipulated. It has proven convenient at times, principally for reasons of
common usage, to refer to these signals as bits, values, elements, symbols,

characters, terms, numbers, or the like.
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3 WO 2005/ 029326 PCT/ US2004/ 029611 [0012] It should be
borne in m nd, however, that all of these and sim/l ar

W0 esos®28ee to be associated with the appropri aP@r/UsS2004/029611
physi cal quantities and are nerely convenient |abels
applied to these quantities. Unless specifically
stated otherwi se as apparent fromthe follow ng
di J00yi onk,shiould be bppresini mired) hovedver hthatigh of theseansl similar
present invention, discussions utilizing terns such as
" i "o " i " " i "

termBaREEAN Mociflod FRIRH: aBBroplite (Rl Bipiieing are merely
processes. of .a conputer syste r simlar. electronic .

con¥gRisat AV SRR, tor hsge ATl Finsa tualess SREct Kaly statedl otherwise
data represented as physical (electronic) quantities

as apipabént ftéra the bolaw arg dipstsidrs, itagapprcitad thatehoougwout the
into other data simlarly represented 10 as physi cal

: | ¢ - [ . | " : 1]

proB TR, Wl chO S SO S48 T JRABEIAS” o computing
Jgransm ssion or display devices. [0Q13] In the

or "R HIRNNGY OB ETRENEL L gt 15 niAy %rterrhsapﬂ%@g,d processes
reference is made to the acconpanying draw ngs that

of utey systgmpbr sihilarsdlectdrdo competinig devdod) ehiatahipulates
whi ch the invention nay be practiced. In the 15

oS oSBT 3, RGPS PPt ¥ o

enbodi ments are described in sufficient detajil to
COIPIIBT 8y StemSTegistens[agg AMORKEs it qthendaigisimdlaglygepresented
i nvention. O her enbodinents nay be utilized and

as pHyisiel uahtitiéD@ithah theaaﬂnph&eiszist@ﬁi nengesongisiers or other
made without departing fromthe scope of the present

i nvention. Y 1§ Oy: 0, under st ood t hat
sucbﬁg&ggyﬁgﬂg%g%%%aﬁé%%bgs%?u%ﬁgg ﬁéé%#@%%} al t hough
different, are not necessarily nutually exclusive.
For[081&np| b the felpwing dataileddasedption of thepmbogdiments,
characteristic described in one enbodi nent nay be

referBfidelid @ad¥ the RtH@panying drawings that show, by way of
illustration, specific embodiments in which the invention may be practiced. In the
drawings, like numerals describe substantially similar components throughout
the several views. These embodiments are described in sufficient detail to enable
those skilled in the art to practice the invention. Other embodiments may be
utilized and structural, logical, and electrical changes may be made without
departing from the scope of the present invention. Moreover, it is to be
understood that the various embodiments of the invention, although different, are
not necessarily mutually exclusive. For example, a particular feature, structure, or
characteristic described in one embodiment may be included within other

embodiments. The following detailed description is, therefore, not to be taken in
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enbodi nents. The follow ng detail ed description is,

therefore, not to be taken in 4 WO 2005/ 029326
wERODsB3004/ 029611 a |imting sense, and the SPOPESD®N4/029611

the present invention is defined only by the appended

clainms, along with the full scope of equivalents to

whi ch such clains are entitled. [0014] Although the

a libatiaY sex@TRhaTheBro bk P 9 ftivnSis Aefinb8 ondy by the
present invention in the Context of execution units

and, logic circuits t he enbodi nent.s _of the present .
PR eing aliiin e BhaRl sn@iF Shrdiyaier By fishench efpims
exa.ngl e, in sone enbodi nents, the present invention
are, tled. provi ded as a conputer program product or
software which may include a machi ne or
conpaigr - r .
i nstr ulgt [ o%g%%h{%;ﬁy&%%éhﬁg%%ﬁ}gg%&ﬁ %ﬂé‘?%?nﬂg)odlments of the
conput er .(or_qther el ectronic devjces) . .ta perform
preeaBuehidR in e ety T raShiutinie AodisshEeriS Giher
enbodi nents, steps of the present invention m ght be
empediroente of biye present inyehtion wan be acopophshes] by ataycafitodiware.
hardwi red |l ogic for performng the steps, or by any
o i P Sl AT e PP AR FRIRERRY B fRFided asa
machi ne- r eadabl e nedi um may i.ncl ude ,anY chanjsm for
coruper FEOBFATR PEAHAKOK AU SYHER PAY I 1usld S RRCAEIRAIL ¢
by a machine (e.g., a conputer), but is not limted
corhputefrirempableinsdditittrebavingsiaratl therela indouqtints Wwhizt, may be
Read-Only Menory (CD-ROMs), and magnet o-opti cal disks,

o IS e R [ s

ectrically Erasable Programmabl e Read-Only Menpr

El ] : y
accordippdmhe REgsRBE Ny eBHoBp N eHier embadinanis stapsAiithe paesent

transm ssion over the
invention might be performed by specific hardware components that contain

hardwired logic for performing the steps, or by any combination of programmed
computer components and custom hardware components.

[0015]  Thus, a machine-readable medium may include any mechanism
for storing or transmitting information in a form readable by a machine (e.g., a
computer), but is not limited to, floppy diskettes, optical disks, Compact Disc,
Read-Only Memory (CD-ROMs), and magneto-optical disks, Read-Only Memory
(ROMs), Random Access Memory (RAM), Erasable Programmable Read-Only
Memory (EPROM), Electrically Erasable Programmable Read-Only Memory
(EEPROM), magnetic or optical cards, flash memory, a transmission over the
Internet, electrical, optical, acoustical or other forms of propagated signals (e.g.,

carrier waves, infrared signals, digital signals, etc.) or the like.
5
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Internet, electrical, optical, acoustical or other
forns of propagated signals (e.g., carrier waves,
w0 ndos@zses si gnal s, digital signals, etc.) or tpker/is1084/029611
5 WD 2005/ 029326 PCT/ US2004/ 029611 [ 0016] Further, a
desi gn may go through various stages, fromcreation
to simulation to fabrication. Data representing a
des[0§t6}ray Fuethersedesighenalego grouigh varivurstseagesf from creation
manners. First, as is useful in sinmulations, the
. e . .
o O P R il A M Pdbresent the design
. description | anguage. Additiqnally, a ci r%uit | evel
in 3 pumbelOf Mg el 15 usehildn siyplagepscthgprdware may be
produced at sone stages of the design process.
repiFesenbest sing a ensltwate slestiiptiat lasguiags bagrothee dGhctional
| evel of data representing the physical placenent of
. es . A . . . 6 e
e BB P R o P IR Rl it e o
techni ques are used, data representing a 10 hardware
trapsiefer gates MY bapraducedsyisens stages ofdhp desigadgerogess.
absence of various features on different mask | ayers

Furfthermnmekmoss designs, b soimestddierdarhedieatlest dth ethlesentil the
any representation of the design, the data nay be

: j . . chi_ne-r bl e i ym An
P BT LTl B RS TE B wher
generated to transmt such information, a nmenory, or a
conygyHenilsesrcenductar fabsication sephniqieds are usedi datamepresenting a
t he machi ne readabl e nmedium Any of these nediuns may

hardeairé yiodwl mdyneé ft datalspecifianl e PreseAbd BRABsence of various
i nformati on. "When an el ectrical carrier wave

I ndi k carrying.the gode or design |.s . N
T e M A N——

or re-transm ssion of the electrical signal is
In apgrepresertationefithe degigins thesdiga miyube stored imany ¢arton ofia

provi der or a network
machine-readable medium. An optical or electrical wave modulated or otherwise
generated to transmit such information, a memory, or a magnetic or optical
storage such as a disc may be the machine readable medium. Any of these
mediums may “carry” or “indicate” the design or software information. When an
electrical carrier wave indicating or carrying the code or design is transmitted, to
the extent that copying, buffering, or re-transmission of the electrical signal is
performed, a new copy is made. Thus, a communication provider or a network
provider may make copies of an article (a carrier wave) embodying techniques of
the present invention.

[0017]  Figure 1 illustrates one embodiment of a virtual-machine

environment 100, in which the present invention may operate. In this

6
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20 provider may make copies of an article (a carrier
wave) enbodying techni ques of the present invention.
wQ O@%/029386 gure 1 illustrates one enbodi ment of PEr/US2004/029611
virtual - machi ne environnent 100, in which the present
i nvention may operate. In this 6 WO 2005/ 029326
PCT/ US2004/ 029611 enbodi nent, bare pl atform hardware

emﬂ&cﬁnﬁeﬁ%a'fré ?f t?orﬁ?ﬁ?f&dz?&% 1&'0%5%1‘1@%%0%2% fﬁgg’ ppﬁform, which

capa exa executi'ng a sta

0 eratlng systen1 vi rtual - machi ne nonitors
may able, feR examp ol o3 &esutm@l%?n#ﬂél PRHLHBE 7 BEFY (Pl T
110 can be of a personal conputer (PC), 5 mainfrane,

virthalrahaehihedayhizers (VOVMBY| stichasvdds 125et -t op box, or
any ot her conputing system The platform hardware 110

ST S I ROREE IR M RN e

deV|ces) not shomn [0019 Processor 112 can be any
maipfzigae, aﬁdbeléls@eyrlcez Dostable ermpRtes satigp by, @rom)maﬂ@r

such as a mcroprocessor, digital signal processor,

confPutirgcsstdral The plaforrh hardwhee 1T0Nackides @s ikt dA& pAatessor
i ncl ude m crocode, progrannable | ogi ¢ or hardcoded

K D T o i "

120 can be a hard di sk a floppy di sk, random access
devicgsymebsjowRAM) , read only menory (ROV), flash nmenory,
any conbi nati on of the above devices, or any other

tyW@Ol@f] MBRFYcBEoTRAD Uih bE AR Be BY %&@ﬁ%&ﬁbaﬁfb?of executing
Menory 120 may store |nstruct| ons or data

erfor the execut i on,of hlo mbodi nents o,cr fhe
sof raég’esﬁltc \aetmclrgﬂrocessor digital 51gna processor, microcontroller, or

the like. The processor 112 may include microcode, programmable logic or
hardcoded logic for performing the execution of method embodiments of the
present invention.

[0020] Memory 120 can be a hard disk, a floppy disk, random access
memory (RAM), read only memory (ROM), flash memory, any combination of the
above devices, or any other type of machine medium readable by processor 112.
Memory 120 may store instructions or data for performing the execution of
method embodiments of the present invention.

[0021]  Each VMM 125, though typically implemented in software, may
emulate and export a bare machine interface to higher level software. Such higher
level software may comprise a standard or real-time OS, may be a highly stripped
down operating environment with limited operating system functionality, may

not include traditional OS facilities, etc. The VMMs 125 may be implemented, for
7



10

15

20

[0021] Each VMM 125, though typically inplenmented in
software, may 20 enmul ate and export a bare machi ne
wo ndoentaee to hi gher | evel software. Such hi gheeT/Ub®u€029611
software may conprise a standard or real-tine OS, my
be a highly stripped down operating environnent wth
limted operating systemfunctionality, may not
examplRG ivHErdwakl tdfewate, @enivadre) bit bea coiftinatidie ofMiods?5
may be inplenmented, for 7 WO 2005/ 029326
PCT/ US2004/ 029611 exanpl e, in hardware, software,
tec}mf%%re, or by a conbination of various techniques.
[0022] Wen running, each VMM 125 presents to "guest"
sH028kr e Wihen running eaely ¥MVIHED presents kaf gaestt reftwimas (ie.,
125) the abstraction of one or nore virtual 5

softwHRCHIhRe sh{rViak of TRV VWG 1325heaysihedrtief bhe o ale Virtual
di fferent abstractions to the various guests. The

ue f I nni on_eac M may include a uest
machsS TGS, THRGIMME Teg hal BrRSD: e¥isie AR s s
software applications (e.g., applications 136, 146 and
to thelBBjous@udstsc t Theegugst gefdwardsiumng sofeaah @M may include a
applications are referred to herein as guest software

guest% (ei%.gé gg@gt 34 934,104[2033) art ?ﬁiilot%’ L¥arsafthihie a.iag?l’cations

pects to access Pphysica esources (e

(e & ErgRine 496 1 b 1y EB ey iR DS T ot o

IS running. The VMV 125 facilitate access to
applicatimms rare sefdereidrte debgingu estesssaff twaned 03h10%amad i 5.ni ng
ultimate control over resources within the platform

NRIBYPT © Gt sbitwadel 63, 905 ahBA18ekPlets 8 L¥RIE phosithl

d 115 expect to handl e various events suc

exceptions, interrupts and pl o] events,. (e.q.,
TesourgRst(®-gl iPFAEGSSRr (8Sktens, Hﬁ&‘%‘?’ﬁ‘ﬁiﬁé H]S‘élé n‘t’ltF‘H’t %}Er%&l

(SMs)). Sone of these events are "privil eged" because
142 athdh@§2 oamieich ke paestiseftwaire is running. The VMMs 125 facilitate

access to resources desired by guest software while retaining ultimate control
over resources within the platform hardware 110. In addition, the guest software
103, 105 and 115 expect to handle various events such as exceptions, interrupts
and platform events (e.g., initialization (INIT) and system management interrupts
(SMIs)). Some of these events are “privileged” because they cannot be handled by
the guest software to ensure proper operation of VMs 132, 142 and 152 and guest
software 103, 105 and 115 and for protection from and between guest software
103, 105 and 115. The privileged events are handled by the VMMs 125.

[0024] In particular, a specific VMM is identified to handle each
privileged event. In one embodiment, a specific VMM is identified using routing

logic 130. In some embodiments, the routing logic 130 is implemented as
8
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the guest software to ensure proper operation of VM
132, 142 and 152 and guest software 103, 105 and 115
wa@pabshers2@r ot ecti on from and bet ween guest sof P@BEUS2080029611
103, 105 and 115. The privil eged events are handl ed by
the VM 125. [0024] In particular, a specific VMMis
identified to handl e each privileged event. In one
. [ i 7 '
mlcfcm %ﬁ@é@%@%ﬁ%’ad@. MdcpodiBRic. Th Bl igat A e
enented as 2005/ 029326, . PCT/ US2004/ 029611
routﬁlg #%&16 a§5 ﬁo‘%@lﬁﬁrﬁ% 8s pfvareeskling Bbaféeanwg% i pyyet other
ot her enbodi nents, the routing logic 130 is
embodihemerthedoating dxﬁ gindBeis iaspldinentéchasie tompidsitbn dfthardware
ot her enbodi nent, the routing logic 130 is
and%ﬁ? nted as a conbi nation of hardware and
ware. 5 [0025] Once a specific VMMis identified,

it will facilitate functional.it esir by guest . .
sofl0¥@d e whinre aspedfisiVigMilstd %@egfdhwﬁga%ﬁa%e ?w%wnahty
privileged event. The act of facilitating the

desfref &y et séfywhay while reta@sihg Sdfiinate eorteyl dvee thideprivileged
wi de varlety of activities on the part of the VMV

| eveﬁ% 5The;r %Iﬁso? fgcgfljtaw y 'tf\é f81f1ct§<§}1%1 M{Bth%é%ép@difbg?%d%g? include a

€ presen Inven
The systen1100 nay i nclude two or nore VMV

widexmgiety afjactbritiehen gheypamohtihe Viikisd 2213 hewa@ﬁétles of the
enbodi nent, the VMvs 125 run in parallel, and each

VMMA\MSZ&M no@ GiENiY eheCRBpE Of the pi"@sémMMkreﬁtl@ﬂ re 2
illustrates one enbodinment of such configuration of

o TRUAT  BRe M kDI W5 MR or BRORCHMERD 555 bPebuting

15 vMvs 210 throu& 214 is illustrated. Accordl ng to
on thkipdatéomh ihgudweareohl0. dormmesimbediarsttethe YVdvs 325/mn in parallel,

speci fic VMM when a privileged event occurs during the
and each VMM 125 can receive control from a VM. Figure 2 illustrates one

embodiment of such configuration of the VMMSs 125 within the system 100.

[0027]  Referring to Figure 2, an exemplary parallel configuration of
VMMs 210 through 214 is illustrated. According to this configuration, control
transfers from a VM to a specific VMM when a privileged event occurs during the
operation of a VM. The specific VMM is identified based on certain criteria as will
be discussed in more detail below. Once the specific VMM is identified, the
information pertaining to the virtualization event is delivered to this VMM, and
control is transitioned to it. For example, privileged event 1 occurring during the
operation of VM 202 may cause transition from VM 202 to VMM 210, privileged
event 2 occurring during the operation of VM 202 may cause transition from VM

202 to VMM 212, privileged event 3 occurring during the operation of VM 206
9
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operation of a VM The specific VMMis identified
based on certain criteria as wll be discussed in
waonoos/ozist@i | bel ow. Once the specific VMMis PCT/US2004/029611
identified, the information pertaining to the
virtualization event is delivered to this VMM and 20
control is transitioned to it. For exanple, privileged
GRR 308%o VM OPErAd Sitv e iV vildd 4B ¥urrin
mef {30k RS0 VAR O 2REL A S AR R kv
event 2 occurring during the operation of 2 y
duging dhe PPETEIOR A6V Y2 IIRY CBE5S RNSYIAR & : széf?ﬂ% 3@\41\4 214.
event 3 occurring during the operation of VM 206 9 WD

A 2BR5HORABZOV I /thiE2 BAAARR 96d Yirtealizativaeventmsd mayntransfer
fromVM 206 to VMM 212, and privil eged event 4

. i Cati . _
corfFEL AT VA9 I BEHOREERR{A, AL MRS PGB Edimen:
VMM t hen handl es the virtualj.zation event and m .
theytFeéercat coniol Fm BIMM & & WU peevedl BK expttiie ppgcial

was received. In one enbodinent, 5 the transfer of

instraetion The eransfeyM¥ilcontral b & VAEM gveW M s wfacad toberein as a
special instruction. The transfer of control froma

Y S AL ol BB o893 VDl ALK Wi

to herein as a VMexit. [0028] In one enbodi nent,
a Vifhenita VM exit occurs, control is passed to 10 a VMM
at a specific entry point (e.g., an instruction

poi [0028] Vallkehe@eibdiRaiedd whera VINIlekitalccB; Bbfigol is passed to
control structure (VMCS) that resides in nenory and is

| nt.ai ned. t.he processaor.. |.n another enbqdi t .
< VERAH SRRk B R S inp PO L BB AR Blpeased ima
redirection structure (e.g., the interrupt-descriptor
virtuabngachine ¢qrércg1rsmstst@r(\’il\268)r that residesain meniory eodus e
(1SA) of the Intel(r) Pentium(r) 4 15 (referred to
maltfhed B5tHeYrobéss32 IS dtheetn®bARhENS bdntraNK pRES&RT to a VMM

mechani sm known

after vectoring through a redirection structure (e.g., the interrupt-descriptor table
in the processor instruction set architecture (ISA) of the Intel® Pentium® 4
(referred to herein as the IA-32 ISA)). Alternatively, any other mechanism known
in the art can be used to transfer control from a VM to a VMM.

[0029] A privileged event may occur during the operation of a VMM.
Examples of privileged events that may occur during the operation of a VMM
may include, for example, system management interrupts (SMIs), INIT, non-
maskable interrupts (NMIs), hardware interrupts, interprocessor interrupts (IPIs),
etc. In one embodiment, if a privileged event occurs during the operation of a
VMM, routing logic is employed to identify a VMM designated to handle this

privileged event. If the designated VMM is not the VMM that is currently
10
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in the art can be used to transfer control froma VM
to a VMM [0029] A privileged event may occur during
wo b@sopse@t i on of a VMM Exanpl es of privil egedr/esmot/e29611
that may occur during the operation of a VMM may
i nclude, for exanple, system nmanagenent interrupts
(SMs), INIT, non 20 naskable interrupts (NMs),

dway €. | . i - : ,
T L S

during the operation of a_ VI routing logjc is.
deswmg%d% andéﬁntrpylsatwmwm ikt Ber expmRledPEVilgged event

privileged event. If the designated VMMis not the VMV

5 odcbﬁtin% dugigl Betdperatior§} VHINI/NDIR2P cAGH teia2ifidih 6296 VMM
operaling, the information pertaining to the

oBS P FOEE, PNt P B B Bt

privileged event 5 occurring during the operation of
conizohbadota¥M21e Hengasintintaragtions haymween MMM 21angd VMMM
VMM 212 then handl es the privil eged event and may

212 VRMMIFAD plagPatsielof Rackd. tAccdMingh) in ldeR@@nbddiment, a VM exit
i nteractions between VWM 210 and VMM 212, VMM 210

andtV R ey et S Bk RaR ekt AR <FIRRRESERL o the

descri bed above with respect to the transfer of
trarséartofaonbrel hebveen a/NMadda WAMNLiis userbtd ransfeneeiiteel between
control between the VM. 10 [0030] Figure 3 is a
the VN di agram of one enbodi ment of a process 300 for
handl i ng privileged events in a virtual - machi ne
le VI I oc

envj ment. havin |t . Th ss may be
coPbRllce EistiF acse dian ofggpm oidie boRisti, Qa BroceSs 300
hardware (e.g., circuitry, dedicated |ogic,
for handlingpeivileged gvents m avatoalemaechine)envirmpimenttavisg otultiple
as run on a general purpose conputer systemor a
vmaedi PR ﬁfiocess may be performed by processing logic that may comprise
hardware (e.g., circuitry, dedicated logic, programmable logic, microcode, etc.),
software (such as run on a general purpose computer system or a dedicated
machine), or a combination of both.

[0031]  Referring to Figure 3, process 300 begins with processing logic
detecting the occurrence of a privileged event (processing block 302). A
privileged event is an event that is not to be handled by the currently running
software. Such privileged events may include exceptions, interrupts, platform
events, execution of a “privileged” instruction (an instruction whose execution

causes a VM exit), etc. A privileged event may occur during the operation of

guest software or during the operation of a VMM.
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15 machine), or a conbination of both. [0031]

Referring to Figure 3, process 300 begins with
w@emsesseang | ogic detecting the occurrence of PEr/US2004/029611
privileged event (processing block 302). A privileged
event is an event that is not to be handl ed by the
currently running software. Such privileged events

Npao3ecl uslepeeaihg Btk 308] Brocesting lapiatibriminés which one
events, execution of a "privilege instruction (an

of thesFRYiEQLANERE Rl RO s RnE TG Pk nty

guest software or duri ng the operation of a VWM 11 WO
be bagghon ya0iers faErs\9eeh @4 chageteristign gbthempripilegaskevang current
bl ock 304, processing |ogic determ nes which one of

valueb B dB3ibhh eI nd difibBle b3tk &/ VIiVEs, Riplevati ¢ patitBBfers of
The determ nation may be based on various factors

h as characteristics,of the.privileged event
the VIS fiferd S et omelst By Rk oAt ot PRAFFmB e
VMMVs, operational paraneters of 5 the VMM,
determyeatinrn srimseg anghe tepesobthequislegedfevent as will be discussrd in
exanple, the determnation is based on the type of

greaté\ethfl béidve @efofURBkoR Wil Figup€4diis GHEERS ekAmplé GRE €7
detall below in’‘conjunction™with Figure 4. |n~ another

exanpl e, .the, determ nation.,is pa n current, val ue
deter it fodfoorl OPGLTE PP G B9 OnGSIoP PRLBURGH bY P of the

VMV as will be discussed in nore detail below in
multipleny MMs e willitterdid@uisbed) in mode detailylsglowniot doeyjumstmptvich

the determ nation is based on the evaluation of | oad

Figurg g0/ Iﬂrg/gg gﬂ&%e? Q%Iﬁgé? Eﬁ@&é@ﬁnﬁﬁati&ﬁs%d .Oﬁ‘cth@'!e{zglugﬁtoqul of

i'scu In great detail below in conjunction w

SRR TN T e SRt

[ 0033] Once the processing |ogic determ nes which VIVM
detailiteléw ihapdjunction with Figure 7. In still another example, the
determination is based on the combination of the above factors.

[0033]  Once the processing logic determines which VMM is to handle
the privileged event, it delivers information pertaining to the privileged event to
the designated VMM and transitions control to this VMM (processing block 306).
The VMM may then handle the privileged event itself or route it to guest software
for handling.

[0034]  Figures 4, 6 and 7 illustrate exemplary embodiments of processes
of identifying a VMM for handling a privileged event. The processes may be

performed by processing logic that may comprise hardware (e.g., circuitry,

dedicated logic, programmable logic, microcode, etc.), software (such as run on a
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15 the privileged event, it delivers information

pertaining to the privileged event to the designated
wW/bdvsard2d r ansi ti ons control to this VMM (pr ocBSEUSI04/029611

bl ock 306). The VMM may then handl e the privil eged

event itself or route it to guest software for

handling. [0034] Figures 4, 6 and 7 illustrate

9 J oo ust! L
gerffswlg{) e Egﬁgﬁt%&rﬁ_orﬁ REBSES ma%@m%'z, b2 RS infbYhdibn of

ng“a privileged event. e processes
botgay be performed by processing |ogic that may
onprise hardware (e.g., circuitry, dedicated | ogic,
progranmmabl e | ogic, mcrocode, etc.), software (such
as [0085]on Refering todiignood3necesH00B280%/ WA G bcessing logic
general purpose conputer system or a dedi cated

dett@%{’i’x% ff) occBireice BFR ??Wiie%@d QUeROdirin gl?g’oéteﬁﬁfoﬁrcffi(%%gt

gure 4, process 400~ begins wth ssi ng
detecti e _occurrence o rivileged event during .
soffare i IMNPBr GBIt it e or e aRIp b b dver siging
bl ock 402). At processing bl ock 404, processing |ogic

logiaiderntifipethet typetof plee pfivilagedeveritl &dpad, mproeadsindbogic determines
processing |l ogic determ nes which VMM is designated

which VRndlie deglg}éaiea%%@gg{ﬁgﬁégé&ﬁéﬁ% gﬁg{lg g;gpgeeﬁéb%smg

bl ock 406). one e , -~ eac

starjcally mapped to a articular VMM (e.9g., usjng
blogks felo 3@6’“?(?&“@3(ﬁmeﬁ‘traﬁ%gﬁé(?%%8d§ pgtically pdpged 0
determination is dynam c, as described below with
partieghar YN (€.gy using hdrdcyddd logi®)! heanethee @nttstdimeat, the
conmbi nation of statically determ ned VMV and

e TR L R M SR T

\ ile other event types may require sone
an%ﬁ%f@fﬁg%nmwtoe £98inasinat @ftst@trl\c%lardéiﬁ@na@deVMMaandn.
dynamically determined VMMs is used. That is, some event types may be
statically mapped to corresponding VMMs while other event types may require
some additional processor operation for the determination.

[0036]  If the currently-operating entity is not the designated VMM
(decision box 408), processing logic transitions control to the designated VMM
(processing block 410). In one embodiment, the transition to the designated VMM
may be accomplished by generating a VM exit. Alternatively, any other
mechanism known in the art may be used to transition control to the designated
VMM.

[0037]  If the currently-operating entity is the designated VMM, the

event is delivered to the currently running VMM (processing block 412). In one

embodiment, the delivery of the event to the VMM is performed by synthesizing a
13
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15 [0036] If the currently-operating entity is not the
desi gnated VMM (decision box 408), processing logic

w0 e@sseeeons control to the designated VWM ( ppODESBOHARIGIT
bl ock 410). In one enbodinent, the transition to the
designated VMM may be acconplished by generating a VM
exit. Alternatively, any other nechanismknown in the

VMRt fovh 2 VIVEM tb @tsEXf aNs hhdter emboddmehnt) théevent is delivered as
designated 20 VWM [0037] If the currently- oper ating

e b T DRSS DS BER e B g

In one enbodinent, the delivery of the event to the
thrommgh g ingerfugpr ni@elcrbgtos yahlpes causing a BSHDRBDSY VD326
PCT/ US2004/ 029611 VM exit fromthe VMMto itself. In

maﬁE%irﬁ&ﬁt rﬁHH@ﬁ' ITBRbuldi Bien&é@nhat £ valgéty\otHePechdnisms
be delivered in a non-virtual nmachine

envi r gnnent . ctor r h an {nterru
ke i P e pintec TSRS thE reidp R ARk SBRINE viam.

managenment node). It should be noted that a variety of

ot H8038tec hEigwes iHukivates anrexeinplarnt usagy dferaoessd 406 1n a

deliver the event to the currently running VMM

Vlrtﬁlgpﬁéx]chﬁ{egéﬂv@ro%méﬁ%vﬁﬁé 85 0 VVIBKS BB N EPGIfe &fnbodiment of
process 400 in a virt machi ne envi ronnent havi ng

theiFHgRaRt ForeriiaR ORe R P VIR (ko MO RPORF IESR2ly

exclusively designated to handle certain platform

desegreated t¢ bagdle ceytatreplatfonagerents (6.2t grsteprsandgenSitsnterrupts
| PI's, non-nmaskable interrupts, etc.). VMM 508 is

SMIE% ?Pfs,eﬂoﬁ %?ﬁﬁbl@ntgr@é{s%@ ) VAVNILES08Ms re fé?réPfHaas the

odi ment s e PVW desi’gnated to handle only

Pla&%ﬂgztvm Zlé{} Mg ogc}»nr{ggt dgr\rll% Qg}nlq{;wg Idtels%rr]lglced to
enbodi nents, multiple PYMs are used, each

handle only SMlIs. In other embodiments, PVMMs handle additional event types,

as well as SMIs. In yet other embodiments, multiple PVMMs are used, each

handling different platform events.

[0039] When a privileged event occurs, routing logic 510 determines the
type of the event. If the event is a platform event to be handled by the PVMM
508, routing logic 510 routes it to VMM 508. Otherwise, the event is routed to
VMM 506. As illustrated in Figure 5, routing logic 510 may route events that
occur during the operation of guest software or during the operation of a VMM.

[0040]  The routing of an event to a VMM may differ depending on what
entity was running when the event occurs. If guest software was running, the

transition to the VMM selected by the routing logic 510 is performed, in one

embodiment, via a VM exit. If the VMM selected by the routing logic was
14



10

15

20

handl i ng different platformevents. 15 [0039] Wen a
privileged event occurs, routing logic 510 determ nes

wo bes/orespe of the event. If the event is a pl apdDUS2004/029611
event to be handled by the PYMM 508, routing |ogic
510 routes it to VMM 508. O herw se, the event is
routed to VMM 506. As illustrated in Figure 5,

[ | oai ¢ 510 nm te events,that. ocgcur, . dyr.i
rus b St (e Oglfited 36 Bvdnanar vadling S e VA
operation of a VMM 20 [0040] The routing of an event
threggh avavienpf techenismspandessgibed aklose withrégaydwaFigure 4.
runni ng when the event occurs. If guest software was

FUNooay) t e ddedtTS detOfid VMM 8esiPAAREIREIRE &Y t& Afndle

routing logic 510 is perforned, inh one enbodinent,
i.a Mexit. 1f. the VMM sel ected by the routin
cerfdif Pl et Eheitp clipyBRis3 oA T ORERs BN BSEER Mk
when the event occurred, the event may be delivered to

vendugs YwO$ vendepls. dhakis, étallovis platfoami lsard waae veadors toatkvelop
above with regard to Figure 4. [0041] The use of a

thex@deer tHd\edsnd YNahedhe WMM)‘&EHE}{)&R?IJH rSm O8VeAlDrs.

pl atform events elimnates product dependency between

._har 5 yvendors, a vendors. That 1s, .t allows
STt oy PR s Ehiserte CodaLuaihe ot Kb I adependamly
second VMM (the PVMV) i ndependently from OS vendors.
frosi thielhard war©gendoods additiaie ¢ age bhisve YddMsgserfdrening
first VMMindependently fromthe hardware vendors. In

_ td _ t ¢ . .
SRR BRIl Uil Y MR LT, i ELRIER s
t hat needs to be validated for

CO@@E%?#‘J‘%‘%&%{?E%IEG%E;C@&%sﬁEPrtlB(' Figure 6, process 600

begins with processing logic detecting the occurrence

of [A042]i vi Refprding\te Riguiter 6, pyotdse 60D beginis anitly proeessing logic
detecting the occurrence of a privileged event during the operation of guest
software or a VMM (processing block 602). At processing block 604, processing
logic receives information that identifies the privileged event. Next, processing
logic accesses a resource (e.g., an in-memory data structure, a processor register,
memory in the platform chipset, a register in an input-output device, etc.) that
controls the selection of a VMM for handling privileged events (processing block
606) and reads the current value of a resource field associated with the identifier
of the privileged event (processing block 608).

[0043] In one embodiment, the identifier of the privileged event is the

type of the privileged event, and processing logic uses the type of the privileged

event to identify a resource field value associated with this type of privileged

event.
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software or a VMM (processing bl ock 602). At
processi ng bl ock 604, processing |ogic receives
WO pdosioemseé on that identifies the privil eged evRei/US2004/029611
Next, processing 15 |ogic accesses a resource (e.g.,
an in-nmenory data structure, a processor register,
menory in the platformchipset, a register in an

| NPEA44PUt PIH arklRUELEMbBHEMENT B idefARfiRBliRforfifition identifies a
sel'ection of a VMM for handling priVil8ged events

spediFe S5EF ol o FessGureif B Wik A RBVIGRI FYngy Th s

the privileged event (processing block 608). 20 [0043]
embadioreat,qrridoeisirgntogic dmaly zesrihie finput-ofitp @cerss wissasiptad with
event is the type of the privileged event, and

the gh@ﬁ@g@d Egeﬂtoaéférﬁ@ﬁés Wwht i ?Zﬁ? o%ftpﬁthe?dd}%bé/ is'k%ﬂﬁgiaccessed

vent°to 1dentif y a resour fiel'd val ue associ at ed

S e Y e

identlfyl ng information identifies a specific
with apihpotibptputaddressangs orivdtigdthe ddtetrhmedrinput-ogépiut
event. In this enbodi nent, processing |ogic analyzes

addrB& Belmcﬁ'g% dQHto?fételﬁE&cﬁ%rﬁSﬁl%Waﬁi&do%E Resdut€e fields are set

privi event, determ nes what i nput- out put address
ccessed,, 5 and, t hen s.this.in utp
urgeﬁj&@s@ﬂtag {26 adauaar bemadifiady It geotet BEbadient, the
wi th an input-output address range to which the

valulstefrthe nesburcpfielde whpbe dyaddiieslty baifonged Hyna YMM (e.g., a
enbodi nent, the values of the resource fields are set

maif A 55%8063* i ot 80 *2?@#‘9*%12@#52%2 .e| ds
can be nam cal ly confi gured by a VMM (e.g

knomdpﬁg&/ eplatarmnetsy dihis dppapie ) configegnion 9f tesoutce field
requi renents, the VMM s know edge of the platform

val@dstalloWd for dXMM’f@n@twﬁfaiig}ufcﬁbé partitforeels pusgtblyfinghrdving
security, system performance, development methodologies, etc.

[0045]  Further, processing logic determines which VMM is designated
to handle the privileged event based on the current value of the corresponding
field (processing block 610) and, if the currently-operating entity is not the
designated VMM (decision box 612), transitions control to the designated VMM
(processing block 614). In one embodiment, the transition to the designated VMM
may be accomplished by generating a VM exit. Alternatively, the transition to the
designated VMM may be accomplished through any other mechanism in the art.

[0046]  If the designated VMM is the currently-operating entity,
processing logic delivers the event to that VMM (processing block 616), as

described above in conjunction with Figure 4 and Figure 5.
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values allows for VMM functionality to be partitioned,

possi bly inproving security, system performnce,
waleashzgseent met hodol ogi es, etc. [0045] Furt hePCT/US2004/029611

processing | ogic determ nes which VMM is designated

15 to handle the privileged event based on the current

val ue of the corresponding field (processing bl ock

61 d, ji.f.the currentl y-operat,i entity i s not. the.
ool chesormrads Fish 7 asoenes00 Begint mith RiocBeting dfsic
to the designated VMM (processing block 614). In one

detetipgathe®nturrehe ofraapsvileged éwent lierthesthgrateeatiaf guest
be acconplished by generating a VM exit.

iy . o . N

so fEEREE VM pro RS ARELTRON APPSR, el bl
art. [0046] If the designated VMM i s e .

logig e@%réwewgﬁspﬁﬁ@eﬁﬂeql PHramefest Chtg}ﬂ}/%\é i thissysiems
the event to that VMMM (processing block 616), as

Nexdgesicedsinl bdydy evalnates nhel pesoudre wdalge abidyor doatl pmthmeters of the
Figure 5. 16 WD 2005/029326 PCT/ US2004/ 029611 [0047]

VMR i the T&Sn{ei‘?% glk %@%@%ﬁ?ﬁ% Sﬁ{oﬁegs%’ Bﬁ%k%é)(‘%#l@ determines

processi ng € occurrence

privileged event during t he gperation of guest
whish MMt i the bestaandights desbandling tmprml%geament based on the
processi ng bl ock 704, processing logic identifies

abov€id bflansagenaladnipreieetiag bledk Fasyh FuMier, rif theecurrently
system 5 Next, processing |logic evaluates the

opel R G F AR RO AR EIERRRS e ebfeonthtiBe)

and determnes which VMMis the best candidate for
(dedisianboxg 12h @rpegsyiniglgeis teansitionsaeuiralto the idexdidied YVEY
bal anci ng eval uati on (processing block 708). Further,

(prdc@séiﬁ% biddkIAES .| th ofPemdbi e the ttahsitibAtto theiddMfiedarMMm
was identified as the best candidate 10 (decision box

may e gGaR oL PO fink S A O R1eE8MBly, 1 bsition to the
identified VMM may be accomplished through any other mechanism in the art.

[0048]  If the designated VMM is the currently-operating entity,
processing logic delivers the event to that VMM (processing block 716), as
described above in conjunction with Figures 4-6.

[0049] Thus, a method and apparatus for handling privileged events
using multiple VMMs have been described. It is to be understood that the above
description is intended to be illustrative, and not restrictive. Many other
embodiments will be apparent to those of skill in the art upon reading and
understanding the above description. The scope of the invention should,
therefore, be determined with reference to the appended claims, along with the

full scope of equivalents to which such claims are entitled.
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(processing block 714). In one enbodi nent, the
transition to the identified VMM may be acconpli shed
whyoogemse@ti ng a VM exit. Alternatively, the trPemEs100009611
to the identified VMM may be acconplished through any
ot her nmechanismin the art. [0048] If the designated
VMM is the currently-operating entity, 15 processing
| ogi c delivers the event ¢patiNgsd VMM (processing bl ock
716), as described above in conjunction with Figures
Thus, a nethod and apparatus for handling
prle%ggéaggggﬂF% using multiple VMM have been
described. It is to be understood that the above
1. des@mnethiodreamepiisingnded to be illustrative, and not
restrictive. Many other 20 enbodi nents will be
appasteting 8n bbasRee stk plivildbdd@ et upon reading and
understandlng t he above descrlptlon The scope of t he
tlon .sho r ef.or ed wt
errEHBREE YD eppanaaiariy AE virhdgecling Sérmtor gYMMS)
scope of equivalents to which such clalns are
is te handledie privilaged@y8nH20826 PCT/ US2004/ 029611 CLAI M5
What is clainmed is: 1. A nethod conprising: detecting
an Q&RHibRI 091ftr(ﬁ t@géuw d&%%@pﬁ%hioﬂ%@m ni ng
whi ch one of" a plurality of vir chine nonitors
(VMB) is to handle the privileged event; and
transitioning control to said one of the plurality of
VMVE. 2. The nethod of claim1 wherein the plurality
2. of Thévmethnd afidsina Inmthereb® thépluaality cofeV MiMsrimcbudes a main
paral | el VMVk.

VMM and one or more parallel VMMs,

3. The method of claim 1 wherein determining which one of a plurality of
VMMs is to handle the privileged event comprises:

determining a type of the privileged event; and

identifying one of the plurality of VMMs that is designated to handle

privileged events of the determined type.

4. The method of claim 1 wherein determining which one of a plurality of
VMMs is to handle the privileged event comprises:
accessing a field associated with the privileged event in a resource; and
identifying one of the plurality of VMMs that is designated to handle the

privileged event based on a value of the field.
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3. The method of claim1l wherein determning which one
of a plurality of VMMs is to handle the privil eged
weEes2sonpri ses: determning a type of the preartuemedo29sil
event; and 15 identifying one of the plurality of VMV
that is designated to handle privileged events of the
determ ned type. 4. The nethod of claim1l wherein
det I I
5. har B S 230 FeirPHR 18 akdidthg s Bribfleged
field associated with the ?r|V|Ie ed event in a
evepbisqutield; asseriateddetthiartypAG! Sherayilesrd pYaittal ity of
VMV that is designated to handle the privileged
event based on a value of the field. 18 WD 2005/ 029326
PCT/ US2004/ 029611 5. The nethod of claim4 wherein the
fiehd 0C | '
6. ac ol RERERL P ety Rudelfh el SORRIBKA R ndplibinie
met hod of cla|n14 wherein the field associated with
evenhis pti¢ldiassoaiated withan inpuiroptRytadeysssciaage do whigh g input-
i nput - out put address range to which an input- output
outpltla@sesobf tHéepﬂﬁlé'%rdde@&dlt belmgsbel ongs. 7. The nethod
of claim4 wherei he value of the field associated
with the privileged event is either predetermned or
dynam cally configurable. 10 8. The nethod of claiml
wher ei n determ ning which one of a plurality of VMV
7. i s The methiideof deirlpguwhqzregbalee«pém ot thepfi¢ldessociated with the
eval uating resource usage paraneters of the plurality

priﬂiegt\éw\@en@ﬁdeltheg ?ﬂfédlét}éhﬂﬁ’le@lr& dynaﬁfiﬁany doafigtivabdé. VMVE
th is designatéd to handl e

8. The method of claim 1 wherein determining which one of a plurality of
VMMs is to handle the privileged event comprises:
evaluating resource usage parameters of the plurality of VMMS; and

identifying one of the plurality of VMMs that is designated to handle the

privileged event based on evaluation of the resource usage parameters.

9. The method of claim 4 wherein the resource resides in any one of a

memory, a processor, a chipset, and an input-output device.

10.  The method of claim 1 wherein the privileged event represents any one of
an interrupt, an exception, an execution of a privileged instruction, and a platform

event.
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15 privil eged event based on eval uation of the

resource usage paraneters. 9. The nethod of claim4
wOoes/era2d¢ he resource resides in any one of a PENMUS204/@9611

processor, a chipset, and an input-output device. 20

10. The nmethod of claim 1l wherein the privil eged event

represents any one of an interrupt, an exception, an

ox . e i\ , : . I
1. 2 ore St BB S A P Os B Ty L &
met hod _of claim 1 wherein the privileged event occurs
opexpiiomgf gHes seitmiaren of guest software. 12. The met hod
of claim1l wherein the privileged event occurs during
an 5 operation of one of the plurality of VM. 13. A
system conprising: a plurality of virtual machine
AN v . . . .
12 oo R HoT P ain T QUL B ROl R B upipg an
which one of the plurality of VMV is to handle the
opesatien pbgeeiobtharplurality afd/MMsansi ti on control to said
one of the plurality of VM. 14. The systemof claim
13 wherein the plurality of VMV includes a nain VMM
and one or nore parallel VM. 15 15. The system of
cl aj rei.n. the routing logic is to determ ne
13'\/\hiAcg]y%t§Iepm@°§Ps%lﬁlggpl urality of VMV is to handle the
privileged event by determning a type of the
pr iaplusglity efdriual méhlr@éﬁt)nﬁwsr(é’l\ém)kﬁnd he plurality
of VMs that is designated to handle privileged events
of rolieingdabgicth etect ¥ABCcurrence of a privileged event, to determine

which one of the plurality of VMMs is to handle the privileged event, and to

transition control to said one of the plurality of VMMs.

14.  The system of claim 13 wherein the plurality of VMMs includes a main

VMM and one or more parallel VMMs.

15.  The system of claim 13 wherein the routing logic is to determine which one
of the plurality of VMMs is to handle the privileged event by determining a type
of the privileged event, and identifying one of the plurality of VMMSs that is

designated to handle privileged events of the determined type.

16.  The system of claim 13 wherein the routing logic is to determine which one
of the plurality of VMMs is to handle the privileged event by evaluating resource

usage parameters of the plurality of VMMs, and identifying one of the plurality of
20
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20 16. The system of claim 13 wherein the routing
logic is to determ ne which one of the plurality of
wW/hivs/02s2¢ 0 handl e the privil eged event by evabadEUSI994/029611
resource usage paraneters of the plurality of VMV,
and identifying one of the plurality of 20 WD
2005/ 029326 PCT/ US2004/ 029611 VMV that is designated
TR
VMfls DTS Bl AR YA AR b SR L) M8 bn o
13 wherein the privileged event represents any one of
theSGWrFﬁﬂ@Mranﬁe@xceptl on, an execution of a
privileged instruction, and a platform event. 18. The
system of claim 13 wherein the privileged event occurs
during an operation of guest software. 10 19. The
sy | ai Lyi
17. Sﬁﬁé&%}%nergl 6)2 cle 1&131?"% géﬁﬂ t}ttc?ﬁ{lgflé%%ci rgfﬁg#{emw&e of
20 A system conprising: 15 a nenory haV| ng stored
an ifeIrEpPh aguRxsep e taRexecution af 9|mwaleg€gi ipgtrygtiqny and a platform
machi ne nonitors (VMMs); and a processor, coupled to
evenpe nenory, to execute the guest software, to detect
an occurrence of a privileged event, to determ ne
whi ch one of the plurality of VMW is to handle the
privileged event, and to transition control to said
one of 20 the pI urality of VMVs. 21. The system of
18.c| aftwe g6 tethef slaimt Kewpprginlthe prigilegadevemsicoaessduringan

operation of guest software.

19.  The system of claim 13 wherein the privileged event occurs during an

operation of one of the plurality of VMMs.

20. A system comprising;:

a memory having stored therein guest software and a plurality of virtual
machine monitors (VMMs); and

a processor, coupled to the memory, to execute the guest software, to
detect an occurrence of a privileged event, to determine which one of the plurality
of VMMs is to handle the privileged event, and to transition control to said one of

the plurality of VMMs.

21.  The system of claim 20 wherein the plurality of VMMs includes a main

VMM and one or more parallel VMMs.
21
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VMM and one or nore parallel VMvs. 21 WO 2005/ 029326
PCT/ US2004/ 029611 22. The system of claim 20 wherein
WO b@speroeessor is to determ ne which one of tPET/US2004/029611
plurality of VMVMs is to handle the privileged event by
determining a type of the privileged event, and
identifying one of the plurality of VMMs that is 5
designated to handle privil eged events of the
determ ned type. 23. The system of claim 20 wherein
the processor is to determ ne which one of the )
22. pl dlhel gystenaof vheim 20swhereim Hif pracResosis (0 detgeming whichygne of
eval uating resource usage paraneters of the plurality
the %"i\}l@ém of ¥MiMisG€ S havdleghe pﬁivﬂfe%éd] evéntiyadéteymiingQ type of

that is designated to handle the privil eged event

the B3 ieged YR Ao RIS it AEDEHI ST AP RORL R &
t, an

event represents any one of an interrupt,

desigragg tohandla privdleged erents of the deterageed fyps r uct i on,
and a platform 15 event. 25. The system of claim 20
wherein the privileged event occurs during operation
of any one of guest software and one of the plurality

2. n I RIR ST i i LREOTR TRy i THERELE Rfth one of

system cause the processing systemto performa
the pidraditly of W/ Mistis tdhandip the prigileged eventry ewaluating resovece
of a privileged event; 22 WO 2005/ 029326

usa %yai‘é?gg’@fé Q@@@Huf’aﬁ&ﬁ WV'MN'QV@M{?/HB ;i‘él‘er?ciﬁirﬂg ofe Bf tHeFplukMity of

virtual nachi'ne nmonitors (

VMM that is designated to handle the privileged event based on evaluation of

the resource usage parameters.

24.  The system of claim 20 wherein the privileged event represents any one of
an interrupt, an exception, an execution of a privileged instruction, and a platform

event.

25.  The system of claim 20 wherein the privileged event occurs during

operation of any one of guest software and one of the plurality of VMMs.

26. A machine-readable medium containing instructions which, when
executed by a processing system, cause the processing system to perform a
method, the method comprising;:

detecting an occurrence of a privileged event;

22
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is to handle the privileged event; and transitioning
control to said one of the plurality of VM. 5 27.

wa b@swoeocké ne- r eadabl e medi um of cl ai m 26 wher eP@T/UB®04/029611
plurality of VMW includes a main VWM and one or nore
paral l el VMVs. 28. The machi ne-readabl e medi um of
claim26 wherein the privileged event represents any

onede?%r ' 'gilé‘%{ié}ygﬁe ofd Pﬁﬁ%ﬁ bPPirt S BEW iR ngMs)

privilege rnstruction, and a platformevent. 2
. The nachi ne_—r,eadgbl e medi um of claim26 wherein the
is tyhandledye grivilege epetypRd dur i ng operation of any one

of guest software and one of the plurality of VM.
23 transitioning control to said one of the plurality of VMMs.

27.  The machine-readable medium of claim 26 wherein the plurality of VMMs

includes a main VMM and one or more parallel VMMs.

28.  The machine-readable medium of claim 26 wherein the privileged event
represents any one of an interrupt, an exception, an execution of a privileged

instruction, and a platform event.

29.  The machine-readable medium of claim 26 wherein the privileged event

occurs during operation of any one of guest software and one of the plurality of

VMMs.
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