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operators offer international roamng to their
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consi stently declined due to increased conpetition and
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eld jpcreased nobile penetration in
Bac@?ﬁparﬁrtﬁgtﬁétmqogﬂ increase in travel. Various
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re utbo d roamer tor ister with, when | .
travefihe offdbd, Spart R eltte Mz, el JolftdhRa5d whing et Breign mobile
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004] Net wor k operators can maxi m ze their i ns and
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grows WW sBfIeSpéeddLB e iNerehs&d mdbidAEIAtIPOREBCal markets and
PCT/ US2006/ 009063 networks froma HPMN, they may roam

an ingrgaseoifetravglo \G@riausr ketworkippesatershaye preferred bilateral roaming
agreements (“partnerships”) with each other that include more favorable roaming

charges than non-partnership operators. Therefore, “preferred” visited networks are
those that the home network prefers its outbound roamers to register with when
traveling outside their home coverage area. = Non-partner networks are “non-
preferred”.

[0004]Network operators can maximize their margins and the roamers can get more
attractive roaming rates and services if roamers roam on their home mobile
operator's preferred (or partner) networks. When the subscribers roam into visited
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time, based on various criteria. These VPM\s may al so
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PWMN and may even be the "preferre net wor ks. _
HPMHﬁ ARG dafligand e i"ronwieiesied’ oiPMMatetverksavdl gat a low
- - . - t M
percd 6 o Witioing 42 e MBI oL EEOBGRAARIER 2R by an

HPMNnogerbéarecanTeprjentrean oo praferrel asRMEN operaiterergfahBolimte roaming

mobi | ¢ hapdset ,to ipitiate again a nunber of .
revenues: 5§?@?E@ﬁsame§ﬁp{}§w‘ HPRETEENS oWl | Bave a martersiipkwith the

| t ‘ 0 , o
HPMISJQ%rgj; en\}ét% h%%g%a?gsfﬁowgyn tn E%*&bel:%@ﬁ%modﬂ gf a@olirém? rqe%lrectlon
that is baaed pn rejpetion etmopdimaguttordabarbiechnizfuesrgetieratedetwork errors

net wor a depl oy, a.formof traffic _redirection at
to the’ Ratediaisg?s dRliohidtiackn g apriasaiien of B Bpprsgombels the
- b IRk the t idh] -
ObIERNCLSAKS T todeln o ST I5 o g R TR THE cap overoad

the nelwarl injerface hetwgrratheddBMMNand iies ¥PUHNN net wor k

t to,relinquish the  ,con of the subscriber
0006 G SRS heTacdR ke i 1ie PN Sgeiatorst nos country, some

competih§MBhd YWdrpRf&eed PN NS %t\ﬂc?rtlﬁ(‘éo%\i‘sof Qfetp?év 4 SN of traffic
I rk | 0

. such as failure of the SI'M netwo | st produce
redirecign &t thaeir end do retajs hednbeund manoeis. by SPPINQUBetroleaking out of

teir S5t T8 0B RO BEEseRR R Tar R o8 AR VN Gperators.
would-BENdRRevahyesnd fal thesd® VM dletwoMkoBpErdtbaf té Gelinquish the
redirecti on by conpeting VPWN operators. 2 WO

contralo@feiheosiausriberreysn ouBem @obardsal hast iriiafedi pregiatration attempt
wit PRI Ao 14/ AR Sch U8 AR, 6L S Powork s
to produce registration on a preferred network.

[0007]Due to one or more of the above issues, there is a need in the art to counter
outbound traffic redirection by the HPMN operator and also to counter inbound traffic
redirection by competing VPMN operators.



[O009]FIG 1 represents a systemfor controlling
traffic between a Hone Public Mobile Network (HPM)
Wa@aea%Bsi ti ng Public Mbile Network (VPMN) 0PCEUS2006/009063

. am ng,. no 6e station, in accordance with an
B"efeﬁ‘ﬁﬁﬁf'ﬁgﬂp {DEYUNGSyenti on. [0010]FIG 2 represents a
[00021]I OV\W@ﬁé drawi smftﬁé‘%%rﬁé’brcé?miléf)'r f‘emﬁ ﬁﬁfﬁ&ér@%éﬁtﬁg similar

MN and t MN of a roam n e station
elemsatﬁo@rd@ntee with an enbodl ment of the i nventi on.

100031 GfE- 8 1oRSereHg 8 YEIaTE. b GRIIPIING: FafiyReaoers o MR Publi
Mobiff N@twmn(lew %‘nhea %’;ﬁtﬁr?gépubhé‘ Nﬂib?l%rﬁ?tg@%wr’@msof a roaming

anot her enbo I nventl
mObllﬂe%iﬁE@@ﬂﬂ@G@ordamedMﬁgaamtmdmnent ofihhedhventipmal i ng

0016F RS TR A oWy, @ﬁ{r}%ﬁ%gﬁﬁor Sonralinggatic between the
HPMRe id ﬁhéOK}’P[l\@lQl%]’Aa ”@aﬁﬂﬁ ﬁfobﬂ@”%Léﬁo'{m mtarc%%ia‘hce with an

bet ween a Home Public l\/bb| Net wor
embogigient abtheubvertiambi | e Network (VPMN) of a roaning

[00113!?3 k?ée%te\} %58% l%:bgé%né %rfga q‘}’%‘%{fog%ewg% rc]igfn( gﬂB{r I?IBQ tiaffic between

the HRIMINI 8i9d P MPMKE 6t 4 96amy RIEHAE \§tator NR e?d&%ﬁ@él%%'\wth another

at_|east one registration nmessage bet'ween t
embaogimenhef thenrventi@s. met hod further includes thwarting

O ik o T I ——

the VF’MN gindathe HPNMIBE frmgecordbrceith @in émb@dfn@éht?dfftﬁé irﬂ,‘éntlon
response nessage thwarts the TR attenpt. [0014] A
system for controlling traffic between a Hone Public

MO k (HPMN) and a Visiting Public Mbile
Detal:@?Ue%c of a roamng nobile station is also

[0013 P& owiethet ffihe:oslmtlmm trafflcubetwee Ra pHolme Faiblid eMRbile NHetwork

(HPI\/&ND)t Ll I\?gilpg#u%ig I\gcgggR) Wborg g/t,l-l\éfegfga trggmlrrgnag]pbgﬁ(gtatlon is
prowdéiﬂ' Thé FhoPBdRERRES db?fa&tr@; al i?§ff|¥P Bod Q?F{g'%mpt for the

he system further inc anti uni t
roammgv\mqllllagsilahenThyaobmmmngeseaxdhagge)rm‘ at leasteone registration

mess%@%&%‘ﬁ&%@n ﬂé@@ﬁ@nsedﬁﬁa@a@ 'IL & 0 e er];}%%utact:]udes thwarting

the d&tetted T R[él%ﬁﬂ)tTWséﬁﬂthWn%go%%Fé Péﬁ ét?é‘tlcﬁf ﬁéeﬁq’ﬁ% Inessages in

specific details for a thorough erst an
respoagg bio H’gatdé@gﬁiviﬂqr‘omes&agearTth)m‘@odmmtmgm‘tratlon response

006/ 099388 PCT/ US2006/ 009063
mess%é ir}vg%@% oHe E@sﬁtéﬁ'éATRS) However, one skilled in the

[0014)AY tsystdrh fmdebﬁﬁ@lﬁlek?tti’@flctb@twe@ﬁRﬁ WnSePQbW&tMSSH’e Network
W t hout t hese det I n other instances, well-

(HPMY) angt g Visiting, R ublie Mabda Nefwosk AP MNeaf asmmlngrmoblle station is
also pr&AaL4 PPl sPstaRT Alcludk8 YR Slobe for detecting a traffic redirection (TR)

attempt for the roaming mobile station, by observing exchange of at least one
registration message between the VPMN and the HPMN. The system further
includes an anti-TR unit for thwarting the TR attempt by sending one or more
registration response messages in response to the at least one registration message
received from a switch.

[0015]The following description provides specific details for a thorough
understanding and an enabling description for various embodiments of Anti-Traffic
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unnecessarily obscuring the description of the
enbodi nents of the ATRS. The headi ngs provi ded herein
wae@ehom3sgonveni ence only and do not affect theCHUS86/009063

ing of the claimed inyention. AgticT
Redreptat Bystn AT e Somener ey SN 1ol AL FeBp gt e
atrs GAIhS BRANBER, fhlic pRdel derailotin! eubist istindadPbl-known

I'i'c Mobile Network (VPWN) 104 of .
structfes TAITfOSCtENE havetmot baer 0810Wh Gic 6eserfifsk ity defaij fo avoid
enbodi

odi ment of the inventjon. . The o i
unnecsssariprobsceripgrthe FeserRtipn; &f l%%n%@?gwtgo@;m ATRS. The
.oper a in YR véifencthbhly arid id® metaafferd thesoope or
headings.Py %Oﬁbﬁ'%lrll ;ér%/l#érvg%bodi nent o? the invention, the
meanng’MNtﬁéLaaﬂrﬁéd irsveintiorgrated with a VMSC in the VPWN
104. Notw t hstandi ng, both the VPMN VLR and t he VMSC

._may have different |ogical addresses. Subscriber
Anti-TR ptaMdat a corresponding to the roam ng nobile

00161} 1 F8préientd & sys@im 00nfotfebitrblliRg Heditic Detwsenyatiprg Public
corresponding to roanm ng nobile station i06 I(ﬁ/fl\ﬂﬁsq64ofa
Mobile! Siedgorn(HRIVIEY 12 anthp \83itng Pﬁ)ﬁlcal\ﬁo@fwe warky
i nternatiopal P2 : i i tion. Th
roamibG A Sishad 15 bbbl dnitRbodiiferitba iR mygntion. The
roami@'ggﬂéﬁii@%tétrdhhHbgqburaerdatﬁer) Theosingoteds taeac MEMM operator at a

VPMNNE R/PE, white 108 ARG (1a HEMIL {02 1o phsaRaR NS of th:'

11 i j . ; \ 04.
ekt SPAESUE TS s o v o4
g 4 S A s oy
addressesr Qebsartbes pueiier %C{qgeﬁ%%ri\@gg b gﬁlegﬁérﬂ@ E‘OMﬂye]sQ-e?mon 1.06
is stoB%Lﬁgﬁgl\)ﬁg HlvFngTﬁB ﬁné&?ﬁ‘d&rﬁs@bﬁdd@ tometansing mobile station

n er words, traffic

106 i€ Relite@ eisingrar| FRmiatiopale BP et gt WRMIpdP4Esd inferppiagal STP 2
1 to redirect the. t

114 G0BPMNSTH T sloralb b Bt HEMF IR B Ne 8y Rnoariod

even

it i PNNel§ianaeyervieagedamtwgen HPMN 102
vsnd SR P e s st )
and VPREN i103 afe MOARi basetbisignelsst Hhe 3iPbe g@ﬂ Jotgrgts wi
. barr ed erafqfs.in VR f tion, th
o SonshsBEAL i d YD, £ e Bripuande! cunncon, e

0 Inc es an anti-T

switcgﬁlg%l\}gﬁh%%&ihgtsmm VPN 104 traffic between HPWN 102

o detect the TR atfenpt and er eaf

[001791‘!@@!it:téfim@omaaydmgetgsg@@yngdnpfﬁ%,sﬁat[%1Q§tlgc@gkg§tﬁd by an

A a1 (5 | iR6 nheYiRNEia@Bn 106 W “preferred”
ovesgniy Bouay B BRSSPy o g 108 4 prrres
(or @gﬁ/‘l\?&‘ﬁ&uwefbh@ag hetwoek operatde im IMRMN 894+ i etherj words, traffic

eV 104 to counter the TR ttenﬂale\ﬁ}g{i@d tP%?%@Xraﬂic of
redir@att@mb'ﬁ?)atsoprqf@rnpﬂ\/hylm opegfator - i . ﬁq £
roanﬁ&élr}{g&f'e AP 188 801 48meNstneR rdhivbrkl Bperator 12A/PMN 104 even
though the operator in HPMN 102 may have roaming relationship with barred
operator in VPMN 104. The steering of roaming mobile station 106 deprives the
barred operators in VPMN 104 of the revenues from the inbound roamer. The
system 100 includes an anti-TR module 120 that monitors the traffic between HPMN
102 and VPMN 104 to detect the TR attempt and thereafter provide necessary

messages to thwart the detected TR attempt. In one embodiment of the invention,
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enbodi nent of the invention, anti-TR nodul e 120
nmonitors the signals exchanged between swtch 118 and
WO paoen0vmsss onal STP 1 112 in VPMN 104. This i s Perf/E82006009063
er .enqhodi ment o

. j [ ing. | f
ant- R AoAyERT 20, RRIERroN Hinsenbaae0 (9t ARRErS0) mbwRkrptia VPN
104 t18oGh @R Hhe t Eft@@&\ 8%¥@aﬁ§r;hgfébagll e ® %I}%ttéaili%wn HPMN 102. The

Further, switc i s con ured’'to ass

anti-ERc madye di20t nelustesl satR prober 432 samchtanoantiekR agdt 484. In one
r ion,r se _nessages, be

embbgiigti s g RV Eion: ARt (R o445 T M oroBes pighals exchanged
betwbleA &vitchiel 9&md Iféinadioral STRBI 2 &f VPN TB42rhRMBlrefd¥red to as
the TR probe 122 within the anti-TR nodule 120 is

passpyer maniengnin weothsreembediment ofbihepinyentienmenti{Tdt inmedule 120

sl A RCTEN SaBG O, SHEER LRI STRI Y. Honer, st

118 isasyriigatecdoto aédist ifldxchang@of tid &Bleadt oA Gedistration message and
ectively. g stem for detection of HPMN TR [ 0018]

res
the qne ghm@rreglﬁﬁ PMERSPATSEt MEessages bewveenTRAMNLE21 Znd anti-TR
; [ I.RL: of l-8as
oit P24 ST o1Eh 5 TRert, oEIEEHIBENG B Bfhing| o ¥ Sktamot
the TRIpcetss 188 ssitiie shé moth TRenddRNR! 120 isgsaforared B W nivtes, either
or .nore reqgjstratign response nessages from VPVN 104.
by PaysIY BRNICHPGRY, PRV MRNTORNg e S9naing: babusen HRVINL 02 and
ACKo ST )ark ! : : for I
VPMICEOR! BON MRSFRARS o P Bahes M hEhcLGRNANTEIR, Srafit Fies. 3
and 4 respeictivelgse, TR probe 122 can deduce that HPMN 104
is doing TR toward VPMN 104. In anot her enbodi nent of

hee i_nyentj.on, 122 receives a LU ACK error
Syst fsoa(gcgeqf%.'ﬁr.' °§}§?'@hﬁ3§i | ure, unexpected data val ue,
[00183p0dRotheR SBbBEInsEHtdI MRS AVRhE6N ETR)prbSe 420kt UTR attempt by
consecutive LU nmessages from VPMN 104 on t he same HPWN

checkingggRaipt ®hrmirleast. ene of ne e miraermybinessages aod one or more

[ , rob pnfer that HPMN . .
sucodmedsaoh Foria, PRI 2Fscb035 Bolbtl B GEmd Rgstatin
resparset messsagesdirorntVRIVIN @4 nYRNpbrslis T2 rhaperebéRe only error

receives the error nessages of "Roamn )

Not Al | owed
MesSEO8S e dhilhd AR EFIOE TBRSRES] HoTh i BEIMNG 1 (Gateway) for all the

L AR e L SEA 4B, BRI FRBEE4BL ol o2 o
deducesthatt HRMN I104ciandaing &R tdvaardHZPNIN 004, 9n _airtdtlﬁ?éﬁ)%rinbgdiment of
the InVRPBHRH LR, ProRe 122050hEs 7 bLERGICoTolamenrage (s syeism failure,
unex eéu%%ssva'ﬂ?ésé%ﬁ, (ﬁi&i%&wﬂﬁ]aﬁﬁﬁefgg%Oﬁﬁgé%gned four

PCT/ US2006/ 009063 message)” i nt er
consedRiiMeiLiboessagesfrom WPMIN 04 arothiei e IRMNi inbeurvdhtoasher (i.e.,

th rdePolRbois e ARSI S B R 5 eb A G 102
is doih§ TR BgahseVPMNpY 0fPMN 102. I'n yet anot her

[0019]In yet another embodiment of the invention, TR probe 122 receives the error
messages of “Roaming Not Allowed” or “Roaming Restricted due to unsupported
feature” or “Roaming restricted due to Regional Subscription” on a HPMN roamer the
first N (e.g. N=1) times but not the next time. It can infer that HPMN 102 is
attempting TR against VPMN 104. In yet another embodiment of the invention, TR

probe 122 receives the error messages and success messages (e.g. LU ACK
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enbodi nent of the invention, TR probe 122 detects the
TR attenpt in case the ratio of the error nessages to
WO bwe®s8ess nessages i s greater than a confi geeHDE®06/009063

m es%@:ﬁ?gr%%nﬁiybpmaexe e}hyl}/lmmﬁoyd G]T.Sn'@sr \él?hln a configurable

t f t
mter{/flgfff)fetlﬁﬁé ézz \Agec%]r@/\émwlr%gﬁtaﬁdtﬁ% FAIQ/QN&%M{ gfcfé{‘%{ ‘H'oblf Ir[rblgnod In this

caserrglsol, el Bt pioben1226nfers thecdRdatiemphitiyh l—ﬁ?MNer‘rﬁadllmwﬂt another
emb it of i e Mono 5 itoBe ST22HER TR BTy BTy ot it case the ratio

of theeiroprhass t/@hey dudeBhd Qﬁéé&g@éd%) gFélﬁenS'tﬂéW'é rﬂ:@)nflgurable
bet ween HPMN 102 and VPMN _104. At step 202, the

thresholt(?). Adrexareplaparalug of AS0EI1€ paraenton 106 i s
detected by anti-TR nodule 120, by nonitoring

\) A change of at |east one registration
Monﬁgﬁﬁg m’é‘e Rv\'gtémPM\l 102 and VPMWN 104. In one

[0020§FtBd Qweepreeénisha flowatrart tﬁ@rh aTﬁlath;l]@@a‘oiiQ%ndﬁllm@t tirlafﬂme between
oI S At S . b i or
embddthenk rbftthésinm%' 'fﬁriﬁlsoémwﬁnﬁ%\feéﬁ fh%nmvéﬁ‘fr‘or?tar#tfs‘?‘ﬁt module

one registration nmessa nmessage
120 cﬂ)@/tebl%MNel'DR atempti by m)eltbhmg *p'Esavelgl‘(Dtonlfbhlag rhbdé pfhecsignaling

petwiE P S et REMN e Ascitinedel de 1R tiomptyat dne roaming
mobife gféfﬁlbhnﬂ)GT%Sééﬁéted"By EhtL PR $R6&AE LD H@”'tm pgssively the

modul e 120. The LU rej ect message i s se
exchenage of et taast ohe registratienessiage beiwnengj—il?MN @2 sinat VNN 104.

0 At 204 TR
In orf i diREhE tor P toRo TR BRPS d2rerernts BE ore ettenet, by
obsehh@g lthi redicBBhg&&F X6 EatolR asdt bﬁé%bls@an@n mbE@aéé’%@t\ﬁ@en HPMN
bile station 106) to thwart thée TR attenpt.” The one

102 Qﬂd WEMN [104niss thisyembarimenteafitha énvemionr thepatdeast one registration

messrngge' ?te{ Egl't r%ibtft‘?ﬁ%%%ﬁ% %Zf@glﬁﬁyﬁ% A ﬁgl}gl Htlgien@%a‘?h Sttempt. The

LU rejestemiciseage andy cditaielthdi2d TRWEIECE etrdf of An abbieMésdige. The
sendi ng%aone or nore r‘g‘gl stration response nessages in

LU releciBRsagdeisih MAR pased sianghed mefisageawhish Iﬁ@ﬁa@ted by anti-TR
f U
modli§ 3201 el 9T leBRkA ' o RS B fel e T ptem

for roamihg maifiletstatien 106 one enbodi nent of the invention,
e ex ed er ines is four. A roam ng
Wmir&%?ie&pggéu Paﬁufg lﬂ%u 20 6PRES RGN eaﬁreelslﬂdnesﬁ@g% on the
e K
some N, YRHERLE 14 R U Ao RS LA Ko, (B g

mobilecstation/ 10%) 38 dhreTt tHB2TR6AIEANE Thel Bnenort mb2d L4¢misssages are
behal f of roam n '

three LU messaqge.o nmopi | e_stati on )
sent 4357, TR, ‘PUB SRR SBoPN TR SIERGgo5/A paRe DbToaming mobile
statioRE G IRS 0AE Erab &YimRht dﬂfthérln\vérﬁmnn%ntlnﬁi?'drﬁt q?@tth%rtls the TR

106 sends first LU nessage. Ther eafter, roam ng nob
attempt &Yyi sendimgsone or more registration response messages in response to the
at least one registration message received from the switch 118. The one or more LU
messages are sent to HPMN 102 greater than an expected number of times. In one
embodiment of the invention, the expected number of times is four. A roaming
mobile station sends four LU messages corresponding to a VPMN before it tries for

an alternative VPMN. Hence in order to thwart the TR attempt by HPMN 102, anti-



sends a second LU nessage making the total of LU
nmessages sent at HPWMN 102 equal to five. Hence, HPMWN
wAa2meig9380r ced to assunme that roam ng nobil e SPEL/USIV06/009063

TR o124 Gends thie LbCrse9¢ CTPRANGEST Toaming ERohigssiaign 106 to
HPMW@OQ.eTﬁé%éPk/%%%ggag”@‘aﬁéoﬁéﬁéq_tU n’%%ﬁgé@%wdtar‘éfs nﬂg'a?ter roaming

_att IT_pt, grants connecti vi Yy to roam
mobiig biationstQh sends st il megerpe 1 Dherdafier 2ictneingimobileé siation 106

sondF SB35, ke B0 o W0 i L SEbtes Bk BB 102

equal & fis: 19evitia) (RN FO2 Bt foFRESB R sumNhat k§aming mobile station 106
insignificant as conpared to a conplete | ocation

is in gitlet @ manyalmerds ar iere isuro ofher aperaicsiin tee countrred VPMN 104

hei : ' d t ,
to wif koo FEPREBIE stafErefG b SoRRRE P X hETul i Guisattemet HPMIN
102 graats corarddtiony tardamininisbile station 366 datHOVPMNHE4 LU
ssage on behal f of roami_ng nobile station 106 so to

100221 he Signainggovelend y anfiork Tmedelentd fie geverally only one more
. | ! . t _
trans%ﬁ&‘?%ﬁﬁs@ﬂ%ﬁf_#g@umetgsé%%ndqggs’ggﬁggﬁé déé%ung;{ejlegs(@essage.

I'nventi on, séen SU
This Islinsige#icagtas abnpacedto geoalpletei lotatioralipddtetineiediabteMAP LUP
q Mg{ﬁﬁ @R atterr%t1 IS .detected by TR probe 122. The i )
an e 19l reauesiyand dheiph esnanseseHigaen. Kt alsporeriuces;thetsignaling

; . . e .
et B PN NI TS SABRAITL SR COFY DNEHRMh £y0-1R unit 124
sendanne Takeldilbmnéssageoon dedhalisef resmirgmnadbildPbidtid2106 so to let
HPMN 102 to

ol it bl JOR.AHFL ) 8oL 583 50y own i i
oo SHEA0G, SRR IALTR GRS s, Sl LU

messageachi & comfigurableentervalfafrtinoe raftes IfirstnibR tatteinfipicis eteeted by TR

PMY, 1 V 104 _of the roam ng bile station :
probéfow.i ﬂﬁg?@%ﬁdngﬁqaﬁeaﬁane o%?rﬂeﬁgp"%ﬂeq Y two"TR rejects
correbpyidihg ad. LUmebssgeyThofi redthingf nidbfle | 486K 1108, This is done in

anti - TR nodul e _120 detects the TR attenpt by actively
orderigoncewiteh @nt ati-d Ry dalection Het wWetansapiaysten? atanaMXPIR2. Further,

i fordh sBEERI Y 75 158 o AT a0 oo

specibyhamdset @ndrigenaetgrueting toenetivitpnge of at | east one
regi strati on nessage between HPWN 102 and VPWN 104.

SRR . Lo e
FITC . S! | !
[0023]#](5‘8.%‘@1‘1568 ggrs t nt 8HowchBriTBHY r@%tbﬁrg S}‘bﬁgﬁ]ﬁﬂ‘é’l&ﬁf gﬁﬂ%ltéetween

r oam ng by confi guring
HPMI cli02r araniViRMISTIRY ofdhegaamingtebilatstatical 1068,dnisogo@Bee with an

traffic.through, 7 2006/,099388, PCT/ US2006/ 0090
embagfifipnirSf s iieEntion, I i ereodiieas of J0¢ reyeniieg. AgH-TR module
120 deRetits B TR hBemps by lactivel§ridRteRhg Bk difsaiMg b&alendBMN 102

TI%@I stration message and the one or nore registration
and RMpbhed Abrstepade?, thet T8 eattenmpinor Ghe apaming mobilewstation 106 is
deteci'e?d4by anti-TR module 120, by monitoring actively the exchange of at least one
registration message between HPMN 102 and VPMN 104. Active monitoring is
hereinafter referred interchangeably as in-signaling mode. In the in-signaling mode
anti-TR module 120 is deployed on roaming SS7 path by configuring VPMN’s 104

switch 118 (or roaming STP) to route international roaming SCCP traffic through
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[0024] At step 304, anti-TR nodule 120 sends the one or
nore regi stration response nessages on behal f of
WO o@ayegssobi | e station 106 to thwart the TR aPCBIPp1006/009063

ot B, B eSS BAETIA R e e
of théeﬁ' 185$POME FediSTRIF PetRE§ELRR the 61%5 BP tr%g!ér?]r%t@h response

' east one registration néssage recel ved rom
messagasdvetyesn Hlﬂl\ﬂ&l’l']@&enﬂlaﬂtlyTRuﬂﬁﬂﬂé primary routing

o g YRR BRI Bk T ot B B Sonss
mesédyesem banklf of%amﬂtyp obﬂ@ sté‘ﬁﬂfﬁ’i’@@% {o HIRSRMNETR attemgt In one

routing is kept to is 1s done in ord

embp@lmﬁr@\pfd@eanve@tmm cﬂmltTBalﬂ mit 1l BF theartsrieoT Rt at’@rﬁpt by rsending

one 30, A EnCloRYe oA 4 BperL (st fast one

registradidh incestegfel reedived frdrPthe swittr 16814 ad &xensplary IHBth primary
HLR 110 js confi, ured to %o thro h anti - TR nodu

routing of thgeinsaEyI i Wnaj@nah |c giastined to VPMNs 104 E164

v areeingl o5Hfaded o, 4 ity BPUFERCTABlyh 1. Howover

seconﬂaiyoctmtmgnlsbleeptsthRMNMLR HJ8. €This g ddie lebkdérgtd)browde a
Anot her routl ng techn

redupdinfobet B 8?9$¢Prf§om Wihio o @pee afl allues goaatTFhamodule 120.
Slmllﬁﬁ%ﬂphﬁm@y %Gﬁﬁ aﬁ*tacfh éb\@; Hﬁ@rﬂafﬁﬁaldgg‘n’ﬂlﬂthﬁﬁc Jestined to

Ity rranae messages I n
HPMiNe 132232141510‘15&38& Gf [dEMN ¢tLR rdthis me)nflgﬁted)fo go through anti-TR
E. 214 nunber s

o e
be aSPMBhf 16 & PARSIPSKIRERH e ér\?‘@thﬁﬁ&‘f@@ﬁt%gﬁn §@§ EQS’ be used

part of the nunber 1s made fromthe rt 0
WltthK/BffeQmQ:H’\Q weriting pétheasystemdinthe LmadathsdbAoothe routih@bthnique

r rately from E. 164 nunbers
is degl nce hcg)yﬁﬂ{cgghﬁﬂ%ﬁﬁanfh a different Nunmbering Pl an
[0025] Tibé E2t1ar ns(é\IHU)nbdmgemah (NIF) Used f@?%%“l@éﬁ%ﬁ"ndtﬁlﬂ?ﬁ?nanagement

A obal Title anal ysis tables used in
relateg, mespagewie eeM@kaeBne Ect14 nembenig deriesd fn@mu tba IMSI of a

oan g R Ul 5002 Bl ot R Tpgtrot. e

E.1646prtc B made ugedf a@ouﬁl&g@ﬂdégoﬂdv@etc{] Dyttlh?glet\hc?rk%dde e second
skilled in the art tha

part gf fas %éﬁg 5 &%@%ﬁéowm@sm Pagogkihe dMsd pehighnigentifies an
|ndIVIPMQIGS\9f>sd?E)§ = 4‘ nﬁrﬁ{\%réoa% fffted egé@)'ﬁpétglryf ?r%n?\(f_o'l& numbers

oopi ng t rection can
sincedhehare nsarkgd wmmslllfmrenmmmbleaag (PTam Imilcamr rQQPM]'FIowever it is

possié%é&agg@%&%o@@%%éég@(s cggbl A %éggh Sqqupsgﬁ tlrp,eE 164 numbers
rwmémte&céﬁttfaptnémﬁyafsméuorﬁ% ok Bgtr@@'&séa &G 1L

and consi dering or mer te ni que o u5| g the TT,
_the switch 118 and the anti-TR nodule 120 are
Anti-EBrougingedsing Thot h i nconi ng and out goi ng

[0026iIHtcears'%aécidjrggéesS%PMN VLR and VMSC are same, SSN can be used to
separate the routing. It will be apparent to a person skilled in the art that alternative
routing options are possible depending on type of network in VPMN 104. For

example, to avoid looping the traffic redirection can be performed either using
translation tables (TT) or using MTP routing involving international STP as DPC,



si gnal i ng nessages. For exanple, in case of an
i ncom ng nessage at the switch 118 wth TT as O,
w@2alobeeh3party (CdPA) is not own and the NP is BCRUZ2006/009063

depdnlfig e B BromRRRIIR YEBN 194-TReGT00 PRet tepiG.1, and
cons'ia%rﬁf@t tHeOfd?ﬁleﬁriéd:hnTﬁhéfQﬁtﬂsﬂ"lgl% Tithe "RAHEH MY and the anti-TR

i ncom ng nessa he switch 118 1's direct
module 8@ aiet confﬂgur@duoe lmb i‘ncomlng lanobawegmmg amternatlonal SCCP

SRR B PP GG s il s ddts Afeimton 118
with rrsr @seo @éllé&%&ﬁy‘@@dpt\zﬁs %Po@n la?aa thELNP ReE, 21'4nbéﬁé1®¢>c is set as

anti- ER%O@@@ 129. Gimilany. i cage tthﬂHAnsl V@MN waR 1Qfhyith TT as 0, the

O3 RS TRTR IR GO 135, P dd eGSR K34 8Rage o

the S\M&:haditﬁ8 ds sliredteidhid fﬁﬁ:’éntl-ﬁlR infidule 2120 _ﬂ#‘t o] o ggse of an outgoing
as

%%% fromanti-TR npdul e 120 usi n& has
mes§age toeSwiteh HiB withiios T 7138 327and EeRA isghatrwc andithe NP is

= 21474 DPCOb el BERRCARAERG) STELP 17, £l E A ViR, o 52 and
CdPE@ssVBMN MJ;R hes sthedDEICt ischisn geetooV/PIN N RVATBS! ﬂfhtsl ifplies that
configured to send an incom ng nes

any Glondpmbdsade TR ewbh 4 68R derPived ToRCaRl-TR module 120
(S|nc?(r;thl§§32g;?§J'dﬁe&t%9 5O édﬂr&@ss‘?q_g %Fe' 1W%ﬁ¥g&)utgomg

changed to anti
message framoantirg Rrewsitte 120 using I as182] Hasi its DRG1tset as the switch

116 8l ol 0 5 E201A A4 260 B ancr

VMSCO VPWN VLR 108 with Rl as SSN/ unchanged.
Simlarly, for an outgoing nessage fromanti-TR nodul e
120, the DPCis set to international STP 1 112 with
Anti-ER eoutmg withast usingiTl er ent i nconi ng and out goi ng

[00273???383%&9}@ SUELEY t%ﬁwgbg oméénJ Zlgﬁ?durlgﬁ nigﬁo sWidhS 118 s

ent¥ nessages as

config@epdoseniess Mgemit® rﬁés&agé witteNPRigEt21Pénd @HFWES rﬂﬂ)t own to
HPWN TR [0028 | n. one enbo t of the invention,

DPC-fk 3t BRpsnodfp 120 Alpain £ase the CaRA @:V@Mrswleﬁaem the DPC is
chan (‘P‘F(') BhtiofR fiYUE 158" ﬂeﬁ?%%q;ﬂﬁ%ﬁ%ﬁﬁﬁl i reg’% at'the Ywitch 118 is

success nessages ponse t
sent ManthRTmoeiutee ¢26.t Rauting corfigpuratien foress amnlnﬁhﬁeﬁdgy at anti-

TR m@i%gﬁ?i 55 e DG ae JERAF Y4 0 Wihoi AT asrnSaMl & tnohanged.
Slmllz}é@ﬁ{/fcﬁI O%dfré%gﬁéséﬁcgggggﬁ"l a%h%%ﬁgéélggﬁé‘@ Jhe DPC is set to

. 1/ US2006/ nmessages are
internadionaly &3 Ps it 2owithARNag 02T i Based mondiffetentt iheoinihg and outgoing

messBaS T A, 1< Beuatea Maduier A28, seliss Olfleraiismeskages as
one drthdielreglstr@fionPesHHIRR &Ss@ge%b‘t%ttﬁ%ﬁethbWF@attéW.DGCt ed

Detecting HPMN TR

[0028]In one embodiment of the invention, the TR attempt, by the HPMN 102, is
detected by checking receipt of one or more error messages and/or one or more
success messages from the HPMN in response to one or more registration response
messages. The error messages are LU reject message sent by the HPMN 102 in

response to the LU messages sent by anti-TR module 120. Similarly, one or more
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data val ue, abort, mssing data paraneters etc) are
sent to each of the four consecutive LU nessages on
wa boesgases HPMN roaner (i.e., the roam ng nobi | BCT/US2006/009063

i a8 i LREABRL T AT L8 bt e L
messudas ééﬁt%ﬁéntWR metur 1 ZU THE aRRTR Fﬁgﬁg?ﬁo 'c8n Q detect the

roaner. The anti-TR nodul e 120 can a tect the

TR attanepipin Casezéhﬁe LLhAG epior messages (£.9." systeimpiluog, unexpected

data Bt oo, B P STABRFAGH, 24 55, CELTBOEASH o tno four
conseuiil’lw)slr LR infeEsaiges semithd ainte 1MN vdarRsr (e.9-the h‘ﬁé}mrﬂﬁ\l mobile
t_ the next tine to a LU nessage on the same

Stat'(?rbéﬁ‘é? Theantind megue tRfcamweisordeiest the TR attemptdh ase it is
obseﬁﬁéoe matté]?-llg—l\'ﬁNaéﬁemg/ He[hrﬁgj.géﬁ” p@%lge%rp% téﬂrtf @%\Z Sgsélbc%ess to any

Uccess Messages
roamient €heidrtieTiRI modulet 120 can cisd idetsclthe Tmta%e\fr@dt iafcdseMhe error

one enbodi nent of the invention is 24 hour
mesi?éz% %depoﬁivmm t allgwen” oReamIng rqsiocf@drdteﬁ toounsstnperted feature”

or “R{d%a‘?nlﬁg R due f%aﬁ.fgrléﬁbq Fﬂl}%ﬁh@ i &g It tﬂgsﬁr@g‘f\f‘tlﬁes

cCess Nnessages excee
N=1)clwtf hgfuthabhextttime sb@ HU(MBssadw oaxthamsamny PMEMUErQE‘mé'rSfrom the

VPG THa B8N fiadule J20ea5tiaioh Betethiha dFL et ihcaspiie orror
mess'é'@eéréhoaﬂfé' sifceek8 n'uf&éég;%t]% Q'staPrLé gtgasrﬁ%gérea%elv:?g nfermittently

i n-signaling node. The net from
withirg ascaonéigr eaiie inteeval oﬁhmer(ﬂ'c)dhnrmm embodimenivefrthe mverttien, T is 24

o FBgBl, BB SR s e s oL LEL T i coce e

ratio afPeL6t &ﬁ@ﬁ;a@ésa’cd)ﬂﬁé %c@éké 'rﬁéséd@e*shﬁoﬁ’f HPiReY O2°B§ceeds a
or nore of the above nethod steps (306 to 314) may

configyabla dareshelge(TS). rm@@mmiaryowa@acnf diShds 16 pemestrly lt will be

cone T30 B3R 5] P e P B e v

TR anrma(mtdable inMbak imoteitordgirhede Bad m@-‘éfgnaﬂh $h&de, 306,
TR nodul e 120 thwarts the detect ed TR attenpt by
l0029i'@?ﬁj| mgthade stePy. romeddRgies 3J4 Isepresenbvariousi ambodiments for

a5 b, SR FhP 12 L60eh AP AESposages
receiwahfrommswitsipdriSe It magtbe hppreiciatee bylh pefssi skiBss ad¢he art, that
onecs ecei veiplitas t he at Ieacgt one registration ness

o BTGeAT e ANMONTESROH eheI(RY@ dot %%)gm%b@cﬁxq&lsed either
r
ndrioen o A PATISEE o IR e, B 6 it e TR

attempf06/ 099388 PCT/ US2006/ 009063 roamni ng nobi | e station
106 is either a special handset or a handset in manual

peroffff paR |5 o eved by el ther sending the LU

[0030ﬁ|]§rt§i161§n'tﬂwnhéhﬂ6ﬁﬂﬁgﬁﬁ/eﬁﬂbﬁ ih NERAiv8 BN ARG S thSUETRR step 306,
anti-TR nt10dule (Izogthwarts the detected TR attempt by sending one or LU
messages on behalf of roaming mobile station 106 to switch 118, which relays those
messages to HPMN 102. The one or more LU messages are sent in response to at
least one LU reject message (received as the at least one registration message)
received from HPMN 102 and relayed though switch 118 (i.e., the roaming STP in
VPMN 104). The one or more LU messages force HPMN HLR 110 to perceive that

10



times). [0031] In another enbodi ment of the invention
in active monitoring node, at step 308, anti-TR
wor@ale3sP0 thwarts the detected TR attenpt byPGEOMINEG009063

roanfing Skl 3tation, 40635 6 ﬁ%ﬁ%aﬁ%@gﬁ?ﬁ’ﬁdﬁtﬁi édNéF;‘J?;FD in manyal mode.
This Wchle’?ed’%?%ﬁ‘{%r séﬁémé@ﬁ@LWeg L?ra?FeelRterval of time

recorded by anti- TR fodul e 120. herea
or by sendingghgddy messsgge roare thewn an lxpectend nmnbenag‘étlmest(e g. four
tlmeg) recorded transaction, it is first accunul atively
ecorded with the earl ier recorded MAP LUP message

[003FM¥ahb@Rr eXEdIREny bt thelifgs itiodr iAGREVE %cﬁ’hfb’rﬁg mb@e, at step 308,
anti-TR nmodul e 120. 1f the MAP | SD nessage contai ns

anti-RBamodylerd 20 thweds thermetegtad TR @tighrptgnoserdingeatMAR 1ISD ACK

mesg%qﬁj*ﬁer&trsggf@@kogﬁbﬁéﬁﬁ?gﬁ%@g%ﬁg)lnfc%lset SS Ltgaé‘lrﬁgaSCCP message

carriés arndAPLILOR, méé@ge@ﬂ’sISGBP@mJTeAPZQaramtéfd arePdecorded by anti-
sendi n ACK _nessage with ané error such as

TR f@ﬁé%'ﬁeg?@dTbsf%afte\Va!fu@eomcgww SCE message saries] 2oMAP ISD
mesé'@%p élﬁtgl?é: %gog%% I%Gr%gg%rpﬁiu n%glrrélg?l}fl%ulaﬁo?lge@é\%g?&eac{ Yith the

earhélemerddﬁeMﬁHWNUFSmefseagedmtidhbﬁIexenﬂném&ﬁthddgrcembcedure stored

in arfi TR TGP ALAD: df theoMAEH LS abe 4808 Cants Reaming, Restricted (RR)
(due"& Llﬁ{sug%ﬁed | foatGrROp e%]? e reg‘z é{Ré\h %u%%’r&éﬂ) P SRES than a

contal n§ a Roam ng Not or | ess
configheable nooifar dK) ablimesuobthe sammfartsaxmen fthentdrdi-ERmaodule 120

e R T
valué@ﬂfsbﬁﬂé@*i& ﬁof‘%ﬂﬁﬁérté’é‘l o IMEAR-abdriedCor 'cBmHnlfﬁldﬁP reof. An

forced to believe that roam ng rmbl e station
exemmarynva‘rua waf| theoetnfiglicaide humbest ofatiroe He s MboHlleneetthefHPMN is

s ASBI B, hsB BB i VAR 2L B ) netwon
available Wrthrmi\@ré%b JTERRMEAG MBblle et 108 B MAB kdhuACfnode. In
nessage, Abort nessage or a TCAP Abort nessa

e
anothercgasgedf theoMARWSIOHNEsSA0E Aontains: aReamingnblat Alewed (RNA) in

0B EBan X ISPRTAE 19,4, 485 KO TR M Bcton, 11

rejectechby aad-TR tfhodwlé 120 inditssEIARISD ¢uTKK meser@UA@Sexdplary value
case MAP LUP ACK nessage, contains an error such

as

of theroplehirable auabelfixpeelels QL \grinutheHPMNSSfatsedatoabelieve
ing transaction ID
that @?@rﬁ@ﬁ]e sg%ééﬁ@[&%ﬁfor é(lelghsg 'anga confi gurabl e
[0032pknnyaetrandtiier: gmbNdBr)'emtfofltﬂ'leeaventh? fnoahd:tw'lning\r;%ormg node, at step
J f t r .

510, 0L FAC B SR oct SR aLT e, ne or more LU
mes%%%hﬁ résfo dé’Ri al M%%BP'—NBI@%%EV@%Z"%%A Oﬁbort'rﬁessage or a

esn't sen e nmessage to rel
TCAR rart saassgageoregpivRdVice198ifch 118. In first case, when the incoming

SCCP message carries a MAP LUP ACK message with response to a recorded

transaction, it is examined with following set of logic procedures. In case MAP LUP
ACK message contains an error such as system failure, unexpected data value or
missing data for the same IMSI of same originating transaction ID from the same
VLR/VMSC for less than a configurable number N (e.g. N=5) of times, the following a

sequence of actions could be performed.
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Thereafter, either after a configurable interval TI1,
anti-TR nodule 120 initiates another LU nessage on
whedvalo$93gd roanmi ng nobile station's 106 | MSI UBCTHISHA6TEN9063

1003 53R B R bloiae Halowona: e vm: LYBALK Hiessagboher.dt doesn'
send B P@eééégé)toa@lam\/fm%ée@r l&la ﬁé%ésse}g} %‘VPAAN VLR 108).
f Tl 1s pt random

exenpl ary~enbodi ment, the val ue
Thereaftgr, githeysatier B1cdofigunableT inte0am) T1,t antivid® dnbeuleg 120 initiates

anofe} FE% St RAb T o BBt oAl (BRI LHERE) 061 using same
b . ! ¢ ol

PRI SBORT L3, PO aa sk sEr, PA Ui Sarataiouch

different JHEM\P ttoansacien tlgs mary behusadinps e ireserderdtUtrhessage. In an

cr B ek e OIS AR L, EBH 105 or
T1=300s), to svvid beihgodestectedbyt HPMN TR, ¢MirthER ihed @fferér case, anti-TR

fourth time including two tinmes for LU nmessages . _
modyle; 12@dsep mpxhkene or el messadeseiiom: raandpg mekile station’s

) o ) _

100 19 o i GRpMABS ] (PERNIFORADSoABPL Loy g PN 102

so toraicke tHENNPNIN bbkévesttent thédiandbet isaadpetial haadsgtasadduse inter-
because_i nt er - net ocati on update interval

handset rk .
locatja wafiat%%rv | 8hSameneinet @rtaklasés)o 19ng. heetimpnpther sege, if the
cur B RIo00S AT BEAAINGAues PO Bodhioe 18Ty anc
TR mbdule 126, theinl tvdnogs aheenexinioeatidn apdatesrocoithe rbeming mobile
st GER ST B S bl i) oSl bk betve

that HeFhardd¥®t (98 JpRlcay Hah@s@?Eé@&%_etiﬁteYRl\'%ﬂNM@o%gﬁ%r? _u?gate interval

_ Further, after a configurable interva
is togrisidgl e 120 initiates another LU nessage on behal f of

s SRR B A2 5 ek g o e o
Roarfig NanAllSHEA (RINANeE R dbifigirane riribert Xa(%g%cf(i@)qoi fes, then

m ght be used) as _the recorded Location ate. In an
the fak@mipoaa pearpoer o mctionssould be parformeds ThepantitTahmaedule 120

BT f = r. T2= , 0l N
crond HENAETEP lor Fariectt T TEAATaM bl OS50, e iR
108 {oncelayrthe HEFSamesivagPMN VILRe 108y Fispibiet, afterThAComtiquirable interval
ge wth response to the recorded transaction, it

T2, q"rgi“f’ dredide 144 mides anoherddd messageger hehslfeafupaming mobile
1LF . ' i iron: 6

st 108, WY LSS iR (ATl onsé i YhdBaress

SCCRLBYRAGCdPAsalthdugh differsiti THOARLFansabtiér . 10s ivghl be used) as

e TR b il ' i e o o T2 s e
ana I TREROR Ches f TRSRRS). 0B DR Ry, B7 PP
TR. relay the message to VPMN VLR 108. Thereafter, after

[00355 quwever, in case the incoming SCCP message is the MAP Abort or TAP Abort
message with response to the recorded transaction, it is examined with following set
of logic procedures. If the abort message for roaming mobile station’s 106 IMSI of
the same originating transaction ID from VPMN VLR 108 for less than a configurable
N (e.g. N=5) number of times, the following sequence of actions could be performed.

The anti-TR module 120 drops the abort message (i.e. it doesn’t send the message

12



configurable interval Tl e.g. T1=0s or T1=50s or
T1=300s), anti-TR nodule 120 initiates another LU
wore®sagsson behal f of roam ng nobil e station' sPADES10MB09063

to VEW g/gf{s q@gbgar@mat rs &e%% u&i {‘/ﬁ*&lﬂ\jﬁﬁﬁ%ﬁ@r Mrschﬁgjs after the

conffbb?éb?é‘qh!e?\r/‘al"ﬁ)ﬁ éTg9|Tt1 =08 JISPL56S é’?hﬂ]e abgdsﬁtlhﬁk module 120

message. [0 | n""case when none
InltlatamalnmthenLLJamssage ohi leehalt beroaahingi mobite staticBGCPO6 IMSI using

som ST B P RS Ao B 41 and oo

altho@%h\/\/dﬁffeﬁ@rﬁt TOAF Traysctioh NI r'i"lfg\l"lt' P8 USed)sad. tHd reEBFded LU
ove described nmethods, SCCP is relayed rather th

messag&P. However, it will be apparent to a person

o0 8 it Doty B S o ncoming
SCCF’rmBSQ@géstaYAHé reflyddnbadletoesivitoh #18 (orftRemedrieg ST or VPMN

for each selt-initiated LU nessage _and each_tine a new
VLR f8giesgedivealy geperding an whatherdhe diTi typeaari MgP routing is used. In

I h
e T e
be appareat) s aqrersdre skitledrin themaet( thaten emlarrﬁlmedammsm be defined for
R4 At S
120 f@?%@bﬁ%aﬁﬂ@éf&i %J hoss d &P 24ER tl[r{ e ?gWﬁ'?i) %WI” be related

interface e radio in
the neim driginatirgsiramshatign |Brtodhe ooidesl brginaeting tiamsactiat iD.

E d 24.008 29. 00 Locat i
0037561 o) RasSa0Es FRENGHIN HeIERG S e sReasss on the error

I
ekl R LEEIESHIES O il i s

3GPR20818dTablex! showsa snapshetiof the mappiogrifrepmedf tidsewadssages

[ i SLA - i.tabl || ion.area .
rom s et o) L B AE G PP Eresponaine
error otk égradadinterfacel | egal ME # 17 Network failure

System Failure # 34 # 17 Network failure Unexpect ed

datasyfar e W ‘ [Error code |
code |24 08 * 29,002 '
.| MM (Location Updatmg I o
Reject) , MAP Update Location response :
#2 IMSI unknown in HLR Unknown subscriber #1
# 11 Roaming not allowed: PLMN not #38
PLMN not allowed =~ allowed ‘
#12 LA not allowed -
#13 Roaming not allowed in thisLA |-
#15 No suitable cells in location
area -
#11 PLMN not allowed Operator determined barring #8
#3 llegal MS -
#6 lllegal ME -
#17 Network failure System Failure # 34
#17 Network failure Unexpected data value # 36
#17 Network failure MAP U/P ABORT
#17 Network failure MAP_NOTICE
#17 Network failure MAP_CLOSE

Table 1
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# 17 Network failure MAP NOTICE # 17 Network failure
MAP CLOSE Table 1 13 WD 2006/ 099388 PCT/ US2006/ 009063
W 0D38Y9B8s exarrpl e, in case, the error in erroPCT/US2006/009063

[003%]%%?{%%&%@ H Séqes?eyi %{9%{92“@ W}c{grlper ﬁ ﬁ%(g?q?rgd:ajlure (with error

codd BK?V(Z!}?@Oi)Z“tHEHS)ts ‘eduivaleNeEEr bp RAL! f nﬁ?ﬁé&’é é%g.@%) “is

, and recei ved at roam ng nobile station
“NetW@dﬁFa@Jr I(ﬁznr@ @m i13)1 angic reeeivad fadaroammgwmobﬂe(statltﬁn 106, and

roanf§§ ORI S008I0 WAHR bF Bronnid, 2besl 13 5086558 oo snother ty.

Similaly Semes 24 dw Sadi rﬂ@sé@% thaROghasH e-Eﬁfm[é? o, b@% ¥ffor messages.

anot her enbodi ment of invention in active
passi ve nonitori n% node, at step 312, anti-TR nodul e
Defeaping: YRMN nhound&Rat t enpt by sending one or nore LU

(0039 YA R85 57952 Hreblo i A6%s", M40 BlyBfing noce,
at sté{PMﬂZ antl-fﬂm mogiube d20tinvartd tHO TR aitempi Y seAding one or more LU
operator in VPWN 104 attenpts for TR to

reqUEStoBIPSEAGeS I MEPRONE T BUNRE 2 NatHaBoroor & TGP abort detected
' h
corrégﬁ?é@iﬁqﬁg td E%ngr?ltes%%ggﬂgalr’\?i Iérﬁqw%PSﬁﬁédWﬂgﬁp%? f?\'%y invention, a

nmessade, up
comphdingcoperatart |n/\NiRMNt 1@4 Sﬂ@ﬁ)pts TOART R do astedretise anaffid b€ inbound

oo R TRhA g i SR Sl koS58 Whieeny ovtsoing
soopb@kbsgge w.q@éﬂmpl LLUP ﬁ“fe&é‘éﬁeﬁs@éﬁ?f%ef&tlohh@f BRI f#%dsccp

transaction, it is exanined 'owi ng set
TCAP qgiremeterscand ¢he trposactonares ranoddednFuritisert dn ltase thbencoming

mes g8 defBE 0SS BBy e T, T2 S o i B esponse o

the rédo?ﬂé@lﬁaﬁsé@tﬁ)d M35 e&émﬂé@wﬂﬁ'f@lld%h@'s@ﬁbf ﬁgh procedures
transacti on IDfromthe same VLR fof |ess

[00404Qnei eubadiment is danave tfe abqﬁsneszma:dmamt bb!jaaf}tl-TR module
120 P Bbor b0l Wit mbvec i o bbi, BB T v o

the san‘me dﬁgiham?lmémyact'ﬁhﬂDdﬁérﬁ ehe 6AMEEVICR T6F RBs th&E a conflgurable Z
ule 120 initiates another LU nessage aft

”Umb&rc%fﬁ"ﬁg?‘aﬂ- he icendigyrabler inynber g isn (A XK +of1), where N is

SRR TR e Y84 BB AR rator I

that codirkyaTheeafterdof Baclkerirod,GAB dnthTRagbdale 120 imtigles dfother LU
used).as the {I rs recgﬁged LU nessage., This foils
MessaHy Felak ERPHIIWR !fhynts r TUPINtIENSe OBt Behalh oft soaming mobile

statlohrébmﬂuélﬁ e af?metb%apgagdfﬁﬁkgén‘? SAH, gm%ﬁ%ggg%sés, SCCP

1] Another e nment ave he a
CgPﬁf and RA salthouglmldlftmeht T6AH1EanSAoRon Bds neight ba Rsediiakehe first

record® 4 mess 364 TS ilfcany R &Rt By anuatreioHeuNPReTiR on it
inbouh@Qoher e, tﬁiﬁlnﬁtﬂﬁ@(ﬂfe &htion 106.

[0041]Another embodiment is to have the abort message follow its normal path to the
VLR. But anti-TR module 120 will issue LU messages for a configurable number Z =
((N-1)*4 + 1), where N is  configured from a minimum two to the total number of
network operators in that country on behalf of roaming mobile station’s IMSI using
same parameters (including same VLR., VMSC address, SCCP CgPA and CdPA
although different TCAP transaction Ids might be used) as the first recorded LU
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network operators in that country on behalf of roam ng
nmobil e station's I MSI using sane paraneters
WQ 2006/10%!38819 same VLR, VI\/BC address, SCCP CgPArPGEIUSI0d6¥09063

mesﬁ%‘?‘? QE’%Pu l&% fqert&iihd mB r@ﬁ%"%&»& mswrgrat%(? Ounsﬁg)mbound

roamrysmﬁ{n@qaggge stiepagy. This foils any TR attenpt

ot her VPMWN operator on its inbound roaner,
[0042]¥re case ydremthenabove cenditions at® 6ot atsfiRid, themad mb@mmg SCCP

mestsmitag Rsorhay e 825 3o Suh B LB roaklag <5 rver wRMN VLR

108 w@ebmr/elyhfepremmq;gnsv théf théPviN tVbBorW?Prr%%Bﬁﬁtlé\(%bH In the
dependj ng on whet pe or MIP routing~is
abOW%@@SCﬂh@dt ﬁ@th@cboSGQE’eﬁrelafeﬁl fetheo dharsGGAR s Howteangedit will be

appdggﬁlg@:] ?Ei"%nT ed Fﬁ $Ft ti\aﬁgt ||J£| IgPﬁQ\p/agl%p arlga}b@aﬁefa ned based

TCAR| nebaybm e lcaed bewftdansﬁa?cﬁh Wil B¥ initisteldbys aRBTR nnﬁiwe 120 for
will be initiated by anti-TR nodul e 12
each %ﬁ?fn '"g ?f? EQI nepsags and gactimesa agw @ﬁ@P&@c\Nllltbwla’ted the new
I naf i ng
O”g"?]éraca%%actl it W[Bb tok?ﬁ bﬁgf?lta?grlgFStl Wang #tggml L ansacti on
I D. Assisting HPI\/N TR [0043] In anot her enbodi nent of

AssistingiHRMMN TBn, anti- TR nodul e 120 sends one or nore

1000 aRblrEl TROTB Mo, B Potarbred-TR RRGBHZY sewis one or

I
S8 APV A o

in regpansegde regeiptalithengt lenghene registeatimrhmadsage serhbyHM\HPMN. In

cond B I WA S R i ARG s
overfeidnerAwsBYNHFMR aﬂﬂ)Q AN VIFXINbaipad - ARLATR eoiuld O sends

procedures. [0044]1In case the outgoing SCCP nessage

mesﬁ?@ﬁﬁu Ay thf\mfﬂdﬁ 4934, r QdN@eﬁCAFactaaldSIgmlMQ between HPMN
102 %QWWHO&%%SBH %33%%{ mP&F&%%{Sﬁ[r I'f the

ol ng nessage 1s ssage for an | VS

[0044] Iorcasaatnertgjtgmhgl$C€Pamlee§a§é36érrie@ VRMP LOpP ﬁfesbl%/gé hing TCAP
he flrst LUP message for an | MBI after the IMSl is
and $§8 SPRBELIRN aRd Fﬂﬁsapﬁ@n %@éWQj’QQdy'f the avtgeing -mmessage is the

first LI \’He%séég fBieAA AISE (orfonting AbbIBSERRR b6 0h VBN 182 or if this

herwi s€, If corre pon rgur e
is thmcflrstdrUPsmBe‘sawécaxedadM&!naﬁterTﬂae M8l rdgiéteved |w1ﬂrpthe VPMN

behal f of HPM
previo @Iy, b cante Braiochlp J00 MRS PREEHOVEIR heRrIbE HPVIN 102
Otheitdd\ ﬁ-%rreﬁgéﬁdﬂﬁ% cdnffl LR&Y i ﬂqemwa%? lgrﬁaf’@Q?eeded anti-TR

carries a age o a recor transac
module 120swilli mett re!mcthmlmssagbytorteedﬂﬂwm (omdehaifnof BPOMN 102) to

ara S), Wt e
et By BRREAS SHhw S YR AL el BERIASTE Birtser, i o
mconﬂﬁ Isgte m§§§%%déé@@s HMAP T@rmegéggelapa%ssﬂﬁ%d frahdition, it
cont al ns Roam ng?
is flrst accumulatlvely recorded (including SCCP and TCAP parameters) with the
early recorded LUP transaction and it is then examined with the a new set of logic
procedures. Anti-TR module 120 checks if the ISD contains RR (Roaming
Restricted), then on behalf of HPMN 102, anti-TR module 120 itself issues “RR” to
the VPMN 104. In this exemplary case, the configurable limit for this action can be 1.

Similarly, if the ISD contains RNA (Roaming Not Allowed) in ODB, then on behalf of
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Restricted), then on behalf of HPWMN 102, anti-TR
nodul e 120 itself issues "RR' to the VPWN 104. In
wao bios/og9se81pl ary case, the configurable limt fRPCT/UKI086/009063

PSS TR Pl 57 04 et L AT it

case2 @Hé SolBUMitIRE YN8/ 88A@3n!HdMY 102, anti-TR nodul e
120 itself issues RRto the VPWN 104. In this

[004kiomysaver.yif theainsoming SCGPi ryessageecarriesta MAP LR ACK message,
i 4 i f th
o TR B0 I B B8 TR 556 onc

contdia® amyasttarandetagisyem RlllRMRExpEIEE datd vém% (%’(Lllﬁlsé% data for
eSS e contal ns any error code as Sy stem f ai

the sams Pdsl éee- d&aémﬂﬁlfu@bllﬁ stationi 14) @étﬂae same otiginating transaction

D fré'?ﬁgﬂé]% lF"ri?gv ransac ﬁg%hlﬁb%%ﬁ%%q'?#QMB the(/%@%em()du'e 120

itselftissresoferiveivadt” ¢ tHdPMRMN2, 04arm ithid BxeRfBlag dade, thé %Ehﬁgurable
ode" to the VPMWN 104. In this exenplary

limit t%{stg's ?Wgr{:gﬁgﬁ §u3-aBinailarly; iﬁthefldJPtArﬁ?K raessage cematns the error
oY G g RN PP AL B oun

this exeduplaryl @ase, ttbelobnflgslme TiRINAOr this actibh cagxieanl, &Vldreover if the
for thi_s action can be

f bl
incoiBeS e niavsenE CaTres A MARASS o8 JXAP Abott daossauss then on

TA "
ohaty e\ TO BT, TSRS 160, B8,ef bl (g

case eiperpaindigyrabie mjt fonthis aciorgcarabed. | i mit for this
action can be 3. Avoiding HPMN TR by using GLR

: 4 n odi nent of the invention in
Avmélﬁ& elgmr}loﬁ IS? ‘%3#5 G@.@ signal i ng path) node, at
[0046$Ihe|9e8Ja‘fhotﬁd?reeﬂBodtrﬁ@ﬁmbf Qﬁe HRYBhAAH i SaétWéchﬁﬁtoli’i}ﬁg (ie., in-
by one or nore profile update nmessages f
S'Q”GTB% 8) Redel at ster i, 1be T attemnt 06 HPMN é@ﬁorssthw:ﬂrted by

sendFg ey RREYE rise BRI yHRR R R0 8 orhfy BR66i'station 106 to

VPMNe‘g)AtsirewmbomsbhtoVabm%éMdm ohki 6r mreadi rm@ésa@e@ﬁbmsone or

n VPWN 104 to thvvart the HPMN TR atte
”“"re%:&re’;'e'!z %@%ﬁ he toataing mebile satignvis vegistaned awith (RM PN/&|4 In this

e AL8 S5 DByl VO, 10 APt BEPREPS ot

GLR iscacyxdenbetwadn VEMNAYLRSI08Mrd the HPKHIN HOR 118, which may be
the HLR towards the

sood YA e BBl 81 Sl M S D
acroslngtierk tétidalid. WHkrPh RebsWHélSs ré%m%eﬁﬁk@@ayg ¥ role of

VLR 108 to HPMW HLR 110 and acts as
the HL/RNmwargs ﬂ'%VLRnngél?Mf\bﬂ 04 anddhaysletdfehéiVisR tdwards the HLR in

HPMIEDST B ottt W38, e rect 25 UMM PR 268 SR BIRNINGRER: 110 and
s AV PLR, £ 14 VPRI 0R0 QN R it 1 1R | Pessace
from an ipboted rpames fipasming anokile stahommem HE®Ni IR 110 and stores
subscriber data profiles. In case the roaming mobile station 106 is moving around in
the VPMN 104 under different VLRs / VMSCs, for any subsequent inter-VLR location
updates, the GLR sends the profile data itself without relaying location update to
HPMN HLR 110 and hence avoiding TR attempt by HPMN 102. To avoid being

detected by the HPMN TR, the GLR randomly chooses to do location update on a
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updates, the G.R sends the profile data itself w thout
relaying | ocation update to HPMN HLR 110 and hence
W@@sad93gs TR attenpt by HPMN 102. To avoi d bei PQI/US2006/009063

roar;s 8F sEpeiucrldatai i alesSean BivPoacubsonber profle is aiready
stordtOIcHRRORPLAGEIRE EmEARNL LPMe wrgfeg@.%ﬁn%hé 18htegrated with

ate even though a subscri ber eis alrea
anti- Eﬁdn duledc¥).1y. I'n another enmbodi nent of the
invention, the GLRis integrated with anti-TR nodul e

Defeil,ﬁg,gd P\q?éé‘%w-r A based TR [0047]1n anot her

e invention in active m)nltorlng

[004’K]In anothenﬂnlgmﬁhdeng of [tied h)vemidﬁ in %ctu&é&ﬁoﬁlﬁmg"(lté iFsignaling

e thwarts the TR attenpt by sending either
path)r @@e AoTEP c14a anttAR mgdide thiwadafe TR atterpphby Sleﬁdmg either a

0
TONSTACIFOEEFORD ol Wl agb 3R Seos L 40 SHE TR mEiage. n i
caseAnhtF?MNR1 02 diid al'IZR attenpissevidinen OTA Gieisa W&ﬁﬁcﬂgmay be an

SMS?@Q&‘%‘E@ ot 128 mﬁ‘f“ﬁﬁpw 3&?&7%%&%& Rgeniwgg;eﬁaa influence
netwbh@re-EGl%%tlbﬁl ﬁ%e HERAYE rr‘f\éés%{g@'c]g f&F TR attecﬂ'lé{.1 a"ﬁ%l-TR R module 120

service/facility not suppor or unexpe
sendgathee, TOAPs ysjeeimniesdagee withr angs ewoce sUcm bat I%wlaé%cmty not
| n, apot her case, a T nmodul e 120 sends

suppbEd el S expsict aeh Veieh sy bl o rpROURJ BRI Al evand the
like. &% andifsH Yas®r ARG-TRI middils i0 QEnEQrtﬁé C’I‘CAP éﬁ&ﬁr\ﬂlﬁﬁtunknown

Transaction Portion", or "resource Limtatlon
cause @rbitht calisashaveivias, “badiyr hatmatéed/ TransactibR F\’odtdré “lncorrect

TRl SRR SR, 5 i oror

Alternatively, tartERNriodUR) amoté@n wn@u@&\,@ dREEEES of thBGOTA TR
VMSC VLR 108 in VPMN 104. 0048 In order to detect

messgget iRdiPHINAO2 wher diydactsit gnowsT er meassagagke oit desisn't relay the

HPMRATATES RrrsabReo Ly SOV FETaRM FRAEIAA. Yoci 2y

[0048]4nomrdeotto detéatwhather at SCLPOMmelsBag SIS aREOFATERNREESage or not,
ed to have SIM Data Downl oad as its

”iﬁr%gsggléq%%oﬁﬁaéﬁdeﬁag@@ﬁ@s @MP(M?QWMMSH@@@M the SM-
RP-UY feneit Moo fbiay Botol sty FRAGHENET HEBES Fktage needs

then betrebeg«wzeqblt@m«relSII\/BD‘dtaD@GWnId@d\naisqurcﬂQ@olflt&)Cahd ¥ have the
S

UDH'V\%GF gif@,ta 'ID{EEH%d rw@caif?’r tgﬁﬁsgﬁéw%ss L rhammeater renrasents the

user au@ %Id \éﬁfnéoobghlﬁ é 5has ereugsgvc{t@%ga? W&s&gPeﬁM Data

Dat a
downl@@td ISt a facibiiyt Mﬁemge MEamaJsz p(asstihersrtnrt neestiage hlitd entirety

010110 en us a field is
includid JICENES FPmERls a2t Hhin - Shsh EBlVermts the Swursing the
mechaR@neyesstirs int GSMPTA. 1-HR1'F%9§)W?Dét%t @89?@ 8GerhBf shall be set
handset, e.g. WAP and MVB configuratio
to 8 bit message class 2 (either bit coding 1111 0110 or 000101 10). The entire user
data field is available for SIM Data download. Hence, anti-TR module 120 excludes
the OTA TR messages intended for the handset, e.g. WAP and MMS configurations
are allowed. The SMS message content if unencrypted is digested to see if it
contains any OTA user data. If it does, as a next step it is checked if the user data

contains modification of network selection related files. These files may include
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are allowed. The SM5S nessage content if unencrypted is
digested to see if it contains any OTA user data. If
WO 200602888 as a next step it is checked if the PCGEUSIAL/E9063

profef BBl Ny IEe st rasisfalgd inebvericnd ihe/fkeobumesopaameters can be
dynafffiddiyS2ERGHIRE U3 co?n"ﬂguﬁqbﬁ? '?IHUNII‘[L o@fﬁcatlbﬁétm the data can be

regi Stered network ese paraneters
passe@ to dy Sdis aapllqatmnﬁlme etbshQTAcméssgagat amﬂencr'i]bted based on
fications jn th ta o .a STK
GSMng‘g$'| Ea?ei'rb?? g’%‘i@ dtﬁ O%ﬁggégb@f riRAE fr s oIS message
conteﬁ%@@m@rbf tﬁ@'}!ﬂa%‘rﬁetér& irffe dsmmReakrGder a%'%%ﬁﬁ%@ i S 348 (an
part of the SM5 nessage contains sonme O
extragfasm'@ the Tialée 2brmand header as defined in GSM 348
(an extract is shown in the Table 2). Elenent. Length
Comment ei ni nand Packet lder' 1CPl) | octet
Identifies. that this data ha+tock -S the secured
# ol and Packet. Command Packet Length (CPL) ariable
Elemiaits shal | i ndi cat|éemgthe |Maminent of octets fronv i, 72d
Conall etk ergfeelCPICai| M nctd A lddatifiehdiot thiskiziathiofld bz storst BennendPacket.
Commang Racksé kaaat(CBAt a,| variliec| i Thie shialkigésety thpaoithir oigcetecetasd inchiding the
Gommi and Header | dentii f i|&@mpy 7ﬁdﬁfiﬁb'%§w@f“ﬁf-‘ﬂ’é’ﬁfﬁﬁ“ﬁw Data,

e Cot-Roraoc—d [ ppldpel ‘%“WWN“#@“HN Length

JJJJJ

t.h

Jsﬁunang: aagx L,élﬁﬁ‘f‘f.{,ﬁ[)-.- Eﬂm:té,tg' .Irpntifies qe;;. pang Hesfler, w0 of

Co mri%r #éaéfr ntr'ﬁc. éﬁ%—i h e r;?ﬁﬁ% r%mﬁ g%h 2;:5 i %E;jﬁ éér Q%ﬁ’d m&am{ hc‘ladmﬂ the
SetuiitirameBERicktsPndl 2UEELT *hb‘tféfal‘esiéa%hf i ﬁ'&bs&ﬁﬂ octets—see
CipB AR GRAKAC 1 N [S68H | Qeoand Macinm Remifer oy
Keeendfiegabl T er (K c) [ oede®t [Teyhnd astehah Hefifzt & ,
Todlko Boptetion Reigrenn®,  Keycidisd g mkding lliaaﬁnu{'ﬁdn@paﬁda@ﬁ et and

JAgl gcrithm ldentifier forf RC(CC DS. Toclkit .ppl ~

Couple (ENTARef er ence 3 | Bedast d Remayidvectionisy! Sappice mauﬂ« OO,
Pﬁ@@@@ﬁ%m&w?}m@ Oelpt | || -Thig indicates the IM]‘_E"ER@E:@Q portiets st the end of tie

GECHE Lﬁ?r&nf eqrit \/ rnunt pr P dl

H ‘{ gis 317
%@Fgﬁﬂ %1 ri (%‘t @as]}rs «g: *u‘*&l: ;1 gg&n ;If

S:BREHIET data—Red vaimel 'z mwg ﬁ:‘-‘f&'&brbﬂ @amm Wi 2 Fei&:ll;.%pa(:iciing

Lengt h depends on|the a|ge#d t 8 oc

Crypt . _1r: his 1 ecl ;urn (CC) or uSé I, and for a 09
would lie 48 or ri is re cctets; the mnirnunni D oc
<[ 'ci[il I==it~tiLT8ked"d Le 4 octets. Sec irw
Data vari able Ccntains the Sew red Appication

; al essag9 and poasii |1J padrding octets. Table 2

[ 0049] For exanple, if the SM5-RP-U UDH part of the
[0049]5\ evessElge ifciiet SMBRR-UL dibHingarastkite SHMSnéssaigeotontains a
comma%%ggket %‘?atn%er ofr cI;otmr%ngbl%en{lfe 6}! ei’fj cgls1 gg tPeTated as an OTA
message for a SIM resident application. If the Toolkit Application Reference in the
GSM 348 encoded command header of the SMS UDH field is recognized as a TR
application based on some intelligent logics, then the SMS message can be more
accurately identified as a TR related OTA message. Some exemplary intelligent
logics can be learning from the operator that has deployed OTA-based TR or internal

tests to see if the messages have moved networks for a roaming handset.
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message for a SIMresident application. If the Tool kit
Application Reference in the GSM 348 encoded comrmand
whemdoysd the SMS5 UDH field is recogni zed as BCTRS2006/009063
i cat i on sone intelligent |ogics, then the
[005@1%%’ %Ggﬁggg nore accurately identified as a TR
rel ated OTA nessage. Sone exenplary intelligent
| o Eean be learning fromthe operator that has

depl oyed OTA-based TR or internal tests to see if the
IOOSHEseaé@@memb Rasket! i dongerkthanod 48 odats .olgcmim@ehe G(Smmand

o) OUGATRRIER RSB cABATEIL 18 e o

Combriznd P46ketcinelrling miee L@brngmahaeHgaaaraaﬁan wﬁséémbletd and then
shal |, be concatenated according to GSM 03. 4
separafed, mtqw@See@mp@nemoﬁﬂmeweﬁepartwbe.fngt t&h@rt:bﬂmage shall

conté’ﬁgﬁg oﬁgﬁﬂgh conca en %@gﬁe%d&?tw%eépm cgﬁ’g{c?gf)ldentiﬁer in

the LWBHsagm ﬁhaichlarcn‘rdtaﬁl$lut§shﬁqu@ﬁflSﬁbﬁﬂﬂbb@égéésghalpébﬁtam only the
nd t he Command Packet ldentifier in th

Concgﬁnﬁg% S4r dotar Hepees . @u%&%@?ﬂtloshkieed%%@t@w a Reference
numb%?efbét \ﬁfﬂ%l@\/\ﬁth‘é'ﬁ&élbf\p E}gﬁ} AeaRAd S ?h;@%g%%%together

e concat ena ader: cont &l
to renasdsmnble htite \airiginadl Comnndmﬂ Reaniet | bedofentunipyckingl tidk Command
P kl di vi dual Short Messages together to re-assenble the
ACKGli gi nal Conmand Packet before unpacking the Conmand
Packet. UNQUOTE [0052] This neans that when anti-TR
nm_mtngo]q@ has detected a first OTA TR nessage that
concat enabl e, anti-TR nodul e 120 waits for
[0052];'Uli§ef@§é\ﬁ{5 iy witFen rasdisEgemotiulend 28ahes rdsftectedca first OTA TR

s BB b5 481 o BT 485 8L G Brosuony @7 TR

message dfethapgdrhedefereht® dlunibiny tS“@coﬁ@tﬁ@ﬁ%eﬂﬁh@@%@Bsage before
nessage i f they have protocol ID as SI M data downl oad

deC'dmﬂjanshaQ'@WJPe takane vVéternatively, unte can besapplindioitwaiany SMS

messfle BOTIOTR PSS AR 8578 Aol B S gt suiond anc
have mmn tweaver, this tuteis I8sMiidridedripa@e Wlﬁbn? HEEhSWY dfdrator has

fromthe hone operator when the M is
Somergﬁf%arp@ icasion Pk kdengrq forH Ry ¢-8o Gall Ranagementoamdicatien, in the

SIM thQPPbPQnéi’i ohh&ﬂ%lmﬁg%%%ﬂ%%sfr&?ﬁt@t ﬂgrr%o%%@é%r when the

per med usin ues, |
ME isanodrtiigz MTP routi ng (or wit hout using TT). Referring
back to FIG 1 and considering the TT based. The sw tch

oA biSed AR RoRTID, ey Con' Faured for bort

[0053]The routing of the OTA based messages can also be performed using two
techniques, i.e., the TT based and the MTP routing (or without using TT). Referring
back to FIG.1 and considering the TT based. The switch 118 and anti-TR module
120 are configured for both incoming and outgoing OTA signaling messages. For
example, in case of an incoming message at the switch 118 with TT as 0, Called
party (CdPA) as VPMN VMSC, CgPA as OTA-offending HPMN CC NDC and the NP
is E.164, then the DPC is set as anti-TR module 120. Similarly, in case the CdPA is
VPMN with TT as 32, the DPC is set to be VPMN VLR 108. Further, any outgoing
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exanple, in case of an incom ng nessage at the switch
118 with TT as 0, Called party (CdPA) as VPMN VNMSC,
W@yRAgEssOTA- of f endi ng HPMN CC NDC and the NP PC"B/US2006/009063

.16 t hen se a nt| TR modul e 12
mess%ﬂ% f*?m W"T?H%D@% 120G TT" S o N ks BP%e@@s the switch
118 Wittt RP8s GP. set to be VPWN VLR 108. Further, any
outgoing 19 WD 2006/ 099388 PCT/ US2006/ 009063 nessage
fromanti-TR nodul e 120 using TT as 32, has its DPC
OTA daseg-Antid Rwithaut usieg T h R as GT OTA based

ool B 8 A AP B e POl U B g
TT), afr)mc@mu gnm@@sé@e B SSRGRitah ﬁ1@a~&mﬁﬁas@8céné&pgﬁy?édPA as

Calle art PA) as
VPM@'MM@IQ Ql'? S—ﬁ%ﬁ @?m@méﬂﬂMNw@Q\ND(‘s aEdlbhe NPherE.164, then

the BDPE_ [FSel Sass‘éh idR %BHUIERA?ﬁdL&%ilé 8grﬁ?ﬂurgﬂ<?n _fog an incoming

configuration or an I'nco

messagemtearmzmmme hi2 00kEs tHioe Mtawmwmal wil#§ Rl as SSN
unchanged. [0055]FIG 5 represents a flow
/U”C mfor routing of signaling nessages between the

00 iyt R P 3558 BRI B botweer

the RNedBAt and dbei HEMN HZynial begprdessagsith ket wagsbdifent of the
HPMN HLR 110 (in

invenmé%%r%gpgﬂeﬂg\@%sleo %ﬁd th lgoaling,én@iﬁa@@isr@etween the
VPMIE\A R 198-°(tn' VPMW@&?QR& 58 ﬂﬂm'ﬂlﬂﬁ%% A“H@J‘m 1‘d?§2wa the anti-

anti - However , nco an
TR megddld éZQIe'Ehek natgomfa@% demlméd gressbgesl@he a@dlrecT&j through the

106 E214
R I YOI -
will gUPN‘No R dHOTR hﬁamzcﬁg\%énsrda?ﬁin h?&{;}% &RRiIof?s 906 E214

anti - nodul e 120 w t hout changi ng
message aﬁ‘ws@léted teravghaanij-TR groduéa d2f toetheddeMNi¢HiR 1da, tle SCCP

coPrCt FddiB Y el 2 o B3R e d PR PooShellue v
parametat iSimiladgp, fohestatly ardsaages Hastiiey toaéﬂatl-trhemEdaﬂa‘H 20, the CgPA

messa 0|n t hrough anti-TR nodule 120 to the HPWN
is ChaneRdlt%dheg% ARbIR madale420 §0I’_'ESD®la¢ﬂ§ngll'dﬁ’iMN/\HLR 110 This

routn 455 %ﬁeﬁ%‘“@“‘%%s‘ﬁ%ﬁi%@%@‘t'ﬁ?Eei‘*%tfﬁ%ﬁ%beéss%ﬁng"@mugh anti-TR

moduKeSMZJ(pJIt@minRMNSdLRI THE )only ey egated 189 @RErisALtibAK Yill have
anti-TR_nodule 120 (i.e., the calli

retumyigss4iss £04 @Eyth[m&#aﬁaB&R FRANS 2. ey o 4 messagges like

el B Ml SR E0) Mgk bR 91 RIS g s by
antl-TeredulaMZﬂ]é.le rﬂaesumymg apidregs tsole‘ftFthth‘éh@edl)DBnd treinge tthé return

mess RS HAER L0 W tah S AR B8l el T oo tha
for alll HRAWRSIMIAG MESPANSRAI FRS3agES Jdikg tE/WvERN’a\VER 108, only the
messages with called address of anti-TR module 120 are routed to anti-TR module
120. Hence unwanted incoming (request or response) messages like MT-Forward
SM (if VLR and VMSC are same and SSN could not be used to distinguish
VLRIVMSC routing), purge MS, messages that are part of future subscriber
transactions (like SS services) will not be routed to anti-TR module 120.
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SM (if VLR and VMSC are sanme and SSN coul d not be used
to distinguish VLRNMSC routing), purge M5, nessages
WO bab/029388 part of future subscriber transactiPCEU§100&E09063

05l GEEET tstinie, BRHIPSBBNdRshReN dogbrASC eRpReT usable
progmmo@emmlumvmmlesté&;taar@cbrftrdl@g} e e@\faa@h‘ttﬁ% fH%ﬁu %nd the

&e ta@am code, whi ch when execute tra
VPMblefie snamintg Favile statiarhby defaatingfa traffarddigctioni(TR) attempt for

the réz%rf\ rirggr[ﬁo%? %?eitﬁglt Wﬁ%ﬁé&%t?@&é?&ﬁ?@hl oF érvrr%g exchange of at

leastadriee rgyistraticie hisage MEtABER tME r\ﬂ’l@lﬁéﬁ@@%ﬁe %Pm TE&Ebmputer

one regi strati on nessage between
usablgrpdiump dutherinekides Gorputenestblenprograhe code éoruitemrting the TR

atten‘gﬂnpUter usabl e program code for thwarting the TR
ttenpt. [0057] The Anti-Traffic Redirection System

[0057{ ATRBticErafflocRediesttion Syéfé’M\tAomEg&E gegggdn% alV®FRI operator

ors that turned down t
aga'”&FgN ‘P%?g g‘ﬁﬂ%& opgraiors dbat Bined gfown: theadeqmtutomuaqasaghat they
h
S e Y RN T
roamm@ protiles csﬁmmqssmﬂy régisfered intRrdindeckin®irs devtd AeoidRWsequent

d ff d
TR R e T ——
agam‘s@ t15é QUPHIRE ob&ateM oT JREIT ﬁJR‘é’Cﬁé‘ﬁd sBag?F e #. #ojoclﬂ?%ﬂeaklng of

onpet i ng oper at or nboun frer edic
mboundt mamggatmfﬂo@ & competing operatorgdeingsinbound pptfie dredirection.

f a HP
Notwilhs X8R 2l Bfer fobnis 3 nbhiepbliad 6he AlpMAL Srermionitym useu
to detepeif atH)PMN op@r@‘tor ig @%lﬁbefrﬁﬁlb'ré&ré&tidn é@nﬁ’sttths VBN qperator or

oper at or are busi ness scue acti on
not. Tpga@gaqmn wd néheé/WNAmmatﬂnsnepaedbMoass imshatdnd rescue

actiorANY conmbi nation of conputing conponents and devi ces
operating together. The conponents of the ATRS can

[0058Theo compurEpes eoft ATIRS SedisyibbE Thbvid hhelude! #n9=Lombination of
uter systemor network. The ATRS conpone can

compléqlrg WVERAEH S AN gﬁwgﬁ§ eperating dpgetheer Theonqmpenests of the
ATRS! 284 ROV corBin e )y MBS W B 2k angom o

nMenory deV|ces
networiurﬂSlae mTRSOOtbmpaheMBScad i det EQUpIea Ywilty EIS nQmber bof other

n‘o rzatl t her processor based conponents nay

°°mp%%ﬁ S i %lﬂ Q)h&rﬁ%ﬁmnloﬁ&erdwseﬁecontmﬂieref go8lIory devices, and
isclose

data IR %.?%é‘ﬁ‘ée‘%ddiaﬁﬁ o T ARk mber o

combinatiors obnthes precgsses based oompepertsantg e, caBying aligthe functions

oftre BT o b el el ot et
[0059] ResoUI@r 58 \notedi thh€khd r\%ﬁ‘%ﬁ@%OH’)BShéh&"HBBB@@B’herein may be
transi stor, |ayout geonetrie

described using computer aided design tools and/or expressed (or represented), as
data and/or instructions embodied in various computer-readable media, in terms of
their behavioral, register transfer, logic component, transistor, layout geometries,
and/or other characteristics. Computer-readable media in which such formatted data
and/or instructions may be embodied include, but are not limited to, non-volatile
storage media in various forms (e.g., optical, magnetic or semiconductor storage

media) and carrier waves that may be used to transfer such formatted data and/or

21



and/ or other characteristics. Conputer-readabl e nedia
in which such formatted data and/or instructions may
wheooenipsses ed i ncl ude, but are not limted to, PCT/US2006/009063

. ayol at i or.age dia i.n varioys forns (e.
instrf§ 3% AhoueE wirpleso BRUER of witkd Slongliee gedia eraady cambination
thercofr ri er waves that may be used to transfer such

formatted data and/or 21 WD 2006/ 099388
[0060@@1!766520681@@%6@%%6req;&ltesomthemmeutﬁromghmhtebhe description and

o B Bl 5 B AR el SR o o
inclusivbeenss ais éﬂsridédﬁihl@%n bk&@ﬂuﬁ'@é%’r' é%&ia%@tl\?é‘gﬁné?ec&]% A f?SBsay, ina

the words " ngrl se, nprising,” and
Sens?d)fb#ﬁ%@ﬂf be nphll@ﬁed.ta IWQrd&usmgsﬁneasmgptmsmdplu:al number

also A 8. Bihee o UEh YR Fasraatrah AdidHany fod woras

"hereimé "Iaere]mider " d'ebpl/ell"wbemvﬂb%fnd Qlos@s idTcinfiar tn'ih%oﬁ' k8t to this
si ngul ar nunber respectively. Additionally,
app"%io@sas aw@nl@ @nd nqgidp apy @articularpastiens of this amphcailnd When the

word ‘g@mg lgegﬁ@f?ﬁg@fepbg%ﬂat lidt r ol dt Bl te@'ﬁgklﬁta\&ﬂq@covers all of

particular por

the fallppling mntérpretathbes of l’he wmi* @nYy®f the stenrseidl the lI6ETRIrGNRE items in
|ist nore itens, .that word covers all

the Ii%?an%tw ?WLK\tﬁl\{\ﬁﬂ queeli%mﬁ%\f ¥ of the word: any of
[0061]1'}% hb&Ve decr‘iﬁiﬁ)H bisﬂl%lst?%;[éd %fmﬁ&ﬁnfehﬁ:ﬁf tH% ATRS I¢' $3t intended

and any combinati on
to be[@teusive Oatio\lmnlbIMAT;RS tm tod prédise form elfschodent]iWang $pecific

emboBmbdt, fe SR &xqIBbaRclchy B 43R Al esctioas erei 106 ilustrative
purposBec ivhtieus estAGhIERN hsodifi oatléﬂg W?BB&BIJ %thlr'i rfﬁepgc%%e of the

are descri bed herein for i1llustra
ATRS, asithase shilieddn éhe antowill freeegriizesThe teqmbmstdhmATRS provided

nere 6 20885, B WBadhin, BB e Fodlmay ot be
limitedh éo meﬂsymanbfanmﬂbtlﬁﬁistdés@hbéd aBbggessi ng systens and

t hods. They may not be |limted to the systens and
WO&ﬁ"@h@J&@%%@ﬂ%@@Saﬁdbe vayrious Zmbedigente sesceibed abbse can be

combi?ltedttB %réﬁ?%qgﬁh%‘%ﬂgpaﬂﬁ d@ﬁegs:?ﬁrﬁgﬂﬁ\;? ﬁﬁéé‘gs gﬂﬂ be made to

the A'E)‘RSem lightofths aimvet&etaimdiedésmriptibﬁ. ATRS in light of the
Oth % e.detail ed description. O her Variations
e YRfd#iens i ded above for the edification of those of

[0063]P*r6\l'|6é6 Béb‘blﬁ?lfb‘:]%ﬁb bAficafidn ofifbabs or"q?nég'y %;{ﬂu@fﬁgf{a‘% gnd not

he scope O e Invention, are det
as a IloTltaaos cinetine Soope afdheé irolention, ncaddtiited #useatiordNa &8Heme for

f..th | N
contrallil 483 BeEeio dNRL G Y RYNATH (s Tepniing Brobilgestation.
NumeRiL%S\%ﬂahbﬁ&%fHd' rﬁBdH’fbbﬁor%f withiA4he %p 'ihé gaéo qF ﬁv%btlon will of

ordi nary skill I'n V|ewo
courseg ﬁa@urﬁa\tbos@eéamun@wakﬂleu the&art lexmmloé thdwenmoelia‘ﬁemts that have

been de&SQéé.ofporj éc'xarﬁrglleetﬂe rﬂ)trgéjerﬁ Ir|nvr{abr‘1rt|o|ny|s lmp[nmented primarily from the
point of view of GSM mobile networks as described in the embodiments. However,

notwithstanding, the present invention may also be effectively implemented on
CDMA, 3G, WCDMA, GPRS, WiFi, WiMAX, VOIP etc., or any other network of
common carrier telecommunications in which end users are normally configured to
operate within a "home" network to which they normally subscribe, but have the
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poi nt of view of GSM nobil e networks as described in
the embodi ments. However, notw thstanding, the

W(p)rz(msmvﬂsss nvention may al so be effectively i npPENEs1086/009063
VO P etc., or

it RS, WF, .WNAX
capagﬂlyy OF dlso no&qx%ﬁ?'v@}n ogbe%ﬁlggb{)prp%rnetworks which may even be

acros=inéaraatiomal Gakdeyas 1 n which end users are normal ly
configured to operate within a "home" network to

[0064}Ahe reXameRles ounaar thes prasant Hoyertian WantieTaffic RRsHiNdBtion System

(ATR%%&?@%S%@ r’%ﬁg‘é]lfé?lzqilgg/ 0090613 Ccrqp@? sl H{t er%]:q glfe gggcribed using
termsexaad d‘metracfsodfawmla?gé@tﬂr@rﬂaGShPhS’cﬂfll% teﬁ 5ﬁgstructure. But

@lnpl es under the Aoresent i nvention Antli
use 58 Q%anmPley fhew pm-pg)lntmpwte@donmmtlhg the mventlon to those

| [aphsit Y, ai ned in are, descr
e AT 2 RBIORT SUBRRD L B lFb G6 R FuRGcknfc betoen
HPMNodrid ¥ PN eﬁhbeyoamﬁrrgaﬁtdblnétsiﬂétﬁ)n s maseerchat Tkeﬁgnostic to the

shoyl d not be interpreted to limting t
Capa?'ﬁ%f’? W@'tﬁad%reno'ﬁﬁﬁpﬁs tomiad; DEFWKlQaandmfeme and provided

throu@gn?rﬂ' D VE@EEQ&%GI?%%EL@E%J@? é&@{i ﬁ t)’ﬁgmtatlon (i) any
mobllﬁatﬁlmhqrtyanet\mrkgmmmmmg twithdug lirnitaedi Iesmes:s@em hse CDMA,

WCDM/%Q g%ﬁé eﬁotgu abgengggt o “@éﬁé%r&aéj@?@?g or systems;
(ii anV%éi—G&ﬂed'Wﬂ*l‘#ﬁip%gathtHb?M%W LELY ?'R)[mé b% ?B%Wb@o ettwork, but

t el ephony network i1 ncluding wt
also genfigureds, focoe onveDMkited @PRSn Imm@dm henpitenston®éd network,

lncludﬁﬂotj1 a?é%%hlﬁl Fr%oecl S&gﬁgﬁﬁ ﬁfbm{egeq%%mil g:ta%gﬁg ﬁgﬁl@) @gm;)ersonal
compeiePs,CPalnedypte ooV indone Madiie dd&aedd ggﬁﬁgnf Qﬁtle'l‘t%ﬁwrﬂ@ntaconsole

visited or non-hone or non-accust one

platfosma Jughi A5 Semafiaysiation, BSH ontatibert apparatus that are capable of
I erson conp ute
Sendlfﬁ,‘glaﬁﬁ)% g ﬁ%@@@ﬁ?ﬁﬁ%gyer ngme aring bgme networks, or

even éln) dixedHimee devicesswiade @ratdc@iRG EoMMB
tation, PSP or other appar a%sus tha?égpén%abub cgpable of

a
deplo}ﬂﬁexégln@ymgr%lqc@a@ns,wlr@etm’leéewmmal petsisterd smbascrlbennm such
I t r ed | i ne device
25 1 cyR2BHS U HORK Dl or SRR off i Bt et or
voice del IBycmnmunitation® saols abdkedd providd lb)eV@hagéon'F'&:kétS
rsistent s bscr‘_l_g)@(rSi id such as_the eye2eye devices

(00651, GRS LG CBHAIN BMBosifEMS el ﬁhervéTB&uuWnthmpmaent invention,
this sp‘é@lfﬁ:@tn@r\{ eollof3 F chgsﬁe GHIC ﬁoﬁ&gaﬁrghﬂy |ng pYarty to

nage or Packet SCr I |ng ce
a callegm%( frenitke @Notdaacamﬁoubddhat ¢l gareberfor & mepiial 08ice call, in

fIC ion follows the path of a

which tE 8@% %W@Hﬂlcay'&%%ﬂ %!ﬂﬁnhgspalﬁpyce@abla of visual,
audiovisual e nftk v f

can be fordrgplgg‘r?ﬁa&%@?c@tégg?ﬁ\%f thg%élw%wcteﬁa&r &ﬁ's can be for
text, vigapspieiuses ot @ﬂ'@cf@ﬂnn’numaaiedrdataqw pment is also

capabl e of visual, audiovisual or notion-picture

di splay. Alternat i vel y, those devices or calls can be

for text, video, pictures or other conmunicated data.
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23 WD 2006/ 099388 PCT/ US2006/ 009063 Techni cal
references "Method And System For Cel | ul ar Networ k
wae@bOywssRedi recti on” Application No. 10/ 635, BOHUS100€€)9063
on August 05, 2003. Q71 X SCCP Q70X MIP Q77X TCAP
SIM and Mbile Interface GSM 1114 SIM

GSM 1111
Tec"fﬂﬁ?é’iet}e'ﬁﬂcﬁzo Steering of Roaning GSM 902 on MAP
specification Digital cellular telecomrunications

"Met é{(zfﬁ | calﬁgﬁ%ﬁ %ﬁ%@bég\l@&&aﬁaﬁn}%ﬁl@c&gpea%%olication No.

10/6351984 fildasdm 2diguenOKNID03. gi t al cel | ul ar .
m’runi cations system (Phase 2+); Techni cal
Q71*g§q€zat| on of the Short Message Service (SM5); (GSM

Q70)@§/|ﬁ£) version 7.4.0 Rel ease 1998) GSM 348 Security and
GSM 31048 Security and OTA, GSM 23119 Gat eway

Q77>L67€aﬁtl? on Register, GSM 408 Mbile Radio Interface -
Layer . . 23122 Mobile Station Procedure M
GSM%E@(I;‘%M ?ﬁj\ﬂ@@?gltq G face Network Lgyer IGSI\/IZZOll
GSMSerM S Aeesgsi bil ity GSM25304 1dl e Mbde Sel ection
GSM29010 Error Network Mapping GSM 29002 MAP Prot ocol

IR 7329 Sfeering of Goesdsg PCT/ US2006/ 009063 APPENDI X Acr onym
Description 3G Third generation of nobile BSC Base

Station Controller
GSM 902 on MAP specification

Digital cellular telecommunications system (Phase 2+)
Mobile Application Part (MAP) Specification
(B3GPP TS 09.02 version 7.9.0 Release 1998)

GSM 340 on SMS

Digital cellular telecommunications system (Phase 2+);
Technical realization of the Short Message Service (SMS);
(GSM 03.40 version 7.4.0 Release 1998)

GSM 348 Security and OTA,

GSM 31048 Security and OTA,

GSM 23119 Gateway Location Register,

GSM 408 Mobile Radio Interface Network Layer
GSM 23122 Mobile Station Procedure

GSM 24008 Mobile Radio Interface Network Layer
GSM22011 Service Accessibility

GSM25304 Idle Mode Selection

GSM29010 Error Network Mapping

GSM 29002 MAP Protocol
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BCSM Basi ¢ Cal |
Application for
woewce9e88 Mul ti pl exed Access CLI
I dentification
Application Part

Subscri

APPE‘&@B‘E&

GvsC Gat evvay SC GPRS Gener al

State Mbdel CAMEL Custom zed
Mobi | e Enhanced Logic CDVA Code
Cal lin Line PCT/US2006/009063
CdPA Call ed Party Address CAP Canel

CC Country Code CB Call Barring CS
DPC Desti nati on Poi nt
Packet Radi 0 System

ption I nformation

acatr 1 - on

HI Dl et O Dlﬁll rUl
Acro e e Sw Lr‘h_Lnn Fupneti-on—GF
3G_Qobal Title mhmdgqns@ﬂonrgfrm@tmm HLR Home_Location

—QNA
COIVI \J UUClI

BSC Regi ster HP

VRaee fdatimmConbtrolgsi | e Net wor k | VBI

BCSMnt er nati ona

Blabizi Call Stdis dMaodedr | dentity I N

CAMEINtel 1 gent

NelistiriizeSB@pplitgiarafor MshileSE givacddll @yiay

CDMANAP TNt el TT geidide 19ilisR) MﬁRfﬂlé)éé@tA&ésBa” I'SD VAP

CLI ITTSBI_l. DUUb(, g&ﬁhgl éﬂ‘ﬂflbgtléfﬁ AQQT €SS IVessage
CdPApp EL'LZL o ol Galed ParyAddaes | AppHicati Z’Zc'ngff‘”pvéé'f
CAP Mobil e Count a@ﬁl&\pnlwﬁl rtn Country Code MNE

CC_ Mbbile Equip

EeUNtGOdebbi | e Network Code MO Mbhile

CB Oiginated M

SCalti3artieg Swi t chi ng Cent er

CSlI

Camel Subscription Information

DPC Destination Point Code

GMSC Gateway MSC

GPRS General Packet Radio System
GLR Gateway Location Register
GSM Global System for Mobile

GSM SSF GSM Service Switching Function
GT Global Title

HLR —H HLR from HPMN

HLR Home Location Register

HPMN Home Public Mobile Network
IMSI International Mobile Subscriber Identity
IN Intelligent Network

ISG International Signal Gateway
INAP Intelligent Network Application Part
ISD MAP Insert Subscriber Data

IAM Initial Address Message

IDP Initial DP IN/CAP message

ISUP ISDN User Part

LUP MAP Location Update

MAP Mobile Application Part

MCC Mobile Country Code

MCC Mobile Country Code

ME Mobile Equipment

MNC Mobile Network Code

MO Mobile Originated

MSC Mobile Switching Center
MSISDN Mobile Subscriber ISDN Number
MSRN Mobile Subscriber Roaming Number
MT Mobile Terminated

MTP Message Transfer Part

NP Numbering Plan

NPI Numbering Plan Indicator

NDC National Dialing Code
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MSI SDN Mbbi | e Subscri ber
Roam ng Nunber
NP Numbering Pl an NPl MNIIYD820061099063

Subscri ber

wove@sagsssir ansf er

ndi cat
LA

| SDN Nunmber NMSRN Mobil e
MI' Mobil e Term nated MIP
Part

a¥d I\II'Y‘ It i anal ™M Al nn Qn_’rla 25 Al\ﬂ

bRperaionbelerunrtBamng Cper at or Det erni ned

ODB 2006/ 099388
OTA Barri ng OTA

ver The A r O CSI_Orj gi natlnq CANEL

O-CS$ubscri ption

Onigoratingi @AMEPFBUlsaniptide IIFoamatign Nunber

PRN RNA Roam ng

NProvilié RuachiiRNBeatsern Restricted due to

RNA Unsupport ed T rabHifg Not Afeweqn ! ndi cator SPC S gnal
RR__Por it COde™SRE ool Restrcie HIE 6 5&;,3 atge 1o
Rl UTTTITC O U T U LU _l i DI Il grr AarisS1t© Ul |ILY
QT_D H LIDMN S 23 i Dnuf J_ncL IJCL'F ornpat | on 'Ijgr;
SPC shart Messag 2019@@5‘3@3}’[ Qde Switch Point SSN Sub System

SRI Number SIM S

BepdiRautinodafermedionbdul e STK_SI M Toal

SCCKit Applicat

Sigral/CrpnettighContrdbgadge Rel ay Prot ocol

STP User | nform

Btynal $fadhskegPaint Tr ansf er Poi nt  SS

STP-Suppl enent ar

VHPMINISES TR Traffic Redirection T-CS

SRI-SFT M Natl ng LauRY RItMgARforMabHEdr Ghort MesSage
SSP ||Ir€|”ifgi t n: JLS ﬂ&,ﬁ,\ i h%ﬁt ﬂl il “Header—tmdrcator
SSN " 7 TU'T'sub System Number -

SIM Subscriber Identify Module

STK SIM Tool Kit Application

SM-RP-Ul Short Message Relay Protocol User Information
STP Signal Transfer Point

SS Supplementary Services

TR Traffic Redirection

T-CSlI Terminating CAMEL Service Information

TP SMS Transport Protocol

UDHI User Data Header Indicator

UDH User Data Header

Ub User Data

VAS Value Added Service

VLR-V VLR from VPMN

VLR Visited Location Register

VMSC Visited Mobile Switching Center

VPMN Visited Public Mobile Network
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26 WD 2006/ 099388 PCT/ USZ&E%&%?%B CLAIMS | claim
1. A nethod for controlli fic between a Home

| claifybl i c Mobile Network (HPMN) and a Visiting Public
Mobil e Network (VPMN) of a roaming nobile station,
t he net hod conpri si ng detecting a traffic redirection

T e GO AR, 88, Bt noton
NESHIIN) bﬂﬂ%&ﬁsuﬂh?@dﬁ%@ﬁﬂ’e tN@WWPml B{‘Wftahﬂ% mobile

the detected TR attenpt. 2. The net
tiom theygetirodicompiisingor t he r oani ng nobi | e station

HPMN. T hod o cI aim 2,
i/\/f}elr 2: ide %@%ﬁﬁﬁ’e r%‘i?eéi?'Perngﬂe f“%ie thénire@mingy mobile
I I
oy Giering XeaangS of 2¢ st PR Neafifation meagage between
?ﬁqwl\ﬁlﬂﬁ%’dhéf c'ﬁ'&i @d, wherein thwarti ng thet TR
r nore registration
?E::Ec,Sgﬁg@ﬁﬁlg@ytﬁg%&%ﬁ?%g%o%@éempg the at | east one
2.r dfpesmetitodoof alaigs dgwhetdie then FRO&HSTAPEfoF UGl %érﬁtdgor‘htoﬁi(l)% station

t the TR attenpt. 5.
Li?ssﬁ'qﬁ?‘?ﬁ Be? g&@h’gmﬁ]e one or nore registration
r 0
3. TTRO Mol 0P e 6. kel ERectg” i8G i iy, it comprises
stanitering assifehn e eaclaandee o thoae Iééétrcﬂjé?géglgﬁéﬁé}g%essage
tration nessage he
ﬁt@?%%e%oﬁ J—lﬁw go‘rj]&h‘meeflg’ the one or nore LU nessages
4, aﬂ’heﬂﬁéﬂhoﬂcbﬂdlﬁim BPWNefdin Qh\ﬁ/@ﬁmg\?\ﬁrgﬁhﬁat Fﬁﬁﬁtr cv,&hgﬁées sending

time. 7. The method of claim 4 one
nBRR OF dpPket Fegistrationerssposse Masssggs sn aespared td thel A€least one

T
|RAMBIE SestdA0 A8, HEESEh e TETRRGISh st Bppace thwar
cthepTRettemptoni toring actively the exchange of the at

I_?ast one registration message _ _
5. The method of claim 4, wherein the one or more registration response

messages are one or more location update (LU) messages sent on behalf of
the roaming mobile station in response to at least one LU reject message as
the at least one registration message.

6. The method of claim 5, wherein the one or more LU messages are sent to the
HPMN at a configurable interval of time.

7. The method of claim 4, wherein the one or more registration response
messages are sent to the HPMN greater than an expected number of times.

8. The method of claim 2, wherein detecting the TR attempt comprises
monitoring actively the exchange of the at least one registration message
between the HPMN and the VPMN.

9. The method of claim 8, wherein thwarting the TR attempt comprises sending
one or more registration response messages in response to the at least one

registration message.
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bet ween the HPMWMN and the VPMN. 9. The nethod of claim

8, wherein thwarting the TR attenpt conprises sending
W@n®6/099380r e regi strati on response nessages i NPCEERINGE063
27 WD

l,east ,one ~ regi strati on message.
1986%71 gﬁg@gg %}%@@@Wﬁ!@&%%ﬁopn%@r Rodegstratian rresponse
9, et _ , . <
o aretne B e Toeid E At AL o SRR ent op hehalf of

sdhe reamiighatopile statianein esponge o kit lenst tomei 00 refect message as
t he at

. LU | ect
| SAEEP Rt Dndlag SRlot Mestabe “11 "The net hod of
1t|Tdenmkth ' i {
N SR A rrerEMeTone ot fTReEPURERSEGRS B sont to

el ek
TiRe RN ot g canfigiuralde intarsebphtimeMAP | SD ACK nessage

i ae_r ' ile statjon in
123085t S el 9888, RER a5 Sl benatro
athe e@smingemobile sétatién OR FERSHAEE niSpo '
observing a, MAP LUP nessage from ?ﬁ?ﬁ%ﬁ tl%%) mﬁsgage being
mgf’ﬁ%’a( eafa%ﬁh&i hleast qpreregisiration mapsagDspbseguant to observing a

cwimeggagé f®m R HERAy RNA- 14, The net hod of
cl aim 8, erern one or nore LU nessages are sent on
T3hdhelmethod afrdainod®j nhenaihithe MARtISDnigdskgs ROAFSde? ope of a
n

0 Qf P LUP ACK nessage, a MAP Abort nessage a
a%(ﬂ%% nmessage bei ng observed as the at |east

VBRGNS USgRaes AESEMARL B3R 09 PolF vorr

LUP nessage fromthe
10f theefoainming hsobie staliorGK respeage ompei 8Esa MAP DUP ACK

BSPRGE s PP BpraBEs R 47 8 LGP Air mpSeese bsing observed
sasitheat ledbt ofd fediBtdtRth ﬁl@sgéq’% gb%ﬁq%&ﬁgpsé%gogmm LUP

or nore LU nessages are sent
cHeesaee fpnetheddBMMNal of tinme. 17. The nethod of claim

j . of P. abar,t TCAP reject is |
1SR PRE1 WEaRABIUE ARGt cooriss one
refsporBystémn Fail@eA wﬁexmé@gaathelmu@,bfmnxe% %Mi%ng Data
at | east one registration nmessage fromthe B . .
THUTERPOREINASP the spaming mebilestatione or nor e

16 B5H ' P e are sent wthin the
R R O ARG IR 98 o 25 BB LRk S et
dhe HieMbl atl seesrfigunabledgtesial af tinle. "essage sent by the

MN. .

1 7.':|Fl>1e method of claim 8, wherein one of a TCAP abort and a TCAP reject is
sent on behalf of the roaming mobile station in response to an OTA TR
message being observed as the at least one registration message from the
HPMN.

18.The method of claim 2, wherein one or more registration response messages
are sent within the VPMN on behalf on the HPMN and in response to receipt
of the at least one registration message sent by the HPMN.

19.The method of claim 2, wherein detecting the TR attempt comprises checking
receipt of at least one of one or more error messages and one or more
success messages from the HPMN in response to one or more registration

response messages.
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19. The nmethod of claim2, wherein detecting the TR
attenpt conprises checking receipt of at | east one of
W@n®6/099380r e error nessages and one or nore  SPCT/ESH06/009063

f ' [
PR HREPHO! FRpotde rEceoRE abdedes BDecPLODBAY more error
PGhé 6REBHE or dHord ' 8uBEL K0 Fhé%%glljéé' é?blr%cemgia %g%énittently

the at 1east one of one or nore error nessages a
orWithin @ canfigugableninterigbef time. r ecei ved internittently

-, i ] qur ab i nter, f time. 21.Th t hod
288 Tn68 o BET 18, W theort deaSiopnar@ Gne ner Gnore error
ermnessagess 8AG SneA e bR QUCcHBS niedsages hfgfrgség%iiofr%%égeding a

a ratio exceeding a configurable th
meoRbguEble thipshald. wherein the TR attenpt for the

] | t] 1S inidiated he VPMN. 23, ,

24 18 MBHTRP ) A T BBreit o 3R oL i the Fegming mobile staton
atis mitiated oypthé SMNPoONi toring actively the exchange of

at | east one registration nmessage between the -

2#1% mﬁpaeog/mlmm %2, whereiat Hetectng cthei MR 2attehpt eiomprises
0 ir es are, sent as the one
onorlorRBe et it E5endRaE At Thed6l 1t one Feqifally gnessage
obetwéeratheMAPMdband the W RMNCAP abort det ected

respondi t.0 | east one VPMN, wherein the one

Z%ﬁrhﬁdpgfﬁ_og qr’}ge‘a%'&gﬁn’é@@@’é@n&r@ rserg Ldoeauepiomessadas are sent

0 g P The net hod of

o e e S TRl ool o s I (7500R¢ 8 'one of a

c bHT iebest antkadiCAP atorbdeteotar poméspendimges at NS dUSSVPMN,

fwht(ﬂ Lo ng,. mobile station to the VPM in _

r £98 §é igé)n@oarr @?ﬁ%r@f AU NBessages are sy sg@spondingly on

obehaif ofietat VedStynes@ANRNt to the roam ng nobile

station bei nfg registered. wth the VPMN. 26. A system
25 bhe gpgithod) ofi eigin raffharelnethwesting thie R Ritelipt AVither @omprises

N Ui l K
W&:é 8{1%;!?%5?%80@%%{:@'@% a ngﬁé’ ?qr%glsrygpgl\'% \Arrl?chbile station
ctonthiel ¥PMN iR rdépaiised® EdrresIRirRiid Bfedort indkd iL‘E| messages from
redirection (TR) attenpt for the Toam ng nobile

P 06 Mongy VB saibspageriiehegwaniingtmokis station being registered.

=Y ' message between the VPWN and the HPMWN,
ghﬁ]égﬁ I-TR unit for thwarting the TR attenpt by

26g£nstvshgmofm’ controlting  tr&fficsbe@ided d $FIAESPUBRS 3486k INletwork
r(?—ﬁﬂﬁ?%ntdoat\ﬂgiti%tg li‘l%j}isc’:t M%?)ﬁe IrI\?e(“:’tlvvsc’)trlz 6(l{/IF’(K/InN) of a roaming mobile
station, the system comprising:

a TR probe for detecting a traffic redirection (TR) attempt for the roaming
mobile station, by observing exchange of at least one registration message
between the VPMN and the HPMN: and

an anti-TR unit for thwarting the TR attempt by sending one or more
registration response messages in response to the at least one registration
message received from a switch.

27.The system of claim 26, wherein the TR probe is integrated with the anti-TR
unit.
28.The system of claim 26, wherein the switch is a roaming STP configured to

assist in exchange of the at least one registration message and the one or
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message received froma switch. 27. The system of
claim 26, wherein the TR probe is integrated with the
W@e6AHTR88 unit. 28. The system of claim26, WhRCEUS0D6/@9063

switch is roam ng STP _configured to . assjst in

o bt pediafaldit Feabhrish anegeodt hEach 1oh HRMYagaduthe antiTR

t hehioaed PR préBeV\O 2006/ 099388 PCT/ US2006/ 009063 nor e

regi strati on response nessages between the HPMN, and

29 peheagystemrof glaim 26\0vTeepy dba. p2Bivehmayistingmbde) tienant-TR
node, the anti-TR

iV SR B 3B RSl st (oo ass fieyege or more
ageyiEatio® respdieE mds8ayEs Wfrééﬁbrfs%sigogﬁ %a%??;@%?l%ﬁafiéh update

response to at_ | east one |ocati on update re
né8iesh Enessage: flemsihe switchhaherreint the one @t muve docation update

I ' ept .t,0 the HPMN o .
pef ey PCRe e RGO PhBehglosite iming agleesinten

3@ Themspemiberckiim RDE whreeir theDoke Ld7 M@?éwsméés%lg%%”ére sent
greater than an expected nunber of tinmes to the HPM.

3 pragier fan anveypectedinwmusr affigres te thadiRMA.or nore LU
GE : fi bl e
3i'nt er val e@}[@ft@ﬁ@ﬁ Z?Z.W%@nsﬂ&%rﬂwé 8?"2 ilrhg%gs%ﬁ%erse?'i‘? sent to
i theatiAMN atancandigurableninterval betimB. probe detects the
| east _one_ regi stratjon, nessage as an OTA TR sent to
3 e "PNRnG! REEM €5 <WhEreUh Thyaciive TPRRering: marle, Gei TG probe
t Betetid tﬁ@;atTI*éﬁsﬁbﬁbedeg:{tréyoﬁ'Cmg%gg%é‘Tﬂ ghgdﬁgﬁg sent to the

anti-TR unit sends one
r EpaBingawobirstationdry the PMblios iniddtingntheckRons e

o ST 1%, S et SR aor
ahd -a RCAP trejece Stz YRS dﬁ@oﬁ@'ﬁe@%ﬁéﬁ@ﬁ r@%%éﬁ;% %(;Efssages in

or nmore registration response nessages on
t FRSPAPRAlt OTfeTR: | east one registration message

34,38 538t o . 26 Bery 1 acliee m ROy inecaat-TR unit
byendea AP (B AOKSREsSIYe B8 thE&dRE b Mord l:%slt'-aéﬂ%n response

nessage fromthe HPMN, wherein the roam ng
sMessages en belpliialtael HANN when tirevat least aive registratiorofessage

sy 5 AT BB AR T p s
t Mé&Porbart messagee girst raaéitvackdoeigomﬁf_c'lﬁsﬁgﬂfﬁs dubsequent to
nd a abor

BRI pPISB mfstpae e ihedEhbhenhers twnesasming mobil
L8O RiGisTEYR With the VPMN.

35.The system of claim 26, wherein in active monitoring mode, the anti-TR unit
sends one or more LU request messages as the one or more registration
response messages in response to one of a MAP abort and a TCAP abort
detected corresponding to at least one VPMN, wherein the one or more LU
request messages are sent correspondingly on behalf of at least one VPMN.

36.The system of claim 35, wherein the one of a MAP abort and a TCAP abort
are detected by the TR probe.

37.The system of claim 35, wherein the one or more LU request messages are
sent to the HPMN at a configurable interval of time.

30



request nessages are sent correspondingly on behal f of
at | east one VPMN. 36. The system of claim35, wherein
wao b@ooyssof a MAP abort and a TCAP abort are PEr/E8108€009063

BT Gt BE B 7% obpiael f’pé%&v%fe@‘: Rofng dipde.hermnt-TR uni

HRdNd8t orfe ©P ThbIBULBOMBssaHEY ¥al
2006/ 099388 BCT/ US2006/ 0 06%§§%Qﬂwe syé‘}@% \Q@Strat'on response

anessagea the HEMN evhesnone of agViAideUPt A€Kanteiss3ge comprising
ne or nore

- e el S SRR SHNES Crexeded 195 Pauapiuihran alssiig Data
OfcoredBbnlg 18 He FEERMEAMENIRSiatioNTs dBRRIAT b 1Ry TR3obe.
ssi ng

Fai l ure, Unexpected Data Val ue,
3%6'?“%@6%@6] Rfy Ciam g6 fudhei ﬁgmpﬂbe‘sa alR |f@rnselsdmg one or more

39. Th f
555l BB o oML el 6o v
pweépdrwwu@d@jrmsmﬁr@eﬁné oF nidie U@ﬁf@é&@g%’kﬂdn‘? oPedr rﬂBre VLR

he VPW in response to correspon I nNg one or nor
L@U _augido they Raypvggnobils statipRbeingragigierad with ttrhmVPMN

I {5t i th the VPMN

4@.%@ _Iér}%tém?tf gﬁ}a@f?%lvgfﬁb@%@ﬁe v\hg&@% ?éﬁlgtr%o%qseponse meéssages

r age senamtbrm thesyBINe onesshadfash tHy BIPMINtandl ihheBpbhse fo receipt
P/Bjﬁg behalf on.the HPMN and in response to recel pt
Heapkong regisiration message sentdysthgdRMN. by t he

4 T, t [ € ro
0 sl 250 g e OSSR SRt o
| ehetking eeegipbnt abieasrbrcmeeofr one IUE YROLBITBN the¥2ages and one or

oReTerERSS PRSAER o e RN Mriatnegs s ths paecor more
Wddistdtor k8pbAse Pﬁéﬁsb@e§b§§é&§t~e \ﬁ@h %h@r’baﬁﬁﬁb%@ ile station.

claim4l, wherein the at | east one of one or
42eTP©rSySﬁ%l’s‘ls Qf;@é’alﬁhmonmeﬁeln’rMea atuleaeSs)neeefSages oflrore error

h f
| ESPUGTS b orgHiord it dnosibe.fin racelvart nepmitenty

tW&hlata tenfigurable infer@sl®f@ngror e error  nessages and
€ Oor nore success nessages forma ratio exceedlng a

43c£h$|5§:}{§?%fﬂl ef chimsAdl wherain thee atyleasimooe of @ine 86,more error
e LT S T ) o i, i

ecordigurabledisieshekl.t o each of LU nessages sent as the
r nore re%hétrati on resEonse nmessages on behal f

440t RustEmuet HaimgBi wherinthe iR mebeﬂeéecgym@mtt@hat imitiated
?%f m@;t E’g}lr{]by : e@%ﬁl‘% Jﬂ%ﬁ]‘ Itcinrjgfé?:g e@ordp responge to each
eofrldd messagesesent aarthélhsbheaasrdmare registration response messages on
behalf of the roaming mobile station.
45.The system of claim 26, wherein the TR probe detects the TR attempt initiated
by the HPMN by checking receipt of an LU error with one of an RNA and an
RR for one or more of times in response to an LU message sent to the HPMN
and a subsequent receipt of an LU ACK message with success corresponding
to a subsequent LU message.
46.A computer program product comprising a computer useable medium
including a computer usable program code for controlling traffic between a
Home Public Mobile Network (HPMN) and a Visiting Public Mobile Network
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RR for one or nore of tines in response to an LU
nmessage sent to the HPMN and a subsequent receipt of
W@eoobir938¥ nmessage with success correspondi ng PEDUS2006/009063

S nt, LU nessage. 46 A copputer program product
cONEANEThr A cBRATIDEr radllen) SofRNT e "EREPUEh@ragam  product
ccxfmﬁ}g@ginggsabl e program code for controlling traffic

bet ween a~ Hone Public Mbile Network (HPMN) and a
Vi si ti repnmouder siskblel progremveade fBIdetectr &/ Pefiddedirection (TR)

fh (eﬁiﬁtﬁ‘ﬁ? ﬁeoﬁﬁipg%gﬁﬁgioﬁc%%g& @3@%@%& é)tnl’east one
usabiserafon aicyBagadibtivebn 968 ¢PMINGNA the MpN: and
redirection (TR) attenpt for the roam ng nobile

st at i orfOMUighyeakie Mjogranh aode farfthaartingpthe TRattempt.
i i t he, VP d. t he K HPIWN;
AT e ombb s TSR Bl B Pl Y arRaretRREng fee TR attempt
atcoempises4vionitdving papsively the achEhGE HURE RfesdtadiB Aistration

wherei n detecti ng the TR attenpt conprises nonitori
paRe3SAge\Petyeen i AdNANd the WMNsast one

i i . the V
SRS ST VP P, PG nA T s
t icnenpiriseg sendirfRoae toembre GYIIELIBATEEEOASE the¥3BgBS in response
re regigtration response messages in response” to
?ﬁ%ﬁ}%f %éﬁ ?aé'loindﬂe ge. 49. The conputer program
4@ meRUSMitef bAddPatPprotier 6f ﬁeﬁﬁﬁ%E:th'%ﬂeth}get%&iﬁﬁ%;Tk attempt

conpri ses noni toring active t he’ exchang
| éaBrisas megitainacvely ks saghahet wiehet dteledBMinanggistration

aBTesiagp pelverndis FRITN bc the SHRRLY Conpr fses -
5G:FREicdengUier Programeprodaceér @hinPaor %E%é?h%ﬁgﬁgﬁﬁ TR attempt

response to t he regi strati on nessage.
cEapptises peadingnons odmmredegistration 56sporeer eiessades iMeesponse

0 re . j.st i.on response nmessages are one or
n%qféglr%gg{‘tr%ghﬁdﬁ%age( LU) nessages sent on behal f of
51t Maer camipoternphidrans tprbd@dt: ob Zlaifh &5 OWRESH E[?’gflﬁamor more

prodyct, of claimb51, wherein the one or nore
nf?s%sjb?é@”arr%sg%ﬁe tNACISRYCHPRIE 0nea @omidrguledstion update (LU)

[ t "y rogram product of
c'ﬁfgi%lréné{%, Qﬁeéﬂglﬁ%h%?%@%@%@(ﬁ{oﬁﬁg BNs sent on
S2vEhe donyfuteh @rogram n@odwdti bfe cliirat 5 PNwherdif SRNSRe L& More LU
| SD nessage bei rp_'% observed as the at | east one

?’@5?@@9%@@@ 4 S HPAIN 24 gueanfigtielle édevah gf tmenp

53Lthe resRgeer f rogdie pFSdt of claim 49, wherein a MAP ISD ACK
message is sent on behalf of the roaming mobile station in response to a MAP
ISD message being observed as the at least one registration message
subsequent to observing a MAP LUP message from the HPMN.

54.The computer program product of claim 50, wherein one or more LU
messages are sent on behalf of the roaming mobile station in response to one
of a MAP LUP ACK message, a MAP Abort message and a TCAP Abort
message being observed as the at least one registration message
subsequent to observing a MAP LUP message from the HPMN.

55.The computer program product of claim 54, wherein the one or more LU
messages are sent to the HPMN at a configurable interval of time.
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54. The conputer program product of claim50, wherein
one or nore LU nessages are sent on behalf of the
WO o@iopagssobi | e station in response to one ofP@II/NDR06/009063
e and a TCAP _Abo

SR o BB S M eSS I5uA Brd SF P28 ot
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