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BACKGROUND OF THE INVENTION
The present invention relates to a system, which manages copyright
in utilization of digital data, i.e. copyrights in display, storage, copying,
editing and transfer of digital data.

BACKGROUND TECHNIQUE
In the information—oriented society of today, satellite broadcasting
using broadcasting satellite (BS) or communication satellite (CS) or cable
television (CATYV) broadcasting using coaxial cable or optical' fiber cable are
being propagated in addition to ordinary terrestrial broadcasting.

In the satellite broadcasting or CATV broadcasting, which can
distribute information to several tens of channels at the same time,
scrambled channels for broadcasting motion pictures, sports or music
programs, which cannot be viewed by comprehensive contract, are
provided in addition to general non—scrambled channels, which can be
viewed under comprehensive contract: To view the scrambled channel, it
is necessary to subscribe for descrambling. Because the period of such
subscription is usually as about one month, it is not possible to view the

programs on such channels at any desired time.

To solve the above problems, M. SAITO has proposed a system in
JP—A 6—46419 and JP—A 6—141004, by which a user can receive a
viewing permit key from a charging center through communication line and
can view programs by descrambling each program, scrambled by different
scrambling pattern, using the viewing permit key, and is charged for
programs at the same time, and has also proposed an apparatus for such a
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In the-infordtion- oriented society of today, satellite broadcasting using
broadcasting satellite (BS) or communication satellite (CS) or cable

tel evision (CATV) broadcasting using coaxial cable or optical fiber cable
are being propagated in addition to ordinary terrestrial broadcasting.

In the satellite broadcasting or CATV broadcasting, which can distribute

I nformation to several tens of channels at the sane tinme, scranbled
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charging center sends a permit key to the communication device. At the

same time, the fee for viewing is charged and is collected from the user.

Upon receipt of the permit key via the communication device, the
user provides the permit key to a receiving device by direct means
connecting the communication device with the receiving device or by
indirect means such as flexible disk. The receiving device uses the permit
key thus received and descrambles the program.

As an application of the above system and apparatus, JP—A 6—
132916 also describes a system and an apparatus, by which a tape or a disk
having a plurality of data, scrambled by a different scrambling pattern
respectively, recorded on it can be sold or lent, and the specific data can
be utilized using a permit key supplied via IC card or the like.

In the information— oriented world of today, computer communication
networks are now organized to utilize the data. Such communication
networks include a local network called LAN (Local Area Network), a
national network called WAN (Wide Area Network) or an international
network called Internet. These networks utilize various types of data,

which have been stored independently by each computer in the past.

On the other hand, a new technique to digitize information has been
developed, by which television moving picture signals can be compressed
to reduce the amount of information, which was not possible to digitize in
the past because amount of information is enormously increased when
digitized. For the digitization of information, a number of standards have
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To solve the above problenms, M SAITO has proposed a systemin JP- A 6-
46419 and JP- A 6- 141004, by which a user can receive a viewng permt key
froma charging center through communication |ine and can vi ew prograns by
descranbl i ng each program scranbled by different scranbling pattern, using
the viewng permt key, and is charged for prograns at the sane tine, and

0% ot orbeet mulaed; Speiging H.¥61°SndArd for video conference, JPEG
(Joint Photographic Image Coding Experts Group) standard for still picture,
MPEG 1 (Moving Picture Image Coding Experts Group 1) standard for
image accumulation, and MPEG 2 standard used for wide application from
current television broadcasting to high definition television broadcasting.

“The digitization technique utilizing the image compression technique is
not only used for television broadcasting or video image recording but also
used for handling television moving picture data which could not be
handled by computer. Attention is now focused on "multimedia system" as
future technique, which can handle various types of data by computer and
digitized television moving picture data at the same time.

The multimedia system is also incorporated in data communication and
is utilized as one of the data on database.

With the utilization range of the database being expanded than ever,
important problems arise such as the problem of how to charge the fee for
data utilization from the database, the problem of copyrights related to
copying or transfer of data other than those directly utilized, or the problem
of secondary exploitation right associated with secondarily generated
copyrights in data editing.

To ensure perfect editing of charging and copyrights, it is necessary
to take such measure that data cannot be utilized by those other than the

. authorized users, and the best means for this purpose is to encrypt the data.

In the television systems or database systems as described above, a
crypt key is needed to encrypt the data and to decrypt and utilize the
encrypted data, and a crypt key must be delivered to the user, while the
procedure is very complicated because perfect security and reliability must
be assured. e
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In the:above system and apparatus, a user requests for view ng the
scranbl ed programto a charging center via comrunication line using a
comuni cati on device. Upon receipt of the request for view ng, the charging
center sends a permt key to the comunication device. At the sane tine,
the fee for viewng is charged and is collected fromthe user. Upon
receipt of the permt key via the conmunication device, the user provides
the permt key to a receiving device by direct neans connecting the

1 exi bl o i 2219%%?8%%#3?%%%@ ER Ty bt 8% Coei ved and

descr anbl gsscipfioR” @gg, w}, &lerdf, the above system and
apparatus, JP- A 6- 132916 a?so descr i quysten1and an apparatus, by
which a tape dn the drgptogeaphyy thepéncryption tofentaypt a plaintext & usyngadi f f er ent
scranbl i ng pa&fg‘e};ﬁ respectiyvely, recordecd on it ca be sold or lent, and
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t he speci ¢r.y@ @ngd to obtain a cryptogram C is expresse
C=EX, M)
and decryption to obtain a plaintext M from the cryptogram C using a crypt
key K is expressed as:
M=D(X, O.

Further, M. SAITO has proposed a concrete arrangement of a data
copyright management system in JP—A 6—64889.

In this system, in order to manage copyrights in display (including
the process to turn to audio signal), store, copy, edit and transfer of
digital data in a database system including real—time transmission of digital
picture, either one or more of the program to manage the copyrights,
copyright information or the copyright management message are transmitted,
when necessary, in addition to a permit key to allow the user to utilize the
encrypted data.

When the user attempts to utilize the data other than the condition of
the permission or of request, a copyright management message is displayed
on the screen, notifying caution or warning to the user. The copyright
management program watches and manages in such manner that no
utilization of data is performed, which is against the condition of request or
permission.

The data is encrypfed and supplied and is then decrypted using a
permit key and is utilized. When the data is stored in a device, is copied
to a medium other than the device, or is transferred outside the device,
re—encryption is performed. Also, a permit key is provided for each
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be utikized using a permt key supplied via IC card or the Ilike. In
the information- oriented world of today, conputer communication networks

are now organized to utilize the data. Such comuni cati on networks include
a local network called LAN (Local Area Network), a national network called
WAN (W de Area Network) or an international network called Internet. These

net wor ks u of dat Wmch have b stor .
independé’z:{1 c‘ﬁﬁ%‘é?’g\g@%’hé copyg, %ﬁ%{ﬁﬁ %?‘ﬁﬁ?rlﬂ%’d a new
t echni queho d| g| tize information has been devel oped, by which television
nmovi ng picture signals can be conpressed to reduce the amount of

I nformati on, which was not pOSSI ble to digitize in the past because anpunt
of information is enorm)u i ncreased when dNEilt'2ed For the digitization

of information, a numberS YORIHEMNVE
The system according to the present invention comprises a database,
a key control center, a primary user, a secondary user, and a network
system, which connects these with each other. A primary copyright label,
a primary use penﬁit key including a first crypt key, a secondary use
permit key including a second crypt key, a secondary copyright label, a
third crypt key, and a copyright management program are used.

When a plaintext copyrighted primary data is supplied to a primary
user, the data is encrypted using a first crypt key. When the primary
user wishes to utilize the encrypted copyrighted primary data, the user
requests distribution of a permit key for primary utilization via a network
system to a key control center. When the request for distribution of the
permit key for primary utilization is received from the primary user, the
key control center sends the permit key for primary utilization to the
primary user and charges the fee.

Using a first crypt key including in the received primary use permit
key, the primary user decrypts the encrypted copyrighted primary data.
In case the plaintext copyrighted primary data is stored in a device of the
primary user, the data is re—encrypted using the primary use permit key.

When the primary user wishes to utilize the copyrighted primary data,
the primary user requests the distribution of a secondary use permit key for
editing the plaintext copyrighted primary data to the key control center via
the network system. The key control center sends the secondary use
permit key to the primary user.
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3 been formulated, including H 261 standard for video conference, JPEG
(Joi nt Phot ographi c 1 mage Codi ng Experts G oup) standard for still picture,
MPEG 1 (Moving Picture I nage Codi ng Experts Goup 1) standard for image
accunul ati on, and MPEG 2 standard used for w de application from current
tel evi sion broadcasting to high definition television broadcasting.

The o120t g S ind dekb R b ey B By " e
copies the copyrighted primary data and edits the copy of the copyrighted
primary data. When the plaintext copyrighted secondary data which is the
copyrighted primary data under editing is stored in the device of the primary
user, the data is encrypted using a second crypt key included in the
secondary use permit key. When the final edited data is stored in the
device of the primary user, the data is encrypted using a third crypt key.

As a result of secondary processed data which is secondary data
edition of the copyrighted data, the primary user now possesses the
secondary exploitation right as secondarily generated copyright. In order
to execute the secondary exploitation right, the third crypt key is
registered at the key control center. The encrypted copyrighted secondary
data obtained by encryption of the plaintext copyrighted secondary data
using the third crypt key is sent to the secondary user by copying it to an
external storage medium or by transferring it via the network system.

The secondary user who wishes to utilize the encrypted copyrighted
secondary data requests distribution of the third crypt key to the key control
center. Upon receipt of the request for distribution of the third crypt key,
the key control center sends the third crypt key to the secondary user via
the network system.

When the secondary user receives the third crypt key, the secondary
user decrypts the encrypted copyrighted secondary data by third crypt key,
and utilizes it.

BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a block diagram of an embodiment of a data copyright
management system according to the present invention;
Fig. 2 is a schematical block diagram of an embodiment of a system
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not only used for television broadcasting or video i mage recordi ng but al so
used for handling tel evision noving picture data which could not be handl ed
by conputer. Attention is now focused on "nultinedia systen as future
t echni que, which can handl e various types of data by conputer and digitized"
tel evision noving picture data at the same tine. The nmul ti nedi a
systemis also.inggrporate I n data co nicatiop and is utilized as one of

the data GRANSNEHata copynights aggording fo the present sWendiege of the dat abase
bei ng expanded an av. LIRQA . ,ﬁ%". 8 _slch t he _probl em of
how to charge ﬁg; ?e{é f(E):(I’)n(fFl éﬁlu@f”i‘%?&o‘%@ro 915 'é"@épﬁgaisﬁg? e probl em
of copyri giflizaticn ake ' Pﬁn'gﬁ %’?ﬁ& 7 ose
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associ at ednvénttonsecondari ly generated copyrights in data editing. To

ensure perfectediting of charging and copyrights, it, is_ necessar
P Fig. El represents a gonc%ptual dra\%%/ng or explaining limitation of Y

=

utilization of data editing executed by a copyright management program Pc
in the present invention; and

Fig. 5 is a block diagram for explaining a process for producing new
copyrighted data from a plurality of a copyrighted data as objects.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

In the following, description will be given on an embodiment of the
present invention referring to the drawings.

First, description will be given on the embodiment structure of a data
copyright management system according to the present invention.

A system shown in Fig. 1 comprises a database 1, a key control
center 2, users 3, 3, 3,....... and a network system 4, which
connects these with each other. To the database 1, data is supplied from
information providers AP) 5, 5, 5,....... In some cases, the data is
supplied to the user directly from the information providers 6, 6, 6,.......
via the network system 4 without going through the database 1.

The data utilized in the present embodiment are objects where
program and data are combined together.

The users 3 are not mere utilizers, but can be information providers

| 5 or 6, who provide secondary exploitation works, i.e. newly produced
copyrighted works, by combining or modifying a plurality of copyrighted
data, which they received.

In the data copyright management system according to the present
invention as described above, each of the copyrighted data provided from
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to take such neasure that data cannot be utilized by those other than the
aut hori zed users, and the best neans for this purpose is to encrypt the

dat a. In the television systens or database systens as descri bed
above, a crypt key is needed to encrypt the data and to decrypt and utilize
the encrypted data, and a crypt key must be delivered to the user, while

e PhoC it ngarmation providers 5 and 6 s encrypted to protect the chpyiigt.” &> 1Y
Therefore, when the user 3 received the encrypted copyrighted data, it
must be decrypted to be utilized. For this purpose, all crypt keys are
deposited to the key control center 2 in this system and are under the
control of the key control center 2.
The cryptosystem adopted by each of the information providers 5 and
6 may be freely chosen, while the cryptosystem to be used in the
secbndary exploitation as secondarily utilizing data and after as described
later is limited to the system adopted by the key control center.

The data from the database is generally utilized using personal
computers, and the OS used in these personal computers must have
security processing incorporated in it. For the control of crypt keys, the
copyright management program is used. For the storage of the copyright
management program and the crypt keys received from the key control
center 2, "key cards" realized as software on memory or HDD or realized
as hardware in form of a unique board, PC card, etc. are prepared as the
storage area.

The key control center stores the crypt ‘keys for protection of
- copyright of data and for charging fees for utilization of the copyright
regardless of whether the data is actually utilized or simply registered and
not utilized, and controls the crypt keys by coordinating the stored keys
with copyright labels.

Fig. 2 represents a schematical configuration of an embodiment of a
data copyright processing system according to the present invention, in
which a primary user receiving data from an information provider edits the
received data and supplies the edited data to a secondary user. |

In this system, a plaintext copyrighted primary data D1, an
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In the:present invention, cryptology is very inportant. First, description

wi |l be given on the cryptography in general. In the cryptography, the
encryption to encrypt a plaintext Musing a crypt key K and to obtain a
cryptogram C i s expressed as: C=E(K, M and decryption to obtain

a pl aintext Mfromthe crypt ogram C usi ng a crypt key Kis expressed as:
of a dat £SHEted opyHEHLRGAE fat B FrPATSETbummIEhted serpdamys
turn to SAE D! gh RS cé%éb@?f SeoRaliy BB RRLT aflafifieds e Process to

primary copyright label Lcl, a primary use permit key K1 including a first

Q

crypt key Kli, a secondary utilization permit key K2, a third crypt key K3j,
and a plaintext copyright management program Pc are used.

This system comprises a database 11, a key control center 12, a
primary user 13, a secondary user 19, and a network system 14 for
connecting these with each other.

To the database 11, data are supplied from information providers 15,
15, 15,....... In some cases, the data may be supplied to the user 13
from the information providers 16, 16, 16,....... via the network

" system 14 or directly via an information recording medium 17 such as
CD—ROM from the information providers 16 without going through the
database 11.

In this figure, solid lines represent paths of plaintext data, broken
lines represent paths of encrypted data, and dotted lines represent paths of
keys.

In this system, the plaintext copyrighted primary data D1i is supplied
to the primary user 13 under the the copyrighted primary data ED1i
encrypted using the first crypt key Kli:

EDli = E (Kli, D1i)
from the information provider 15 via the network system 14 through the
database 11, or from the information provider 16 via the network system
14, or via an information recording medium 17 such as CD—ROM.

The primary user 13 who wishes to utilize the encrypted copyrighted
primary data ED1i thus supplied requests distribution of a primary use

- permit key K1 by presenting a primary copyright label Lcl to the key
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digital data in a database systemincluding real-tinme transm ssion of
digital picture, either one or nore of the programto nmanage the
copyrights, copyright information or the copyright managenent nessage are
transmtted, when necessary, in addition to a permt key to allow the user
to utilize the encrypted data. When the user attenpts to utilize the
data other than the condition of the perm ssion or of request, a copyright
managenent nessage i s displayed on the screen, notifying caution or warning

manner ¢nat nd0 PRSIV BTARERE R GRORRRREY GRTpnARE TRe BRgRt f o

condi ti onkey Kilegksnthep | 8er01B, the key coroldentdrS12 iehidHesthand

supplied and is then decrypfed using a pefmt key and is utilized. Wen the
data i s sprimadyiusepetmii key Kk using the presenbed poimary leepyright labek Ladvi ce, or
I's transferyed outside the device,, ; . ]

and sends the primary use permit key K1 to the primary user 13 via the

network system 14 and charges the fee at the same time.
The primary user 13 decrypts the encrypted copyrighted primary data
ED1i using the first crypt key Kli included in the received primary use
permit key K1
Dli = D (Kli, EDIi)
and utilizes it.

In case the decrypted plaintext copyrighted primary data D1i is stored
in a device of the primary user 13, it is re—encrypted using the first crypt
key Kli |

EDIli = E (Kli, Dlj),
and the re— encrypted copyrighted primary data ED1i is stored.

In case the re— encrypted copyrighted primary data EDIi is to be
utilized again, the encrypted copyrighted primary data ED1i is
re—decrypted and re~encrypted.

The primary user 13, who wishes to edits the plaintext copyrighted
primary data D1i, requests distribution of the secondary use permit key K2
for edit of the plaintext copyrighted primary data D1i to the key control
center 12 via the network system 14. |

Upon receipt of the request for distribution of the secondary use
permit key K2, the key control center 12 sends the secondary use permit
key K2 to the primary user 13 via the network system 14.

When the secondary use permit key K2 is received, the primary user
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re- encryption is perforned. Also, a permt key is provided for each

5 wtilization such as displaying/using, storing, copying, editing,
transferring, etc. SUMVARY OF THE | NVENTI ON The
system according to the present invention conprises a database, a key
control center, a primary user, a secondary user, and a network

13 edits the plaintext copyrighted primary data D1i according to the content
of the permit key and obtains the plaintext copyrighted secondary data DZ2j.
In case the plaintext copyrighted secondary data D2j is to be stored in
a device of the primary user 13, the plaintext copyrighted secondary data
D2j is encrypted using the second crypt key K2:
ED2j = E (K2, D2Zj).

When the completion of the edit, the primary user 13 generates a
third crypt key K3j in order to execute the secondary exploitation right for
data edit of the copyrighted secondary data, and the third crypt key K3j
thus generated is registered at the key control center 12. The third crypt
key may not be generated by the primary user 13, but it may be prepared
and distributed by the key control center at the request of the primary user
13.

In case the primary user 13 copies the plaintext copyrighted
secondary data D2j to an external storage medium 18 or transfers it via the
network system 14, the plaintext copyrighted secondary data D2j is
encrypted using the third crypt key

ED2j = E (K3j, D2j),
and the encrypted copyrighted secondary data ED2; is supplied to a
secondary user 19.

The secondary user 19, who wishes to utilize the encrypted
copyrighted secondary data ED2j thus supplied, requests distribution of the
third crypt key K3j to the key control center 12 via the network system 14.

Upon receipt of the request for distribution of the third crypt key K3j
from the secondary user 19, the key control center 12 sends the third
crypt key K3j to the secondary user 19 via the network system 14.

When the third crypt key K3j is received, the secondary user 19
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system which connects these with each other. A primary copyright |abel, a
pri.mary use permt key including a first crypt key, a secondary use permt
key including a second crypt key, a secondary copyright label, a third
crypt key, and a copyright nanagenent program are used. When a
pl ai ntext copyrighted primary data is supplied to a primary user, the data

I's encrypted using a first,  crypt key. Wien the prinary, user w.shes to
utilize tGRCTERIS ther rerypied copright squ;médapa kbﬁw&g &@q&%@d;s

distri bmé‘&ﬁ %f akggerrrit key for primary utilization via a network system
to a key F 14 nter. Wien the request for distribution of the permt
key for primary utDQj;a[jeﬂﬁLsE ived fromthe primary user, the key
control center sends the permt k&y for primary utilization to the primry
user and cdmt gkizashit. f ee.

In case the encrypted copyrighted secondary data ED2j is to be
utilized again, the encrypted copyrighted secondary data EDZj is decrypted

and encrypted using the third crypt key K3j.

In the following, detailed description will be given on acquisition of
the copyrighted primary data, primary utilization of the copyrighted primary
data, edit of the copyrighted primary data to the copyrighted secondary data,
supply of the edited copyrighted secondary data, and utilization of the
copyrighted secondary data.

In this system, a plurality of plaintext copyrighted primary data D1i
are supplied to the primary user 13 with the encrypted copyrighted primary
data EDIi using the first crypt key Kli

ED1i = E (Kli, DIi)
together with the plaintext primary copyright label Lcl
directly from the information provider 16 or via the database 11.

The copyright management program Pc manages the use of the
copyrighted data by the user. More concretely, the copyrighted data is
decrypted and re—encrypted using crypt key and utilization of the
copyrighted data is restricted according to the content of the use permit key.

In this system, a plaintext primary copyright label Lcl to be utilized
for acquisition of crypt key is attached to the encrypted data ED1j. In
other words, the encrypted copyrighted primary data ED1j comprises a
plaintext copyright label Lcl and the encrypted copyrighted primary data
EDli. On the plaintext primary copyrighted label Lcl, title of the data
and name of the application program used and the name of the primary
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Using a first crypt key including in the received primary use permt key,
the.-primary user decrypts the encrypted copyrighted primary data. In case
the plaintext copyrighted primary data is stored in a device of the primary
user, the data is re- encrypted using the primary use permt key.

When the primary user wishes to utilize the copyrighted primary data, the
primary user reqhgsts the distribution of a secondary use permt key for

editing tﬁ@P WRET;c 685 iagdeatened rary data to the key control center
via the network system The key control center sends the secondary use

permt key to the primary user.
6 The primary user 13 who wishes to utilize the encrypted copyrighted

primary data ED1i thus supplied requests distribution of the primary use
permit key K1 by presenting the plaintext primary copyright label Lel to
the key control center 12 via the network system 14.

After confirming that the primary use permit key to be distributed is
the key K1 using the presented primary copyright label Lcl, the key
control center 12 sends the primary use permit key K1 thus confirmed to
the primary user 13 via the network system 14.

When the primary use permit key K1 is received, the device of the
primary user 13 is turned to copyright management inode, and the primary
user 13 is now entitled to utilize the copyrighted primary data.

Because the first crypt key Kli is included in the primary use permit
key K1, the first crypt key Kli is not recognized by the primary user 13.

On the other hand, the key control center 12 charges and collects
the fee and identifies the status of use of the copyrighted data and the status
of utilization of database of the primary user 13.

Fig. 3 is a conceptual drawing for explaining restriction of the
primary utilization by the copyright management program Pc in the present
invention.

Similarly to the invention described in Japanese prior application No.6
—64889, the primary utilization of the data obtained in the data copyright
management system of the present invention is limited to ordinary
utilization, i.e. direct utilization of the data and output including printing of
utilization results, and it is not allowed to copy the data to an external
storage medium or to edit and transfer via a network system or in principle,
to store the data inside the device. However, it is possible to store the
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Upon recei pt of the secondary use permt key, the primary user copies the
copyrighted primary data and edits the copy of the copyrighted primry
data. Wien the plaintext copyrighted secondary data which is the
copyrighted primary data under editing is stored in the device of the
primary user, the data is encrypted using a second crypt key included in

t he secondar uﬁfﬁﬁ ermt,.key. Wien the final edited data is stored in the
devi ce of r the data is encrypted using a third crypt key.

the-copyr ;hfééts%“'?&qﬁﬁse | PERRE ek, Db Sel TR HBglRuRg ' o

expl oi t at i@ té d§epﬁﬁl‘édr'éﬁoré@,n%ﬁie‘iﬁ edityd ioftkanskérred $Tthe0 execut e

the secondary exploitation right, the ird crypt key is regiStered at the
key cont r cipplicatien programeicusext ed copyri ght ed secondary data obtai ned by
encryption of the plaintext copyrighted secondary data

In this figure, reference numeral 21 represents a storage unit such as
a non— volatile semiconductor memory or a hard disk drive incorporated in a
device 20 of the primary user, reference numeral 22 represents a display
unit for output, 23 represents a printing unit for output, D1 represents a
copyrighted primary data, D represents a non— copyrighted general data,
24 represents a secondary user, to whom the data is supplied by copying
via flexble disk or CD— ROM or by transferring using a network system.

In this figure, solid lines represent processing routes permitted, and

broken lines show processing routes not permitted.

The encrypted copyrighted primary data ED1i acquired by the primary
- user 13 from external information providers 15 or 16 either directly or via
the data base 11 is incorporated with a plaintext primary copyright label Lcl
supplied together— with and is stored in a storage unit 21 of the primary
user device 20.

The primary user 13 who wishes to utilize the encrypted copyrighted
primary data ED1i stored in the storage unit 21 refers to general
description of the encrypted copyrighted primary data ED1i and a plaintext
primary copyright label Lcl shown information of application program used
by the encrypted copyrighted primary data ED1i using the copyright
management program Pc, and identifies the using environment of the
encrypted copyrighted primary data ED1i such as presence or absence of an
application program used for preparation of the encrypted copyrighted
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using t-he third crypt key is sent to the secondary user by copying it to an
external storage nediumor by transferring it via the network system

The secondary user who wishes to utilize the encrypted copyrighted

- secondary data requests distribution of the third crypt key to the key
control center. Upon receipt of the request for distribution of the third
crypt key, the key control center sends the third crypt key to the

secondary user via the network system When t he secondary user
receives the third crypt, key, the secondary user decrypts the encrypted
copyri ght ed se%eacr@syﬁl:dantas 9@%@6 gapynghted pramary data

b B O SE s AN i e 15 o Bl A
use of the encrypted copyrighted primary data ED1i to the copyright |
marnagement program Pc, the copyright management program Pc starts the
application program used by the encrypted copyrighted primary data EDli
and reads the encrypted copyrighted primary data ED1i from the storage
unit 21 to memory in the primary user device 20.

On the other hand, the plaintext copyright label Lcl is sent to the
key control center 12, and the primary use permit key K1 is supplied to
the primary user in accordance with the processing flow already described.
The encrypted copyrighted primary data ED1i is decrypted to the plaintext
copyrighted primary data D1i, using the first crypt key K1i included in the
primary use permit key K1

D1i = D (K1i, EDIi),
and it can be used by the started application program.

In case the plaintext copyrighted primary data D1i on memory of the
primary user device 20 is to be stored in the storage unit 21, the plaintext
copyrighted primary data D1i is re—encrypted using the first crypt key Kli

EDli = E (Kli, D1j),
and it is stored.

The storage includes producing and storing temporary file for data
maintenance.

In case the re—encrypted data EDIi is to be re—used, re—decryption
and re—encryption are performed using the first crypt key Kli.

The utilization other than displaying and printing, storage or editing,
i.e. copying to an external storage medium or transfer to other device, of
the plaintext copyrighted primary data D1 or the encrypted copyrighted
primary data EDI1i are prohibited by the copyright management program Pc.

- 15 —
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management system according to the present invention; Fig. 2is a
schemati cal bl ock di agram of an enbodi nent of a system

7 managi ng data copyrights according to the present invention; Fig. 3
is a conceptual drawing for explaining limtation of primary utilization
executed by a copyright managenent program Pc in the present invention;

Fig. 4 represents a conceptual drawing for explaining |imtation of
utilization of data editing executed by a copyri ght managenent program Pc

As already described, in the data copyright management system of
the present invention, the utilization of the obtained copyrighted data is
limited to ordinary modes of utilization, i.e. direct utilization by displaying
the data on the display unit 22 or output of the utilization results by the
printer 23. Copying of the data to an external storage medium or transfer
of the data to the secondary user 24 via the network system and editing the
data are prohibited by the copyright management program.

~ Therefore, it is not allowed to cut and paste a part of the copyrighted
primary data D1i to the other data D or to cut and paste a part of the other
data D to the copyrighted primary data D1i. The copyrighted primary data
D1i can be stored to the storage unit 21 exceptionally if it is in the
encrypted state using the first crypt key Kli, but it cannot be stored in
case it has been edited.

In the data copyright management system of the present invention,
distinguishing the copyrighted primary data D1 from general data D and
determing as to whether the copyrighted data has been edited or not are
performed by the copyright management program Pc.

Computer file comprises a data file main unit and a management table
entered attributes of the data file. Therefore, by investigating the
management table, it can be judged whether the file is the copyrighted data
or not. On this management table, data file size and date and time of
produced are entered. By investigating these in the management table, it
can be judged whether the file has been edited or not.

When stored in the storage unit 21, the copyrighted primary data D1i
is to be encrypted and coupled with the primary copyright label Lcl.
When the data is decrypted and is read on memory, the copyrighted
primary data D1i and the primary copyright label Lcl are separated from
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in the present invention; and Fig. 5is a block diagram for explaining
a process for produci ng new copyrighted data froma plurality of a
copyrighted data as objects. DETAI LED DESCRI PTI ON OF THE PREFERRED
EVMBODI MENT In the follow ng, description will be given on an

enbodi ment of the present invention referring to the draw ngs. First,
description will be given on the enbodi nent structure of a data copyright

nmanagenenteagl Gthet be the ‘l':bpgrigﬂt hia@agékm&ﬁﬂbrég&*aﬁnt afifl the separat&édst em shown

in Fig. 1 conprises a _database 1, a key control center 2, users 3, 3, 3,

..... . copyright labehduck isymanaget byvthe icopyrightcmanagementpragranmcRcot her. To
e ey oapyEgbt IeagameRt POSHER WAStheS,bY Nai¢ls PDaHERt 1y {7 om
the | 0f of TRtk BHE VoReHanR Frinfiry data D1i it'béed Bia BRSMBRY "aYRGHM 4 W Lhout
paste” of the copyrighted primary data D1i to the non— copyrighted general
data D and "cut and paste" of the non— copyrighted general data D to the

copyrighted primary data D1i.

Fig. 4 is a conceptual drawing for explaining restriction of utilization
in the data editing executed by the copyright management program Pc in the
present invention.

The primary user 13 who wishes to edit the plaintext copyrighted
primary data D1i, in the primary utilization, notifies the key control center
via the network 14 that the plaintext copyrighted primary data Dli is to be
edited and requests distribution of the secondary use permit key K2
necessary for the edit of the plaintext copyrighted primary data D1i to the
key control center 12 via the network system 14.

Upon receipt of the request for distribution of the secondary use
permit key K2 from the primary user 13, the key control center 12 sends
- the secondary use permit key K2j to the primary user 13 via the network
system 14.
As a result, the primary user device 20 of the primary user 13 is
turned to edition mode, and the primary uéer 13 can edit the encrypted
copyrighted primary data ED1i.

The primary user 13 decrypts the encrypted copyrighted primary data
ED1i to the plaintext copyrighted primary data D1i using the first crypt key
K1i and displays it on the display unit 22 and edits the data. To protect
the copyright of the copyrighted primary data at first, the plaintext
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The data utilized in the present enbodi mrent are objects where program and
dat.a are conbi ned toget her. The users 3 are not nere utilizers, but
can be information providers 5 or 6, who provide secondary exploitation
works, .i. e. newy produced copyrighted works, by conbining or nodifying a
plurality of copyrighted data, which they received. In the data
copyri ght managenent system according to the present invention as descri bed

above, eactpyrighitbd primaryi ddth ol idlet =ditingy isdeshiéd prand the plaintext
copyrighted primary data D1i’ for edit obtained by this copying is edited.

The primary user 13 decrypts the encrypted copyrighted primary data
ED1i to the plaintext copyrighted primary data D1i to display on the display
unit 22, and before editing, copies the plaintext copyrighted primary data
D1i for edit and edits the plaintext copyrighted primary data for edit D17’
obtained by copying.

In case the plaintext copyrighted primary data for edit D1i’ or the
plaintext copyrighted primary data D1i" under editing is to be stored in the
primary user device of the user 13, encryption is performed using the
secondary use permit key K2

ED1i’ = E (K2, DI1i")

or EDIi"=E (K2, D1i"),
and it is stored as the encrypted copyrighted primary data ED1{’ or as the
encrypted copyrighted primary data ED1i".

As the encrypted copyrighted primary data ED1i is stored in the
storage unit 21 without being edited, by comparing its management table
with file size, produced date and time of the plaintext copyrighted primary
data for edit D1i’ or D1i" which has been edited, it is judged whether the
file is the edited file or not.

When edit of the data has been completed, the data is produced to a
plurality of new plaintext copyrighted secondary data D2j, and secondary
exploitation right as secondary copyrights is newly generated on the data
D2j. To protect the secondary exploitation right, the primary user 13
who edited the plaintext primary copyrighted data D1i requests distribution
of the third crypt key K3; to the key control center 12. Upon receipt of
the request for distribution of the third crypt key K3j, the key control
center 12 sends the third crypt key K3j to the primary user 13 via the

- 18 —

This Sheet Has Been Replac

[T




8 the information providers 5 and 6 is encrypted to protect the copyright.
Therefore, when the user 3 received the encrypted copyrighted data, it nust
be decrypted to be utilized. For this purpose, all crypt keys are deposited
to the key control center 2 in this systemand are under the control of the
key control center 2. The cryptosystem adopted by each of the
information providers 5 and 6 may be freely chosen, while the cryptosystem
to be usemenmmrkhgsﬁnndﬂbary exploitation as secondarlly utilizing data and

control - cent eTen the tird sTymt Bt Ronis recuedeo 56 PROABENS, ot 1 11 zed
nave secuiegvtsr BEdafitge Aliriaifat St Rl PO RRRARIREME VLY KV

the key K3j

ED2j = E (K3j, D2j),
and the encrypted copyrighted secondary data ED2j is stored in the storage
unit 21 of the primary user 1_3.
In case the encrypted copyrighted data EDZj is to be utilized,
decryption and encryption are performed using the third crypt key K3;.

In the plaintext copyrighted secondary data D2j edited by the primary
user 13, secondary exploitation right in data edition of the primary user 13
is present in addition to the primary copyright of the plaintext copyrighted

- primary data D1i before editing and owned by the information provider. To

execute the secondary exploitation right, the primary user 13 sends
information such as title of the data, name of the application program used,
outline of the content, name of the primary copyright owner, etc.
together with the third crypt key K3j to the key control center 12. The
key control center stores and controls these together with the third crypt
key K3j.

On the other hand, the primary user 13 supplies the encrypted
copyrighted secondary data ED2j to the secondary user 24 by copying it to

an external storage medium 18 or by transferring it via the network system
14,

The secondary user 24 who wishes to utilize the supplied ericrypted
copyrighted secondary data ED2j requests distribution of a use permit key
including the third crypt key K3j to the key control center 12.

The utilization of the plaintext copyrighted secondary data D2j using
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copyright managenent programis used. For the storage of the copyright
managenent program and the crypt keys received fromthe key control center
2, "key cards" realized as software on nenory or HDD or realized as
hardware in formof a unique board, PC card, etc. are prepared as the
storage ar ea. The key control center stores the crypt keys for
protection of copyright of data and for charging fees for utilization of

t he copyrl qfei, ‘y&?ﬁ% & : : oy or sinply
regi stered anlc]i é?g?ﬁﬂt zgfgl cor'#ulrij rl{%ﬁé‘?ér}i}gedéfdg I nat i ng

t he st or edutiiydtion éfhtheopldinitext capyieighsed secondary idata D2j oeno %t@nage to

schemati cal configuration of an enbodinent of a data copyright processing

syst em acctheiusey devicewe apddt émnot allewied ¢o copyi the plaintext copyrighted
secondary data D2j or the encrypted copyrighted secondary data ED2j to an
external storage medium 18, to transfer it to a third user via the network

14, or to edit the plaintext copyrighted secondary data D2;j.

As described above, the copyrighted data handled in the present
invention is directed to "object" where program and data are integrated, and
the object can be processed as parts— like through computer programming or
various types of processings. |

Description will be given now on the case where new copyrighted data
is prouced utilizing a plurality of copyrighted data that are the objects,
referring to Fig. 5 and Fig. 2.

In Fig. 5, reference numerals 31, 32 and 33 represent copynghted
primary data D11, D12 and D13 which comprise objects respectively. By
utilizing the copyrighted primary data D11, D12 and D13, the new
copyrighted secondary data D2j represented by 30 is produced.

The utilization of the copyrighted data D11, D12 and D13 include
three editorial forms: utilization of whole parts such as the copyrighted data
D11 shown by reference numeral 34; utilization of a part such as the
copyrighted data D12’ as shown by reference numeral 35; and utilization
after modifying such as the copyrighted data D13’ as shown by reference
numeral 36.

The copyrighted data are edited by linking in object— unit, referring,
embedding and combining them. Such embedding and combining can be
performed freely.

Also, it is possible to add other matters to the copyrighted data 37,

which has been thus embedded and combined. -~~~ = ——
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which a primary user receiving data froman information provider edits the
recei ved data and supplies the edited data to a secondary user. I n
this system a plaintext copyrighted primary data D1,

9 encrypted copyrighted primary data EDLli, a pl aintext copyrighted
secondary data D2, an encrypted copyrighted secondary data ED2j, a

pl ai ntext primary copyright |abel Lcl, a primary use permt key Kl

i orypt. key K3 Rrsicelt opy BeRREOA TRl ChE S ReSRET ol am b ar -

used. objects assembly

In the plaintext copyrighted secondary data D2j thus produced,
secondary exploitation right of the primary user 13 who has produced newly
arises in addition to the copyright of the copyrighted primary data D1i.

To execute the secondary exploitation right, it is necessary to
encrypt the plaintext copyrighted secondary data. For this purpose, the
primary user 13 prepares the third crypt key K3j and encrypts the plaintext
copyrighted data D2j using the third crypt key K3

ED2j = E (K3j, D2j),
and the encrypted copyrighted data ED2] is supplied to the secondary user
19 by copying it to an external storage medium 18 or by transferring it via
the network 14.

In order that the tertiary user can easily receive the third crypt key
K3j, the third crypt key K3j is registered at the key control center 12.

By registering the third crypt key K3j, the secondary exploitation right of
the primary user 13 is recorded at the key control center 12.

In this case, those sent from the primary user 13 to the key control
center 12 at this time includes, in addition to a plurality of the third crypt
keys K3j of which number corresponds to the produced plural copyrighted
secondary data, the number of the third crypt keys K3j, the second crypt
key K2j, the copyrighted primary data used, information of the other
copyrighted data to which the copyright management program is linking,
access path to the copyrighted data used, application program used by the
copyrighted data used, and explanation of the copyright works.

The secondary user 19 who wishes to utilize the encrypted
copyrighted secondary data ED2j thus supplied requests distribution of the
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This system conpri ses a database 11, a key control center 12, a primary
user 13, a secondary user 19, and a network system 14 for connecting these
wi th each ot her. To the database 11, data are supplied from

i nformati on providers 15, 15, 15 ....... I n sone cases, the data may be
supplied to the user 13 fromthe information providers 16, 16, 16, ........
via the network system 14 or directly via an information recordi ng nmedi um

17 such aghifdPcBPV ieyORB} b the key tontdl cehfet tRrs 16 wi t hout going through
the database 11. JAn this figure, solid |ines represent paths_of
pl ai nt ext dat dJpon véceipt ofthe reguest fort distribhutiosr ofether thirdearyphitkey K dot t ed
| t th f k : . .
|Nes TePhe Qy contro c&ce)n_terel)éS sends the third crypt key K3j to the secondary
user 19 via the network system 14.
The secondary user 19 receives the third crypt key K3j, decrypts the
encrypted copyrighted secondary data ED2j using the third crypt key K3j,

and utilizes it.

When the third crypt key K3j is received, the copyright management
program Pc attaches the copyright label Lc2j to each copyrighted data DZj so
that the secondary user can utilize it.

At this time, the linkage with the copyrighted data, which is the
object linked with the newly produced copyrighted data, is released. At
the time of the release of the linkage, the entity of the copyrighted primary
data, which has had so far relationship as the linkage only, is embedded
into the encrypted copyrighted secondary data EDZj, and allows to
distribute as a copyright work only through EDZ;j file.

In this case, if the encrypted copyrighted secondary data EDZj is to
be utilized again, decryption and encryption are performed using the third
crypt key K3j.

The key control center sends back the third crypt key K3j to the
requester and charges and collects the fee according to the copyright labels
Lcl and Lc2. |

The copyright owner of the copyrighted data can change access path of
own copyrighted data by applying to the key control center.

The copyright owner of the copyrighted data can also edit (modify)
own copyrighted data using the third crypt key K3j and also can register it
using another key.

This Sheet Has Been Replaced
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In this system the plaintext copyrighted primary data Dii is supplied to
the primary user 13 under the the copyrighted primary data EDIi encrypted
using the first crypt key Kli: EDIi = E (KIi, Di) fromthe

i nformati on provider 15 via the network system 14 through the database 11,
or fromthe information provider 16 via the network system 14, or via an

I nformati on recordi ng nedium 17 such as CD- ROM The primary user 13

who wishes to utilize the enWHATSECCPMMARES prinary data EDIi thus
i Iy capyr oh daih EPDYTIEY anAThely S5l COBRHEIES dORhaNLE met vor k-
system 14,4 a key control center, for managing copyrights in case a primary user
edits a copyrighted primary data received and a seconary copyrighted data
obtained by editing is supplied to a secondary user, whereby:
said copyrighted primary data is encrypted using a primary use permit
key and is supplied to said primary user;
said key control center sends said primary use permit key to said
primary user upon receipt of a request for distribution of said primary use
permit key from said primary user who wishes to utilize said copyrighted
primary data;
said primary user decrypts said copyrighted primary data to plaintext
using said received primary use permit key and performs primary utilization
of the data;
said primary user who wishes to edit said copyrighted primary data
receives distribution of a secondary use permit key for editing said
copyrighted primary data from said key control center and edits said
copyrighted primary data using said received secondary use permit key, and
the copyrighted primary data under editing is encrypted using said
secondary use permit key to be stored;
when the edit has been completed, said primary user receives
distribution of a third crypt key for distributing the edited copyrighted
secondary data from said key control center, and said edited data is
encrypted using said third crypt key to be supplied to a secondary user; and
said secondary user who wishes to utilize said secondary copyrighted
data receives distribution of said third crypt key from said key control center
and decrypts said copyrighted secondary data using said received third crypt

I

key and utilizes it.
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10 : Upon recei pt of the request for distribution of the primary use
permt key KL fromthe primary user 13, the key control center 12 searches
the primary use permt key Kl using the presented primary copyright | abel
Lcl and sends the primary use permt key K1 to the primary user 13 via the
network system 14 and charges the fee at the sane tine. The primary
user 13 decrypts the encrypted copyrighted prinmary data EDIi using the
first crypt k@y KA datscoppightiminggement systent acoordingse Qlaimil, key Kl
Di =D(Ki, EDi) and utilizes it.

wherein edit on said copyrighted primary data by said primary user is

performed to a copy of said copyrighted primary data.

* c L M S *
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In case the decrypted plaintext copyrighted primary data Dii is stored in a
device of the primary user 13, it is re-encrypted using the first crypt key

Kl i ' EDLi = E (KIi, Di), and the re- encrypted copyrighted
primary data ED |i is stored. In case the re- encrypted copyrighted
primary data ED|i is to be utilized again, the encrypted copyrighted
primary data EDIi is re- decrypt ed and re-encrypted. The primary

user 13, who w shes to %FRA MEDISCOUOSURRt ed prinary data D,
requests distribution ow econ ary use permt key K2 for edit of the

pl ai nt ext copyr dathtoagyrightraianagemenbsystem ishprdvided;om whick erprémafiy? vi a t he
network St%lsséi' %rgxt%éla received data and supplies the edited data to a secondary user.

The copyright management system comprises a database and a key
control center, and uses a primary copyright label, a primary use permit
key including a first crypt key, a secondary use permit key, a third crypt
key, and a copyright management program.

The primary user decrypts the copyrighted primary data, which is
encrypted using the first crypt key and supplied, to plaintext using a
primary use permit key obtained from the key control center and utilizes it.
In case the copyrighted primary data is stored in a primary user device, it
is re—encrypted using the primary use permit key.

The primary user receives a secondary use permit key for editing the
copyrighted primary data from the key control center and edits the
copyrighted primary data. The data under editing is encrypted using the
secondary use permit key and is stored.

When edit has been completed, the primary user receives a third
crypt key for secondary exploitation right as the secondary copyright from
the key control center, encrypts the edited data using the third crypt key
and distributes it to the secondary user.

The secondary user receives the third crypt key from the key control
center and utilizes the edited data.

The third crypt key may be generated by the primary user or by the
key control center.
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Upon r-ecei pt of the request for distribution of the secondary use permt
key K2, the key control center 12 sends the secondary use permt key K2 to
the primary user 13 via the network system 14. When the secondary use
permt key K2 is received, the primary user . 13 edits the plaintext
copyrighted primary data Di according to the content of the permt key and
obt ai ns the plaintext copyrighted secondary data D2j. In case the

pl ai nt ext copyrighted secondary data D2j is to be stored in a device of the
primary user 13, the plaintext copyrighted secondary data

FIG. 1
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D2] is.encrypted using the second crypt key K2: ED2] = E (K2,
D2j) . When the conpletion of the edit, the primary user 13
generates a third crypt key K3j in order to execute the secondary
exploitation right for data edit of the copyrighted secondary data, and the
third crypt key K3j thus generated is registered at the key control center
12. The third crypt key nay not be generated by the primary user 13, but it
may be prepared and distributed by the key control center at the request of
the primary user 13. In case the primary user 13 copies the

pl ai nt ext copyrighted secondary data D2j to an external storage nmedium 18
or transfers it via the network system 14, the plaintext copyrighted

secondary data D2j is
FIG. 2
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encrypted using the third crypt key ED2] = E (K3j, D2j), and the
encrypted copyrighted secondary data ED2j is supplied to a secondary user
19. The secondary user 19, who wishes to utilize the encrypted
copyrighted secondary data ED2] thus supplied, requests distribution of the
third crypt key K3j to the key control center 12 via the network system 14.
Upon recei pt of the request for distribution of the third crypt key KS3;
fromthe secondary user 19, the key control center 12 sends the third crypt
key K3j to the secondary user 19 via the network system 14. When t he

third crypt key K3j is received, tfprﬁmdarg user 19
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12 decrypts the encrypted copyrighted secondary data ED2j using the third
crypt key K3j D2 = D (K3), ED2j) and utilizes it. I n case
the encrypted copyrighted secondary data ED2j is to be utilized again, the
encrypted copyrighted secondary data ED2j is decrypted and encrypted using
the third crypt key K3j. In the follow ng, detail ed description wll
be given on acquisition of the copyrighted primary data, primary
utilization of the copyrighted primry

FIG. 4
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data, -edit of the copyrighted primary data to the copyrighted secondary
data, supply of the edited copyrighted secondary data, and utilization of
t he copyrighted secondary dat a. In this system a plurality of

pl ai nt ext copyrighted primary data DIi are supplied to the primary user 13
with the encrypted copyrighted primary data EDIi using the first crypt key

Kl i EDIi = E (KIi, Di) together wwth the plaintext primry
copyright label Lcl directly fromthe information provider 16 or via the
-dat abase 11. The copyri ght managenent program Pc nanages the use of

t he copyrighted data by the user. ncrejel y, the copyrighted data is
decrypted and re- encrypted using c atGe_y aE utilization of the

copyrighted data is restricted according to the content of the use permt
key. In this system a plaintext primary copyright |abel Lcl to be
utilized '
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DATA COPYRIGHT MANAGEMENT SYSTEM ~
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BACKGROUND OF THE INVENTION
The present invention relates to a system, which manages copyright
in utilization of digital data, i.e. copyrights in display, storage, copying,
editing and transfer of digital data.

BACKGROUND TECHNIQUE
In the information— oriented society of today, satellite broadcasting
using broadcasting satellite (BS) or communication satellite (CS) or cable
television (CATV) broadcasting using coaxial cable or optical fiber cable are
being propagated in addition to ordinary terrestrial broadcasting.

In the satellite broadcasting or CATV broadcasting, which can
distribute information to several tens of channels at the same time,
scrambled channels for broadcasting motion pictures, sports or music
programs, which cannot be viewed by comprehensive contract, are
provided in addition to general non—scrambled channels, which can be
viewed under comprehensive contract. To view the scrambled channel, it
is necessary to subscribe for descrambling. Because the period of such
subscription is usually as about one month, it is not possible to view the
programs on such channels at any desired time.

To solve the above problems, M. SAITO has proposed a system in
JP—A 6-46419 and JP—A 6—141004, by which a user can receive a
viewing permit key from a charging center through communication line and
can view programs by descrambling each program, scrambled by different
scrambling pattern, using the viewing permit key, and is charged for
programs at the same time, and has also propbs'ed an apparatus for suqh a
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On the ot her hand, ,the key control center 12 charges and
charging center sends a permit key to the communication device. At the

same time, the fee for viewing is charged and is collected from the user.

Upon receipt of the permit key via the communication device, the
user provides the permit key to a receiving device by direct means
connecting the communication device with the receiving device or by
indirect means such as flexible disk. The receiving device uses the permit
key thus received and descrambles the program.

As an application of the above system and apparatus, JP—A 6—
132916 also describes a system and an apparatus, by which a tape or a disk
having a plurality of data, scrambled by a different scrambling pattern
respectively, recorded on it can be sold or lent, and the specific data can

be utilized using a permit key supplied via IC card or the like.

In the information— oriented world of today, computer communication
networks are now organized to utilize the data. Such communication
networks include a local network called LAN (Local Area Network), a
national network called WAN (Wide Area Network) or an international
network called Internet. These networks utilize various types of data,
which have been stored independently by each computer in the past.

On the other hand, a new technique to digitize information has been
developed, by which television moving picture signals can be compressed
to reduce the amount of information, which was not possible to digitize in
the past because amount of information is enormously increased when
digitized. For the digitization of information, a number of standards have



the fee and identifies the status of use of the copyrighted data and the
status of utilization of database of the primary user 13. Fig. 31is
“ a conceptual drawing for explaining restriction of the primary utilization
by the copyri ght nmanagement program Pc i n3t he present invention.

Simlarl y to the invention described in Japanese prior application No. 6

- 64889, | i.zat i,on Gf dat a taiped in the d opyri ght
maniagement %gét%g@%é(’f ‘B& i ﬁ@t %%Ip?{ eterP‘{}tﬁr%t‘;ﬂ.; %ﬁ%ﬁw .
utilizatio f‘da:gb

printing of ol}{nl: IPlh(z)at 1 0 (r:gs Z(%aﬂg El{p I'S no?lgl I?aﬂd%rdtﬁy 5 .Tsedat ato
an ext er nalMPEG dg@MovwitiguPicturet Imagh c:oang Grovj al)astmmrfbrsystem or
in principle, to store the data inside the devi ce. wever, It iIs possible
to store tHgage accumulation, and MPEG 2 standard used for wide application from

current television broadcasting to high definition television broadcasting.

The digitization technique utilizing the image compression technique is
not only used for television broadcasting or video image recording but also
used for handling television moving picture data which could not be
handled by computer. Attenﬁon is now focused on "multimedia system" as
future technique, which can handle various types of data by computer and
digitized television moving picture data at the same time.

The multimedia system is also incorporated in data communication and
is utilized as one of the data on database.

With the utilization range of the database being expanded than ever,
important problems arise such as the problem of how to charge the fee for
data utilization from the database, the problem of copyrights related to
copying or transfer of data other than those directly utilized, or the problem
of secondary exploitation right associated with secondarily generated
copyrights in data editing.

To ensure perfect editing of charging and copyrights, it is necessary
to take such measure that data cannot be utilized by those other than the
authorized users, and the best means for this purpose is to encrypt the data.

In the television systems or database systems as described above, a
crypt key is needed to encrypt the data and to decrypt and utilize the
encrypted data, and a crypt key must be delivered to the user, while the

procedure is very complicated because perfect security and reliability must

be assured. REPLACEMENT SHEET
1| 120ec 998




14 data with encrypted. It is needless to say that the data D ot her
than the copyrighted data can be displayed, printed, stored, copied, edited
or-transferred by the application programin use. In this figure,
reference numeral 21 represents a storagé unit such as a non-volatile

sem conductor menory or a hard disk drive incorporated in a device 20 of
the primary user, reference nuneral 22 represents a display unit for

output, 23 represents a printing unit for output, Dl represents a

In the present invention, cryptology is very important. First,
description will be given on the cryptography in general.
In the cryptography, the encryption to encrypt a plaintext M using a
crypt key K and to obtain a cryptogram C is expressed as:
C=EX, M
and decryption to obtain a plaintext M from the cryptogram C using a crypt
key K is expressed as:
M=D (X, O.

Further, M. SAITO has proposed a concrete arrangement of a data
copyright management system in JP— A 6—64889.

In this system, in order to manage copyrights in display (including
the process to turn to audio signal), store, copy, edit and transfer of
digital data in a database system including real— time transmission of digital
picture, either one or more of the program to manage the copyrights,
copyright information or the copyright management message are transmitted,
when necessary, in addition to a permit key to allow the user to utilize the
encrypted data.

When the user attempts to utilize the data other than the condition of
the permission or of request, a copyright management message is displayed
on the screen, notifying caution or warning to the user. The copyright
management program watches and manages in such manner that no
utilization of data is performed, which is against the condition of request or
permission.

The data is encrypfed and supplied and is then decrypted using a
permit key and is utilized. When the data is stored in a device, is copied
to a medium other than the device, or is transferred outside the device,

re—encryption is performed. Also, a permit key is provided for each .

REPLACEMENT SHEET
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-cobyri ghted primary data, D represents a non- copyrighted general data, 24
represents a secondary user, to whomthe data is supplied by copying via

flexble disk or CD-ROM or by transferring using a network system In
this figure, solid |ines represent proc ing routes permtted, and broken
| i nes show processing routes not permtted. The encrypted

copyri ght ed.,pr i.mar at a,. ED1i. acquired, b h  ar v..user xt er nal
ot or et cHlR0h abel 3 dicpiavinBERid. Siptind, EoBHREy RE inebBBL % ¢

I ncor por at, with a plaintext primary copyright |abel Lcl supplied
together-with and is stored in a storage unit 21 of the prinmary user device

20. The primary user 13 who wishes to utilize the encrypted
copyrighted primary data EDli stored in the storage unit 21 refers to
gener al SUMMARY OF THE INVENTION

The system according to the present invention comprises a database,
a key control center, a primary user, a secondary user, and a network
system, which connects these with each other. A primary copyright label,
a primary use pemﬁt key including a first crypt key, a secondary use
permit key including a second crypt key, a secondary copyright label, a
third crypt key, and a copyright management program are used.

When a plaintext copyrighted primary data is supplied to a primary
user, the data is encrypted using a first crypt key. When the primary
user wishes to utilize the encrypted copyrighted primary data, the user
requests distribution of a permit key for primary utilization via a network
system to a key control center. When the request for distribution of the
permit key for primary utilization is received from the primary user, the
key control center sends the permit key for primary utilization to the
primary user and charges the fee.

Using a first crypt key including in the received primary use permit
key, the primary user decrypts the encrypted copyrighted primary data.
In case the plaintext copyrighted primary data is stored in a device of the
primary user, the data is re—encrypted using the primary use permit key.

When the primary user wishes to utilize the copyrighted primary data,
the primary user requests the distribution of a secondary use permit key for
editing the plaintext copyrighted primary data to the key control center via
the network system. The key control center sends the secondary use
permit key to the primary user.

'  REPLACEMENT SHEET
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description of the encrypted copyrighted primary data EDli and a pl ai nt ext
prinmary copyright |abel Lcl shown information of application program used
by:the encrypted copyrighted primary data EDli using the copyright
managenment program Pc, and identifies thé using environment of the
encrypted copyrighted pri mary data EDLi such as presence or absence of an

a Ilcatlon r amus.ed ation of enc, ted copyrighted

copies the copynghted primary dafa and edits the copy of the copyrighted
primary data. When the plaintext copyrighted secondary data which is the
copyrighted primary data under editing is stored in the device of the primary
user, the data is encrypted using a second crypt key included in the
secondary use permit key. When the final edited data is stored in the
device of the primary user, the data is encrypted using a third crypt key.

As a result of secondary processed data which is secondary data
edition of the copyrighted data, the primary user now possesses the
secondary exploitation right as secondarily generated copyright. In order
to execute the secondary exploitation right, the third crypt key is
registered at the key control center. The encrypted copyrighted secondary
data obtained by encryption of the plaintext copyrighted secondary data
using the third crypt key is sent to the secondary user by copying it to an
external storage medium or by transferring it via the network system.

The secondary user who wishes to utilize the encrypted copyrighted
secondary data requests distribution of the third crypt key to the key control
center. Upon receipt of the request for distribution of the third crypt key,
the key control center sends the third crypt key to the secondary user via
the network system.

When the secondary user receives the third crypt key, the secondary

user decrypts the encrypted copyrighted secondary data by third crypt key,
and utilizes it.

BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a block diagram of an embodiment of a data copyright
management system according to the present invention;
Fig. 2 is a schematical block diagram of an embodiment of a system

REPLACEMENT SHEET]
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As a result, it is judged that the encrypted copyrighted primary data ED1i
can be utilized. Wien the primary user 13 inputs request for the use of the
encrypted copyrighted prinmary data EDli to the copyright managenent program
Pc, the copyright nmanagenent program Pc starts the application programused °
by the encrypted copyrighted primary data ED1i and reads the encrypted

copyrighted primary data EDli from.the storage unit 21 to nenory in the
primary uséﬁ“ﬂ'@mgcda@@pyng ts WW%&GPH%‘F H{gﬁ%ﬂt WIVENHPR: nt ext copyri ght
| abel Lcl is s tQ : caont . . rl se permt
key K1l is suppleflsil d ?o‘gﬁﬁ&%P@mgﬁﬁ%ﬁ%@‘\aﬁ?ﬁ o#ﬁgfr% cessi ng
flow al r eadhyiligdssent eReclitedty £06pyERimaRINEThENY FibgPirn B¢ h B recﬁlgla' IS
decrypted to the plaint ex{wcopy?llﬁg%t ed primry gfab[a D11, wusi ng t e'tfi rst
crypt key Hiventiont uded in the primary use permit key Kil Dili = D

K1li, ED1li), angd.it ,can be used by the_ started appl tio rogr am
( ) nlglg. 4 represents a con%eptual drawing for %?cpia?r?ing hnnu'%at?gn of

utilization of data editing executed by a copyright management program Pc
in the present invention; and

Fig. 5 is a block diagram for explaining a process for producing new
copyrighted data from a plurality of a copyrighted data as objects.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

In the following, description will be given on an embodiment of the
present invention referring to the drawings.

First, description will be given on the embodiment structure of a data
copyright management system according to the present invention.

A system shown in Fig. 1 comprises a database 1, a key control
center 2, users 3, 3, 3,....... and a network system 4, which
connects these with each other. To the database 1, data is supplied from
information providers (P) 5, 5, 5,....... In some cases, the data is
supplied to the user directly from the information providers 6, 6, 6,.......
via the network system 4 without going through the database 1.

The data utilized in the present embodiment are objects where
program and data are combined together.

The users 3 are not mere utilizers, but can be information providers
9 or 6, who provide secondary exploitation works, i.e. newly produced
copyrighted works, by combining or modifying a plurality of copyrighted
data, which they received.

In the data copyright management system according to the present
invention as described above, each of the copyrighted data provi

ded-from
'REPLACEMENT SHEET)
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In case the plaintext copyrighted primary data Dii on nenory of the primary
user device 20 is to be stored in the storage unit 21, the plaintext
copyrighted primary data Dli is re- encrypted using the first crypt key Kli
ED1i = E (Kli, Dii), and it is stored. 8 The storage includes producing
and storing tenporary file for data naintenance. In case the

oo per 1ol adbiRaEBinoidels SCabf P e Fic s HiSeuRLoflthibfior 27"
o il - t e rne” et |
extor nal " shraprehowiEh M ter 3 pEGHed the Ehtiyied copfialiglispd, 1€ B0

copyri ght qﬂuﬂrwaéary%eé@t@bg%tﬂiz@q. enkéy tHis puepese,i alliceyptokéypane data EDL

are prohibited by the copyright management program Pc.
deposited to the key control center 2 in this system and are under the

control of the key control center 2.

The cryptosystem adopted by each of the information providers 5 and
6 may be freely chosen, while the cryptosystem to be used in the
secondary exploitation as secondarily utilizing data and after as described
later is limited to the system adopted by the key control center.

The data from the database is generally utilized using personal
computers, and the OS used in these personal computers must have
security processing incorporated in it. For the control of crypt keys, the
copyright management program is used. For the storage of the copyright
management program and the crypt keys received from the key control
center 2, "key cards" realized as software on memory or HDD or realized
as hardware in form of a unique board, PC card, etc. are prepared as the
storage area.

The key control center stores the crypt keys for protection of
copyright of data and for charging fees for utilization of the copyright
regardless of whether the data is actually utilized or simply registered and
not utilized, and controls the crypt keys by coordinating the stored keys
with copyright labels.

Fig. 2 represents a schematical configuration of an embodiment of a
data copyright processing system according to the present invention, in
which a primary user receiving data from an information provider edits the
received data and supplies the edited data to a secondary user.

In this system, a plaintext copyrighted primary data D1, ?EPLACEMENT SHEE]‘
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16 As al ready described, in the data copyri ght managenent system of
the present invention, the utilization of the obtained copyrighted data is
limted to ordinary nodes of utilization, i.e. direct utilization by

di splaying the data on the display unit 22 or output of the utilization
results by the printer 23. Copying of the data to an external storage

medi um or transf r of .t datato cond user 24, |athe vvork
system an@ngﬁmtﬁa GOPYiE ﬁ%ﬁ%e%ﬁ aﬁaﬁlﬂ@&c@&}’ﬂ%ﬁ?
Program  gata nibemﬁ&wéa cbﬁyﬁﬁ{tea'éee&ﬁ&rywwz}d Q%f:ﬁﬁteit part of e
primary copyright label Lcl, a primary use permit key K1 including a first
crypt key Kli, a secondary utilization permit key K2, a third crypt key K3j,

and a plaintext copyright management program Pc are used.

This system comprises a database 11, a key control center 12, a
primary user 13, a secondary user 19, and a network system 14 for
connecting these with each other.

To the database 11, data are supplied from information providers 15,
15, 15,....... In some cases, the data may be supplied to the user 13
from the information providers 16, 16, 16,....... via the network
system 14 or directly via an information recording medium 17 such as
CD—ROM from the information providers 16 without going through the
database 11.

In this figure, solid lines represent paths of plaintext data, broken
lines represent paths of encrypted data, and dotted lines represent paths of
keys.

In this system, the plaintext copyrighted primary data D1i is supplied
to the primary user 13 under the the copyrighted primary data ED1i
encrypted using the first crypt key Kli:

EDli = E (Kli, D1j)
from the information provider 15 via the network system 14 through the
database 11, or from the information provider 16 via the network system
14, or via an information recording medium 17 such as CD—ROM.

The primary user 13 who wishes to utilize the encrypted copyrighted
primary data ED1i thus supplied requests distribution of a primary use '
permit key K1 by presenting a primary copyright label Lcl to the key

control center 12 via the network system 14. |REPLACEMENT SHEET'
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primary data Dli to the other data D or to cut and paste a part of the
other data D to the copyrighted primary data Dli. The copyrighted primry
dat'a Dli can be stored to the storage unit 21 exceptionally if it is in the
encrypted state using the first crypt kejyOK1li, but it cannot be stored in
case it has been edited. In the data copyright managenent system of
the present invention, distinguishing the copyrighted primary data D1 from
general data D and determ ng as to whet her the copyrighted data has been
edited or not EOHY; WAH | .
Computer file gg%l?i?éséeégﬁa dat ar%‘#ﬁl%gggr&gi dhlbunl ﬁ%%%%ﬁ%?ﬂeg@te
entered at key it dromithe iprimatyeuder 13, thekeyuontrdlcenteret? is@atdhed thee
managenent table, it can be judged whether the file is the copyrighted data
or not. OnPHRIAY rﬁﬁd@'ﬂ‘@hkeﬁlﬂ disingthe presented primeaty copyrightilabehbcdf

produced a5 SR Bk R 8 G Uy WS M al TR a0 & 1

network system 14 and charges the fee at the same time.

The primary user 13 decrypts the encrypted copyrighted primary data
EDIi using the first crypt key K1i included in the received primary use
permit key K1
Dli = D (Kli, EDI1i)
and utilizes it.

In case the decrypted plaintext copyrighted primary data D1i is stored
in a device of the primary user 13, it is re—encrypted using the first crypt
key Kli _

EDli = E (Kli, D1i),
and the re—encrypted copyrighted primary data ED1i is stored.

In case the re—encrypted copyrighted primary data ED1i is to be
utilized again, the encrypted copyrighted primary data ED1i is
re—decrypted and re—encrypted.

The primary user 13, who wishes to edits the plaintext copyrighted
primary data D1i, requests distribution of the secondary use permit key K2
for edit of the plaintext copyrighted primary data D1i to the key control
center 12 via the network system 14.

Upon receipt of the request for distribution of the secondary use
permit key K2, the key control center 12 sends the secondary use permit
key K2 to the primary user 13 via the network system 14. | |

When the secondary use permit key K2 is received, the primary user

REPLACEMENT SHEET
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can be judged whether the file has been edited or not. When st ored
in the storage unit 21, the copyrighted primary data Dli is to be encrypted
and coupled with the primary copyright |abel Lcl. Wien the data is
decrypted and is read on nenory, the copytighted primary data Dli and the
primary copyright |abel Lcl are separat e"d—from

rrgil t he separ at

17 each o §] eerdﬂ:t';ythtehp n%gxtrcl:ogpr}tng ted?l %e.ment ng to the conten
of the permit key and obtains the plaintext copynghted secondary data D2j.
In case the plaintext copyrighted secondary data D2j is to be stored in

a device of the primary user 13, the plaintext copyrighted secondary data

11 acco

D2;j is encrypted using the second crypt key K2:
ED?2j = E (K2, D2j).

When the completion of the edit, the primary user 13 generates a
third crypt key K3j in order to execute the secondary exploitation right for
data edit of the copyrighted secondary data, and the third crypt key K3;j
thus generated is registered at the key control center 12. The third crypt
key may not be generated by the primary user 13, but it may be prepared

and distributed by the key control center at the request of the primary user
13.

In case the primary user 13 copies the plaintext copyrighted
secondary data D2j to an external storage medium 18 or transfers it via the
network system 14, the plaintext copyrighted secondary data D2j is
encrypted using the third crypt key

EDZj = E (K3j, D2j),
and the encrypted copyrighted secondary data ED?Zj is supplied to a
secondary user 19.

The secondary user 19, who wishes to utilize the encrypted
copyrighted secondary data ED2j thus supplied, requests distribution of the
third crypt key K3j to the key control center 12 via the network system 14.

Upon receipt of the request for distribution of the third crypt key K3;j
from the secondary user 19, the key control center 12 sends the third
crypt key K3j to the secondary user 19 via the network system 14.

When the third crypt key K3j is received, the secondary yser 19 _
REPLACEMENT SHEET
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copyright |l abel Lcl is nanaged by the copyright managenent program Pc.
The copyri ght nmanagenent program wat ches by which application programthe
copyrighted primary data Dli is used and prohibits "cut and paste" of the
copyrighted primary data Dli to the non-}l_copyri ghted general data D and
"cut and paste" of the non- copyrighted general data D to the copyrighted

primary data D1i . Fi .4 conceptu L ng. f of. € I ni ng
restricti o‘tiSYplﬁtqhﬁ pyﬁ'gﬁ@ SeOH @@%@g e‘gmgythteh%ﬂégpyr i ght
rranagerrentcﬂygf) ? gEC in the pr esent |nvent|on The primary user 13
who wi she e he pl ai ntext copyrighted primary data Dli, in the
primary utilizati onDZpe:tD‘(Ie;}g tEBZ;)ey control center via the network 14

t hat the plai ntext copyrlghted primary data Dli is to be edited and
requests diand utilizasc. of t he secondary use pernit key K2 necessary for the

edit of the pl gl &ing RUy e Sopriaian setondary dats EDSs to be

- utilized again, the encrypted copynghted secondary data ED2j is decrypted

and encrypted using the third crypt key K3j.

In the following, detailed description will be given on acquisition of
the copyrighted primary data, primary utilization of the copyrighted primary
data, edit of the copyrighted primary data to the copyrighted secondary data,
supply of the edited copyrighted secondary data, and utilization of the
copyrighted secondary data.

In this system, a plurality of plaintext copynghted primary data D1i
are supplied to the primary user 13 with the encrypted copyrighted primary
data ED1i using the first crypt key Kli

EDIli = E (Kl1i, D1i)
together with the plaintext primary copyright label Lcl
directly from the information provider 16 or via the database 11.

The copyright management program Pc manages the use of the
copyrighted data by the user. More concretely, the copyrighted data is
decrypted and re—encrypted using crypt key and utilization of the
copyrighted data is restricted according to the content of the use permit key.

In this system, a plaintext primary copyright label Lcl to be utilized
for acquisition of crypt key is attached to the encrypted data ED1j. In
other words, the encrypted copyrighted primary data ED1j comprises a
plaintext copyright label Lcl and the encrypted copyrighted primary data
EDli. On the plaintext primary copyrighted label Lcl, title of the data
and name of the application program used and the name of the mw SHEET!
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key control center 12 via the network system 14. Upon recei pt of the
request for distribution of the secondary use permt key—K>—f I
pri‘mary user 13, the key control center 12 sends the SREP _.Méﬁﬂmdt
key K2j to the primary user 13 via the néBwork syste . As a rlequl t,
the primary user device 20 of the prinmary user 13 is fu nq@ pRCa9Ps i qn
node, and the primary user 13 can edit the encrypted opyrighted pri narly
dat a EDL1i .copyright owmerprétenrare@erad decrypts the engr gt 4d
primary data EDli to the plaintext copyrighted primary data Dli using tihe
first crypt key Kli and displays it on the display unlt 2Z and edits the

data. To prot eqie! iemapPYceAN8 Who WAShES Y iRk tHe RincPfSted EBprightdd ' St

t he pl ai nt ext
primary data ED1i thus supplied requests distribution of the primary use

permit key K1 by presenting the plaintext primary copyright label Lcl to
the key control center 12 via the network system 14.

After confirming that the primary use permit key to be distributed is
the key K1 using the presented primary copyright label Lcl, the key
control center 12 sends the primary use permit key K1 thus confirmed to
the primary user 13 via the network system 14.

When the primary use permit key K1 is received, the device of the
primary user 13 is turned to copyright management mode, and the primary
user 13 is now entitled to utilize the copyrighted primary data.

Because the first crypt key Kli is included in the primary use permit
key K1, the first crypt key Kli is not recognized by the primary user 13.

On the other hand, the key control center 12 charges and collects
the fee and identifies the status of use of the copyrighted data and the status
of utilization of database of the primary user 13.

Fig. 3 is a conceptual drawing for explaining restriction of the
primary utilization by the copyright management program Pc in the present
invention.

Similarly to the invention described in Japanese prior application No. 6
—-64889, the primary utilization of the data obtained in the data copyright
management system of the present invention is limited to ordinary
utilization, i.e. direct utilization of the data and output including printing of
utilization results, and it is not allowed to copy the data to an external
storage medium or to edit and transfer via a network system or in principle,

to store the data inside the device. However, it is possible to store the



18 copyrighted primary data Dli for editing i s copiedzm
copyrighted primary data Dli® for edit obtained by thi/ KR
The primary user 13 decrypts the encrypted copyrighted ium y—data— L

the plaintext copyrighted primary data D14 to display jn t 2@‘_._ HBZQ yni
22, and before editing, copies the plaintext copyrighted pr' 9 a {Diji
t fnr odit i’

for edit a&&aﬂ%ﬂ%n‘c?fpt@h?' ntext copyrighted primry da
It is needless to say that the data D other than the COpyTighted data
can be displayed, printed, stored, copied, edited or transferred by the

application program in use.

In this figure, reference numeral 21 represents a storage unit such as
a non—volatile semiconductor memory or a hard disk drive incorporated in a
device 20 of the primary user, reference numeral 22 represents a display
unit for output, 23 represents a printing unit for output, D1 represents a
copyrighted primary data, D represenfs a non— copyrighted general data,
24 represents a secondary user, to whom the data is supplied by copying
via flexble disk or CD—ROM or by transferring using a network system.

In this figure, solid lines represent processing routes permitted, and
broken lines show processing routes not permitted.

The encrypted copyrighted primary data ED1i acquired by the primary
user 13 from external information providers 15 or 16 either directly or via
the data base 11 is incorporated with a plaintext primary copyright label Lcl
supplied together—with and is stored in a storage unit 21 of the primary
user device 20. |

The primary user 13 who wishes to utilize the encrypted copyrighted
primary data ED1i stored in the storage unit 21 refers to general
description of the encrypted copyrighted primary data ED1i and a plaintext
primary copyright label Lcl shown information of application program used
by the encrypted copyrighted primary data ED1i using the copyright
management program Pc, and identifies the using environment of the
encrypted copyrighted primary data ED1i such as presence or absence of an
application program used for preparation of the encrypted copyrighted
primary data ED1i.



obt ai ned by copyi ng. In case the plaintext copyri ghtyg It

for edit Dli' or the plaintext copyrighted primary data L%mm; q
isto be stored in the primary user device of the user 13, encrgEtion I g
performed using the secondary use pernmit lfey K2 EfNZ DEC 189§ K1,
Di") or ED1Li" = E (K2, Di"), and it is stored as [fhe encrypted
copyrighted primary data EDli' or as the encrypted copyrfghted primry datla
ED1i " .. As the encrypted copyrighted primary data EOLL is.stored in_tHe

58, 2 A e S 08Bl RS
?ﬁt a T or ﬁ?%l(ﬁtﬁgdbfmlgk%dr ‘r’]‘@Yﬁgh tRe pBnElySler S induth Tehide S0y WSt her the

use of the encrypted copyrighted primary data ED1i to the copyright

management program Pc, the copyright management program Pc starts the

application program used by the encrypted copyrighted primary data ED1i

and reads the encrypted copyrighted primary data ED1i from the storage

unit 21 to memory in the primary user device 20. .

On the other hand, the plaintext copyright label Lcl is sent to the

key control center 12, and the primary use permit key K1 is supplied to

the primary user in accordance with the processing flow already described.

The encrypted copyrighted primary data ED1i is decrypted to the plaintext

copyrighted primary data D1i, using the first crypt key K1i included in the

primary use permit key K1

Dli = D (Kli, EDIi),
and it can be used by the started application program.

In case the plaintext copyrighted primary data D1i on memory of the
primary user device 20 is to be stored in the storage unit 21, the plaintext
copyrighted primary data D1i is re—encrypted using the first crypt key Kli

EDli = E (K1i, D1i),
and it is stored.

The storage includes producing and storihg temporary file for data
maintenance.

In case the re—encrypted data EDIi is to be re—used, re—decryption
and re—encryption are performed using the first crypt key Kli.

The utilization other than displaying and printing, storage or editing,
i.e. copying to an external storage medium or transfer to other device, of
the plaintext copyrighted primary data D1 or the encrypted copyrighted
primary data ED1i are prohibited by the copyright management program Pc.



When edit of the data has been conpleted, the data is pr

plurality of new plaintext copyrighted secondary data D2}h

exploitation right as secondary copyrights is newy gene
D2j. To protect the secondary exploitatibm right, the pr
edited the plaintext primary copyrighted data Di request
the third crypt key K3 to the key control center 12. Upc

ﬁnry‘!ZIBEIC :
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n

request for distribution of the third crypt key K3j, the
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the present invention, the utilization of the obtained copyrighted data is
limited to ordinary modes of utilization, i.e. direct utilization by displaying
the data on the display unit 22 or output of the utilization results by the
printer 23. Copying of the data to an external storage medium or transfer
of the data to the secondary user 24 via the network system and editing the
data are prohibited by the copyright management program.

Therefore, it is not allowed to cut and paste a part of the copyrighted
primary data D1i to the other data D or to cut and paste a part of the other
data D to the copyrighted primary data D1i. The copyrighted primary data
D1i can be stored to the storage unit 21 exceptionally if it is in the
encrypted state using the first crypt key Kl1i, but it cannot be stored in
case it has been edited.

In the data copyright management system of the present invention,
distinguishing the copyrighted primary data D1 from general data D and
determing as to whether the copyrighted data has been edited or not are
- performed by the copyright management program Pc.

Computer file comprises a data file main unit and a management table
entered attributes of the data file. Therefore, by investigating the
management table, it can be judged whether the file is the copyrighted data
or not. On this management table, data file size and date and time of
produced are entered. By investigating these in the management table, it
can be judged whether the file has been edited or not.

When stored in the storage unit 21, the copyrighted primary data D1i
is to be encrypted and coupled with the primary copyright label Lcl.
When the data is decrypted and is read on memory, the copyrighted
primary data D1i and the primary copyright label Lcl are separated from




network system 14. When the third crypt key K3j is re
primary user 13 encrypts the plaintext copyrighted secondar ]
the third crypt key K3j ED2) = E (K3j, D2j), and tthe encr pé;d
copyrighted secondary data ED2j is store#fZ/in the storage unjt 21 20DEE 1896
primary user 13. In case the encrypted copyrighted dat D2j is to_be
utilized, decryption and encryption are performed using the|thrrd crypt key
K3j . eachrothie byl thierdopytight managbment progradar andahe sep; ted by the

primary user 13 seco(rigzry exploitation right in data edition of_the
pri mary useapyright dahel dednis managed by she copyrght, managemesnh program Be. t he

pl ai nt ext copyi,ght ed Lmary data , DLli before edi{ing.and owned by the
i nformation prmﬂ%dreqp té&%ﬁ%@@%é’@@?&%‘éﬁﬁ@hdﬁ? ABRNGE , the
primary usgiolin$8BSpyrighted primary data D1i is used and prohibits "cut and

paste" of the copyrighted primary data D1i to the non— copyrighted general

data D and "cut and paste" of the non— copyrighted general data D to the
copyrighted primary data D1i.

Fig. 4 is a conceptual drawing for explaining restriction of utilization
in the data editing executed by the copyright management program Pc in the
present invention.

The primary user 13 who wishes to edit the plaintext copyrighted
primary data D1i, in the primary utilization, notifies the key control center
via the network 14 that the plaintext copyrighted primary data D1i is to be
edited and requests distribution of the secondary use permit key K2
necessary for the edit of the plaintext copyrighted primary data D1i to the
key control center 12 via the network system 14.

Upon receipt of the request for distribution of the secondary use
permit key K2 from the primary user 13, the key control center 12 sends
the secondary use permit key K2j to the primary user 13 via the network
system 14.

As a result, the primary user device 20 of the primary user 13 is
turned to edition mode, and the primary user 13 can edit the encrypted
copyrighted primary data ED1i.

The primary user 13 decrypts the encrypted copyrighted primary data
EDIi to the plaintext copyrighted primary data D1i using the first crypt key
Kli and displays it on the display unit 22 and edits the data. To protect
the copyright of the copyrighted primary data at first, the plaintext



i nformation such as title of the data, nane of the applicati

used, outline of the content, nane of the primary copyright OREBLACEMENT SHEET
together with the third crypt key K3j to the key control cenfe ' ‘

control center stores and controls thesd8together with the tHidd ig @é
K3j . On the other hand, the primary user 13 suppliesithe X’?{Fp
copyrighted secondary data EDZ'{1 to the secondary user 24 by )
an ext er ngbpyighted ermratiyudata & Lir fob editing isf eopiedg dnd theaplaindexet wor k syst em
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permt key including the third crypt key K3j to the key control center 12.
The primary user 13 decrypts the encrypted copyrighted primary data
EDIi to the plaintext copyrighted primary data D1i to display on the display
unit 22, and before editing, copies the plaintext copyrighted primary data
Dli for edit and edits the plaintext cdpyrighted primary data for edit D17’
obtained by copying. |
In case the plaintext copyrighted primary data for edit D11’ or the
plaintext copyrighted primary data D1i" under editing is to be stored in the
primary user device of the user 13, encryption is performed using the
secondary use permit key K2
" EDIf = E (K2, DI{)
or EDIi"=E (K2, D1i",
and it is stored as the encrypted copyrighted primary data ED11’ or as the
encrypted copyrighted primary data ED1i".
As the encrypted copyrighted primary data EDIi is stored in the
storage unit21 without being edited, by comparing its management table
with file size, produced date and time of the plaintext copyrighted primary
data for edit D11’ or D1i" which has been edited, it is judged whether the
file is the edited file or not.

When edit of the data has been completed, the data is produced to a
plurality of new plaintext copyrighted secondary data D2j, and secondary
exploitation right as secondary copyrights is newly generated on the data
D2j. To protect the secondary exploitation right, the primary user 13
who edited the plaintext primary copyrighted data D1i requests distribution
of the third crypt key K3;j to the key control center 12. Upon receipt of
the request for distribution of the third crypt key K3j, the key control
center 12 sends the third crypt key K3;j to the primary user 13 via the



Thé utilization of the plaintext copyrighted secondary

20 the use permt key including the third crypt key K3j -ﬂ SET
general utilization of the plaintext copyrighted second r;J data é)‘g o
storage to the user device, and it is ngt9_al | oned to copy {t ﬂ?

copyrighted secondary data D2j or the encrypted copyrighted secondarv dctc
ED2j] to an external age nmedium 18, to transfer it to a third user via
the networhetwark §Y5t§313 &t the pl ai ntext copyrighted sechndary data-D2i—.

When the third crypt key K3;j is received, the primary user 13
encrypts the plaintext copyrighted secondary data D2j using the third crypt
key K3;

ED?j = E (K3j, D2j),
and the encrypted copyrighted secondary data ED2j is stored in the storage
unit 21 of the primary user 13.

In case the encrypted copyrighted data EDZ;j is to be utilized,

decryption and encryption are performed using the third crypt key K3j.

In the plaintext copyrighted secondary data D2j edited by the primary
user 13, secondary exploitation right in data edition of the primary user 13
is present in addition to the primary copyright of the plaintext copyrighted
primary data D1i before editing and owned by the information provider. To
execute the secondary exploitation right, the primary user 13 sends
information such as title of the data, name of the application program used,
outline of the content, name of the primary copyright owner, etc.
together with the third crypt key K3;j to the key control center 12. The

key control center stores and controls these together with the third crypt
key K3;j.

On the other hand, the primary user 13 supplies the encrypted
copyrighted secondary data ED2j to the secondary user 24 by copying it to

an external storage medium 18 or by transferring it via the network system
14,

The secondary user 24 who wishes to utilize the supplied encrypted
copyrighted secondary data ED2j requests distribution of a use permit key
including the third crypt key K3j to the key control center 12.

The utilization of the plaintext copyrighted secondary data D2j using



As described above, the copyrighted data handled in the present invention
Is directed to "object" where program and data are integrated, and the
object can be processed as parts- |ike through conputer progranmm ng or
vari ous types of processings. Descr2@tion will be given now on the
case where new copyrighted data is prouced utilizing a plurality of
copyrighted data that are the objects, referring to Fig. 5 and Fig. 2.

In Fig. 5, thehse ?@ﬁﬁiﬂw_ {ridlading the 2hirtictrPpt kep K3jdstlimived to geherhlpri mary
data D11, D12 and D13 which conprise objects respectively. By utilizing the
copyr i ght edtilization of the plaDiext mwreghted)sg;:ondgyr&ﬁa & ori tgraterageetoondar y
copyr i ght cohaeer Bavicsandtas Bt aliwedde comebecibintertmEied
utilizatio I Welas
ref erence ﬁﬁ%&}dﬁyﬁw@? j ﬁlr ?aftg ?8?‘%8#9‘2 c%%é%%ghﬁ;gﬁ% %y@p%@e dat a
D12 as shewerhyl stoFffcefifediit s, alto $Runsferdt tbid thirt uSer via the network

14, or to edit the plaintext copyrighted secondary data D2j.

As described above, the copyrighted data handled in the present
invention is directed to "object" where program and data are integrated, and
the object can be processed as parts—like through computer programming or
various types of processings.

Description will be given now on the case where new copyrighted data
is prouced utilizing a plurality of copyrighted data that are the objects,
referring to Fig. 5 and Fig. 2.

In Fig. 5, reference numerals 31, 32 and 33 represent copyrighted
primary data D11, D12 and D13 which comprise objects respectively. By
utilizing the copyrighted primary data D11, D12 and D13, the new
copyrighted secondary data D2j represented by 30 is produced.

The utilization of the copyrighted data D11, D12 and D13 include
three editorial forms: utilization of whole parts such as the copyrighted data
D11 shown by reference numeral 34; utilization of a part such as the
copyrighted data D12’ as shown by reference numeral 35; and utilization

after modifying such as the copyrighted data D13’ as shown by reference
numeral 36.

The copyrighted data are edited by linking in object—unit, referring,
embedding and combining them. Such embedding and combining can be
performed freely.

Also, it is possible to add other matters to the copyrighted data 37,
which has been thus embedded and combined.
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The newly produced copyrighted data D2j in this way cons|sts of

objects assembly.

In the plaintext copyrighted secondary data D2j thus produced,
secondary exploitation right of the primary user 13 who has produced newly
arises in addition to the copyright of the copyrighted primary data D1i.

To execute the secondary exploitation right, it is necessary to
encrypt the plaintext copyrighted secondary data. For this purpose, the
primary user 13 prepares the third crypt key K3j and encrypts the plaintext
copyrighted data D2j using the third crypt key K3;

EDZj = E (K3j, D2j),
and the encrypted copyrighted data ED2] is supplied to the secondary user
19 by copying it to an external storage medium 18 or by transferring it via
the network 14.

In order that the tertiary user can easily receive the third crypt key
K3j, the third crypt key K3j is registered at the key control center 12.

By registering the third crypt key K3j, the secondary exploitation right of
the primary user 13 is recorded at the key control center 12.

In this case, those sent from the primary user 13 to the key control
center 12 at this time includes, in addition to a plurality of the third crypt
keys K3j of which number corresponds to the produced plural copyrighted
secondary data, the number of the third crypt keys K3j, the second crypt
key K2j, the copyrighted primary data used, information of the other
copyrighted data to which the copyright management program is linking,
access path to the copyrighted data used, application program used by the
copyrighted data used, and explanation of the copyright works.

The secondary user 19 who wishes to utilize the encrypted
copyrighted secondary data ED2j thus supplied requests distribution of the



The newl y produced copyrighted data D2j in this way consists of objects
assenbl y. In the plaintext copyrighted secondary data D2 thus
produced, secondary exploitation right of the primary user 13 who has
produced newy arises in addition to the copyright of the copyrighted
primary data Di. To execute theZ%econdary exploitation right, it is
necessary to encrypt the plaintext copyrighted secondary data. For this
pur pose, t thirgdcryptr ke X3j ta 2he keyacoméral leentér 12, crypt key K3j and encrypts
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user 19 via the network system 14.
The secondary user 19 receives the third crypt key K3j, decrypts the
encrypted copyrighted secondary data ED2j using the third crypt key K3j,
and utilizes it.

When the third crypt key K3j is received, the copyright management
program Pc attaches the copyright label Lc2j to each copyrighted data D2j so
that the secondary user can utilize it.

At this time, the linkage with the copyrighted data, which is the
object linked with the newly produced copyrighted data, is released. At
the time of the release of the linkage, the entity of the copyrighted primary
data, which has had so far relationship as the linkage only, is embedded
into the encrypted copyrighted secondary data ED2j, and allows to
distribute as a copyright work only through ED2; file.

In this case, if the encrypted copyrighted secondary data ED2j is to
be utilized again, decryption and encryption are performed using the third
crypt key K3;j.

The key control center sends back the third crypt key K3j to the
requester and charges and collects the fee according to the copyright labels
Lcl and Lc2.

The copyright owner of the copyrighted data can change access path of
own copyrighted data by applying to the key control center.

The copyright owner of the copyrighted data can also edit (modify)
own copyrighted data using the third crypt key K3j and also can register it
using another key.
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In order that the tertiary user can easily receive the third crypt key K3j,
the third crypt key K3j is registered at the key control center 12. By
registering the third crypt key K3j, the secondary exploitation right of
the primary user 13 is recorded at the key control center 12. In
this case, those sent fromthe primary2user 13 to the key control center 12
at this tinme includes, in addition tq Ity of the third crypt keys
K3j of which nunber correspo Vﬂﬁéﬂaﬁbﬁ pIuraI copyri ghted
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copyri ght editdat copysihted peineatyl datatréceived antia segonaingbopyriglited data
obtained by editing is supplied to a secondary user, whereby:

said copyrighted primary data is encrypted using a primary use permit
key and is supplied to said primary user;

said key control center sends said prirhary use permit key to said
primary user upon receipt of a request for distribution of said primary use
permit key from said primary user who wishes to utilize said copyrighted
primary data;

said primary user decrypts said copyrighted primary data to plaintext
using said received primary use permit key and performs primary utilization
of the data;

said primary user who wishes to edit said copyrighted primary data
receives distribution of a secondary use permit key for editing said
copyrighted primary data from said key control center and edits said
copyrighted primary data using said received secondary use permit key, and
the copyrighted primary data under editing is encrypted using said
secondary use permit key to be stored;

when the edit has been completed, said primary user receives
distribution of a third crypt key for distributing the edited copyrighted
secondary data from said key control center, and said edited data is
encrypted using said third crypt key to be supplied to a secondary user; and

said secondary user who wishes to utilize said secondary copyrighted
data receives distribution of said third crypt key from said key control center
and decrypts said copyrighted secondary data using said received third crypt
key and utilizes it.
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The secondary user 19 who wishes to utilize the encrypted copyrighted
secondary data ED2j thus supplied requests distribution of the

22 third crypt key K3j to the key control center 12. Upon recei pt of
the request for distribution of the third crypt key K3j, the key control
center 12 sends the third crypt key Kéﬁ-to t he secondary user 19 via the
network system 14. The secondary user 19 receives the third crypt key
K3j, decrypts he A data copyright management system according to Claim 1,

wherein edit on said copyrighted primary data by said primary user is
performed to a copy of said copyrighted primary data.
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enbrypt ed copyrighted secondary data ED2j using the third crypt key K3j,

and utilizes it. When the third crypt key K3j is received, the
copyright managenent program Pc attaches the copyright |abel Lc2j to each
copyrighted data D2j so that the secondary user can utilize it. At

this time, the linkage with the copyri2ghted data, which is the object
linked with the newy produced copyrighted data, is released. At the tine
of the rel ease of the Ilnkae the entlty of the copyrighted primary data,
whi ch has had so faPATs ) MANAGEMENL §YSIEMge only, is enbedded into the
encrypted copyrighted secondary data ED2j, and allows to distribute as a
copyright work only through ED2] file. In this case, if the encrypted
copyrighted secondary data ED2] is to be-utilized again, decryption and

encryption are perforred BSIRACTNOF THE DISCLOSERES) -
_A data copyright management system is provided, in which a primary

user edits a received data and supplies the edited data to a secondary user.

The copyright management system comprises a database and a key
control center, and uses a primary copyright label, a primary use permit
key including a ﬁrét crypt key, a secondary use permit key, a third crypt
key, and a copyright management program.

. The primary user decrypts the copyrighted primary data, which is
~ encrypted using the first crypt key and supplied, to plaintext using a
primary use permit key obtained from the key control center and utﬂlzes it.
In case the copyrighted primary data is stored in a primary user device, it
is re—encrypted using the primary use permit key.

The primary user receives a secondary use permit key for editing the
copyrighted primary data from the key control center and edits the
copyrighted primary data. The daté under editing is encrypted using the
secondary use permit key and is stored.

When edit has been completed, the primary user receives a thzrd
crypt key for secondary exploitation right as the secondary copyright from
the key control center, encrypts the edited data using the third crypt key
and distributes it to the secondary user. |

The secondary user receives the third crypt key from the key control
center and utilizes the edited data.

The third crypt key may be generated by the primary user or by the
key control center.
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The key control center sends back the third crypt key K3j to the requester
and charges and collects the fee according to the copyright |abels Lcl and
Lc2. The copyright owner of the copyrighted data can change access
pat h of own copyrighted data by applying to the key control center.

The copyright owner of the copyrighted data can also edit (nodify) own
copyrighted data using the third crypt key K3j and al so can register it
usi ng anot her key. -
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23 VWHAT WE CLAI M ARE: 1. A data copyright
management system conprising a database and a key control center, for
managi ng copyrights in case a prinary user edits a copyrighted primary data
recei ved and a seconary copyrighted data obtained by editing is supplied to
a secondary user, whereby: said copyrighted primary data is encrypted
using a primary use permt key and is supplied to said primary user;

said key control center sends said prinaTy use permt key to said prinmary
user upon receipt of a request for distribution of said primary use permt
key fromsaid primary user who wi shes to utilize said copyrighted primry
dat a; said primary user decrypts said copyrighted primary data to

pl ai ntext using said received prinmary use permt key and perfornms primry
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of the data; said primary user who wi shes to edit said copyrighted
primary data receives distribution of a secondary use permt key for
-editing said copyrighted prinmary data fromsaid key control center and
edits said copyrighted primary data using said received secondary use
permt key, and the copyrighted primary data under editing is encrypted
usi ng said secondary use permt key to Be stored; when the edit has
been conpleted, said primary user recei'ves distribution of a third crypt
key for distributing the edited copyrighted secondary data from said key
control center, and said edited dat gei crypaed using said third crypt
key to be supplied to a secondary uErFG:g sai d secondary user who
wi shes to utilize said secondary copyrighted data receives distribution of
said third crypt key fromsaid key control center and decrypts said

copyrighted secondary data using said received third crypt kek)and utilizes
it.
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éi 2. A data copyright managenent system according to Caim1l,
wherein edit on said copyrighted primary data by said primary user is
performed to a copy of said copyrighted primary data.
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