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It would be desirable to utilize smart card technology to handle biometric
authentication, that is to allow user biometrics data to be used for authentication
instead of or in addition to a personal identification number. The difficulty with
using smart cards arises in the limited processing power and memory available
on the smart card whereas authentication techniques using biometric data

frequently require extensive processing power. A similar situation is faced by any
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us 6,(1:%%%d§éscribes a smart card connected to a terminal, which is in turn
connected to a host computer and/or a network. The smart card is configured to
initiate communications with the terminal, which enables the smart card to control
the terminal, host computer, or network and to access the resources connected to
the terminal, host computer, or network. A communications protocol defines the
commands that the smart card can send and allows the smart card to
communicate using asynchronous or logical asynchronous communication. As
the communication speed is slow, such an approach is not suitable for execution

of computationally-intensive task involving lots of commands.
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It is an aim of one aspect of this invention to increase the security of identity
authentication using biometrics and having the processing done at a user

presented device such as a smart card.
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The results of the first stage can be transmitted to the user-presented device
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Another aspect of the invention provides a system for authenticating a user
according to a biometrics parameter of the user, the system comprising: a user-
presented device on which is stored a biometrics identification template divided
into a secure portion and an open portion, wherein only said open portion can be
transmitted out of the said device; an authentication device operable to read
biometrics data derived from a user, and comprising means for communicating

with the user-presented device and a client terminal; a client terminal arranged to
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according to a biometrics parameter of the user presented at an authentication
device, the method comprising: transmitting to an authorized client terminal data
derived from said user biometrics parameter obtained at the authentication
device; at the authorized client terminal, dividing the biometrics identification
template computed into secure portion and open portion, transmitting from the
authorized client terminal to a user-presented device both the open portion and
the secure portion of a biometrics identification template, storing the said template

consisting of open and secure portions on the user-presented device, with the
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extern

with associated process identifiers; the second processor including a distributed
object execution manager for identifying a process to be executed and issuing a
request to the first processor to execute said process; and the first processor
including a client distributed object execution manager for controlling the
execution of said processes at the first processor, the results of execution of the
processes implemented at the first processor being returned to the second

processor.
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identity of the user is communicated to the external world in the form of a unique

personal identification number that incorporates the results of biometric matching.

In particular, the following elements are discussed in more detail in the specific

description of the preferred embodiments which follow by way of example.
Protocols

A secure fingerprint matching protocol has been developed to transmit a portion

of the fingerprint template from a smart card to a client terminal. It avoids the
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a high accuracy of verification. Also, it can be ensured that the client terminal is
trusted and secure and the codes performing the fingerprint authentication

processing are secured.

User ldentification Number

A unique user identification number that is capable of changing every time it is
used is provided. A user does not have to remember the identification number.
Instead only the system of the issuing company and the smart card of the user

has a copy of the user identification number. The user relies on another personal



has a copy of the user identification nunber. The user
relies on another personal 8 WO 2004/019190
wEOMBsEN02/ 000199 identification nunber or bPOIEG2G02/800199
data to synthesise a user identification nunber to
determi ne the granting of access to a transaction.
identifi¢3tiohrriumbedorReiontetrié datat toaynittesiagea uBedidendficatidrsnumber
protocol allows, concurrent progcessing of an operation
to detefralngét ?@ﬁ?%ﬂf&w?@@cceé@r%?str?'%@f nd second processors,
in particular a smart card and a client termnal.
Thi s overcones the problemof a smart card or other
DistributethiResnateVE xecutivaWlagaderdifrotagopr ocessi ng power whi ch
woul d nmean that some conputationally intensive
techni ques such as fingerprint matching woul d take too
This plofitdl loReCEM Qirré ;ﬂo@é@é” ihg @frdh obepsticmes ibegi Itehne&ted
client termnal with nore conputing power spee
acrosst firet andc eesond heropest@eolin dugtigdar pisendsht caid nafd oaﬂc}hent
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gure 2 is_a dataflow di agram of i
cards bh‘ithhﬁﬁlj dgvigecwith ket ProoEseiRg RAYeH F@?ﬂjpgf% igital
aSS|sta?1?§d Figure 3 is a schematic bl ock d| agram of the
nessage flow for perform ng a business transaction;
Fi gure 4 illustrates the format of a securlty access

heck key;. Fi ure is as ied a ecture
For a RligsraTHasbtaging BT e Peseit vsnUAR &t fGrehiRehay the same
may bé %Hié'drlﬁ{c?%ff@d{ﬁ%réﬁé@ il Ao Beemadk! dyuwhl & &Xafhple to the
ed architecture ftfor distributéd conputing;
accomﬁamumgadvawllngsan fahde:di agram i | lustrating the procedure
for initializing the task

Figure 1 is a schematic diagram of an authentication system;

Figure 1A is a schematic diagram of a smart card,

Figure 2 is a dataflow diagram of implementing matching shared between
client terminal and a smart card;

Figure 3 is a schematic block diagram of the message flow for performing
a business transaction;

Figure 4 illustrates the format of a security access check key;

Figure 5 is a simplified architecture diagram of multiple processing units;
Figure 6 illustrates a task table;

Figure 7 illustrates a simplified architecture for distributed computing;
Figure 7A is a flow diagram illustrating the procedure for initializing the task
table;

Figure 8 shows the format of an Initialization_Of_Object command;



table; Figure 8 shows the format of an

Initialization O Object conmand; 9 WO 2004/019190
WwWEOMBSEI002/ 000199 Figure 9 shows the fornmat BET/8G2002/000199

command string; Figure 10 shows the format of a return

parameter; Figure 11 shows the format of the stack;

Figiure ® siowssthe foomeiaf 8 command/mrieg; mul tipl e renote

Vi C Wi th sd_nal l j or; Figure 12A is

|gqrgﬁv%0§@d¥saﬁ\eofprrﬂﬁ§%§&t@ﬁtpgfa?\g?@fﬁm tializing a
FRiuraareshowy gl fopndt bf thergtabler function; Figure 13
shows the encoding format for object and functi O_EL Ia%slr;lgle

Figuree 218/ sshemefigWiagragr ahmulinie remote gevices wi

pf.oced for load sharing a fingerprint matching
ghg&aqrgé%,s gure 14 shows a system i ncorporating
Ridure P! 2A s eciowi diggramhtsf, thei pracedde fon ingtaliaings atdudtware
architecture of a distributed object execution

eRiReand iisiragewerfyiftionie i s an exanple of a task

i | L ' CAHd RivctisRNBEET
br J§e1;3 |%®€%%ﬁﬁv§%rﬁgtmo té@cof an obj ect _
iFdguei f3eis arflav midgrapi dluskating thee procesiine for, Icaidgshasing a
18 is a schematic bl ock diagram of a network execution

HRagERENt Matehinp OPESRIAa schematic bl ock di agram of a
IR j TROpd@fing TRIIASIE rofessinG TRKS,

gjé |’Jc’?e1;qL |guér)§ sggfelni a b‘lgockn%i agfrﬁgmqu a di%t_ri buted
Fhgueet 18xidusirates trenagehitéoture ot |4 ehistributed whiect Fexpaudon
21 is a s.éhe_mati c bl ock diagramof a distributed
SBRRAGer BidEGt i on  manager in a bridge; and Figure 22

IFdgireSTRME ickas bf & @K aablefin aRe eXgtAblicanotiBoagescution
manager bridge;

Figure 17 shows the format of an object identifier in a multiple server
environment;

Figure 18 is a schematic block diagram of a network execution manager;
Figure 19 is a schematic block diagram of a distributed object execution
manager in a remote device;

Figure 20 is a block diagram of a distributed object execution manager in a
client terminal;

Figure 21 is a schematic block diagram of a distributed object execution
manager in a bridge; and

Figure 22 is a schematic block diagram of an execution manager.

The follows a description of a scheme for secure electronic and mobile commerce
transactions. Figure 1 shows the connections of the components in one
embodiment. The scheme consists of a smart card reader 1, local client computer
2, a network connection 4, a security server 5 and a transaction server computer
6. Before the discussion of the method of transaction, we will define all the items

involved and the terms used. The smart card reader 1 is a hardware device for
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The foll ows a description of a schene for secure

el ectronic and nobile commerce transactions. Figure 1
W@ baoM®141b@ connecti ons of the components i n OnNBCT/SG2002/000199

enbodi nent. The schene consi sts of a smart card reader

1, local client conputer 2, a network connection 4, a
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standdirdl RSMBRE of WSHE IiBk. That lifk itddIsdafs mstwdve @nabhe émgyption.
firewall will be discussed later. The smart card

The spaghéard fas apgnihec chiant sormpaterogafio dhpeAnCYBtPNtter conceal
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oes not have an a encryp
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) con i nformati on. The s t car in.the resent

Figure gl %ﬁ{t c@M iNassa MAmEYa toane%e%&fvwm nforeagtien:
whi ch can execute Java Byte Codes. Wth reference to
Figure 1A the smart card la has a nenory 10 storing

(a) LbeaFmiatachimgngpplef or mat i on:

(b) Client-matching applet

(c) URL (Uniform Resource Locator) of the security server
(d) Transaction applet

(e) Security applet for comparing SACKs

The memory 10 also holds a fingerprint identification template 11 of the

authorised user of the smart card. The smart card 1a also has a processor 13 for

executing code on the smart card 1a.
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(a) Local -matching applet (b) dient-matching appl et
(c) URL (Uniform Resource Locator) of the security
waeon®r919¢ d) Transaction applet (e) Security appl/e62002/000199
conmpari ng SACKs The nmenory 10 al so holds a fingerprint
identification tenplate 11 of the authorised user of
The loddienatehiry appldt (a‘)’hsaasrmnpaatm@cmta@leapmgraasswh as the Java
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server @ndeddwABEE the 9:0@@10 Net messtar heheod tiaé GHent @owmioads dieel cliént-

URL (c) is necessary for the client to acces
matChlngtC@ﬂﬁethet Jlensbedigiawaye c0ask tirintRgiiy GEie: f?é/ecgwf@ code.
The Tr@g%rﬁi {4t 8@%‘??& é&?or‘ﬁjlé aplu® u in%@?strérﬁ%c fnﬁ?]e only way

e client sho way's c
of enablmgfﬂ‘ns Hbén@écﬁchﬁadpl\ealstyea lm;ébmatd?heg 'Erp@lﬁaésldnscrlbed in

(d) perfor actual bu ess tra ctions.
more dﬂﬁalylal\@fy onge t%m”fﬁ@ teing APl s Yslfed R user S fweﬁp”“t
is valldI vl s@%@é Bh&l{ﬂe &ﬁiedl%stﬁé'l%%élrﬁre\ﬁé’ll 8f #f 8inbrt card
ater, once oca mat chi ng appl et has verified the

to allowgRe tBarfsaO’g@m pervet 6 tosdw al bus,lnesls wmsaaﬂendTbe sletails efyhow
enabl e code to the internal firewall of. the.snart

the trappAGOcRTRiD PPHAGES Aitdre aess arapction il b FidilREby T46F
transacti on. The details of how the transaction
server 6 perfornms a business transaction will be

A flngehpslntjseaeloﬂ 3tceapturAsfthegmqga af trseeﬁemrpsmtapﬂ ugagls fdo the

e, of the fijn C
ot &§gRie8 2 S er ARG Ao 2 BBR05, i DEed SRl =
fmgerpﬁ‘ﬁﬁ' tERIpHtEUThe ﬁgérpﬂﬁetfewmlﬁte b@rﬁ@hﬁt eruciBiénformation of the
fingerprint tenplate contains crucial infornmatj 0{1
fingerpring features that allow unique recognition of the fingerprint. he cllent-
matching applet (b) and the local-matching applet (a) compare the template from
the sensor 3 and the template 11 stored on smart card 1a. The result of the
comparison yields a similarity level, which indicates the degree of match between
the fingerprint templates, one obtained live from the fingerprint sensor 3 and the

other stored in the smart card 1a.

Link 1 is the wired or wireless connection to the LAN and WAN 4. The LAN and
WAN 4 connect to servers 5, 6 through the firewall 7, 8. The security server 5 and
transaction server 6 can be implemented in the same server machine or in
different machine. If both servers are installed in the same machine, only one

firewall is necessary. Otherwise, each server should have its own firewall. Link 4
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fingerprint features that allow unique recognition of
the fingerprint. The client- matching applet (b) and
wo b@4looaad - mat chi ng appl et (a) conpare the tenptEB862002/000199

from the sensor 3 and the tenplate 11 stored on snart
card | a. The result of the conparison yields a
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sane s r mac
and coﬂhmﬁa'roanbnrmxdmrespedtrﬁlellyot h servers are i nst aI led in
the sane machine, only one firewall is necessary.

O herwi se, each server should have its own firewall.

The cll'e'n'ﬂ ‘éoﬂ}fu%@r %&@9@@%%@@%@@4@@ QLD all 'tﬁ’e tn@@essary

tion net wor kK connect etween the securit
compogenheerfos |dadtmyr angbeatioon Therdent-@atthingoabpktr (ber san be
b- net he

downidBicect Frofting YEheshes SlofPEn e SHar datithuid dacihgnclient
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informati on may go throu encryption
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i nformati on exposure and conmuni cation error

respectively. The client conputer 2 accesses the

1) gqugrpt"yt@ﬁr er 5 and gets all the necessary
nponents for identity verification. The

2) alNémenﬁﬁe@tmmgurarlbsr et PagHWrdhoBlY  downl oaded fromthe
3) ?ﬁ?%gr‘)F@(t??’VlMer or fromthe smart card la to the
n

conmputer 2. Once the client conputer 2 has all

4) DtheeBmetricdegiyect i on and matching conponents, user
can proceed to_choose the conbination of the

5) @ihet Blometss + INORTMGEr print Only 2) PIN
0 e B R RN G omet 11 ¢ only 5) Ot her
Bi onetric + Fingerprint

Other biometrics can be hand written recognition, face recognition, retina scan or
other suitable biometric identifiers. The transaction server 6 can adjust a
confident index based on the chosen combination, so as to control the limitation
of the access of the user to perform transaction. The issuer can assign an
accuracy level for each type of biometric. The following equation is an example
for calculating the matching score using confident index for the case where

fingerprint and PIN are used.

Cl = FM*K1+ PIN --—-(1)
Cl: Confident Index
FM: Fingerprint Matching Score (from 0 to 100)
K4: Coefficient
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6) Other Bionetric + Fingerprint + PIN O her
bi onetrics can be hand witten recognition, face
WO e@a@miibé on, retina scan or other suitable bPOTEG2(02/000199
identifiers. The transaction server 6 can adjust a
confident index based on the chosen conbi nation, so as
to control the Iim tBtN:dHN sgbré.ne access of the user
to performtransaction. The issuer can assign an
accuracy level for each type of bionmetric. The

The PINPLESHY BRI aB0 Mbrictt FINEAOP{IRcorfaut RIA)CI msqmglst {0e0.5,
mat chi ng score using confident index for the cas
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core is either 50 (correct Pln% or 0 (lncorrect H\%
threshgld qanea@aadﬂ;uat@d do areaﬁeﬁ@%ﬁ@e thigcage, thepesern giaus hgve

both vai e(ﬁ?érulﬂge se h?‘béfri’rpbf ttb %%%eileﬂfe ttrgﬁ.ﬁa%l?l%h‘%erver 6.

scor ower t nce user who
can access to the system has either a correct PIN or
valid fingerprint. For high security applications, the
Registrati@Bhol d can be adjusted to greater than 50. In this
case, the user should have both valid fingerprint and
PIN nunmber in order to access the transaction server
Beforebthe IRsgH &drt asé dhe Behant eatdhéo pedormaverifcatiohethenaser should

card to performverification, egue use houg 7
register effies fiegermint fpﬁggiepreirﬂ@ ot hd GG ¢ hguPystem o
perforrﬁl?ﬁ"‘qrér%% dﬁtEﬁ(‘é ofln%é}?ﬁﬁtoramtﬁ%ﬂcraﬁaﬁa@é@@tré‘ﬁ% does not

gerprint authenti Ion. Registration does not
involve any)ltmsantyon rfaersees; thinkrd td—lthec’aranssactlonsseruet hen be removed

Smart shr fader o A BorE T8, S B TR p SR b bor 5

are ne%:h%g%f PGSR, The 86rthddE6RI6 A ufity sé8i & héédseBry as
nnection to securl ty server 1s necessary as

well, sivedel th$|sacentyheeryetl$hpul¢ stk dogtiv thel infeapation efrihe Heew

user. An et%r’dﬁrgrtlzled1 cloent termlnaYVZ must be used for secure registration. The

user presents the fingerprint on the fingerprint sensor. The sensor captures the
biometric parameter and transmits the parameter to the client terminal 2. The
client terminal 2 constructs a fingerprint template with two portions, secure portion
and open portion. The client terminal 2 uploads both portions of template to the
smart card 1a. The secure portion which contains crucial information is stored in
the user-presented device and this portion will never be sent out from the device.
The open portion which contains less crucial information is stored as a
compressed form on the smart card 1a. Once the client terminal 2 completes the
processing of the template which consists of open portion and secure portion, it
will upload the information of the user to both the smart card 1a and the security

server 5 for recording purpose.

14
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finger #stchilg pocB58ds IRBEALRolvo SIHeR: Shdrt Tafdt1a side and the

correspondence is found, a transformation function
client t:hmpumfpa side. Matintsides iworkhia targlepries patfeam the matching

proces[ ﬁ%\ tCPtrno%Jéng%sub %&eg ﬂ” ﬂfenpﬁ'éﬁ%s&r?@{a?%ﬂ%{eré ea%d re-
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or client-server processing. As nenti oned in the
previ ous section, the

1) Better authentication securlty because the original enrolled template 11 is
never revealed to the public, but only a subset of the minutiae.

2) Increase the speed of matching by using the client computer 2 processing
power to augment the processing power of a smart card 1a processor
which is very limited.

3) Because of the inherently high security nature of smart card 1a, hacker can
never use any software method to view the matching program residing in

the smart card 1a.
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finger matching process is divided into two sides:
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A?)t er Smart icard A&t SIS epeypissl) Cocgar@@ie% §? aﬂ'ﬁ‘at'%*)eﬂaé&'mum
rmati on of mnutiae (Step S3) for
nine ”ﬁ'%téﬁ?:k? gteh @e the matching coefficients
Encr AT ealigrnsf denplates) ($t§pe;$6$4)and CpeRds r tipuealigaet hénput
) coordi nat e of nﬁxhnum of . ni ne 80 [ aId nutiae from
fingerprifd terpalate agd dnatcinggedficiants fe s FR9 d to align
tF'(}e LWk el 8t 65 %ew‘egafhet BsypRte dridl hStcAMEE coefficients,
ordi nate space. D) Smart card la sends encrypted
calculatesralmaithisg oésult (Biepa®7 ) asciseods ani acknavdedgeisignabtEC,

which gc&nd’wleg&es finish of template matching (Step S8).

Since the remote computation (i.e. at the client terminal 2) is only used to align
the two sets of minutiae, does not have even the full minutiae information of the
maximum nine minutiae for alignment and does not affect the actual global
matching process itself, thus the proposed distributed processing will not

compromise the security of the fingerprint matching in any way.
Fingerprint-Smart Card enabled transaction protocol.

Once the smart card 1a has finished the calculation of the matching result, the
smart card 1a notifies the security server 5 through the client computer 2 by an

acknowledge signal and requests a Security Access Check Key (SACK) from the

server 5. The SACK is used to allow the matching applet (a) to activate the
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E) PC aligns tenplates (Step S6) and sends the aligned
input fingerprint tenplate and matchi ng coefficients

wo eoogfoeaibo card 1 a. F) Smart card |a recei ves PEIESG2002/000199
tenpl ate and matching coefficients, calculates a
mat ching result (Step S7) and sends an ackno

transactiognappleb (d%CQn tind i separh b iige ddes SAGK §ad Sf'st%iﬂﬁa(@'que

Porsory HURERISh R B AT S5 SR o SR B L shpreiey
will betdBcded RtermMPYirea® shd%stheomdssage@aﬂns tdﬁdwd\nulthe system
m nutiae informati on of the rmxummnlnen'g&g[fa h
perforras it ransaction. dbesloRRWINgr $tteNCRENMSIAR PR © fsing he
SACK gatsﬁgé'sﬁng'if%ﬁS?&'drf §8ﬁlg%&r)hus the proposed distributed

onmi se the security of the
fingerprint matching in any way. Fingerprint-Smart

Card enabl ed transacti on protocol. Once t rt c
(1) hadtening ARBIPL 6% nodebitat SeRuEY Tt arhal s matthing
d 1 a notifies the security
procesgjfa&etée%‘fmro%&ﬁ%ﬁﬂe gl ient conputer 2 by an
) oVMh@dmmtygmeaﬁoBemmm%Ié kS¢¢Q| the ynacbingsapplet (a)

k ACK SA d
on thetsm%t el 14 a2 ARG (e GRBRSEUST sevarp Bo et he 16

X\P %%2%99@%5%?%%/ @Q&Q@,Veg tREBRCKOMAPPISL it wil

smart ca he SACK code is a U N
add thé thatghing deere tmthle $A€iﬁddquaﬂom @rbalpiber) with a tine

TAA0T The uftehiad st (A tRISE e HACH B, b5 HaRERon

&P the transactlon The foIIovvl ng
appletzé?ﬁencg%%v\s the net hod of using t SACK to enabl e

t(hé)t (Taestaansaston gpptat (quqlechES1tjwen$a‘b@Kltﬁg:f@ﬁb|tfé<% nzeéyhmg

score P SbASga0 SE S 1 A Mo T e sy

thresh%%g Ufhiet é/ppﬂé*tr (4§ wilb switetdl stself ®\Gnkastidneettdidedataths nogtherwise
on the smart, card | (?

ath 12) and th
(| e. thtermacts ﬂwerstéavéhe@eﬁgrl%'thes*‘(oi )3§VP@{€BS%%¥@%PB‘EFHB wil

oS BRI R A Bl e ey gl ot

excepfidn 4 Palh ¢8 nethehhagsageppath tog)erfaramiheittesaicioBACK t o
t he transaction

SACKatching apptets: UIN = SACK security server::UIN + Matching Score -----(2)

Note: the notation of “::’ means the member of. Therefore, SACKuatching applet:: UIN
means the UIN field of the SACKwatching applet-

Up to this point, all security-enabled procedures for the transaction applet (d)
have been done inside the core of the smart card 1a, except for the SACK key
that is issued by the security server 5. The external client computer 2 only
performs some assistance for the computation of matching. The final matching
result, security-enable code and transaction applet (d) activation are done on the

smart card 1a; none of this information is sent out to the client computer 2. The
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applet (d) internally (path 16). (1.5) The transaction
appl et (d) decodes the SACK to check the matching
waeen®191bd aut hentication is successful (i.e. POES6EWOL/@00199
i s higher than the security threshold), the applet
(d) will switch itself to transaction-enabl ed status,
role ofdhhemliant gomputes.2 ishisiss opemminication bridge PRV the sorver

and thtp:]érﬁsr%]t()laﬁgi[é& %‘?ﬁgl ég‘ tdr8@e§§% it tff{%m‘?ﬁrﬂ Iaarodﬁﬁa%g final

mana

decisiohestll @epdiRisSET e inatcting epsulioon tlﬂabmathand 1dnelf|ttfessag£nty
path to performthe transaction. SACKl\/atchlgg g
@,xg ptlon the

applet KJaNrthrdugeséhé) gisablas 36t ane CRURES YT

applet (@) \-quhli tify gi‘})ée Sa@A%%ﬁggEﬁ{d HQnS’Ife the secﬂﬁlﬁﬁéxéér}ﬁloﬁeﬁ‘%rcard

manag‘elrQiIQatQéS aherspRekliticto the apptumtg/ a}:imbett (@)tamds ltpepntts to the
securlt - enabl ed cedures f ﬁ
client appp et by TiNIBO L SAEUIG EXFHaIofe o oS A BB Somputer

2 has I8 c?ag%gﬁﬂ{ g]o PanIEC AR ekOEptidie I\S'ﬁ%ﬂ(%mphf@t?récelves the
i'ssued by t he

security server 5. The external client
exceptﬂnﬂfwtreﬂwésmaﬂwarqbdraf therslisnimonapstes PawitleeXenute e security

T TR
of sucl?%lffr‘g\‘.?f‘ I?é’ Rap&ctidAnserfsr 6 fermifaREthe arhsdatiomang itfeports to

ormation is sent out to the client computer 2.
the adftiestrafor W f2Gber i0$HueiorPCT/ SG2002/ 000199 rol e of the
client conputer 2 is just a comrunication bridge

bet ween the server and the smart card 1 a, and as a

Once g'Fé ﬁéﬁ%ﬁ)‘hraﬁrﬂét td¥enasTBekn Gtabldd, &the rendddtiah server 6 will
eclsion stil de ends on the natchlng result on th

performrmhusnmsa tra@actupnt Horseampley theagpeewants tq pay $100 to a

N I

busine'é‘@nl@@l%adh@nhaBdB@eét%aSBQﬁmmnwllceﬁctemhlaanelsTtpmtha‘r&) will be
manager disables all transactions to the security

establighpd FW@)traﬂﬁ?éC'ﬂQnreports to the client conputer 2 by
throwing a security exception. O course, the client
conmputer 2 has the capability to handl e the exception.
|(2 19| IW clibﬂﬁ'@utrmuté’r ? seady dbe tpuechasecreguieshahd dne taimi)unt

a, the cljent co ut er t%t{gé_ ?t t
of tranggetian (%ﬂ Ofai%éfgﬁ iraRsatio %fﬂgje {4 Ra Berdliep C?WBU er
2 also '$ehlis "{’ﬁel_ﬁﬁ{du neof rBRsddiRR%Bhs %ma??éé(rﬁﬂ Pas Welisuch

error. e transaction server term nates the

t(R @) s aite ransewtiontsaregrad sends a SACK key with a new time stamp
to the smart card 1a.

(2.3) The transaction applet (d) of smart card 1a compares the SACK
keys and checks the time stamp (one is from the matching applet and the other
one is from transaction server 6).

(2.4) If both keys are the same and the time stamp is within the time limit,
the applet (d) will deduct the value from the smart card 1a ($100). Then, the
applet (d) notifies the transaction server 6 that the transaction has been

successfully completed.
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the adm nistrator for further instruction. Once the
transaction applet (d) has been enabl ed, the
WO c@a®sabo on server 6 will perform a busi nessPCT/SG2002/000199
transaction. For exanple, the user wants to pay $100
to a credit card conpany. The follow ng procedures
bl besie ey arxernfvahainoathebUmmstamp isamgtanfitherime limit, the
i -'di recti onal connunlc

transagiien appleiy(d) sgads ]aotfarts}:-,aé‘, gﬂgﬂﬁ%gﬁaé% ('Plﬁ Prﬁng%%qlqrbﬁ?rver
6 abodg?ﬂ?%ﬂga%ﬁgﬁi %tﬁg)g B4 i AGRii SRS S ImARdidielg. amount

ransacti on to the transaction server 6 via
a6 [k8he Tlwasabilmnteaemqw’fthertramSB@Itlgo -sienassiuhmegraas from

the smgﬁé:,taécggfé?%/ln gwctagqg {0 r @A%glq&%c\t]\nomﬁwlgl t&% gr)ed-'t_r?:%rd
compaﬁ%mepﬁagt?&q?o%mﬁé a@édil%t]ofa:re&@ céid Ebmﬁbh?nﬁﬁﬂﬁés mbment

smart card 1 a conpares the SACK keys

the usearithsgbid 6l 0D the peeditt carpparhey M@yquoaﬂ elpstranic dransgetion.
appl et and the other one is fromtransaction server

6). (2.4) If both keys are the same and the time stanp

Kikel/| i fact, id tre ap@lfieim i) seéurit @J;edu;rt5 as
n proc'eﬁu?’é ggg t???ﬂéat; eegmart CC(:ll‘d la ($100) ., Then, d

th
mentionpgleerligrd Thacily disieremes isrthat i hasch ngwttine S@mﬁattutt"ﬂ@out

the malgiing Grertod P LBn 3 b0 o 18 & YRR G eys i

by testirﬁ;"ﬁﬂé diNeHield Rofr the SA@KD Slﬁce)bbtmlkeysi‘laret from $e(mrity server
he transacti on appl et sends, a transaction-f

5, thembenalgehawmém sameat dﬁeys@fm thg mBiNiNg seRre- 'j‘ence the
n 0 otifies the adm nistrator
methog&ﬁﬁ,\;( a’&’@ q‘?f}j %%y f the transaction receives the
transacti on successful message from the smart card |

it will proceedto run the @‘I transactlon t.P
SACll(rhﬁchﬂd' ookt tU 1N PA Trlppgpﬁyn $egerdé®§ ----- ,if'so

accou credi{ ca(ghcosne -gINTE t he
user ?as “&E‘C@i?fﬁ’etgmyhe cre ecfntyserﬁ%any by 4\f\ﬁjay of an

electronlc transaction. In procedure (2.2), the SACK
he one fr t he.secu

, in fact ver
The trafesAcfion e A () 88 INer BB ey dr TG A Ee o 1P4chgh 6 ol By
The résule¥hdidiT®e Hafishing dddeelt Otherwise, either one of the keys or
both keys are invalid. The time stamp field indicates the time of login or
performing transaction. Equation 5 calculates the duration of the time between

login and transaction.
Duration = SACKTransacﬁon Server::TimeStamp - SACKMatchmg App[et::TimeStamp """ (5)

If the duration between the login time (SACKwatching applet::TimeStamp) and the
transaction time (SACKransaction servers: TimeStamp) is longer than the time limit
(e.g. 5 minutes), the transaction applet (d) aborts the transaction and it sends an
error message back to the transaction server 6. In this case, user needs to login

again in order to continue the transaction.

19



the matching score. In procedure (2.3), the nethod of
verifying the SACK keys is by testing the UN field
wo eanii41e0 SACK. Since both keys are from securPCS$G2002/000199

server 5, they should have the sane U N key except
the matching score. Hence, the nethod of verifying

Uniqué p2r§bhakiele ntificatidt<iNanber ag e SACK N -
SACKTransaction server:: U N = I\/Iat Chl ng Score ----- (3),
if so SACKTransaction server: N = SACKsecurity

: < TGt n I d
Since JRLSPIGK, . helker 1ol gt SRTSECO AN B £Undll e

transadtion applelt l(d)s h‘ol$l al meumleayraf ahowglgstt@r’eanﬁd‘mehvm t (d) to
ei t her keys.or bath F?%S are, |nv The
performp; fransa ' Qelat? I6Y&i B¥R.e3 YHEUS iRRESBRal iig %@’“0” number

(UIN) IQ%?éﬂéégdqlg?rter%‘eﬁ/@ﬁ“ on. Equation 5 cal cuI at es the

durati on time between |ogin and transaction.
Dur at| on = SACKTr ansactl on server:: Ti meSt anp -

him, béPIPﬂeel}vil} ﬁbf“RﬁbWTHbr ?\@lg ﬁé‘@o rbﬁﬂﬂﬁl@@rt HRD UIN”EI'h% UIN \ﬁnll be
( SACKTransaction serer::Time ta&gt i s longer than the
a

randonnly rgenierated. t(ie algo 15osalbiatf@rsthe ¥ reoszarateoa nuppertwhich

borts.the transact nd i.t. sends an Of | .0
can idgritty 308 Ssing BotleRly i B GiPetlic RGRER I €l liPlcdition,
biometfids of YBET p&RBASid Dbislebd saeri asllﬁusohﬁ% GgrthO'Ats' RYBady
the transaction. 19 WD 2004/ 019190 PCT/ 002/ 000199

explaingdl, die perssvngan| desthis i fewereiniNimissithenticate hisAdentity by

sy 13 AP b BEE Ay b R v

already fedisterédifer swh afseplit@ W fingerprinaneafiddtion rpdatwildhen
to performtransaction. To achieve this, a unique

producge s BREIDET deaiteSAongindoip riherheenfidencr) lavel msofn ydiwther dhe

I . N n
prsorS B bamE s SR Bt feHh W8, SRART e wers, e
fingerphiat wistificatiin kystermproduges ke tleveleofeodrtaintyhthaylthe pereon is
enerated. |t is also possi bl e

UNwWwII be randomy
who he Gleifigg hg R tca?efggfzﬁ a@?%fag SCRIFHENERhhnURRRT is added to
the UIN dﬁ%théw rﬁﬁﬁo Jsétaaﬂgdci é"%ﬁﬂ%eﬁ‘i‘&qdéﬁﬁf &%it@ﬁ%%drhsefséaﬁﬂ?"?he
use. I'n addition lonst rics of erson
maXImmtmt achedabls uohtchinchscoréi (AJES mmsp@sdlagrtearb[}o% confidence
that the person is who he claimed he is, can be any number, and need not
necessarily be 100, such as 10,000. Similarly, a minimum matching score (IMS)
can also be assigned to the system. To increase the security, a time stamp and a
random key are added to the key. Figure 4 illustrates the format of the SACK key,

where the fields are as follows:

A1: Scramble Function Key.
A2: Random Key

A3: Time Stamp

A4: UIN

CS: Check Sum
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expl ai ned, the person can use his fingerprint to

authenticate his identity by presenting his finger to
wa@2do4ogEppri nt verification system which pri oPCT/8G2002/000199

that, he has already registered for such a service.

The fingerprint verification systemw || then produce

a nunber corresponding to the confidence |level as to

whert 15 e S BBk T, R0 7ol £ us o s

which! SRS FihcGH (dictrbd eﬂlﬂéy%@@s%ﬁe%%%térhg;r'e%)eénmmch
certainty that the personis e clarnmed he™1s,

bit or bytd Bdasslwlatadommgvmdodeta Wenntdmder hoirdeeamble tddflowing

, t t Ul N, e _new nu call ed the bignetric
fields (8241 g ecubh IR (i B ARcTe s RAR TR Lg) @ Time
Stampmiéé?ﬁédﬁge hfeh( AR | du%és@éﬁﬁ%é“%réﬁod@%%ﬁgﬁ‘f | 88NCthe
the person is who he clalinmed he is, can be any
checkramnb@f theawbioledery tacavoidh Eméﬂ'safﬁmiSﬁIOJ‘eelIOO AkiscthedsiN.

10,000. Simlarly, a mninmmmatching score (IM5) can
al so be assigned to the system To increase the

An exémgwmﬂmmséhmn@bw and a random key are added to
ure 4 illustrates the format of the SACK

Umqua@@rsor\aim sitifation Bumbesr 2345 6781988811 AD9 Scr anbl 6

ndom Key A3: Tinme Stanp A4: UN
Max'”@?%%ﬁ@é %A?Q/moom 019190 PCT/ SG2002/ 000199
MlmmWiﬁﬁetong sabd@ezsooan‘ol e Function Key, Al is not
encoded, used to select which Scranble Function

Maxiniin BiNG3 34 675,088 1400 + A09005T MR 668 953@21&@9
i B, 2545 R7e11 £ SO 5 418 By kg i Vpe
security reason. A2 and A3 are a Random Key and a Tine
Since gy T slpcuaea s thesUIS. BN WAL RISOUARIGHe KRewaraitae user.
Similagg,ghb%es%\glﬁié&%ﬁ?tsﬁe;@%}ﬁﬂbﬁﬁ'{nso AuRfye? rause\ﬁélé Pnd RN b Kept
by the mmpluﬂen' choriage meden of 2h8 4B yo88:H0as tbeSecurity server 5
that issues it and the user. For example, when a user is interested to use the
system, he will register for the service, where his biometrics such as fingerprint
will be obtained. The issuing company stores the UIN and the fingerprint template
in a smart card 1a which is then given to the user. For better security, the UIN can
be changed every time the system is used. In order to change the UIN every time,
the security server 5 and the remote client machine (smart card 1a or client
computer 2) should have a security applet (e) or process, to manage the change
of UIN. The server sends a new encrypted UIN to the remote client machine. The
client machine decrypts the UIN and appends it to the old UIN. The upper half of
the message length is the old UIN and the lower half the new UIN. Once the
transaction has been done, the upper half of the UIN will be deleted and the lower
half of the UIN will be moved to the upper half for next transaction to use. The

following example shows how to generate and use UIN:
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Maxi mum mat chi ng score: 10 000. M ni mum mat chi ng

score: 2500 Maximum BIN: 2 345 678 988 011 009 + 10
wWOOM40199845 678 988 021 009 M ninmum BIN: 2 3ESI/S8GH02/000199

988 011 009 + 2500 = 2 345 678 988 013 509 Since a

user does not know the UN, the BINwill also not be

Numbéf'teusive® 2 885 678ross &1 rooar Iy, the user need not
renmenber this nunber as well. The UNwWwII be kept by

Current k#Nc33p066189st or age medi um of the conpany such as the

CUL | rver 5 that issues it and the user. For
Next Uﬁiaﬁépyo@ﬁen a user is interested to use the system

MaximlOh Miatdhifeebsieen0fom0. t he service, where his bionetrics
such as fingerprint wll be obtained. The issuing

Minimuya mpaiahingtsePe 23 UI N and the fingerprint tenplate
Maximk&ﬂgﬁﬁgmgﬁ%%s% Fodi8lhqos= bRGBEY AN Lo the user.

ecurity, the U'N can "be changed every

Minimurh BINt D8 458st89h 2500se2B 45H2680der to change the U N
every tinme, the security server 5 and the renote
client machine (smart card la or client conputer 2)

v It : ard!
i the el thootR. SsRrRRE iR Glech@d 198 SUCTATOTT @3 456
CurrentiNyd8 6d1Q08 to the renpte client machine. The
| i ent i ne decrypts the U N and appends it to the
Next U@Ndﬁﬂﬁga%ge upper half of the nmessage length is the
old UN and the |ower half the new U N Once the

transaction has been done, the upper half of the UN
A resetvcbdie srictiedseneltl UdNcanhize lusadito résgtfthefUliNner thelcase whes a

new dQES & bRrAURS A Bk s UhShoram e IR D dRedtt By botn
the clidfltNnaddind\ @l Qé&]rﬂg RBEKrE200208 ANiLRD mAWYRE Will use the
received: 2 345 678 988 011 009 Current U N 23 456

new U fromerewlBACKaseraerategbloy Wexseaumiyne@yer Ag score: 10

000. M nimum nmat ching score: 2500 Maxi mum current
BIN. 23 456 789+ 10 000 = 23 466 789 M ninmumBIN: 23

Procedtfe éBRIEnEHAtion s dS&r dSihg biometric

The following sequence occurs when the user tries to access the system.

(3.1) User inserts the smart card 1a to the card reader 1.

(3.2) Client computer 2 prompts for password or personal identification
number (PIN).

(3.3) User inputs his password or PIN at client computer 2,

(3.4) Client computer 2 prompts for fingerprint.

(3.5) User places his finger on the sensor 3.

(3.6) Client computer 2 acquires the fingerprint and extracts the fingerprint
template.

(3.7) Client computer 2 provides the PIN and fingerprint template to the
smart card 1a.

(3.8) Smart card 1a matches the fingerprint against its stored template 11.

22



In the next process, assum ng the nunber received is 8
801 100 977 123 456 Current U N 88 011 009 Next U N

w0 7200121466 A reset code, such as null U N canP@ESGm®2i000199
to reset the U N for the case when a new device is
installed or new user. Upon reset, the UNwWwII be

(3. Q)grimammrtgyabpleh (a) mequesterthe ndidhifroen dhel sdairigeseniery S or
?erv d th(% client machine will use the new UN

é‘enerat ed by the security server 5.

(3. %%g@ﬁ%‘c&ﬁ gg desvel dHtamMeidas vafid l«ﬁ@rthésh@tghmgogaaré igbtained

| owm n sequence occurs when the user tries to
i bebyeeidha ySetminimam matekingi seosex and Hbe SNS: (paxicum

e RErSnith REREREe Ssofahla 4 Bl pFRIRELSR fo UN. to
YRR thE Btd)%etne%e%atuﬁdsabnlnnmneﬁr (Big).password or PIN at

client conputer 2. (3.4) Cdient conputer 2 pronpts
Exarrpleidabtginest matching sceyer= ﬁﬁ@@es his finger on the

S.ensoplyﬁl =4 348)78 4h1 £ OFBY 81500 29Us 7y b§§|015 509

finge racts i‘nger print

(3. 1(13 I7)h§\‘|h§é\brlﬁpf’fmﬂ¢hﬁs Bewmeimswreatfd\m thedAMS a random
rprint tenplate to the smart car N)

ovaroraaYe the AMS Srb borariad ae A ottiaitae B

E%%F@% @g@k@@%&éﬂch%}gg gﬁélnglgégloet (a) requests

t hedUIlNaRan(H?a?rﬂ:ilggatslangrscbye tgenamtsig 1@ 000 rom t he smart

val (BN o e hOE ST 3t 2 45 Eb PR Badips ooo
(3.4%}63%% &émnﬂénm lSHhB h%cpﬂ\?)an%“ﬂwet BmAMﬁcW%érM%nd

tchi'ng score), ng score obtai hed W |
mdm\eldhem toHbe ldheht cmmpmﬂar 81, rwhihle will mmmrtd to the transactlon

| Jent Ié]gcgtgtgtﬁ&ormqr}ber 3{18!1 @s namercg?thé user éatc can be included
in the message sent as well. The transaction server 6 also can compute
the SACK key as well.

(3.13) Transaction server 6 will match the PIN and subtract the UIN from the
BIN to obtain the matching score (MS). There are 6 possible cases as
follows:

a) PIN matches and MS is within the possible score (IMS <= MS <=

AMS)

b) PIN matches but MS is outside the possible score

¢) PIN does not match but MS is within possible score

d) PIN does not match and MS is outside the possible score

e) PIN matches and MS =0

f) PIN does not match and MS =0

(Note: if the transaction applet (d) is not enabled, that means login failed

from the smart card 1a side and the transaction is terminated here.)

(3.14) From the above results, corresponding decision can be made.

Example: For case (a), full access is granted
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BIN = 2 345 678 988 011 009 + 4 500 = 2 345 678 988
015 509 (3.11) If the fingerprint matches bel ow t he

wo MB401919bove the AMS, a random nunber above PEESGMB2/000199
will be added to the UNto obtain the BIN. Exanple:
Obt ai ned mat ching score = 100 Random mat chi ng score
gener at ed Forgas®(b)slimitedacgass &7gragssl (vruseobies agin)

conbi ne. tnEOBERPARG: ILeARCo s pr Tt oh R ek Cain

them to t heEaglhss{d)c HBsinart chrdWai i fetwindd.t hen send to
the transaction server 6. Gher information, such as

name of th&oisedseet@) ikdh Healedclgdetpdil gafchavitke sergsavord
sent as wel IO £ transaction server 6 al so can
conput e t RE t§ ‘key as well. (3.13) Transaction

server 6 WHdr ca®é ¢ff), it IsetrdAtdd @schartrial] cesdit ¢ard. Ul N from
the BINto obtain the maﬁchi ng score (MS). There are

(3. B)pbhe transastigegerysr 6 Wil ke send MendeeisioRds thegsmerticard
i i ib . = = .
Waretertnl Mndtp B Wl 36U ofdilG 16 The B Ssion’dfiingl. B U

does not match but M5 is within possible score d) PIN
does not match and _MS is outside the possibl.e score

The U@) cePNNRidenaR idgriifiRls which jéemt&eaggg (ﬁS?”'ﬁﬁ{'% S RB the
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ont B BB b SRR 0 150504 s
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, lrmted access is granted (or user tries again)
not beremcryed. (c), linmted access is granted (or user tries
agai n)
Including the identifier code to the biometrics system has the following

advantages:

1. The company that issues the smart card need not be tied to a single
biometrics system provider. Any smart card that complies with the protocol
specified by the issuing company can be used.

2. The user can select which biometrics he is comfortable with.

3. The issuing company need not keep track of all the biometrics used and
implement the matching of the biometrics in the server. As such the BIN
allows a mix and match of the biometrics system.

4. The BIN is similar to PIN system in use today, and as such, the issuing
company can easily upgrade the current transaction server 6 with existing

PIN system in use to incorporate the biometrics feature.

It is also possible to implement automatic selection of the most secure or suitable

way of authenticating the identity of the user. The mode of authentication includes
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For case (d), the smart card 1 a is retained. For case
(e) it is treated as credit card with password

w@e@ecdipon. For case (f), it is treated as noP@BEBG2002/000199
credit card. (3.15) The transaction server 6 will then
send the decision to the smart card where the smart

the typ@albfJI bidrhbtrRet ugsd @ dhargwoed tdte. Teersiiom abiqieradmbBre the
U N can include an identifier which |dent|f|es t he

authentigation davicenidestivhnambencassignad ¢ ®achsiyiel ak ﬁythqnﬁéatlon
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provider. Another alternative is_to
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f
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Such ahemkirfteist dbhe biyngovidihgaattalglesof dntryTimewh@iptheydeviee identity

ool G S5 BT s el ek SeBudl i o
conﬂdeﬁ? fmé%r?ss oWu%Qr taﬂﬁwé?ﬁleéﬁtﬁp l./vhné REEi BdtRin bﬁoéth@nths %JtHéQIeast

can used. 2. The user can sel ect Wwhich
confldelmlt cmmrns C\A/Hee ldenh’wrmdhelaﬁﬂ%low ismeegiedTlile iclient egmputer 2

will indE Pk P miealiohnre e Pl T o) fidrigston

device SGérYtﬁfcatléﬁ SHBBetsh8vadable. af H\é”%canm ¥e@Be STRMICthedf chbese
bionetrics system 4. The BINis simlar to PIN system

from theae wsries dhg mesidppsopyiain meaRrs tcsguihﬁa@tlc@@rfbaﬂglerﬁah of the
easi |y upgrade the current transaction server with
existing PIN systemin use to incorporate the
bi onetrics feature. It is also possible to inplenent
automatic selection of the nost secure or suitable
The pretegolds asfoRewsi cating the identity of the user. The
node of authentication includes 24 WO 2004/019190
PCT/ S&G2002/ 000199 the type of bionmetrics used or
(4.1 aSauuirity sémver Bhersea tabl@ ofientrydo mamibtitg carifidence level of the

authentication modes accepted by the company.
(4.2) When the client computer 2 is used, an indicator of the available

user.

authentication mode will be sent to the security server 5.
(4.3) Security server 5 decides the type of authentication mode to be used

and send a reply to the client computer 2.

(4.4) The client computer 2 obtains the command and executes the required
authentication mode to be used to identify the user.

(4.5) The security server 5 then matches the response from the data
collected and processed by the client computer 2 and smart card 1a in

order to authenticate the identity of the user.

Distributed Remote Execution Manager Protocol
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aut henti cation device identity nunber, assigned to

each type of authentication node. The client conputer
wQ@2milolotpdenti fy all the avail abl e aut henti cat PONSEDUZ800199

and store these device identity nunbers. On the

security server 5 side, the server systemranks the
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nunbers avail abl e. The security server

Distribugpg srasmoter bxeeuieseMappgpresrote 'ﬁeﬁcuaa%qi %H%%@%@Ws
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ot'ocol Ts as ecurity server
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ecurity server Security server 5 decides the
protocdl yise abfe dat hmim uat tmrmu!bnle rempte Wsyitesate reghgst remote

i ent conputer The client
excutpgiispufivle VST TREAUS IR o IERE TR s t he
required authentication node to be used to identify
the user. (4.5) The security server 5 then matches the
Distribuésg Gorapatiog Atrehitesture col | ect ed and processed by the
client conmputer 2 and smart card 1 a in order to
authenticate the identity of the user. Distributed

Figure B&FRWS ﬁﬁﬁpﬂﬂe@‘a&s‘hﬂé‘&@l‘e &t ?Qi -prodes¥iigd i/ 019190
PCT/ S&G2002/ 000199 A protocol for fingerprint matching

on the smart card 1 a with the assistance from
Assuming that Processing Unit 1 (PU1) has much more computing power than

Processing Unit 2 (PU2). PU1 and PU2 are client computer and Remote Device
(Device with lower processing power such as smart card or Personal Digital
Assistant) respectively. The client computer PU1 performs processing of tasks.
The remote device PU2 requests the client computer PU1 to execute tasks. Each
processing unit has a copy of a task table holding details of tasks. Figure 6 is an

example of the task table.

In the task table, the first column contains the names of the objects and their
functions. The second column contains the Object ID and Function ID. All names
are in ASCII format. Object ID can be a 32-bit signed integer and Function ID can
be a 16-bit signed integer. EOT stands for End Of Table that can be a 16-bit
signed integer. EOT equals to -1. The third column and fourth column of the task
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the client computer 2 has been presented. Now the
details of how the smart card 1 a executes the

wo mvaiaps in parallel with the client conmput ePCRSG2002/000199
be di scussed. Conventional Smart cards have linmted
resources such as limted nenory (RAM EEPROM,

table a?é "\Eﬂz’gﬁirﬂﬁe Rﬂigﬁf sidé- (g’l.tﬂ)lf?h@ e A8 HSRREPUDLaSes HRD have

ta transfer rate fromclient corrputer
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ower than Processing Unit 2 BE’ PU and PU2 are
PU1 eéP?‘étﬁﬁ (BB niMCEPN A "P@RRIDE the Vit & theesteringradhresswet the
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functloBiL%ﬁfg;ﬁWerf%SS?ﬂ@é

ant) respectively. The client conputer
PUL performs processing of tasks. The renote device

o 2 ot SRR e et SR
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t task tabl e. nt

e task table, the first columm
PU1 apdmtld,ibat Isetheafuestioh aritry pﬂunbst@etanmrteldedmrmg runtime. The

client %m&g%@?ﬁ”&nw?‘ r*Bj gol E/[H?a Pq %‘ I%g@{s el'fhgrﬁré.f tlevlelP is the
Client %bﬁééer' @Wntmﬁ ﬁaﬁ@l'eﬁ' boﬁinﬂﬂﬁébtld?\t QERF fed cB%ﬂﬁ&h@Btlon

can a 16-bit signed integer. EOT stands for End

channeh‘ClIdbn@tedhlay acsolidblelagk lige lin Figweghcthe seeend Jevebis the D-

oEn_§R: The Bskdanis E0b bsSEl Rk DM At 8o THE Mt ovel

is the Ekggmddrv MaﬁagéﬂﬁEMHl @hichstettrd£4he . exBaatic reft Rindedrs: €The
oes not hav
fourth level |)s the program area PA1. All functions and objects are stored in this

level.

The remote device unit PU2 has a similar structure but in place of the Client
Manager CM it has a Remote Device Manager RDM, and it does not have an
Execution Manager. Instead the D-OEM in PU2 has a stack S to handle the return

value of the function. The details of using this stack will be discussed later.
Before initialization of the task tables, all the entries in the task tables except the

Object Name column are empty. Before the remote device PU2 calls the function
or object in the local client PU1, the D-OEM should initialize the task tables in
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colums 3 and 4. Colum 3 is the paraneters table. It
contains the type casting of paraneters. Columm 4
wa@eowaiaigo t he function/object entry point thatPCESGH®2/000199
starting address of the function or object. The
nunber of objects in the task table is not Iimted,

both clfdHt A PaRaTERIbtS Hevicd RURr Ehebtepseofifiguoe ¥ Asshraw dfie niashod
renote device (PU2) to avoid menmory overflow

Oflnltla!bsmgathledﬁSktﬁbéetask table is a mapping of the
function's/object's nane to the ID nunber. A
Di stributed-Object Execution Manager (D CEM executed
Step SA0 t hRgmstet e devicee (PU2) useadshi satasﬂeqluabt e tammand

(D NG Enior @ SRR T Gtk FY [ frmat of the
shoul ﬂaﬁ@nz%’fﬁﬁ u@?%bj@@?ré@gé%&hh%% |§'%hb0ﬁ»‘1 |ﬁ|F| ¥e 8.

si de executes t'he function by mapping the TD to
the starting address of the function using the task

st S22 EESsh bef SRR L RSB F91.

binding is used to initialize all the entries of the
task table in PUL and PU2, that is the function entry
Step Sidi nt li D-0&Mralientdagufdung thenobiast iThihe éaskefable TT1, D-

b oLl vy 98 AR M MG E3, Rl e

hand| epi&@eTBenkfatioph BRI tb htigienalnineadhjest's vévtabied and
CL deno%ed by a solid black line in Figure 7. The

secondundlipss. i EXGMIQD Mamager iEdd1 .compiiegall P%’B!”éet?"ﬁ and
e E00d bORsERS JE PRI e phRE nE e Mgtk Soqtuirh 3

of furgidionsr1.The fourth level is the program area
PAL. Al functions and objects are stored in this
| evel . The renote device unit PU2 has a simlar

truct { -

step 5.2 1REFQPY AlnE Lot Tind R ShicE kit RE IR i, the O

an D@Emt clent Vain diyew ahrea@eﬂhbn ket SEtemnaRUerhigate the

stack Sto handle the return value of the function.

The ddiraf$SS-of using this stack will be discussed

|ater. Before initialization of the task tables, all

the entries in the task tables except the Cbject Nane
Step $18 umOnee theaTikgcutBet Manadee EMhdinishesvineecensirustipn of the

the fu t|o i,n the |oc ny

- CEMaRAl de T Sheritrut SenSiEf, el e DS or thE ubic
functlons, protected functions and the object itself. The D-
OEM _client will fill the IDs into the task table TT1 (column 2).

Step S20  D-OEM_client sends the IDs in column 2 to the remote device PU2.

Step S22  The remote device PU2 receives the IDs and saves the entries to
the local task table TTZ2.

The object can be initialized at any time, as the system needs to use the object.

An array of objects can be used, as the D-OEM will generate multiple copies of
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WO 2004/ 019190 PCT/ S&002/ 000199 both client PU and
renote device PU2. The steps of figure 7A show the
woretoho19of initialising the task table. Step BIDSG2002/000199
Renot e devi ce PU2 sends a request comand
(initialization_OF Object) TT1 to the client PUL. The
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l'tent wll call the Execution
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nitialise all
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entries into the task table (colum 3 and 4
can beﬂr@psrﬁmﬁ dafrd D CEM mqbdetdaya:rmmthfnaﬁwom@pﬂﬁa éhls\/lptcran be

the 1P g3fehs ST B < bk Y ab beblrraen B8 T Aigue binary

commah@ProShistides ethth @EM? Wiiean tMaE@g@fm EMdmdtenbblees éxeeution
constructi on of j ect e DDCEMclient will

initializgtinar Ihe @bject H@m@@‘k dﬁr ther @apisof ©bjednpt AR format. The

porem B HEL B W PP 050} B gcBEh o . TR R e oo

mdlcaté§Qhé”§ﬁd23ftra'ﬁtsﬁﬁssia@ D- CEM cl i ent sends the IDs in
colum 2 to the renote device PU2. Step S22 The

renote device PU2 receives the | Ds and saves the

ExecuflP b rafosb ding R o SneMrididh [0 Mobds 1o use

the object. An array of obj ects can be used as the
DOCEMw Il generate nmultiple co

In ordertoEpui®e TPUNSHNTIONOBEISMOEAR %BF’? Reesls i usenits D-
OEM té:y §£l?'§' fu‘?xc‘c‘iab arflf gse\f;[ﬁ}f belcgéﬁtscor-ﬁggtﬁqqi@‘l 's‘f’d@fHerehls an

eratin I SCUSs ater. Once
examptefier the ddse Wlwrettbe demiote dBU2e 42 needs to call function1 that is

the member function of object1:

Return value =

D_OEM.execute(“object1”,"function1”,wait_status,parai,para2,....);

D-OEM is the static base object. This object can be a dynamic object as well if the
local function or object creates or inherits its own copy of D-OEM object. The
function execute(...) is the public member function of D-OEM. This function starts
the function remotely on the client computer PU1. The first parameter is the name
of the object. The second parameter is the name of the function. The third
parameter is the type of wait state for synchronization. If the next function does
not need the return value to execute and it can execute with this function
concurrently, no_wait can be used to perform concurrent processing. Otherwise,

the system waits for the response from the remote process. The range of time to

29



been termnated, all the entries in the task tables
wll be flushed. W refer now to Figure 8, which shows
wo b@4fooripmt of the Initialization-O-QObject cpPOTRGZN02/000199
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cards, this ID can be the smart card I D. For nobile
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e reno evi ce

91 and Flmgbt(%q\zﬂ IDmmmﬁﬁbeﬂhgftasﬂctaMT?’Q tbfigurel9, tRetcommarad sting
= execut e obj e upction 1 " i t
has onlytt4io paiganeters @aarameter 1194 apd Gapmetenhe 9B)alhe nygker of

parame‘ﬂ%l e&%ocacf‘é ?’u nﬁ"{ inctdA | Efeﬁa KT theoé’thﬁp 4 chh ehrt\ isafhy

lon or o Ct creates or er its
numberosfiparametefs @o(ﬁ&teﬂspat;ﬂtwoﬁmeshcbwnm Figure®ecute(...)
is the public nmenber function of DOEM This function
starts the function renotely on the client conputer

This ccﬂ;rﬁ'\an?d_h&ng\br%t SO M Ereimdtd RRVIRTarRly e“F@DHpJ'Pr?én the

econ araneter is the nane of the funct| on.
remote tdsiviad nmagaeR@Mwll Bbed tityfoethef cligait costpater PUf through the

kZ next unct,l.o Qes need
commuplhatiogs K. Gl BBy &-H80eEs VRiATERniE e a8 Gate el fiRéd to
encryptithb SthinddriseBure @MU rpés. Dndéoth\éﬂihbn?@émbﬁteﬁw feTeives
per f or m concurrent processin herwi se, the system

this comamesdf strindheitr wdpaend fit dm gh% eliarit MmanegeesSM. THee D-
oEm_ETEHIH0 88 Ran Ehnield 1f PG onetHRRE B Pu2
request@P mbieotunthien eak.eTt DIGEM tcheuncte@m@é the éand ﬁ&ls@s
the tasl??ﬁébﬂgsT'ﬁo{o E)%k\/\ﬁiyla Eche ggf?wgrnel Eantlrg plo?ntrgflthcla So%?eocrt] and functlon
The D-OEM_client passes the entry point and all the function’s parameters to the
Execution Manager EM so as to start the function. The reason for using an
Execution Manager EM is the function can be a normal function or a thread. If the
function is a thread, the Execution Manager EM will perform synchronization for
the remote device PU2. The remote device PU2 can virtually control the remote
thread directly. Once the function has been terminated, the function sends back
the return value to the D-OEM client (the dash line in figure 7). The D-
OEM_client passes the return value to D-OEM via Client Manager CM,
communication link CL and Remote Device Manager RDM. Figure 10 shows the

format of the return parameter from the client.
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process cannot receive any response after tineout, a
ti meout exception will be thrown to the DDCEM The
w@tdveniqar aneters (paral, para2, ..) are the pRCEIE2002/800199
of functionl. The D OEM pushes the reference of the
return value, Object ID and Function ID on the
The DsO&bkson Time stacke i devisedP)2r checid ithg headeretoiir the return
paraneter. The DOEM codes .th araneters to a
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paraneters (not necessarily two as shown in Fig

9).
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communi cation |ink CL. Any on-device cryptographic
engi ne can be used to encrypt the strlng for secure
Synchigaizationsefseancuriant dunetions is sipcessapulfdhepyait ;daleisyg set to
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no_walfoliyBrOEN Db Btk delice 207 Vb regiigldy ekira locedures
for syScHYORRALGE. Andyaetironideal.. t)Ffencmmtcmndbw asedPUR the program
requests a renote functiaon call he D CEM cl ient

needs gac@sit ﬁM@C@F@f\M@QO&n@OM'd%@@ fo '%‘“945@8@%‘1 o] J%'YP cege:

| ook up the software entry point of the object and

fumctTon e The en ol nt ,and
1 umuem@_ﬂwfwﬁqmspﬁ P BER o 5L bl pataf
2: quﬁn-a@@ﬁ(lw 0 as to start the function. The reason for
3: regsllt roceaf * EBwBLValos; Manager EM is the function can be
...... a normal function or a thread. If the functionis a

thread,—theExecution VARnager EMW I perform
synchroni zation for the renote device PU2. The renote

o o S 6 S EARe bl 698, 5o
lines d@@ﬂ f |%$¥1 Spdafdncel ﬂ?éréﬁ‘iré”ﬂheyaﬂaheeie@utéét the same time.

(the dashllnelnflgure .
The fiSEMnel |seat<eq:wtsde@1 the dliesiucampaiterePtd, @@Eme\/ﬁacqud tpe is

e 088hs by DTS LA U BT 55 g
needeBdb 2BRIMIefthe Feslleindiriee®tif thelfunction in line 1 has not finished the

computation but the function in line 2 has finished the computation (in other

words, coef is ready to use but r_value is not ready yet), the function in line 3 will
encounter an error provided that line 3 executes without any waiting for the
calculation of r_result. Hence, it is necessary to perform synchronization in this

case. Consider the following code fragment.

1: r_value = D_OEM.execute(“object1”,"function1”,no_wait,para,para2);
2: coef = calc(input);

3: D_OEM.synchronize(“object1”,"function1” timeout);

4: Result = coef * return_value;
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The thgrangataheRér indicitesthel marienas SMigout! in FIBs¢INdsS 1RDUSEM
is set to no wait, the D-OCEM on the renpte device PU2

object gnpouresiamy limsositameeantionwibbe theawr prt i the SystersnThe

remotéb‘dé%gg %%@%DM Ea{cﬁggttbé’ %xﬁ@;ﬁtr@r? aH3&fHeh fhaégi?es the error.

onlIzat'1 on nsi de

Once tHiw rétninh ol ng lfsragnmraid ?meJayaemlook&u écecuie/ahelenattlme to
ut
calculatendh%,rpglég?g*h%a,fg@wmg2Cprgg€c?ur)esCa?,hp(vy npaw) ; toz; perform

f turn value; The first line
synchrbﬁﬁgutf)apggﬁ?D bgmval ue. The second |ine cal cul ates
the coef. Both Ilines do not have any dependence,

herefore, the an ex cute tt sane tinme. The
(®. {)lr t@“ﬁ.SMBCh@ O o8 re@?‘?ﬁ‘lﬁ“’@@l’muter PU1, and

(5. é)hecﬁ&fi%ntﬂe' {if8r K/éluee)ﬁetqﬁét\?éiue% ?acégﬂlé(ls tbt ebit, taﬁeexcep’uon
renot evi ce PU2. However turn va ues ar
rveitt e dhrogvrcahd ttihasgnozhremzehum mathod Mmlébe abbftedhe

has .not_fi,ni shed.t conput at i
(5.9 {CReS DR ITEM eomimiEbister s R P uiedcpm BT Srafieters.
quW(/éﬁd Qﬁréﬁéleiab@ﬁfngs"t@rtﬁé’fuﬁ&%fn 's?nélﬂ@ﬂltah@n Wa&hbY twill
r -value 1s not ready Yyet), function in line

e ﬂr?rmm@d:em andythjaﬁiaéz; wrb@senﬁ sk totihe verlafblee(rﬁveéwlt es
(4o s Ptk 83t o b BB G c o oni 22 on in

this case. Consi der the follow ng code fragnent. 1:

r value = D CEM execute("objectl ","functionl
Generaf’gn qﬁ&megﬁﬂaandpfémql)‘en "Q coef = calc(input); 3:
D OEMsynchroni ze("object) ","functionl ",timeout);

Since this is a distributed computing architecture, the communication can be any
kinds of communication (wired or wireless). It is possible to connect multiple
remote devices to a single client computer PU. In this case, the client computer
PU needs more computing power to cope with multiple remote devices. Hence,
the processing unit can be a high performance server. Regardless of whether the
system contains single client or multiple-clients, the method of generating the ID

and the protocol of handling multiple requests are the same.

Figure 12 shows two remote devices RD1, RD2 connected to a single client

computer PU. Each remote device requests the client computer PU to execute
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4: Result = coef * return value; 31 WO 2004/019190
PCT/ SG2002/ 000199 An extra line is added in the code

wo e@goeaivo The function in line 3 handl es the PCT/SG2002/000199
synchroni zation. The function synchronize (...) is a
public menber function of D OEM This function forces

some ©lbyec$ysl'the§etctbjwstmaworlmajnewot/duel |dbhtaca(lrpma{assgs No matter
receives the return va e the nt co

which moaCesth@rf PPIGET tio'aoMeR 8 dPvcfadhe; pypcution
managi?ir %%dfs%%ts's% Q%}(ﬂ?@ﬂ% @%b é&@'enBQf%d@érﬁoélefufneflﬂhs In

syncnr oni zat1on par aneter In cates
order towyananatet unigoaiiDj a saplarazteeaslnmble ffér @c(bEMmotg ee\tlce will be

B TR AT SIS e ST T T
bit cou ?%rctaeq:er{é?&teeé‘ﬂ:?@ﬁbt‘iﬁh fd théreBabRMSEABef ﬂﬁ]&ibh%rlD is 48-bit

return value is received, the systemwl|
(16- bite*x@@eh)lé Eenritiherei are lots OEaer@oteadevrpae regeesting Thrcurrent

ko B0 SR DRGSR $AGH B qunter and couses

dupllcaﬁéﬂqm’ %r%ﬁé ic@BeBENOBjeNID rie e B2 eintd g thé ®bct counter
Checks the tinmer value, if the value is equals to

can only igeperateam 24koe i bhe lash 8 bifs anereaarv@sdfarha server ID in a

it BB OB R B8 e S ARSI U85S e

In this RRIseMEiE [t 8 bits ary allaldt do prRr&NThe exbeliiy sndradehaises the
function, synchronization nethod will be terninated

steps shawn ieFiguia 124 Ite inlializen seliwrre ebiestand ts sigrabes function.
value). (5.4) Loops back to step 2 to continue wait
function. GCeneration of Qbject ID and Function ID
Sites S30hi s D OEMdickénti lecereschepetuest frorhoheafuthe, remote
t he communi cati on ¢an, be an ki nds of communi cation
(Wi red or \Qﬁ?"@?@&(@t‘al'ﬁﬁt@@_éﬁggﬁ to connect
multiple renote devices to a single client conputer
PU. In this case, the client conputer PU needs nore
@wpt‘ﬂﬁ'mg IbOEM diend seardhiss thvel dbjedtaisirgrtie Qlgedtddame in

Hence, roce ng n_be, a rf or mance

Server. Roga e ot ihE-DEM wERt 2o8ndh Sl FBRECwitn

single C' ' %1'11%] g?verW'latmé" ancbk@pton Whﬁb@efﬂ?@ﬂ/nO(Step S34).

generating the ID and 't he protocol

mul ti pl e r @hestise aokjecheorstrstion (Step 836) wnl be performed.
The Execution manager constructs the object and requests a
new Object ID from the Object ID counter. Then, the

manager will add one to the counter for next object.
Step S38  Execution Manager generates all function IDs using Function
ID counter for the public and protected member functions of

the object.

Step S40  Execution manager sends all IDs back to D-OEM_client.
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Figure 12 shows two renote devices RD1, RD2 connected
to a single client conputer PU Each renote device

WO e@uesd190 t he client conmputer PU to execute 3PCTAEG2002/000199
2004/ 019190 PCT/ S&2002/ 000199 sone objects. These
objects may or may not be identical processes. No
Btept 842 WhDeQEN @tiests checkijties texistenes wdsthed tdsk tdide that

2 Uni que 1 BERROT e RATGHer SOl GoNRber f GRS GReNh 3
order to gﬁé\gféd@ Bf“t?f!@ thifle RitRCPR gérﬁ?&aagvfceblt? Vi be
evi ce t

each renote gener ate e case a
24-bit couateated.s (D’eh@ajwtse deQEMt diadt| apfgnelst tHeDeniies to

cach menbeliel GREB 1B bf 4t comaiel U 'comects to
32-bit). Eypmipld fcheot %{e@.éeet Sa ObepSaRY etagr%vwé wil be

requesting concurrent tasks at the sane tine,

not easy tgenarsted oviot heheouspesifianddeics esthat sent the
dupllcatedID For t ase the Cbject IDis a 32-bit

i nteger, étar%?té%r{ @% - can only generate a

24-bit ID The last 8 bits are reserved for a server
IDina nultiple-server environnent. Miltiple-server
Stew $4hnenP-QEM_chentienssdas alldDsrto the requestecase,

the last 8 bits are all set to zero. The execution
manager uses the steps shown in Figure 12A to

In Step 8uRi| ¥ om(y Enes PRy eevioeRD1ai8dcdrireci@iTie thé Wiieht, Whly a
Step S30 D CEM. client receives the request from one of

smgle qary efdthettask galife vdl bel gpnraraladz &or aultipledsvicas, eashelgvice

v s 57 PV e LD o0l BT B B B AE o

Object Eﬂlﬁndlﬁwﬁilowlih the given nane, an exception wll be
throwmn (Step S34). O herw se, object construction
(Step S36) will be perfornmed. The Execution manager

The D-?frﬂg\ﬁmt_élhégﬁ %Oe.tnﬁg tﬂngﬁihg%dtHee%ﬁﬁfrﬁtaﬁag&e"?hg)bﬁéﬂt rh?nager

| ect cotnter. manager W |
knows #u patie of sendiegctmukt this boramestting b dlod: cosee’p re&3fbte device.

Execut j on Nanage e era es a f unct
Once 1 Fplde R darives T cltis ThisPEES dhe Rerbotst Dence 1D of
that reriBIEP&EViES NG RO NS iPEorrb e it &88hd this string to the D-OEM. The
D-OEM decodes all IDs and stores these IDs in the task table. The Number of IDs
indicates the total number of ID (including the Object ID) in the string.

Using distributed computing to perform load sharing for fingerprint

matching on smart card

It is very time consuming to perform a full matching on smart card 1a or remote
device computer with low processing power. To overcome this problem, a load
sharing mechanism by a more powerful local client computer 2 can speed up the
processing time of the fingerprint matching. There follows a discussion of using
Distributed Remote Execution Protocol to perform load sharing for the fingerprint

matching discussed earlier.
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Step S40 Execution manager sends all 1Ds back to
D-CEMclient. 33 WO 2004/019190 PCT/ S&002/ 000199

wEk@p/ o812 D- CEM cl i ent checks the exi stence of PeTeGL@IK00199
tabl e that belongs to particular renote device. If it
does not exist, a new copy of task table with the
rermte device IDw Il be created. O herw se,

Aoart. Ffret R HuRBP RRR b SR PiBTASRAket s R iR Peicpritpm
dlscusseﬂmamedemndﬁdlv&je@anw aiepaaskheddse Mdih *?l@cal stage) and
rated for the speC|f| c device that sen

m'nu’“qenrfﬁt%nmga(elqml | efagen Bhe basedmdiny procervre lis é(htflnddhdsbest
base HRfial! to it B NEHE R S 5&%@%}@42@ eg@?éyfmq;ng

one Fempt & devi ¢ 'S C
procedare songutes aoyne patdreetess khatablee netbédsdrg foefes aligdment of
or . nultiple device each device has 1ts own copy

of
two terplaies, apknep, RAPES Hheser BRI Melerior e, mataning Siegatso as to
determfie€ gdge i fﬁsqg}bﬁ‘@nt i AREN L AGD Hd%?ve]:hﬁﬁe bﬁg(a inding

D- CEM cl | this string tothe c

section'rih @omptﬂatlommllyagmnswbntmbatt ;bm't ;mctdmpﬁte@lehmdtrr@gsn’ﬂaﬂl@ard 1a,
corr renote device.,  Once

bi
it will t4d oggfar s s S OE 7S S C@Pglrﬁguﬂ In erdgpie ingrease
the spbbe, B@@%I%n@%’drﬁﬁut’ep Pfdodsplart 8FGHE QSMPE%tBWOéw@%Qnt

is correct, it wll send this string
Compuibr GERLigead @e@o-@mcassﬁr tordsrean raesd t1raetnepdamsrm ivetifieations lAs

b Nunb | Ds ndi cat t he tot nb
A R MEHE L NN i
section@rily hiabdle’ta &BAPSinaN §ubSetisT tﬁ@rfmdeQ&%t%ﬁﬁ}hBQ {Tﬁé steps of

fin erpr| nt matching on smart card IS very t
Figure déﬁ\s iHstigte 8n pamplensfahowl to Hae d?hls‘rt@umd femotec Exdcutlon

t t.h, | ow L9¢ ssm

ProtocchtGbeHBHR5ad SRAHES (T EE T e ReRETg =

mechani sm by a nore powerful local client conputer 2

can speed up the processing tinme of the fingerprint

ingsrprivkenatichingeussi on of usi ng

Di stri buted Renote Execution Protocol to performload

sharing for the fingerprint

Step S52  The D-OEM on the smart card 1a sends Initialization_Of-

Object to the client computer 2 for initialization of the base

estimation object.
Step S54 The D-OEM_client at the client computer 2 initialises the
objects via execution manager and sends back the Object ID

and Function IDs back to the smart card 1a.

Step S56 Smart card 1a sends base information to the client computer
2.
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mat chi ng di scussed earlier. 34 WO 2004/ 019190
PCT/ S&002/ 000199 Apart fromthe mnuti ae detection,
WO b@4/01910d | ae- based mat ching al gorithm di scusBemSG2002/000199
earlier can be divided into two parts, the base
finding (local stage) and m nutiae matching (gl obal

Steeebs8 ThaHeaPeOEM @ Nige Brertdard: 1hsdrmisl 4 'TRembR PRfdess
base mnutiae to align two different fingerprint

tenpl at es. RefashsOMMzarg sian hasguedlingetiiufesotebhen the

par aneters essary for the alignnent of
two tenpl atcggﬁf%%@%z%' passes these paraneters to the

mat chi ng stage so as to determne if the input
fingerprint_is ch or .not. However, the base
SoRERY " Sane SRRl Elamliciials i FrorwianYanacer fo exaaute
part is CO@Wé‘bQQe‘%)étiH&%oﬁWtFmeQard I a, it wll take

nore than one mnute to get the matching result. In
order to increase the speed, the client conputer 2

Sernoh? o Smert o WAl OBk el Some o Br i Ashed

verificati ghe BASes Hshigitgiopd earlier, this in no way
conprom ses the security as the base finding section

only handles a very small subset of the fingerprint

L NULL.ae. steps,of . Figure 13A ill.ustrate an
gl;[(%?'r%bg of Tfﬂgw t QUmREr [ﬁfsf'ﬁ?%_l?teedn%f eZEEQef'_E?m Jhe Base
Protocol t gspaidtiehmih@aehaihaaiddal @il stoRIMidErbAAt matching
mat ching on smart card 1 a. Step S50 Starts

fi nger pri nBNAEEBHN MaatcBinggaistorelierboopmuder 2he snart
card la sends Initialization O- Cbject to the client
computer 2 for initialization of the base estination

Sbee666 St SnHd4afdhd aDddinhibalis ené pe-rhaehilg €ddfficients and
conputer 2 initialjses the oqbjects via execution

manager anéhealigredinpnt tingerpnn Rl@e. and Function | Ds
back to the smart card 1 a. Step S56 Smart card | a
sends base information to the client conputer 2. 35
B22868/ 01 PEoiriRE€TINSCR1AICHIHOhIMart card 1a.

Steps S54 and S66 use the protocol which has been mentioned above to transmit

matching information between smart card 1a and client computer 2.
Process Execution via multiple processing units

The scenario which has been discussed in the above sections, is simple peer-to-
peer communication and processing: that is a remote device 200 with lower
processing power requests a client computer 202 to handle the processing.
However, if some of the processes are not secure to execute on the client
computer 202, or the client computer 202 is not able to process the code as it is
too computationally intensive, then a more powerful processing unit such as
multiprocessor server 204, 206 will be used to help perform the execution.
Consider Figure 14.
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Step S58 The D-CEM of the smart card 1 a sends a
Renote Process Request Command to start base

wesdaodoedipon renotely on the client conputer 2PCBB&€M02/000199
S60 The D-CEM client signals the Execution Manager to
execute the base estimation routine. Step S62 Snmart
card 1 a waits until the client conputer has

. fi hed the Base stimation. e 64 If t he nunber
In Figuge 1 ieraeies seidss P08 8N Ne G R BJant eampHicr e, 1 the

client EBﬁlpﬁf@riOf% ﬁuét quh‘hm% FrRRsd b@éséWg% tebt@éghent

return match |ent crrput
compien 202 owitl dncb’rabel aatrié dadkelp hhheptreencvtat déviog 208etd iperfentsioad

t he al ed in ut fi nger nt tenpl ate. S6
sharing MPRer | 1 ANonalath SRMBREE v o PPl CapyErsand the
netwo%r@éﬁdé@senbf‘ﬁa@é %Wiﬂﬁst V&b SIS wWRBSRiE RN @B uter 202,

above to transmt nmatching 1 nformation between snart
the exegulion ®fathe cawtéantlwmuwoceduresoms hEsectlum nterttiom  of

roceSS| nlts cenar, has bee
perforging: (8ad SMtHE M P8 Lnos d8VeRs 200 oiclespcu: ot all
Therefeegr fcﬁomwnp@@ém%h@n%n@moeeﬁﬁdmer 2d2atorl SnfustABhG client
devi ce 200 Wi th | ower Eroce55|ng power requests a

compuien 294, tbenpadahazing can ham@riermee g dureseiveg side. The client

compui21# ac, o8 Wy eSug) BHABE S5y B Sy ee 20

and the®eprire2040206s not able to process the code as it is
too conputationally intensive, then a nore powerful

processing unit such as nultiprocessor server 204,

In FigLﬁ(%ﬁ‘ISL}M %@gﬁf{ggﬁ%% %Fb%bg;%‘f @gg,%xae% Rhputer 202. If

the rerREE mwzooome tol exdeutpi semé4ingerpramtadehdetidation3fiocess,
i nnect e the client co If the

IS uter 202, o
the repiGAPVIcH IR il Sign a demole PGS ieAHE PR fhe iaythentication
server RS SHRIACHRABEAE R84 Sk SR B LhBptolon.
A D-OEM on the remote device 200 can be used to request for remote
processing and a D-OEM_client on the authentication server 204 can be used to
manage the processing of function/object. For the client computer 202, a D-
OEM_bridge is used to manage the bridging procedure. The structures and the
commands of D-OEM and D-OEM_client are the same as the original format
discussed earlier; no modification is necessary for this new environment. The D-
OEM_bridge has similar architecture to the D-OEM_client. However, it does not
have execution manager and the program area. It has the Network Execution

Manager instead. Figure 15 shows the basic architecture of the D-OEM_bridge.

The D-OEM_bridge has a client manager executed on the client computer 212 to
handle the communication between the remote device 210 and the client
computer 212. It has a Task table TT as well. However, only the first two columns,
Object Name and Object |ID are the same as the table in figure 6. The third
column is the network address of the servers. The address can be a URL or an IP
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sharing. Moreover, if the client conputer 202 is a
public conputer and the network server does not have
w@ary4rasd rel ationship with this client conmpupPer/SQDB2/000199
the execution of the authentication procedures that
has the intention of performng |oad sharing with the
addressewibh andmtiocal 20[‘1 riLsnlne:n; Fgwartd stthel éxamleesfdhertask table

in the RDENE iBBer P aRTere EMRIRaPEsbon e faerNEMA/S Heed to

monitof &Ae Btob&ds 9F "I‘%a@ns%’f&]réﬁké@fn Pefifeen e GEhRE device 210
conputer 202 acts as a conmuni cati on bridge between

and the servesadil 4, déGi(therecan enmorééhare? vereradA he2lEM cannects

to the o2t At T a8 o ifons DEuRIE TROPEE'TNERbsdS nep

the rerh@tee&@@lUé 21901 sfarNgRY PEMdte PHdILRIRL difditlyodn BhE &8Pvers 214,
the renote device 200 will start a renofe process

216. TeudaM ogoptielsautraesieiasatansh syWwhiizemdatsi nandar network
commé’@Hocshl'oWI‘?é H &f‘ecﬁwﬁ e %ﬁdarﬁisthgeégW% 4 %ghi%ﬁ&ge“ﬁ@b@ a

secti1on. e renote dévi

softwatedagi@stifesinahagingedietriduted’ copating p&mésa witHGRMLtpIé e8itvers.
on the authentication server 204 can be used to

manage the processing of function/object. For the

Inltlah%#l@ﬁ"of BUbEM %%ﬁeure,%rﬁﬁéé%r b dge is used to manage

|ng proce uctures and the
commands of D-OEM and 0-CEM client are the sane as the

o iy oL R B R BedeR o e
Howevgﬂﬁgsthlg‘éa% ﬁLecaiérﬁ%b JﬁJtéPZﬁé‘%OQé%%%lérﬁﬁbmc@gg\ﬁéfd’t all.
't t tHe" progra

es not ave execution manager an
The clianegomputehad 2trieedsdd wmoky theenethodnof ddeeasiay the seeass 214,
t he

216. HergpnDsPEN N The demsotenayiicigdOnean 2ot e sl gufcress
cither BIEVREDOMhd B 54dR8E ©OHRYCRENR d8mbRterngfs! qhtehﬁollowmg

communi cat1 on between the renote device 210 and
procedurésemescobepthermetiid |aof firitalizatias k of AD1REWTbridgevednd D-
v only the first two colums, Object Nane and
OEM Q%¥§ EeF are the sane as the table in figure 6. The
thlrd colum is the network address of the servers.
The address can be a URL or an IP 37 WO 2004/019190
(6. 1pCcR-S&do2/0m001the  dediadss wevieean 2d|Qti cﬁ&ﬂdspora request

r('fﬁ%%atldzﬂ Y %b}gct Swit H"% @ﬁ}ﬂm %d(af'est fo ttﬁé lte%?lceomputer
212.

(6.2) D-OEM_bridge receives this request. It sends this request to the server
214, 216 by the URL/IP address from the remote device 210.

(6.3) The D-OEM_client on the server 214, 216 initializes all objects and the
task table.

(6.4) The server 214, 216 sends back the task table to the D-OEM_bridge.

(6.5) The NEM adds the Server ID to the Object ID.

(6.6) The D-OEM_bridge records the Objects IDs and URL/IP addresses in
the local task table TT.
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in the D OEM bridge section. The Network Execution

Manager NEMis used to nonitor the process or thread
W@ yugloram zati on between the renote devi ce 210PCEHAG200L@00199

servers 214, 216 (there can be nore than 2 servers).

The NEM connects to the servers 214, 216 via wired or
(6. A) rhee £s0fA vimridge Sérelsr tiﬂeeObjedt\lEEIVBits the rerigbe ddvice 210 to
renpt e Lce to start te process directly
8@%’@ [Sg$$®r'§%§ @t'onﬁ%meﬁﬁQX E’Mﬁt rols, translates
and synchroni zes data and network conmands for the
renote device 210 and the servers 214, 216. In fact,

In proceENTé £6.8), %@f@b?ﬁpéllag:@m be @enamtagifngndiiﬁenehblsewrs Each
th milt

server Ry 18, BIGREER Shows Mo GiPedhali depiate b 1Pse It i
possiblenthit aliffearéht 6bjebfs WiehdwreOiEMd §é>dn@0®b et $D {Thrld%"déootﬂdﬁhese

met hod shown i'n Figure 7A. However, in i's case
two Obkﬂclf%ﬁfe dutiginedrop difederisseryer.do %afyerpemplel, g Sbitaberver

0 o NEsChb SR e SEVBAY L 3215 E5i4 ELHHATCIER e Segwor

ExecutiopnMagager NEM Ba8 =« 8ervert|Df sodMier 80¢ Utthis aih@SSSIC is used
either the URL or the I P address to the client

to gen@msutaerumq@e Seruer dP dar Rachpriodivigiveb ssaneercr The fallewing

pocolJESb2ind BAAR) e Sngl FRA PG DR, preton.

210 sends a request (initialization-O Obj ect) with a
EJ}RL P.address to the client co uter. 212. 2)
(7.1 '\dgr@cwe%.tb%sreﬂH%t Fheg i ahzatlpns@fu@,bjeﬁﬁ gommand
F ﬁbeg server 214, 216 by the URL/IP address
romt e r'enDte device 210. (6.3) The D-CEM client on
(7.2) hd heeNizdh cdeks tBé Gocationi whethes isstHere bng prs-agsidne Server
ﬁ sk table. (6.4) The server 214, 216 sends back the
sk table to the DDCEM bridge. (6.5) The NEM adds

7319 FEW o By s bty 1 ey oo oS e
usedhe it BerallB iMthe BEM\CaGH /10990

(7. 4?CTfl ﬁ%\?o /Ooqjhave any recent access to the requested location for
distributed execution, the NEM get a new ID from the Server ID counter.
NEM increments the counter by one for next Server ID.

(7.5) NEM sends back the Server ID to the D-OEM_bridge to calculate the

new Object ID.

The new Object ID is the combination of the Object ID from the server and the
Server ID from NEM. Figure 17 shows the format of a combined object ID. Each
Object ID has a unique number in the task table to avoid incorrect invocation of
the function. The NEM inspects for any Server ID that has been released by a
terminated object. The NEM can recycle any used Server ID but lose the
reference to the old object. For an 8-bit Server ID, the maximum possible server

number is 256.
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(6.7) The D-CEM bridge sends the Object IDs to the

renote device 210 to performD-OEMinitialization as
woreontioomiedd above. In procedure (6.5), the Cbj ertT/BGR002M00199

be generated fromdifferent servers. Each server

foll ows the procedure shown in Figure 12A to generate

Execuﬂbh B?Fnchi'éniz%tloﬂoeﬁﬁi RefurnPhrathéfcpr ent objects will

have the same Object ID, provided that these two
‘objects are initialized on different server. In

earlier exanple, an,.8-bi.t Server., |IDJfield has
The mefiad Jhr, FEfeRe SxeBliich Beatableds abd thsith ¥ Emigat the
method\Ngleeriked B¥EGH! bMWIWﬂ@@IEeH‘ﬂEMrﬁmeM@@&ihg'éQ @%HﬂbérAll
SIC. This counter SICis used to generate a uniq

requestefargiematefprpCcesHng ki PABSRAL0 e servergRd 4+ arl Mmeﬁgy The

D-OENP HERL B A st ORLAR, S8yeSty R AR Bl B Fosses

the comﬂmrfeﬁtanamel paviametbisziat thensdie@o BE 12 1 MR dervefO 4, 216
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follow meem@hoﬁ edaalovsr Bndess thyn Bgadingy dexeaution (of, @)yrempote
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objchﬁHmhennihBBfNe(r§ 24)4 P16 I}gﬁl‘drdithle lﬁiaifrvéramébalfaqsgethisgD is only
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Object 0B} fEloolsup The St SLHA BRCHRITGE {8 dask g The
serverst Q‘Mf?’f@ﬁ{erpéx&&é’é@ﬂeﬂ‘ﬁﬁcﬁ% 88&crided s, bject ID

has 'a unique nunber in the task table to avoid
i ncorrect invocation of the function. The NEM

| ns far | .t hat r d a
S‘?ré(? Jﬁtécliﬁo'bf@@aﬁ% dﬂﬁﬁbé%‘ﬁ IPS?&/W’@Q)‘/:'@ u “S'é%er
| D but |ose the r@tmyeu@gmprNI@ ol d object. For an

8-bit Server ID, the maxi mum possi bl e server nunber

is 256. 39
For Synchronization, the remote device 210 waits for the response from the

processing server. Once any of the servers 214, 216 completes the operation, it
will pass the return parameters to the D-OEM_bridge. When the D-OEM_bridge
receives the return parameter, it will notify the remote device 210 of the return
parameters from the respective server. The D-OEM_bridge in fact acts as a
communication bridge to pass all information between the remote device 210 and
the servers 214, 216; thus allowing the remote device 210 to virtually command a
direct communication to multiple servers. The D-OEM_bridge handles the

procedures of accessing multiple servers.
The return parameter format is the same as that shown in Figure 10. However,

the only modification is the Object ID 102. Once the D-OEM_bridge receives the
return parameter string from the server 214, 216, it will extract the Object ID 102.
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WD 2004/ 019190 PCT/ S&002/ 000199 Executi on,
Synchroni zati on and Return Paraneter The nethod for
wo eomeiexecut i on of an object and function i SPCT/AGLE@L/000199
to the nethod described above, but with the client
conputer 212 acting as a bridge. Al requests for
Since trTBER/gITIOx @iski empty pasise Object e 192 \eeSenztdlD 2d€gned
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Netwo%bxg&y@o&ﬂagg fNF order to get back the original
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ID to ook up the entry point of the function fromthe
The atchigctuadlaf the. NEM whishy ér factids 2 seftwese agentuvidsnewebe

descrit{qlg]%:aoréléjg r%%%ge %ft‘é)est%rﬁ%%ﬁ%ﬁé%gécg{%q on hghalf of the

remote%@/lcé%'océﬂ thaNE:iver 254 NZ16. oThe adlioMNing ks’ &@p&rformed by
device 210 waits for the response fromthe processing

the NE§Brver. Once any of the servers 214, 216 conpletes the
operation, it wll pass the return paraneters to the
D- CEM bri dge. When the D-CEM bridge receives the

(1) AetdshimalcanBhontrofleiiol ink noegéthyr therareotet devitey? teadd the
of the return parameters fromthe respective server.
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) éé/r?sg%te rgbésltervgf’c}tbg@ 493@\)’%‘?1“ I'L@(?e%ﬁ td%wce 210

bhe tlﬁelset\&ar(mvll Q&621O to virtually command a d| rect
comuni cat i on to multiple servers. The D-CEM bri dge
(3) higndlassnetork gxeeRifi-es of accessing mul tiple servers.
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wever the only nodification is the
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Figure 18 shows the basic structure of the NEM. It has a Command Controller
300 to handle the commands from the D_OEM_bridge 302. A Protocol Translator
304 manages the translation of the data and commands from one network to
another network. For example, the smart card uses the 1ISO7816-4 format. Before
entering the request to the network, the protocol should be translated from
[SO7816-4 to TCP/IP for Internet connection. A Server Manager 306 manages
the connection of the server and the Server IDs. A Network Controller 308
manages the connection to the network. It has a local network buffer to minimize

the network congestion. A firewall 310 is used to avoid any illegal connection. In

41



40 WO 2004/ 019190 PCT/ SG2002/ 000199 Since the Server
IDfield is enpty in the Cbject ID 102, a Server ID
was®ugmado earlier for this server connecti on PET/aGzi®2i000199
to the Qbject 1D 102. Then, the updated Object ID 102
will be put back to the return paraneter string and
additionea tiNdiaekk Exception rGunttalieddicis 2l td lvepeewith ergenémerk
210 uses the function return address that, is s d oq
errors and reperik aByMatwprk excepiienttial Peaui? Ao Jae &%)m@anae&ntro ler
300 difedhget ed nmenory |ocation. Network Execution Mnager
(NEM) The architecture of the NEM which, in fact, is a
softvvare agent wi Il now be described. The role of
his agent is to st@rt an}/gﬁa%e execution on behal f
D'Str"ﬁ#tef’TleePéﬁé‘teéu&N‘l gnagel 0-Q8M) server 214, 216. The
follow ng tasks are perforned by the NEM (1) As
comuni cation controller to link together the renote
D-OEMenaageslthearamotecexamitivarregldst @tahe (r2jnofe atesicet 240. The

ot L TG BB 5P B ATD RS BB S
client %6%)%%@922( ﬁ%n?@ﬂﬂﬁ% R Blect/Rinctioh, "Hbt DPOEM_client will

rvers ers the requests to mnimze network
executeotiyeestunciion [063llyAdys the Exmut@n/alManageavdDmer\msegathe D-

OEM ﬁﬁ(ﬁ;ss FI Al spﬁj ()Cﬂ]%hg%?%s?& 3%@51 er{@]frgltsh(%%ecutlon
on theCRINE R, fm%.ﬁbeF@u@Mgbéndﬂz@etﬁéOé’as@sﬁuem@ @f D-OEM. The

Transl ator 304 manages the translation of the data
D-OEM s o feenal ¢4 1idr with single eniyrmeintolt hasotheeprivilegade laccess all

resourgégl gﬂbﬁf ; h@-@ﬁ&f %)RJ%% dr&t%3§§0§£nﬁh%§%8 c‘:‘t'sf 8F>ﬁ§ttructor 416
to lnltlé’liz‘ét Qp%mﬁbﬁéh% ipeider thiesosited A Ccmméﬁiﬁ)E&bﬁdér tad Decoder
IP for Internet connection. A Server Manager

418 smrm%sgw thenle- QENh@@mmﬁﬂd@fwhlﬁB \fg%remscahadtarh?vsewﬁefwork
Interfaf:gD%?RAs %le% %}eqﬁt{éﬁ‘fﬁ%ltﬁé oca? wﬁfg?%r Et%ﬂ?l r?é’c%ﬂ%b;%ﬁt for

as a
the plOtpYsel z# establishing communication with the external partles A

Synchronization Manager 422 manages all synchronization requests. Exception
Handler 424 manages all exceptions either from the remote functions or the local
D-OEM exception. A Stack Controller 426 manages the return parameters of the
function and the stacks. An Object and the function pseudo entry point area 428
is a descriptor of the remote process that the local function can perform a virtual
call to the respective function/object. This allows the local function to call any of
the remote functions as easily as calling a local function. The Kernel 414 does the
actual remote process invocation. A Task Manager 430 controls the initialization

of the remote objects and functions. It also manages the task table TT2 as well.

For the D-OEM_client, it is slightly different from the D-OEM, as shown in Figure
20.
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t he network congestion. Afirewall 310 is used to

avoid any illegal connection. In 41 WO 2004/019190
WEOAHBSEI002/ 000199 addition a Network ExceptiBOT/SG2002/000199

Controller 312 is used to cope with any network

errors and reports any network exception that occurs

In Figure 400& Gaseaidictgpet 6ODLEOEM fﬂ]@nﬂlsrﬁmwy It is SImllar to the D-
Di stri but ed- Cbj ect Execution Manage

OEM. haweyes allietursmsramelisiamecient GEQFGPBY t@m,e r%ﬁeteedewce
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|n|t|aI|ze all conponents inside
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yntheS|z nds whi c e desc
procesRIVB PATNIIGETIEY e MRS Praacn 16 e BrEelfar Meheiger Em
for pro%:@a‘,seéic(é’&ﬁioh h*ﬁhe *é!et@lﬁowskébdtm IR XhRfStEMNE iUk sedberiv.

or the purpose of establishing conmunication with

the external parties. A Synchroni zati on Manager 422

For 0P8R0 s MR8 A AR FRUREHS, oFPEPAA R potwoor
the sehRFRUE, DYSGENJOMe ®mdteedévicaR 10 DTRENrextieptis aimplér than D-
Stack Controller 426 manages the return paraneters of

OEM arseD-@Mccligid- and t he stacks. An Object and the

function pseudo entry point area 428 is a descriptor
of the renpte process that the [ocal function can
FigurelZer isahgstrueturbldibgramldf D-(DEtMebchgao@cttel MeOEM_bridge acts as

a comumcaliap bodsodiatveangha e fenice 210¢nd Tie Svend] 4. 256
The K@me???ll chHRGIE £y mﬂé‘ﬁzé@e ép%kn@g\eﬁ%%sfd%eche%b‘jé@ The Task

rocess I nvocat Manager 430 control s
Managdﬁe%(bnmara?dagefsath@rtasbftabrmTﬂ’Qrm% eSysbe;mcbsﬁah@BZ stores the

e kB8, VO A, N e 0
softwatrdenterfeM tEsneh R e QUEM controls the higher-level network

management as mentioned above.

The Execution Manager EM is used to control the execution of threads and
functions. Figure 22 shows the structure of the Execution Manager. |[f the
requested process is a thread, a Thread Controller 740 will manage all
synchronization procedures. If the requested process is a function/object, a
Function Executioner 742 will start and monitor the process execution. [f there is
any exception from either the function or thread, an Exception Handler 744 will

handle the process execution. This Handler 744 tries to terminate any ill
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20. 42 WD 2004/019190 PCT/ SG2002/ 000199 In Figure 20,
a basic structure of DDOEMclient is shown. It is
wa@Rolosgiva o the D CEM However, all return paPEIRGEIN000199

are sent back directly to the renote device 210. The
paraneters do not need to be stored in the

procedDreDE0l ek i tenminiméze dhe Henpast af ktheogatrente dheother scansurrent

r_Ocesrequired. The Execution Manager EM controls the

P 8%%cution of the function and thread. The NetworKk
Interface 520 receives the request command fromthe
renote device 210. Al commands are sent to the
Kernel 514 for processing. The object initialization
is done by the system The other conponents have the
same functionality as DDOEM The Execution Manager EM
manages the requested object or function that needs to
be executed locally. Once the DOEMclient decodes
the executing command and gets the process entry
point, the entry point will be passed to the Execution
Manager EM for process execution. The detail of
Executi on Manager EMis di scussed bel ow. For
D-OEM bridge, its role is to pass the commands and
paraneters between the server 214, 216 and the renote
devi ce 210. The structure is sinpler than D CEM and
DOEMclient. Figure 21 is the structural diagram of
D- OEM bridge. The D-OEM bridge acts as a
comuni cation bridge between the renote device 210 and
the server 214, 216. The Kernel 614 controls and
initializes all conponents inside the object. The Task
Manager 630 manages the task table TT2. A System
buffer 632 stores the unfinished task for the kerne
614 to process later. An NEM bridge 634 is a software
interface to the NEM The NEM controls the
hi gher -1 evel network rmanagenent as nenti oned above.
The Execution Manager EMis used to control the
execution of threads and functions. Figure 22 shows
the structure of the Execution Manager. |f the
requested process is a thread, a Thread Controller 740
wi Il manage all synchronization procedures. If the
requested process is a function/object, a
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Functi on Executioner 742 wl| start and nonitor the
process execution. If there is any exception from
wekaohoroivhe function or thread, an Excepti on Heembe2002/000199
744 will handl e the process execution. This Handi er
CLAIMSA tries to ternminate any ill 43 WD 2004/ 019190

PCT/ S&002/ 000199 procedure so as to mnimze the
i npact of the error to the other concurrent

1. pAomedismsof ddihanti2aid) 8LeEd deoTdisg20 @2 bRPRELASs parameter of
th CLAI MS: 1.@ nt‘;t hod of .authenticating a user according
& USY pieshRied; & a'béHH??é}tl&?t'%FF deyice Qrsarusargyeserigddevigs on

wh\;\ﬂiﬁit ig breaad ﬂ)i%%éiﬁé’éb %ﬁﬂc&idﬁ@m&ﬂ%@s&()b‘éﬂ ARk %‘éf:grtréeportion

h'i1s stored a bionetrics 1d Ifrcatiron tenp
andiiani afeenh pottion atheevethodommprisingand an open porti on,

L HPnPTRfRG 4828 el Mmool ekl Bpdnsei bser biometrcs

parictBE bethedduthBRticiioReddvigat i on device; transmtting
froma user-presented device to the client term nal

offRRsmiting dipem 3 oiser-presentecthdeyimidiobitmretientcterminal only the

opg BRI G IR B Iucideatioatily LSRRI 43T G user
presbatRl @dviexy i dentity authentication process between

said data and said portion and transmtting the
rdsulhes dient aferminalhefoplemantingprarctiest tstageheof an  identity

- Dk Lce: th - t -~
RSB SPLEE O BLNREEn 0 Rt o B TR ygnamitin
thé desulistof said bethicntieatiompRIcess 16 tHesisut-srasEntelisdbice; M

i SS an authentication result based thereon. 2. A

et 6 Sf-Pressinied devise ilemesting asespar ripgetacomplete the
id@#tﬁﬂﬁbme?ﬁc%r?gg%c%%g@‘sm% 884 JesisPan %@bﬁg}giﬂ afithentication

authentication ne conpri’s
resulbbased thengprt.o an authorized client termnal data
derived from said user bionetrics paraneter obtained

at the authentication device,
2. A method of registration of a user according to a biometrics parameter of

the user presented at an authentication device, the method comprising:
transmitting to an authorized client terminal data derived from said user
biometrics parameter obtained at the authentication device:
at the authorized client terminal, dividing the biometrics identification
template computed into secure portion and open portion,
transmitting from the authorized client terminal to a user-presented device
both the open portion and the secure portion of a biometrics identification
template,
storing the said template consisting of open and secure portions on the
user-presented device, with the secure portion only accessible within the user-

presented device and not externally.
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at the authorized client termnal, dividing the
bi onetrics identification tenplate conputed into
wGeeaune1porti on and open portion, transmtti ngP€T/66ER002/800199
authorized client termnal to a user-presented device
3. bAt methed @geordiny 16 @haiand ohe, sdeeren ploe tsieourepfpodion of the
.biopetrics.identification  tenplate torin he sajd .
DiQTBRpGst DR tR R ieo B heane ieBcaRalId Palr UpRt gz
mOGiIREatSE S WHith ARY SfusaVbh NnipRtSeBUbE iMYrfd Wy Aith¥nticated
accessible wthinthe user- presented device and not
asgx genuimelyser45 WO 2004/ 019190 PCT/ SG2002/ 000199 3. A
nmet hod according to claiml1l or 2, wherein the secure
portion of the bionmetrics identification tenplate is
4.t henfdd QitcorRM@itdi Algirdat rupaiHiiesinz g oped Pbﬁ@‘h‘ Bf the
~of which may cause an inpostor to be incorrectly _
biemetitost ideatieationdempleieuisnbeupeitionscontainiihdata unauthorized

mgfesgirtet et B b oA FaloiBRBE b Mooty
autivanitiated gs dajenuinwsdor i zed nodification of which

may not cause an inpostor to be incorrectly
aut henticated as a genuine user. 5. A nmethod according

¢ . _ . h . ' .
5. & G oot 0 oG] By SABIATHE iyl Actr s
a fimgarprntog cl aim wherein said open portion of the

tenpl ate conprises paraneters of a predetermn ned

nunber of unique features of the tenplate. 7. A

t T i i [ fd ;
6. R MG REFURG (o2 Bt fReBind BENf; Anblin selF opghFition of
thattetripdatel cemprises panametarspol seprddetermningd numbee of unique
f featurfﬁ@%si ng .the data derived fromthe user
eRfUERRP seﬁm?%{[ﬁet er and aligning themw th said
predet er mi ned nunber of unique features fromthe
identification tenplate held on the user-presented
7. dAvimeghod acsordinchda caioortdi wigeretn dhg fissiestagiengf el identity
au\{wgrqt%a%oﬁ hperocszgscsolrllrgplanae%?eé) falt the client terminal comprises locating
unique features using the data derived from the user biometrics parameter
and aligning them with said predetermined number of unique features from the

identification template held on the user-presented device.

8. A method according to any preceding claim, wherein the second stage of
the said identity authentication process implemented on the user-presented
device is implemented using a local executable matching program stored on

the device.
9. A method according to any preceding claim, wherein the first stage of the

identity authentication process implemented at the client terminal is

implemented using a client executable matching program.
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the said identity authentication process inplenented
on the user-presented device is inplenented using a

wo owalo1gsecut abl e mat chi ng program stored on PEESG2002/000199
device. 9. A nethod according to any preceding claim

10. WhgrRbthodhgcddramb tetakaitn Of wiHegeini tendlieny executable matching
aut hentication process inplenented at the [

progranm‘ri]matorieg on the gﬁ@n@r@@eugﬂ]ge\gcgmremp lgm?c:éjiog device
LS i 200 : 00199
and f3 e R B R e At e T o B e Y e

executable matching programis stored on the
user - presented device or the aythentication devjce ,
11, arireined eoRTNG 40 CRITHE. WHPGHD (DBrienk e aeahs faehing
T a [
profieef 45 HEMISH Ry S olEnTEBRAaBAR 8l e Bafoly B the
timdeMalifraeidation.t he client termnal froma renote nenory

at the tinme of authentication. 12. A nmethod according
to any preceding claimwherein the authentication
12." K Whéthbd é&%‘?dih?.t@uérﬂﬁg%dé%ﬁr%[ BlAHOWhERN A RRtKSHtRAtion
a secure transaction. "13. A nethod according to claim
resd? js whed & authketisate @ esdrfangattiorising & secuwet transastiony
an executabl e transaction program stored on the
user-presented device. 14. A nethod according to any

13.PREGGShBE St NGNS &lldim WMIENwhBeein atHdh @RtufAttizpBaction is
result 1 ndicates an adequate match, a first security

cordmtled by amexkciiabls transastion preg@m staradiangtheriser-presented
aut hentication result. 15. A nethod according to

devi¢& ns 13 and 14, wherein a second security access
check key is requested and conpared with the first
security access key, the result of said conparisaon

14.bei Ag maibadt sceordiside o han¥x BERAEAINISE Claimynwheteipy when the

ARG robbe i PPNt UG TR Sostgthoces
ch&dkaikeyi f6)onetastad intledikghkhy dushdrdimatidn fresutt.a security

server. 17. A nethod according to any of clains 14 to
16, wherein the first and

15. A method according to claims 13 and 14, wherein a second security
access check key is requested and compared with the first security access
key, the result of said comparison being used to enable the executable

transaction program if it yields a positive authentication resut.

16. A method according to claim 15, wherein the second security access

check key is issued from a security server.
17. A method according to any of claims 14 to 16, wherein the first and

second security access check keys each include a unique identification

number.
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second security access check keys each include a

uni que identification nunber. 47 WO 2004/019190
weOMsENW2/ 000199 18. A nethod accordi ng t o PCHEGH01/600199

and 17, wherein the unique identification nunber

18C AIRLINSd acEbraliRy toodlhimhd) €8 ahtiom, aviiertinetimeturdqlie identification
operation on a randonmy generated nunber and the

nugben cantaiasi @ mynabar wobtained Arerat Aomatherpatica goreyalipnign a
rej . ed. changes at
ra@m%ﬁgﬁﬁéqﬁ@n@?&ﬁ%segﬁé%&@%%d accordi ng
to claim 19, wherein the changi ng random nunber is

tracked by dividing the nunber into t ortions, a
19¢ iA Bethed Breprding iclaird 8awhergia the rARAR LGRS eg ERDer

ch%ﬁkﬁ%sg?f%q{_‘ﬁ#ﬂg%éir&ﬁnﬁ&i?%gé‘&.ed as the next random

nmet hod according to clains 17 to 20,
wherein the unique identification nunber contains a

nunber that is.re ered by the pser. 22. A nethod .
207 A B1aino eaoRIng TR Cogn 9. Pherdhe chaginy BRaRTDRUTber is
tra@k’é(ﬂﬁgtdiﬁafn!goﬂﬂe”ﬁﬁrﬂﬁgﬁirﬁé"’t\m@%dr'ﬁﬁ%. LD RY b REbe used as

aut henticatron result, each "being incorporated Into
the lcarrent gardomdentiinbiec saridon $eadner pod®n 1 et heeld as the next

accor di to clainms 17 to 22, wherein the access i s
ranfQi §89%t o  several levels and wherein the | evel of

access granted to a user is dependent on the
confidence | evel of positive identity obtained from

21t he melhgdeaccosdingiteickairmsoty turBewhepain the dipdqusridestification
Chent Lot . Coretri
iR FRPIT P Wfoct e RSB AR 1o

user-presented device on which is stored a bionetrics
identification tenplate divided into a secure portion
222 Erethe nagrardingn towalaines n1@niay Llai whergianmpset tham one

aufERI L ERRERUR RnCEE y8eg 1 RLHA InERHHEEni@Ron resut cach
befigy ihgepdratea iato thearniqae dentifipatic mgmbeans f or

comruni cating with the user-presented
23. A method according to claims 17 to 22, wherein the access is divided into
several levels and wherein the level of access granted to a user is dependent
on the confidence level of positive identity obtained from the unique

identification number.

24. A system for authenticating a user according to a biometrics parameter of
the user, the system comprising:

a user-presented device on which is stored a biometrics identification
template divided into a secure portion and an open portion, wherein only said
open portion can be transmitted out of the said device;

an authentication device operable to read biometrics data derived from a
user, and comprising means for communicating with the user-presented

device and a client terminal;
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device and a client term nal; 48 WO 2004/019190
PCT/ S&002/ 000199 a client termnal arranged to
WO e@eiova9d he sai d open portion of the biometriB&I/SG2002/000199
identification tenplate held on the user-presented
devigc gli@tdtdrifinalbbfamped clo esicivalahevesidf bpen t hsrtivs esf, the
~and conprising a client processor operable to .
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opetaitests Inplehentserfirst stegyet ofl atel idemtityrzditdretication t frecess
er- presented device conprises a device processor
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autiichion ?d&@é‘ég k& e %eﬂ?%&%ﬁed‘%a@ﬂ:é ajrfy \Afh%?éihttﬁe user-

and to Issué an authentication result based thereon.
présentdd systicencorguistisng tevice gynoc2dsombperhte ttbeinspemeat a

portion of the bhiongetrics identjfication tenplate.is .
seBRad [IROP ol COMAIFIR T0F ddealitinAeBiraia RiBEPTS disinc said

reQitsMHEAD 8BYe SAURRNENR VA EENIE Basdts Hdresh! ¥ -

aut henti cate an |npostor as a genul ne user.
system according to claim 24, wherein the open portion
of the,bionetrics .identification tepplate is th
260 b { FHEBO ATy tBab At HEET 00 Mo et Rasfion & the
bidkgies TB¥ntiTRiatibAUSPIAE BIRESIBRION| dFR4ihRGt dita unauthorized
aut henti cate an |npostor as a genul ne user. A

megificationaof srhichdnay causenthe4sysigr & inaareedly oashenticate an
. r i.s. fipgerprint, and wherein the
'mﬁﬁgﬁgﬁ%%c%ﬁ%ﬁea% ‘ce includes a fingerprint sensor.

28. A system according to claim?24 or 27, wherein said

portion of the ten?al' ate conprises paraneters of a .
26p Acystesn AcRE N Ing i 81224y MingiRINTtRa peagportien of the biometrics
idé@ﬁ@éﬁéﬁtarﬁb’{aﬁéiéﬁt Ty %%fiiéﬁ‘iﬂgtébtﬁ | AaBrestized mBification

, erein € user-presente evi Ce conprises a
of Weieh ynaynnothdaulsel thessystad ta ihanredctiyxadhéntidate mmt iofpostpr as
program for inplenenting the second stage of the
a g™ H8®hr ocess.

27. A system according to claim 24, wherein the biometrics parameter is a
fingerprint, and wherein the authentication device includes a fingerprint

sensor.

28. A system according to claim 24 or 27, wherein said portion of the
template comprises parameters of a predetermined number of unique features

of the template.
29. A system according to claim 24, 27 or 28, wherein the user-presented

device comprises a memory in which is stored a local executable matching

program for implementing the second stage of the matching process.
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49 WD 2004/ 019190 PCT/ S&002/ 000199 30. A system

according to claim?29, wherein the nenory on the user-
wee@gonmied device stores a client executabl e nBCTRGHY2/000199

programwhich is transmtted to the client processor
30t 0 A kR Mcddiging! G tclairn @9, aihdrbim e ahen@ry psrodks suser-

31. A system accordi nglzi to any precedi n%l_ claim which, = .
presamied stavice sdeas @y clisat xeceiGhifednalNing tegeEmewpich is
uap iRl i3l PIREPRES ARG et Blatls oM/ fatthing
praadsshi ng program for inplenmenting the first stage of

the matching process. 33. A systemaccording to claim

31 or 32, wherein the security server holds a

se ' ; I L& nt i
3 e B e e i SRPpfiap g soourty
seact codnecet do ding chiéntdeaninel.24 t o 33, which conprises a

transaction server arranged to inplenment secure

transactions and which is in comunication wth the

32¢l A%pgteh?éaamlin ® Bk 3@%@@!?% béﬁ&ﬂitgrserr@éﬁ%&dé 8 client

usable to authenticate a user for authorising a secure

executabkcmatanin@ prograsy fardmpigroentinchte tirst staga althe matching
wherein the user-presented device stores an

PrS&SSut abl e transacti on program for controlling the
secure transaction. 36. A systemaccording to clains
34 and 35, wherein nore than one authentication

33neh syaient arcerding dclain stel 32, vherain: thergcysty server holds a

st dopobl LG TR, 1 181 Rl Ol Snabin

trafhisuttse] i nto several |evels and wherein the | evel of
access granted to a user is dependent on the
confidence | evel of positive 50 WO 2004/019190

PCT, / i dent. i pgd t ;
o4, CTA SR ORI, 100 Y Gl 22010 Syl B
transaction server arranged to implement secure transactions and which is in
communication with the client terminal so that the authentication result is

usable to authenticate a user for authorising a secure transaction.

35. A system according to claim 34, wherein the user-presented device
stores an executable fransaction program for controlling the secure

transaction.

36. A system according to claims 34 and 35, wherein more than one

authentication methods can be used to obtain the authentication result.
37. A system according to claims 34 to 36, wherein the access to the

transaction server is divided into several levels and wherein the level of

access granted to a user is dependent on the confidence level of positive
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used. 38. A nethod of executing an operation using

first and second processors, the nethod conpri sing:
wat@riong9d n the first processor a first task tBwi/8G2002/000199

containing a plurality of process nanmes with
idestitycolstbiped yasedsen irderisufts &osn tRagdricussacthahicatwn hethods

process locator; storing in the second processor a
usRbond task table contai ning said of process nanes

and process identifiers; identifying at the second

processor a process to be executed and issuing a
38.equendthbd dfhexdcutiny g opession tsing fiestubed $@icdnd processors,

rocess; |ocating said process using the process
t ed@ﬁﬁk&"rd GHBPIESIBGut i ng said process at the first

pr. r tioc@N t b e :
PRISHPH, 8 FEOBAiRCEr T S AR Bopiraty of
proses$ aiame:8 withhaessogiatedi grauess ddentifemes eadls| asdeciated with a
ogjsec’ ngqnes associated with respective object
PiOfER? 1999 's. 40. A nmethod according to claim 39,
WRES o irf 8% seBbRS {pradessiSe HerRd ta"sge%?\’éf cBnfhining said of

plurality of functions each identifie unction
piegaes Nnames axkproicese idniifiers;on i dentifiers in the
first..an cond task tables. 41. A.nmethod according .
+ TG SR BREEEea o ERa s Ritne® i BecetedLiRd AR Wbuing a
rdc@iest iof the Firdthrosé&S8dritd @xatdicessid pfogdsBl 0cess in a
program nmenory. 42. A nmethod according to any of

cllegatng3@id propess wsiiine presess nsatpr gndoexeatibingrasid process
Lani £ | i.Ng- than the first
a8 R BBE ERIEAR T o any of ol & o 38

t eethiZninyhies edgultitoehs @eeoad ppscasesa0r i s arranged to

execute locally processes requiring | ess processing
power than those executed by the first processor. 51

9 / A4 d :
540 A4S0 ORAFH Iy PR s ot
olnpetr rdmes assusiaigdexidt s ctige abjachigentifierst - mat chi ng

al gorithm conprising a base m nuti ae
40. A method according to claim 39, wherein each object has associated
therewith a plurality of functions each identified by function names and

associated function identifiers in the first and second task tables.

41. A method according to claim 38, 39 or 40, wherein the process locator

identifies the starting address of a process in a program memory.

42. A method according to any of claims 38 to 41, wherein the second

processor has significantly less processing power than the first processor.
43. A method according to any of claims 38 to 42, wherein the second

processor is arranged to execute locally processes requiring less processing

power than those executed by the first processor.
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finding process executed by the first processor and a

m nuti ae matching process executed by the second
w@e@ansEor . 45. A nethod according to any of cP&i/a62088000199

to 44, wherein there are a plurality of second

processors in conmunication with a single first

ro [ . Seco pr.ogessor hol di,ng ,.a respective,.
491 R8Py SRR AL RIOERRE g Ao b bhbtor
béiaglexbalied is rcfingbrpOneiatdHing g@@ﬁﬁmm%mApﬁsi@ aBadeRinutiae
task tables of the second processors. 46. A nethod _
fingiog rRiPeRES GXgRytegr byl Hiendirstspiosessor andr ai mirutige ematching

ri i e first and second
p@?é%%é?%?ﬁ?&?&gﬁékggﬂﬁggwﬁgggghconveying sai d requests

fromthe second processor to the first processor and
4éet rning the results fromthe first processor to the

ecOne 868erdingy 10 el 1iRimac38rigi Ad, thetalp drere are a
TS i Gt e A 5°9R0 3 fpessr
eanh secoadrecessurtialidiag corgspecing tasH tdaleq antiahadiest processor

lLat f or. 48. A net hod according to any of clainms 38
il e i 5 te bl B i ol Profenias rdghiliedt by e task tables of
thBr@e8ad précazaprect ed via a client bridge to one or

nore second processor and arranged to inplenent
di fferent subsets of the processes in the task table

460, e BSoRRG 5 2Plor ain's, 8 B2 wheraitic gipny bridge is
cdrinegied agfwbaR! the Ofifsal A SsctoPlURbEdsbops, tRE OEﬁet?ﬁ gridge

names and process identifiers, each associated w
copveriegsaid srauants frans drpaecqnbprresessol 1o thie first processor and

k £able containing sai r ocess
oS e RSB IRE h ShBet it Rl Prdiid uelest
2004/ 019190 PCT/ SG2002/ 000199 the second processor
i ncluding a distributed object execution manager for

47 dérnpihpdraecerding de oytel drimexdk ta 4@, wherais $e fitst @rocessor
is Lfg(%l‘iggfs _térg}]ihgle ahb' fHe sBESSES18Eeddr X a0, %n a secure

portable computing and data storage platform.

48. A method according to any of claims 38 to 44, wherein there are a
plurality of first processors connected via a client bridge to one or more
second processor and arranged to implement different subsets of the

processes in the task table of the second processor.

49. A processing system comprising:
a first processor in which is stored a first task table containing a plurality of
process names and process identifiers, each associated with a process

locator;
a second processor in which is stored a second task table containing said

process names with associated process identifiers;
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the first processor including a client distributed
obj ect execution manager for controlling the

we@a141em of said processes at the first prockEES62002/000199
the results of execution of the processes inplenented
athe Becdnd progessoe gwiudihgandjstribatad abject exetdicsenmndger for

B RE R procans 167 8% SR AN AR BOgpREfp e first

prBBsst ito feeclitnsHil PoSyEHAY cat i ons between the first
and second processors. 51. A systemaccording to

cltke firsi procesmr inglediviona dient diskibuted obgsatrexecutionesanager

n [ ager_ fqr handling the execution of
fof BN o, BRRHn b siliobiaeRfses Bneoi ¢ Bioesse the
reitdS &f exd@UtRinoftthe frotedsdy iRfRSRBRtedCaMPIEl 88 pRocessor being
program store for holding said processes, the process

refyegd &e therseerndiBe@gesson. denti fy the | ocation of said
processes in the programstore. 53. A system according
to any of clainms 49 to 52, wherein the second

Sqr ok pscawssimrbystem accartigetodelding etgramesrein tHy first processor
nsmtting said requests to the first processor.

tr : fir .
'“8'&!89?\959’%rW%i&QﬂﬁfofPﬁ@aﬂél'%yo%\m@'%tmmbem@%!sthe first and

sefRSIrBcddrsecond  processor conprises a stack for
(#(C}I gledng results returned to it fromthe first

processor. 55. A system according to any of clains 49
0,54, wherein,.the secon ocessor | ncludes a .
51, BB Aspereg thoRan s QA THieseEsbedTSsgoCRssyrdnelfes
arR 6% oA MaRagéoP haRlifdTekekBtian of ngg% he first
processor conprises a client term nal.
2004/ 019190 PCT/ S&2002/ 000199 57. A system accordi ng
0,any,of clai 8 to 56, .whi conprises l.uralit
547 AL s L0888 ARl Rl KT MEhSERgre SrS; pracdssor
cothpristls BrprégRarh OstoRA6H holingt SAAUPIGEREEE8 StHRe bR @as tiB&ator
first processors and the second processor. 58. A
being tsed i islendnnietlocaticn of Sid prerasses irthehpfagram store.
processor conprises a server

93. A system according to any of claims 49 to 52, wherein the second
processor includes a remote device manager for transmitting said requests to

the first processor.

54. A system according to any of claims 49 to 53, wherein the second
processor comprises a stack for holding results returned to it from the first

processor.

55. A system according to any of claims 49 to 54, wherein the second

processor includes a program store for holding said processes.

56. A system according to any of claims 49 to 55, wherein the first processor

comprises a client terminal.

53



59. A system according to claimb57 or 58, wherein the
client bridge includes a network execution manager

wo eoo4torEpsm tting requests fromthe second prBPCESELN02/000199
to the appropriate one of the first processors, based
on a processor identifier in the request. 60. A

523’%{%{5‘;%?‘1%30%?&99&8 Ao YainsHd® 56, Wﬁicﬁ%orﬁ;?f%% %iggﬂality

econd processors and a clien
offfrst proessois) dhs asydtese dontlerpraysessiog @ clientslwidhd fordtandling

rocessor. 61, A syst according tp any of clains 38
oG5 ceinns b erd 1 sk BrocasEum e Bossind prcassor
enbedded on a respective portable secure conputing and

data storage platformsuch as smart card. 54
98. A system according to claim 57, wherein each first processor comprises a

server.

59. A system according to claim 57 or 58, wherein the client bridge includes a
network execution manager for transmitting requests from the second
processor to the appropriate one of the first processors, based on a processor

identifier in the request.

60. A system according to any of claims 38 to 56, comprising a plurality of
second processors and a client bridge for connecting said second processors

to said first processor.
61. A system according to any of claims 38 to 60, wherein the or each second

processor is embedded on a respective portable secure computing and data

storage platform such as smart card.
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