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CLAIMS

What isclaimed-is:
1. A Mesldetree-construetioncomputer-implemented method, comprising:
for each transaction storage pesitionlocation in a target block;—reading;—by—=a

is-any-ful-nedein- of a blockchain network; that comprises a full node and a light node,
retrieving, by the target-bleekis-any-bleekfull node in athe blockchain efthe-targetfull

nodenetwork, data from a respective transaction storage location;

analyzing the data readretrieved from the each transaction storage

pesitienlocation;
Htis-determined-that-the-dataread-from-thedetermining, for each transaction

storage pesitien-is-alocation, whether the data retrieved from the respective transaction

storage location is transaction or concealed data;

in response to determining that the data retrieved is transaction, performing a

hash operation on the transaction; to obtain a transaction hash; er
H—it—is—determinedin response to determining that the data readfrom—the
transaction—storage—pesitienretrieved is concealed data, extracting athe transaction
hash from the concealed data, wherein the transaction hash extractedfrom—the
concealed-dataisatransaction-is a hash value of athe transaction eriginally-stored at

the transaction storage pesitionlocation, and an-eperation-efreplacingwitheach node
in the eencealed-data;blockchain network is instructed by a node that has permission

to perform transaction concealment to replace the transaction eriginatly-stored at the

transaction storage

feHewscomprising:

obtaining the transaction hash of the transaction stored at the transaction

storage pesttion:location; and
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concatenating a—predeterminedone or more front marking eharaeter—characters

indicating that the data retrieved is concealed data and rather than transaction to a

header of the transaction hash:

the- to generate a first concatenation, wherein the header is at a front mrarking-character
andof the transaction hash;-and

replacing—with—the —concealed—data;generating the Merkle tree

corresponding to the target block based on transaction hashes that correspond to the

transaction storage locations in the target block: and

1n response to receiving a verification request of a target transaction:

determining, from the Merkle tree that has been generated based on the

transaction or the concealed data or both, a Merkle tree path to the target transaction;

computing a hash value associated with the Merkle tree path to the target

transaction; and

providing the hash value associated with the Merkle tree path to the

target transaction that has been computed from the Merkle tree generated based on

the transaction or the concealed data or both to the light node for use in a simplified

payment verification (SPV) of the target transaction.

2. The computer-implemented method according to claim 1, wherein

replacing the transaction stored at the transaction storage location with the

concealed data comprises:

identifying the concealed data based on the first concatenation; and

replacing the transaction stored at the transaction storage pesitiorlocation
with the concealed data.

3.

3. The computer-implemented method according to claim 2, wherein the
determiningidentifying the concealed data based on data-obtained-by-coneatenatingthe
; ” ] - . bas] Fieall . |

feHewingthe first concatenation comprising:

concatenating a predetermined rear marking character to an end of the
transaction-hash;-and-first concatenation;
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concatenating_a remark infermatien—to an end of the predetermined rear
marking character:and
determining;as to generate a second concatenation, wherein the eencealed-data;

data—obtained—by—coneatenating—the—frontpredetermined rear marking character;
separates the transaction hash;-therearmarkingcharaeter; and the remark-information-;

and

4-identifying the second concatenation as the concealed data.

4. The computer-implemented method according to claim 2-e+3, wherein the

analyzing the data readretrieved from the transaction storage pesition

speeifieallylocation comprises-thefellowing:

itdetermining whether the data readretrieved from the transaction storage

pesttienlocation comprises the front marking character;

in response to determining that the data retrieved from the transaction storage

location does not comprise the front marking character, determiningasthe-transaction;
I e | . ition:

i—the—data—readidentifying the data retrieved from the transaction storage

pesitioncomprises-thefrontmarkingeharaeterslocation as the transaction; and
in response to determiningsas that the eoncealed-datas-the-dataread retrieved

from the transaction storage pesition-location

S—comprises the front marking character, identifying the data retrieved from the

transaction storage location as the concealed data.

5. The computer-implemented method according to claim 2, wherein the

extracting athe transaction hash from the concealed data speeifically-comprises-the
fellewing:
determinine—data—identifying information located after the front marking

character in the concealed data as the transaction hash; and
extracting the transaction hash.
6-

6. The computer-implemented method according to claim 3, wherein the

extracting athe transaction hash from the concealed data speeifically-—comprises—the
Follosrdne:
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determinine—dataidentifying information located between the front marking

character and the rear marking character in the concealed data as the transaction hash
.in e*tfaeﬁﬁg ghe tf'iﬁf‘aeﬁeﬁ h'ish.' and
T—A——simplifiedpayment—verification{(SPVJextracting the transaction hash,

wherein the transaction hash comprises a hash value obtained from performing a hash

operation on a corresponding transaction only.

7. The computer-implemented method; of claim 1, further comprising:

receiving, by a—targetthe full node, athe verification request, wherein the

verification request comprises a target transaction identifier;ane of the target fall-node

is-any-full-nedetransaction;
identifying, in athe blockchain retwerk:

determinineina-blockehain-of thetarsetassociated with the full node based on

the verification request, athe block that-ain which the target transaction corresponding

to the target transaction identifier is located—in,—and—constructing—a—Merkle—tree

triggering an—SPV-the simplified payment verification (SPV) procedure for

the target transaction corresponding to the target transaction identifier based on the

constructed-Merkle tree path to the target transaction.

8. The computer-implemented method according to claim 7, wherein fer-any

transaction—written—to—the—bloekehain—a correspondence between a transaction

identifier of the transaction and athe transaction storage pesitionlocation of the
transaction in the blockchain is pre-recorded—en—stored in the each node in—the
the—determintre—inablockehain-of the tarsettulnodebased-onblockchain
network, and wherein identifying the targettransactionidentifiera-block that
ain which the transaction corresponding to the target transaction identifier is
located in-speetficatly-comprises-the-felowing:
determiningaidentifying the transaction storage pesttienlocation corresponding
to the target transaction identifier as a target transaction storage pesitiornlocation based
on the tarsettransactionidentifierand-thepre-reeorded-correspondence-between—the
brmemetiendeniiernad i s netion o e sosdienr and
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determiningasidentifying the block that the-transaction—correspondingto-the
target-transaction-tdentifier isloeatedin;—a-block—that-comprises-comprises the target
transaction storage pesition:

9-location as the block in which the transaction is located.

non-transitory, computer-readable medium storing one or more instructions executable

by a computer system to perform operations comprising:

for each transaction storage location in a target block of a blockchain network;

that comprises a full node and eemprisesa light node, retrieving, by the full node in the

feHewing:blockchain network, data from a respective transaction storage location;

areadingmoduleconfiguredto-—analyzing the data retrieved from the each

transaction storage location;

determining, for each transaction storage pesitionin-atargetbloekread-datafrom

location, whether the data readretrieved from the respective transaction storage

pesitienlocation is a-transactions;perferm or concealed data;

in response to determining that the data retrieved is transaction, performing a

hash operation on the transaction; to obtain a transaction hash; er-itis-determined

in response to determining that the data readfrem—thetransaction—storage
pesitionretrieved is concealed data, extract-aextracting the transaction hash from the

concealed data, wherein the transaction hash extractedfrom-the-concealed-data-is a
fraemeden—hash_value of sbmeeionosinnlle ose ol he Lovpedon o

the transaction stored at the transaction storage pesttienlocation, and each node in
the blockchain network is perfermedinstructed by a node havingathat has permission
to perform transaction concealment permission—in—thebloekehain—network—by
instraetingeach-nodeandto replace the transaction stored at the transaction storage

location with the concealed data, comprising:
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obtaining the transaction hash of the transaction stored at the transaction

storage pesition:location; and

concatenating a—predeterminedone or more front marking eharaeter—characters

indicating that the data retrieved is concealed data and rather than transaction to a

header of the transaction hash:

the- to generate a first concatenation, wherein the header is at a front mrarkinecharacter
andof the transaction hash;-and
replacing—with—the—generating the Merkle tree corresponding to the

target block based on transaction hashes that correspond to the transaction storage

locations in the target block; and

1n response to receiving a verification request of a target transaction:

determining, from the Merkle tree that has been generated based on the

transaction or the concealed data; or both, a Merkle tree path to the target

transactions;

computing a hash value associated with the Merkle tree path to the target

transaction; and

providing the hash value associated with the Merkle tree path to the

target transaction that has been computed from the Merkle tree generated based on the

transaction or the concealed data or both to the light node for use in a simplified

payment verification (SPV) of the target transaction.

10. The non-transitory, computer-readable medium according to claim 9,

wherein replacing the transaction stored at the transaction storage pesttienzlocation with

the concealed data comprises:

H-—TFhe—apparatusidentifying the concealed data based on the first

concatenation; and
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replacing the transaction stored at the transaction storage location with

the concealed data.

11. The non-transitory, computer-readable medium according to claim 10,

wherein the—determiningidentifying the concealed data based on data—ebtained—by

comprises-thefoHowingthe first concatenation comprising:

concatenating a predetermined rear marking character to an end of the
transactionhash—and-first concatenation;
concatenating _a remark #nfermation—to an end of the rear—marking

characterpredetermined rear marking character to generate a second concatenation,

wherein the predetermined rear marking character separates the transaction hash and

the remark; and

+2-1dentifying the second concatenation as the concealed data.

12. The apparatasnon-transitory, computer-readable medium according to

claim 10-e+1H, wherein the—analysis—module—is—econfisuredte:—ifanalyzing the data

readretrieved from the transaction storage pesitiorlocation comprises:

determining whether the data retrieved from the transaction storage location

comprises the front marking character:

in response to determining that the data retrieved from the transaction

storage location does not comprise the front marking character, determine,—as—the

transaction; and

in response to determining that the data retrieved from the transaction storage

pesitierlocation comprises the front marking character, identifying the data retrieved

from the transaction storage location as the concealed data.

13,
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13. The apparatusnon-transitory, computer-readable medium according to

claim 10, wherein extracting the transaction hash determination-module-is-configured
to-determinefrom the concealed data comprises:

identifying information located after the front marking character in the

concealed data as the transaction hash-and-extract-thetransaction-hash-; and

+4—extracting the transaction hash, wherein the transaction hash comprises a

hash value obtained from performing a hash operation on a corresponding transaction

only.

14. The apparatasnon-transitory, computer-readable medium according to

claim 11, wherein extracting the transaction hash determination-module-is-configured
to-determinefrom the concealed data comprises:

identifying information located between the front marking character and the rear

marking character in the concealed data as the transaction hash—and—extract—the
transacton-hash-; and

+5-An-SPV-apparatasextracting the transaction hash, wherein the apparatus—is
any-full nede--a-blockehainnetworlg-and-transaction hash comprises thefelewing:a

hash value obtained from performing a hash operation on a corresponding transaction

only.

a

15. The non-transitory, computer-readable medium of claim 9, the operations

further comprising:

receiving-module—~confisured—to—reeeive—a, by the full node, the verification

request, wherein the verification request comprises a target transaction identifier of the

target transaction ;

determineidentifying,
in athe blockchain efassociated with the SPV—apparatusfull node based on the

verification request, athe block that-ain which the target transaction corresponding to

the target transaction identifier is located-in-and-constract-aMerlde-treecorresponding

o-the hin based-onthemethod-a ordineto-an one—oO aa ;and

a—triggering module—configuredto—triggeran—SPVthe simplified payment

verification (SPV) procedure for the target transaction corresponding to the target
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transaction identifier based on the ecenstructed—Merkle tree path to the target

transaction.

16,4 Fepmamnins The non-transitory, computer-readable medium
according to claim 15, wherein fer—any—transaction—written—to—theblockehain—a

correspondence between a transaction identifier of the transaction and athe transaction

storage pesitionlocation of the transaction in the blockchain is pre-recorded-on—each
node-stored in the each of the blockchain network, and wherein identifying the block in
the—blockehain—network—andwhich the transaction corresponding to the target

transaction identifier is located comprises:

identifying the determination—and—construction—module—is—configured o

determine-a-transaction storage pesitierlocation corresponding to the target transaction

identifier as a target transaction storage pesitionlocation based on the correspondence;

and
identifying the block that comprises the target transaction identifier-and-apre-
recorded-correspondenee-betweenstorage location as the block in which the transaction

1s located.

17. identifier A computer-implemented system, comprising:

one or more computers; and-the

one or more computer memory devices interoperably coupled with the one or

more computers and having tangible, non-transitory, machine-readable media storing

one or more instructions that, when executed by the one or more computers, perform

one or more operations comprising:

for each transaction storage pesition;—and-determine,—as—the—block—that—the
transaction—corresponding—to-the-location in a target transaction—identifierisJocated
im;block of a bleekblockchain network that comprises the—targettransaction—storage

pesition-a full node and a light node, retrieving, by the

oo tsenedonnomee soilion e e Bleele e fUl]l node in the
blockchain network—+eads, data from thea respective transaction storage pesitien;
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analyzeslocation;
analyzing the data readretrieved from the each transaction storage pesition:if

itis-determined-thatlocation;

determining, for each transaction storage location, whether the data

readretrieved from the respective transaction storage pesttiorlocation is a-transaction;

performs or concealed data;

in response to determining that the data retrieved is transaction, performing a

hash operation on the transaction; to obtain a transaction hash; erifitis-determined

in response to determining that the data readfromthetransaction—storage
pesitienretrieved is concealed data, extractsaextracting the transaction hash from
the concealed data, wherein the transaction hash extractedfrom-the-concealed-data

is a hash value of the transaction hash-ef-atransaction—orisinally—stored at the
transaction storage pesition;an-eperationofreplacing;location, and each node in the

blockchain network is instructed by a node that has permission to perform

transaction concealment to replace the transaction stored at the transaction storage

location with the concealed data, comprising:

obtaining the transaction eriginathyhash of the transaction stored at the

transaction storage pesition-is-performed-by-a-node-having-a-transaction-concealmen

alocation; and

concatenating one or more front marking characters indicating that the

data retrieved is concealed data and rather than transaction to a header of the transaction

hash to generate a first concatenation, wherein the header is at a front of the transaction

hash;

generating the Merkle tree corresponding to the target block based on

transaction hashes respeetively-eerrespondingthat correspond to the transaction storage
pesitienslocations in the target block:; and

any—full-nede—in thebloekehainnetwork—receivesresponse to receiving a

verification request—wherein-the—verificationrequest-comprises—a— of a target
transaction-eatiordetermine —nn-bloclebain o Dibe Toll oo de:
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determining, from the Merkle tree that has been generated based on the

verificationrequest—a-bloekthata-transaction eerrespondingor the concealed data or
both, a Merkle tree path to the target transaction-tdentifieristoeatedin;;

computing a hash value associated with the Merkle tree path to the target

transaction; and

providing the hash value associated with the transaction
correspondingMerkle tree path to the target transaction identifier—based—on—the
constructed-Merkle-treethat has been computed from the Merkle tree generated based

on the transaction or the concealed data or both to the light node for use in a simplified

payment verification (SPV) of the target transaction.

o N N ad a¥e N N
P10 O cl prosrartt; vivaye o= toamry O O

claims—1to-6-is—performed- computer-implemented system according to claim 17,

wherein replacing the transaction stored at the transaction storage location with the

concealed data comprises:

identifying the concealed data based on the first concatenation; and

replacing the transaction stored at the transaction storage location with

the concealed data.

performed]9. The computer-implemented system according to claim 18, wherein

identifying the concealed data based on the first concatenation comprising:

concatenating a predetermined rear marking character to an end of the first

concatenation;

concatenating a remark to an end of the predetermined rear marking character

to generate a second concatenation, wherein the predetermined rear marking

character separates the transaction hash and the remark; and
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identifying the second concatenation as the concealed data.

20. -

The computer-implemented system according to claim 18, wherein analyzing

the data retrieved from the transaction storage location comprises:

determining whether the data retrieved from the transaction storage location

comprises the front marking character;

in response to determining that the data retrieved from the transaction storage

location does not comprise the front marking character, identifying the data retrieved

from the transaction storage location as the transaction; and

in response to determining that the data retrieved from the transaction storage
location comprises the front marking character, identifying the data retrieved from the

transaction storage location as the concealed data.
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