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Write the fingerprint data to a blockchain corresponding to the

service data that is to be processed, and generate blockchain

copy data of the service data that is to be processed in the

blockchain, where the blockchain copy data stores fingerprint

data in blockchain copy data of a previous adjacent node

Obtain service data that is to be processed, and generate, by

using a predetermined method, fingerprint data of the service

data that is to be processed

S1

S2

 

FIG. 2 

Perform hash to obtain
fingerprint data

1F0E428FB3028A30

Time

Service type

Amount

Payee

Payer

Sequence
number

Remarks

External
sequence number

...

2016-08-22 14:56:21

Donation

500.00

2088002160230156

2088002301230156

20160822001

Donation to One Foundation

201608229721387322

...

 

FIG. 3 
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Accounting
initiator

Financial
system

Original
database

Blockchain

1. Accounting
request

2. Store
accounting data

3. Return a result
4. Generate fingerprint data by using
an asynchronous method, and write
the fingerprint data to a blockchain

 

FIG. 4 

Write the fingerprint data to a blockchain
corresponding to the service data that is to be
processed, and generate blockchain copy data
of the service data that is to be processed in
the blockchain, where the blockchain copy

data stores fingerprint data in blockchain copy
data of a previous adjacent node

Process extracted key element data by using a
predetermined method, to generate fingerprint

data of service data that is to be processed S1

S2

S10

Extract key
element
data of a

predetermin
ed type
from the

service data
that is to be
processed

 

FIG. 5 
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Calculate, by using a predetermined method, first fingerprint data of

the service data that is to be verified, and obtain second fingerprint

data in the blockchain copy data that is corresponding to the service

data that is to be verified

Determine service data that is to be verified, and obtain, from stored

blockchain data, blockchain copy data associated with the service

data that is to be verified

S100

Determine, through comparison, whether the first fingerprint data is

the same as the second fingerprint data, and determine that the

service data that is to be verified is not modified if the first

fingerprint data is the same as the second fingerprint data

S200

S300

 

FIG. 8 

Fingerprint data generation module

Service data processing apparatus

Blockchain data generation module
102

101

 

FIG. 9 
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Key element extraction module

Service data processing apparatus

Fingerprint data generation module
101

103

Blockchain data generation module
102

 

FIG. 10 

Key element extraction module

Service data processing apparatus

Fingerprint data generation module
101

103

Blockchain data generation module
102 D

ef
au

lt
p
ro

ce
ss

in
g

m
o
d
u
le

104

 

FIG. 11 
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