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St or age Modtif4®16t14¥bbi | e Terminal 5 TECHNI CAL FI ELD The present invention

relates to a technique for distributing al program (application or applet)
to a storage nodule built or nmounted in a nobile termnal. !10 BACKGROUND
ART In recent years, a nobile term nal has been devel oped which has a
program executing environnent. An exanple of a nobile termnal of this type
is one which has a Java virtual machine. The user installs a program15 in

the nobile termnal and thus can ﬁmﬁm&unction to the nobile ’
term nal. However, even if desira ; re added to a nobile
termnal, a user is liable to becone tired of using the sane nobile
termnal after a protracted period. On the other hand, the nobile term nal

i ndustry suffe fler 1L 0n: j ER)% tigactive
to users, havefvgeetgﬁd : @e@@gggﬁ?gb%@@}%ﬁﬁ%@gﬁ "(nggfrédrrl:latl% (\S/\f/;nt to
change his nobile termnal with a : j 2 product placed on the

mar ket. Once the nobile term nal ihggyggfgégggabﬁomver, t he functions that

have hitfierto been added to the old nobile term nal cannot be used any
| onger. If the same 25 functions are to be used even after the change of a

nobi | e ter MBCHNIKEAL FI&Jrlans t hat have been installed in the old nobile
term nal have to be installed in the new nobile terminal. This is a
troubl esomre job. TheSpreSUREIIGRNTIR ITRVERT| ON Fag¢chn@ug7 for distributing a
program (application or applet) to a storage module built or mounted in a
mobile terminal.
10
BACKGROUND ART
In recent years, a mobile terminal has been developed which has a
program executing environment. An example of a mobile terminal of this
type is one which has a Java virtual machine. The user installs a program
15 1n the mobile terminal and thus can add a desired function to the mobile
terminal.
However, even if destrable functions are added to a mobile terminal,
a user is liable to become tired of using the same mobile terminal after a
protracted period. On the other hand, the mobile terminal industry suffers
"0 fierce competition and various new products, attractive to users, have been
successively placed on the market. A user may want to change his mobile
terminal with a new desirable product placed on the market. Once the
mobile terminal 1s replaced, however, the functions that have hitherto been
added to the old mobile terminal cannot be used any longer. If the same
25 functions are to be used even after the change of a mobile terminal, the

programs that have been installed in the old mobile terminal have to be

installed in the new mobile terrunal. This is a troublesome job.

DISCLOSURE OF THE INVENTION



Thi s inven%jgﬁygﬁ£7been achieved in view of the situation described above,
and the objg reof is to provide a systemin which even after a nobile
termnal is changed, the progranms that ceuld be used before the change of
the nobile termnal, can be continuously used after the change. 5 In order
to achieve this object, the present inventors have taken notice of a
certain type of a nobile termnal, that is to say, a nobile termna
capabl e of being nmounted or having fitted therein a nodule for storing the
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this UM the programused with the old nobile termnal can be easily
transfefred to tHa nedemtbidchites thisalobfjent, dhe prepent enveperatiiae taken
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obst acl e t 10G&&IG{ZzR ngeraiBh P feh Al te@nnialalthabes for &Y, asmedeas no

et ons” derfnEuf REE ot Y i 62of G588 kot By kbl Phrar T
el ode PrdibYpe R hutlpsk BRI o AUIR Ak SR phither M4
Vi ewpoi nt I%Enﬁserf&mﬁh@h%éﬂt% ﬁ{)@fe‘?naﬁ@f eéfalrecons heghahiep 1irs HISAERO8F Y not

to cause the kage of this information 1n witing a programin t | M
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conveni ence for the user, according to the present invention, there is

provi ded a ghranguagnidivstir 2 bew ootele terminahpransiseythe nobi mebiker termmhal in

FO491/ 3147 s‘ri)’milar manner simply by mounting or building into the new mobile
terminal the UIM which he may have. In connection with this, the present
inventors have come up with the following idea. Specifically, once a

15 program is stored in this UIM, the program used with the old mobile
terrmuinal can be easily transferred to the new mobile terminal for an
improved operating convenience of the user.

Nevertheless, the problem of security has been an obstacle to
realizing such a novel mobile terminal.

20 First, as long as no limit is set on the operation of writing a program
in the UIM, the inherent functions of the mobile terminal may be
undesirably destroyed intentionally or negligently.

Also, the subscriber information stored in the UIM may include the
personal information or data having monetary value. From the viewpoint

25  of security, therefore, careful consideration 1s necessary not to cause the
leakage of this information in writing a program 1n the UIM.

In order to solve this security problem and improve the operating
convenience for the user, according to the present invention, there is

provided a program distribution system comprising a mobile terminal



havi ng ngﬁ?% for _transmtting a programdistribution request, a storage
modul e bulf ¥ {H4r connected to the nobile termnal, a contents server for
receiving the distribution request and 4ransnmitting a programto be

di stributed, and a distributi on managenent server for receiving the program
5 fromthe contents server and, as long as the contents server is
authorized, transmtting the programreceived fromthe contents server to
the storage nodule built in or connected to the nobile term nal,
characterized in thatfﬂéq nmodul e in a storage unit,
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Also, according to the present invention, there is provided a
program distribution system comprising a mobile terminal having means
for transmitting a program distribution request, a storage module built in or
15 connected to the mobile terminal, and a distribution management server for
receiving the distribution request; and in the case where the program to be
distributed 1s provided by the authorized contents server, acquiring and
transmitting the program to the storage module built in or connected to the
: mobile terminal, characterized in that the storage module includes a storage
20 unit, and a control unit for receiving the information through the mobile
terminal, storing the information in the storage unit only in the case where
the information is the program received from the distribution management
server and executing the program stored in the storage unit in response to a

request.
25 With these systems, only a program supplied through the
distribution management server from an authorized contents server is

written in the storage module and therefore, the user can write a new

program in the storage module with guaranteed security.



Fig. 1 is a block diagramshow ng a configuration of a program distribution
system accEQ‘@i fWg4fo a first enbodi ment of the invention. Fig. 2 shows the
external appearance of a nobile termnal, 5 according to the sane
enbodiment. Fig. 3 is a block diagram s%w ng a configuration of the sanme
mobile termnal. Fig. 4 is a diagramshow ng a configuration of the sane
nmobile termnal and the UMbuilt in or connected toit. 10 Fig. 5is a
sequence di agram showi ng the process fromprogram distribution to
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the propesgc@rdife 1PtR5aMe dabeligmeneration in conpliance with a request
fromthe contents”server according to the same enbodinment. Fig. 11 is a

sequence di agr anFho@i i3gat blogk aiggemf shdwiny egremigratiencef \theesaper at i on

and the program delete operation in conpliance with a request fromthe

di stri but i orobmmtegeunal. server according to the same errbodl ment. Fig. 12 is
a sequence di agrgm of the U M exchanging the yersign formation ac ordi ng
to the same enboHlgrehtlS Fohograma @WUFE@ coply gélr%ltl@’é H% samfyraAbERow ng

the pr Ocestsenerﬁ%'apgnd th€ UIM built in or connected to it.

10 Fig. 5 is a sequence diagram showing the process from program
distribution to activation according to the same embodiment.

Fig. 6 1s a sequence diagram showing the program distribution
operation according to the same embodiment.

Fig. 7 is a diagram showing a display screen of the mobile terminal

15 at the time of program distribution.

Fig. 8 1s a sequence diagram showing the program activation
operation according to the same embodiment.

Fig. 9 is a sequence diagram showing the processes of the program
deactivation in compliance with a request from the contents server

"0 according to the same embodiment.

Fig. 10 is a sequence diagram showing the process of the program
delete operation in compliance with a request from the contents server
according to the same embodiment.

Fig. 11 is a sequence diagram showing the process of the program

25 deactivate operation and the program delete operation in compliance with a

request from the distribution management server according to the same

embodiment.
Fig. 12 is a sequence diagram of the UIM exchanging the version

information according to the same embodiment.



programdistribution failure due to a nenory shortage. Fig. 14 is a sequence
diagran1sﬁgﬁéhgl{%e process ending in a programdistribution failure due to
a nenory error. 5 Fig. 15 is a diagran1§homjng a display screen provided to
the user at the tinme of programdeletion. Fig. 16 is a diagramshow ng a

di splay screen provided to the user at the tinme of account settlenent for
an electronic commercial transaction. Fig. 17 is a diagramshow ng a

di spl ay screen provided to the user 10 at the tine of commobdity purchase in
male order sale

. Fi 18 is _a _diagramshow a display screen.for .setftin
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23 is a blgcerdhA@isabSthoNAGure 08t QUNBMEY &rop distribution "0

managenent” server 16A according to the same énbodinent. Fig. 24 is a
sequenge di agr anFghay i3da digemnecheswihera dégplay reareon providedisethe mker mat i on
storage unit. Figs. 25 and 2% are sequence di agranms showi ng the operation of
regi steri ngt thegimgrodrprogramtdaletdonn the user information storage unit, in
any 25 of the basic bl ocks of the UM12. Figs. 27 and 28 are sequence

di agrams showi ngFighd folset dizgnam shovagigsa display Scpeoy panyidag K1 BredSER the
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programregistergd i1y e diS8hn (h8WIRL' £%isi2) 3¢ Hrovided to the user
10 at the time of commodity purchase in male order sale.
Fig. 18 is a diagram showing a display screen for setting the
automatic program start. | |
Figs. 19 and 20 are diagrams showing a display screen at the time
of using a commutation pass.
15 Fig. 21 is a block diagram showing a configuration of a program
distribution system according to a second embodiment of the invention.
Fig. 22 1s a diagram showing a configuration of a memory in the
UIM according to the same embodiment.
Fig. 23 is a block diagram showing a configuration of a distribution
"0 management server 16A according to the same embodiment.
Fig. 24 1s a sequence diagram showing the process for registration
in a user information storage unit.
Figs. 25 and 26 are sequence diagrams showing the operation of
registering a program registered in the user information storage unit, in any
25  of the basic blocks of the UIM 12.
Figs. 27 and 28 are sequence diagrams showing the operation of
registering a program registered in the user information storage unit, in any

of the basic blocks of the UIM.

Fig. 29 1s a sequence diagram showing the operation of deleting a



Fig. 30 is 51 seﬂ(ugence di agram show ng the operation of deleting a program
regi st er ed" ¥ ¥Hé7basi ¢ bl ocks of the UM Fi g. 31 is a sequence di agram
showi ng the deactivation process for 5 the user information storage unit.
Fig. 32 is a sequence di agram show ng t deactivation process for the
basi ¢ bl ocks. BEST MODE FOR CARRYI NG OUT THE | NVENTI ON 40 Now, preferred
enbodi nents of the invention will be explained with reference to the
drawi ngs. [1] First enbodinment [1.1] Ceneral configuration of program
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18, '.0 a conter;na%, SENY 4l sk epld cﬁagﬁﬁhirs%o%"nwofﬁé aQactI\hﬁiéﬁPméﬁsede nal

11 is an informati®on processing unity fo exafl e, having co ni cation

functi gns @h@hsgsiﬂomaﬁ@ﬁlseofg@ee\m«pﬁe or a PHS (Personal Handyphone System
(registered trade nane)). Further, the nobile termnal 11 has nounted or

built therein a Bigd3sen dedmenictidiagiamn shasvimgdihiee)led@iecatpabpeootsssiarr i ng
various prograns or data. The radi o base station 13 comruni cates with the
nobi | e t er thérapsichioeks.ough a radio Iink. The switching station 14 controls
the switching operation between the nobile termnal 11 and a conmon channel
interoffice signal network 20 F0491/3147 7 constituting a wire network,
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10 Now, preferred embodiments of the invention will be explained
with reference to the drawings.
[1] First embodiment
[1.1] General configuration of program distribution system
Fig. 1 is a block diagram showing a configuration of a program
15  distribution system according to a first embodiment of the invention.
| A program distribution system 10 roughly comprises a mobile
terminal 11, a radio base station 13, a switching station 14, a network
mobile communication service control unit 15, a distnbution management
server 16, a distribution service control unit 17, an authentication server 18,
70 acontents server 19 and a public network 20.
The mobile terminal 11 1s an information processing unit, for
example, having communication functions such as a portable telephone or a
PHS (Personal Handyphone System (registered trade name)). Further, the
mobile terminal 11 has mounted or built therein a UIM (User Identification
25  Module) 12 capable of storing various programs or data.
The radio base station 13 communicates with the mobile terminal
11 through a radio link.
The switching station 14 controls the Switching operation between

the mobile terminal 11 and a common channel interoffice signal network 20



The networ k nobil e comuni cation service control unit 15 controls the
comuni caF?49ni/31d47t he case where a programis distributed to the nobile 5
termnal 11 through the public network 20. The contents server 19
distributes various contents on the one hand and distributes a program as
requested fromthe nobile terminal 11 on the other. The distribution
managenent server 16 relays and nmanages the A O distribution of a program
fromthe contents server 19 to the U M12. The distribution of a programto
the UM 12 and access to a programstored in the UM12 are carried out

al ways t hcongffituting aiveireinstwiosk, eemeemedhe cashroiber tieoughi he rmadindansst
significant feature of this enbodinent. The distribution service control
unit 17 op@ﬂ&ﬂb§34ike an interface 15 between the distribution managenent

server 16 and t public network 20 in the case vvhereoiléfr.og%am IS
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certifying, for th ene ribution nmanagenent server 1%, t hat

the contephg distritRited A poghii harbyueasd Hesmzed mbilheradnbbntsosaheer 19,
the distribution nanagenent server 16 and the authentication server 18

accor di ngothert hi s enbodi nent have the follow ng functions, respectively.
(a) According to this epbodinent, the contents éerver 19 sends a program
addressed to théhe) fasinbutign; RANKZSITBUSTIYST nbi dfeArhtalse Merages thai ch
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distribution of a program to the UIM 12 and access to a program stored in
the UIM 12 are carried out always through the distribution management
server 16. This is the most significant feature of this embodiment.
The distribution service control unit 17 operates like an interface
15 between the distnibution management server 16 and the public network 20
in the case where a program is distributed through the public network 20.
The authentication server 18 1s a device for issuing a certificate
required for program distribution to the contents server 19.  This

certificate includes a UIM public key having the function of explaining, for

~id
<

the benefit of the UIM 12, that the contents server 19 is duly authorized to
distribute a program to the UIM 12, and a distribution management server
public key having the function of certifying, for the benefit of the
distribution management server 10, that the contents server 19 is similarly
authorized. |

25 The contents server 19, the distribution management server 16 and
the authentication server 18 according to this embodiment have the
following functions, respectively.

(a) According to this embodiment, the contents server 19 sends a program -

addressed to the UIM 12, to the distribution management server 16, which



(b) The contents server 19 distributes a programto the UM12 by encrypted
comuni cat948n/3df7a public-key type with the distribution 5 managenent
server 16 as an internediary. The UM 12 of each user is equipped with a PKI
(public key infrastructure), and each M 12 has a U Mprivate key uni que
to the particular UM12. For distributing a program addressed to a given
UM12, the contents server 19 acquires a U Mpublic key paired wwth a UM
private key for the particular UM 12, 110 whereby the programis

encrypted. (c) According to this invention n an..aut hori zed contents
server 191kdArn dlisriwes ¢he prﬁj’ﬁHinfﬁdﬁsﬂeeEHBg i% t Hdeurantents 98&Vaat Hori zed
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screen, etc. "are displayed on the i splay section 21. 25 The operating

section 22/IMispavpteutkalyi upiqie apetlad iprrtibuldarobtdMoi 2. i Hout distgbranguws dat a
and di splaying nenu item screens. One of the operating buttons of the
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ST T i R B R T M ot B P RN 3R S, @
10 whereby the program is encrypted.

(c) According to this invention, only an authorized contents server 19 can
distribute a program addressed to the UIM 12. The authorized contents
server 19 is assigned a distribution management server public key. The
contents server 19, upon receipt of a distribution request from the mobile

15 terminal 11, further encrypts, by the distribution management server public
key, the program already encrypted by the UIM public key and addressed
to the UIM 12, and sends it to the distribution management server 16.
[1.2] Configuration of mobile terminal '

Fig. 2 shows the external appearance of the mobile terminal 11.

20 The mobile termunal 11 includes a display section 21 and an
operating section 22.

As shown in Fig. 2, various processing menu items, the screen
being browsed, the telephone number screen, etc. are displayed on the
display section 21. |

25 The operating section 22 has a plurality of operating buttons for
inputting various data and displaying menu item screens. One of the
operating buttons of the operating unit 22 is a UIM button 23. The UIM

button 23 is operated by the user for utilizing a program stored in the UIM -

12.



The nobile termnal 11 includes a display section 21, an operating section
22, a contFYOIHAY 31, a storage unit 32, an external equipnent 5 interface
(UF) unit 33, a conmunication unit 34, @ UMinterface (I1/F) unit 35 and an
voi ce input/output unit 36. The control “unit 31 controls the various parts
of the mobile termnal 11 based on the control data and the control program
stored in the storage wunit 32. 10 The storage unit 32 is configured of a
ROM a RAM etc., and has a plurality of storage areas including a program

storage area for_storing yvarious prograns such as a browser for accessing
an internet and KlfadalS &t Bﬁ&&e%&%@go&%\mﬁ g CORLIENGEL BBt Q% %HgoéﬁFer nal
equi pnent |/ F .unLt 33 is an interface utilized by the 15 control unit 31

and the U MTERDAL exchanging information with an external device. The
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The UMI/F unit | so outputs the output data fromthe conmuni‘cation

unit 34 or3§hgdexh @bl jm@ﬁqmmpmumj/temnit 33 to the UM12 25 without the
internedi ation of the control unit 31. Also, the output data of the UM 12

i s output directThetcwntia wit 8l mainten]sithewariaysepans of 8i3e anobile terminal
comuni cation unit 34 directly withqout the infernediation of the control

unit 31. Thé basgddm Wi cORBOl ARt apd theRANtERt prRSHID falsd 1ot 818286 nal

equi prent |/ F 33[(3) or the communication unit 34 without the internediation
F0491/ 314788 °%f the control unit 31, is in order to prevent an illegal
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plurality of storage areas including a program storage area for storing
various programs such as a browser for accessing an internet and a data
storage area for storing various data.

The external equipment I/F unit 33 is an interface utilized by the

15 control unit 31 and the UIM 12 for exchanging information with an
external device.

The communication unit 34 transmits various data including audio
and text messages to the radio base station 13 through the antenna 34A
under the control of the control umit 31 on the one hand, and receives

"0 various data sent to the mobile terminal 11 through the antenna 34 A on the
other hand.

The UIM IF unit 35 inputs/outputs data from and to the control
unit 31. The UIM I/F unit 35 also outputs the output data from the
communication unit 34 or the external equipment I/F unit 33 to the UIM 12

25  without the intermediation of the control unit 31.  Also, the output data of
the UIM 12 is output directly to the external equipment I/F unit 33 or the
communication unit 34 directly without the intermediation of the control

unit 31.  The reason why the data are input/output from and to the external

equipment I/F 33 or the comrmunication unit 34 without the intermediation



and thus to maintain security. [1.3] Configuration of UM5 Fig. 4 shows a
confi gurat FiP16¥19he UM 12. 'In Fig. 4, a part of the conponent elenents of
the nobile termnal 11 are shown toget h(fp with the conmponent el enments of
the UM12 to clarify the relation with"the nobile termnal 11. As shown in
Fig. 4, the UM12 includes a nenory 12M which in turn, roughly, has a
system area 12A and an application area 10 12B. The system area 12A has
stored therein personal information data wunique to each user such as

cal T i ot 0r0) IRRTGSHIHGRL WHE ddi 35 T PEGEHA PR bW Alote CBa% 6 4t QeI
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di vi ded i ni?gﬁecgﬁggﬁ}l%@q gféﬂﬁl c blocks- In the case shown in Fig. 4, the

applicatio a I'vided into six basic blocks 40-1 to 40-6. The
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42. The program ar®a 41 of each basic bl ock 40-k has stored” therein a

program ( arh@pphip@tdnerelemeats ephemobilé terdatnal drieared¢h®inaagbthdrasith bl ock
40-k, on the other hand, has stored therein the data used at the 25 tine of
executing the quroponenti slarhentsr ofyrthen Wik 141 tof ckandysthee rekegion withcthes0- k.

The basic bl ocks 40-1 to 40-6 are independent_ of . _each other, and are
basi cal | y é’@ﬁbﬁéﬁé@’éﬂlﬂahua]tl- tha%ﬂwréaBi 8- & thﬁ&ﬁkfﬁﬂ@tlf@ﬁéfi@dailﬁemy

program ar 1 of. a.given basi | ock 40-j cann access the. data area 42
P91 3147 12M. sighif et s30EbFy Mg st S P2 AR st Sich, &

confi at il?@ the security of each programis maintained. Even in the case
wher e dat a '

The system area 12A has stored therein personal information data
unique to each user such as subscriber number data, outgoing call history
information data, incoming call history information data, speech time
information data and a UIM private key. The mobile terrmnal 11

15 communicates with other communication units using the subscriber number
data 1n the system area 12A as a calling line 1dentity.

The application area 12B is for storing the program distributed and
the data used at the time of execution of the program, and divided into a
plurality of basic blocks. In the case shown in Fig. 4, the application area

70  12B is divided into six basic blocks 40-1 to 40-6.

The basic blocks 40-1 to 40-6 each include a program area 41 and a
data area 42. The program area 41 of each basic block 40-k has stored
therein a program (an application or an applet). The data area 42 of each
basic block 40-k, on the other hand, has stored therein the data used at the

25 tme of executing the program in the program area 41 of the same basic
block 40-k.

The basic blocks 40-1 to 40-6 are independent of each other, and

are basically so managed that the application or the applet stored in the

program area 41 of a given basic block 40-] cannot access the data area 42



having a nonetary value (what is called "a value") are recorded in the data
area 42 of F94%1i/3/éﬁ basi ¢ bl ock 40-j, therefore, the particular data is never
5 rewitten, intentionally or incidentally, by a programstored in another
basic block 40-k (* j). The appli cati odlor the appl et constituting a
program stored in the programarea 41, on the other hand, cannot be
distributed or deleted wthout the internediary of the distribution
managenent server 16. The 10 data area 42, however, can be operated directly

t hrough the distribution managenment server 16 or a |local termnal as in the
case where th@OtEPTébﬂfﬁl&nbl@Cﬂfo‘?f@ mfit downEha gEeployang éhlSAWﬁEHF@th@F:, tsttffhe

application are ﬁ has a storage area _ for an activation flag. ndi 8a I ng
Ahet her théeﬁ\"ﬁg¥b Fach (Ogr aﬁnla@éﬁa%d?f Elen "B i ccases Widtec SBlarcrs
40-1 40-6 ¢ T it 301
40,3, L0 038R0 AR RERRY BTk i FARBOAL OBl ke 3coied IR EY
or resetling.sho aebl ¥RkhOadit AlocL AL RARAAR. the FATHCHRE! daddl RO

g esl € 'S C [

executing a programi® a gna OCK, response to a fequest

gi ven tRrougly i, TRt iraty b Alciddnialy. yggﬁggérgdﬂaﬁ%t&tadqnp&ﬁﬁhaﬁbgﬁg ypt ed

by the U M public’key from I stri enent server 16,

control unimoé}}@d,ge}@(;tptﬁ_ the programusing the U Mprivate key in the
systemarea 12 and wites it in a basic block. Also, the control unit 30
can execute the dilegapphicatiomer thesapplel aginstitatingea progess, stobed iinf hemat i on

required by the program.in 25 execution is acquired fromthe_ other party of
the conmunilBEIBA #gat Hd, GretWsr RIRT hase ttannebeoflistibuRbi 0% Gedetednal 11

hrough the | . d_by. t,he nobi | e. inal 11. Th it 30
can al S0 oQHADSHethe, HEETDERTAYr o it St Ebiosh TP ARG 87 Vo 1 o BE
T2t hr bgn e B e TEWERE S SR 1GrtIgrLS T ShrGheh erBigtiBalite™ M
exchange i Maf{Rih@Rt Weilerexerdrah UsadICesrmind onghint hRehaasiay Bef&S@er ces

of the nobile termnal 11 without the
electronic money is downloaded from an ATM.

Further, the application area 12 has a storage area for an activation

flag indicating whether the program in the program area 41 of each of the
15  basic blocks 40-1 to 40-6 can be executed or not.

The control unit 30 i1s a means for writing a program for the basic
block of the application area 12B, setting or resetting the activation flag
corresponding to each basic block or executing a program in a designated
basic block, in response to a request given through the mobile terminal 11.

20 Upon amval of a program encrypted by the UIM public key from the
distribution management server 16, the control unit 30 decrypts the
program using the UIM private key in the system area 12 and writes it in a
basic block. Also, the control unit 30 can execute the program in the
basic block. In the process, the information required by the program in

25  execution is acquired from the other party of the communication in the
network or from the user of the mobile terminal 11 through the browser
executed by the mobile terminal 11. The control unit 30 can also send the
result of program execution to the other party of communication in the

network or send it to the user of the mobile terminal 11 through the browser.



internediary of the browser in accordance with the programin the basic

bl ock. An é?ﬂp@bwof a program avail able for this purpose is an 5
application program for causing the nobi be termnal 11 to function as a
comut ati on pass. In executing this proé am the control unit 30 can
exchange the pass information with the card reader/witer at the gates of a
rail way station utilizing a short-range radio unit (not shown) connected to
t he external equipnment I/F of the nobile term nal 30. The programfor the 10
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operation ﬁPgCECt ?ﬁg}&?ﬁlﬁt %'i'o‘énpg@%ﬁrﬂ- availhBRS &oseihies BLOCRSSES are

roughly configure ep of tributing an i nactive program (appl et)
as a mefsor yopiddtien Bfbdrant fer Walkihe ane mobilenridinkh 11he Yulctidn(gtep Si),
and an activation step for activating the programwitten (step S2).
[1.4.1] |sseenwiutateon i passat dnt exeliwing bhis grograragehentoseolamiFiy) &iris a
sequence di agram showi ng the process of distributing a programand witing
it in the xehange Ake gresnnfornmtion svith ee casd seadeswiryar irbihe gales of &

issues a certificate to the contents server,19 per 'ttsﬁg tcs distribute the
progr am addAE¥GYISEHONNRIMENZ 2 S@%Eﬁ%ﬁlﬁdwﬂ’l@t iSHOPA e CPRNEEEH t o

cnable. e JEARALR) BAHSheACHFS PiaRlB e A Tt Ryhs ©
encrypl T on CConin LLF0TR A Ing SprioBs eesi FRTIRRE RN Gt uting
server pri bt exkeytientnd cormtol dlitheoprogram in the application area is stored in
the system area 12A.
[1.4] Operation of first embodiment
Now, the operation of the first embodiment will be explained taking
15 'the distribution of the commutation pass applet as an example.
Fig. 5 1s a sequence diagram showing the process of program
distribution, write operation and activation.
As shown in Fig. 5, these series of processes are roughly configured
! of the step of distributing an inactive program (applet) as a memory module
20  to the UIM 12 and wnting it in the UIM 12 (step S1), and an activation step
for activating the program written (step S2).
[1.4.1] Issue of certificate to distribution management server
Fig. 6 1s a sequence diagram showing the process of distributing a
program and writing 1t in the UIM 12. As shown in Fig. 6, the
25 authentication server 18 issues a certificate to the contents server 19
permitted to distnbute the program addressed to the UIM 12 (step S11).
The certificate is issued to enable the contents server 19 and the
distribution management server 16 to perform the encryption

communication based on the public key encryption method. Specifically,



nanagenen%‘%ﬁryg{ public key, constituting a pair, are generated. The

di stri but 8 ﬁhhggenent server private key is stored in the distribution 5
managenent server 16, while the distri %tion managenent server public key
is transmtted fromthe authentication Server 18 to the contents server 19
as a certificate identifying a person permtted to distribute a program
The contents server 19, upon receipt of the distribution managenent server
public key, stores it in preparation for programdistribution. 110 [1.4.2]

execute ¢ B B RaraboTbl B AT kabEn GRHAGHCRUER ity pdonid bl
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(applet) distribution request fromthe nobille term nal 11 through the

net wor X' t enimezernohentsverseby svhild thy dipeimitiog mbaagmreat isegveeqiuldic 22 of
the mobile termnal 11 20 (step S12). [1.4.3] Certificate issue request to
U M The cdetyeist sasemitéed Toymuthenautbentipation serdestSi tautheonon@guesseryeom t he
nmobil e termnal 11, sends a certificate issue ,reagest .to the authentication

server 18 10saep canificathildentfyingi @ REESOR PPENHNEGU IEAPHINE PEOZHN.
oo 0L aRRCLLUERg d R Mot el e Lk et maslthy e
conduct,{BenSRckuPl AR SORTALSAL 88 OF Pt hetiagmy v 1 (e UM L2
gg48?$%hz;¥%%2}Kpgﬁaﬁﬂgﬁggyﬁg$h§$§%§gﬁgr:?gdtrﬁ ;%s;gggli;ngeghgab{ﬁﬁprivate
key is stored ilihet heerlbdh T2use thel\cantm] wiit 134 tdneebeMeiotrm beokayeriandst or ed
'n the thus can access the home page of the contents provider by operating the
operating section 22 of the mobile terminal 11. As a result of this access,
a distribution menu screen D! indicating the program distribution
15 performed by the contents server 19 of the contents provider 1s displayed,
as shown in Fig. 7, on the display section 21 of the mobile terminal 11.
Under this condition, the user transmits a program (applet) distribution
request from the mobile terminal 11 through the network to the contents
x; server 19 by operating the operating section 22 of the mobile terminal 11
20 (step S12).
{1.4.3] Certificate issue request to UIM
The contents server 19, upon receipt of a distribution request from
the mobile terminal 11, sends a certificate issue request to the
authentication server 18 (step S$12). This certificate issue request contains
25 the information for specifying the UIM 12 of the mobile terminal 11. | The
certificate 1ssue 1s requested in order to enable the contents server 19 to
conduct the encryption communication of public key type with the UIM 12.
More specifically, in order to make possible the encryption communication

of public key type, the UIM private key and the UIM public key paired



authentic%ﬁiin server 18 in advance. In step S12, the U M public key stored
in the autNéAt3thtion server 18 is requested as a certificate of a 5 person
permtted to distribute a progran1addrﬁ] ed to the UM12. [1.4.4] |ssue of
certificate and distribution of progra ith certificate to U M The

aut henti cati on server 18, upon receipt of a certificate issue request from
the contents server 19, issues to the contents server 19 a UM 110 public
key as a certificate corresponding to the UM 12 specified by the

b oor am ﬁiwiaﬁ?fﬁ% fé?&%??a%%t%%taﬁf’atfé?% afNeBeEam e LIRAIST alS U [natoredkey
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server 18 i'n advance. e program obt ai ne i's encryption can

consi degr egae'#scﬁ*i g@fm‘et@@t@@mﬂ@m@é hagbetarnneidreosdibtdtiee TEM il cate showing a
l egitimate person authorized to acceSs the UM 12 and a certificate show ng

a | egitingtlet 4pdsson odutdroificaeel and disstibuticheof programanwithr oegifiche to

di stribution nanagenent server 16. [1.4.5] Programdistribution 25 The
contents déMer 19 distributes the program obtained by the aforenentioned
two encryption Z[g_lssi ons, to the di strilguti on nmanagene seryer 16 through

the network (st ESng.eﬁ%%?Qﬁ%t$¥Yﬁﬁi n YROTaGEREHRT € hbé@“i CaEEH§%H% t he

cne P o0 RS QR ATl LU LEAMIS SRR SRTSR, Sk 30

ggcgg%’g: gg;ollfb‘}'ﬁﬁt@ﬂ;sa}ss hNGertiPlaes 2nRRponaies tdnthe BIM he thatipidd by kgy can
particular issue request (step S14).

The contents server 19 encrypts the program of which distribution
1s requested, by use of the UIM public key corresponding to the UIM 12.
The program obtained by the encryption is considered a program with a

15  certificate for a legitimate person authorized to access the UIM 12.

Then, the program encrypted by the UIM public key is further
encrypted by the contents server 19 using the distribution management
server public key received from the authentication server 18 in advance.
The program obtained by this encryption can be considered a program

20  having attached thereto both a certificate showing a legitimate person
authorized to access the UIM 12 and a certificate showing a legitimate
person authorized to distribute a program through the distribution
management server 16.

[1.4.5] Program distribution

25 The contents server 19 distributes the program obtained by the
aforementioned two encryption sessions, to the distribution management
server 16 through the network (sfep S15).

The distribution management server 16 decrypts the encrypted

program distributed from the contents server 19, using the distribution



case, the 8¥%t§P S server 19 can be considered a legitimte person
authorizeg tribute a program addressed to the UM12. The 5

di stribution managenent server 16 transggats the data on the screen D2 shown
in Fig. 7 to the nobile term nal 11, and causes the data to be displayed on
the display section 21. This screen D2 is for making an inquiry at the user
as to whether the programcan be distributed or not. [1.4.6] Witing in UM
110 After the user confirms the screen D2 and perforns the operation

tlzt ?ggﬂ?ﬁﬁﬁﬁ%b@%ﬁﬁ%ﬂ%ﬁvﬁ K8 " ke i R b RER TR nthter ver
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is delivered’as It 1s e control unit 30 of the U M12 thro
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the UM12 with the comuni catlon finction. This operation by the nobile

term nil Histgibatant eesnddeneric yeever~06t transmi ss then daoa aowl thbesseear ®Write
operation into the UM12. If the distribution managenent server 16 is to
send a pregoam tio Fre 7Uavthe inobilee tefoinsdeht i enddcansasethe idatastmebessary

for the di strl bution _managenent servE 12Ft0 estableﬂ)sh a link th the UM
12. Thi s idasplaved erdberdspiate sgelansiti ol F §958CR Pphofel MAKEIS AN t he

mobi | e term na 12 _connected,thereto or, built therein.
" ine commulifyating SR fo Wbt e pfGRAGT bER DL FRE Sulhatibal, &

di stributi e nobile termnal 11 to the contents server 19,
the tel ep 8%66E%§b06 q?11I{e/lhrmb| le terminal | | is caused to be transmtted

to thg)contents /ey gie LderoalirfRntife sbicent BI2epR@NRrliofBetheoo aemon
F0491/ 3147 16 distribution managenent server 16. I'n this way,

di st ri but tlooughatitegeperatimgesesion @ 2cfor perexEng themmnigremnt drs‘rnﬂnazltiolﬂ, asi ng
the notice to permit distribution is sent to the distribution management server
16. The distribution management server 16, upon receipt of the notice,
distributes to the UIM 12 the program obtained by decryption, i.e. the
15 program encrypted by the UIM public key (step S16).

This encrypted program is delivered as it is to the control unit 30 of
the UIM 12 through the mobile terrmnal 11. Specifically, the mobile
terminal 11 simply provides the UIM 12 with the communication function.

i This operation by the mobile terminal 11 guarantees the secure
20  transmission to and the secure write operation into the UIM 12.

If the distribution management server 16 is to send a program to the
UIM 12 in the aforementioned manner, it 1s necessary for the distribution
management server 16 to establish a link with the UIM 12. This in tum
requires the acquisition of the telephone number of the mobile terminal 11

25  with the UIM 12 connected thereto or built therein.

In one conceivable method to achieve this, at the time of issuing a
distribution request from the mobile terminat 11 to the contents server 19,
the telephone number of the mobile terminal 11 1s caused to be transmitted

to the contents server 19 which sends this telephone number to the



telephoneﬁp%gﬁggnsent toit, and thus can distribute the program addressed
to the Ul . Anot her avail able nmethod is described bel ow. Specifically,
in advance of issuing a distribution rgguest fromthe nobile termnal 11 to
the contents server 19, an identifier 1s determ ned between the nobile
termnal 11 and the distribution managenent server 16 in place of the

t el ephone nunber of the nobile termnal 11, so that the distribution
managenent , 10 server 16 stores the tel ephone nunber and the identifier as

| nf or mat | of\. oL SO L oneachyet Nk The Ml | er midaliddisands a

distributio request comtaining the identifier to t n entls server 19,

which in thiha@dBaasklBe 16CakAT helessOife PROBIRMAAMMACIY R ihbE (RE OgT am

to the distridbution nmanageient server 16. di stribution managgnent

server 15 df ool minper shar teliepiongnnusketdiefibibe tiobrdgramsraddiessdd from
the identifier, and based on this tel ephone nunber, calls the nobile

term nal %@& thaindiMi B2.ri butes the program addressed to the U M 12. This
met hod has the advantage that the need is elimnated of notifying the
t el ephbne nunberAnother havabihlee metheidnas desctibetdhdetwnt en$pecaéroadly, 1in ro

The control_ unit 30 of the UM 12, upon refei pt. of a ,E)r ogram _encrypted by
the U M p@siveacRé| 1pfilingea gisiibpligadeassirape e mpy fymrgmntaﬂ]dlpmgh@m

i o decr ypeRos areet 10 oandgeattir s dEiRhed BsfkesudnRiohe #5hinsl .,
ip the ori'g: ApetheSAEBL G, MRl et R eF P08 AL gt ™

program t g, ifiee Uy d. ridhisiidMrhena 1 eSot HRt PhegaRMiBREBh Athibement
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response corresponding to each other. The mobile terminal 11 s 1stribution
request containing the identifier to the comtents server 19, which 1n tum
attaches the identifier to a program when sending the program to the
distribution management server 16. The distribution management server

15 16 determines the telephone number of the mobile terminal 11 from the
identifier, and based on this telephone number, calls the mobile terminal 11
and distributes the program addressed to the UIM 12. This method has
the advantage that the need is eliminated of notifying the telephone number
of the mobile terminal 11 to the contents server 19.

20 The control unit 30 of the UIM 12, upon receipt of a program
encrypted by the UIM public key in the manner described above, decrypts
the program using a UIM private key paired with the particular UIM public
key. Once this decryption ends in success, a program is obtained in the
form of an ordinary text not encrypted. In this case, the contents server 19

25 making up the ornigin is considered a person duly authorized to distribute a
program to the UIM 12. The UIM 12 writes the program obtained by

decryption, in the appropriate one of the basic blocks 40-1 to 40-6 of the

mMemory.

During this write operation, the screen D3 shown in Fig. 7 is



At the end_of the programwite operation, the control unit 30 of the UM
12 transm f@‘lgd/%ﬂﬂ“?te conpletion notice to the distribution mnagenent 5
server 16 together with the information. specifying the basic bl ock having
the particular programwitten therein (@tep S 17). In the process, the
screen D4 indicating that the wite operation is conplete (the registration
is over) is displayed, as shown in Fig. 7, on the display section 21 of the
nobile termnal 11. After that, the screen is 10 again turned to D by the

er oper at,.on. 4. Di st.,ributio onmpl eti on notice The distribution
lrJr:mageIron::nt dl%%ﬁ@lé%‘,%bﬁﬁg% IPQ@QFB?P%;HBQ ];]r'ggr arnI Wi teI conpl et i Iofl nlot iucle from
the UM 12,,r.eei st ers t i.nformation specifying the witten programin a
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di striblyiti ganelr B isabeawvithtbetifoldhMida, spdcafyifigithe sdae ddopkde@siag
agai nst the contents  provider of the contents server 19 from which t he

program i s thi partidulaeprogrine wiitremgheateis (stepi$Y/ X he charge process is not
limted to this, but may be coincident with the timng of activation
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[1.4.8] Distribution completion notice

The distribution management server, upon receipt of a program

write completion notice from the UIM 12, registers the information

specifying the written program in a data base as information corresponding

15 to the information indicating the basic block of the UIM 12 in which the
particular program is written.

By accessing to the data base, the distribution management server
16 can easily grasp the program stored in each of all the basic blocks 40-1
i to 40-6 of the UIM 12. _

20 The distribution management server 16, upon distribution of a
program into the UIM 12, starts the charge process against the contents
provider of the contents server 19 from which the program is distributed.

The timing of starting the charge process 1s not limited to this, but may be
coincident with the timing of activation described later.

25 The contents provider are charged against the following items.

(a) Rental charge for basic blocks in UIM 12
Upon distribution of a program from the contents server 19 to the
UIM 12, the particular program 1s stored in one of the basic blocks 40-1 to

40-6 in the UIM 12. The particular basic block can be considered to be



period during which the programis stored in the basic block is nade
agai nst t hEOZUME Kt s provider as a rental charge. 5 (b) Transaction fee The
programtransmtted fromthe contents s? ver 19 is distributed to the UM
12 through the process in the distributi"6n managenent server 16. A
consideration for the process perforned by the distribution mnagenent
server 16 is charged against the contents provider as a 10 transaction fee.
The user of the UM 12 receives the service in terns of the distribution of
contents serve
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contents praca,\éhqﬁrethg?:é{lgél}g%ﬁrgvfd@ dactQthingharbee. 20 Upon conpl ete program

di stributiofT, t on managenent sefver 16 notifies the contents
server 39 ((BY dpafsaton fek 4. 9] Activation The programdistributed to the UM
12 and stored in the basic block cannot be executed by the user before
activation. 25 Th&hesprograhytmeskiiited frém tthestoritbntd servientl i s distripetad t t ed
to execute the programdistributed to hi in order to enable the contents
provi der t csOdbﬁtﬁngﬂRethpa@ghathﬁdm@a@s dihr%@ HSthRRRON THBNZZEGHT SERVETs
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10 transaction fee.

The user of the UIM 12 receives the service in terms of the
distribution of a program from the contents server 19, and therefore is
required to pay the charge in consideration of the service. The
distribution management server 16 may collect the service charge from the

15  user on behalf of the contents provider together with the communication
charge for the user, and delivers the collected service charge to the contents
provider in the character of what might be called a ”factor”. In this case,
the charge made against the contents provider may contain the factoring
fee.

20 Upon complete program distribution, the distribution managernent
server 16 notifies the contents server 19 (step S18).

[1.4.91 Activation

The program distributed to the UIM 12 and stored 1n the basic block
cannot be executed by the user before activation.

25 The user only receives the distribution but is not permitted to
execute the program distributed to him, in order to enable the contents
provider to control the program execution start time.

The activation is effectively utilized, for example, in the case where

the time to start the use of a newly marketed game program Is determined.



ot her, thereby making it possible to reduce the |oad on the contents server
19. 5 Anotﬁ%%é?xiéﬁrpl e is a case in which the programfor using the nobile
termnal 11 as a conmutation pass is distributed to the UM12. In this
case, the activation is utilized to make”t he program executable fromthe
first date of the termof validity of the commutati on pass. The operation
for activation will be explained belowwith reference 10 to Fig. 8.
[1.4.9.1] Activation request to distribution managenent server Wenever the,

activation_becones_necessary for, a given program the contents_server 19
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alternati v$ identifier) of the particular user. [1.4.9.2] Activation request
to UM-~0 I%)'e di stribution managenent server 16, upon receipt of an

activatgon r eque%not%%ﬁ "BoarAfleasd iavghi;@rinr QORI the rﬁrggré%h!vfé? ﬂ&ng heherobi | e

termnal 11 (step S2 ready described, the i mati on specTfying

the writtemdhidgtaihingl 180issi esethimatidrepaat 8 dRagbefedt toethei YIM DAt i dn
managenent server 16 as information corresponding to the information 25

i ndi cat i ngthisecadsasthe ddtocdtiarf 13 welikbdtd nike tid phogitaen pregutanlé drowm theen.
The distribution nmapnagenent server 16, upon receipt of the activation .
request, r&Fsl@atedtihe e olcvaladity of she gommmbatien Passnes the UM 12 to

whi ch the programto be actiyated. is distributed and,the basic bl.ock in
Whi ch  he pr ogr alHEORFTAEOBHOF 4 OigE oL e EPIREES B WGP et
F0491/;1%)’L47t3%-0ig| a plurality of UM 12 is activated, as many activation
processes as tReS U Ms 12 are performed. Each nobile termnal 11 in which

the [1.4.9.1] Activation request to distribution management server

Whenever the. activation becomes necessary for a given program,
the contents server 19 sends an activation request to the distribution
management server 16 (step S21). This activation request contains the
15 information specifying a program to be activated. Also, in the case where
only the program stored in the UIM 12 of a specific user is activated, the
activation request contains the identifier (the telephone number of the

mobile terminal 11 or an alternative identifier) of the particular user.

[1.4.9.2] Activation request to UIM

70 The distribution management server 16, upon receipt of an
activation request, 1ssues an activation request to the UIM 12 of the mobile
terminal 11 (step S22). As already described, the information specifying
the written program 1s registered in the data base of the distribution
management server 16 as mnformation corresponding to the information
25 indicating the basic block of the UIM 12 in which the program is written.
The distribution management server 16, upon receipt of the activation
request, refers to the particular data base and determines the UIM 12 to
which the program to be activated 1s distributed and the basic block in

which the program is written. In the case where the same program stored



corresponding UM12 is nounted or built is accessed, and an activation
request isFQg‘—?ﬂtﬁ}cﬁ the UM 12. The activation request sent to each mobile 5
termnal 11 contains the information speéé)i fying the basic bl ock having
stored therein the programto be activated. This activation request, when
received by the nobile termnal 11, is directly sent to the UM 12. The
control unit 30 of the UM 12 executes the activation in accordance with
the activation request. Specifically, the 10 UM 12 sets the activation flag
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noti ce The stbreidrthetdindheproggenentbesactyeiteds, upon recei pt of the
activation conpletion notice fromthe UM 12, determ nes the basic block 25
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specified by the activation request. The control unit 30 of the UIM 12
responds to a request, 1f any, to execute the program stored in the basic
block with the activation flag turned ”1”. A request, if any, to execute the
program in the basic block with the activation flag 70", however, is
15  rejected.
[1.4.9.3] Activation end response
The UIM 12, upon complete program activation, transmits an
activation end notice to the distribution management server 16 (step S23).
This notice contains the information specifying the program of which the
70 activation i1s ended, or more specifically, the information specifying the
basic block storing the particular program.
[1.4.9.4] Activation completion notice
The distribution management server 16, upon receipt of the
activation completion notice from the UIM 12, determines the basic block
25  of the UIM 12 in which the completely activated program is stored. The
information to the effect that the activation 1s completed 1s registered in the
storage area in the data base prepared for the particular basic block.
As the result of this registration, the distribution management server -

16 can grasp, by accessing the data base, whether each program in the basic



whi ch the programof which the activation is requested are distributed, the
distributi%ﬂ4 %Hﬁbnent server 16 notifies the contents server 19 that the 5
program activation is conplete (step S24),. This notice contains the

i nformation specifying the progranlthat*ﬂas been activated. [1.4.10]
Deactivation The programdistributed to the UM 12 and activated nmay require
deactivation. This requirenent occurs, for exanple, in a case where a 10
program for the nobile termnal 11 to function as a credit card is stored in
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required to deactivate a program distributed to a UM 12, sends a

deact i vat i onforegatésd specifimgdhstprioguanothat hasdpemeautnateder 16 speci fying
the particular UM12 and the programto be deactivated (step S31). 25
[1.4.10.2] [Debd®] Reactnatieguest to U M The distribution management server

16, upon receipt Qf this deactivation req ,,.accesses the data base and
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the UIM 12, and the user has lost the particular UIM 12. In such a case,
the deactivation is started in response to the request from the user informed
of the loss. Other examples include a case in which the user that has
received a service has failed to pay the service charge before the due date.
15 1In such a case, at the request of the contents provider providing such a
service, the deactivation of the program for receiving the particular service
can be started.
The deactivation process will be explained below with reference to
Fg. 5.
20 [1.4.10.1] Deactivation request to distribution management server
The contents server 19, whenever required to deactivate a program
distributed to a UIM 12, sends a deactivation request to the distribution
management server 16 specifying the particular UIM 12 and the program to
be deactivated (step S31).
25 [1.4.10.2] Deactivation request to UIM
The distribution management server 16, upon receipt of this
deactivation request, accesses the data base and determines that basic block
in the UIM 12 specified by the deactivation request which stores the

program to be deactivated. Then, the distribution management server 16



request co%ﬁg@i ns. the information specifying the basic block storing the
programto 1§44t i vated. 5 The deactivation request is sent to the UM12

through the nobile termnal 11. The act).ation flag prepared for the basic
bl ock specified by the deactivation recL}pgest is reset from"1" to "0" by the
UM12. After that, the execution of the programin this particular basic
bl ock is prohibited. [1.4.10.3] Deactivation end response 10 The U M 12,
upon term nation of the program deactivation, notifies the distribution
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deactivation (step S34). [1.4.11] Deletion (only when desired by user) 25 A
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the distribution management server 16 (step S33). This notice contains
the information specifying the program which has been deactivated, or
specifically, the information specifying the basic block storing the program.
{1.4.10.4] Deactivation completion notice
15 The distribution management server 16, upon receipt of a program
deactivation end notice from the UIM 12, determines, based on the notice,
the basic block of the UIM 12 storing the program of which the
deactivation has been completed. The information to the effect that the
deactivation 1s complete is registered in the storage area of the data base
70 prepared for the particular basic block.
Upon registration of completion of the deactivation, the distribution
management server 16 notifies the contents server 19 of the completion of
the deactivation (step S34).
[1.4.11] Deletion (only when desired by user)
25 A deactivated program wastefully occupies a memory area in the
UIM 12. It 1s desirable for both the user and the contents provider to
delete such an unnecessary program. The deletion of the program,
however, cannot be left to the user. If the user arbitrarily deletes the

program in the UIM 12, the rent charging process for the UIM would



According to this enbodi nent, therefore, whenever the user desires to
delete a er@dlc”Hﬁ}lﬂ he programis del eted under the control of the 5

di stribution managenent server 16. A delgtion, based on a reason on the side
of the contents provider, is basically“ot permtted due to the resulting
conplication of the charging process. The operation of deleting a program
in response to the desire of the 10 user will be explained below wth
reference to Figs. 10 and 15. [1.4.11.1] Program del etion request The user
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can be carried out Is ay section 20 21 of the nobile

term naf 1idjsashstheymdnageitent ¥erveihps.user perforns the operation permtting
the deletion. The nobile termnal 11 transmts a program (applet) deletion

request to the chdedstion,dmsedronld redsarugh thheideoiwhé contays pAayidernis
request contains. the information specifying the programto_be deleted. 25
Wth the trhasiealbsinoh psrrattpd oduerio dBEctasSEHINg (gsplicatignr ek therharging
indicating that the deletion is going on, is displayed as show in Fig. 15
on the di FP&SSection 21 of the nobile termnal 11. [1.4.11.2]

0. “upon rocel pt o SPRNGPLAL HeleuB AT RRRNETD AShYESe KiTmE IR ER o

deacti ygt i qfyel QAYESE ek@lgﬁﬁ%}ﬁ%ﬁ%ﬁi\ﬁ%ir@fér@ﬁ?é‘ﬁﬁ@ﬁﬁé%&. BeRnar|slé (step S42).

Thi s deactivation requ s the info speci fying the

[1.4.11.1] Program deletion request

The user accesses a predeterrmined home page of the contents
provider by operating the operating section 22 of the mobile terminal 11.
A distribution menu screen D11 shown in Fig. 15 is displayed on the

15  display screen of the display section 21 of the mobile terminal 11. This
distribution menu screen D11 is provided by the contents server 19 of the
contenté provider distributing the program. When the user selects a menu
item meaning the deletion of a program, a screen D12 asking the user
whether the deletion can be carried out is displayed on the display section

20 21 of the mobile terminal 11, as shown in Fig. 15.

The user performs the operation permitting the deletion. The
mobile terminal 11 transmits a program (applet) deletion request to the
contents server 19 through the network (step S41). This request contains
the information specifying the program to be deleted.

25 With the transmission of a program deletion request, a screen D13
indicating that the deletion is going on, is displayed as shown in Fig. 15 on
the display section 21 of the mobile terminal 11.

[1.4.11.2] Deactivation request to distribution management server

The contents server 19, upon receipt of a program deletion reguest,



mobile termnal 11 of the user requesting the programdeletion and the

i nf or mat i oA%4PpEei4¥ying the programto be deleted. 5 [1.4.11.3] Deactivation
request to U M The distribution manage t server 16, upon receipt of a
deactivation request, accesses the datalbiase and determ nes a basic bl ock
storing the programto be deleted. Then, the distribution nmanagenent server
16 sends a deactivation request containing the information 10 specifying the
particul ar basic block to the nobile terminal 11 of the user requesting the
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t he information specifyin storing the program deactivated.
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deacti vati
10 specifying the particular basic block to the mobile terminal 11 of the user

requesting the program deletion (step S43).

This deactivation request is sent to the UIM 12 through the mobile
terminal 11. The UIM 12resets, from ”1” to ”0” the activation flag
prepared for the basic block specified by the deactivation request. After

15 .that, the execution of the program in the particular basic block 1is
prohibited.
[1.4.11.4] Deactivation end response

The UIM 12, at the end of the program deactivation, transmits a

deactivation end notice to the distribution management server 16 (step S44).
20  This notice contains the information specifying the basic block storing the

program deactivated.

[1.4.11.5] Deactivation end notice

| The distribution management server 16, upon receipt of the

program deactivation end notice from the UIM 12, registers the information
25 to the effect that the deactivation 1s complete, 1n the area of the data base

corresponding - 1o the basic block of the UIM 12 specified by the

deactivation end notice.

The distnibution management server 16 sends a program

deactivation end notice to the contents server 19 (step S45).



for the programto be deleted, fromthe distribution nmanagenent server 16,
requests t Fe*H344%i but i on managenent server 16 to delete the particular 5
program (step S51). [1.4.11.7] Deleti on,request to UM The distribution
managenment server 16, upon receipt of the programdeletion request, sends a
program del etion request to the UM12 of the user who requests the program
del etion (step S52). This program 10 del eti on request contains the

i nformation specifying the basic block storing the programto be del eted.
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term nal 1?§f1. 4.11.9] Deletion conpletion notice The distribution

managenent [$&r.VEf7] IBeletipareqeesti ot UM t he del etion 25 end notice fromthe
UM12, registers the information to the effect that the program has been
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10 deletion request contains the information specifying the basic block storing
the program to be deleted.

The program deletion request 1s sent to the UIM 12 through the
mobile terminal 11. The UIM 12 deletes the program in the basic block
specified by the program deletion request.

15 [1.4.11.8] Deletion end response

The UIM 12, at the end of the program deletion, transmits a
deletion end notice indicating the program deletion to the distribution
management server 16 (step S53). This deletion end notice contains the
information specifying the basic block from which the program is deleted

70  and the program deleted. At the same time, a screen D14 indicating the
end of deletion is displayed, as shown in Fig. 15, on the display section 21
of the mobile terminal 11.
{1.4.11.9] Deletion completion notice
The distribution management server 16, upon receipt of the deletion
25 end notice from the UIM 12, registers the information to the effect that the
program has been deleted in the storage area in the data base corresponding
to the combination of the user requesting the deletion and the program
deleted.

Then, the distribution management server 16 sends to the contents



has been nmade for the program del eted, the distribution managenent server
ceases to ¢hétlgel4/he contents provider thereafter. 5 [1.4.12] Deletion (only
when desired by distribution managenent server) According to this

enbodi ment, a program nmay be del eted by?cﬁher than the intention of the
user. An exanple is the expiry of a predeterm ned termduring which a
program can be used. The operation for deleting a programunder the gui dance
of the 10 distribution managenent server in such a case will be described
below wth reference to Fig. 11. [1.4.12. 1] Deactivation request to UMIf
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[1.4.12.1] Deactivation request to UIM
If the usable term of a program has expired and the program 1s
required to be deleted, the distnbution management server 16, by accessing
15 the data base, determines all the UIMs 12 to which the program to be
deleted has been distributed and the basic blocks storing the program to be
deleted 1n each of the UIMs 12, and sends a deactivation request to each of
the UlMs 12 (step S61). Each deactivation request contains the
information specifying the basic block storing the program to be deleted.
20 The deactivation request 1s sent to each UIM 12 through the mobile
terminal 11. The UIM 12 resets, from ”1” to 707, the activation flag
corresponding to the basic block specified by the deactivation request.
After that, the execution of the program in the particular basic block is
prohibited.
25  [1.4.12.2] Deactivation end response
- At the end of the deactivation, the UIM 12 transmits a deactivation
end notice to the distribution management server 16 (step S62).

[1.4.12.3] Deactivation completion notice

The distribution management server 16, upon receipt of the



t he deactiiéta' f i_n the storage area of the data base forned for the
particul ar g%‘g Yh 5 The distribution managenent server 16 sends a program
deactivation conpletion notice to the cggtents server 19 (step S63).
[1.4.12.4] Notification of deactivation“conpletion notice receipt to

di stributi on managenent server The contents server 16, upon receipt of the
deactivation conpletion 10 notice fromthe distribution managenent server
16, sends a deactivation receipt notice to the distribution nmanagenent
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10 notice from the distnbution management server 16, sends a deactivation
feceipt notice to the distribution management server 16 (step 564).
[1.4.12.5] Deletion request to UIM
The distribution management server 16, upon receipt of the
deactivation receipt notice, sends a program deletion request to the mobile
15 termunal 11 that has transmitted the deactivation completion notice
corresponding to the deactivation receipt notice (step S71). The deletion
request sent to the mobile terminal 11 contains the information specifying
the basic block storing the program to be deleted.
The UIM 12, upon receipt of the deletion request through the
70  mobile terminal 11, deletes the program in the basic block specified by the
request.
[1.4.12.6] Deletion end response
The UIM 12, at the end of the program deletion, transmits a
deletion end notice to the distribution management server 16 (step S72).
25  This notice contains the information specifying the basic block from which
the program has been deleted.
[1.4.12.7] Deletion completion notice
The distribution management server 16, upon receipt of the deletion

end notice from all the parties to which the program to be deleted has been



programto del eted. The distribution managenent server 16 sends a

del etion cSﬁ%?HSPHh 5 notice to the contents server 19 (step S73). At the
sanme time, the distribution mnagenent ver ceases the charging process
whi ch may have hitherto been made again the contents provider for the
del eted program [1.4.12.8] Deletion result receipt notice to distribution
managenent server 10 The contents server 19, upon receipt of the deletion
conpletion notice fromthe distribution mnagenent server 16, sends a
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vol unt ar i 1yIHEESF anelie SRR GEEY Aot i pbbie drieRd (RS petlihiatie of
t he progr ag}fo@%mr}?stﬁﬁgl%tgﬁ.sni buted is a case in point. In such a case,

t he di stribution o e program of a new version to the UM 12 of all the
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i nconveni ence. This Is by reason o e fact 20 that the nobi rmnals 11

are of yarimtscamodlescorangdtst rgvel Vo (gt@pSf/B):_ati ons have various versions. It
may happen, therefore, that a programof a new version, if sent to all the

U Ms, can be execAt ¢tk sanmaltime, oin¢ \dibyrihiteorUimvBnageiegt sevesrs coasdss thied at
a certain tine point or thereafter. 25 According to this_enbodi nent, at
each tinme othaggingopraagss ovhich prayghave hithesia beanivafeagansidde ¢eneats to
the U Ms and based. on tilag ras onse to the request, it is determ ned whet her
the progr aT¥196S 198 theidelsted HOETFR- not to a given UM This operation is
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notice from the distribution management server 16, sends a deletion result
receipt potice to the distribution management server 16 (step S74).
[1.4.13] Program distribution process for UIM version management
The contents server 19 may be required to distribute a program

15  voluntarily regardless of the desire on the part of the user. An upgrade of
the program that has been distributed is a case in point.

In such a case, the distribution of the program of a new version to
the UIMs 12 of all the users to which the particular program has been
distributed gives nise to an inconvenience. This is by reason of the fact

70 that the mobile termunals 11 are of various models, and the UIM
specifications have vanious versions. It may happen, therefore, that a
program of a new version, 1f sent to all the UIMs, can be executed normally
only by the UIMs having a version issued at a certain time point or
thereafter. '

25 According to this embodiment, at each time of an upgrade of a
program, a version notice request 1s sent to the UIMs and based on the
response to the request, it is determined whether the program is to be
distributed or not to a given UIM. This operation 1s shown in Fig. 12.

Some of the UIMs 12 support the function of notifying the version thereof



sent to a UIMsu porting such a function and the operation performed in the
case wher eF§ ’on noti ce request has been sent to a UMnot 5 supporting
t he function [1 4.13.1] Operation for 5 M supporting version notice
function [1.4.13.1.1] Programdistributron request to distribution
managenment server Prior to distribution of a programafter upgrade, the
contents server 19 sends to the distribution managenent server 16 a program
distribution 10 request containing the informati on speci fyi ng t he program

and the version inf o;tgatl on . indicating the v rs f the }LJ hat can
execut e t hall IBERREUOAN e §IOAM ¢ pe@rest, and a @J§ 0 ppt.ve RBPMSe
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Version notic version notice request IS sen to eac ough

the nohil %Uﬁl?bfﬁﬁ'@'thelﬁm&&ﬁl U M 12, upon receipt of the version notice
request, notffires The version ther eof to the distribution managenment server

16 (step S§3)4.181]Op&atiof] fordUIVIcapportingt velditn potisetfuaengdd The

di stribution managenent server 16 receives a version notice fromeach UM
12. In the [¢as&3vhEf Bragrany distiibutiontreqeesteedistibitiommanggementsadve? fail s

to meet the conditjons indicated by the version infqQrmation fromthe
contents server FPoloTiRediSHRAREHOR Oéce'dr peogram adtesgipgrade, ﬂ't@n%‘t)mteﬁ&ﬁ BEIOET am
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information indicating the version of the UIM 12 that can execute the
particular program (step S81).
[1.4.13.1.2] Version notice request to UIM
The distribution management server 16, upon receipt of the
15 program distribution request, accesses the data base, determines all the
mobile terrunals 11 to which the program specified by the program
distribution request has been distributed, and sends a version notice request
to the mobile terminals 11 thus determined (step S82).
[1.4.13.1.3] Version notice
20 The version notice request 1s sent to each UIM 12 through the
mobile terminal 11. The UIM 12, upon receipt of the version notice
request, notifies the version thereof to the distribution management server
16 (step S83).
[1.4.13.1.4] No program distribution notice
25 The distribution management server 16 receives a version notice
from each UIM 12. In the case where the version notice received from a
given UIM 12 fails to meet the conditions indicated by the version
information from the contents server 19, the contents server 19 is notified

that the program cannot be distnibuted to the particular UIM 12 (step S&4).



contents sgévgr %2 on the other hand, the distribution managenent server
16 di stri bhiyEE/3! programto the particular UM 12. This operationis 5
descri bed above with reference to Figs. @ and 8. [1.4.13.2] Qperation for
U M not supporting version notice funct?’ [1.4.13.2.1] Program
distribution request to distribution managenent server The contents server
19 sends a programdi stribution request to the distribution nanagenent
server 16 in the sane manner as descri bed above 10 (step S91). [1.4.13.2.2]
di stributi.on manag (g&t server 16. sends a
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[1.4.13.2.2] Version notice request to UIM
The distribution management server 16 sends a version notice
request to the UIM 12 of the mobile terminal 11 (step $92).
[1.4.13.2.3] Timer count
15 In this case, the UIM 12 does not support the version notice
function, and therefore makes no response.
Thus, the distribution management server 16 monitors the timer,
and upon expiry of a predetermined time-out period (step S93), sends a
version notice request again to the UIM 12 of the mobile terminal 11 (step
20 S94). Then, the value on the retry counter is incremented by one.
In 2 simlar fashion, the distribution management server 16
monitors the timer, and upon expiry of a predetermined time-out period
(step S95), sends a version notice request again to the UIM 12 of the
mobile terminal 11 (step S96). Then, the value of the retry counter is
25 1incremented by one.
[1.4.13.2.4] No program distribution notice
Once again, the distribution management server 16 monitors the
timer, and upon expiry of a predetermined time-out period (step S97),

sends a version notice request again to the UIM 12 of the mobile terminal



predeterm ned value (3 in this case), the distribution nmanagenent server 16
det er mi nes FOAQL/314e version of the UM 12 fails to neet the conditions for
5 the version notified fromthe contents, server 19, and sends a no-program
distribution notice to the contents servdy 19 (step S84). As a result, the
contents server 19 confirns that the program of which distribution is
desired, cannot be distributed. [1.4.14] Programdistribution process based
on UMnmenory capacity 10 limtation The limtation of the nenory capacity
of the UM 12 may nmake the programdistribution inpossible, even if desired
by the contbh{yeparider 1bhen,Ahessdnpioa 16 rehy GpuHat as)wcrs@me@ﬁ%@yl Pn&uch a
| ai ned bel ow., 15

caselsshownlnf This operation wll eex
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t he Cophents server 19 confirms that the program for
The limitation of the memory capacity of the UIM 12 may make the
program distribution impossible, even if desired by the contents server 19.
An example of the operation performed in such a case.is shown in Fig. 13.
This operation will be explained below.
15 [1.4.14.1] Rejection by distribution management server
| The contents server 19 requests the distribution management server
16, by attaching the program to be distributed, to send a program
distribution request to the UIM 12 (step S101). |
The information indicating the memory state of each UIM is
20  registered in the database of the distribution management server 16. The
distribution management server 16, upon receipt of the program
distribution request to a given UIM 12, accesses the data base, and
determines whether the basic block for the particular UIM 12 1s available
for storage, or if available, 1s too small in capacity to store the program (the
25  capacity may vary from one version to another of UIM) or whether there is
any other stumbling block to the program distribution.
In the case where the program cannot be distributed, the distribution
management server 16 sends a notice to the contents server 19 that the

program cannot be distributed due to the shortage of the memory capacity



which distribution is desired, cannot be distributed. [1.4.14.2] Rejection
by UM5 Tﬁ@"‘"%’émﬁy capacity and the current occupancy state of each UM 12
are registered in the database of the dis{ribution managenent server 16.

For sonme reason or other, however, the attual U M nmenory state may differ
fromthe nmenory state registered in the database of the distribution
managenent server 16. The operation perforned in such a case is 10
described below. First, the contents server 19 sends a programdistribution
request togeth ith a programto the distribution mnagenent server 16
(step Sill ?epTﬁieomstri buti on managenment server 16 accesses the data base
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10  described below.
First, the contents server 19 sends a program distribution request
together with a program to the distribution management server 16 (step
S111).
| The distribution management server 16 accesses the data base and
15  determines whether the basic block of the destination UIM 12 is available
for storage and has a sufficient capacity.
In the case where the determunation is YES, the distribution
management server 16 sends a write request together with the program to
the UIM 12 (step S112).
10 The UIM 12 that has received the write request determines whether
the program attached to the write request can be stored in any one of the
basic blocks or not. In the case where the determunation i1s NO, the UIM
12 sends a no-program distribution notice to the distribution management
server 16 due to lack of memory capacity (step S113).
25 The distribution management server 16, upon receipt of the
no-program distribution notice due to lack of memory capacity, sends it to
the contents server 19 (step S114).
From this notice, the contents server 19 can confirm that the

program cannot be distributed to the UIM to which the distribution is



due to a wite error in the nenory of the UM12 or the mal function of the
menory devif@8%1/pHf’such a case, exactly the sane operation as described 5
above is performed. Fig. 14 shows such Zp,operation. In Fig. 14, steps 5121
to 5124 correspond to steps Sill to 51144 n Fig. 13 and represent exactly

t he sane operation, respectively. [1.4.15] Specific exanple of operation
Now, a specific exanple of the operation according to this 10 enbodi nent
will be explained. [1.4.15.1] Execution of programstored in UMIn this
exanpl e of an.opgration, assunme that a programcalled " 0 0 RAILWAY" is
stored in tHel ic block 40-1 of the UM 12. The user operates the
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the nobile $EITitoa$ 124l coorespendconstepssS skt verSIP4 tihr Bigghl 3 lemdne¢presént As a
result, a download screen D22 is sent fromthe contents server 25 19 to the
nobi | e t er rixaatlyithesamelppptatipad respedievalyspl ay section 21. The downl oad
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[1.4.15.1] Execution of program stored in UIM
In this example of an operation, assume that a program called =~ O
O RAILWAY" is stored in the basic block 40-1 of the UIM 12.
The user operates the operating section 22 of the mobile terminal 11
15 and thus accesses the home page of the contents provider that has
distributed the " (OO RAILWAY  program. A distribution menu screen
D21 as shown in Fig. 16 is displayed on the display screen of the display
section 21. This distribution menu screen D21 is provided by the contents
server 19 of the contents providér. The user performs the operation for
70  selecting an item concerning the purchase of a commutation pass from the
menu displayed on the distribution menu screen D21. A purchase request
for the commutation pass is transmitted from the mobile terminal 11 to the
contents server 19 through the network.
As aresult, a download screen D22 is sent from the contents server
25 19 to the mobile terminal 11 and displayed on the display section 21. The
download screen D22 contains a menu of several value data having the
same monetary value as the commutation pass.
Once the user selects the desired value data, the information

requesting the selected value data is sent to the contents server 19 from the



the screen data for selecting a nethod of account settlement. As a result,

a screen DI84PH3#%spl ayed by the mobile terminal 11. The user 5 selects
"SELECT FROM U M MENU' fromthe nenu it in the screen D23, and thus can
settle the account by use of the progra n the UM12. Specifically, once
this select operation is perfornmed, the UM12 is notified of the fact.
Upon receipt of this notice, the control unit of the UM12 returns to the
nobile termnal 11 the list of the prograns stored in the basic 10 bl ocks
40-1 to 40-6. The screﬁn D24 containing this list is displayed on the

di spl ay sectodledermnalpkl.nobile ternminal 11. The user selects a settlenent
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the displ aythe display section 21 of the mobile terminal 11. The user selects a
settlement program from the list. The selected program is executed by the
UIM 12 thereby to settle the account.
Assume that the account is settled by executing the program in the
15 program area 41 of the basic block 40-2. The data area 42 of the same
basic block 40-2 is used for settling the account.
The contents server 19, upon detection that the account has been
settled, sends the value data of the commutation pass included in the
{ commutation pass purchase request described above, to the mobile terminal
20 11. This value data contains the information such as the names of the two
stations involved, the validity term, the name of the user and the age of the
user and are sent from the mobile terminal 11 to the UIM 12. The value
data, which are to be used for the ~ (O RAILWAY' program, are stored
in the data area 42 of the basic block 40-1 corresponding to the same data
25 inthe UIM 12.
[1.4.15.2} Mail order sale using network
In this example of an operation, a program for a mail order sale is
stored in the basic block 40-2 of the UIM 12.

The user accesses the home page of the contents provider by



section 21 of the nobile termnal 11. This distribution menu screen D31 1is
provi ded b§O4PRE18bntents server 19 of the contents provider which in turn 5
provides the mail order sale (what is called "e-commerce") service utilizing
the network. The user selects the desiréd comodity ( MATSUZAKA BEEF FOR
SUKI YAKI, Y5000/KO, in Fig. 17) fromthe commodities listed in the

di stribution nmenu screen D31. Then, a purchase request is transmtted from
the nobile termnal | | to the contents server 19 through 10 the network.
The  contents server, 19 that. has recei df”he purggase requeit1 returns a
set t | ement ORBIHBIE {7 APETAHAS: SCEHN mobi e therpPRHE termungl 41, sos et aa

st iften:ﬁ{ lg}ﬁéli gﬁghlmébié’éﬁeex‘e’ﬁ@?gé ?ﬁﬁiﬁﬁéniéﬁ%i&%‘aﬁwi&ﬁ?@é Fplayuned
the basi o RO 445 HE hbill ¥edSiidl °LED TR B R A Bt s BE ot " e
UmM12 d: : | ' 13l :

per sonal | BoR P eSOl PRt RVl 9 SENRY EmicHE prafiae MPch i, |
termng  1drdiiies tﬁ@n%qu?ﬁérsﬂe (whifatS8tcalleAen ce RS cel PherPicBafiidingough a
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The contents server 19 that has received the purchase request
returns a settlement method screen D32 to the mobile termunal 11. As a
result, a select screen D32 is displayed on the display section 21.
From the settlement methods listed in the select screen D32, the
15 user is assumed to have selected XX BANK”. The settlement program
for XX Bank stored in the basic block 40-3 of the UIM 12 is started by the
control unit 30 of the UIM 12 and a settlement screen D34 is displayed.
The user inputs the personal identification (ID) number as
settlement information. The mobile terminal 11 tries to connect the
20 settlement server for XX Bank through a communication unit 34 and the
network, so that the screen D35 being accessed is displayed.
Upon complete authentication, a purchase amount confirmation
screen D36 is displayed.
The user confirms the amount to be paid and inputs the
25 confirmation. The mobile terminal 11 displays a payment confirmation
screen D37 of the contents provider, i.e. the mail order house, together with
the delivery date, etc.
[1.4.15.3] Use of commutation pass {check gate passage, manual start)

According to this embodiment, the mobile terminal 11 can be used



First, the user depresses a button 23. A U M nenu screen D41 shown in Fig.
18 is disprV%H3bﬁPthe di splay section 21. The user 5 selects " 00 RAlI LWAY"
for which the commutation pass is used. a result, the control unit 30 of
the UM 12 executes the 00 RAILVWAY pro min the basic block 40-1, so that
a nmenu screen D42 is displayed on the display section 21. Wien the screen
D42 is displayed, the user selects "4. SET 10 APPLI CATI ON AUTO. START". An
automatic start set confirmscreen D43 is displayed thereby pronpting the
user to select. In the . case ere the user selects "YES', the a%b ti.c
start is sei. 2 QGINPREARER PRk NE SIATENE S8 ARRIARTAE PIOLramon the L dener

hand, the utomatic start i.s not.set. 15 T ate of the railway conpany is
equi pped vvifgﬂ exaplech! QpRIa Onr‘ggth%}@@PaﬁPWre passi ng through the
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screen on the section 21 e user selects

pass progr ante&istiheWdrito] 8nivd0 offthé METI00 1 RALISMYePHeg r@T) R ali/way by
the control unit '30. 25 In accordance with this pass program the control

unit 30 begirograwiomnting lozsic bhoak 46- 1o that kemensasteeemid4 2ns dosplpyed aheck.
In the case, where this caonmunication is carried out by the common key
crypt osyst di¢ displayeseshigbell-t he pass check process is performed fol | ow ng

Lhe steps doecr L oa DGO EAtHAAL i lNATIEh BEEl vk ShSEks L e her

10 APPLICATION AUTO. START”. An automatic start set confirm screen
D43 1s displayed thereby prompting the user to select.

In the case where the user selects ”YES”, the automatic start 1s set.
In the case where the user selection is "NO”, on the other hand, the
automatic start 1S not set.

15 The gate of the railway company is equipped with a ticket check
reader/writer. Before passing through the gate, the user performs the
following operation.

First, the user depresses the U button 23. The UIM menu screen
D41 shown in Fig. 19 1s displayed on the display section 21. The user

20 thenselects = (OO RAILWAY” for which the pass is used. As a result,
the control unit 30 of the UIM 12 executes the (O RAILWAY program
in the basic block 40—1,'and displays the menu screen D42 on the display
section 21. The user selects ~ 1. PASS” . The pass program constituting
a part of the OO RAILWAY program is started by the control unit 30.

25 In accordance with this pass program, the control unit 30 begins
communication with the ticket reader/writer for pass check. In the case
where this communication is carried out by the common key cryptosystem,

for example, the pass check process is performed following the steps

described below.



transmt information on the comutation pass. (3) The nobile termnal 11
encrypts t FE&4PH3¥7 nf or mat i on by the coomon 5 key and transmts it to the
ti cket check reader/witer. The pass information display screen D53 is

di spl ayed on the display section of the”/mobile termnal 11. (4) The ticket
check reader/witer decrypts the received commutation pass information,
and, in the case where the user is found to be legitimte, the 10 gate is
opened to allow himin. At the sanme tine, a nessage screen D54 for

expressi ng itude to, the.user is djsplayed on the display section 21.
The for egoi(aéliffé%‘cl?qr& FBRCREHIESO W P commt ation pass. In the case

where the i tery I . f 1.0N,:88 LV : d 5
novever, N dans QrRel 3pett [SdiBitd rlRtaRouRy aRolibe i ‘1 ©
correspondi AL f.ier I i he actual charge in the
process of t%s&%%é@ﬁqﬁrﬁ@ ggtﬁ?c %gﬁc%h Sgti on pass (gate passage:
auto. start \gﬁ%} S5 ﬁu@gﬁ) i 8 £ i &§P! domisier can
20 sel ect ()\3/?:' ' ar?%@%%%%utoﬁagﬁcést tté irﬂslgs%s.sji?g%ﬁ?%ﬂll?nggq%peratl on is
perforngd. @gecidd cabhymiwhdn thetmbiitket estiddlal rehlesirited. t Nelpdit pag i C
start node approaches the gate of the station, a polling signal transmtted
from t he tiinkatmathex dispagescreen 1253 ils dispkiyeedobythehdisplalyl bectien mingle 11.
As a result, the pass ;Brogram constituting a part of the 00 RAILWAY 25
program i s TagQbdadeiramalyllst arted by the control unit 30 in the UM 12, and

e P T Rek bt B TEBleShEC i FESCbET D b G
each roaor M AREP 40 iR R FRbhiiPE BEMRRasRENAT Br dotiiiigen® o' C
comunjgat i 'ﬂeﬁyﬂﬁéﬁ&f‘to bR BN and no extra burden is inposed on the
nobi l e term nal.
At the same time, a message screen D54 for expressing gratitude to
the user is displayed on the display section 21.
The foregoing description deals with the commutation pass. In the
case where the mobile terminal 11 is used to function as a private card,

15 however, the data area 42 is updated to indicate the value data
cbnesponding to the amount after subtracting the actual charge in the
process of (4) above.

[1.4.15.4] Use of commutation pass (gate passage: auto. start)
When the screen D43 shown in Fig. 18 1s displayed, the user can

20 select "YES” and the automatic start is set. The following operation is
performed. Specifically, when the mobile termunal 11 set to the automatic
start mode approaches the gate of the station, a polling signal fransmitted
from the ticket check reader/writer is received by the mobile terminal 11.

As a result, the pass program constituting a part of the OO RAILWAY

25  program 1s automatically started by the control unit 30 in the UIM 12, and

the pass check similar to the manual start is carried out.
[1.5] Effect of first embodiment
As described above, according to this embodiment, even in the case

where the storage area of the storage module 1s divided to store each



Therefore, the inherent function of the nobile termnal is not adversely

af fect ed 5FRFZIG3147he program st orage, the activation, the deactivation and
the deletion are not carried out by th% nobil e term nal, but under the
control of the distribution nmanagenent §erver. Thus, the user convenience
is inproved while at the sanme tinme maintaining security. 10 [2] Second
enbodi nent According to the first enbodi nent descri bed above, the program
executed by the UM12 is stored in the basic blocks 40-1 to 40-6 in the
sane UM In the second bﬁ?%o()di nen t he prograns executed are

, . hoyever, . al |

not necessdfPE{AE: Sied’Q Ff'ényé@i é”B‘PI\ilP@V s[the1go 1581 4R Isecond
enbodi nent Fi g. i,s a block diagramshow.ng a _gonfigurati of _a pregram
i stributi of B taRaclut dithgted S Eledng atdefnn B¢ TheBMevERBTA U
12, conten r 9- 19- 0X a - di Lbutio t
server 16Aﬁ§}e§%@#§ﬁh%ﬂ1@%ﬁ]%%lﬁ.}ﬁﬁf’@ﬂf siﬁrel Eﬂ?‘?‘&%“%@ﬁ@ng’g@%mgw 16A
correspondsdff&té@e di stributi on managenent server 16 of the first enbodi nent
plus the functions unique to this enbodi nent. The contents servers 19-1 to

19-6 and 19X hav%ﬁbﬂlﬁ@?régﬁﬁﬂis@@ﬁa&e?_th@eactﬁﬁﬂﬂfcﬁﬂttﬁes@éat@fvaiﬁ)rpﬁnﬁhﬂaef irst
enbodi nent. The system accordi ng tothis enbodi nent has an authentication

server, as defetidme at¢ net cenbatioueby,theanobils tehonmali, buEugde? the ToattdIM{12
according to this enmbodi nent includes an application area 12C shown in Fig.
22 in pl acéhof disisbupphi caanageraerta SE2Benf (s, i the userbodinveniencihels
program st Qr age ar, %g}p]_izc i.s divided into seven basi.c blocks 40-1 to 40-7
and one fr éBIIRYEE & Rt e SAMEUDe /BaLRFameng REVBESI ¢ bl ocks 40-1 to 40-7
and the free basic block 40-FI each have a programarea 41 and a data area
42. A program (application or applet) is stored in the programarea 41. The

data aj§a 43y sRRohfenMSMiment
According to the first embodiment described above, the program
executed by the UIM 12 is stored in the basic blocks 40-1 to 40-6 in the
same UIM. In the second embodiment, however, all the programs
executed are not necessarily stored in the basic blocks.
15 [2.1] Configuration of second embodiment
Fig. 21 15 a block diagram showing a configuration of a program
distribution system according to a second embodiment of the invention.
A UIM 12, contents servers 19-1 to 19-6 and 19X and a distribution
management server 16A are shown in Fig. 21. The distribution
20 management server 16A corresponds to the distribution management server
16 of the first embodiment plus the functions unique to this embodiment.
The contents servers 19-1 to 19-6 and 19X have simular functions to the
contents server 19 of the first embodiment. The system according to this
embodiment has an authentication server, as in the first embodiment, not
25 shownin Fig. 21.
- The UIM 12 according to this embodiment includes an application
area 12C shown in Fig. 22 in place of the application area 12B of the first

embodiment. The program storage area 12C is divided into seven basic -
blocks 40-1 to 40-7 and one free basic block 40-1.



hand, has stored therein the data used by the programstored in the program
5 area 41 H#4%HHd4dane basic block or the free basic block. In this case, the
basi c bl ocks 40-1 to 40-7 and the free gssi c block 40-Fl are independent of
each other, and basically, the program stored in the programarea 41 of a
gi ven bl ock cannot access the data area 42 of other blocks. This is also
the case with the first enbodi nent. The 10 program stored in the program
area 41 cannot be distributed or deleted wthout intermediary of the

G oL but on TnggerEnt SSEXEE O o o A S RIS 0 TR | oca
T Pl R T T L R R AR T
oot ront b1 S IR O ShakPp RURNLET THCEE it b B Bipeks,
program st @E}f’a hAs SRfed tRErIATHE dﬁ'{é’@%@%%ﬁfﬁipwr{%torhé,iﬁQHémrERbE_{%‘nPOt by

the distri I bn managemnment server e user's o

responsy bi hidy41AFaRe dafite basithotk bytthefredbagptblobke programtransnitted
from the contents server 19, in accordance with the distribution request

fromthe nobileltehis eade, e basicsbiickso4®hie tdId0-T2amy thdrdred Sasichvliockn
managenment server 16. The distribution managgnpnt server 16A according to
this 25 en0dF brare, indapendenit ffeanamthencaubbasidadlyprtbgrpnegdimt stopedi on

request fromthe nobile rmnal, 11, and on acquiring the programpb

acgessi ng th%@regm@rﬁrgas%f\ﬁgr aa%“'leéqmachfd?aaﬂggla%ﬁ%sgéh"r tdagfb 31?’?1% @yl\ﬂflz of
the mobile _terminal 11..The distribution nmapagene erver ;-16A according to
this errboaf}?ﬁ?ngl]? Si mi Pk 3 oalfshe o @Fb%ﬁb%ﬁﬁaﬁﬁéiﬁﬂﬁégﬁ%tr 1 t he
first 49 ' j t i ' [ f t he
cont ey SBroBr R o PRE ey B didpt aba (1 bl 208 TStttk @7 el et
however, i sviftidutt hepmkdiarkuntthendidfribifiodi sidndperent RBRagelBAl. sTheer 16A

according to this
data area 42, however, can be directly operated through the distribution
management server 16A or a local terminal as in the case where electronic
money is downloaded from the ATM. This point is also similar to the first
15 embodiment.

According to this embodiment, the distribution of the programs
stored in the basic blocks 40-1 to 40-7 is controlled by the distribution
management server 16A. The program stored in the free basic block
40-F1, however, is controlled not by the distnbution management server

0 16Abut on the user’s own responsibility.

According to the first embodiment, the program transmitted from
the contents server 19, in accordance with the distribution request from the
mobile terminal 11, is sent to the UIM 12 by the distribution management
server 16. The distribution management server 16A according to this

25 embodiment, on the other hand, accepts the program distribution request
from the mobile terminal 11, and on acquinng the program by accessing
the contents server as required, distributes it to the UIM 12 of the mobile
terminal 11. The distribution management server 16A according to this

embodiment 1s similar to the distribution management server 16 of the first



enbodi nment ‘gpegifically, the distribution nanagenent server 16A has 5 neans
for storinsO 6?%6ran1or the information indicating the |ocation of the
program for the benefit of the user of Hbe UM 12, and any of the prograns
stored in this neans can be acquired by the user through the distribution
managenent server 16A. In this sense, the distribution managenent server
16A exhibits a function simlar to a cache nenory for 10 the UM 12. In
order to manage the programdistribution to the UM12 and exhibit the
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URL information or the program proper, can be determ ned based on the
storage capheiprpgoimt for thedeasfit dothatisen ff thaddiMnilf, 5dd enyi aof tthe case
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storedign theyangaram i nformation storage unit 52. In such a case, the
program information storage unit 52 accesses the contents server and
acqui res and st ofesoridee tpr pghagedés pedgtamt dtuisetionite the UIM 12 and

exhibit the function like a cache memory, the distribution management

server 16A includes a distribution managemént unit 50. The distribution
management unit 50 has a user information storage unit 51 and a program
15 information storage unit 52.

The program information storage unit 52 has stored therein a
program proper or a URL corresponding to the program that can be
distributed to the UIM 12. The URL 1is the information indicating the
address of a specific one of the contents servers 19-1 to 19-6 and the very

7?0 contents server where a particular program is located. Which 1s to be
stored in the program information storage unit 52 for a given program, the
URL information or the program proper, can be determined based on the
storage capacity of the program information storage unit 52, or in the case
where the storage capacity is sufficient, can be selected as desired by the

25  contents provider operating the distribution server.

The chance of storing a new program or the URL thereof in the
program information storage unit 52 is given, for example, in the case
where the mobile terminal 11 of a given user sends a program distribution

request, and a program or the URL thereof meeting the particular



conpliance with the request fromthe nobile termnal 11. 5 The user
infornatioﬁoﬁ?HPaﬁb unit 51 includes n (n > 1) individual wuser information
storage units 53-1 to 53-n correspondin%_to n persons to which the system
according to the invention, is applicabl® Each individual user information
storage unit 53-k has a real distribution information storage unit 54 and a
virtual distribution information storage 10 unit 55. The real distribution
i nformati on storage unit 54 of the individual user information storage unit

di st 11 but o IFGIRHIOTLT RIS if 0 siCied in TRe TYRETHE) RURF TSR Tera%s BPitaD Lat | ng
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| erased, dginpienbasiith MORknAIthrhep@thdbRt (£ARipdl M 12. 20 The virtua

distribution ihfornmation storage unit e I'ndividual wuser information

storagesuni t 53- KTh@sénmfoHhationandragy @nes I heclpdestnefn Hatld igaividaadndi ng
to an avail able program though not actually distributed to the UM 12 of

t he user k,usehanfcanatben istomgicat ity 53§ ttoi biire donespbadiidvto I2pefsdrsetaiser k
who is desirous of having such a_program The user of 25 the UM 12 can
recei ve t hevhisih dhengysem cassopdingsdoofthe henvention) 1sdiapphichble. on Each

I nf ti t i t.55. Th i nter. d f.which
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storedjgn tfigy ¥ikrtual distribution information storage wunit 55 is required,
sends a request to the distribution managenent server 16A using the nobile
termnal 11. The Thetealbdistgbutivnagéornatisarstetage unit 54 of the individual

user information storage umit 53-k has stored therein pointer data
corresponding to the program actually distributed to the UIM 12 of the user
k. The pointer data is for indicating a particular area in the program

15 information storage unit 52 where the program or the URL thereof is stored.
The availability of the real distribution information storage unit 54 makes it
possiblé for the distribution management server 16A to immediately
redistribute any program, if erased, in the basic blocks 40-1 to 40-7 of the
UIM 12.

20 The virtual distribution information storage unit 55 of the individual
user information storage unit 53-k, on the other hand, stores the pointer
data corresponding to an available program, though not actually distributed
to the UIM 12 of the user k, that can be immediately distributed to the UIM
12 of the user k who is desirous of having such a program. The user of

25 the UIM 12 can receive the following services by use of the virtual
distribution information storage unit 55.

(a) The pointer data of a program of which distribution to the UIM 12 is
desired is provisionally stored in the virtual distribution information storage

unit 55. The user, whenever the distribution of the program with the



16A reads the pointer data of the requested programfromthe virtual 5

di st ri but i BA*33$ W/mat i on storage unit 55, and acquires and distributes the
program speci fied by the particul ar poi r}@ftr data to the UM12. In this
case, the pointer data of the programdistributed to the UM12 is noved
fromthe virtual distribution information storage unit 55 to the real
distribution information storage unit 54. 10 (b) The nunber of the basic
bl ocks in the UM12 is limted. Therefore, it may happen that all the

et am ¢ U B P HrEA ThE S i SRl b
server 16A re the pointer data fromthe.star -area corresponding to a
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I nformati on storage unit 54. This process nakes it  possible to acquire a
program by paodratiripadified bedhegtaracdlat pomtet data aothsi UIM d&k elrenhisn t he
case where the basic blocks are fully occupied. In the process, with regard
to the progaagn te pemtanaptd odrthehpragisit dtobrted to dhaddiMmiy Isemayiegen
again, if required, to the,distributi %n managenent server A ang the , 25
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basi ¢ bl ock The real distribution information storage unit 54 of the
i ndi vi dual available for storing the program to be distributed. In such a case, the
distribution management server 16A reads the pointer data from the storage
area corresponding to a given basic block 40-X in the UIM 12, from among
15 'the storage areas in the real distribution information storage unit 54, and
transfers it to the virtual distribution information storage unit 55. The
program to be distributed is sent to the UIM 12, where it 1s written in the
basic block 40-X, and the pointer data of the program is written in the
Storage area corresponding to the basic block 40-X in the real distribution
720 information storage unit 54. This process makes it possible to acquire a
program by a distribution request and store it in a basic block even in the
case where the basic blocks are fully occupied. In the process, with
regard to the program driven away from the basic block, a request may be
given again, 1If required, to the distribution management server 16A and the
25 process described in (a) above can be carried out.
Now, an explanation will be given of the function of the distribution
management server 16A corresponding to the free basic block 40-F1. As
already described, as for the free basic block 40-F1, the distribution

management server 16 does not manage the program distribution. The



user infor %%9§4§torage unit 53 has a storage area corresponding to the 5
basi ¢ bl oc Fl""of the UM12. In this area, however, no pointer data of a
programis stored, but the data incl udi t he nunber of times a program is
registered in or deleted fromthe basic block 40-FI or the URL information
thereof. In the case where nothing is stored in the free basic block 40-Fl,
the data indicating the fact ("Null" data, etc.) may be stored in 10 this
area. The programin the free basic block 40-FI of the UM12, should it be
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t he di stribution managenent server 16A cannot ry out the charging

process eveRei finforpiRmARidragst @med3 hashe stoegebasda cobleopndihdto the The
free basic block 40-FI can bé changed so that it can be handl ed the sane

way as § he basgi tlobkekk¥ 146t thet OIND12. adndhss amd, hpwéwerpsepoinSpatdtéiofal |y,
before the change, seven basic bl ocks 40-1 to 40-7 and one free basic block
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corr esppnditlnig dreat he basic bl ock 40-8, and using this area, the sane

managenment as that of the basic blocks 40-1 to 40-7 is started. The basic
bl ock that has bdbe prognamdin det free basicblakc #0401 ®fshe UIM 12, should it

be deleted, unlike the programs stored in the basic blocks 40-1 to 40-7,
remains as it is until registered again by the user himself.

In the case where the user 1s desirous of changing the program in

15 the free basic block 40-F1 temporarily to another program, on the other
hand, such a change can be made always by the user himself rewriting it.

In such a case, the distribution management server 16A cannot
carry out the charging process even if a program is stored in the free basic
block 40-F1.

20 The free basic block 40-F1 can be changed so that it can be handled
the same way as the basic blocks 40-1 to 40-7 as desired by the user.
Specifically, before the-change, seven basic blocks 40-1 to 40-7 and one
free basic block 40-F1 can be used as eight basic blocks 40-1 to 40-8.

In such a case, the information to the effect that the free basic block

25 40-F1 has been changed to the basic block 40-8 is written by the
distribution management server 16A in the system area 12A (Fig. 4) of the
UIM 12. Also, the area in the real distribution information storage unit 54
that has hitherto been handled as an area corresponding to the free basic

block 40-F1 can be handled by the distribution management server 16A as



the user in this way can be restored to the free basic block 40-Fl again. 5
The basi ¢ BP4IKEI440-1 to 40-7 cannot be changed to free basic blocks. [2.2]
Configuration of distribution managenent server A configuration of the

di stributi on managenent server is shown4fin Fig. 23. The distribution
managenment server 16A is roughly configured of a 10 transm ssion contro
unit 61, the user information storage unit 51 described above, the program
information storage unit 52 described above and a secure conmunication
control unit 62. The transm ssion control_ unit 61 controls the transm ssion
bet ween t B8 aREEORASPEBAENIG theboaicPlogk #(+8, andersang Bbisviren, Hiesamisi | e
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of VariO_US[29’]@@1‘1"53&3&1@1{[@ﬁdﬁh@bﬁﬁ@ﬁtﬂﬁﬁag@ﬂéﬁﬁg@ﬁiﬂumt 50, the user
information Storageée unit 51, the programinformation storage unit 52 and

the secure 25 ceyuonfigatdtion ofrihe aistributid@d neand gemenheervieans .shtiven pnogr am
information storage unit 52 substantially functions as a portal site for
the prograligelhitted to be distributed to the basic blocks 40-1 to 40-7 of

LD M 12 The Sgcuye, SO Call o Sonle sl YA SR ione 28 e
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contents SEpYQES the program information storage unit 52 described above and a
secure communication control unit 62.
The transmission control unit 61 controls the transmission between
the external contents servers 19-1 to 19-6 or between the mobile terminals
15 11 (including the tranénﬁssion between the contents servers 19-1 to 19-6
and the mobile terminals 11). The transmission control unit 61 also
controls the transmission between the user information storage unit 51, the
program information storage unit 52 and the secure communication control
unit 63 to each other. Further, the transmission control unit 61 controls
*0  the distribution management unit 50, the user information storage unit 51,
the program information storage unit 52 and the secure communication
control unit 63 on the one hand, and requests the execution of various
processes in the distribution management unit 50, the user information
storage unit 51, the program information storage unit 52 and the secure
25  communication control unit 63 on the other hand.
- The program information storage unit 52 substantially functions as
a portal site for the program permitted to be distributed to the basic blocks
40-1 to 40-7 of the UIM 12.

The secure communication control unit 63 authenticates the



19-1 to 19?;@ 12 L@. 3] Operation of second enbodiment [2.3.1] Registration in
user infor ?‘1} ?1 torage unit In the exanple shown in Fig. 21, the contents
servers 19-1 to 19-6 are under the contkol of the distribution managenent
server 16A. The user desirous of using a program (applet) stored in any of
the contents 10 servers is required to register the particular programin
the user information storage unit 51 of the distribution managenent server
16A. The registration process will be explained belowwith reference to

Fig. 24. Fir r , t § [ ns
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that has received the l"equest pr epar es menu | ist of all the prograns that
can be regilst-érned 6, 20 specifically, all the prograns of which the
program proper or the URL is stored in the programinformation storage unit
52, and5t r 4231 Opetdenehsecdndsemblodemght t he transmi ssion control unit 61 to
the nobile termnal 11 (step S 132). This nenu list is received by the

nobi | e t er n2rall] Regastentinsyl userdnfosmationtsdotigepiay section 21. Under this

condition, the user can acquire, by qperati t he operating._ secti 2, a
coment on the d Bitb%&xﬁﬂﬁaﬁaﬁhqwléﬁﬂ e ':é{'}gi%lﬂt% mﬁbselréﬂt t‘%glrré\fér 16A
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progran®i nkervaat ii9fequiipsaeredisterTBeqiartibalar program in the user information
storage unit 5] of the distribution management server 16A. The
registration process will be explained below with reference to Fig. 24.
First, the user sends a request for a menu list of the programs that
can be registered, to the distribution management server 16A from the
15 mobile terminal 11. This request is sent to the program information
storage unit 52 through the transmission control unit 61 of the distribution
management server 16A (step S131).
The program information storage unit 52 that has received the
request prepares a menu list of all the programs that can be registered or,
270  specifically, all the programs of which the program proper or the URL 1s
stored in the program information storage unit 52, and transmits the menu
list through the transmission control unit 61 to the mobile terminal 11 (step
S132).
This menu list 1s received by the mobile terminal 11 and displayed
25 on the display section 21. Under this condition, the user can acquire, by
operating the operating section 22, a comment on the desired program from
the distribution management server 16A and display it on the display
section 21.

Once the program of which distribution is requested is determined



distributi?@4§§gﬁ%pnent server 16A (step S133). 5 The programinformation

st orage uni , based on the program registration request, registers the
program requested by the user in the useyg information storage unit 51 (step
S 134). The operation in step S134 will De described in detail. First,
assunme that the registration request is issued fromthe nobile unit 11 in

10 which the UM12 of a given user k is built or nounted. In this case, the
program informati on storage unit 52, based on the registration request,
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i nformation storage unft the contents stored in each area of the

real di stridigtrimitiomirein@eentint seovadeoAlstepp8188).t he indi vi dual user
i nformation storage unit 53-k corresponding to the user k, and thus 20

det er mihies the babie programadarrhitienXstorage avmt | ghl bajaut osit thengerogaanng t he
basi c bl ocks of the UM 12 of the user k. The pointer data of _the program
request ed BpgiSiatigerequest.gggittersedie; pragrenmarequesied by hearserdinsthd B&ET on
information storage unit 54 coiL?spo ' to the basic block 40-X (step
S134). It A8 rg@atg%tstqrﬁge@w (STgPp user k has no basic 25 bl ock 40-X
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such a]@asevhidhethesBIME AN sR8wesén Lber Rriednain b mesumedon Istbiagasenite 54,
by operating the nobile termnal 11, to access to the desired contents

server. | prograncadermatienpsmyagen umt didmbased sewrthgeramstraBan raguest,
compl | anceigimértlt?ﬁes the program requested by the user, and determines the pointer
data for specifying the internal area of the program information storage unit

52 in which the URL information indicating the location of the program or

15 the program proper thereof is stored. Once the pointer data of the
program requested by the user is obtained in this way, the program
information storage unit 52 accesses the contents stored in each area of the

real distribution information storage unit 54 of the individual user
information storage umt 53-k corresponding to the user k, and thus

20 determines the basic block 40-X (1 = X = 7) available for storage
among the basic blocks of the UIM 12 of the user k. The pointer data of

the program requested by the user i1s registered in the area of the real

distribution information storage unit 54 comresponding to the basic block

40-X (step S134). It may be that the UIM 12 of the user k has no basic

25  block 40-X (1 = X = 7) available for storage. In such a case, the
program information storage unit 52 registers the pointer data in the virtual

distribution information storage unit 55 designated by the user or set

automatically.

In step S141, the menu list may not have any desired program. In



t he user rzgﬂgiél cquires the programor the URL thereof fromthe contents
5 server desi %@ the user, and holds it in the unoccupied area in the
program informati on storage unit 54. In -ﬁe process, the pointer data
indicating the |l ocation of the acquired programor the URL thereof is
registered in the real distribution information storage unit 54 in the sane
manner as the procedure nentioned above. 10 Upon conplete registration of
the programrequested by the user in this way, the distribution nanagenent
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ternm nab lilsdrawt niesired blyMbe2 ustrt bed useldskitbin Ithet haoecuped acemriactied
therewith, determnes the contents provider 19 storing the program of which
t he poi nt erprdgramrhasfdrestiorgitetageednitob4t hdnutlee mrocess, 2te gumdécradata
activation perm ssiop request tqQ the contents server 19 (séﬁn S137). .The
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this way, the distribution management server 16A starts the charge process
for the user or the contents provider that has distnbuted the particular
program.

Then, the user information storage unit 51 sends a registration

15 notice to the mobile terminal 11 through the transmission control unit 61
(step S§135).

The mobile terminal 11, upon receipt of the registration notice,
sends a registration acknowledgment to the distribution management server
16A (step S136).

20 The user information storage unit 51, upon receipt of the
registration acknowledgment through the transmission control unit 61 from
the mobile terminal 11 having the UIM 12 of the user k built therein or
connected therewith, determines the contents provider 19 storing the
program of which the pointer data has been registered for the user k, and

25 sends an activation permission request to the contents server 19 (step
S137).

The contents server 19 that has received the activation perrmission
request, in order to approve a program utilization contract, sends the

activation permission to the user information storage unit 51 (step S138).



53-k for t@g@;ﬁﬂ k which corresponds to the basic block 40-X. 5 The user
information storage unit 51 sends a registration conpletion notice
indicating that the registration in theggpbile termnal 11 is conpleted
(step S139). This registration conpletion notice contains a registration
list providing a list of the prograns with the pointer data thereof
registered in the user information storage unit 51. 10 The user can confirm
the registration list fromthe display section 21 of the nobile term nal
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requesi) The di stFhebuseonan equetm ahet@igmtraiomaist foomt the dadplay sseserin t o
the programinformation stor,agg unit 52 (step S 142). The program
i nf or mat i o lsebtigmobnier tesmingkbbses the area specified

[2.3.1.1] Registration of UIM i1n basic block (the contents server holding
the program)
The user k who has received the registration list can request the
15 ‘program for which he has requested registration, to be distributed and
written in the UIM 12. With reference to Fig. 25, this operation will be
explained.
The user k performs the operation for selecting a program of which
distribution is desired from the registration list. Then, a distribution
20 request containing the pointer in the registration list, indicating the position
number in the registration list where the particular program is located, is
sent to the user information storage unit 51 of the distribution management
server 16A from the distribution terminal 11 (step S141).
The user information storage unit 51, upon receipt of a distribution
25 request from the mobile terminal 11 of the user k, reads the pointer data
specifying the place of storing the program proper or the URL of the
program requiring distribution, from that area of the real distribution
information storage unit 54 of the individual user information storage unit

53-k which corresponds to the pointer in the registration list contained in



by the pointer data in the particular distribution request. In the case
where 5 tHR&SURLYDF the programis stored in the area, the program
distribution is requested fromthe con[%gents server 19 using the URL (step S
143). The contents server 19, upon receipt of this distribution request,
requests the authentication server 18 to issue a public key for the

di stributi on managenent server (step S 144). In the case where the contents
server 18 is permtted to wite in the UM12, the authentication server 18
i ssues the publi. r.the distrib ement server to.the
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a programwitten in a ctormn text is obtained.’ The sécure comuni cation

control uniequégtedciiont g thstebiMepubt 19 uskey tieolFREN@ED 83489. t he
destination UM 12 fromthe authentication server (refer to the first

enbodi ment ), andleaaontentsgsaiver pfrgupen pceipd of Mhixs dpstbibiucikeyequesys it
tothe UM12. In the UM12, the programis .decrypted using the UM
private kegdpasisedho enthendicabonpssrve k@.to QRS t heDHBBEY FEYorfOr s the

successful ,. a.programin a comon text | tained. The UMI12 wites this
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step 5147, Ulberelonke hidepdidrtibaskeridiroq 46uksi sheoptilivededs fégt ergi ned

in step S134 of Fig. 24. Alternatively, the
distribution management server to the contents server 19 (step S145).

The contents server 19 encrypts the program using the public key

for the distribution management server, and distributes it as a program,
15 with a certificate, to the secure communication control unit 62 of the
distribution management server 16A (step S146).

The secure communication control unit 62 has stored therein a
distribution management server private key paired with the distrbution
management server public key, and using this private key, decrypts the

20  program with a certificate. In the case where this decryption is successful,
a program written in a common text is obtained.

The secure communication control unit 62 acquires the UIM public
key corresponding to the destination UIM 12 from the authentication server
(refer to the first embodiment), and encrypting the program by the UIM

25 public key, sends it to the UIM 12. In the UIM 12, the program is
decrypted using the UIM private key paired with the UIM public key.
Once the decryption is successful, a program in a common text is obtained.

The UIM 12 writes this program in the basic block 40-X (step S147). The
UIM 12 determunes the basic block 40-X by the same algorithm as used by



regi stratilg)@ %@lyetion notice transmtted fromthe distribution 5
managenent AP 16A i n step S139 of Fig- 24 may contain the information
speci fyi ng the unoccupi ed basi c bl ock 48 X determned in step 5134, and in
step S147 of Fig. 25, the programis st ped in the basic block 40-X
specified by the particular information. The UM 12, at the end of the
programwite operation, transmts a 10 wite end notice to the secure
comuni cation control unit 62 of the distribution nanagenent server 16
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t he basic bl ock 40-X)
distribution management server 16 (step S148). This write end notice
contains the information for specifying the basic block 40-X in which the
program is written.
When the secure comimunication control unit 62 of the distribution
15 management server 16 receives the write end potice, the user information
storage unit 51 sends an activation request to the contents server 19 in order
to request the permussion for execution of the program written in the UIM
12 (step $149).
The contents server 19 that has received this activation request
?0 sends an activation permission to the user information storage unit 51 (step
S150).
The user information storage unit 51 that has received the activation
permission sends an activation instruction to the UIM 12 (step S151).
In the UIM 12, upon receipt of the activation instruction, the
25 activation flag corresponding to the basic block 40-X in which the program
is written turns from ”0” to ”17, after which the execution of the program in
the particular basic block becomes possible.
The UIM 12, at the end of the program activation, transmuts an -

activation acknowledgment notice indicating the end of the program



(step 5152kpagp/Afue user information storage unit 51, upon receipt of the
activation acknow edgnent notice fromthe UM 12 of the user k, determ nes
an area of the real distribution inforrgtion storage unit 54 of the

i ndi vidual user information storage unit 53-k corresponding to the basic
bl ock 40-X. In this area, the pointer data corresponding to the program
witten in the basic 10 block 40-X is already witten in the UM 12 of the
user k. In this area, the information to the effect that the activation is

conpl et e i s3aakiatiodn th NifUaited ifforMatital ofideemmpi T esf adexidsdsibuiort he
result of this operation, the distribution management server 16A can grasp
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of all the UM 12 by 15 accessing each area of the user i nf or mat i on
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form that a given pointer coexists. As the result of this operation, the
distribution management server 16A can grasp whether the activation has
been performed for the basic blocks 40-1 to 40-7 of all the UIMs 12 by

15  accessing each area of the user information storage unit 51.

The user information storage unit 51, at the end of the operation for
writing the information to the effect that the activation is complete, notifies
the mobile terminal 11 that the registration 1s complete as a program hst,
and subsequently, notifies that the program can be executed, while at the

20  same time ending the process (step S153).

The distribution management server 16A notifies the contents
server 19 that the activation of the program is completed (step S154).
{2.3.1.2] Registration of in UIM basic block (in the case where the
distribution management server holds the program proper)

25 In the example of operation shown in Fig. 25, the program proper,
of which the distribution is desired by the user, is not stored in the
distribution management server 16A but in the contents server 19. In the
operation example shown in Fig. 26, in contrast, the program proper of

which the distribution 1s desired by the user is stored in the distribution



nanagenentF@ﬁﬁyﬁﬁ7l6A, and perforns the operation for selecting the 5
desired program A distribution request containing the pointer in the
registration list corresponding to the garticular programis sent fromthe
nobile termnal 11 to the user information storage unit 51 of the

di stribution managenent server 16A (step 5161). The user information storage
unit 51, upon receipt of the 10 distribution request fromthe nobile
termnal 11 of the user k, reads the pointer data for specifying the place
of storage ro : (daTa) g resef i e

i stribat; ST Alad e 1A TR Dn o RSN ARR Fig, Al b
infornatiogxgkgﬁ@ggekﬂw; 54 of the individual user information storage unit
53-k which corresponds to the pointer in the 15 registration |ist contained
in the distributThe iggursksschhthedieptistirhudh divt reegcivedtfroantisd digigibuion
pointer data is sent to the programinformation storage unit 52 (step S
162). The pnargrgemeéntt cerveri 06Ast andgperfornss thaocuperatisnt fier avedectingsitgnat ed
by theﬁfointer data in the distribution request. In the case 20 where the
progr an? pr dpeired spragragd | A tdistrfartion uleguest eantaining edier @AIBHAILM XS on
control unit 62 requests the authentication server 18 to . issue_a

certificat &gislratioBehgls CATESHABAING &9 tgﬁepw%@rbmgwp Se8ht SPm dhe

[ r d di ng. i he UM 12 qf 4;h k
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aut henti cation server ~sends the ITc key to the secure

comuni cati on cofheoluseNiihfdrateseP shh@dk. ubie SeCunpofor@dBiptatdfontheont rol
unit 62 receives this U M public F0491/3I47 53 key, and upon determ nation
that tHe kdystiibutieg téquese fremcthpisobiie tepmagalaid tof thee disst i, netadd, thesi ng

the U M public key, and thus generates a programwth certifjcate.
pointer data for specifyving the place of storage of the URL of the program

or the program proper of which the distribution is requested, from that area
of the real distribution information storage unit 54 of the individual user
information storage -unit 53-k which corresponds to the pointer in the

15 registration list contained in the distribution request. The distribution
request containing this pointer data is sent to the program information
storage unit 52 (step S162).

The program information storage unit 52 accesses the area
designated by the pointer data 1n the distribution request. In the case

20 where the program proper is stored in the particular area, the secure
communication control unit 62 requests the authentication server 18 to
issue a certificate, 1.e. sends a request for the UIM public key required for
encrypting the program proper and sending it to the UIM 12 of the user k
(step S163).

25 In the case where the program corresponding to the distribution
request is a program permitted to write in the UIM 12, the authentication
server 18 sends the UIM public key to the secure communication control
unit 62 (step S164).

The secure communication control unit 62 receives this UIM public



When the useuoperforns the operation at the nobile termnal 11 to 5 permts
the programdi stribution, the secure comrunication control unit 62 of the
di stribution managenent server 16A sendsS3 programwith certificate to the
UMI12 of the nobile termnal 11 (step S 165). The U M 12 has stored therein
a UMprivate key paired with the U M public key, and using this UM
private key, decrypts the program 10 The sanme programis witten in the
basi c bl ock 40-X. The subsequent operation is simlar to the correspondi ng

operation lebpwantnupbbod. déterntinabivs. tB& théeRey SkbGetinihafe, eacrgsiontet o
steps S148 to 5153 in Fig. 25. [2.3.1.3] Registration in U M basic bl ock
(I'n the casgrogrenetd be didaititety ubirg tdre HMgardnt kegy ard thokdsendratqy agr am
proper, and the secure conmunication control unit holds the U M public key)
|t may happerograat withecertifcat®bi | e terminal 11 sends a distribution request
to the distribution managenent server 16A, the secure capmmunication control
unit 62 of the di ¥Whamthe vsemperigemsheseparanone the mhile terammal ke c

key of fthe UM12 to which the .%ro ramis to- be distrihuted. SUfh a
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is found, the programis encryp using the blic key held in the

secure comuni catThe VIt I DIhagndtbr&? tieerdinval UIRD private NeeypMred. wiitethe
operation shown in Fig. 27 is simlar to the opefation shown in Fig. 26,

except thatUINE pubdrcakepnandrussgotids AdiMopavetes k8yl @@ caypts $el ptofram.
acquiring the UMpublic key fromthe authentication server 18 is F0491/ 3147
54 | adli ngl hesape programesgeritteng® the besgoblaskg-X27 correspond to steps

5161, 5162, 5165 . S1rl, respectively kil g, 29 423 dhoBghotial on
shown in Fig. 25. In Fig. 26, steps S166 to S171 correspond to steps S148
to S153 in Fig. 25.
[2.3.1.3] Registration in UIM basic block (In the case where the
15  distribution management server holds the program proper, and the secure
communication control unit holds the UIM public key)

It may happen that when the mobile terminal 11 sends a distribution
request to the distrbution management server 16A, the secure
communication control unit 62 of the distribution management server 16A

20 holds the UIM public key of the UIM 12 to which the program is to be
distributed. Such a phenomenon may occur, for example, in the case
where programs are distributed to the same UIM 12 within a short time.
Fig. 27 shows an example of the operation performed in such a case. In
this operation example, when a program proper corresponding to the

25  distribution request is found, the program 1s -encrypted using the UIM
public key held in the secure communication control unit 62 and written in
the UIM 12. The operation shown in Fig. 27 is similar to the operation
shown in Fig. 26, except that the operation corresponding to steps S163 and

S164 for acquiring the UIM public key from the authentication server 18 is



The user, p@gdfﬁp%rt@}ti ng the nobile termnal 11, can register a 5 programin
the free basi'c bl ock 40-FI of the UM 12. This operation is shown in Fig.
28. In the case where a programis regi guered in the free basic block 40-Fl
of the UM 12, the user operates the nobile termnal 11 so that the desired
contents server 19X is accessed and a request for distributing the 10
desired programis sent to it (step 5191). The contents server 19X that has
received this distribution request distributes the requested programto the
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unit 62 distributes the grogramto the UM 12 of the nobile terminal 11
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encryption. The UM 12 wites this programin the free basic block 40-Fl.
The Ul M 12pragrarhdnethg Gee thasipbdoekhlnilt of dhe ldiMoh?. t rldns mperationws t e
end notice ho t he js;ri buti on managenment server 16 (step S184). The user
i nf or mat i oR28WaY 2% 51 of the distribution 25 managenent server 16

he i nformat i on THAPRGRG MHET drpey e ateiforect ARChel A0 HERR 2° 1e
forn el ity ¢ _ o S _
The free bacl T Slonk TUER 2 e s e g ateHobiic torinindl EP AT BRIGE0 1O

conpl et ed, debgeds@ntémtcoderaet Q934 Abcdd«kd ahd Streqeee fori dishibsengstheo the
UM12 an activation instruction for the programwitten in the free basic

bl ock HD- Fidetste pro&geeh is Temt 1d M(3@p SH9thnpl i ance with this instruction,
conpl et es the The contents server 19X that has received this distribution request
distributes the requested program to the secure communication control unit
62 of the distribution management server 16A (step $192).
The user performs the operation to permit the distribution to the
15 free basic block 40-F1, and the information indicating the particular
operation 1s sent from the mobile terminal 11 to the distribution
management server 16A. Then, the secure communication control unit 62
distributes the program to the UIM 12 of the mobile terminal 11 (step
S193). This program may be sent in encrypted form or without
20 encryption. The UIM 12 wntes this program in the free basic block
40-F1.
The UIM 12, at the end of the program write operation, transmits a
write end notice to the distribution management server 16 (step S184).
The user information storage unit 51 of the distribution
25 management server 16 receives the write end notice from the UIM 12 of
the user k, and updates the information including the number of distribution
sessions stored in the area of the user individual information storage unit
53-k corresponding to the free basic block 40-F1 (step S195).

Once this update operation is completed, the user information



program actrpyat/key, and transmts to the user information storage unit 51 of
5 the distribution nmanagenent server 16 an activation response notice
indicating that the activation of the pidggramin the free basic block 40-F
is conpleted (step S197). The user information storage unit 51, upon
recei pt of the activation response notice fromthe U M 12 of the user Kk,
registers the information 10 that the activation is conplete, in the area
of the individual user information storage unit 53-k corresponding to the

free basic dwbege 48151 sdids usethd UBvIED am stavagenuimstrigtigptioki g in
the formof programlist, the nobile termnal 11 that the registration is
conpl ete, tpregeby watkhnatthadred basipridoekAJ-Ftlefstep $98H). 15 [2. 3. 1. 5]
Program del etion fromuser information storage unit Now, the process for

del eting the prodflemUBdi $2enrdcompiiaacaswith ithisomsiricitonst compdetsni thes1
will be explained with reference to, Fig. 29. The_user, by perform n? a

pr edet er mi FEQIEHAraatVERON: ARAdF apATHLS tAdhe usgr snfarmatipFEgREMUMED I rddcei ved
fromthe distribytion managenent server 20 16A, on the display unit. 21.
Under  thi s [B6ndrTBAROP S EABe TagE0 Sorber ¢ M ABsAFRURHSBGFERATE TRticRuct s
to delete thg: ' ESEr [ : Aqpr.ogram
rogi st rat i NCISARLARL ik et atih o i B er R AT Os R 0RO S U
is to bed i t the wuser information storage unit 51 of the

di stributi ?ﬁ%&%‘%ﬁ%ﬁ?%@%ér 16A 25 (step S201). In the case where the

programto be del®iedsdsindbriaatdyndedeigdunitdn, @ivh eeeeipf of ke basivaribhocks
40-1 to 40-7 of the UM12, the user T1nformation storage unit 51 sends a

cancel requesponsedinottce fgomhthed&HiM el Dfof theeuserek, registars ehetidormationat i on
of the ro%r am .to the contents server 19 F0491/ 3147 56 from.which the
parti cif¥ ar thebgihgmacvatienr ilpucempleteep 1205 . ateg tHe thgsdndimidpal aussrogr am
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The user information storage unit 51 notifies, in the form of program list,
the mobile terminal 11 that the registration is complete, thereby terminating
the process {step S198).

15 [2.3.1.5] Program deletion from user information storage unit
Now, the process for deleting the program registered in the user
information storage unit 51 will be explained with reference to Fig. 29.
The user, by performing a predetermined operation, can display the
registration program list received from the distribution management server
20  16A, on the display unit 21. Under this condition, the user specifies the
desired program and instructs to delete the program in the distribution
management server 16A. A program registration delete request
containing the information for specifying what is to be deleted is sent to the
user information storage unit 51 of the distribution management server 16A
25  (step S201). -
In the case where the program to be deleted 1s already deleted from
any one of the basic blocks 40-1 to 40-7 of the UIM 12, the user
information storage unit 51 sends a cancel request indicating the desire of

the user to cancel the utilization of the program, to the contents server 19



del etion o% a%ﬁ Progran1fron1the basi c bl ocks 40-1 to 40-7, described later,
5is carri &4 out -t the same time under the gui dance of the distribution
managenent server 16A. The contents ser5§r 19, upon receipt of the cancel
request, sends a cancel perm ssion notice to the user information storage
unit 51 of the distribution nmanagenent server 16A (step S203). 10 The user
I nformati on storage unit 51, upon receipt of the cancel perm ssion notice,
del etes the informati on on the program of which the deletion is requested

b |6t o Ao WO RS plSale b8l o8 BRLBhreat SR SR A
bl ock h f i : ' -
o 40-7 of REURMREran 1o B6 STHFY Renf ARORL Ao RPY s, B5E loer
oy perl of Milgcgs MORICIe UGS ARETANIOND, CAI (b SRhey Hofd, e Pradisayfoni t 21
the registered programlist transmtted already to the nobile termnal 11.

Under this qgesn iodnhe $960fEn fhdh theebarieblagkes dlL Bso 40-7 hdestefhé@taterogr am
and gives an instruction To delete it. One of the basic bl ocks 40-1 to 40-7

of the 3 Midarhiedeottheatpthegsamet oinhe wedet ¢lde i guidahoe eoff itbe détsembutied, and
a del etion request containing the information specifying the particul ar
basi ¢ bl ocknasagaraesinsarveri16Aom the nobile termnal 11 to the user

i nf or mati on storaﬁgeeunit 51 of th%sdi stri bution ﬁS manafemant server 16A
(step S211). The FORENEY FRIVED Y EERFIPE Oﬁi,e&ﬁ@ﬁe ERBIgst, 8En¢ha

$913) . “The Bken Perbicy dufost o Mehiscie PRI ERA Hhailen O peof dbReres
t he prograraé- {d g%%&@%ﬂyg%e&qg%?&eﬁf%é?:womthe basi c bl ock, and

F0491/3147 sends 'on end notice t e user infornation storage
unit 50 (step SZH) usés idforaftidn stdiageseniti 51 0ufBhI Rrefitobfgheudiicdll

del etes the
permission notice, deletes the information on the program of which the
deletion is requested in step S201, and sends the registered program list
after deletion to the mobile terminal 11 (step S204).
[2.3.16] Program deletion from UIM basic block
15 Now, the process for deleting a program from the basic blocks 40-1
to 40-7 of the UIM 12 will be explained with reference to Fig. 30.

The user, by performing a predetermined operation, can display on
the display unit 21 the registered program list transmitted already to the
mobile terminal 11.  Under this condition, assume that the user specifies

*0  the desired program and gives an instruction to delete it. One of the basic
blocks 40-1 to 40-7 of the UIM 12 where the program to be deleted is
stored is determined, and a deletion request containing the information
specifying the particular basic block is transmitted from the mobile
terminal 11 to the user information storage unit 51 of the distribution

25 management server 16A (step S211).

The user information storage unit 51, upon receipt of the deletion
request, sends a deletion permission notice to the UIM 12 (step S212).

The UIM 12, upon receipt of the deletion permission notice, deletes -

the program specified by the user in step S211 from the basic block, and



i nf or mat i ogp«0n/3tihe correspondi ng program under the control of the 5

transm ssion control unit 61, and gives a deletion notice to the contents
server 19 (step S214). Al so, the user ififormation storage unit 51 notifies
the mobile terminal 11 that the deletion is conplete in the formof a
programlist, thereby ending the process. 10 [2.3.1.6.1] The case in which
the program del etion frombasic block is carried out at the sane tine under
t he gui dance of distribution managenent server. As described above, if the

process fogesdd at delgtianpendnida amthbensdragiformanoks stPage tumid &-17 (it@P
carried out at the same tine as the deletion of 15 the programfromthe
user inforBBiBen storage unit 5 under the guidance of the distribution
managenent server, the user information storage unit 51 of the distribution
managenent serveAss@ndesdtddhet nser i indorrmetipon staraghe uniiv S bydelgtasi ftheng t he

program of , which deletion is requested, in place of th process o t eps
S211 and SPERIHELON KUY WSowerresponging 1p17q’£rm BRYET | e HTok Oloftheser

infornation storage unit i.s rohi bi t,ed. Accordi to t.his enbodi nent, a
honot iont (BansruegGe PetrelunlLAl) Bnr Sives: f elelBnsBatif: o Bk ShBt s ot e
for preventing. t,he use m usi n t he user information storage unit 51.
Thi spde;ct#é}rggﬂ}g (ﬁr‘?cggi&f'or ut Ihe925 uselrJ i nf Ior mat i onI st or age gni ;J : S

carried out, forA?Tii(g”Hllce’uk? [ Slieenzace 6Palget [iﬁeifjiﬂ rﬁ@ﬂi‘ﬁ%?”tt}{%’?ﬁéﬁﬁ@m

server 16A stops t service tenporarily, o service o

di stributi@fnifBARJEMEMt &R WeletidiA 1§ cdplatsdn tise fbemporfad igrygsatappsded at
the request of the contents provider holding the contents Server 19. Once

thi s deacttiheathprending dsspfaresshe user F0491/ 3147 58 information storage

unit is carried out, the distribution of the prograns _registered in the
user iR or Fadilof-1dt dhggeasenin whigh theerogremy deletion drpp badicahiode iss t he

del etion O(];alirlhe% BLPH BT AR hE W5dek thé %%i(%n'\éelgf distribution management

server.

As described above, if the process for deleting a program from the

basic blocks 40-1 to 40-7 is carried out at the same time as the deletion of

15 the program from the user information storage unit 5 under the guidance of
the distribution management server, the user information storage unit 51 of
the distribution management server sends a deletion instruction to the UIM
by specifying the program of which deletion is requested, in place of the
process of steps S211 and S212 described above.

0 [2.3.1.7} The case in which use of user information storage unit is
prohibited.

According to this embodiment, a deactivation process for the user
information storage unit can be executed for preventing the user from using
the user information storage unit 51. This deactivation process for the

25  user information storage unit is carried out, for example, in the case where
the distribution management server 16A stops the service temporarily, or
the service of the distribution management server 16A to the user is
temporarily suspended at the request of the contents provider holding the

contents server 19.  Once this deactivation process for the user



Now, w th gefeargnee to Fig. 31, the deactivation process for the user 5
information storage unit will be explained. The foll ow ng description
concerns the case in which the contentss58erver 19 requests the deactivation
process for the user information storage unit. First, the contents server 19
sends a user information storage unit deactivation request to the user
information storage unit 51 of the 10 distribution nmanagenent server 16A
(step S221). The user information storage unit 51, upon receipt of the user

i nformat i ony &AL Yhirhgdeasit MathRfed Qe The diStPbHoRi dfehd HDdtaths
(deactivated state), and sends a user information storage unit ‘dedctivation

perm ssi onrggisieredt i tthe ceot enfsrmerivar stRaget enitS322x0 file THEM Iheiuser
information Storage unit 51 sends to the nobile termnal 11 a user

i nf or mat i oprehidegeandie 13idee deleaicnoof thet programst fegistbfatin thehbiIMHE use of
the user information storage unit 52 has been prohibited (step S223). As a
result, the user Ngwi weahmsberencedonkigal31] the deactavatiomprpaess iy theousrie of

the user informatjon storage unit_51 has peen prqohibited. [2.3.1.7.1] The
case i ® whikiPrmadioss sforageorRHr MoH oﬁégﬁnneﬁl{ ?1316 delebving: ggseyption

distributi t | th wh h i nf ti

St or nge. unfEnfeTRdRE AsesBOVBleh e CaPERTS striesa dracaliE the dBr0BVaTBR by
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to the nobile tepmspatheldoniend cafverd]19 %?d&{hgugéﬁigi]‘or%ﬂﬁidﬁ@foﬂa Op ARt i on

storage unit 51 is prohibited (step S2 he case 1M which the

use of thedpaogvamiomst mgest ntdJl Mebames hf49da8id GBradd oekiti § 1prathithiet ed
Now, the process for deactivation of basic block for prohibiting the use of
a prodram dissribution maragement benieksl 6 (tepSAL)7 or the free basic
The user information storage unit 51, upon receipt of the user
information storage unit deactivation request, is prohibited from use
(deactivated state), and sends a user information storage unit deactivation
permission notice to the contents server 19 (step S222).

15 Then, the user information storage unit 51 sends to the mobile
terminal 11 a user information storage unit deactivation notice to the effect
that the use of the user information storage unit 52 has been prohibited
(step S223).

As a result, the user of the mobile terminal 11 can confirm that the

70  use of the user information storage unit 51 has been prohibited.

[2.3.1.7.1] The case in which the user information storage unit is
deactivated by distribution management server

In the case where the user information storage unit is deactivated by
the distribution management server 16A by itself, the user information

25 storage unit 51 is prohibited from use (deactivated), and sends a user
information storage unit deactivation notice to the mobile terminal 11
indicating that the use of the user information storage unit 51 1s prohibited
(step S223).

[2.3.1.8] The case in which the use of the program stored in UIM basic



bl ock 40-F§ %§ 5@@ UM12 will be explained with reference to Fig. 32. 5
Thi s proce Q ¥ rried out in the case where the nobile termnal 11 1is
stolen or the contents provider requestg the user to prohibit the use
thereof. Once this process is carried ol the user is prohibited fromusing
the prograns stored in the basic bl ocks (|ncluding the free basic bl ock)

I nvol ved. The description that follows deals with the.case in which the 10
user service server 65 in charge of user services, taking an appropriate
measur e su&ﬂ Eg.ghq@ﬁb- nobile termnal 11 is stolen, requests the process
for deacti vaP d Ph 4&c bl ocks based on the report fromthe user. Fig. 32

shows a sequence \gfut s g?@&&s'svfgg'd%'ﬁc R/BﬁS Soffl%sbf: Eggeactﬁrxg/g?ﬁonb IS Lest

First, the USGI’ service Server sen aSI C

to the user O EEPASlBrag S ik e Sfodibe4di Bl doit Of thaERAIBABIY
(Sste

server 16A e user Information storage unit 51, upon receipt

of the basipfockl4ock] dfahe VBV P21W1H%@§kllala$1@é‘tﬂ$wﬂl defeethyatd F&‘bl?afst ruction
tothe UM12 'O (step S232). As a resu the U M 12 deactivates the basic

bl ocks $reeting t his pretessbisardrddaniti matheanseeghesd theamibtgle esrnanadsiic
bl ock deactivation response indicating that the use of the basic bl ocks has
been prohi b tsédlen grethaszeaycntsza)mwedﬁr regueserthenfiseiioi prohsbur Hye usei t 51

gi ves a basllpc bl oc %;tlvatlon end nqtice to the. user é %I ce server 65
i ndi cat i ng tB&E0ft hOnee 161Pf9ﬁ%53b1ésq36“5 S s thy uﬁ%ISLPITth ltpd Jro@ensing

D Uoer 1 nfb ibetane soidh it bASe"BoknclRbITRinE i HedrBad hipd ng®
e A i S A O
Ef f ecty of u%@ﬁ%@@vﬁ&bﬁ&wﬁﬁrﬁ in charge of user services, taking an appropriate
measure such as when the mobile terminal 11 is stolen, requests the process
for deactivating the basic blocks based on the report from the user.

Fig. 32 shows a sequence of the deactivation process for the basic
blocks.

15 First, the user service server 65 sends a basic block deactivation
request to the user information storage unit 51 of the distribution
management server 16A (step S231).

The user information storage unit 51, upon receipt of the basic
block deactivation request, sends a deactivation instruction to the UIM 12

20 (step S232).

As a result, the UIM 12 deactivates the basic blocks meeting the
basic block deactivation request, and gives a basic block deactivation
response indicating that the use of the basic blocks has been prohibited
(step S233).

25 Then, the user information storage unit 51 gives a basic block
deactivation end notice to the user service server 65 indicating that the use
of the basic blocks of the UIM 12 has been prohibited (step S234).

Further, the user information storage unit 51 gives a user

information storage unit list to the mobile terminal 11 indicating that the



As descri gﬁﬂ Z@%ﬁ according to the second enbodi nent, prograns 5 can be
di stri but 8 the limt of the nunber of the storage areas of the
storage nodule (UM, and the operati ngﬁgonveni ence on the part of the user
is inproved. Also, the distribution managenent server can easily nmanage the
activation/deactivation of the programdistributed, and the distribution and
10 the activation/deactivation of the programready for distribution. [3]
Modi fications of enbodinments [3.1] First nodification The foregoing

Server i & Tisvany et R&iéfﬁk@%ﬁé?‘”ﬁxﬁi B LBl ' Gk ?%ELC? %&?ﬁiﬁlﬁ%ﬁﬁém
_ dss.’ 15 ,
o ogr ams. LSy aR e TR AhE e BSOS (IESIISTN 1 he storage aren of cach

program ca _@E HEHf sBcgnd emPiingaitabase. 2?0 [3.2] Second nodification
th '

Apart fro oregoi ng description, dealing with the case in which the

di stribution manageleBtibedratrive, aceortiagttedhdiseechterhbodirhene prowtrd@ii ng
network, the distribution nanagenent server can be connected to fhe Tine

swi t chitng et bedistributed begondrtherdmait offtiemumbea gidhkstoraze aens ofithg
network and an internet gateway. [3.3] Third nodification Al though only the
UMis destiprags mbdie QSIM)staada ADETAtHIE ea Ve ponthespartsef the
applicable to various | C card nenories with equal effect. |In this case, the
storage mOMATASABIPIR¥CAr ranged at a fixed terminal as wel | F0491/3147 61 as

at a mobile ter %Ts%,'th%zdis%i%h%%n management server can easily manage the
activation/deactivation of the program distributed, and the distribution and
10  the activation/deactivation of the program ready for distribution.
[3] Modifications of embodiments
[3.1] First modification

The foregoing description deals with the case in which a single

distribution management server is involved. Nevertheless, a plurality of
15 ‘distribution management servers can be provided for distributed
processing.

In such a case, the programs stored in each UIM and the
information on the storage area of each program can be stored in 2 common
database.

10 [3.2] Second modification

Apart from the foregoing description, dealing with the case in
which the distribution management server 1s connected directly to a line
switching network, the distribution management server can be connected to
the line switching network through an internet making up a packet

25  switching network and an internet gateway.
[3.3] Third modification

Although only the UIM is described above as a storage module, the

invention is also applicable to various IC card memories with equal effect.

In this case, the storage module can be arranged at a fixed terminal as well



1. Aprogramdistribution systemfor distribution of a program the program
distributigﬁﬁgﬁyﬁgnlconprising: a nobile termnal configured to receive a
programw relessly transmttable to the 1rmbile termnal in a non-activated
and encrypted condition, the nobile terﬁ%nal conprising a user
identification nodule and a first operational control unit configured to
control operation of the nobile termnal, the first operational control
unit further configured to transfer the programin the non-activated and
encrypted condition.to the user identification nodule in response to receipt
of the prd§ritd BODIGEHNP4Y t erminal; and the user identificati on nodul e
conprising a plurality of nenory bl ocks, and a second operational control
unit configured to control operation of the user identification nodule, the
second operational control unit further configured to decrypt the program
and store the programin a non-activated condition in one of the nmenory

bl ocks. 2. The programdi stribution systemof claim1l, wherein the user
identification nodule is configured to receive |ocation information

i ndi cative of the one of the nenory blocks the programis to be stored
within, the location information transmttable to the nobile termnal and
transferable to the user identification nodule. 3. The program.distribution
systemof claiml1l, wherein the nobile termnal is configured to transmt a
request for distribution of the programto the nobile termnal. 4. The
program di stribution systemof claim1l, wherein the program storable by the
user identification nodule is only activatable by the user identification
nodul e in response to receipt by the user identification nodule of a
program activation request that 1is transmttable to the nobile termnal. 5.
The programdistribution systemof claim1, wherein the program storable by
the wuser identification nodule is only deactivatable by the user
identification nodule in response to receipt by the user identification
nodul e of a program deactivation request transmttable to the nobile
termnal. 63 6. The programdistribution systemof claim1, wherein the
program storable by the wuser identification nodule is only del eteabl e by
the user identification nodule in response to receipt by the user
identification nodule of a program del etion request transmttable to



the nobile termnal. 7. The programdi stribution systemof claim11, wherein
the one of the nmenory blocks is configured to securely store value data in
conjunction with the program wherein the user identification nodule is
directable to execute the programto agply the value data to a nonetary
debt that is incurred with the nobile termnal. 8. The programdistribution
systemof claim1l, wherein each of the nenory bl ocks conprises a program
area and a data area, the user identgthﬁ@gion nodul e configured to store
the programin the program area of the one of the nenory bl ocks and data
associated wth the programin the data area of the sane one of the nenory

bl ocks. 9.. The program di st.ri.buti on system Qf claim8, wherein the user
i denti ficdrion” RSOEIPE ASURLPD Ysled %/f?f (é@rg’é‘flf’@e?t;nanﬁr?graa% he aPEBe of the

progran1aqgmﬁgﬁkﬁ§agghqb§gﬁgg§;a storable in the one of the nmenory bl ocks
accessi bl e by another program storable and executable in another nmenory
bl ock. a mobile terminal configured to receive a program wirelessly transmittable to the

mobile terminal in a non-activated and encrypted condition,

the mobile terminal comprising a user identification module and a first
operational control unit configured to control operation of the mobile terminal, the first
operational control unit further configured to transfer the program in the non-activated
and encrypted condition to the user identification module in response to receipt of the
program at the mobile terminal; and

the user identification module comprising a plurality of memory blocks, and a
second operational control unit configured to control operation of the user identification
module, the second operational control unit further configured to decrypt the program

and store the program in a non-activated condition in one of the memory blocks.

2. The program distribution system of claim 1, wherein the user identification
module is configured to receive location information indicative of the one of the memory
blocks the program is to be stored within, the location information transmittable to the

mobile terminal and transferable to the user identification module.

3. The program distribution system of claim I, wherein the mobile terminal is

configured to transmit a request for distribution of the program to the mobile terminal.

4. The program distribution system of claim 1, wherein the program storable by the
user identification module is only activatable by the user identification module in
response to receipt by the user identification module of a program activation request that

is transmittable to the mobile terminal.

5. The program distribution system of claim 1, wherein the program storable by the
user identification module is only deactivatable by the user identification module in
response to receipt by the user identification module of a program deactivation request

transmittable to the mobile terminal.
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6. The program distribution system of claim 1, wherein the program storable by the
user identification module is only deleteable by the user identification module in response
to receipt by the user identification module of a program deletion request transmittable to

the mobile terminal.

7. The program distribution system of claim 1, wherein the one of the memory
blocks is configured to securely store value data in conjunction with the program,
wherein the user identification module is directable to execute the program to apply the

value data to a monetary debt that is incurred with the mobile terminal.

8. The program distribution system of claim [, wherein each of the memory blocks
comprises a program area and a data area, the user identification module configured to
store the program in the program area of the one of the memory blocks and data

associated with the program in the data area of the same one of the memory blocks.

9. The program distribution system of claim 8, wherein the user identification
module is configured to selectively make at least one of the program and the associated
data storable in the one of the memory blocks accessible by another program storable and

executable in another memory block.



