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BACKGROUND OF THE INVENTION:

15 Data warehouses are computer-based databases designed to store records and respond
to queries generally from multiple sources. The records correspond with entities, such as
individuals, organizations and property. Each record contains identifiers of the entity, such
as for example, a name, address or account information for an individual.

Unfortunately, the effectiveness of current data warehouse systems is diminished

20  because of certain limitations that create, perpetuate and/or increase certain data quality,
integrity and performance issues. Such limitations also increase the risk, cost and time
required to implement, correct and maintain such systems.

The issues and limitations include, without limitation, the following: (a) challenges
associated with differing or conflicting formats emanating from the various sources of data,

25  (b) incomplete data based upon missing information upon receipt, (c) multiple records
entered that reflect the same entity based upon (often minor) discrepancies or misspellings,
(d) insufficient capability to identify whether multiple records are reflecting the same entity

and/or whether there is some relationship between multiple records, (e) lost data when two
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persi stent dzﬂkﬁge}{ However, the query tools of current systems use few, if any, of the transformation
and enhancement processes used to receive and process the received data, causing any
results of such queries to be inconsistent, and therefore inadequate, insufficient and
potentially false. |

25 Similarly, current data warehousing systems do not have the necessary tools to fully
identify the relationship between entities, or determine whether or not such entities reflect
the same entity in real-time. For example, one individual may have the same address of a
second individual and the second individual may have the same telephone number of a third
individual. In such circumstances, it would be beneficial to determine the likelihood that the

30 first individual had some relationship with the third individual, especially in real-time.

Furthermore, current data warehousing systems have limited ability to identify

inappropriate or conflicting relations between entities and provide alerts in real-time based
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period of tdatg%'c) storing the processed data in the database, (d) receiving data queries for retrieving
data stored in the database, and (e) utilizing the same algorithms to process the queries.

The data comprises one or more records having one or more identifiers representing
one or more entities. The entities may be individuals, property, organizations, proteins or

25  other things that can be represented by identifying data.

The algorithm includes receiving data that has been converted to a standardized
message format and retains attribution of the identifiers, such as a source system, the source
system’s unique value for the identifier, query system and/or user.

The algorithm process includes analyzing the data prior to storage or query in the

30 database wherein such analyzing step may include: (a) comparing one or more identifiers

against a user-defined criterion or one or more data sets in a database, list, or other electronic

format, (b) formatting the identifier in accordance with the user-defined standard, (c)



It is further contenplated that the method, program and system woul d
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to an entity, and separating previously matched records if the particular identifier used to
match the records is later determined to be common across entities and not generally
distinctive of an entity. Such determining and separating steps may be performed in real-

25  time or in batch. The determining and separating steps may include stopping any additional
matches based upon an identifier that is determined to be common across entities and not
generally distinctive of an entity, as well as re-processing any separated records.

It is further contemplated that the received data is compared with at least one other
previously stored record to determine the existence of a relationship between the entities, and

30 that a relationship record is created for every two entities for which there exists a
relationship. The relationship record may include confidence indicator(s), indicating the

likelihood of a relationship between the two entities or the likelihood that the two entities are
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These and other aspects and attributes of the present invention will be discussed with

reference to the following drawings and accompanying specification.
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BRIEF DESCRIPTION OF THE DRAWINGS:
FIGURE 1 is a block diagram of a system in accordance with the present invention;
FIGURE 2 is a flow chart for process data in the System block in FIGURE 1;
FIGURES 3A-3C are a flow chart of the Process Algorithm block in FIGURE 2; and
25 FIGURES 4A-4B are a flow chart of the Evaluate Stored Analyzed Record block in

FIGURE 3.

DETAILED DESCRIPTION OF THE INVENTION:
While this invention is susceptible of embodiment in many different forms, there is
30 shown in the drawing, and will be described herein in detail, specific embodiments thereof
with the understanding that the present disclosure is to be considered as an exemplification

of the principles of the invention and is not intended to limit the invention to the specific
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e(.jgs., source system identification), is likely received in many data formats. Prior to being
processed by the algorithm 22, the received data 20 is converted into a standardized message
format 24, such as Universal Message Format.

Thereafter, as illustrated in FIGURES 3A-3C, the algorithm 22 receives the

25  standardized data 26 and analyzes 28 the received data 26 prior to storage or query in the
database by: (a) comparing the received data 26 to user-defined criteria or rules to perform
several functions, including, without limitation, the following: (i) name standardization 30
(e.g., comparing to a root names list), (ii) address hygiene 32 (e.g., comparing to postal
delivery codes), (iii) field testing or transformations 34 (e.g., comparing the gender field to

30  confirm M/F or transforming Male to M, etc.), (iv) user-defined formatting 36 (e.g.,
formatting all social security numbers in a 999-99-9999 format), (b) enhancing the data 38

by causing the system 10 to access one or more databases 40 (which may contain the same

SUBSTITUTE SHEET (RULE 26)



5to muintain the integrity of the original data. For exanple, if the nane
"Bobby Smith" is received in a standardi zed format 26, the nane "Bobby"
may be cowpasess4#d a root nane |ist 30, standardized to taa/usazreic3ikobert™”
and saved in a newWwy created field for the standard nane. Additionally, if
t he nanme and address for Bobby Smith is received 26, the system 10 can
access a conventional I|nternet-based peopi e finder database 40 to obtain
Bobby Smith's to tel ephone nunber, which can then be formatted in a
standard way based upon user - deflned criteria 36. Furthernore, the address
field may balgetitpeasdle first databasgthescausingthe Sitem acdess agitional databaskeita

"Street" ad dress S ar.e then
built 44 bg%g(ft %p’rn%e 261 ?%{?gtr@egaigat a f%é?? éf:h %ayrpév?limé‘"@f’g gEFiYsde) ds.
The system n!@laa())s‘mhldewlsuméempméndxsretewéddmazdjenqadc)lbnaldirtgmaﬁﬁ kéyoufhes 18, -

18" and 15 e I,t hm,22 t anal Z cess

recei ved qugé Iyie&ﬁ%ahhg @2@, %}ogﬂ{ed ki °“haa‘if83 Fﬂ’r% SEB'B‘B‘? '%nyt‘ﬁ"at"rdsp‘-’rl@cel ved
46, the sanm® maigtaim théime@Atyvolf mlmkongirmrmw (Hoz exthniphegif tﬂeaﬁﬁie\f‘Bdb 1th’ﬂ@bby to
t he name Ro

lze t yeried nane obby" to the

queried nant %ﬁﬂ)'@ atSLa"d"fr%'a%d% Q%g ‘gg,g%k%gx JRYPe£RmPEd faaTopkRame, e d
queri es 46 wéosmﬁammdmmm ‘GRabert 24hd siveid i anewlylereatb&ﬁélu Ibr tRe Stiddasdt | on
t he system 10 processes the

of the quer and, user u

recei veg quéﬂ’%s‘&%g%' el i @P@Wﬁ%a ??39" g‘i’@&ﬁﬁ‘ﬁh&t'ﬁ@ﬂv"ééﬁéﬁﬁ%?fmm such
as a publi ccdneeodssla ca@mm§lelnteh@t-6e1ssuipdasb§$na& dafabR3E ABtd SHain BEM Ymiupsul t's
94 may be br? ger th a}gl n’tSt C{']ﬁsg and may include rel atlonshsfp mat ches.
For exanpl eteleppoRe ich gan Ghen besoppafted i 4 fandandpyay based pppruser-defigd nay

i ncl ude receteia 3. F@@&ﬁio@e MQdmaéseﬁe!&ﬂ@ R pareid i adfel £t ?2 ¢&uflmgOr have

lived at Bobb ess. The al gorithm 22 also pertforns a

function upl?rf?’/‘? @E%lsﬂfeféﬂ‘?d&ﬂ? ﬁ*‘%&'& ofdlr Candardized address. (Hgshgeysarethor buikidd her

there is anb@&daﬁdnrtgeé;ﬂs;%aidatﬁlaﬁdk%ré@ﬁ)%@ﬁeaémtﬁemtChes the entity
correspondi ng to _such received data and () 1f so, matching the received

data to the exi stherfysternd@ alsreceiyes querigs#odion Qheplatagb'rqftsm%elt& i tR@sda group
of recongs (il MELa dgoritfDd id dnfilySe mﬁ ¥ pceQlind il dulifl4t! P atrel N

recei ved data) from the database can es and 5‘ Yyzes
the retrievife ayeryfer ‘BobbySmithsis regeived %tmhalﬁﬂalgwéhn 22 yihivh saindamzed thag

i ot ot | ve S e BORH R0 fuhe RIRRSHHPA B iOS BL JUBRRARR R X
anal yzes whi@ahby” torthe guerieeamer é’@bcltd” d@dw&ith&y&m}a 10doadoandSitiB&Treddifed SHEET
(RULE 26) V)03 %&é%epﬂéc%%é;l%?@% maﬁm%ﬁl‘”fqrsrﬁégﬁ@ (gghm edentifiers

56. If ther& were new or previous! y URKnowns rd © MFRSYSFTor i t hm
22 woul & anatdyuser. tAssucteas tbc systegy 1 pretegses tHemepaived dumbs 46, areau@&thﬂﬁnﬁy

update the %ﬂ%&h‘é?&zﬁﬂaﬁé% s%Lhags'aopn%Pc Redrds gata%ase 10 fl?lﬁ mlssmgpl n’;ﬂf&ﬁmnew or

previously t
Query results 94 may be broader than exact matches, and may include relationship matches.

For example, if the query is for “Bobby Smith”, the query results 94 may include records of
people who have used Bobby Smith’s credit card, or have lived at Bobby Smith’s address.
25 The algorithm 22 also performs a function upon receipt of any received data 26 to:
(a) determine whether there is an existing record in the database that matches the entity
corresponding to such received data and (b) if so, matching the received data to the existing
record. For example, the algorithm retrieves a group of records 48 (including identifiers
similar to the identifiers in the received data) from the database for possible candidates and
30 analyzes the retrieved group of records for a match 50 identifying an existing stored record
corresponding to the received data based upon generally distinctive identifiers 52. If a match

is identified 54, the algorithm analyzes whether the matched record contains any new or

SUBSTITUTE SHEET (RULE 26)



identifiers in the matched record, and determ ne whether any additi onal

mat ches 50 exist. 5 This process is repeated until no further matches can
be di scerwem3/oidae7 nat chi ng process would then assign all pofi/ushe41sat ched
records the sane persistent key 60. Furthernore, if no mtches were found
for any record, the unmatched record woul d be assigned its own persistent
key 62. The records retain full attribufion of the data and the matching
process does not |ose any data through a mer ge, purge or del ete functi on.
10 For exanple, if record #1 has an individual's nanme, tel ephone nunber and
address, ardiongy gpknowp ideagfierh 86.H terauere nem ar previpest enkaew el idaniiises 36, One
does not k ecords
nmust be ke%%g Wé%g]ﬁnggiewgﬁll en }Ejzett&%wa&?reégorJ§ﬂgﬁ0@q§e\ég§%g% aﬁ?ﬁilfb%é{eng t he
i ndi vi dual 'the candidatg symdatipsshipreoerds 70lhasedeipn dhesnepvapee vipwsly @oknown #1) ,

t el ephone ¢ r se the
name, 15 telep %%gnstﬁél]ﬁ t@r?edrg gdd#ess #}Q%%qgnﬁ%q w%,ﬁﬂ?sh%%gggtem 10
may det ér nmilh®s prdvass i#fcpea@ﬂdwn#lﬁlcsﬁueheiamhﬂmamg)etdheerswghb mi'tohmguvaic;assso t he
al gorithm S recor The s stemc en re-runs t he
al gorithm ”%oﬁnﬁ nasmg{f ?llp()t#%? c%tc%drreecé)g?sdﬁ?fme iPER R ke&ﬁt Fur rere“é%r?dg ¥f the
candi dat e Ixna&hemeradmimﬂlf@rmay recadpthel 8nhdtetied irgvotdsdeuld demngﬂedarssm&l mlar to

the matched rec Because  t he nunb of nmat ched
ooor 0 e RAPERECeS 2 RES AT AP 10D Gt TS PR (G G146 TAGKGR HoBS ¢ hese
two recor ddodmdt RkSanyrdatachreagh aliférge, piftk Ohedlett Amotich.i s then run again
agai nst the can ditional records retrieved ing for

idate |i t or | oo
mat ches'®54 unt i ?Ofﬁé%‘?é f?ﬁ?@#i asgndndjidualis mame.tglepfiope ayraher agdad 5§—'§§t em 10
may det er mapErebiats2 hithé &G Hdfhe\WRd £ clefli€ Ofrd RGhbet. ORBESH 86t knb@IwiRNRABH €,
soci al securlty nunbers are consi dered generally distinctive 25 identifiers

for indivi 88dhe) ara kg stRGSdVERey Hhe FecS BpE bRKER! SR A BN dpa fPrisre S anme

soci al  segyjkd éyelﬁumaﬁdlnmmdual § ndnse (Bé}ﬁe%st}la&r& BB aRHEH (sHOREEcordl N
certain circunst ances, 1S | at er det er m ned be commbn across entities

and not gefidk iglaphonsi numberisameasgecoshi Dind erpdit %‘i‘ “u@b@énﬁﬁ@usedbﬁﬁw%r a dat a
entry oger ?etl%p%nm\ﬁ{ﬂ%ga dardﬁl%&rfgr # SladsThicnS e 's?s't EEMEY & t¥1as

required fiel'd, but the ta entry operator who d not nowt e SocCi aI
security nendt are flesgObing theisarn¢ wniiidablssothe elggrltbmtr@qt@@s reherd di viid #3 data.

"123-45- 6789 g’sﬂ:ﬁn RAGD eHhe théjédgérﬁh&l ”cgﬁmtléﬁxgrxléfqgﬁﬁﬁhe&x@?or&?‘ﬁ lyfth RCHKE! Ity

nunber woul commDnN across s e entities an | onger
a gener al | yecdids tof rhctChnde'xiatedtsn@ﬂ addigpndl cacotdh é@emplndh rderdlﬁratssmmdlm 058427

PCT/ US02/ 416&?(3%Fd re{;orﬁ‘c %géaclilse C Xz}mcféarli\%l C ﬁlaq carg |C1 n*a?cﬁ@recorg%? er woul d

be added t&"a conmon 1 ers an re pr ocesse%s woul d
not atte rrptthetrmmahd trediecard owntes of ecortl W2, thaadidat@ds ars hlso matchede Athés

relations hln%tct}leg recor is tgen r%%%gam g%pns't[ tlﬂe can(avgater?lst or aﬁél%%?reicéjrﬁg‘ ;[eitr]:eivgc[ , thus
looking for matches 54 until no more matches are obtained.
On occasion, the system 10 may determine that two records were incorrectly
matched. For example, social security numbers are considered generally distinctive
25  identifiers for individuals, and thus records often are matched based upon the same social
security number. Howeuver, it is possible that such number, in certain circumstances, is later
determined to be common across entities and not generally distinctive of an entity. For
example, consider a data entry operation having a record field for social security numbers as
a required field, but the data entry operator who did not know the social security number of
30 the individuals merely entered the number “123-45-6789" for each individual.
In such a case, the social security number would be common across such individual

type entities and no longer a generally distinctive identifier for these individuals.



stopping any future matches 64 and (b) any records that were matched based
upon that 5 erroneous social security nunber would need to be split to
reflect tweodass2prior to the match, thus requiring no prCerUsdzim3e oss. To
acconplish the latter objective, the system 10 separates any natches that
occurred based upon the incorrect assun%)tl ons 66 to the point prior to the
i ncorrect assunption pursuant to the fua attribution of the data, w thout
any loss of data. Thus, if record #1 for "Bobby Smth" (which had been
standardi zed to "Robert Smith") had 10 been matched with record #2 for
"Robert Sni\e¢prdinglyida) the new kegvay cosmoaridgntifier wondd ba addedtogylist efigommeinf f er ent

i ndi vi dual I ord #'s
L and 2, Pyl R el ey R B T
of record mcrmrelanmwhlp recordsBibosed' upﬁu&ht: hew knewen canimeordiderdifiad, thuag and
separating i n.r t t her nore,

t he separ a%tgéf%p ang?g} u}%‘?n;{?&bﬁe% éﬁg%%tr%ggfsé@t %ﬁq{laet%hgfi\?gs SQ%OHJH{ta to be
processéed éemonehe ssgnsltsemntﬂ'ment&r aodd aksigo be s tovaBert tlmldatalpumsdmtl;rsnatemen | ess
t han obvi oys rel ati p at ex

i vi duar o e SIB e AR5 e bomPoutiflebd haRE ok 3 oGt on 4o
Thus it | sapyasattek ehat @;ﬁﬁﬂ‘ﬂﬁﬂﬁséd dpeh;h,emdoﬂearakmrr@tmm@tds ek pbinopridhicpthbet ween

i ndividuals #1 and #2, The rel %1 g:Sh' S cag be ext ended tlo sggeral degr ees
of separ at I"6HTECHHSHBRISPRURYRS 1O f WA £ e Sg Y HOUL Y DS OEfRd data to
all recor d$husn1ftré¢erdsﬁ1qbﬁtiadﬂ>ay amamd(wmdheaa 8&enatan@Ardizé DS Ropert 6@ 0lhadd f or
every palr of recor ds for which there is, so rel atlonshlﬁ6 bet ween t he

r espect!P vebEAIAY 8%W‘“TFFé°’fdé’izefP‘i ‘Siober pmptl c AR BatiigiFteamIngg fhaaese @rePonshi p

types (e. @ifferehBhi®lduals e &ABMEY Me@idto bk BRKEPMEJ tﬂ@&@gﬁndl Rebat o1 gndhi ch are
scores indicating the strength of relationship of the two entltles) 72 and

the assi gntd2lser@msyend idepify gt B sigpdardigsd “RoberpSmiihh] of recopl loptrgehce

I ndi cat or sy ‘%OIEB}V” Im&ha%reathe%k@ﬁmﬂg bhDseparRfify Bpel ch ﬁe'ﬁé%ﬁﬁea iSgare. The
relationship score is_an indicator, Such as between 1 and 10, representing

the |ikel i iooer intaih. Ferdieamers, the seatraed ueks papée Wewhmiticdaypamreiver and
i ndi vi qyal g2 b E})?oégés%?ﬂletﬁ@sﬁfé re is also an indicator, such as between 1
ua

and 10, that 1 ndivi #1 I's the sane person as indi vi dual #2. The
confidence i ndi Bereoars alfQtimevieniyelaticaetrips, £ yeadesd than ehvivkreektionshiphgegttocess

30 descri bgg. ARk RADRYS T e RUGHEIN HuRli %R alYESS  IhSich SGPYRT data 20

and queri es /) eterm ne exl st'ence a con | on that neets the
criteria obrganizsion #8eThusads abmbte parhaps Hikgly, shut Ihegesis amel AONEBY 587
PCT/ US02/ 41 rela bet wee entities or a

cortain patbhiebr f PO IRaRsEub o by SR BT RO SRR e
conf i denceAksddiagy,ahe giseat Wrcotnparas &l rpc@ﬂaatderam» aleckcordd nnehe acred data alve a
gglpg'; :’;1'? In 22' rp at(rasezf: r% at10ns%15psrec'§orc?1 90 f%r Q\ge%g E}ueéf%c%? 3 for Wtheh there is sog]e rgiatlonshlp
between the respective entities. The relationship record 70 would include relationship types
(e.g., father, co-conspirator), the confidence indicators (which are scores indicating the
strength of relationship of the two entities) 72 and the assigned persistent key 60 or 62. For
25  example, the confidence indicators 72 may include a relationship score and a likeness score.
The relationship score is an indicator, such as between 1 and 10, representing the likelihood
that there is a relationship between individual #1 and individual #2. The likeness score is
also an indicator, such as between 1 and 10, that individual #1 is the same person as
individual #2. The confidence indicators 72 could be identified during the matching process
30  described hereinabove.

The system 10 also analyzes the received data 20 and queries 46 to determine the

existence of a condition that meets the criteria of a user-defined alert rule 74, such as an



For exanple, the system 10 may include a list of fraudulent credit cards
that could be used to 5 determ ne whether any received data or query

cont ai ns womsmss47 card nunber that is on the list of frawedalusar/4wsedit
card nunmbers. Additionally, the user-defined alert rule 74 may cause the
recei ved data and queries to be reported. For exanple, an alert rule may
exist if, upon entering data of a new’Nendor, it was deternined that the
new vendor had the sane address as a current enployee, indicating a

rel ati onship between the vendor and the enployee that 10 perhaps the

enpl oyer wapriopriakceretagonshipestvega tved entifesor d edaimpaiigin ofactvitie based yaen on t hat
woul d trigger. - def ~ | n alert 74
whi ch rmy - ROk e a: S fapr e ftlee itk ior b D PRk iR P8 e Vi o
an e-nmai | ard/ardaee heztadomsbipdecard lesshircapredsterniagd oemberwt Hegagss ahsephrptien nuner i ¢
beeper, pegson i.Ql assi.St. ol I one:. I based
apon & uSer SRR eBlen e {hec P RN ids BRECHHRR 10050t

r el at i onshigerooumf withehee enyi rechi edtdot ogqeay emtdinsarcraknocen nithbeotha inaxthedisn of si x

d f tion.78, th tem1 L tart with individual #1,
By, Tina aPf RCHEM STRG RS’ BETRRaht bisidinedRive 7k B Pt
i ndi cat or geeia¢ddatd dhdruerts @nbeepor(ed,) Fareahnigle, analldrt rafe rhdyexfst if, afposlegr ee of

separation indivjduals 80, and determne all individquals 82 re ed to 20
Do o Ly et B reafo Vst St M amortel s RrRERRESS not cat or

great er thaa &ererempidyednfdi€ihg b epgidhshipigetpécacisentdditand thelempReESthhthe Si X
degrees of separation paraneter 78. Th system woul d send el ectronically

. 4 ne
an al er'f 7BeThenRsdhe smBloveR¥PYId dkafoinveptigatee LPOR deigrmiipation 452 HREERN thifpon a

user - def i ngduaigRf i Mderldefitd Qi@ LB VBN ysiehi04idbiddn Mrt REPRERMEy By St em
enabling further action. 25 Furthernore, the relationship records 70 could

be dupl i cat@ampwigstedsthipughyarigys mpdivns such\ys g meswge vigan mMailes & 3wgddiglda 20,

the systemgomliflcabs ueBL bkRla ¥n SYALHARC b BLidR] @bird Bisab0dk | 0ad of
each of the other databases and distribute the nmatched/rel ated/ anal yzed

records t &laphenedat abase nost likely to efficiently analyze the stored

anal yzgd recorchﬁ%xa Y %rug naZs‘ér-ﬁé%HJegaﬁeRﬁ\eHﬁah?e%&!ﬁﬁtﬁa‘if?ﬁ%%”y results
emanati ng fromthe other databases. 30 Finally, the processed data can be
t r ansf er r e ikéiBoedofaddiienshipabnfdiznhadetorigented thap esvem 76 tesswadinmy ofisikehouse
publication,list {-4TRY. iLlize.t ri et on a
real -tinme gefgr %egtotf: e%f)%ag(gnegs. |S¥§“%+]:‘@Mﬁé@ﬂ%ﬁgk‘??‘éﬂﬁ%? g)r(rggfclin dgdzlilt%ﬁeréS can

t hen be uséedividualse8DatlatDioC8/HABBd 2 CorPiGEnddBMR¢ addk @BAter thhfl savet 6, dQtaaalfzehi ch may

el e 0 8 SE 801 DRSSP Bl BT
exanpl ep t ke firstaitgrbedf sepaatolndidded; 30daning h eofaiehdedadicaori giddie hokseh N a
local dat a@? gr?d Jc’riE1 }/epft:)aef\ tﬁerp?'gcgzseurngi Fi(tjmeets the six degrees of separation parameter 78. The
system would send electronically an alert 74 (that may include all the resulting records based
upon a user-defined criterion) to the relevant individual or separate system enabling further
action.
25 Furthermore, the relationship records 70 could be duplicated over several databases.
Upon receipt of received data 20, the system could systematically evaluate the nature of the
work load of each of the other databases and distribute the matched/related/analyzed records
to the database most likely to efficiently analyze the stored analyzed record 68. Any alerts
74 could then be issued from any results emanating from the other databases.
30 Finally, the processed data can be transferred 88 to additional databases based upon a

cascading warehouse publication list 86 that may utilize the same algorithm 92, either on a

real-time or batch process. In this manner, the transferred data 88 can then be used to match



88 to the regional database to be conpared and nmatched with data utilizing
the same 5 algorithm 92. Thereafter, the processed data resulting fromthe
regi onal wetoalossie7r may be transferred 88 to the national @Ciuse2/4i8y0

combi ning the processed data in each step, especially in real-tinme,

organi zations or systemusers would be able to determ ne inappropriate or
conflicting data pronpting further actidn. Conventional software code can
be used to inplenent the functional aspects of the 10 nethod, program and
system descri bed above. The code can be placed on any conputer readable
medi um f or Wit§ dateywhick mayinslude diftgreat dagy) imthe pdditiqngl dagadases aogbarky Séﬁse@@ﬁput ers,
such as t at
nuIrer ous vg%fltg?% %n‘gﬁgﬁf %gﬁ} P?ge{{lﬁ%ﬁgwﬂ?&e“’“@ wskéehc(?lgddqivgfﬁﬁﬁ% Igpartl ng
fromthe spiached mertdsmegbupon tltervenﬁmmdlg«ﬂors lirt a Jogaltdatabase iy be terséiredd t hat
no limtati s:II d herein is
i nt ended olrgg) \tglobg%igﬁ &eSFFrtogb J&quﬁi%ﬁ?h llfngt(c:lge@&ggl l%Uthcri‘g?P tsgﬁjgover by the
appended claapmbmeﬂZl Theradfker,tbaprbcessedidata sesabing abinthategnonaltdlaeabaseopg bef the
claims. WO 03/05 CT/ US 16 MED IS 1. A
met hod for uﬁr}sg%rreeg%gz o t1Onglorfrfgr s?ﬁoncé)mt%ﬁ]é“%@ %gcegw%?%é%F%Aéﬁp’dat a

conpri sing e@bclhlgastreamimercﬁga)ﬁzdndﬁa;\ur mgteat useBasiuldbeaablededétefiny , each 5
record representin east one of . a E uraljity of entities; utilizi ng an
al gorithm fr@p?ff’%rbaé‘g%r copflictngdafa prompfine furtheg aliopn g 't he processed data in a
dat abase; recei @mgmd;ahlasoqwexrelceae (faﬁfbe ueldrnoé ﬂxvpm@enathe |fﬁ&ﬁbnaﬂiasﬁb@¢’t§ bfaRe of the
dat a storedlnthe dat base; % ut| |Z|gg rhn? (Prlthmto process the
queri ed? 2MeiPRd: BIRATHBAD ?ysi‘?{‘%ﬂefﬁr ARt OetPlased o WY SEBBNET 3. The
met hod Of  edaaitie thedMie 6t ude b &siggk bérh;ﬂﬁer%f £ dReIbERA AbtwRHOFIRbinYuters Jsuchl e

met hod of claim 3 wherein the personal property are vehicles. 5. The

net hod of HIEANEME: wherein the entities are real property. 15 6. The net hod
of claim1l whergiof hd@r&big!it Gl l%'c%sé?('egﬂﬂét%ﬁﬁlbl%ﬂ§vanzlnon-grlﬁd mRhfesioaf claiml
wherein the entities are chem cal conpounds. . The nethod of claim1l

wher ei n t h&ag ke pifqeted vﬁﬂ@utﬁegaﬁn&fr@@mﬁ@snd scgpe oftee imeqniions 1fs tebai m 1

wher ei nst hgRRkAJdIHER n@[iﬁlitﬁ)tw?ltv@llmspect to the specific apparatus illustrated herein is

intended or should be inferred. It is, of course, intended to cover by the appended claims all

such modifications as fall within the scope of the claims.



10. The method of claim 1l wherein the entities are biological structures.
20 11. The method of claim1l wherein the entities are bionmetric values. 12.
The met hoslooB/osd42i m 1 wherein the entities are atom c strecrases416iB. The
met hod of claim1 further conprising the step of converting the received
data into a standardi zed nessage format prior to utilizing an algorithmto
process the received data. 25 14. The~ Het hod of claim 1 wherein the step
of utilizing an algorithmto process the received data includes retaining
an attribution of each record. 15. The nethod of claim 14 wherein the step
of retaining an attribution of each dedMP i ncl udes retaining an identity
of : a sour eeRY$S eMaRVeK i ng each record and 30 a unique identifier
representing each record in the source system 16. The nethod of claim14
wher ei n t hé- st eff methaddprpra¢esgingdatagompriping theiteps ofeach record incl udes
retaining an id 03/ 058427
PCT/ US02/ 41630 ‘%?'%‘L%‘L%‘?l% Gtz %X%ﬁe{:?eg‘?ﬁqh%’ ettrléé‘lg‘;&‘tél E%H@?%peao utilizing
an al gobi t mertdgepressoiénesat {dags one eCaplvtitydéertitiesicl udes anal yzi ng the recei ved
data prior to o and query in the database.

18. The met hod @ﬁmgﬁﬁﬁkgﬁggﬁﬁbﬁnkggtqu;?ga%% anal yzing the received data
prior to one 5storlingsrh@p1agmsadrdataheadaalabfase and query in the database

i ncl udes conparln ent | ai nst,.opne of: a

user - deti ned or ey b ERE st RF mutvigdC ebde oueh of fe 3B BRa B condar y

dat abase aﬂdmmméMBd 19 The met hod of cIa|n118 wherein the conpared
identifier is a ast one O the plurality of entities and
the dat'd set is"f ﬁm§ ﬂ?‘f’aarlr%qé“ﬂ%botprf’?eﬁtheﬂf”esl'he met hod of claim 18 wherein

t he conpared Id’ElﬁHméth@i’oﬂc&mﬁﬂ videbieHs eftieabrelpessd. one of the plurality of
entities and the dat [ ddress list. 21. The nmethod of claim 18
wherein the ste El?fﬁ‘ﬁé qlrﬁd "Q}erel"éigf'mﬁﬁéar{%’erts?féﬂ P@eftY fiers against a
user - defi nad CrTﬁeQﬁétﬁdSH(')Mnﬂ@%&e%ﬂﬁ@béthdlﬁlﬁbpér?%év&&?es! dentifier in 15
accordance with the user-defined standard. 22 he met hod of claim 18

wher ei n t hé st epheonethetpfyrlaimg wheeein Be entifissiargagehroPedr to one of storage in
the datgbage or TRUGENod &F i 19AARRBE ehciel MdSRaRRNAACI NG the received

dat a.
The method of claim 1 wherein the entities are chemical compounds.

8. The method of claim 1 wherein the entities are organic compounds.

9. The method of claim 1 wherein the entities are proteins.

10.  The method of claim 1 wherein the entities are biological structures.

20 11.  The method of claim 1 wherein the entities are biometric values.

12.  The method of claim 1 wherein the entities are atomic structures.

13. The method of claim 1 further comprising the step of converting the received data
into a standardized message format prior to utilizing an algorithm to process the
received data.

25 14.  The method of claim 1 wherein the step of utilizing an algorithm to process the
received data includes retaining an attribution of each record.

15. The method of claim 14 wherein the step of retaining an attribution of each record
includes retaining an identity of:

a source system providing each record and
30 a unique identifier representing each record in the source system.
16.  The method of claim 14 wherein the step of retaining an attribution of each record

includes retaining an identity of a query system and a particular user.



23. The nethod of claim 22 wherein the step of enhancing the received data
i ncludes: 20 querying at |east one data set in one of the secondary

dat abase wod3nksa21 i st for additional identifiers for therPceasivedsadata,
and suppl enenting the received data with the additional identifiers. 24.
The nethod of claim 23 wherein the step of querying at |east one data set
includes: at |east one data set being13n the secondary database utilizing
the algorithmto query 25 additional databases to | ocate additional
identifiers relating to at | east one of the received identifiers; and
suppl ement 1hg t Hee metbed ofsthir  twhergin the sterrofidizing e algornitharie Process dhel ocated i n
the secondary step of
anal yzing the r%géle\?e@gﬁad%%gles iy rmgg%%me%gmfﬁgﬁéf)ﬁgglﬁﬂg elm]ﬂgat abase and
query in the dada@dbawnﬂlqcéryjdetbedartdam-ng hash keys of the identifiers. 26.

The net hod el n.t t Il J:Zd ) process
recei ved 03/t “2‘%0%? 65)” Ek%gg\dﬁ&t%éo%%{ﬂghﬁ%@?ﬂ%glgals?d ?r%’g?%“%t he

dat abase processfetbrapeet tleslatbbfseahdxpmry ia thesiarabgbe finchelds cagupatieg atdegnst g, The

met hod of cl ai m E V‘Ynﬁ‘éf E’% user -defined criterion includes an
expiration dat%. "% ”e’isﬁ‘éal ‘of claim1 wherein the steps of

recei ving data corrprataern@ﬁaéddraasmame record havi ng at | east one
identifier, each reco[? 6gresentl ng ? eacf cgaefb @1 I urality of
entities, utilizing %FHO8093% Hiin BT SF b dsgudapy datgbagean 8&1‘ 'data, and storing

the processed d@EheméthoPofdain8sdeRinthPedniparedBeentifleriC@harhd ot ledQ ondbfe net hod
of claim1 wherein the steps of receiving data COTTPI’I sing at |east one 10

record Ravi ng athe pREAlity effauticgand fhedatz Seté%l'é‘ﬁ"ta@&% Qt ¥sEpresenting at | east
one of a pHurarhd MeRbd &r&tdﬁluemheﬂém thé gdng;ﬁreand@hgaﬂs hhaadieRs B £ 6asnt he
received data, and storin the processed data in a database are perforned
in batch. 30. TeeheiprbYy Pmﬁleaﬁ%thidﬁ?sei’ﬁm%é@é‘?%“ﬁhe step of utilizing
an al gorithmnt OTwﬁ&ﬁ&ﬁofcﬁaﬂﬁ 1B ShEleaHe day & dofp Lﬁ@eﬁlea&%né 6t th Riéhdterd rom t he
dat abase a group of additional records having |dent| iers simlar to the
identifiers in tgsnstewei-Jadigedieriteriondpdudes formaking pt Ipaseoneiidengifiergp ¢ he

retri evgd grOUDa&BrdBI?c%%fﬂﬁhJ&Er-&’efﬁgﬁ Ghda at least a portion of the

receive

The method of claim 18 wherein the step of analyzing the received data prior to one
of storage in the database or query in the database includes enhancing the received
data.
23. The method of claim 22 wherein the step of enhancing the received data includes:
20 querying at least one data set in one of the secondary database and the list for
additional identifiers for the received data, and
supplementing the received data with the additional identifiers.
24. The method of claim 23 wherein the step of querying at least one data set includes:
at least one data set being in the secondary database utilizing the algorithm to query
25  additional databases to locate additional identifiers relating to at least one of the received
identifiers; and
supplementing the received data with the additional identifiers located in the
secondary database.
25.  The method of claim 17 wherein the step of analyzing the received data prior to one
30 of storage in the database and query in the database includes creating hash keys of
the identifiers.

26. The method of claim 1 wherein the step of utilizing an algorithm to process received



mat ching at |east a portion of the received data with at | east one anal yzed
20 record of the retrieved group of records that is determned to reflect a
record haworng/oss4eentifiers representing an identical one @CTtuse2/plesr al ity
of entities; analyzing whether at |east one identifier is included in the
at least a portion of the received data that was not previously stored in
the at | east one analyzed record of thé retrieved group of records that is
determned to reflect a record having identifiers 25 representing an
identical one of the plurality of entities; and re-analyzing each
identifier of tduaindudessipeitg grtbagrtdhsapessidd qrdics hasagupdn & wser-dedined east a
portion of the &ﬁ&gﬁyed data and the anal yzed record of the retrieved group
of records that Is determned to reflect a record having identifiers
representi g anThedegthadodIclagn @6 eherchmehgisar-ddfineq crggrion3fcledetsian exggratiand st or i ng
t he mat ched recgqgs in the database. 31. The nethod of claim 30 wherein

mat chi ng at | eaST" a portion of the received data with WO 03/058427

PCT/ US02/ 42830 Thelbetiadd dfelash 1 ovhereamnihb yzmsobf reeiving dancbngesngg dagrinng a
persistent key. 32. The t hod of claimz30 erein the st of. utilizing an
B Gortthm o pr5Eabn AT G ae Gl o e tH BTl BT Paiiatyi ng r om

t he dat abase anplaghiytof etaies, aibLipg oif algdritin tifodeayiha geckidlenddtd, ket sordigm | ar to
the identifiers in: 5 qﬁ | east a ortio% of the received data and the

anal yzed recor dPeProfgseed-dafaip adag %f’ BERSP e SbEHS ™ hat is determined to
reflect a pecorthdinthdibficthantlivheRithe SppsasFentiving dan comphiihgallcadnmeof the
plurality of entities. prior to.re-analyzing each identifier of the
retrieved groupeird pades Hdeaptpne idepficeyractsrecord pepresenting gt lspst enegfiy 32 wherein
utilizing an al gefiid/dredRieRARERS ar A1 orlteh & PEELsHME Beceilbl 4L hkdasidgepeat i ng:
retrieving fromthe database a group of records; analyzing each identifier
of the retrievedegrostssedsiatainadpr@aase arwedenmsd ib29heast " a portion of the
recei ved dapa; pnahsgddd RS heF 12 vnbeRASke PoriudfARS & Bforldin Wgbaded in the
at least a portion of 15 the received data that was not previously stored,
retrieving frontheFrseided ¢atraiseludas: addi ti onal group of records; and

re- anal1¥Z| ng each i q@lﬂg\'/i{ll ﬁ{)m({’ﬁe& lfh%ageeaj[grré Vo? da i H4PreBdrad ﬁﬁgfgqéentiﬂérsa mat ch

until no additional natches are determned.
similar to the identifiers in the received data;

analyzing each identifier of the retrieved group of records for a match to at
least a portion of the received data;
matching at least a portion of the received data with at least one analyzed
20 record of the retrieved group of records that is determined to reflect a record having
identifiers representing an identical one of the plurality of entities;
analyzing whether at least one identifier is included in the at least a portion of
the received data that was not previously stored in the at least one analyzed record of
the retrieved group of records that is determined to reflect a record having identifiers
25 representing an identical one of the plurality of entities; and
re-analyzing each identifier of the retrieved group of records for a match to:
at least a portion of the received data and
the analyzed record of the retrieved group of records that is determined to
reflect a record having identifiers representing an identical one of the plurality of
30 entities; and
storing the matched records in the database.

31.  The method of claim 30 wherein matching at least a portion of the received data with



34. The nethod of claim 30 wherein the step of utilizing an algorithmto
process the 20 received data includes: determ ning whether a particul ar

i denti fi ewoios/oss3ae7 of : common across records representing 2CTIuSaz#168m0
different entities and generally distinctive of a record representing a
particular entity; and 25 separating records that were previously matched
based on a particular identifier if thel>particular identifier is

determ ned to be common across records representing at |east two different
entities and not generally distinctive of a record representing a

particul ar ent iatjeas3me apezedeachdnabfdes paigning4 patsisieat keyt he step of utili zi ng
an algorit t i NG i, bl t] ny

2t onal "mt chaanaporelchlin OFRECKER: 46} & JyNEhL FFREMARGRRIRIEY ¢ e
particul ar i dentefdivedrdatagurtiesr epmprisesiretrisving froorthedataescomsaddigion goup of
representing at wo . di.ff eren Ll es and not generally distinctive
of 8 record rerﬁ%'cgg%llri] V?“r%ddeé‘lt%garrg?‘?%ﬁtggeéﬁéH?‘;?‘%‘ 03/ 058427 PCT/ US02/ 41630
-16 36.5The net hod of leastaiportidd ofithe reekined dmea mtdep of utilizing an al gorithm

to process the recejved, daja includes.resprocessin e arated records
as received dat a. 37‘1.1e al‘ﬁ‘gzﬁgérteﬁ%ao% ef:el%réﬁvﬁﬁl g‘&“%@%‘?ﬁs (%'{‘1} Siﬁ?‘%ﬁ'?eg%

det er m ni negflatretrieid Bavidgy itléntifiba keprdset@ing afh idehtidas or@ned tef plralitpoferdiCieOs S
records representing at |east different entities., 5 an eneral ly
Gt noti ve of i Bestirab B8 bt ot b MG sioE At 189 0ieud Shr | ng
records thas. were péRM Gesding 30atheRaditititiag peilkeitimdo pldcdse dlerédeived da8. The
met hod of claim 34 wherein the steps of determ ning whether a particular

i dentifiPer is oRENGISTERSAMEN across records representing at |east two

entities and gener gbi¥vidl SbinMed da¥Baefa glodp@F ¥cdrdsepr esenting a particul ar
entity and separating 10 records that were previously matched are

perforned i n batch. 2Bolyzitgeachidenifier 6f the reffished gronn ef BF9dthe st ep of

utilizing an al gori tRmuiQ RiQeTIrdn®f teS&RIVwEdalat @ i ncl udes: conparing
the received data with at” I east one stored record to deternine the

exi stence of a rel @mplgrsgvpetheratleassory identifiqyis anciused in thihaiiapt a pocéandff or
each SH?reﬁlefr&%%&‘dﬂsthgfmﬂ%@pﬁ%oﬁﬁét&%&- a relationship with at |east a
dat a. " 40. ’

portion of the recelve e nmethod of claim 39 wherein the step
of utilizing an al gortrieving fromgheotatabasetah eddiiegabgresploidatcads; ansl udes creati ng

at least one confi der@%ﬁal'&i?%' ecaglli %Ent](ﬁ%; ofifi€ Rtr'ie%«l:cﬁéljogpgihriecpords for a match
until no additional matches are determined.
34. The method of claim 30 wherein the step of utilizing an algorithm to process the
20 received data includes:
determining whether a particular identifier is one of:
common across records representing at least two different entities and
generally distinctive of a record representing a particular entity;
and
25 separating records that were previously matched based on a particular identifier if the
particular identifier is determined to be common across records representing at least two
different entities and not generally distinctive of a record representing a particular entity.
35. The method of claim 34 wherein the step of utilizing an algorithm to process the
received data includes prohibiting any additional matches of records based on a
30 particular identifier if the particular identifier is determined to be common across
records representing at least two different entities and not generally distinctive of a

record representing a particular entity.



record. 20 41. The method of claim40 wherein the steps of conparing the
received data, creating a relationship record, and creating at |east one
confi dencwoioa@sssat or are performed in real-tinme. 42. Thepagtusod4wB0 cl ai m
40 wherein the steps of conparing the received data, creating a

rel ati onship record, and creating at |east one confidence indicator are
performed in 25 batch 43. The method ¥f claim 40 wherein at |east one of
the confidence indicators indicates the |ikelihood of a relationship
between: an entity represented by the particular record having a

rel ati onshf® wi Tie meteodpdclair A4 &Yf]eretnﬁbe yiarcafjuibzinglan dgoriha tBPoess @At ity

represent ed by fRevohLiAl el Bk EREhY ShndRhdkcoftlas T8, REBOT O cl ai m 40
3ence

wherein at | east one of the co icators I1ndicates the |ikelihood
t hat : WO 037.058Hzm¢uRy ajstim Mﬁ}’Bérem-tllﬂstmﬂ o Agtermyning whethe atpadicyr t he

particular reco dgntﬁ’%y is'0e & croﬁlng)tn'a&[& eporx\g xte{;&egelﬂﬁ?éj%zrléagtqao% ffereglt' dna tl%g ei ved

data, and an entlty represente e portton o he recel ve a are the
sanme. 45. The natdgekrdfly cttduactme@@avdcelrdeﬁme@hm&;amaufar entity argli sagpratimgal gorit hm

to process 5 recei dat a |nc des 0{1 gatl onship records to
det er ni ne whet hrgcr:or%(sht(ijlmWer Yl8lhs Iln?)wl?egcor rf?’g%? gé?a °1 east one

rel ati onshag noThqnnalmdnf&laym détvhemsinnkdstepd @f d&'hﬁurﬁﬂg Whethevfa p@iuaulm 45 wherein
the step of anal %rfln the el ati onshi cord i ncludes ana

T ati opsh o a0 i o o A Bt SR Rad SR g RRReY A

separation. 10 geherall@istirRtitost aGEcoed @pméﬁng\@gﬁawhrtehayaﬁ@&paﬁmagwal yzi ng
rel ati onship recorgs reflecting, at |east one |ev of degrees of

separ at'f on i ncl GEIES tgﬁaweﬁ%?rﬁﬁo‘t‘s@i‘&???ﬁﬁ'@m?fr BRGHA atdheetl ng at |east one

user - defineg crricahétRoY ofhim 3OheRInRIst ofGhifizing 4 alYHRR kdprb&egs dbep of
anal yzing rel ationship records neeting at |east one user-defined criterion

i ncl udes |im ti%eFiradelardncidesnshi p records anal yzed to 15 a naxi num | evel

of degrees of sgRdaphd @Precdifed dbEwiNEL QS HE s@,}ealréeoéd?m\e@@ﬁﬁh@m% Reiseh@p of
anal yzing relationship records neeting at |east one user-defined criterion

i ncl udes | Pha ©ejadignshipeande| at i onship records anal yzed to relationship
recordgsthat inglidle . cQRfondefeBor 76t GaT Q5r8d BL&AUEE iR o Fe by MUM

relationship with at least a portion of the received data.

40. The method of claim 39 wherein the step of utilizing an algorithm to process the
received data includes creating at least one confidence indicator for each relationship
record.

20 41. The method of claim 40 wherein the steps of comparing the received data, creating a
relationship record, and creating at least one confidence indicator are performed in
real-time.

42. The method of claim 40 wherein the steps of comparing the received data, creating a
relationship record, and creating at least one confidence indicator are performed in

25 batch.

43. The method of claim 40 wherein at least one of the confidence indicators indicates
the likelihood of a relationship between:
an entity represented by the particular record having a relationship with the portion of

the received data, and

30 an entity represented by the portion of the received data.

44, The method of claim 40 wherein at least one of the confidence indicators indicates

the likelihood that:



amount. 20 50. The nethod of claim45 wherein the step of utilizing an
algorithmto process received data further conprises issuing an alert
based upowoaw/bsast one user-defined alert rule. 51. The pagtusotl4mBo cl ai m
50 wherein the step of issuing an alert based upon at |east one
user-defined alert rule includes having the alert comunicated via

el ectroni ¢ 25 comuni cati ons neans. 52:'7The nmet hod of claim51 wherein the
el ectroni c comuni cati ons nmeans conprise an e-nail system 53. The net hod
of claimb51 wherein the el ectronic comruni cati ons neans conpri se a

t el ephone. 30 5 enfilyaepresehisd by fhe@pmicwtrrecohbavirigrn relaonshiporithoh¢ portion of
conmmuni cat | rise a beeper. 55. The nethod of claimb51 wherein
t he el ectrgh%?%egg@méﬁﬁggi ons nmeans conprise a WO 03/ 058427 PCT/ US02/ 41630
- 18- personal dingintiglre@ssnsd anthe poBion Phibe mstivedtidays are kimisam&0 wherei n t he

step of anglyzi | at i qgpship. records .. des: . icating the
rel ations h?%) re@%rrhgs]g%%&é:?l Hnggvthelglr?etﬁ%% ooﬁélglrleg%éah ag%glsﬂg'g%prg%ss{ ributing
recei ved data tmcdived data ihchalst araheingeleopidaenghid atcalia se ddtamimneiesr hebased

upon a work load, criteria;.and issuing the alert neeti the criteria of a
o et ned o EinotshP @b A s KPSioRt BRI B ' 57 e
met hod of @b.ai MEhelm@hodd chie kg iwhelehahsit@pofahalyding th ratgioashiplegadd t hm t o
process 10 the recei vgd.dat%.fu ther&go ri.ses translflerrifﬁ thefstored

or ocessed dat a POUSES APARARE TeRHRTDIR IR PO G b 408 08 19VPLATHEETRE a1 gor i £ hm
58. The net hod @parglich. m 57 wherein the step of transferring the stored
processed data to at |east one secondary database is %,erformed in

real -tilfre. 459. Tisanstiedriglayn 46 whersinghe sigperf @nalydipgerelatignshiprreqordyfellesting ng t he

stored processeg |datdhe i@el ckdedtes! o dsphralBEinSIRERNARAY Hn gRIABARS rbsordier f or med
in batch. 60. A nethod for processing data conprising the steps of:

recei ving dat a BePePEPahoRusPredelipeditierioBcor d having at | east one
i dent i i er 45 eacthe HAKRS & IBRUSSBRIINE Al ABARYANEIAbnsRipH: & thde¥n S

entities least one user-defined criterion includes limiting the relationship records analyzed to

15 a maximum level of degrees of separation.

49.  The method of claim 47 wherein the step of analyzing relationship records meeting at
least one user-defined criterion includes limiting the relationship records analyzed to
relationship records that include confidence indicators greater than a minimum
amount.

20 50. The method of claim 45 wherein the step of utilizing an algorithm to process
received data further comprises issuing an alert based upon at least one user-defined
alert rule.

51.  The method of claim 50 wherein the step of issuing an alert based upon at least one
user-defined alert rule includes having the alert communicated via electronic

25 communications means.

52.  The method of claim 51 wherein the electronic communications means comprise an
e-mail system.

53.  The method of claim 51 wherein the electronic communications means comprise a
telephone.

30 54. The method of claim 51 wherein the electronic communications means comprise a
beeper.

55. The method of claim 51 wherein the electronic communications means comprise a



utilizing an algorithmto: 20 retrieve froma database a group of

additional records having identifiers simlar to the identifiers in the
recei ved watoa/pssaeal yze each identifier of the retrieved girowwsot/4rscords
for a match to at least a portion of the received data, match the at | east
a portion of the received data with at | east one analyzed 25 record of the
retrieved group of records that is deté®nmned to reflect a record having
identifiers representing an identical one of the plurality of entities,

anal yze whether at |east one identifier is included in the at |east a
portion of thePerwpdidiginl saistant hat was not previously stored in the at

| east one ggal y?t?e%étﬁ&?éf@la% SORJE%efn%é §t§) &QHQS'QHé)thQiela{tﬁ)ﬁgﬁ]gécérB@t IS

determined to reflect a record having identifiers 30 representing an
i dentical one oicludgs: plurality of entities; and re-analyze each identifier

of the retrieve f Lecor. tQ. .east a portion
of the recei vedéﬂu g%%ﬁ{grﬁ% r@!ﬁ?‘ﬁ’%lggeéﬁ‘%°€%§%§/S§%"8§%§’ %z-lt%as‘l{’he anal yzed
record of the rdstribgingdeqgived patofo theeas daaskont berondasy dredbasenfionacllysio basedf | ect a
record haV| ch |de |f|e S. representing an identical one of the plurality of

entities; % or|O‘adcfle’(g,\'a’rraét1 ched records in the database. 5 61. The net hod

of claim 60 V\/neusmnrg thdsmerstremrrgfthaﬂmdnanf Agseafdefitegaidrt rhinfionciheldldsasas®i gni ng
a persistent . The nethod of claim60 wherein the step of utilizing
an al gorit Fﬁ?\'? ‘ﬁ’éai’ ¥nprises retrieving fromthe database an additi onal

group of retT.or dshehasthétboficthems 1 bit 28 \8hesdimihe 8ep of Grilizig anAROFthi telpsOciega 10 at
| east a portion of the received data and_t he naI éed record of th

retri evld gr ouptherecriXebiapiuftiecomarisgs frans et ?80"5 Brqcessed ‘HtartBC"‘E)lF%Ft havi ng

identifiers repsRseUnlLY dadbdsel@mizingahe itph. the plurality of entities
prior to re-analyzi tﬁ each identifjer the retrieved group of records for

a match. 63% ThEherae (‘}fa"BISZu“ili‘EreB‘Gh%%‘epa‘ﬁ uAREEEnA theporekpspressed dRtR (9 zi ng an

al gorithmincl uai%istolaéséc%ﬁ@aay am)ascr@f)érr&mwgntammea dat abase a group of
additional records; analyzi n9 each 1dentifier of the retrieved group of

records; A%t chilifgmeihod efltim 37 wheweinghe wep effianslermiap (e dtomek pocessed data to

15 at least one secondary database is performed in batch.
60. A method for processing data comprising the steps of:
receiving data comprising at least one record having at least one identifier, each
record representing at least one of a plurality of entities;
utilizing an algorithm to:
20 retrieve from a database a group of additional records having identifiers
similar to the identifiers in the received data,
analyze each identifier of the retrieved group of records for a match to at least
a portion of the received data,
match the at least a portion of the received data with at least one analyzed
25 record of the retrieved group of records that is determined to reflect a record having
identifiers representing an identical one of the plurality of entities,
analyze whether at least one identifier is included in the at least a portion of
the received data that was not previously stored in the at least one analyzed record of
the retrieved group of records that is determined to reflect a record having identifiers
30 representing an identical one of the plurality of entities; and
re-analyze each identifier of the retrieved group of records for a match to:

the at least a portion of the received data and



anal yzi ng whether at |east one identifier is included in the at |east a
portion of 20 the received data that was not previously stored; retrieving
from t he watoabsse7 an addi ti onal group of records; and rePamalSyzimgp each
identifier of the retrieved group of records for a match until no
additional matches are determ ned. 64. The nethod of claim 63 wherein the
steps of receiving data, utilizing an al%gorithm 25 and storing the matched
records are perforned in real-time. 65. The nethod of claim 63 wherein the
steps of receiving data, utilizing an algorithm and storing the matched
records are perf or nghk dnalybed re¢nrd 66the Fitdeved giouriofotcariisthanicdetaamineditn t he step
of utilizing an rl el udes: i cul ar
Cdent 1o 1's ofeaf e e R Efcr el I AUIIBEE o oRElY 6L T o
different entité¢misesamei generally distinctive of a record representing a
particular entity; d separating.records that were previously matched
based on a part?‘%r&‘lggge’i““fr‘] TS IR e A B540) 037 058427 PCT/ US02/ 41630 - 20
parti cubar 6i.denThe mahiod & cthirh €0 whereth thostépeofaitiriogaadpeibm ibelkedsssigning
representing at |least two different entities and not generally distinctive
of a record rep?BE¥HN G a particular entity. 67. The nethod of claim 66
wher ei n t h@2st ephedfiethidd dfickird G0 ahe@ingBe §1Ep o utifigih g ke s ggaitom ifbritet Ognpisys

addi ti onal matches of records based qn a particul ar 'dent,ifi.?r i f f he
particul ar i denfeffieVing fiom tg% L aspddisiopal gEOBPrﬂtC)WC%fQ?‘ ingidenghigys similar
representing atioltgagéntifieMQn:di fferent entities and not generally distinctive
of a particular entity. 68. The nethod of claim66 wherein the step of
utilizilAg an al gori thisritadriigasf herecpivetddsitdy t he separated records as
recei ved data. 69. The,ABLOYOA-RH oEhatdRiced WagS 61 BcdrlethdliS@SerRfined®s €r m ni ng
whet her a particular 107identifier is one of conmmon across records
represent i fdlegtta reecad havingg desifipns irepsesaniing ag édsatical pie ofithetnlyrakity pkenstie record
representing a [ GL ent raf:l e

br evi ousl y mat Pk G e e licAlter SRR R g BRIt 1 i, o1 m 66
wher ei n t hé3.st ePhe nfthetefelaimndther GRlveterdn thy stopet tdigingan alggdhmiin¢ledesi s one of
conmon 1?cross r%g%)arﬁg% representing at least two different entities 15 and
general Ty distinctive of a record representing a particular entity and
separating records trhmitvingfremprdatabzre slgyoupet edvétcbnarrecqués; f ornmed in batch. 71.
The net hod of claim60 wherejn,t S f. o utilizi .algorithmincludes:
conparing the recei vaé]glyﬂg gacbwlqeﬁggrOﬁrg%sr%l%vﬁégrsotugrog%a?rg%ord to determ ne

t he exi stence matching at least a portion of the received data;

analyzing whether at least one identifier is included in the at least a portion of
20  the received data that was not previously stored,;
retrieving from the database an additional group of records; and
re-analyzing each identifier of the retrieved group of records for a match
until no additional matches are determined.
64.  The method of claim 63 wherein the steps of receiving data, utilizing an algorithm
25 and storing the matched records are performed in real-time.
65. The method of claim 63 wherein the steps of receiving data, utilizing an algorithm
and storing the matched records are performed in batch.
66.  The method of claim 60 wherein the step of utilizing an algorithm includes:
determining whether a particular identifier is one of:
30 common across records representing at least two different entities and
generally distinctive of a record representing a particular entity; and

separating records that were previously matched based on a particular identifier if the



of a relationship; and 20 creating a relationship record for each stored
record determned to reflect a relationship with at | east a portion of the
recei ved watoa/nssd2r The nmet hod of claim 71 wherein the stepcofusayaledei ng an
algorithmincludes creating at |east one confidence indicator for each
relationship record. 73. The nethod of claim 72 wherein the steps of
conparing the received data, creating &% 25 relationship record, and
creating at | east one confidence indicator are performed in real-tinme. 74.
The met hod of claim 72 wherein the steps of conparing the received data,
creating aParfigilatidegtiferipdeteraied o BhePmEREACTOSYTeaerds waEsensing aldeast Weence

| ndi cat Of - GitfrAAHALIRY nollzenBiEF Bistindfe/cta rdddf ABAAne ] phiBlPehByner e n at

| east one of the confidence indicators indicates the [Tk hood”of a
rel ati onshbp beTlweaagthodxf claim 66 whersprthes sien efditibiging #realgerithindudluges r ecor d havi ng

a relationship with.: [t cu21- the
recei ved dat a, %@Dghggwﬁatd %}foﬁgﬁr?d fécsh g%fggéogdé%t%ﬁ% 050 taﬁigg%é@&gﬁlgr 1rfélﬁeei ved
data. 76. The npartrotir glendficaiinder2mnkeé todiervommoh @eross recredakprectestingatiidasience

i ndi cators indigcatg dikeld hat .. 5. t represented by the
particular r ecot‘r%% Cﬁ%/rlerwgégténef’ 3?%?#%%%5%“5%&“?%"? ﬁfeggacgb%l%{%r?gg?" t he received
data, and &8 enThetnyeth@iofetdn6edvhbrgint thestgposftutibringin slp@ithedwludes dat a are t he

sanme. 77. The nethod o%l cl ai md72 v4ﬁerei n th}g step of utilizing an algorithm
i ncl udes anal yzPRGSPHRC FAPRITISHONTSS FERSF € 0 det er mi ne whet her the
rel ati onshiop r etCiermahdsdsdflckim 6a8twhkeishe stdfd ob AQ@erfrehiag ivhetidtiapaniatlapr evi ousl y

determ ned. 78.. The nethod.of claim 77 erein the step of anal ing the
e ot TReni o+ et R ohePt o el ey s R DAL P | 00t | me at

{M?ast onehl evel gdﬂérfaﬂﬁ@i&t;ﬂﬁti@ef of a&eclmn &bfe@ér’]htin§9parﬂihgarréﬁﬁl?|@dd edpaatigg m 78 |
erein the step o nal yzi ng rel ati onshi ecords reflecting 15 at | east
one |evel of de%g:cggs %l?t %B’F%ﬁ?@hm@ﬁﬁd@é‘é&@ﬁﬁ?‘ﬂ/‘fir?i’é‘“fnéi ationship records
nmeeting at 7 easthedn@hdtSdtictaia b MBBrefil thd 8EsON det&hiniAf & h&BEAGfArRhaL! @i m 79
wherein the step of analyzing relationship records neeting a user-defined

criterion i ncl udedifier iope plgrommeenrasross feeMdhicpreseating sideasiiaoditéaent gntiies
15 and generally distinctive of a record representing a particular entity and separating
records that were previously matched are performed in batch.

71. The method of claim 60 wherein the step of utilizing an algorithm includes:
comparing the received data with at least one stored record to determine the existence

of a relationship; and

20 creating a relationship record for each stored record determined to reflect a
relationship with at least a portion of the received data.

72. The method of claim 71 wherein the step of utilizing an algorithm includes creating
at least one confidence indicator for each relationship record.

73. The method of claim 72 wherein the steps of comparing the received data, creating a

25 relationship record, and creating at least one confidence indicator are performed in
real-time.

74. The method of claim 72 wherein the steps of comparing the received data, creating a
relationship record, and creating at least one confidence indicator are performed in
batch.

30 75, The method of claim 72 wherein at least one of the confidence indicators indicates
the likelihood of a relationship between:

an entity represented by the particular record having a relationship with the portion of



maxi mum | evel of degrees of separation. 20 81. The nethod of claim 79
wherein the step of analyzing relationship records neeting a user-defined
criterionwpDrislossdes |imting the relationship records anal yradiSOn41630

rel ati onship records that include confidence indicators greater than a

m ni rum anount. 82. The nethod of claim 77 wherein the step of utilizing
an algorithmfurther conprises 25 isstilng an alert based upon at |east one
user-defined alert rule. 83. The nethod of claim82 wherein the step of

i ssuing an alert based upon at |east one wuser-defined alert rule includes
havi ng t hetharesetveddattnand cat ed via el ectronic conmuni cati ons neans. 84. The
nmet hod of cl ai . j ; i ications means conprise an
30 e-nail systreg%eé%gg}%ﬁgee&ﬁ%t %Igbgﬁlg{élggﬂlh%r%%q%&egrtée?i n the electronic

comuni cat 7@ns Heanghadmfigling 82 whereinlaglshw nae ofWB @B/fi06R@4 HidicRCT i8OR¢s4 1630

-22 86. The mtrﬂ?ﬁke‘i’l& &{%m 83 wherein the el ectronic comuni cati ons neans
conprise a beeper. e e net hod of claim83 wherein the electronic
comuni £at i ons ameany repepntdby e ppeicgarradord hayiirtgad rel8sisbiparith. thdop@Bon dthe

met hod of Ietfglicreqv8 df\iAt@ear(ﬁi n the step of analyzing the relationship records

i ncl udes: upeflc rng tfe rel ationshi p records on at |east one secondary
dat abase; di stanidattyiregeseaedby ee pdaiba of the tdeeivatath aasie same. secondary for
anal ysi s based on K ad criteria; apd 10 issuin e alert based
ion” the ulbr - deHEpat gl PoRBerEinghe TiretafPingd R Subidfee§ritar abase.
89. The net hod B¢ reldtidhsmipt@cdray tb dekerntifdRhétdr g rblagorship PecofdsGEMvedt idatg t he

received data into a standardized nessage format prior to the step of
utilizithg an al YErsiptapshipact PreYAPusdRSEMIBFL | ai m 60 wherein the step of

utilizing a8 al DRIhdhdd dfRfaln e ShéinahdWidiof addly ARk @t fldddkdnipRcqlis each of the
identifiers. 91. The nmethod of claim90 wherein the step of retaining the

attribution of Bgefesaptlysing relafeushigaccordsirefiaqingat dast e vekaf degree &f source
system provi di ngpgagdh. record and
79. The method of claim 78 wherein the step of analyzing relationship records reflecting
15 at least one level of degree of separation includes analyzing relationship records
meeting at least one user-defined criterion.
80. The method of claim 79 wherein the step of analyzing relationship records meeting a
user-defined criterion includes limiting the relationship records analyzed to a
maximum level of degrees of separation.
20 81. The method of claim 79 wherein the step of analyzing relationship records meeting a
user-defined criterion includes limiting the relationship records analyzed to

relationship records that include confidence indicators greater than a minimum

amount.
82. The method of claim 77 wherein the step of utilizing an algorithm further comprises
25 issuing an alert based upon at least one user-defined alert rule.
83. The method of claim 82 wherein the step of issuing an alert based upon at least one

user-defined alert rule includes having the alert communicated via electronic

communications means.

84.  The method of claim 83 wherein the electronic communications means comprise an
30 e-mail system.
85.  The method of claim 83 wherein the electronic communications means comprise a

telephone.



a unique identifier representing each record in the source system 20 92.
The nmet hod of claim90 wherein the step of retaining an attribution of each
of the iwenBjiofd4ers includes retaining an identity of a qmemryussysteam and a
particul ar user. 93. The nethod of claim60 wherein the step of utilizing
an algorithmincludes analyzing the received data prior to one of storage
in the database and query in the databad¥e. 94. The nethod of claim 93
wherein the step of analyzing the received data prior to one 25 of storage
in the database and query in the database includes conparing at |east one
of the idef®i fiBresmaibd of stairy 2 whereinghe eleqtropis CpRBEgnigstiong mews CamBristd | east
one data set imnQpg of a secondary database and a list. 95. The nethod of

cl aim 94 wherein the conpared identifier is a name of at |east one of 30

t he plural 8Ty oFhegngthad afslaim@3 wheremgheeletionicsompmugicaimmemearsgompiissta, 96. The
met hod of cl ai el n.. conpared identifier is an address of at

| east one of t(%é%$gﬁgﬁyg§ho "entities and the data set is in an address
list. WD 083.058HR A diShith 82 8Berein-tR3stéprof andlgzimgetht cdhtiohship @94 wher ei n
the step of contL&gg at |east one of the identifiers against a
user-defined criterion includes formatting at | east one identifier in
accordance w t hduphieating éierel@fansiep recoids en atdeast &fd.secbindarprdithinde;of cl ai m 93

wherein the step of anal yzi t recei ved dat ior to on 5 of storage
'n°t he dat abascuen EREEY Rt BhS TG R of DRk AR e Eces vod
data. 99. Wbk Io®ididdiapindcl ai m 98 wherein the step of enhancing the received
data includes: . queryi t | east, one ta set in _one of the secondary

dat abas® and t H&Ymed e2iﬂ%T gas&‘lj%ﬁ%‘i“@ﬁw%?f“‘?%‘é‘ﬁ‘i plest Bl fremg the 4t least@pg ved dat a;
and 10 suppdcen®nfdatdalehe received data with the additional identifiers.

100. The thod _of claim 99 wherein the step of querying at | east one data
set incl ugg%: The methadg of glaun é%?%mgb%onw&ﬁlﬁg the §tep RECUWETHAY ieyeaiypd it e

utilizing the ah@fddnbifatze ABRAYK foRe blibrab ale séplbpARES hAidopt@t. e additional
identifiers relating to at |east one of the received 1dentifiers; and 15

suppl ement Phg t Hie maked of slpiny §0 whetetnrthe viep fddiizin®amaleqrlun inclydes stainikgat ed i n

the sgqeondary gak@bBash of ek of HaCidmgE&ed of claim 93 wherein the step of
utilizing an algorithmincludes creating hash keys of the identifiers.
91. he method of claim 90 wherein the step of retaining the attribution of each record

includes retaining an identity of:
a source system providing each record and
a unique identifier representing each record in the source system.
20 92, The method of claim 90 wherein the step of retaining an attribution of each of the
identifiers includes retaining an identity of a query system and a particular user.
93. The method of claim 60 wherein the step of utilizing an algorithm includes analyzing
the received data prior to one of storage in the database and query in the database.
94. The method of claim 93 wherein the step of analyzing the received data prior to one
25 of storage in the database and query in the database includes comparing at least one
of the identifiers against one of:
a user-defined criterion and

at least one data set in one of a secondary database and a list.

95.  The method of claim 94 wherein the compared identifier is a name of at least one of
30 the plurality of entities and the data set is in a names root list.
96. The method of claim 94 wherein the compared identifier is an address of at least one

of the plurality of entities and the data set is in an address list.



102. The nethod of claim60 wherein the step of utilizing an algorithm

i ncludes storing in 20 the database processed queries based upon a

user - def iwed3posd4teri on. 103. The met hod of clai m 102 wher ecm/ush®41630
user-defined criterion includes an expiration date. 104. The net hod of
claim 60 wherein the step of utilizing an algorithmfurther conprises
transferring the stored processed data®o at |east one secondary database
utilizing the 25 algorithm 105. The nethod of claim 104 wherein the step
of transferring the stored processed data to at |east one secondary

dat abase i 87-perFhermaspd of clagm P4 mibprein theowep of isemawringad least oad of the ientifighser ei n
the step of tr rri - t af L t one
secondary dat ab s;élgtiasdsglg?e;f@?dnégé}lgoﬁq%ﬁdgﬁ?O?@%qri%%l@a,&t&n%gtl ogh‘fgg[? separati ng
previ ously mat civedtdamse ovitishe uskredefimedatermonpri sing the steps of:

det er m ni ng, wh e rti | . fier 1.n. | eas. recor
representi g% a'?f qge%%ﬁoﬁcwgéggﬁg%t{%gﬁ a%%the ?efg&e(g%ga Eny ?‘%@“ei S one
of : conpon acr osfstargedn the daeiuse seifuerygn atlathlzas includes adhirfcapeint reeeivedt | es and
generally distinctive of a record representing a particular entity; and
separating reco that were previously matched based on a particul ar

identifier99.f the ety dfictiith@8 whekeintthd stqr ofieahaheing the receih et dath éhclidegiON acr 0ss

records representing at least two. different entities and not generally
st noti ve of  bePUkh seerOF duaitinges” festroodiytietios i e RO The. et hod

of cl ai m 1Q3@iddnaliBetfieRTHr thSieBgvddrdait &idt i ng any addi ti onal mat ches of
records based on a particular identifier if the particular identifier is
deterni'fled to bWPPIEBRRES hicPerded dae diGdheadpitesdientites plurality of
entities angh NOthedRAREBIfcYairk 99 Unsleinhd diForRiedingEREH oh ERILREMRELAG: an
entity. 109. The nethod of claim 107 further conprising the step of
re-processing t#&askpadar ee being duihggecondpry, daphaseriliFagl s RI2er AP 907 wher ei n
the steps gidiglphedalibiede WERE NRtoRal RN L&Y eRlting kAR Mabf dnB bf I r@BiCeLf comDN
across records representing at |east two different entities 15 and
general | y destifiengende of a record representing a particular entity and
separatiing recogdsih, BedNeB b @Wth¥hd RERAH i BrfSILALdRGnd N real -tine.
111. Th]g met hod{ug?ecpgl}n%\@%fmﬁereﬁgn t he stelps 0 ge]termgtn(lpﬁg whet her a
parti cul ar secpuffant datdbase. i s one of common across records representing at

least two %1” e’[’l%%etﬁ&} &ftcllaeﬁﬁ 93 wherein the step of utilizing an algorithm includes creating
hash keys of the identifiers.

a

102. The method of claim 60 wherein the step of utilizing an algorithm includes storing in
20 the database processed queries based upon a user-defined criterion.
103. The method of claim 102 wherein the user-defined criterion includes an expiration
date.
104. The method of claim 60 wherein the step of utilizing an algorithm further comprises
transferring the stored processed data to at least one secondary database utilizing the
25 algorithm.
105. The method of claim 104 wherein the step of transferring the stored processed data to
at least one secondary database is performed in real-time.
106. The method of claim 104 wherein the step of transferring the stored processed data to
at least one secondary database is performed in batch.
30 107. A method for separating previously matched records, the method comprising the
steps of:

determining whether a particular identifier in at least one record representing at least



and generally distinctive of a record representing a particular entity and
separating 20 records that were previously matched are perfornmed in batch.
112. A newbedofsae7 processing data in a database, the net hedTasnpsicsi ng t he
steps of: receiving data conprising at |east one record having at | east
one identifier, each record representing at |east one of a plurality of
entities; conparing the received data Wt h at | east one record stored in a
dat abase to determne 25 the existence of a relationship in real-tineg;
creating a relationship record for each record stored in a database

det er m nedonerEntifyds Dmf arelationship with at | east a portion of received

data in real.time: AnMaRh bk 00eSARREl Ak ARMALRYD BRAI S Litkpadal abase.

113. The net hod of cI alm conpri sin creating at
| east one 30 confi dengaly distincavemf afrqv}prdeamhseneﬂ@manmlwmtm@odd in real

i cator i ni careanigeords flie e RN ShoRth s EEEh o AT PRILORE e, 55427

PCT/ US02/ 4ﬁz:ﬁrBﬂ11ar-u%nfier ie ddtertmyned epbeamachciygs teherdpaptesatihgat la:astmlod havi ng a
rel ati onshi or eived data,. and an

repr esent eaf?%V“E é't“fis ?@"8#68?“?}”35?“«5@5 c\’/@de%)éfrg?)reiefgf’g ﬂ'ﬁaég%atr n%fyof claim
113 wher ei mo&at Tieaséthas ctim fl0TRGe domﬂnmag prrohibnﬁlfg@ﬁ)t aﬂhttolna maﬁchles &kl i hood
that: an entity re rese ted b [ | ar (0] aV| i onship
Wth the porti ST BarLon byl SRt il Scuf et sBinegie Yy " ne
portion of the é&ﬁﬁéﬂ@ﬁbsﬁf&&dﬁfe@reﬁéﬁﬁn@aﬁﬁrallwentTtliB's‘ aﬁ@ﬁdl@éne«aefuycl ains 112 or
113 further conprising the step of analyzing the 10 relationship records to

det er m'fe wheth Ft"’tcﬂ‘é‘:?é‘lrgﬁof%’i‘?g‘lﬁf‘eﬁ“?%‘ifb?“&’s}' refl ect at |east one

rel ati onshiigy Nothdh&HbPMIm A6t REMENRehprididd the TRE o RO sHig thié pitackd 6
wherein the step of analyzing the relationship records includes analyzing

rel ati onship re®€eds refiecting at |east one |evel of degrees of

separationggs %ﬂe&netiwof@%mm %erelh%er@téplzf M@?&Hﬁhﬁg M@héta%pme&laranal yzing

relationship records reflecting at Ieast one |evel of degrees of
separati on i nclidawiicnisang of spgiran] agrospisetiiprepiesangngiaf lepseiwpeffesent Prtiise one

user - dgfined crifef sh. Ry éx&%ctlvm?a%gmgp@senﬁ&gaa5&&&:&\%}% Sldvepgingt ep of

analy2|ng relatio p ‘records neet
records that were previously matched are performed in real-time.

111.  The method of claim 107 wherein the steps of determining whether a particular
identifier is one of common across records representing at least two different entities
and generally distinctive of a record representing a particular entity and separating

20 ~ records that were previously matched are performed in batch.

112. A method for processing data in a database, the method comprising the steps of:
receiving data comprising at least one record having at least one identifier, each

record representing at least one of a plurality of entities;
comparing the received data with at least one record stored in a database to determine

25 the existence of a relationship in real-time;
creating a relationship record for each record stored in a database determined to
reflect a relationship with at least a portion of received data in real-time; and
storing each relationship record in the database.
113. The method of claim 112 further comprising the step of creating at least one
30 confidence indicator for each relationship record in real time.
114.  The method of claim 113 wherein at least one confidence indicator indicates the

likelihood of a relationship between:



at | east one user-defined criterion includes limting the relationship
records analyzed 20 to a maxi num | evel of degrees of separation. 120. The
met hod ofwoloaioss42i18 wherein the step of anal yzing rel ati orshiysoz/ewsr ds
meeting at |east one user-defined criterion includes limting the

rel ati onship records analyzed to relationship records that include
confidence indicators greater than a ni#ii num amount. 25 121. The nethod of
claim 116 further conprising the step of issuing an alert based upon at

| east one user-defined alert rule. 122. The method of claim 121 wherein the
step of i ssui ngansntity|represepigd by thgpamiceler eeosd havinige relggenshipetithribepatiaralf rul e

i ncl udes haying. Lhg.: Iag{t comuni cated via electronic comunication neans.
30 123. The nethod of ¢laim 122 wherein the el ectronic communication means
conprise an e-amgnlitygymesented b the poittien pEthhoageiyéd ddtaai m 122 wherein the

el ectronic [ ' i A PCT/ 41630 - 26-
el ophone. |25, T HRATEs FRHBR LB Bt AR b hE e

comuni éat i on nikelisoodalmgor i se a beeper. 126. The nethod of claim 122
wherein the electronic co ication means. comprise.a .5 rsonal. digital
hesl stant 127 SO e Reaegpy Ryt CRER 43 Preup R R

dupl i cat i ngetrdveive@lai,iashshi p records on at | east one secondary dat abase;

di stributing received data the at | east one, secondary dat abase for
anal ysi s baged an FRBH rﬁﬂ?ﬁ?"ﬁe@gﬂth&pﬂ“@}’ Pgt, eéﬁ‘fﬁ‘vi‘b‘fﬁt%‘gﬁﬁﬁﬁx?ﬁe alert neeting

the criterig. of T mi&kdddefamer2adran3 furtibrompAsthi e s@p of aaskinge secondary
dat abase. 128. For. a,system faqr processi ng data and a conputer readable
i o B eyt

medi um!®ont ai ni HGUONSPBJFSRAS; ' dEFITERS Whidh P B9y redlegt dhisest 8Re £ or
perform ng the RREGRMp oOFRVibSNNE Mgt eps of 1 15 receiving data

conprising_ at |east one record having at |east one identifier, each record
represent i hYy - at Thegnipodgpiglagn 156 }ypgpla%fetsg,ep@[f apalyzing therelalippshipApGagdsan
al gorithmto progges ahiipfEehtidRdipdadotds refflcfig 1 %alite RIOGSEASHELEat 2 in a
dat abase; ,

separation.

15 118. The method of claim 117 wherein the step of analyzing relationship records
reflecting at least one level of degrees of separation includes analyzing relationship
records meeting at least one user-defined criterion.

119. The method of claim 118 wherein the step of analyzing relationship records meeting
at least one user-defined criterion includes limiting the relationship records analyzed

20 to a maximum level of degrees of separation.

120. The method of claim 118 wherein the step of analyzing relationship records meeting
at least one user-defined criterion includes limiting the relationship records analyzed
to relationship records that include confidence indicators greater than a minimum
amount.

25 121. The method of claim 116 further comprising the step of issuing an alert based upon at
least one user-defined alert rule.

122.  The method of claim 121 wherein the step of issuing an alert based upon at least one
user-defined alert rule includes having the alert communicated via electronic
communication means.

30 123. The method of claim 122 wherein the electronic communication means comprise an

e-mail system.

124.  The method of claim 122 wherein the electronic communication means comprise a



receiving data queries for retrieving at |least a portion of the data stored
in the 20 database; and utilizing the algorithmto process the queries.
129. The wormpussae7 r eadabl e medi um of cl aim 128 wher ei n t hecantsSor/iwso ar e
people. 130. The conputer readabl e nedium of claim 128 wherein the
entities are personal property. 25 131. The conputer readabl e nmedi um of
claim 130 wherein the personal property®are vehicles. 132. The conputer
readabl e nedi um of claim 128 wherein the entities are real property. 133.
The conputer readable medium of claim128 wherein the entities are

organi zati ons. tleBiPneThe conputer readabl e medi um of claim 128 wherein the

entities a\'}\%eChﬁ{yxﬁéilodScQ cﬁm%{;}g&em lh%%iec&bﬁc EQRR Sth{:l %Qx‘]’s })ﬁgff?edi um of

claim 128 rein the entities are organic conpoun 8427
PCT/ US02/ 41630 beeper. 136. The conput er readabl e nmedi um of cI aim 128 wherein

the entiti¢s arf, fhah& &Sc mlx§z7 thPnﬁ R UBRHLAE c&&ﬂ%@iﬁ%ﬁ%@x‘&%ﬁﬁg &G al m 128

wherein the entities are |o ogi ca structures. conputer readabl e
medi um 6f cl ai npeiR8aldgrakassistatte entl ti es are bionetric 5 values. 139. The

computer r ??'/dabi"he.lxﬁn%god'jorpc m(i&?‘{”u mpr1 (ﬁ {2 st%hgf entities are atomc

structures. 140 ft'er rea Cl aim 128 wherein the
nmet hod furt her mxpnmmgmrelammpe@omﬁ ommnmtmnersgcmhayﬂaalmwed data into a
st andar di zed i or 9 process

the recei ved da‘?%mgitﬂlﬁ re%wgdgrﬁf?d?ée??t leraét 0(5‘8570811%?@6?2}.5%%9%?8#08 ’yrsﬁs %% wher ei n

the step olipditwdrk 1dadgri@tia; aaigorit hmto pr ocess the recel ved data includes
retaini ng an attri buhl on of each recor é uter %adabl e nmedi um
of clai'th 141 whisidedt ffﬂ%“EF%tBlch‘Fe‘F’é‘i“&OﬁFﬁbef ﬁfm attrtl B oA et @ch
record mclsdédﬂﬁmrmsw ng an identity of: a source system pr ovi di ng each
record and_a unique identifier representing record in the source system
143. The coffput ¥ asesembrdroretsingsoernd f soPRHY 1eadpkle Bediupiren@ingg of

retaining an  program instructions for execution by a computer for performing the method
comprising the steps of:
15 receiving data comprising at least one record having at least one identifier, each
record representing at least one of a plurality of entities;
utilizing an algorithm to process the received data;
storing the processed data in a database;
receiving data queries for retrieving at least a portion of the data stored in the
20 database; and
utilizing the algorithm to process the queries.
129.  The computer readable medium of claim 128 wherein the entities are people.
130. The computer readable medium of claim 128 wherein the entities are personal
property.
25 131. The computer readable medium of claim 130 wherein the personal property are
vehicles.
132.  The computer readable medium of claim 128 wherein the entities are real property.
133.  The computer readable medium of claim 128 wherein the entities are organizations.
134.  The computer readable medium of claim 128 wherein the entities are chemical
30 compounds.
135.  The computer readable medium of claim 128 wherein the entities are organic

compounds.



attribution of each record includes retaining an identity of a query system
and a 20 particular user. 144. The conputer readabl e nmediumof claim 128
wherei n twe ospsgg2nf utilizing an algorithmto process thecraser/yvisso dat a

i ncludes anal yzing the received data prior to one of storage in the

dat abase and query in the database. 145. The conputer readabl e nmedi um of

cl ai m 144 wherein the step of analyzing’the 25 received data prior to one
of storage in the database and query in the database includes conparing at
| east one of the identifiers against one of: a user-defined criterion and
at | east ok dalle compuieryreadibleghedivieotidaiaia8 avhaistn the ¢rtisies arg p®teirshe conput er

readabl e ngpgl unTl%fcoﬁ{Egéeﬁe;&%Ie%qﬁ Br &idif 128 WBfefitnd %ﬁﬁ% drk Bloldghap 30 nane

of at |east one of t urality entities and th ata set 1s in a names

root |ist. 147stufleesconput er readabl e nmedi um of claim 145 wherein the

conpared | ‘i'gé‘.t i ﬂegp%{dgﬁteﬁ%ada%%%e%ﬁﬁn 812%% 1'2§%Ere9ﬂ§\go8{siéi}g§§§w{e@1ci ty of

entities and the set Is in an address |ist.
PCT/ US02/ 41630 val@8 148. The conputer readabl e nmedi um of cl aim 145 wherein

the step of,conparing at | t one of .t identifiers against a
user et ndif or Pirsenu®t e en ol bt e s Rt Sl B i er in
accordance wi t hstacusesr - defi ned standard. 149. The conputer readabl e nedi um

of claim 144 rein the s of .. anal yzi the 5 recejv ata prior to one

of stor age "t R “peuedER raufy ™ JE v aB ety REPESbet S fnBhefng © ne

recei ved data. thb6ep dh@neatiprherecéieatibl ifonsdinddiiodd wtsignfdd phienei n t he

step of enhanci ngiét he received dat inclug:a%;ﬁ querying at |east one data
‘a

utizing j3n lgOLRRR 1P PLOoFess Ke recqie | identifiers 10 for the

set inBne of a

received daim, Bmctosiphel RERBIe mdlidnM6f JAMEN2E ShedAt e Wb bF diliginaggli t i onal
identifiers. 151. The conputer readabl e nedi um of claim 150 wherein the
step of queryi ny8Utthm éxrrpcesyihe regsived daty inplydas jejaining ap afiihygion gifdcat a set
being in at | eagtor@ne dat abase utilizing the algorithmto query 15

addi tional databases to |locate additional identifiers relating to at | east
one of thelf%®celhee@mprgetsedapleanadium pirlanddil aheisin thysteef Tel@idEieded data with

the addstional jifgdtdd drehch bQf@mEtdldte@hingGRtden@r: @ddi tional database.

a source system providing each record and
a unique identifier representing record in the source system.

143. The computer readable medium of claim 141 wherein the step of retaining an

attribution of each record includes retaining an identity of a query system and a
20 particular user.

144. The computer readable medium of claim 128 wherein the step of utilizing an
algorithm to process the received data includes analyzing the received data prior to
one of storage in the database and query in the database.

145.  The computer readable medium of claim 144 wherein the step of analyzing the

25 received data prior to one of storage in the database and query in the database
includes comparing at least one of the identifiers against one of:
a user-defined criterion and
at least one data set in one of the database and a list.
146. The computer readable medium of claim 145 wherein the compared identifier is a
30 name of at least one of the plurality of entities and the data set is in a names root list.
147.  The computer readable medium of claim 145 wherein the compared identifier is an

address of at least one of the plurality of entities and the data set is in an address list.



152. The conputer readabl e nmedium of claim 144 wherein the step of
analyzing the 20 received data prior to one of storage in the database and
guery i n wbesdssdzbase includes creating hash keys of thepcuasvi/dicars. 153.
The conput er readabl e nedium of claim 128 wherein the step of utilizing an
al gorithmto process received data includes storing in the database
processed queries based upon a user-defined criterion. 25 154. The
conput er readabl e nmedi um of claim 153 wherein the user-defined criterion
includes an expiration date. 155. The conputer readabl e nmedi umof claim 128
wher ei n t hé4&t eple @mpprecepdablegnesium of dympidd siharginghe ptemefi comparingsat dnagt havi ng
at | east one identdct . : oy

ol urar ity of engii oe enifRE Je e QU HORES RO T Aud g WRaTng 39
data, and st oridentifkeinprordmsedittauseridefingddanddshse are perforned in

[eal LUTe: 1o ERrRULRI AERARD! Guffodh WRRL £ BLmARR S N Lhe
steps of receiving &t a conprising at | east one recor aving at |east one
identifber, eachcsiedant priepoenenf itorggdi®t@ia0584 27 qRGTIUSDZb4st6Budes 29 at

| east one of a gl ur al it é/eog. edrr:cﬂati es, utilizing an algorithmto process the
recei ved dat a, “HAY & BF 1°RY C1E%r ocessed data in a database are performed
in batch. 15Y. Thecompnpticadableandinlh of diEai IdnwbEret the sep d2Bhacink4ke wher ei n
the step of utili ZiﬁH an ‘?5;5 jorithmto process the received data includes:
5 retrieving fr5fft giaﬁé‘fcé g’e a group of additional records having
identifiers sigiehaig dt GeabthtRe Hate Bétiif 6rRI03 a idixabdi€aridaefor agligledabideraifiatsy zi ng
each identifier of the retrieved group of records for a match to at | east
a portilBn & thefeceieddp9iddat a; matching at |east a portion of the received

data with at | eappleRBRingMia vdpdd Haamedahchdafiohd faenlisrs.eved group of records
that is determned to reflect a record havin identifiers representing an

i dentical &tk ofhagEpplereadableymesium af im0 Whgesintie sep MhERE. 2hieatteast one
identifier is igpeldded ihdudbe at | east a portion of the received data that
was not previously stored in the at |east one anal yzed record of the
retrieved groupatdgastang datgsetibpiag in af legatong detplage wtiizngfthecalgorghmp &x@ewy havi ng

| denti fiser Sqqiddhal GREERER bR AidofANd AL MRl d B RGP otetly enti t] es;

and re-analyzing eac entifier the retrieved group of records for a
mat ch to: idgntifiessignd a portion of the received data and the anal yzed record

of the retri eveglpglref?lglﬂin%fther r%ge?\reQ%a{am tflesadq{?i%ﬁa(l rﬂeﬂﬁﬁerg Rycated in at least one

additional database.
152. The computer readable medium of claim 144 wherein the step of analyzing the
20 received data prior to one of storage in the database and query in the database
includes creating hash keys of the identifiers.

153. The computer readable medium of claim 128 wherein the step of utilizing an
algorithm to process received data includes storing in the database processed queries
based upon a user-defined criterion.

25 154. The computer readable medium of claim 153 wherein the user-defined criterion
includes an expiration date.

155. The computer readable medium of claim 128 wherein the steps of receiving data
comprising at least one record having at least one identifier, each record representing
at least one of a plurality of entities, utilizing an algorithm to process the received

30 data, and storing the processed data in a database are performed in real-time.

156. The computer readable medium of claim 128 wherein the steps of receiving data

comprising at least one record having at least one identifier, each record representing



reflect a record having identifiers representing an identical one of the
plurality of 20 entities; and storing the matched records in the database.
158. The worpussae7 r eadabl e medi um of cl ai m 157 wher ei n natchiusg2/aie3d east a
portion of the received data with at | east one anal yzed record i ncl udes
assigning a persistent key. 25 159. The conputer readabl e nmediumof claim
157 wherein the step of utilizing an a&’gorithmto process the received
data further conprises retrieving fromthe database an additional group of
records having identifiers simlar to the identifiers in: at |least a
portion of the atdestiopedf dplurlityad cntities.amititipg edlalgeritindo procashthereeivedved group

of records t hatdaitas aﬂﬁ@é{?‘E%%O%e?seﬁﬁgtaE‘F%?ﬁ?‘{“%@”%?&%&m\gaf&q identifiers

representing an I de entities prior to

re- anal yzi h%j. edthe dochpnter fehdableahedivme of @dims é%or Igr oheredf the stepofdgilitiog am nat ch.
160. The conputgr readabl e ﬁi . | .al 59 wherein utilizing an
algorithmto Vﬁq%)oﬂﬂagg%f‘?c ?ﬁg@ﬁ%ﬂ%ﬁgaﬁh%o process the received data

i ncl udes repeating: reteitvingfrom ghefdatbase heraptod bdditomal geadphayingridenofiels;

anal yzi ng each i.dentif.ie . the retrieved group of records; matching at

| east a porti on“@ﬁartt?lg’er‘ée@gfl‘?f%ﬂl taeafeﬁ?wegl £%a| yzi ng whether at |east one
identifier is includaaytifigédoridehtifie asdthe eetidded g@np of recdriefof e arickedlatdat a t hat
was not previ oulsI#/ stored; ret r.i%'\ffl ng fromthe database an additional group
of records; and®¥aPYHET OLhHECE A entifier of the retrieved group of

records for a match mditHing at MAstagddition@n dle rétRived@fa itk adedsesnd Mglglzed10 161.
The conputer readabl e nmedium of claim 157 wherein the step of util|izing an
al gori tthm t o pri§edd of th &etrigyed Erpup obisrqds e i driermingd it refegtadef oV ngr a

particul ar i denjgibdedRfs rkfreRRhgh'idnAPATBR: FAhOSBrali§ P Eftfies;EPr esenting at
| east two different entities and generally distinctive of a record

representing a parti%e@yaps whetharpt legshenerideniisignis ciudgd indbotdestaRartionetie
previously mat Cdﬂeﬁecaaé@@atmacgva@%ﬁsr%@ry dA&hidhd Rlicabifont BealyBRFLbAWE ar

identifier is determned to be conmon across records representing at |east
two different barduisved gionplofrocordsathatriaddgrmiried tg ideqtagecord having ddentfiers

0L 18 PGPSR 1 9By ForsATRAL i rcadal  medtum o
re-analyzing each identifier of the retrieved group of records for a match to:
at least a portion of the received data and
the analyzed record of the retrieved group of records that is determined to

reflect a record having identifiers representing an identical one of the plurality of

20 entities; and
storing the matched records in the database.

158. The computer readable medium of claim 157 wherein matching at least a portion of
the received data with at least one analyzed record includes assigning a persistent
key.

25 159. The computer readable medium of claim 157 wherein the step of utilizing an
algorithm to process the received data further comprises retrieving from the database
an additional group of records having identifiers similar to the identifiers in:

at least a portion of the received data and
the analyzed record of the retrieved group of records that is determined to

30 reflect a record having identifiers representing an identical one of the plurality of entities

prior to re-analyzing each identifier of the retrieved group of records for a match.

160. The computer readable medium of claim 159 wherein utilizing an algorithm to



algorithmto process the received data includes prohibiting any additional
mat ches of 20 records based on a particular identifier if the particular

i denti fi ewoios/oskgter m ned to be conmmon across records repPeTasdt/ag3at | east
two different entities and not generally distinctive of a record
representing a particular entity. 163. The conputer readabl e nmedi um of
claim 161 wherein the step of utilizing¥%n algorithmto process the

recei ved data includes re-processing the separated records as 25 received
data. 164. The conputer readable medium of claim 161 wherein the steps of
determini ng wheroerss tha rgsaived dad imeludagaenchtiiger i s one of conmon across
records representi ng[e@igvihgﬁa;] thetd%bgéefafg‘?&@%r& fdl1es and generally
distinctive of a record representing a particular’ entity and separating
records that were pravlyzogtagh ienifiee df the ectpeved grompdf iepordgal - 30 tine. 165.
The conput er readabllgatcg%giattl?gaafa =Ry O %ec‘éﬂ@ﬁ gl) the steps of determ ning
whet her a particular i e tier s One of GO ‘acr oss recor ds
representing at | eashalyfingBhOkB4PIEadPerld idSOiRiedit G30ided Bilthd avdeast o Foetianif
entities aﬂld ener gltl % disti gcti.veloft a,r ecord representing a particular
entity and SEPSMEY FHYMRLRESEPENSYS NP EYor evi ousl y mat ched are perforned in
batch. 166. The conpuiteng freddadatabasedn dddiddnaCtraupofibcorddiaidei N t he step of
utilizing an algorithmto.process the ceived data jncludes: 5 conparing
the received data witRMNAESEH QEHIEEPLPEFINElirgur of AT IRy hedehe

exi stence of audt®hebddsnbl RatclRBare@eRahingy a rel ationship record for each
stored record determned to reflect a_ relationship with at |least a portion

of t he 'PecfledThegomputppreadableamedinm of dpim 134 ydsrein the sERiO WHIZRE AP m 166

wherein the stepe@fihiid prodds@e dieivdddad BOLAEdshm t o process the received data
i ncludes creating at |east one confidence  indicator for each relationship

record. 168. Th&'TBHRIRA ¥hetheeaaabrdarnidaiifif 5P1ctai m 167 wherein the steps of
conparing the receiNgghAatss CERA epsetin Sl dabiQRs Riffrdn@ERIEs arind Creati ng
at |east one confidence indicator are pertormed in real-tinme. 15 169. The
conput er readabl e mesgherayodistictNernf 2 6ecoydyepresentingepasticas epfity:@ddpar i ng t he
recei vgd data, A Il et i & , reat. el e one
confi deﬁce i nd%@%?%rélgcrcgdsﬁgirtf greﬁ}ggn?%l%at&%g bi%ggn%ﬁgﬁyg%g%enrﬁ%ﬁggﬁabl e
medi um of particularidentifitras détermaned |tebstonumen agfoss reeorderepiegdantiog at least two

different entities and not generally distinctive of a record representing a particular entity.

|

162. The computer readable medium of claim 161 wherein the step of utilizing an

algorithm to process the received data includes prohibiting any additional matches of

20 records based on a particular identifier if the particular identifier is determined to be
common across records representing at least two different entities and not generally
distinctive of a record representing a particular entity.

163. The computer readable medium of claim 161 wherein the step of utilizing an
algorithm to process the received data includes re-processing the separated records as

25 received data.

164. The computer readable medium of claim 161 wherein the steps of determining
whether a particular identifier is one of common across records representing at least
two different entities and generally distinctive of a record representing a particular
entity and separating records that were previously matched are performed in real-

30 time.
165. The computer readable medium of claim 161 wherein the steps of determining

whether a particular identifier is one of common across records representing at least



indicators indicates the |likelihood of a relationship between: 20 an entity
represented by the particular record having a relationship with the portion
of the rwoaBmssi2tiata, and an entity represented by the pactriusa2/efeld he
received data. 171. The conputer readable nmedium of claim 167 wherein at

| east one of the confidence indicators indicates the |ikelihood that: 25
an entity represented by the particul ar’lrecord having a relationship with
the portion of the received data, and an entity represented by the portion
of the received data are the same. 172. The conputer readabl e nmedi um of

cl ai m 167 wher eive diffiesenyeatiies find ganprialy digfingAve ofjagesard fepvesentipg peteularecei ved

dat a i ncl udes aghyaiigdifiy FEbALHANSHE BrehREG) el ard QoS hed Ui puhet her

the relationship records reflect at |east one'relationShip not previously
det er m ned166173TheFompoenysadable mestanabi daimeldi wiersin b¢ siepoflIRizmper ei n t he step

of anal yzi ng thﬁ;}%@!&&%&@%@é&? 3%g{v%iﬂ&§%g: -32 rel ationship records

i ncl udes anal yzi relatironship re s reflecting at | east one |evel of
degr eessof sepasoatpaong thd veteivdhdatxwitipaitlest ane aweddIreconkb i derrroie the akisecé3 t he
step of angilé}/lzeiagg?sguel, glr;c{ onship records reflecting at |east one | evel of
degrees of “separa 1'6n“1ncl udes analyzing 5 relationship records neeting a
user - def i ned crdréaingamelationship eherddarspelt @ored eaddhleermiaeld wrefatt £l ai m 174

wherein the,step.of. anaglyzing. rel ati onshi,p records neeting a user-defined

criterion ferluai‘loﬁsgl LW ?ﬁﬂ?%éﬁ*bp(gﬂ%‘ Oefrﬂéelrﬁﬁel‘vc?ﬁgﬁtlap records anal yzed to a maxi num
| evel of degr eeBhebnpapafeaddbimedluifof cldif 166 WdEieRT the Saslahltgiziageh um of cl ai m

174 wherein the step of anal&ging,ﬁﬁ? rela%%onship recordslgpeting a

user - déPi ned cri8UHHB PIREASHTELFIVE] ANGCPdRs CrealnedtiGNF FOWENEds anal yzed
to relationshipma@g@ngsakhaﬂmkﬁghygaxgpnfidence indicatprs greater Fhan a

m ni num amount . _177. The conputer readabl e nediumof claim 172 wherein the

bl

step of ut 13 zi T cemputsr tgadablepsdivm pf dewsio7 whewsinbesterstod comparme theconpri ses

i ssuing an al erfchredalaedingh reldniBprtod M d¥slingflidatese @bitidbndeul €. 178.
The conput er readabl e nediumof claim 177 wherein the step of issuing an

alert based upBficyer Irepgforppeingsdiimgef i ned alert rule includes having the
alert ,Gompyi ChfEdmplid: Rh&bld RMifm SO WnkRISthERESDE comparing the

received data, creating a relationship record, and creating at least one confidence
indicator are performed in batch.
170. The computer readable medium of claim 167 wherein at least one of the confidence
indicators indicates the likelihood of a relationship between:
20 an entity represented by the particular record having a relationship with the portion of
the received data, and
an entity represented by the portion of the received data.
171.  The computer readable medium of claim 167 wherein at least one of the confidence
indicators indicates the likelihood that:
25 an entity represented by the particular record having a relationship with the portion of
the received data, and
an entity represented by the portion of the received data are the same.
172.  The computer readable medium of claim 167 wherein the step of utilizing an
algorithm to process received data includes analyzing the relationship records to
30 determine whether the relationship records reflect at least one relationship not
previously determined.

173.  The computer readable medium of claim 172 wherein the step of analyzing the



179. The conputer readable nmediumof claim 178 wherein the electronic
communi cations 20 neans conprise an e-mail system 180. The conputer
readabl e wodBos4of claim 178 wherein the el ectroni c conmMuRCTAISODAKS30 NeANS
conprise a tel ephone. 181. The conputer readable medi umof claim 178
wherein the el ectronic comuni cati ons neans conprise a beeper. 25 182. The
comput er readabl e medi um of claim 178 wWHerein the el ectroni c comuni cations
means conprise a personal digital assistant. 183. The conputer readable
medi um of claim 177 wherein the step of analyzing the relationship records
i ncl udes: dupl | €REiPrginaeordsdneludes pathyzingrelatipngkip srcords reflegiing apleastoae ondar y
dat abase; 30 di gld|lPuldrddd of &pFhiyd data to the at |east one secondary

dat abase for anal ysis based "upon a work load criteria; and issuing the

al ert neet T4y t Hee qomiputer feadable medipye pf aim 178 dhegitapraf apalyzngrelononship at | east

one WO 03/058427, rg{eH§Q31{g %élggsg?neilééT %if]c%g%gsd@tr sﬁ%ag%{oﬂl?r?c esu '%n?i Zin he conput er

readabl e medi um of ¢l ar e Int ep o izFng an
al gorithm to proekgssshiprecardsoa¢eiiagla dwt-defingd therioconpri ses transferring the

stored pr ssed data to | east : ndar atabase ut.ilizing the
al gorithm ??18 © e ugamnﬁg%grm?@u%lgﬂ(ﬁae'%er%ggiwg}eﬁ of tg?: PR %Safégm%er ein the
step of transf erlatiogshiprecords m¢eidg pnecdsfied cd@tien includds lingarsd thone secondary

dat abase is perfgi{.mag. i n rgal -t gE 186. The cg ut er .readabl e nmedi um of

cl ai m 184 wher elPFUPHEPIEERT G2V ELAL # BEFIMHG FHA OLP6rEd OhiBEa ed data to at

| east one $ém:onv1&rqbn¢ategfb_amlé Igedilﬁiti)ﬁﬂd’lﬂﬁldlmﬂvhlaﬁhﬁﬂﬂe ste;i8f7anéll§alﬁg algyst S_m for
rocessing data {nto . and in a databas nd a conputer readable medi um
(I?ont ai HPng prog’ie!fﬂf"i‘ﬁ%’trf:if’é?si BFF8ng %Pseﬁg%faeﬁgicﬂﬁnﬁ‘i/ “&lugﬁrlrﬁ‘ﬂ‘c"égrtg? or perform ng
the nmethod conprelagibm@ig e 8 MRSzaalto relfioRINY Reordatha ifQNIRICoafiddgcaat | east one
record having at | east one identifier, each record representing at |east
one of a pl ur al indigatgrs gzqafer thap e MiGiMUM ARt an al gorithmto: 15 retrieve from

a dat abase s 9r ewcoafpurfbalidbRNAbdide 60818m NaviHREid @eRt) b1 @iiginggh M I ar to the
identifiers in the received data, analyze each identifier of the retrieved

group of recor ddgqrhmio prageshrece) veskdafadpsher comprises isgngym algiebasedupoyeld dat a,

15 least one user-defined alert rule.

178. The computer readable medium of claim 177 wherein the step of issuing an alert
based upon at least one user-defined alert rule includes having the alert
communicated via electronic communications means.

179. The computer readable medium of claim 178 wherein the electronic communications

20 means comprise an e-mail system.

180. The computer readable medium of claim 178 wherein the electronic communications
means comprise a telephone.

181. The computer readable medium of claim 178 wherein the electronic communications
means comprise a beeper.

25 182. The computer readable medium of claim 178 wherein the electronic communications
means comprise a personal digital assistant.

183.  The computer readable medium of claim 177 wherein the step of analyzing the
relationship records includes:
duplicating the relationship records on at least one secondary database;

30 distributing received data to the at least one secondary database for analysis based
upon a work load criteria; and

issuing the alert meeting the criteria of a user-defined alert rule from the at least one



match at | east a portion of the received data with at |east one anal yzed
record 20 of the retrieved group of records that is determned to reflect
a record wewsnss42i dentifiers representing an identical onecofusoheiepd urality
of entities, analyze whether at |east one identifier is included in the at

| east a portion of the received data that was not previously stored in the
at | east one anal yzed record of the retrieved group of records that is
determned to reflect a record having identifiers 25 representing an
identical one of the plurality of entities; and re-analyze each identifier
of the ret Fgcendagy ¢ptadase- of records for a match to: at |east a portion of

the recel vags dav. @nfulh AR HERh bEAARE 19 ot 1S iRl RYSH, OF QiMDingly T eCOT ds

that is determ ne ct a record having identifiers represénting an

i dentical one oflgaritem i proedss thy resiveddntafyrthericemprises transfaringigpe staredmat ched

records in the T i f claim187
wherein the st eg‘@%egggﬁj? 'ialt%%ﬁ%asg%%ﬁ%%gg#%g%ﬁ%%@%%ﬁ éf)ﬂ%g -34 al gorithm
to t he rsecéByvedTitatompuiet tradabld reasum ohdaimnl@K yhein the seplof rembfadtig tlessi gni ng a
persistent key. 189. The ut er readabl ium of claim. 187 wherein the
ren of Cuti 112 S hroc et hftrert FRGR o et Raef BTt IR e

dat abase an8@ddilie conghtegreadtybleahediim bEdamd|4 hdreteithe stepof danefesingitd | ar to
the identifiers ti N3 at I%[acﬁ‘t a ﬁorti on ofdt hg receive datda gn t he

anal yzed recor d*'gP9 PSSP Fad0 8et Strpecidsrs SaPRRse ISPstomed #:balihi ned t o
reflect a nerorHorhayiwg forgestessiigaiat ifiephchardatabgeand h dampitgadadasle of the
plurality of ent i#.i es FFJ“ or to re- anala/zi n%gea_ch identifier of_ the
retriev8d group™BHUPSEYFATSPEETAN BETHHONSHET FGHIIOTRY 2 CORPYIFPT REREHRBE

medi um of cl ai Nhe &Btho@ corkSHindBE et oihe step of utilizing an algorithm
i ncludes repeating: retrieving froma database a %oup of additi onal
records: anal yEFRYN@SHCoRRIITINERf lepst gre reppad haing atlrast e Klspifise: cagltor ds:

mat chi ng ayecbﬂ%gr@s%mm%ra&ieeﬂogéoﬁmmraﬁﬁ%ifmmegat a; 15 anal yzi ng whether at
| east one identifier is included in the at |east a portion of the received

data that was n@tlizipeapialggihin 8t ored; retrieving fromthe database an
addi tiogal group of e 'grﬁ&gbars}% ?gﬁﬂﬁbyﬁhﬂﬁnﬁ?&grds%@ﬂhé fdeflrenf the

retrieved group of records
similar to the identifiers in the received data,

analyze each identifier of the retrieved group of records for a match to at least
a portion of the received data,
match at least a portion of the received data with at least one analyzed record
20 of the retrieved group of records that is determined to reflect a record having
identifiers representing an identical one of the plurality of entities,
analyze whether at least one identifier is included in the at least a portion of
the received data that was not previously stored in the at least one analyzed record of
the retrieved group of records that is determined to reflect a record having identifiers
25 representing an identical one of the plurality of entities; and
re-analyze each identifier of the retrieved group of records for a match to:
at least a portion of the received data and
the analyzed record of the retrieved group of records that is determined to
reflect a record having identifiers representing an identical one of the plurality of
30 entities; and
storing the matched records in the database.

188.  The computer readable medium of claim 187 wherein the step of utilizing an



until no additional matches are determ ned. 20 191. The conputer readable
medi um of claim 190 wherein the steps of receiving data, wutilizing an

al gori t hmverndost4er i ng the matched records are perforned i rCrasb/4icse. 192.
The conput er readabl e nedi um of claim 190 wherein the steps of receiving
data, utilizing an algorithmand storing the matched records are perforned
in batch. 193. The conputer readabl e nédi um of claim 187 wherein the step
of utilizing an 25 algorithmincludes: determ ning whether a particul ar
identifier is one of: commobn across records representing at |east two

di fferent enti télgesithindg thgesseived daja witlsatilegst gng @nadyzed recensigneludes pisigsmsi ng a
particul ar entify. té’r{?Qey separating records that were previously matched
based on a part cular dentifier if the 30 particular identifier is

det er m ned 18% bEhecompoter redabismediwn plidaime i edhersin thestep of widigingtmwo  di f f er ent

entities and no ral.l | St | LV r esentin

particul ar enti %l?%ﬁﬁ§%¥he¥%oghp§%%rs&gélg%gg géﬂg}bﬁr%%% iaﬁl%H%lﬁ gnca?]grf“ﬁﬁgifg3 wher ei n
the step of utiilecardsigpvang i9DHOSS OiBAL tRGI¢NUB0R2/i%1630 -35 al gorithm

i ncl udes prohibiti ng, %Q%lt aadr io‘ﬁi ?F‘gl ecna(tacf;ga S, %f records based an a

particul ar identifiél T 2PREBEI T LGFEF Tt Htifier is deternined to be
conmon acr oss r ecorthksanaBpeEsenti bhge diridvedgioup vlrectirdld witendeteminet kes and not

general ly distincti of @ particular entjty. 5 195. The. copput.er readable
Todi um of Gl s Gavatedtene PRt v o Shidedcal o5 e BT oL Rl udes
re-processi ng tforieRamalade 6RE Mdedsfiasf hecatisned gthap af reé&ds fof Reak@NPUL er
readabl e rrelg)i('ijum of claim 193 wherein_ the steps of determ ni nfglﬁ, whet her a
part i cdPar YYentherqorpuiesreadaRlegnediypbriaims 1 65 182 vdetsn the yepelailizingant | east
two entities angdg@RMAIRIJMs #p&kihgicti ve of a record representing a

particular entity and 10 separating records that were previously matched
are perforned in redpUigyipgfromgratahase a gewp of eddiiomaldatrds; nedi um of " cl ai m 193

wherein the steps Ofanﬁi?iiﬁgéﬂcﬂﬁd&ﬁtiﬁé&“&?&@%ﬁi@e@?{&{n%P'lle_@érd&;denti fier is one of
conmon across records fepresenting at | east wo entities and generally

distinctive of a redeaiehingglasiamorting chthgasceivediflad®: entity and separating
recordssthat were praﬁ%(lzﬁ]l-}%k}{%tﬁ%ta?ﬁ%‘i‘g}ﬁé ifleriBEA 195 ea{?ltp«,a%tqastﬁjllﬁ)rﬂqt)%%f The

conputer readable me im18 ereln the step of utilizing an
al gori t hm iheatogived date thapeas negprehiouslegeredied data with at | east one stored

record to determne Qe exh3heRCEiable af alidiictal G850 MRecYand

re-analyzing each identifier of the retrieved group of records for a match
until no additional matches are determined.
20 191. The computer readable medium of claim 190 wherein the steps of receiving data,
utilizing an algorithm and storing the matched records are performed in real-time.
192.  The computer readable medium of claim 190 wherein the steps of receiving data,
utilizing an algorithm and storing the matched records are performed in batch.
193.  The computer readable medium of claim 187 wherein the step of utilizing an
25 algorithm includes:
determining whether a particular identifier is one of:
common across records representing at least two different entities and
generally distinctive of a record representing a particular entity; and
separating records that were previously matched based on a particular identifier if the
30  particular identifier is determined to be common across records representing at least two
different entities and not generally distinctive of a record representing a particular entity.

194. The computer readable medium of claim 193 wherein the step of utilizing an



creating a relationship record for each stored record determned to refl ect
a 20 relationship with at least a portion of the received data. 199. The
conput er weadakd4se7 medi um of claim 198 wherein the step of pariusozirwgp an
algorithmincludes creating at |east one confidence indicator for each
relationship record. 200. The conputer readable nedium of claim 199
wherein the steps of conparing the 25¥eceived data, creating a

rel ationship record, and creating at | east one confidence indicator are
performed in real-tine. 201. The conputer readable nedium of claim 199

wher ei n t he st epgorishim énshadey pralibiting anyrasddisiopal anagrhiesf reqoedstbasey aa ar el at i onshi p
record, and creat.i : - i : I.ndi med in
bat ch. 30 202, T e e BRI ™ et
one of the conficdadcwepresentingatlastywiddiecat editiehand nok gdneralpdistictige of a
relationship be&¥§%ﬂé al entity represented by the particular record having
a rel ationship Wth ﬁeq)ﬁorti on of WD 03/058427 PCT/ US02/ 41630 -36- the
recei ved da®a, dmdoampuenteadaplermplives eitlach 199 whheingbe §tepof wilizinpen r ecei ved
data. 203. The qonput er r.eadabl e neqbunloftglai51199 mﬂﬁrein at | east one
of the confi denB& HAHCLIFFPIRH AL LEPHAGT [SRET FHEEAVEAE: 5 an entity
represent edody Theecoppuiei ebdable medami of dzimi 199 whered thi steprsifiidprenmihigt he portion
of the receivedhdata, anq a&agptLtX represent ed 3% tgﬁgﬁprtion f the
recei ve data ar ¥NTHRE 2 QAHEN A Boptilgh s ORGoRSOMEIon AERHITo8 PRI 2L 928l m 199
wherein the stegvodhtitidsiahd géndg11qistiRdtigObf 4 fRBdrl RepradélRing @ padtivdlamaititynad

rel ati onship records to determ ne whether the 10 relationship records
reflecti®at | eastePHRENGTEIOHS il STePrRdeushrBYchsd areperfamedin Fralitimoos. The

conput er regrabie dFRpuketdable! Addin? OcINREIS whetchahd §igR &he@ﬁmmgi ng the
rel ationship records includes analyzing relationship records reflecting at

| east one | eveVhesher g@gitigdargdensifipris ghg f fommyg acrpsdecasisiaRreentingd) 9te 'medi um

of claim 205 WhgoGnfiidshRd SErRRIP bisBRANY 8f Ni8cdhd rdpRls@iing PR RuLAGAN IR
reflecting at |east one |evel of degree of separation includes “analyzing

rel ationshi p reterasngreeordsipat aterd prengeusbiaatched arechsffpmeed ie pateler i on. 207. The
‘;gl”g?it g%s L?%@'abi“ﬁe cgﬁ{iﬁhééme%abfé' 1l QPcI%qrsgidheEeﬂethé§t§;Poithi]1i§igg Lyzing
p records neeting a user-defined criterion includés limting the
algorithm includes:
comparing the received data with at least one stored record to determine the existence
of a relationship; and
creating a relationship record for each stored record determined to reflect a
20 relationship with at least a portion of the received data.
199. The computer readable medium of claim 198 wherein the step of utilizing an
algorithm includes creating at least one confidence indicator for each relationship
record.
200. The computer readable medium of claim 199 wherein the steps of comparing the
25 received data, creating a relationship record, and creating at least one confidence
indicator are performed in real-time.
201. The computer readable medium of claim 199 wherein the steps of comparing the
received data, creating a relationship record, and creating at least one confidence
indicator are performed in batch.
30 202. The computer readable medium of claim 199 wherein at least one of the confidence
indicators indicates the likelihood of a relationship between:

an entity represented by the particular record having a relationship with the portion of



rel ati onship records analyzed to a maxi num | evel of degrees of separation.
20 208. The conputer readabl e nmedi um of claim 206 wherein the step of

anal yzi ngworghstseonshi p records neeting a user-defined cripCcenison4icar! udes
limting the relationship records analyzed to relationship records that

i ncl ude confidence indicators greater than a m ni mrum anount. 209. The
conput er readabl e medi um of claim 204 Werein the step of utilizing an 25
al gorithm further conprises issuing an alert based upon at |east one
user-defined alert rule. 210. The conputer readabl e nedium of claim 209
wher ei n t héhedeespyedflaty,#8dii ng an alert based upon at |east one user-defined

alert rule inclydes %&gtfghﬁrtﬁ:lp%&kn o?@;@%%@@&a%lg via electronic

comruni cati ons means. e conputer readable nedium of claim 210
wher ei n t h@0%| etherwomputerisadabie reetiyro aclaimgahwhareinpt kesse ormaofghawmnfidayst em

212. The conput ey: ' .aim 210 wherein the electronic
conmuni cati ons %Cégﬁ%gg%%ﬂg%?%%f@hwo -37- neans conprise a
t el ephofe. 213. anldn6tyoeprpsehed by degatiicelammechrd havirig aciehtionsBipOviviitee porfion dfe

el ectroni c,communi cati gns neans conprise a beeper. 214. The conputer
98 4

thé.tecerved data, an . . . )
readabl e medi um of “CI’Al'm 210 wherein the el ectroni ¢ communi cati ons 5 neans

conpri se a per sanalkitydegedealed &g gegboaioh of the eceiVl data arepht @mer eadabl e nmedi um of
cl ai m 209 rei,n the ste anal yzj the . relationship.records includes:
dupl i cat i né&?he*?eeﬁogipf%ﬁ?ﬁ?%{er%%%ﬁg% cgﬁmall” W%%%’P%beﬁéepsozgglﬁﬂ’éﬁ%}‘ dat abase;

di stributing redgéridad idaidas dralyzing ttrelhemskhip eseerds ecdundtming Wietheathal ysi s based
upon a_ 10 work |oad criteria; and issuing.the alert based upon the
user - défi ned al @H‘or}smpéecfof rFFtElcf‘f_éati as‘l@ﬁé‘%]g(ﬁ’ﬁg"p E%‘c?&r’(ﬂa_é‘?v dﬂrﬁf"gﬂ%f’se. 216. The
conmput er r gaslablig d¥RPutereadabl] méddiint 8 c1dithr 0D NhefeANRE ktsp BanaRBngthep Of
converting the received data into a standardi zed nessage format prior to

utilizing an 1%lbpRsBipiTeqoRds ipalydes apalyzing fplationship gecquds redleaing A IFRBOE | ai m 187

wherein the st e]avé}t)fa%g}éeiolis&ﬂraﬂan_ al gorithmincludes retaining an
attribution of each of the identifiers. 218. The computer readabl e nmedi um

of cl ai m 2286-whEhegomphitsereadabls mydiyra phglaimRYS pherein the step of analyzing

15 relationship records reflecting at least one level of degree of separation includes
analyzing relationship records meeting at least one user-defined criterion.

207. The computer readable medium of claim 206 wherein the step of analyzing
relationship records meeting a user-defined criterion includes limiting the
relationship records analyzed to a maximum level of degrees of separation.

20 208. The computer readable medium of claim 206 wherein the step of analyzing
relationship records meeting a user-defined criterion includes limiting the
relationship records analyzed to relationship records that include confidence
indicators greater than a minimum amount.

209. The computer readable medium of claim 204 wherein the step of utilizing an

25 algorithm further comprises issuing an alert based upon at least one user-defined alert
rule.

210. The computer readable medium of claim 209 wherein the step of issuing an alert
based upon at least one user-defined alert rule includes having the alert
communicated via electronic communications means.

30 211. The computer readable medium of claim 210 wherein the electronic communications
means comprise an e-mail system.

212. The computer readable medium of claim 210 wherein the electronic communications



attribution of each record includes retaining an identity of: 20 a source
system provi ding each record and a unique identifier representing each
record i rwohe/ssaer ce system 219. The conputer readabl e medirmsoniiesd ai m 217
wherein the step of retaining the attribution of each record includes
retaining an identity of a query systemand a particular user. 25 220. The
conput er readabl e medi um of claim 187 wHerein the step of utilizing an

al gorithmincludes anal yzing the received data prior to one of storage in a
dat abase and query in the database. 221. The conputer readable nmedi um of
cl ai m 220 wher elgang femprise g ¢pharfal yzi ng the received data prior to one of
storage inpiqie ﬁ%%ﬁﬁﬁér RAbRYEYurh B IR ﬁg%@éﬁﬁhe a0 oﬂfé'égﬁxﬂﬁm&%ﬁ?ﬁ”' ng at
| east one of the identifiers agalnst one o a user-defin criterion and
at | east one dameanse@mprltse@rbeep@f a database and list. WD 03/058427

PCT/ US02/ 4 0 DRKL I f erein
t he conpar %gﬁl dghtl fn% s f%ﬂgle%) §1¥c1£11 aﬁeasgregﬁtgé %{EA %ﬁlc COW%%y\Qh
entities and thme@apanmalpsrsomlélgnamtarmm list. 223. The corrputer
readabl e u of cl a m rein npar ed an address
of at IearsT? fgong% Cofnﬁ)e °t eﬁ(faéie A Ofd?lmtzl%gs e tpﬁgepd% agalg' are ﬁ’g in an
address |ist. ﬂﬁlaﬂaﬁbhlp-lfh{&)rdsdﬁmmﬂeer readabl e nedi um of claim 221 wherein the

step of co n one, of the identifier ai nst a user-defined
criterion Hﬁ’? Cﬁfﬂ’gﬁefr(filﬁﬂﬁtlshpﬁﬁcoéqs (’I“é"égf‘“8?leese°?'lﬂlé qafaB@F’ in accordance with
t he user - def i nedlsteibutingréceived 2bto 1 1IN k&@bonda@Afha bhysisesdbddrapeh acl ai m 220
wherein the step, of analyzing the received data prior to one of storage in
t he datlgba§’8ﬁ(alﬂgdﬁﬁg}a§/aqu a dat abase includes 10 enhancing the received
data. 226. The gQipuhilert BACRNA thegdtrdBRbtd ab@hr BeR tWwrIaimnt he step of
enhancing the received data includes: querying at |least one data set in
one of a dSfCaMREEdaabase i st for additional identifiers for the received
data; and 3fs supil @Rl fegdaﬁ)teqnadﬁﬁﬁbtv&ﬂmcm RurtMet @bxﬁﬂ?ﬁmng didpppal
identifiers. 227. The conputer readabl e nedi um of claim 226 wherel n the
step of queryi ngpnyertinghe feceipgrdagidinty aseandirdiged ipessageformag per to pdlizingam set
being ijp at | eagi,fprg database utilizing the algorithmto query

217.  The computer readable medium of claim 187 wherein the step of utilizing an
algorithm includes retaining an attribution of each of the identifiers.

218.  The computer readable medium of claim 217 wherein the step of retaining the
attribution of each record includes retaining an identity of:

20 a source system providing each record and

a unique identifier representing each record in the source system.

219.  The computer readable medium of claim 217 wherein the step of retaining the
attribution of each record includes retaining an identity of a query system and a
particular user.

25 220. The computer readable medium of claim 187 wherein the step of utilizing an
algorithm includes analyzing the received data prior to one of storage in a database
and query in the database.

221. The computer readable medium of claim 220 wherein the step of analyzing the
received data prior to one of storage in the database and query in the database

30 includes comparing at least one of the identifiers against one of:

a user-defined criterion and

at least one data set in one of a database and list.



addi ti onal databases to |locate additional identifiers relating to at | east
one of the received 20 identifiers; and supplenenting the received data
wi th the wodBwbssaeal identifiers located in at |east one adaruSopmnsbo

dat abase. 228. The conputer readabl e nmedi um of claim 220 wherein the step
of utilizing an algorithmincludes creating hash keys of the identifiers.
25 229. The conputer readabl e medi um of38cl ai m 187 wherein the step of
utilizing an algorithmincludes storing in the database processed queries
based upon a user- defined criterion. 230. The conputer readable nmedi um of
cl ai m 229 ¥#¥er eThe conpuigeiepdagiermadaim ef ¢laimr224 wvherepcthe eanpagad idsopifieis Ron dat e.

30 231. The ConillPa'x’Jele aLlﬁq&?é’ﬁ%' (S OF erftfeiBd md%fgda%miiﬂae hies$b& Rs O

utilizing an algorit urther ‘conprises transferring t stored processed

data to at 22%asthegompusecadtiRmedin abdam 224 iwherinthe edrepagddgdenitifibms a\O

03/ 058427 PCT/ U 4 - |.e .medi .claim

231 wherein theﬁgﬁésp&fga?gta Srtzgﬁ%?tgtrﬁ%wﬁénS’hog%@t%r%edd&l g?%%gestgség% gg‘é’%&? E)‘Stat | east

one secHndai4y dHicaloapeter wadublefnadimmdof dlaimeall wihiered. the 8§3of chbhgadyyy Ltagr

readabl e nedi um of fﬁ_!eéll'
I

231 wherein e step. of transferring,.the stored
br ocessed dat a 18 5l feaathE A S it el e i fpa Bt e
234. For a systidentifier inqiequadaats wigh e avdralafihed chedriohed records, a conputer
r eadabl e [ cont ai ni n rogramijnstructions for execution by a
conput er fg%d pgﬁ]?eocrompﬂt@r ref“ﬁlgf%ﬁ’é Ogc‘g%%gﬁiwﬁ@re “h‘&e YERYEnaYZngeer i ni ng
whet her a partietdiad daE@hibi foiofé of dlorage ih @RSHatabike ah @G Finfa@B5R Midulgs at

| east one entity is ope of : 10 commpbn across records representing at | east

two di fferent efOFIGEINSREFIVeYA@ral Iy distinctive of a record representing

a particul az6. enfiietdbmpaBereadBRafAMINMES 1AM SWhkRA th¥RELoBMIcRHgThey Mat ched
based on a particular identifier if the particular identifier is determ ned

to be comon ackededda@dididesepr esenting at least two different entities

and not gener al dryh S 1dGlonY BarRlet th SRCPL dathiBRE SRIANRE foRAddi Al hbmigkRr entity.
15 235. The conputer readabl e nmedi um of claim 234 further conprising

pr ohi bi ti népréipyecesieidiarmal nat ches of records based on a particul ar
I dentifiser if tJﬁ?i)lgﬁléﬁdng%e%ﬁejdegﬁﬁ‘t%'\Jit'h‘?llie ddﬁitigﬁil?dgmiﬁ'e‘arg to be common across
Ity of entit

records representing a plura I es and not generally distinctive
of a recor &% epFesenpingreadeblermddiym of claim 226 wherein the step of querying at least

one data set includes:
at least one data set being in at least one database utilizing the algorithm to query
additional databases to locate additional identifiers relating to at least one of the received

20 identifiers; and
supplementing the received data with the additional identifiers located in at least one

additional database.
228. The computer readable medium of claim 220 wherein the step of utilizing an
algorithm includes creating hash keys of the identifiers.

25  229. The computer readable medium of claim 187 wherein the step of utilizing an
algorithm includes storing in the database processed queries based upon a user-
defined criterion.

230. The computer readable medium of claim 229 wherein the user-defined criterion
includes an expiration date.

30 231. The computer readable medium of claim 187 wherein the step of utilizing an
algorithm further comprises transferring the stored processed data to at least one

secondary database utilizing the algorithm.



236. The conputer readabl e nedium of claim 234 further conprising the step
of re- 20 processing the separated records. 237. The conputer readable
medi um ofwoloaioss4284 wherein the steps of determ ning whetrlogrusa2/pmsd i cul ar
identifier is one of common across records representing at |least two
different entities and generally distinctive of a record representing a
particular entity and separating recorf!s that were previously matched are
performed in real- 25 tinme. 238. The conputer readabl e nedium of claim 234
wherein the steps of determning whether a particular identifier is one of
common acré¥s r gpuieisadablspddign aft cliimzdt wheigi the siepefaransfemme thees and
general ly di sti b4 ¥8cledtala? Aithet SRIEIA:Y ABtaPhsPRbIrGHRn cBiNirhd Y and
S I per din

separating recor hat were previously natched are or me atch. 30
239. For a2%¥ystBmdooputer madebkimagiwaoixlaim 231 gdewbabestemofaongfatrae theeadabl e

pert ormi gt he ey rsGRbAulNEH S| B8Rl BIEL BBl ST Voo 1630

-40 recei vy dadra sgoamfdr sepacptiag pleeiassly onehedoecards, havmpgeratadhidast one
identifier, each ..r ecortd r egr esent | ng.at fI east t.onE of a Lﬁl gr al iftﬁ%of
entities; compalfHY" FRETPIEE BIOFEE AT EIGHR RFCYUGALY @ SHBPHELB FSIBIRd in a
dat abase t o detw®é methed cotygristgithd gspsef.of a relationship in real-tinme; 5
creating a relationship record for each.record stored in a database
Geternined 1o JRTPRERY WGT APIURLH AT B LB HEPEF SR FBbei ved
data in reahedntifls omsl: storing each rel ationship record in the database.
240. The conputer readabl e nmedi umof claim 239 further conprising the step

of credfing at |easPmHRE AEGHHTPLRERIEPTEATIREA Sastityp didterant ¢nditiss 3%dnshi p record

inreal time. 10 24Lencthf GQMPHMeRI a FRBRBBHBseBEH Al @fulaé bditinagd0 Wherein at
| east one confidence indicator indicates the |ikelihood of a relationship

bet ween: an ent jeP3ratinggreosdsihat vepnpre ieuslyapatrhe pased pa & grgicwanifeng figr if the

rel ations hbaﬁaﬂl&rhdénhﬁernpaétérme?fto bd RehiGCRINeR &8s l%prze@;ngn it 168t dwloy

represented by the portion of the received data. 15 242. The conputer

readabl e néiffieteni etitiey andmotgeoeraiedistingtivg of|ageeord wAESWHRE # BRHAWAT enbldi cat or
B e e T LI
additional matches of records based on a particular identifier if the particular
identifier is determined to be common across records representing a plurality of
entities and not generally distinctive of a record representing an entity.
236. The computer readable medium of claim 234 further comprising the step of re-
20 processing the separated records.
237. The computer readable medium of claim 234 wherein the steps of determining
whether a particular identifier is one of common across records representing at least
two different entities and generally distinctive of a record representing a particular
entity and separating records that were previously matched are performed in real-
25 time.
238. The computer readable medium of claim 234 wherein the steps of determining
whether a particular identifier is one of common across records representing at least
two different entities and generally distinctive of a record representing a particular
entity and separating records that were previously matched are performed in batch.
30 239. For a system for processing data in a database, a computer readable medium
containing program instructions for execution by a computer for performing the

method comprising the steps of:



an entity represented by the portion of the received data are the same. 20
243. The conputer readable medi um of clainms 239 or 240 further conprising

t he step wbo3asabyzi ng the relationship records to deternpog/ushesfesr t he
rel ationship records reflect at |east one relationship not previously
determ ned. 244. The conputer readabl e nmedium of claim 243 wherein the step
of analyzing the relationship records4ncludes anal yzing rel ationship
records reflecting at | east one 25 |level of degrees of separation. 245.
The conput er readabl e nedi um of claim 244 wherein the step of anal yzing

rel ationship rewedss dad ¢ampnrising ableast ergsrecase bavingas leagifongl slgntéféss, ea¢h separ at i on

i ncl udes ; | at i : raeseapfondlilgnies, coh separ at i o
RGN b QBRELR, S BERL dPeiTREL | N0

criterion. uter rea m’'of cl ai m 245 wherein the step
of anal yzi ng 30camglagng basdetiped datowitlsatiemet anagecatd staeadin achabass ¢v ddafinged

criterion j PR 1he relationship records analyzed to a maxi num
| evel of dglg(réglleg%g%f()féiglblggiroagf%ﬁ{re%%e’The conput er readabl e nediumof claim

245 whesei n t hecradtinp a oflatensliy micorg fiRa8Be0%8 4@%d PRCT HAVBHRY delGBihed 1o} 1
rel ationshieg1 rec rqls ne efiPed criterion includes

f A W) 2L LeRst PRE USer nd

limting tFeCtAdF Ao Irga SCOP BTSN YIRT B IR TBRM p records t hat

i ncl ude confi desieitng en¢ithiendbBhip redopdinalic ddfdasea m ni num anount. 248. The
conputer r able nedi um o | ai m 243 further conprising the step.of
Coohing 52 Al Rl R SLLETRA TLE SR R HE BT SRR 240,
The conputer readabl de 0BHiddn0eahdicaifon eddbrewkibhsipiteddn@ingbaApnef | SSui ng an
alert based upon at |east one user-defined alert rule includes having the

alert 'Bomithi cHieremprigr wpdadtemedivm et e ddeapione sepfidensse conput er

readabl e medi umn@fcate! iRdiAEABe WRSHEIIblahEla®InSkip b&REL&: cOonuni cation 10 nmeans
conprise an e-mail system 251. The conputer readabl e nedi um of claim 249

wherei n the el e¥t§GHiTePieAisHAY EsrpBisulajrsenid hvingy ickagonshipeyigphepationd?  The
comput er rgadakled aRgiaHg of cl ai m 249 wherein the el ectroni c comunication
means conprise a beeper. 15 253. The conputer readable nmedi um of claim 249
wherei n the el estenghirepressnmed Ry dwtrogion ofthgmeceyehiiatd- se a personal digit al

assi st ARt - 2284, T BRPHAER I AAARLARCIAMRLElL Ml A Bolibidier

conprising the step icating t relationship records on at |east
one secondary datmitasiadicates the likelihood that:

an entity represented by the particular record having a relationship with the portion of
the received data, and
an entity represented by the portion of the received data are the same.

20 243. The computer readable medium of claims 239 or 240 further comprising the step of
analyzing the relationship records to determine whether the relationship records
reflect at least one relationship not previously determined.

244. The computer readable medium of claim 243 wherein the step of analyzing the
relationship records includes analyzing relationship records reflecting at least one

25 level of degrees of separation.

245. The computer readable medium of claim 244 wherein the step of analyzing
relationship records reflecting at least one level of degrees of separation includes
analyzing relationship records meeting at least one user-defined criterion.

246. The computer readable medium of claim 245 wherein the step of analyzing

30 relationship records meeting at least one user-defined criterion includes limiting the
relationship records analyzed to a maximum level of degrees of separation.

247. The computer readable medium of claim 245 wherein the step of analyzing



distributing received data to the at | east one secondary database for

anal ysis based 20 upon work load criteria; and issuing the alert neeting
t he critewoas3msssa7 user-defined alert rule fromthe at | ea®cTarse2/4w8condary
dat abase.

-41-

relationship records meeting at least one user-defined criterion includes limiting the
relationship records analyzed to relationship records that include confidence
indicators greater than a minimum amount.

248. The computer readable medium of claim 243 further comprising the step of issuing

5 an alert based upon at least one user-defined alert rule.

249. The computer readable medium of claim 248 wherein the step of issuing an alert
based upon at least one user-defined alert rule includes having the alert
communicated via electronic communication means.

250. The computer readable medium of claim 249 wherein the electronic communication

10 means comprise an e-mail system.

251. The computer readable medium of claim 249 wherein the electronic communication
means comprise a telephone.

252. The computer readable medium of claim 249 wherein the electronic communication
means comprise a beeper.

15 253. The computer readable medium of claim 249 wherein the electronic communication
means comprise a personal digital assistant.

254.  The computer readable medium of claim 248 further comprising the step of:
duplicating the relationship records on at least one secondary database;
distributing received data to the at least one secondary database for analysis based

20  upon work load criteria; and
issuing the alert meeting the criteria of a user-defined alert rule from the at least one

secondary database.



