.1 Transaction Processing System and Met hod BACKGROUND [ 0001] The present

invention relates to a transaction processing systemand nethod. 5In
particular the present invention relates to a system and net hod t hat
enabl es transactions between a custoner (user) and a nmerchant in a secure
and reliable nmethod w thout the user havhng to present a paynent card, a
cheque or cash to a nerchant. [0002] There is a need to provi de secure
nmet hods of conducting cash-free 10transacti ons between custoners and

hants. Cu tly, th ' ' h f
(T ansact | ons. bet ween’ cust SREPETanETREaind sy SRRFHEd MIGTDD | co°

transacti ons between cus he use of paynent
cards such as credit, debit, pre-paynent cards or the |like. Such cards have
t aken over from cheques as the usual nethod of conducting such

transacti ongA @fp despite advancenents in security of the use of
paynent cards, ftor exanple 15through the use of chip and PIN cards,

f raudul ent (#981]ofThe geaseatinerntion relaies to g trangatibh pravessing sxsteN@OAB)ettere i s

therefore aiNegtcdiQind pPBRER: RRSHDA rdBs ¥ aS0aBk S0 h&RBS AR ERRFePet Ween
g. 04 he pr e

custoners and ner chant present I nvention seeks to provide
a t echnol ogtréasacgenupetynen g cysiomer ({sebAngrisMeSORMARY seodBsindAsibta s of t he

invention apeuydef kiRt iH: JsBEnSiRy %reémg%éh%g%rﬁr?%qtﬁgN c:?ﬁl plorage

system can conprise storage securely storin user (custoner) I nformation
i ncl udi ng, f¥chantiser, nobil e comuni cations device information, including

mobi | e commyghgathe@ss g%b&?o bGREIEE G QR0 'sr%f%ﬁméﬁﬂgcaémﬁe@ay rent

account information and user verification information associated with the
nobi | e E&nmrirangastiprmisetaesn eustprmerstantreenchamsi RuGenty therypistl oreibed efyst em

]E)_r ocessing H@rﬁl&tiﬁ%&%r&%@ﬂsgbﬁo‘?ﬂ:bei\Peerne&E.{o‘ﬁ?erg 'éﬂ%%rér{é;\%@@%rb fpystem a
irst transaction 30authorisation request nessage I ncluding transaction
anount i nf oHFRET RAYMEMbBANda such as credit, debit, pre-payment cards or the like. Such cards

have taken over from cheques as the usual method of conducting such transactions.

However, despite advancements in security of the use of payment cards, for example

15  through the use of chip and PIN cards, fraudulent use of such cards is still a

significant issue.

[0003] There is therefore a need for a more secure way of enabling transactions

between customers and merchants.

[0004] The present invention seeks to provide a technological solution to such

20  problems.

SUMMARY
[0005] Aspects of the invention are defined in the claims.
[0006] In an embodiment, a storage system can comprise storage securely storing
25 user (customer) information including, for a user, mobile communications device
information, including mobile communications device identification information, and
payment account information and user verification information associated with the
mobile communications device identification information. Storage system processing
means can be configured: to receive from a transaction system a first transaction
30 authorisation request message including transaction amount information, mobile
communications device identification information and user verification information; to
determine whether the received user verification information corresponds to stored
user verification information for the mobile communications device identified in the

transaction authorisation request and, where the received user verification information



comuni cations device identification informati on and user verification
information; to determ ne whether the received user verification

i nformation corresponds to stored user verification information for the
nobi | e communi cations device identified in the transacti on authorisation
request and, where the received user verification information 2
corresponds to the stored user verificat¢on information; to retrieve from
t he storage the paynent account information associated with the nobile
comuni cations device identification information; to transmt to an

aut hor i sat | 6ATesPoNdwioAhs staserhUSaVAGIGAERR INBHMPER 42 Fetipvedrge thersierapa faudes

the transacph erﬁryaeéuntwérﬁfa@‘aﬁ L O&hoRiel Wi BreRANKIR Hon GG Riaibnd Béweemat i on;

and on rece&a fromthe authorisation systemof a first authorisation
response me#satiication inepGtiew te Hansnait tearbaihelisehen FSRT diFeRRiSage to cause a
second aut hgpin3atdiRA récﬁ:’%@%é&dﬁ%ﬁﬁﬁgﬁcﬂd&s@ﬁ‘e bRl SRLAthibliatichangact | on
systemw thout 1dentif paynment account information. 10007] In an
enbodi neht , the wmh@@qogﬁt I@Eﬂéméfﬂﬁrt and e6 kersing é’OWHﬂ%@Priéﬂ'O@ﬂ?@m ofa

10pr 0cessi NgJBARSHSABh SRS ABsERRT Rlspbh &oindBE&MAN HRYEkRM Of an
initial transaction authorisation request nessage including transaction
anmount i nf oNMAEEAGFNIOLRLSEBISPEANBARATISATCN TCEPRNSEENFSEa0T bR rnsaitedie the

i nformati on k0 Abh eycﬁ'ermt?ﬂhb@t .&aﬂﬁwﬁq HRlJOMEntRLGR isFeRpNI Nf or mat i on
associated wth the nobile communicati ons device identification
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i nformati on equest for user verification information, and in
response t otieaeadtipn auﬂhpﬁfiﬁﬂpﬂéemt messasaTRAlICcing FaIsaCiRA AU iNTarMatisRs act | on./
verificationnfarRA8esmifnRaEshs RS ce Y&rtifitABh O dibA! t8RbtdMMmoble transm t to
the storage systemthe first transaction authorisation request nmessage

i ncl udi ng t keMmuaiestiens dnyicesaptRnforMataTARSPERCAME tAp BIOPEE cormuni cati ons
devi ce i demcb%hr%ﬁffaﬁ&ihé R TB At RBatRAGN b ARatkh o thRGInitits Bl ABbilenf or mat i on.
10008] In an e ment, a merchant system can conprise neans for inputting
product 19 despmmupigetions qavicerananseatiaroreriicasion seauest MEaTRISINEHNI neans f or

i nputting ”%hé&tlgﬁ’\éhﬁﬁnﬂ i RhaddrCatd &qub%t%ﬁﬂ%@l’ Qéhfi'cgt%ﬁlhifoym%rﬁalﬂ!éﬁf S

nobi | e conmuni cati ons 25device for purchase transacti on, merchant

syst em pr ocE&3Ponge IneamiPl flemdbe @qbge P@Eﬁ%‘ﬁic@t'onts&eﬂ’ﬁ@ of AAREERYPBN syst em

the initial (LrAREES s ?ans%%aﬁa'gé%ze%rme%ﬁsﬁfom@ﬁ% thanehitdd B2 dth@ge
transacti on anount | nformation and | e communi cati ons devi ce

i dent i fi cat isgstemrihe firshirarsactighautberisalier rqsuestiessren O cydngdhe tPBsPE9Rt em  of

the secopd aidIff infAhbish, 'Er?egrﬂeﬁ%ecdﬁ‘ﬁﬁ&ﬂ%fohé’déﬁéélﬁleﬁnffc@ﬁ&i Pforfnafiortamp! et i ng
t he 30purchase transaction for the user. [0009] In an ermbodi nent, a

regi strati othesesaydpriicatobfd@ationur ed to com‘rum cate with an application on
a mobi | e congpeli Gabh BRDoSMENRE S rherchSnlybtedh @in dofiie hicdihs fHingdUhgobi | e

communi cations device hardware and an instance of the application, to 0
generate a PRGEIdaBicpéonafoRDAlHCr 8 RYrchass E@“ﬁaﬁw Measp [rdpPYIg i nst ance'
of the mobile device identification information identifying a user’'s mobile communications

25 device for the purchase transaction, merchant system processing means operable to
transmit, to the transaction system, the initial transaction authorisation request
message including the transaction amount information and mobile communications
device identification information, and on receipt, from the transaction system, of the
second authorisation response message to issue a receipt for completing the

30  purchase transaction for the user.

[0009] In an embodiment, a registration server can be configured to communicate
with an application on a mobile communications device to identify an identifier for the
mobile communications device hardware and an instance of the application, to
generate a unique mobile communications device identifier for the instance of the

35  application on that mobile communications device from the identifiers for the instance



35application on that nobile comuni cations device fromthe identifiers for
the instance 3 of the application and for the nobile conmunications device
hardware, and to transmt the uni que nobil e conmunications device
identifier for storage by the application on the nobile comrunications
device. [0010) A nethod of operation can, conprise: securely storing, on a
storage of a 5storage system wuser information including, for a user,
storage securely storing user information including, for a user, nobile
commnt cat | 8he dBuicefiol BAPITRId ABoid AHENOAARRLYE. AR Rl Pns devi ce
identificatron i on, ment accoun ormat I on and user
verificati otliamsmrnlbmﬂam:mlﬂ rm@sle@pmmlqatmms devicendeitifier oo sietagedatthens devi ce
i dentificat 5@5] %Mnoé (%b“e TR (s W d%\n:ee storage system 10from a
transaction Systema first transaction authorisation request nmessage
i ncl udi ng trﬂalﬂsaétmethoéntmnﬂrathnfaammmpoﬂe aeowﬁly@t@mmma@mramgfajew ce
|dent|f| at i fel n f t ni ng
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st or ed userlmmaﬂomand Wﬁﬂ%fiﬁﬁﬂﬂﬁﬂ infermatien ﬁﬁmﬁa’f@ Wi theenehiler age system from
the Storagec&ﬂ%”ﬁi%u&% 1#é?1ftu% .rﬂ&rﬁaﬁ%ﬂcﬂeé&ﬁﬂ b dids é'?stt
comuni cat i 6nS devi ce i enl Ication in ma‘tlona transmt y the
st or agel &y sfrem a ipansactian $ystans afirsd traggactienaathodsatind requeRbneEssage die u@’q;uest
Tessage 1t hataRtlcligl BB ARASAEbIO AR 0 @ULB 1A ARdn | ne payrent
account information on rec y the storage systemfromthe
aut hori sat i meFBWD@ﬁﬂd)ﬂS%: vsrlﬂ@ﬁloau"tfwmtlgatdabwnvr@e@bhtr@ sigrggagestém response
to_the secopfoif HRrboAdARTSHRYon Hittdkfith SorRSpoRsk BYida Lsat | on
response nessage to be transmtte the transaction systemw t hout
i dent i fyi ngveriiisafietyintanmatiercioutie melilsroeamgticatios deviad idantifiedivtheof operati on
can COMps i Sfatdhsn RRHAMBH rdiled: 4170 WHEFAE WbchREREr lrif mmmo fighd Wi th
an application on e Cco ni cati ons device to identi Identifier
for the nobPerEespondtie thasiomrsustsvedication mfeimatiomdetaaving Sy awcséomet he
appli cati One, ARSI BGidtatlb A ferllRBEA At FRIFAANDE BLIRRRAIM 8 malgt i {1 ef
for the instance o application on that nobile communications fromthe
identifier sCWﬁmUﬂﬁé’ﬂCE@l d@ytcan@@t'matloﬁ@famﬁtioé@m@’ﬁnafﬁt!“ﬁgd?y thﬁétérﬁ@ﬂ:ﬁ |l e
communi cati gnge %/bﬁ%umgﬁgmrl%yaeph 4 SQsRAIaLIHoRGatloRG e it sA R s SR thet
comuni cati ons device itdentifier for storage by the application on the
nobi | e €@ nminglugas ihsrigarngagtianeamount information and the payment account information,

and on receipt by the storage system from the authorisation system of a first
authorisation response message in response to the second authorisation message,
causing a second authorisation response message to be transmitted to the
transaction system without identifying the payment account information.

25  jo011] A method of operation can comprise steps performed by a registration server
of communicating with an application on a mobile communications device to identify
an identifier for the mobile communications device hardware and an instance of the
application, generating a unigue mobile communications device identifier for the
instance of the application on that mobile communications from the identifiers for the

30 instance of the application and for the mobile communications device hardware and
transmitting the unigque mobile communications device identifier for storage by the
application on the mobile communications device.

10012] An embodiment enables transactions to be conducted at a merchant system

without the merchant system being provided with user payment account details,



[0012] An enbodi nent enabl es transactions to be conducted at a merchant
system wi t hout the nerchant system being provided with user paynent account
details, 4 paynment being effected though the interaction of a secure
storage system a nerchant term nal device and an application on a mobile
conmmruni cati ons device. BRI EF DESCRI PTI ON OF THE DRAW NGS 5[ 0013]

Enbodi ments are described, by way of exahple only, with reference to the
acconpany drawi ngs. 100141 Figure 1 is a schematic diagram gi ving an

overvi ew of a enbodi ment of transactions system [0015] Figure 2Ais a

schemati c repmeardheigiasieciss thavobternteragtioncd ariecersioraae sudemedi ce ( MID)
and Figure %@fdh%n eRAREMIide ﬂd%pgﬂgﬁﬁfoﬁ%oi mbBRELdnRBhicaRrRYBGRE S of the

exanpl e MID; Figure 3A Is a nmatic representation of an exanple
nobi | e communi cati ons device (MCD) and Figure 2B is a schematic bl ock

di agram of Erpst bE@@'Rllsﬂ@%P enRtE BRalfiRaaxampl e MCD;, 15[ 0017] Figure 4 is a

schemati c representations o a nerchant system 10018] Figure 5is a
schemat iT r B3¢ skimbadimentodre sigsenbegpbiewhy st example anly. wielerenepitodhs i s a
schemati c rga; %Hvﬂ of an exanpl e storage system [0020] Figure 7 is a
flow di agram |I rat| ng part of a transaction flow [0021] Figure 8 is a
di agram il | #8614 aFIln@ his 4 sahematic digoramm giyingcassevenioy Qf)agmbpﬂlgmnéofg is an

al ternativegL g&fsrg {énpn of a process flow. DETAI LED DESCRI PTI ON [ 0023]
Figure 1 provides an overw ew of an exanple configuration of a system
enbodyi ng t W815br Biguia 2A ieesahieoslic pepresentgiion of ab syamelatmerghans teruiirng

sinplici§y @&fce (MTD) and Figure 2B is a schematic block diagram of functional components

of the example MTD;
[0016] Figure 3A is a schematic representation of an exampie mobile
communications device (MCD) and Figure 2B is a schematic block diagram of
functional components of the example MCD;

15 [0017] Figure 4 is a schematic representations of a merchant system;
[0018] Figure 5 is a schematic representation of an example host system;
[0019] Figure 6 is a schematic representation of an example storage system;
[0020] Figure 7 is a flow diagram illustrating part of a transaction flow;
[0021] Figure 8 is a diagram illustrating an initialisation process;

20 [0022] Figure 9 is an alternative representation of a process flow.

DETAILED DESCRIPTION
[0023] Figure 1 provides an overview of an example configuration of a system ( :
embodying the present invention. An example embodiment can provide simplicity and

25  flexibility of use as perceived by both customers (users) and merchants, while also
providing security and integrity of operation. An example embodiment enables
communication between a mobile communications device of a customer and a
merchant system to support transactions between the customer and the merchant
without a customer needing to present a payment card to a merchant.

30 o024} Figure 1.is a schematic diagram providing an overview of an example
configuration of a system for implementing an embodiment of the present invention.
A payment services system 24 in the present example comprises a plurality of host
systems (also referred to herein as transaction systems) 22, here represented as
hosts 22-1 to 22-N and one or more vault systems (also referred to herein as storage

35 systems) 10, here represented by a single vault system 10.



25flexibility of use as perceived by both custoners (users) and nerchants,
whil e al so providing security and integrity of operation. An exanple

enbodi nent enabl es comuni cati on between a nobil e comruni cati ons devi ce of
a customer and a nerchant systemto support transacti ons between the
custonmer and the nerchant w thout a cust gner needi ng to present a paynent
card to a nerchant. 30100241 Figure 1 is  a schematic diagram providi ng an
overvi ew of an exanpl e configuration of a systemfor inplenenting an

enbodi nent h [ ti.on t Vi y m in the

pr esent exa?;“]j;()]‘f’%al @O@%%ﬁgﬁélegwéﬁﬁrtg%@ Lf/leso@ ?%rgglp cgﬁlqg)['é[é(#s a s@érrgé’ (aal?r ed to
herei n as t pavsasrs 06 esgativgsIul2@ocdssing logp (\Rldrnddeasehvask stopRrell2tbal22- N
and one or - I el t

S5systoms) 0 aRs At eBHIERalR, FRh ShbEe h SpliBlicia olfioB! A% 0 c) 1

t he exanpl edsfirongmihet\R araligedSyrstominolifg tengperations obtre \Gwlt porcessa () t16.
processogs ' ol ' l.ogj , cure vay

Ot orage 12 {FaoacHpLRAeHBhS BREGRRabET, LAl AE SR

conpri ses soRRhapweraaclre ahanrads 2 hviag vabib-hoBtlinterfdcai@at) f&r Tlooseaouce | | ng t he
operation o V. ; pThe v r 4 0. ] slare
oper.abl e tokg%msnﬁg%neﬁﬁﬂﬁéﬁ%éiéss g’ &rs]’g/tg)t %ﬁ% ng'{"&e@’ e%@ﬁag@;é%& é-'ghiroe
channel s 21 poinbcammanicatiandivks,i antver faiiddo-Poldt linkb&staltishesiamer e netvanminesisg 21 can
be i npl enen WAt 5 0= RAI (ﬁpﬁ]% i r via direct point-to-point
conmuni cat i %ﬁ&eﬁﬁﬁ%ﬁ)b%f%ﬁ%&%&r&M- 0- pgll.'?ﬁmﬂqug est abl i shed over a network
usi ng cbhvetmor@nkl thpdiustrated epainple, & sauttsiistan inderface W8I @0esovided10928le | n t he
illustrated . t [ ' ure
communi cat 1 S dnsass e kReloeEhrEL AL BIBEE ISP oAl VaR biES JORRECT S, o
10 and ext epxaasgystems seehcds asacnirngdank sygiet ik whigh retur88,connéadéd by t urn

i S connecte - | d h . 32-1 - )

alternati veﬂ"yrép%élr ﬁ%k%ﬁ? %% &J‘tcﬁgﬁﬁtesg%tg&é %52 Eszﬁ_e%e;ﬁs §r§fg‘?ﬁ@t§%§ f }?Ctg %Wh?ﬁérdc ard
scheme syst eplend2sybtems224-32eN.i hhe cand stBevesesiemd 32i1a FuNtahein tomcure | i nks
to syst ' He < L - ons)t _4 SsMjng i ndi vi dual
cards uggzre{)?ﬁee%?gr' ygﬁgﬁ%%%% Ininkgﬁgoté%%rhgigl%ﬁﬂé@bﬁkfg%si %%Ncoul d connect
di rect !y tordspaksiblgderdesyigyindividugiaanist wideb thekcard s¢hwmest laasétbesexafple,

xampl ¢ 1 or RAYSNS SiPlorkBhifhetf & DAL SASESs \APBLR biddhke exampl e

enbodi nent, ost system e to connect wt he "20mer chant
term nal deVpoesfers2®r gxarpple fgrpaymestsmat thiaga cashraymentjcheo®s. Fi gure 1

ek or U2 N APbEBALdnah SFbLt SRR e SESR ik 2

exanpl e2@nbawirehant terajnrbdavines 26iaf ope guMeramerdhentrysten{§ls4m Figure 4

or o “cPELAeS et igh 220 e oblB VBB b0 SR e
merchant terminal devices (MTDs) 26-1 - 26-N. In the example embodiment
represented in Figure 1, the host system 22-1 effectively acts as a virtual point of sale
(VPOS), with the merchant terminal devices 26-1 - 26-N acting as input devices held

25 by individual merchant employees for the capture and presentation of information.
The merchant terminal devices 26-1 - 26-N could, for example, be formed by a tablet
style computing device. The connections to the merchant terminal devices could be
established as direct point-to-point connections, for example via a secure channel
over a network (for example the Internet or a network local to the merchant).

30  Alternatively, the connections could be established via a merchant terminal system as
described later with reference to Figure 4, the merchant terminal system being
connected to the host system 22-1 via a secure channel. It should be noted that, in
alternative embodiments, the host system 22-1 could communicate via such a secure

channel with a merchant system that includes a merchant server system and one or



25by i ndi vidual nerchant enpl oyees for the capture and presentation of
information. The nerchant term nal devices 26-1 - 26-N could, for exanple,
be formed by a tablet style conputing device. The connections to the
merchant term nal devices could be established as direct point-to-point
connections, for exanple via a secure channel over a network (for exanple
the Internet or a network |ocal to the n@rchant). 30Alternatively, the
connections could be established via a nmerchant term nal system as

described later with reference to Figure 4, the nmerchant term nal system
bei ng conne®PERICeyepliRnhahpRipt %f;ﬁ@{eeq’ﬁ"ﬁsiCWde@S@@JPEe@W%QO”"‘FQtG%Flbﬁl d be

not ed that, mefohaht &dridtsy¥@neipd hagzsy. the host system 22-1 could
conmuni cate via such a Secure channel with a nmerchant systemthat includes

a nerchant B8 eFioyiest alsp diatratge adﬁg'Stﬁat’fﬁ’Brs@“@éﬁ%hﬂtlcé'hQP opgfiRle t8f sal e

devi ces (caé&lnﬁqaaicgtwmtheanan@éammLm.caﬁ&mc%e 2BWiRsdRIE bmheRg2eer
systemto the host - [0028] Figure 1 also illustrates a registration

server M tﬁa&e@ml%wa@ﬁ@%ﬂmePBOfUd?ﬁmrk@aﬁf@ {arexemple. thshntemet, or a
conmuni cat i gianigidrc&ihois. Vi a secure channel (s) 29 5(for exanple via a
nmobi | e tel ephony network ‘or via, for exanple, the Internet, or a

conbi nat i onl0891 bt ) exaneeMbediment efithpveniiam adianerationcan ke PRAOWIRY on, a

transacti onb&a@eha de8fohf¥r ERE atRERER tﬁo%ﬁé%@ ABGEbilERbAARMcatiROUGh t he
use of a nobile comuni cations device such as a smart phone. As

will be expfevicredGR) 25 8UEhps avimait rmﬂes &swb'! P%ﬁxpla'ﬁe‘# 1B FRIPWB exchange

can takg pl ééﬁ:rlﬁ%%ﬁ%férrﬁ@@M&cﬁé}wmﬁ@ B8Se B8WEESasfotat a custonmer and
a nerchant termnal device 26 of a merchant, optionally w th out of band

communi cat i BAMENAIRAKINS devicgEB/a @rrusiomen@at azperehaH deiesl AP &6 of a ()
conmmuni cat i apcHaRY Ioﬁﬁor%ﬁy mﬂ{ﬂ%%f B:ainﬁltfoﬁ'lrﬁtﬁméa%oﬁ RGBT Both/lh BRasat i On of

a merchant termnal device (MID) the formof a tablet. The tabl et
26 i ncl udes2&‘%?!"@67‘%19“@6%CWW"@BFWVE’Q@SZW one or more cameras 208

(for exanpl aus@ FRURS 2A Ws@%n‘@h@\‘éﬁé&r@é\wﬁhﬁafrﬁékelﬁarﬁ'ﬂéffhﬁﬂal E@\ﬁl‘e anrhpr
sides of the tablet) and one or nore switches 210 (for exanp one_or nore

swi t chebd may Bethgifein efctablett hae tablsh 26 irdes aslisnia<R wih 8 .t%g el 20Re
tabl et 26). o'n’@Bp%ﬂe] ceFrhé}Hé 80¢& Bo+ &x 2;;3@ hesaMdra RBEs8Rtad bRthedforkunct i onal

el ements provided in such a tablet 26. The tablet 26 incl udes one or nore

processors 20FoRbrRFk AN/ Eides o thedabiel) and e o5 M switthes AR (ehexamievol ati |l e

Menory (e. gone BAMbreadiiitcRe8 mi9! Rt drbRddEEamihg fidtit Bnd/of batkiindRTRidks ol et c).
[ 0032] The mam)r%)2204 contains progranms and data for controlling the

processor (s§ableZ8po2 of the tablet 26. The tablet 26 includes the display
206 anda@ t qigs) gdr@@e? .sfé)gcﬁéameaéﬁresmattonadmmb@&u%n@; protibed irat i on

di spl ayed on the yr in a manner that is well understood to the
person ski | e @ F?bﬂeﬁgsar he tablet 26 includes one or more processors 202 and one or more
memory devices 204 that can include volatile memory (e.g., RAM) and non-volatile
memory (e.g., flash memory, ROM, etc).
[0032] The memory 204 contains programs and data for controlling the processor(s)
25 202 of the tablet 26. The tablet 26 includes the display 206 and a touch pad 207 for
merchant input and selection of information displayed on the display 206 in a manner
that is well understood to the person skilled in the art.
[0033] The one or more cameras 208 can be used to capture visually presented
information (for example, barcodes, QR codes, etc). The one or more switches 210
30 can be used to control hard functions such as switching on or off of the tablet,
selecting between modes of use, opening and/or closing applications, etc.
[0034] WIiFi and/or Bluetooth transceivers 212 connected to one or more aerials 214
can be used to enable wireless communication between the tablet and a base station
and also between the tablet and other devices (e.g., the mobile communications

35  device 28 of a customer). Optionally, the tablet can also be provided with an



[ 0033] The one or nore caneras 208 can be used to capture visually

- presented information (for exanple, barcodes, QR codes, etc). The one or
nore switches 210 30can be used to control hard functions such as sw tching
on or off of the tablet, selecting between nodes of use, opening and/or
closing applications, etc. 10034] WFi and/or Bluetooth transceivers 212
connected to one or nore aerials 214 can be used to enable wrel ess

comuni cati on between the tablet and a base station and al so between the

t abl et d i ; t . ' f
201 20 QUlGSoNd Wk s Ry RIRE ORI PRI s S8 % ©f @
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appl i cati ongofgr eifurd 88%s 4 SIRARE réResentation of functional elements provided in

such a mobile communications device 28. The mobile communications device 28
includes one or more processors 302 and one or more memory devices 304 that can
include volatile memory (e.g., RAM) and non-volatile memory (e.g., flash memory,

25 ROM, eic).
[0038] The memory 304 contains programs and data for controlling the processor(s)
302 of the mobile communications device 28. In particular, the mobile
communications device can include a transaction application (hereinafter referred to
as a mobile communications device application (MCDAPP) 305) for conducting

30  transactions using the mobile communications device. The mobile communications
device 28 includes the display 306 and a touch pad 307 for customer input and
selection of information displayed on the display 306 in a manner that is well
understood to the person skilled in the art. The display can also be used for
displaying a visually readable code, for example a bar code or QR code representing

35  aunique identifier for an instance of an application on the mobile communications



as a nobil e comunicati ons device application (MCDAPP) 305) for conducting
30t ransactions using the nobile conmmunicati ons device. The nobile
comuni cati ons device 28 includes the display 306 and a touch pad 307 for
custoner input and selection of information displayed on the display 306 in
a manner that is well understood to the person skilled in the art. The

di splay can al so be used for displaying visual | y readabl e code, for
exanpl e a bar code or QR code representing 35a unique identifier for an
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The nobi |l e communi cations device can al so 1nclude other sensors and
i nt er f ates, Tha&Rildimerfaceci20srarkg| used @ pisaentrRedR it IPowda do saetbendevigeLogi ¢ ( GPS

Logi ¢) 324 coRRecl ok &&f@ﬁ@%@g& REI D3 es Proviisdi o RRISR VRS ah@Br be

connected to an audio Ja or connection to an external speaker, if
requi red. Vardduals tobhéeeasensors can 25be used to enable the nobile

conmuni cat | ?Hgﬁudﬁvée‘ﬁ@aF PafReRENSd s bPovkiRzl thioR8 of MO he /I STERL |

i ncl udi ng, “exanple, a magnetic sensor 332, acceleroneters (acceleration
sensors) 33pravitgddy eoskle giecmplile epmmaenisalioss 9g@ce tpreonirwicae yigrmiabigat i ons

device 3§ cllol¥mmaMElRHs ALK (J4 OFcad Hikidihehkier v 340 or from an
power provide y a cohnect or 2, the battery 340 and the
connect or [0042] The mobile communications device 28 can also include other sensors and
interfaces, including, for example, Global Positioning Satellite Logic (GPS Logic) 324
connected to a GPS aerial 326. An audio codec 328 can be connected to an audio
jack 330 for connection to an external speaker, if required. Various other sensors can
25  be used to enable the mobile communications device to be sensitive to position
and/or movement, including, for example, a magnetic sensor 332, accelerometers
(acceleration sensors) 334 and gyroscopic (gyro) sensors 336. The mobile
communications device 28 can be powered either from an internal battery 340 or from
an external power provided by a connector 342, the battery 340 and the connector
30 342 being connected to a power management integrated circuit (PMIC)/ universal
serial bus (USB) interface 338.
[0043] Figure 4 is a schematic representation of an example configuration at a
merchant site. In this example, one or more merchant terminal devices 26 are able to
communicate wirelessly, e.g., using a WiFi connection to a WiFi base station 402.

35  The WiFi base station 402 is connected to a merchant server system 404 which in



30342 being connected to a power managenent integrated circuit (PMC)/
uni versal serial bus (USB) interface 338. [0043] Figure 4 is a schematic
representation of an exanple configuration at a nmerchant site. In this
exanpl e, one or nore merchant term nal devices 26 are able to comunicate
"wirelessly, e.g., using a WFi connecti op to a W Fi base station 402. 35The
WFi base station 402 is connected to a nerchant server system 404 which in
9 turn is connected via the secure conmuni cati ons channel to the host
system 22 s i I , i , reader (s)
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SSID and passphrase by reading an RFID tag or a displayed visual code (e.g., a bar
code, or QR code) at the merchant premises, where the RFID tag or the displayed
visual code provides the SSID and the passphrase for connection to the base station
402.

30  [0045] In one example, each merchant terminal device can be provided with such a
visual code and/or an RFID tag to be read by a mobile communications device
application using a camera 308 or RFID interface 320 of the customer’s mobile
communications device 28. The visual code and/or RFID tag of a merchant terminal
device 26 can be configured not only to provide information for wireless connection of

35 the consumer’s mobile communications device to a network of the merchant, but also



10 to enables the linking of the custoner's nobile conmunications device 28
to the nmerchant term nal device 26 for enabling transactions between the
custoner's nobil e comruni cati ons device 28 and that nerchant term nal
device 26. [00461 In a further exanple, comunication between the
custoner's nobile 5comuni cati ons device 28 and the host system 22 can be
effected using an out of band channel 270 for exanple via a nobile

t el ephony network. In such an exanple, a nerchant term nal device can be
provided with a visual code and/or an RFID tag that identifies the merchant
terninal delf &n@ables the liddnmeidhe cHRPRG DMoPifceINLBRRIONS dewEs 8 to the

conmuni cat i %?cl‘%ﬁi’fe?rﬁm%ﬁdé\ﬁbeti@foﬁgﬁémﬁ]@lEraﬁﬁcﬂbrﬁ?{ﬁetﬁgéfrﬁ R ctBtorlestnspiBost 22

for 10 enabling transactions between e custonmer's nobile comunications
devi ce 28 afeMiNAICalisclRyive 2Baandithall merelant derpinal pavieggh an exanpl e, the

mer chant t efyfidyaln Q%h@?e%ﬁ@ycoﬁﬁmfrﬁ’%%ﬁfb@ﬂvéeﬁ thd'6udiGirsSmshiRm 22 via a

first secure channe 25 and the custoner's nobile conmunications device may
be connett egom@mupigationssdevire 23 apddhe bestsystei 2o¢ankmeffestagHising anyoutiche

connection pgt nkhg7 'F@rre&gﬁﬁe \Fl@‘é'ﬁ‘]m&: téi@p‘!l’\oﬁﬁ? né@ﬁﬂ?l@ Fn@:ﬂcﬁ'éﬁ'nalxgmple a

conmmuni cati ons evi ce 2 EIn est abl i shed bi | COﬁﬂUﬂlC&thﬂS
devi ce appl rr@&tha@hteavmabcﬂweonamgoetmewﬁm withavissd croéa@né(@gﬁn@FéDé%g@ﬁh 308

and/ or  RFl DideRfifRis(1RE frepdBht IhfMal d&vicd mlenﬁeréqm%% BHNE dud@nfel stnmmger chant
term nal device 26 to the host system 22, and ost system 2
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conmuni cati on ween he custoner's nobil e communi cati ons device 28 and L
the host syﬂtaémez@am@rram@b@qwc@ 2utIn gricihamexamplabe nerchant tepaingf fetseed by @

- merchant t epgifg) beséb?]%@&ba% {h%%'sf@sfbrﬁ! bsyal 3, ﬁ@%cﬂ%f@hné’i@ﬂﬂﬂd@hé ag

carried by the nobile comuni cations devi ce representing the
25uni que moﬁmst@ﬂ@bism?@hilec@@mmhalcwrs@@vw@?ﬁvtfei@nnﬁ@fﬁd hikekgp; 3%via a

conmuni cati Qﬁb%r@'%}ﬂ GbaRBRhAGRI bPhk BSARRAEN bdliBeN tiHRbrcRaftGeIfAIRfevigs! D t ag

carried by t bi I'e communi cat'ions device 28 can be read by a canera 208
and/ RFID i ﬁﬂ‘étheam@b'mmﬂumﬁloﬁ‘éﬂ@%@]?s beingieptablihediyéhemobiley such an

exanpl e, a eam%rcb%hsb&évm%gnmoﬁ%bsB@dud.ﬁge{hm.ﬁa#méiﬁwr@;a ARingnd the

nobi | e conmuni cati ons devi c can be 30established t he nerchant

term nal devewera¥gansierdiilg intadacend2sd fram 1A vissalrore RRFID tag of the

merchant terminal device 26 to the host system 22, and the host system 22
establishing the connection between the mobile communications device 28 and the
20  merchant terminal system 26.
[0047] A further example of providing communication between the customer’'s mobile
communications device 28 and the host system 22 via a secure out of band channel
27 can be effected by a merchant terminal system 26 reading a visual code and/or an
RFID tag carried by the mobile communications device 28 and representing the ’
25  unigue mobile communications device identifier for the mebile communications device
application instance. The visual code and/or RFID tag carried by the mobile
communications device 28 can be read by a camera 208 and/ RFID interface 220 of
the merchant terminal device 26. In such an example, a connection between the -
merchant terminal device 26 and the mobile communications device 28 can be
30 established by the merchant terminal device 26 providing the information read from
the visual code or RFID tag of the mobile communications device 28 via a secure
channel 25 to the host system. The host system can then retrieve information
identifying an out of band channel to the mobile communications device (for example
a mobile telephony number of the mobile communications device) from information
35  stored, for example, in the vault storage 12 or in storage in the host 22 in the



the visual code or RFID tag of the nobile comruni cations device 28 via a
secure channel 25 to the host system The host system can then retrieve
information identifying an out of band channel to the nobile comunications
device (for exanple a nobile tel ephony nunber of the nobile conmunications
device) frominformation 35stored, for ﬁiarrpl e, in the vault storage 12 or
in storage in the host 22 in the 11 nerchant term nal device. The host can
then use the retrieved information to establish a connection between the
merchant te ang t i i . e 28. [0048]
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response to operati ons” per sing t e comuni catl ons devi ces 28

20  terminal 26 or a customer’s mobile communlcatlons device 28. The VPOS module
522 can be operable to provide conventional point of sale functions such as
authorisation and pre-authorisation of transactions, voiding of transactions, refund
processes for transactions, tip management, profile management, voice referral and
the generation of reports. In an example embodiment, the VPOS module 522 is

25  operable to effect transaction processing, including authorisation, preauthorisation
voiding and refund processes using a payment processing module 524.
[0050] The payment processing module 524, for example provided by one or more
computer programs, provides functionality for performing transaction processing in
response to operations performed using the mobile communications devices 28

30  and/or merchant terminal devices 26. The payment processing module 524 can be
configured to provide functionality for effective customer credential verification,
authorisation request handling, void request handling, refund request handling, voice
referral request handling, pre-authorisation request handling, end of day closing and
submission handling and report handling, for example for generating logs and journals



30and/ or merchant term nal devices 26. The paynent processing nodul e 524
can be configured to provide functionality for effective custoner
credential verification, authorisation request handling, void request
handl i ng, refund request handling, voice referral request handling,

pre-aut horisation request handling, end of day closing and subm ssion
handl i ng and report handling, for exanpllé for generating | ogs and journals
12 and/ or operational reports. Further details of aspects of paynent
processing are described | ater. [0051]_Fi9ure 6 is a schematic bl ock
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Lorminals, IHISGEAOR AL’ PASraRachalER et oA T i s,
25and r epor exajepler eredenial vaificatmngunaions rendgé day slepdng 8sub@igsicadundtions.nal
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devi ce appl funstions Theseporgengeatiod dungiiprs ¢fn indpde the asheraipe obiogs Bese

processgs agd%lrr‘?aq§§ﬁ& ﬁﬁ%csbeln@qta‘%n of %ﬂor@?reggﬁw b Bt PR EmBnadented! t - host
t he

interface 18 supports secure channels to one or nore ‘hosts 22, and a
vaul t syst efarichers ¢andeciade mepmbent rotaeanagameet aildthe gpreretomef legsdi ri ng

bank 30 and/;gmgRrAqRE BpERiSYaT 1&iBhs Sthe thARRA e %hgggméﬂtgwifﬁiét & an

exanple reglsprat[on process using a reglstraplon server y ;o
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25  and report generation functions for the generation of logs and journal and/or
operational reports. The customer management functions can include customer
profile management, the generation of the mobile communications device application
IDs. Further details of aspects of some of these processes are described later.
[0053] As shown in Figure 6, a vault-host interface 18 supports secure channels to
30  the one or more hosts 22, and a vault system interface 20 supports one or more
channels to an acquiring bank 30 and/or card scheme systems 32.
[0654] Figure 7 illustrates an example registration process using a registration server
24 that is operable to communicate with the mobile communications devices 28 via
secure channel 29 (either via a mobile telephony network or via, for example, the

35 internet, or a combination of both.



35internet, or a conbination of both. 13 [0055] As illustrated in Figure
7, a registration process can be started by the custoner requesting a
nobi | e conmuni cati ons device application to be downl oaded. The request for
downl oadi ng the application can be via an application store of a nmobile
conmmuni cati ons device provider, or fronﬁ_he registration server 24
directly. 5Accordingly, in step 42, the bi | e conmuni cati ons device

recei ves the requested nobile comuni cations device application. 100561 In
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devi ce har dweabde communigaiians dedisatappldatign.t he nobi |l e comuni cati ons devi ce
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the Tor m of s, rf 485 e, 82 Rkl SRR R dRbice BBpfiibfs Bl 8 PPRIE ot | o
conmmuni cat i owbilelegmpenigations denice@Bated Circuit Card ID (ICCID) of a
Subscrib . . ; . : i on
dovi ce. 20T f SR8 the richlELomfyhieEier R ApielBS sp SpRER 4 BeRe! O
regi st r 8 i oshasmeler linkTh therebistraticoremati2dasingressatetd cenmppitatoas icbanrehn al so

be operabl e ) eql stratio s ' raat | identifying
the par i cul et iihbmafel Bs 285 Pt 1. °Rs Aot R e’ dicti e
appl i cat i onse@ire ehartel proviged gia 4 mobitidieteipbony néteorkeyivit a wirednogwcliar can be
oper abl e t 0 a55h9h@nini que identifier to the session initiated by the
25mobi | e conmuni cat1 ons device application to identify the nobile

conmuni cat i 6¥83]appster 48, tbe mdbde E@hmunicgtians dsVicetapeligabigh istograkdmtcser ver t hen
ey i SRR SR 0 5L LRt B0 LB e |
conmmuni cat i odilglernmenigpiriscisvicomardverandee pargwaexidapifigation information
could, for example, be in the form of an International Mobile Equipment Identity (IMEI)
of the mobile communications device or an Integrated Circuit Card ID (iCCID) of a
Subscriber Identity Module (SIM) retrieved from the mobile communications device.
20  This information is sent via the secure channel to the registration server. The mobile
communications device application can also be operable to transmit to the registration
server information identifying the particular instance (download) of the mobile
communications device application. Alternatively, or in addition, the registration
server ¢an be operable to assign a unique identifier to the session initiated by the
25  mobile communications device application to identify the mobile communications
application.
[0059] In step 50, the registration server then performs a mathematical calculation
using the identifier for the mobile communications device hardware and the
identification of the mobile communications device application instance (for example,
30 by a fixed or random algebraic or algorithmic combination of the two identifiers) to
generate a unigque mobile communications device application ID (MCDAPPID).
[0060] This unique MCDAPPID is then transmitted to the mobile communications
device in step 52, either as a number that can then be used by the MCD application to
generate a bar code, QR code or other visual code, or directly as the code. The code



30by a fixed or random al gebraic or algorithmc conbination of the two
identifiers) to generate a uni que nobile conmunications device application
| D (MCDAPPI D). 100601 This unique MCDAPPID is then transmtted to the

nobi | e conmuni cati ons device in step 52, either as a nunber that can then
be used by the MCD application to generate a bar code, QR code or other
visual code, or directly as the code. THé code 14 could also be used to
programan RFID tag with the code for a nobile communications device 28
provided with an RFID tag 320 (see Fi 3B) 0061]f In step 54, the
registrati o@%ﬁ%rbeé@?ég? ProgEa ?H@Fé[g&‘iﬁ‘é'ﬂb@ﬁr?é’é? Y@ ebithe vault system

10 and prOVb&ﬁ:%uhllaﬁtld{r%‘Hebchrz%Cpﬁ&ﬁ@éd Whth Bn R'Fimé@aszoo@eé pigeabpbl i sh a S5secure
record for the custoner using the MCDAPPID as part of the record and/or the

cust oner ack8eiht I demb4 fthe redigtatien pevar egtellishes the seewigreonpetion do the
popul ated i 557 fit sV 16 akd Wv‘dés‘?ﬁ@\tl%ro@é%gom nfrbish @alstapiéh exanpl e

provi ded and gener at ed as he regi stration session between the
user of X hesemsks re@osbfﬁﬁﬁmwtqrreﬁwsw@\ihwcﬁ B astrartia teyiespidAndoH taer ver
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regi stration process, or can be effected as part of a separate session, for
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and the regygly %ﬁét@@déﬁr fb%xa%ﬂpseﬁﬂ&.déuéﬂdi@ftgeﬂera%@d &k bdtt & tREfelfidtratiggor d for
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an appllcatlon identifier for an application . APP) on the
nobi | e conmihsireaisiralien spevared; Toe "@f?'fﬁ%?tlor'r'ﬂle&‘ﬁ@tﬁ%!ﬂlfefréﬁoréﬁ%{bﬁ! eUstPheRAf cat i on

with the Wvﬁluae%awrébﬁﬁmn%%oﬁseaéﬁ& infoRRatid, HREAgRoBIR! GninfuricatiBhs!r €

record for e custonmer can also I nclude payment account information and
cust oneld vefeficeigeniication viareetion(egsar RIPY-hTheeohiseremeigfisicat i ons
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can be provid he customer (user) as part of the registration process
and/ or can wéorg@ﬁ@maf@waé@l@aﬁmowfe F?hﬁ)é‘erf\gﬁlb@fraé‘t@i% Fldsrssssociamedan f orm

part of t helo%ﬁﬁﬁbraﬂoﬁ ﬁ@&h@né&%aﬁ 2an E)Qﬁsé'dJﬁJ? QSE‘ﬁﬁﬁuh%a{PSh Wk thel Rodilge vaul t
storage 12 can i1 nclude one or nore of
communications device, an application ldentlfler for an application (e.g., the

20  MCDAPP) on the mobile communications device, or other information for enable
communication with the mobile communications device. The information held in a
secure record for the customer can also include payment account information and
customer verification information associated with the mobile communications device
identification information.

25 100631 Examples of information that can be provided by the customer (user) as part of
the registration process and/or can be generated as part of the registration process,
and can form part of the secure record 612 for the customer to be held in the vauit
storage 12 can inciude one or more of:

MCDAPPID;
30 a user title;
user name,
user email address,
user correspondence address,
mobile communications device contact number (e.g., a mobile telephone

35  number);



30a user title; user nane, user enumil address, user correspondence address,
nobi | e conmuni cati ons device contact nunber (e.g., a nobile tel ephone
35nunber); 15 other contact tel ephone nunber(s); information for one or
nore paynent accounts, user verification passphrase and/or PIN, other
verification information; 5user preferegges; user nationality; passport or
other identity docunent information; [0064] Although, in the described
enbodi nent, the nobile conmunications device information held in the secure

customer record {gtﬂeltH}‘?xté’c@%iépl’ﬁ)tn?rnﬁ%%ei@)'i ncl udes nobi |l e 10comuni cati ons
on n o

devi ce access information, | her "exanhpl es the nobil e conmuni cati ons
devi ce access i nintormatiorofor oo@bdmbee paiment astosiatd, or in addition in a record

associ ated with @Q{Fv%alugn ng%msg%%ﬁ)p%”gevi ce identification information
rage , I'nthe

in one or nore o he 'sto host system 22, in a registration
system 24, or el sthaherificatoumbpfeovation; meeti ng appropri ate security

requi renents. 15{]&9 §fer‘gnge'_nfornation for a paynent accounts can identify,
for exariple, a paynent card’account such as a credit card account, a debit
card account, a bsenkatewditmt, etc., including information to enable

dat e, card secur PIPRRa o HE R doe I b B Ot S e G ver it oat ] on
data card vi9pé4] i sithaugh, indheidessribec eaibodimient, dize inobilecentenueitations device
information held in the secure customer record in the vault storage 12 includes mobile

10  communications device access information, in other examples the mobile
communications device access information could be held instead or in addition in a
record associated with the mobile communications device identification information in
one or more of the storage 14, in the host system 22, in a registration system 24, or
elsewhere, subject to meeting appropriate security requirements.

15 [6065] The information for a payment accounts can identify, for example, a payment
card account such as a credit card account, a debit card account, a bank account,
etc., including information to enable authorisation and payment using the payment
account, such as the expiry date, card security code (CSC), sometimes known as the
card verification data card verification value or card verification code, etc.

20 [0066] The customer preference information can include for example, the automatic
identification of a preferred account for given circumstances where information for
more that one payment account is provided. Preference information can also be set,
for example, to enable payments to be made in the local currency of the merchant, a
home currency of the card issuer for a given payment account, or ancther currency in

25 given circumstances. Preference information can also be set that the customer
wishes to take account of tax free purchase opticns when in countries for which tax
free purchases are possible for the customer.

[0067] In one example a customer verification passphrase can include a string of
alphanumeric characters of a length between a predetermined minimum and a

30 predetermined maximum, (merely by way of example between 4 and 16 characters,
say 12 characters). A default can be set that for any verification process where the
customer is requested to verify authorised use of the mobile communications device
to conduct a transaction, a randomly selected set of the of the characters of the
passphrase need to be entered by the customer (say 4 of the 12 characters). It will

35  be appreciated that the length of the passphrase and the number of characters that



20[ 0066] The custoner preference information can include for exanple, the
automatic identification of a preferred account for given circunstances
where information for nore that one paynent account is provided. Preference
i nformati on can al so be set, for exanple, to enable paynents to be nmade in
the | ocal currency of the nerchant, a hone currency of the card issuer for
a given paynent account, or another currléncy in 25gi ven circunstances.
Preference information can al so be set that the custonmer w shes to take
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securely he he vault 'storage 1 'S on access the vault
processb’i(s?ﬂmtaﬂdélﬂgttfkfeA@‘tﬂde)En@Wpiucﬁes'i\aadﬂlrﬂ (/bES):%@@ifmgthro@Cb held in
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appropriate enc I on andar exa | mrent, data stored
Wi t hi n t he 8t gxaigelesyrhodiment, the secure channels 21 and 19 are conﬂgured to use

dedicated, private lines and are encrypted using Internet Protocol Security (IPSEC)
related protocols. In an example embodiment, the secure channels 25, 27 and 29 use
20 public lines and are encrypted using Secure Sockets layer (SSL) protocols. It wilt be
appreciated that in other embodiments, different security standards can be employed,
for example security standards that are subsequently developed and/or are required,
for example, by regulatory bodies. Lo
[0071] Figure 8 is a flow diagram illustrating an example of a method of conducting a
25  transaction using a system as described herein.
[0072] In step 62, a product identifier for a product that a customer wishes to
purchase can be entered at the merchant terminal device 26 of a merchant. The
product identifier could be entered by manually inputting information using a keyboard
presented on the merchant terminal device, or by scanning an RFID tag provided on
30 the product, or by scanning a product code represented as a barcode, QR code, or
another form of visual code on the product.
[0073] At step 64, the mobile communications device 28 of the customer can be
presented to the merchant terminal device. This can be achieved by manually
entering on the merchant terminal device 28, a code displayed on the mobile

35 communications device 28, or by scanning a barcode, QR code or other visual code



15encrypted using the Advanced Encryption Standard (AES) specification and
public/private keys pairs are periodically generated by external dedicated
devices. In an exanpl e enbodi ment, the secure channels 21 and 19 are
configured to use dedicated, private lines and are encrypted using Internet
Protocol Security (1 PSEC) related proto gls In an exanpl e enbodi nent, the
~secure channels 25, 27 and 29 use 20 public lines and are encrypted using
Secure Sockets |layer (SSL) protocols. It will be appreciated that in other
enbodi nent s ri - e
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transmts a request he host stem 22 request | ? verification
i nformati onc%mumethmtqelveem&ﬁeﬁ t%ﬂenbﬁﬁﬁéﬂéﬁ\(ﬂ egystem 10 to provide a request

for verification information for the customer to verify that the mobile communications
20 device is being used in an authorised manner. This request for verification
information can be provided, for example, as part of a mobile communications device
access information request for details of how to access a mobile communications
device 28 for communicating with the customer. In an example embodiment the
mobile communications device access information, that is information defining how to
25 access can be provided to the mobile communications device can be held in the vault
storage 12 of the vault system 10. Alternatively, or in addition, it could be held, for
example, by the host system 22, or in another system such as the registration server
24,
[0076] As explained above, in an example embodiment the verification information
30  that the customer is requested to input can be selected alphanumeric characters from
an alphanumeric passphrase. In one example, the secure vault storage, as part of a
customer record, can include a 12 character passphrase and the customer can be
requested to input 4 of the 12 characters selected at random.
[6077] In this example, in response to a reply from the vault system 10, the host

35  system 22 is operable in step 70 to communicate either with the mobile



The request transmtted to the host includes the unique nobile

communi cations device identifier provided fromthe nobile comuni cations
device. [0075] In step 68, the host system 22 identifies the nobile

comuni cati ons device 28 using the unique nobile comuni cations device
identifier, and verifies that it is a 15nobile conmuni cations device which
i's reglstered for use with the transactildn processing service. In an
exanpl e enbodi nent, this verification includes the host 22 sending a
nmessage to the vault system 10, including the unique nob communi cat i ons
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registration server 24, 76| xpl ai ned above, 1 n an exanple enbodi nent
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nmerchant term nal devi‘ce reques for the custoner to i nput t he
sel ect ed> charerinbinéormatien, tblﬁ*ée%aﬁ ﬁwm mobifegpeTuni¢atignegevige idepiifiefpbi | e

conmuni cat i QRS igErase ?@cd?ﬁlrrﬁ %t %@é?l'ﬁ@étlo‘ﬁr:n%nﬁ’atéﬂ%nﬁ?é@B){ ¥I'%rdﬂs{b%er¢§v' ce
26 of the merchant receives the response i nput he customer. [0079] In

step 74 theceigsto Hﬁheﬁé@@dhg‘éh? gnigpe okile s@'aquawsfﬁ%mﬁ dessfienamddse i ons
device or tReifmBLGhANmE8MEARspERY IFiRfohRatidifsdenly S¥Rbamnéirault storage

12, the vault processing logic is operable to retrieve from the secure storage 12

20 information identifying a customer account previously registered by the customer with
the vault system 10. As discussed above, the customer account can be in the form of
a payment account (typically termed a payment card account, such as a credit card
account, a debit card account, etc). f
[0082] In step 78, the vault processing logic is further operable to transmit an

25  authorisation request via the vault system interface 20 to an acquiring bank system 30
and/or a card scheme system 32 requesting authorisation for the requested
transaction amount using the requested payment account.
[0083] in step 80, it is assumed that the vault processing logic 16 receives a positive
authorisation response from the acquiring bank system 30 and/or the card scheme

30 system 32.
[0084] In step 82, the vault transmits an authorisation response message to the host
22 confirming authorisation for payment. However, the authorisation message sent to
the host 22 does not need to identify the payment account from which the payment is
to be made, but instead indicates that the payment is authorised by the vault system

35 10



[0080] In step 76, the host then transmts an authorisation request to the
vault system 1010. 10081] In step 78, the vault processing logic 16 of the
vault system 10 receives the authorisation request, containing the unique
nobi | e comruni cati ons device identifier, the customer verification
information and the transacti on anount i@fornation. The vault processing
logic is operable to retrieve fromthe vault storage 12 the custoner
15account information, based on the uni que nobile comuni cations device
identifier i : 1Sl f,pr mation
entered by @ﬂ%ﬂCﬁgt%§§3Q$§hé%}§@§$h§?h%?ﬁ%n%%@a?&%ﬁgtﬁﬂh%ﬂﬁﬁ#ﬁhg nobi | e
conmuni cat i ewindbdevicse 26@ndior iethe anebile lsempamidations device 28) oM harmasaage
cor respond fndifd {Bhk HbrEH idhhaF b EEd oddHor idttlate e YediBndducoliie

Sec

vault processing Togic is operable to retrieve tromthe re storage 12
20i nf or mat i Bemivdesht thepapgeat ig ts b made dow ougrely prdissten tbhithe systemetded by t he

customers V“t h@h%ﬁ%ﬁeﬁ]\f@%‘ r&néa\gzﬁ&?m ti'eopeﬁ%?rrqtgh %ﬁ&' %3&9111??9&%42};::*@%& Will Bk MRfe. 2CCOUNT

can be in ment accou ypl ca paynent card
account, sutinsthsinsten é@hthe Uam@camwnbe cempletsidtbydhe meamaoumrnmet dgvice[ 0082]

In step 78, JAd6r hakile! co%rﬂ&#ﬁéaﬁhﬂ@ dleﬂ?é Bébr%szhﬁ]tﬁé“ﬁén %Ef?ﬁrﬁbl e to transmt an

25aut hori sation request via the vau intertace 20 to an acquiring
bank syst enit88/l aﬁ@lﬁ@pUQedaxbdvgcmfematwsss egistIed sfhdza vaul systehotd aad.iasn f or

the requeStﬁEhB %Fé'@‘?s‘ﬁtah&‘i‘ Ssume;a {316]%6 éa‘ﬁ%?@é&ﬂ?é’&ieﬁtﬁ%?ﬁ*

[0083] In s e vau rocessing logic
recei vel) a b@gﬁmare*@dai@nth@ms&mcemﬁtheetmﬁs@nfap@mtm oadlqmmobmg bank system

30 and/ or t@&nﬁﬁhﬂa@&@%%|c§%y5tem 32. [0084] In step 82, the vault

transmts an authorisation response nessage to the host 22 confirm ng

aut hor i sat i 9688 origgesArisrat scheatic diagrani dlusitating Ansxemple ofestsansectiient to t he
host 22 doegqgagts dRhd Qepspatkdrinéqtlen fodief the
paynent is ° ges made, gt%u? Fnstreag d?g%-@g C'E QHtﬁfes SQ%WFlﬁﬂreaﬂt hori sed
by the vaul tOO%wstnetms:%wple mgstftv)@@%]a transgetgy =3mltlett¢vbatrﬂfsMTDr2§ne¢wmsg an

aut hor i pat | R kb Shelyhuk 'aﬁoﬁreewa@tprmdﬂmo ORY e dratRhalkh t he

nobi | e communi cati ons devi ce . The nessa transmtted to the nerchant

term nal delfi gep 284 doeMGRAPRIRGS pepvisled hy the 28 tectbe MhitD 28.om whi ch t he
payment is to@mﬁ’ﬂﬁ@ﬁ&?iOé)létreH@és‘?hsygériéﬁjétS@Fcﬁ%eﬁﬁl%hoﬁ f?l?or%ﬁ&r‘?mr% 5 authori ses

the transaction to perfornmed and confirnms that paynent w |l be nade.
[0086] | n sMERASEIDERE is ranaaitied Bie hagsh2be conpl eted by the rrerchant

: regg‘s 22‘{ | gﬁtbbﬁ? ADSERY 08RRE hEsteRTaNRHAE b reffestRY iy d¥ic&lAShBEMARE to
20  the vault 10. At step 110, the vault 10 extracts the verification information for the

MCDAPPID. As indicated above, the verification information may include a selection
of a number of characters from a passphrase, the characters being selected at
random from the passphrase. However, in a variation with respect to the example
described with reference to Figure 8, in this example the vault 10 is operable to return
25  the verification information to the host 22 in a message that specified the information
to be requested from the customer and also the expected respanse.
[0092] In step 112, the host 22 provides the verification information to the MCD 28 (or
alternatively - not shown) to the MTD 26.
[0093] In step 114, the verification request is displayed on the MCD 28.
30 [0094] The customer is prompted to input the required verification information at step
116 and the verification information is then transmitted to the host 22.
[0095] In this example it is the host 22 that verifies, in step 118, whether the response
provided by the customer is the expected response {rather than this being performed
by the vault system 10.



[ 0087] As discussed above, information is registered with the vault system
10 and, as part of a registration process, a unique nobile comrunications
device identifier can 10be generated for the instance of the transaction
application on the nobile comruni cati ons device 28. [0088] Figure 9 is a
schematic diagramillustrating an exanpl e of a transaction process show ng
steps perforned by the various |ogical @ftities shown in Figure 1. [00891
In this exanple, in step 102, a transaction is initiated at an MID 26

i ncl udi ng, 15for exanpl e, t he i nput of one or nore product Ds to formthe
basis of a WPMhsHEhe wificationdnfepnation previdedinohppLEoMsT gees/netdiatgythehe MOD 28

to the MID SOBIEH | ation
i nformation oerc{ t he%métf&n%f@ﬁné‘t@ﬁlpgé\?dﬁ ansm %tvg@t ?ﬁ'ﬁgg?&tﬁeq{og:%lﬂ]ﬁ'éﬁt step

108, the hosptiopalit atatemi & the eusipmetcandie givan the pperadan toiety entby AthEon to
20t he vault,, S 1 didlpiapul t 10 extracts the verification

i nf ormation' |cat‘°t¥]n| f@%&%\%ﬁ% {E i ndi cat ed above, the verification

i nf or mat3 oni0Aty Inbisiease dheepicsien 622, dhe verifigatinarinformatiniria enes a94in om a
passphrase, 4 h&-§BahaHef o 0ei ng sel ected at random fromthe passphrase.

However, in a variation wth respect to the exanple described with
reference t (903 gliithe @rificationtinforreatiands ack deereotatister1 22, Sepbe Hanwadion r et ur n

25the verifLoabl imiddtdy ARE 4 %séag;et&‘ﬁ daQsht 4ht MTD @@éﬁﬁgmbaﬁd@%m fied

the information to be requested fromthe custonmer and al so the expected
response [OQ@NCD@@téﬁm‘@toﬁ?ﬁéeﬁQ@t 22 provides the verification

|t O TRt Oy AndVR i PiglRL B GhRaedlofer 1L IREANEY harbhgHMTD 20

[0093] In s |ca i on request
30[ 0094] Thembg@:mm@rmo@ qjﬁmp@qna ® r'etﬂpthe ippHs of &weﬂ&@atm@ﬂnwm@a{on@ﬁn

I nformation f
transm ttedbfgg Oil?]e host %l%f’on?%eéﬁﬁ%rth éqgﬁfyﬁ?& emrhﬁgoé Eghﬁ%ﬁuegtfdt hat
verifies, ian#edCPiZs, lmﬁlllﬁﬂattvﬁeemwp‘mfﬁéh%@fﬁw ofélae Ml Roroatierve@Y is the

expect ed r egpERSAed Bﬁ?ﬁkﬁ(ﬂb%"b}thé%u&ﬁh@g performed by the vault system 10.
20

15  [o6100] If at step 118 or 122 the verification information is determined to be correct,
then an authorisation request message is sent by the host 22 to the vault system 10
to request authorisation for a transaction for the customer. The authorisation request
message includes the MCDAPPID, the transaction amount and the customer
verification response.

20 [00101] At step 128 the vault system 10 is operable to use the MCDAPPID to retrieve
payment account information associated with the MCDAPPID from the vault storage
22.
186102| At step 130, the vault system 10 generates an authorisation request including { -
the payment account information required to request authorisation along with the

25  transaction amount to be authorised in a currency the customer has specified. This
authorisation request is then sent to the card scheme system 32, either directly or via
the acquiring bank system 30. The card scheme system 32, after communicating with
the issuing bank 34 for the payment account, can return an authorisation message to
the vault system 10.

30  [00103] if, at step 134, the authorisation response received indicates that the
authorisation is declined, then the vault transmits a decline message to the host 22.
[00104] In this case the host 22 is then operable at step 136 to transmit information
indicating that the payment is declined to the MTD 26 and/or the MCD 28 fo terminate
the transaction at steps 138/140.



[0096] If the verification information provided by the custoner does not

mat ch the expected verification information provided by the vault system 10
to the host 22, then optionally at step 120, the custoner can be given the
operation to retry entry of the verification information at step 120.
5100971 In this case, then at step 122, sthe verification information is
once agai n checked at the host 122. [003%] If the verification information
is not correct at step 122, then the transaction can be term nated and a

message can Ak 4 %{Qﬂ at step
126 to thi SEOE@F gg't?ém%%[e%gé%\g%ttﬁ ﬁé%gﬂﬁfe?agﬂ%euﬁeg&gé(g% %/h%o\xr?gﬁrs ryz@t step
120 is il uitdicatesdhatithe attherigasion iscappionsdi thentat sieprid4 dhe vadis1Odprisoris t o
retry the i t k4 i i nformation can be provided to the

cust omer. Rg)tgl#é)rppc{\[ﬁaﬂgsts\égéit/c;e{rhi{é?fogg%'on i nformati on being requested on the
MCD 28, in HAl08] indhismaby thedhmisbd? isdhen pperablstat ptepf142He trmminit afmassagd ion can
be ef fecs edypivb oeMFHIoR hdMcH S GUSHAIRE thelrifdaLidr{at3ecslian 4g8 or 122 the
verification intormation is determned to be correct, then an authorisation
request mesBAaYE] Insthe grmcepy stehe dagasibed 2abeve, vadoUsINEESageS Bremassed betweguest

aut hori sat i i ; ; t i J request
message | nol dSe e RERRRETIE Ayt IURRTR Figlishr MR EE o

veri fi cati omeseagssielelinprngve rangactiens gagipef thhee massages jsproridedwitk a

operable to he: R i | s

associ at ed %H;ﬁ%cﬁlﬂgld%&%r%@Ori%ﬁ%%%éga t g?%r;ngge ggg%rléo@%' 2 Alt Bgt ep
130, t h#) vasessionysarehe litkegener at es an aut horisati on request including the
paynent acc } i i+ : - Asat | ong with
he 25t r ans Sulm AR 28 e b R prids By B ARk d: 830 & e has
speci fi ed. mencsivedibhbpihgasiogrers aodienerchiasts; waite aleapravisinarecdly@ndchene
system 32, gj i Ly | b rd
Sthems ayst oyl oreRTon Ibkn Kb S o e S ne e
paynent acciemhanisaaanristsueporder withavs eicsatomen npedintitperresent Brayment casg st em
10. 3010910 f g ' RS PRNSS gy

i ndi catgg t a? hqteﬂcer%gtd'? hgﬁ%ﬁ?egghﬁso@gg%p%rzﬁr?d %ﬁig%‘ﬁﬁhe Valﬁ[b'? E‘ﬁtgér gﬁgan%df S a
decl i ne mesHAHE! tshere badstedibat theterma feystormen gnd ausertaieupesst 22 is then
oper abl e at in%ér@rpanﬂgéébug%eﬁenmﬁmetexamwggéﬁ%b&meh@%gaﬁ A% pobatirdngctiRpy Tent i
declined to the MD 26 and/or the 28 to termnate the transaction at
steps 138/ 14G. desgriberiapi ipaing h@tWQ?'hatci_Uﬁ@Wr (§seriand amerdants diQVCﬁYeF:étsponse
recei ved bystdify NaHbled st e BinéPethilicaing SeltlidHshlo 8t cBYoRRF bidheRthaht
approved, then at step 134 the vault 10 transmts the approve nessage to
the hostl 22¢04iba oBye pANANsbetasen & RErdRaser g 4 wendrewhepiR His teangactionep 142
to transmt s JBRP &AB&er! ®or example the transactions could be between two private

individuals where a “merchant terminal device 26" is a mobile communications device

of a vendor and the "merchant system 400" is a hosted system for supporting sales

using the vendor’'s mobile communication device. In such an example, the “customer”
25  is the purchaser and the “customer’s (user's) mobile communication device” is the

purchaser’s mobile communications device. In other examples, the system as

described could be used for business to business transactions.

[00110] Although the embodiments described above have been described in detall,

numerous variations and modifications will become apparent to those skilled in the art
30  once the above disclosure is fully appreciated. It is intended that the following claims

be interpreted to include all such variations and modifications and their equivalents.



5 the MID 26 and/or the MCD 28 to conplete the transaction at steps

144/ 146. 100107] In the process steps described above, various nessages are
passed between the respective conponents of the systemillustrated in
Figure 1. In order to |link the nessages relating to a given transacti on,
each of those nessages is provided wwth a transaction identifier, whereby
request and response messages for a trad@action, or 10session, can be

| i nked. [00108] An exanpl e enbodi nent can provide sinplicity and
flexibility of use as perceived by both custonmers and nerchants, while al so
provi ding s6&AMNISy and integrity of operation. In an exanpl e embodi nent
transacti ons between custoner and nerchants can be supported w thout a
customer neegdi NYAtsPorRgE§RREM BoRpH t card 15t o a nerchant, enhancing
security of operation and reduci.ng possihilities of fraud 100109] It
shoul d be noted BRERZSt ﬁ@c‘{rélb’nﬁto“'B@ls't'%F’fWﬁ‘ﬁ‘HO" UBglHding ory gedser, mobile

I nt er changegbhihhRERINR delickhenBirAdiRhe ReRemyBRéIed @SR BR4LIBROV Bevice
transactions are described as being between a customer (user) and a

mer chant? HiiRetfigation tinferastion. madnpReenthagcopnpt Bferaration AR Heen M%rlﬂcaﬂon

rel ationshi pyétinaGst Q88JciaAd WK CHRNtmgfie0 WothriéhidlRibRs 088%ER! i¥ntrRBUGEN &
purchaser and a vendor, wherein the transactions are peer to peer. For

exanpl e t he 'ferE1a§a®tadns coul d be between two private individuals where a

"merchant term n%réa%@yg@n?&focés}%,r@ rﬁ@Q@@ng@urpggm cations device of a vendor
and the "merchant systém 400" is host ed system for supporting sal es using

the vendor's nobile c@rﬁﬂ?ﬁl"@affqr@)r@ Hansaston systemich figsh tepgagiioa, alipgrisation

"custong” 25i S [ReRUr FRRESKe anAIUbRG " GAELeIRH | anloURET infdmiEBBA,| emobile
conmmuni cati on device" is the purchasér's nobile comunications device. In'

other exanpl es, PHBMEPiSlioAsaeyissc rdaiiiicaion dnisemaliond ansr Ysgsi Merfisation
busi ness transacwé}ﬁ@tloﬁ%@wl Al t hough the enbodi nents described above
have been described in detail, nunerous variations and nodifications wll

becone apparent to thisselminegvigihendher fecgiyah cesernyedlisglien dinimgtieit e i s

fully appreciat edyrrddpohds | 1 eoad thadr t\}éﬂﬂééﬂohovman@ttow N&r bend NERbLIN et ed
to include all such variations and npdifications and their equivalents. 22

CLAI M5 15 A st ora@%’“WﬁF@?ﬁr@d?ﬁYICPé??fﬁlf'ed in the traé‘@@?%’@@‘%@f@?@'yreéw%?t%ﬁ user

i nformation incl yhbRGhe f@ei@dUSEF verifRMidraneREREN cotlcsftifisd8 Me&ored user
information, including npobile communications device 5 identification

i nformation, andV‘?fHS? infE@atift i nfor mati on and user verification
information associated Wt idieve0Rbhane WrHE: G baRfestexdceant Hedinafibeat i on

i nformation; and

associated with the mobile communications device identification

20 information,
to transmit to an authorisation system a second authorisation
request message that includes the transaction amount information and 0
the payment account information, and o
on receipt from the authorisation system of a first authorisation
25 response message in response to the second authorisation message to
cause a second authorisation response message to be transmitted to
the transaction system without identifying the payment account

information.

30 2. The storage system of Claim 1, wherein the mobile communications device
information held in the storage includes mobile communications device access
information associated with the mobile communications device identification
information and the storage system processing means is configured, in response to

receipt from the transaction system of a mobile communications device access



storage system processi ng neans configured to receive froma transaction
systema first transaction authorisation 10 request nessage i ncl uding
transacti on anount information, nobile conmunications device identification
i nformation and user verification information; and to determ ne

whet her the received user verification |gf ormation corresponds to stored
user verification information for the nobile 15 conmunications device
identified in the transaction authorisation request and, where the received
user verifi glhifoh NfaLER! iRARRY NESPRRER LGl Sip redaus UERrhfit T on

i nformation retrieve tro orae paymnent
account inf mfcrrmatl@rm associ at ed wi th the nobile comrunicati ons deV| ce
identification 20 infor 0

system a second aut hoﬂ;l ségﬁél\}onﬂ?!g Weessmr%%syogr%%ghﬁtﬁg%ﬂdﬁ%% ﬁéé fa?%%%gctl on
anount i nf or mat i tferenation Iaaswgta@mﬁthaf@eonnblleu edromppications davibeodentdicalignt f r om
the authprisatiopssysiigm of a first authorisation 25 response nessage in
response to the second dut hori sati on message to cause a second _

aut hori sati on responste tnansstigle the tigasaatian siistemeal mapile lsemmuaiestions deviesyst em
wi thout identify : : LOR: @‘?c ystem
of daiml, Wneré%s%morﬂnﬁ%igﬁ%ﬁ%%é#%%%%ge?gﬁgn-r”rﬁgcté;ﬁ%% eldin
the storage i ncl aeress nisfirmatiennasserieted ovilh des/i mebilec cesaNunadionait detce
associ ated W th {heidmbil BrdrRapai cations device identification information
and the storage system processing neans is configured, in response to

recei pt Q rom the transaction system of a nobile comunications device
access knf or eeﬁ@ [ Jmobid Vi ce

i dentifi cat| on i Eﬁ%r mat A of J;]QIHJQ Mr%n?%t ri Pe&’% s1‘Cyr om @Jﬁg@bﬁ %r ag%%mbl |l e
“ communi cat i rigrtaRndonEgEEd.aB SesnPhee i rdosipt fxun Hictratsaniiarhsystrm, mitd mebile
comuni cat | efSmifkhihd I8idd | GBLdsaN RAMGHSR! iliest _includin® heaNABhe O
the transaction systema conmruni cat 1 ons device access I nfornmation
response tha@mnwmcam deﬁt@erﬁﬂﬂtifl%ﬂfl@amf@‘rm%@m ons devi ce access information
associ afjed with fohl‘zetrJ BRI 6 G %l&?éé%a{ﬂeolﬁs%r%}’ﬁ&%h qagﬁﬁétfoﬁaés'seaated with
information. 10 . The storage systemof claim?2 erein th storage
system procB’@sm%lerﬁé’muﬂ'@tlpm fiendge @@ﬁﬂﬂcgm@ﬂfwmﬁ“%sponse to receipt, from
the transaction eysheindk sdodthBi he LOMBIREARNABNARK ce access

i nformation request includ |n% he nobi | e communi cati ons device

i dentification i kfiEaneat ierthe Igneactien syxtow 7 mokile prmBUBicatipstdRricgAsEess

veri ficat i Opdrifa05MPddpBRs BRORIHREEMiEY atrBgudB RirtRe GOMIEAHMEE ALbMIS BRYVI ce

identification information,
user verification information.

4, The storage system of claim 3, wherein confirming whether the received user
verification information corresponds to stored user verification information for the
mobile communications device identified in the transaction authorisation request
25  comprises confirming that the received user verification information corresponds to

the determined subset of the user verification information.

5. The storage system of any one of the preceding claims, wherein the storage
securely stores encrypted payment account information.

30
6. A system comprising the storage system of any one of the preceding claims
and the transaction system, wherein the transaction system comprises transaction
system processing means configured on receipt from a merchant system of an initial
transaction authorisation request message including transaction amount information

35  and mobile communications device identification information,



to determ ne a subset of the user verification information, to
transmt to the transaction system a nobile comuni cations devi ce access

i nformation response that further includes a request for the determ ned
subset of the 20user verification information. 4. The storage system of
claim 3, wherein confirm ng whether the received user verification
information corresponds to stored user Vérification information for the
nobi | e comruni cati ons device identified in the transaction authorisation
request 25conprises confirmng that the received user verification

i nformation corr &spltatismebile RemAwnisalinsededashaeess infpmeatios cssoentedi willt i on

I nfor mati onge rﬁob:@%nﬁﬁ@ﬂ@ﬂﬁﬁMé\h@éﬁd@ﬁt[f%aﬁorptﬂﬁ)rlﬂgtléﬂqe preceding clains,
wherein the storage securel g stores encrypted payment account i nf or mat i on.
30 6. A system kotppssit ig theenahilsr egramyiisaiians ofevigey adrrnsgstion kerficatiani ng
claims and ety ARSAH PBILENS! RaRsalfiR smauﬁtfsﬁfotnhafbﬁﬁsﬁa NreRisdetar GREPr i ses
transaction system processing neans configured on receipt froma nerchant
syst em of awerifmawralnfowmam@nﬂon aut hori sati on request message incl udi ng
transaction amumrebﬁtir%rf@?édégat%ﬁﬁﬁ'ﬂwé‘?ﬁ@buleecoﬁﬂﬂ'%Ht%ﬁé beNSe Y ir&®saction
identification information to obtain nobile comrunications

devi ce accevificatien apense Messeer aseiaveifieationfrfomaione conmuni cat i ons devi ce
i dentification ipfgabA@hit 9 the storage systdR thé 3iTrdnshQidhhuthBatién request
conmmruni cations device a transaction verification request nessage including
transact i onmefReAgs inckitontiei temmsagtipnaamewidaiormalion  de MOPE? icPMERITGEHONS

| nf or maj Onde\ﬁc%jldentlflcatlod RidrReBON 88 ihe JsBF fdriRbatidn’idhh&Rnobi | €

conmuni cat| ons device of a transaction verification response nessage user .
verification information, to transmt to the storage systemt he \._/
first transactiop @%W&aﬁaﬁé.@a h@AsERibn TRSERIthe tRflsdeidiSsy bl ESABTAE | on
anount information,” the nobil e comunications 10device idéntification

i nf or mat i ontrangactieR: SYRlem RIFESSINGANEaNS GORFIgHTRRONJACEIPLATON agYeichAnt &YREM si ng
a {1 ansact | gl Vi Mankhstioh  AMGHELIANYSSER GBI IhdldIN baAdRAEH LAbuAY St em

processing neans configured on recei pt froma nerchant systemof an initial

t r ansactd onirderagen sad mekile eeuBwinicatiensdpriceidantlicaligninfamidieni on anount

15i nformation ang, BRRIH RobMTEHRIRAIdENT HENAL Sodsls MibfrhaRhl fRokiBfari®d | on,
to obtain nobile comruni cati ons device access infornmation associated with

t he nobi | e Henmobilecammavwicaliops device signtificatien inkKMaRe®r mat i on, to
transmt to the E@Wah&mf%qm@'rﬁéﬁdeoeén%mcﬁﬁ’or% BEARS 8CHARBHEH LéidifealibrPn
request message including transaction anount Information and a request for
user request message including transaction amount information and a request for user
20  verification information, and
in response to receipt, from the mobile communications device of a transaction
verification response message user verification information,
to transmit to a storage system the first transaction authorisation request
message including the transaction amount information, the mobile communications

25 device identification information and the user verification information.

8. The system of claim 6 or claim 7, wherein the transaction system processing
means is configured on receipt from the merchant system of the initial transaction
authorisation request message including the transaction amount information and
30 mobile communications device identification information,

to transmit to the storage system a mobile communications device access
information request including the mobile communications device identification
information, and

in response to a mobile communications device access information response

35 from the storage system that includes the mobile communications device access



20verification information, and in response to receipt, fromthe
nobi | e conmuni cati ons device of a transaction verification response nessage
user verification informtion, to transmt to a storage system
the first transaction authorisation request nessage including the
transaction amount information, the nobhte communications 25device
identification information and the user verification information. 8. The
systemof claim6 or claim7, wherein the transaction system processing
means | s COpfdaufiG AlLobER Ritef TG tLBIE S frﬂﬁuc%ﬁéﬁ Mifoet NBerthbidd!
transacti on authorisation request nessage inc e transaction anount

i nf or mat i oninfarat@holei treneitamimitbat mglmb @emnwuqa@l@mﬁ idevicat itom traviseetinat i on,
to transm t S

 nf or mat 1 on' S HEeieR, hASRARsRUSe Bl o BHA R bR ol o rfues

i dent i fi cat foprservedfication ariormatidn. in response to a nobile

comruni %atl ons device access information response 35fromthe storage system
that i ncludes the nobile comuni cations device access 25 infornmation
associ at ed @i t h Theesyseml of amnpodictaldioast ded derthedespmifristhat thenmerchant

i nformationg t 3@@?& ig,ggggum cations device, the
transaction vEeér?Tl] fv}?tﬁég%ﬁ‘gﬁ]e rrntngS%Qtfs nessage I ncl udi ng transacti on anount

i nformation and @ea@]u‘@étmpbﬁtm@hsémdv@r|l¢¢rék§l@$ft§)rﬁl imponaten der. & pWchaEee
system of apy.Qop rpf clainms 6 to 8, further conprising the nerchant system
wherein the merchant system conprises means for inputting product

i denti fi&ati on imeansier inphitihgmebilp gerine itentifiegtiondfporption eandifying @vsers

| nputting MRBLEARHL fEatloAS Bkl Ed FRUMCALRIRIERLAR dent i fying a user s

nobi | e conmuni cati ons devi ce he purchase transaction, mer chant
syst em processi ngerAbank sysrim m@ssragtmmmera% te Hr@nsmitntoathei toanseginnem

the initial o/ dSRSAE A uBhidAh SabAL o JetiRlst FRSSARGNLIKY Hiearkition
transaction anount information and nobile comuni cations device

i denti fi cat awauntiiferpaiion@rd nagiife TomMUNicalippr devicsritieiéicatioprsiaenalinn. 89dt em of
the secpnd aut hog Seioh o HRORSRBRSS8ferh f S Yeooha RMRIRAtdPFesBOHEY €11 NG

t he purchase transaction tor t
message to issue a receipt for completing the purchase transaction for the user.

10. The system of claim 9, wherein the means for inputting the mobile device
identification information comprises an RFID reader for reading an RFID identifier

20  associated with the mobile communications device.
11. The system of claim 10, wherein the RFID reader is an NFC reader.

12. The system of claim 9, wherein the means for inputting the mobile device
25  identification information comprises an imaging device for imaging a visual code

displayed by the mobile communications device.

13. The system of any one of claims 10 to 12, wherein the RFID identifier or the

visual code represents a unique mobile communications device identifier generated
30 from information identifying an instance of an application on the mobile

communications device and information identifying the mobile communications

device.



10. The systemof claim9, wherein the means for inputting the nobile
device identification informati on conprises an RFID reader for reading an
RFID identifier 20associated with the nobile conmuni cations device. 11.
The system of claim 10, wherein the RFID reader is an NFC reader. 12. The
systemof claim9, wherein the nmeans for inputting the nobile device

25i dentification information conprises &% i magi ng device for inaging a

vi sual code di splayed by the nobile comunications device. 13. The system
of any one of clains 10 to 12, wherein the RFID identifier or the visual
code represéhts Ahasyeen AloglRime 13 owhensine Hiei Wriguaiswbtie co@amnicatiens daviesr at ed

30 from i nf peARddrq8 g‘eﬂ@r@&écf M;'{ ROreBlbirafist 3BGEr 9§ p%Pt @fpé”rég?él;dt;@ﬁ #Ecds8goobi | €

conmruni cat i ons devi ce and ormation identifying t | e conmuni cati ons
devi ce. 26repiptaning tyg srabiie 6ommualcmlq®, dayirerasidrihg Hi‘étatﬂﬁﬁ? qh@eraﬁbifqaéon

communi cations device identifier is generated by a registration server as
part of a registration process for istering the nobile conmunications
devi ce and fhe |ﬁ§?91ﬁt5%t|0@f59[\fﬁé09@fmuir@gtl on. 515. A registration server

confi gured to E&nﬁﬂlmﬁ@eﬁ@f\ %n"‘ééﬁicé‘ﬁrbna la @ flé)'aorﬂﬁuﬂtcgﬁt?\ d 8evice to

comruni cati ons device to | |dent ier for

communi cat i @ﬁ@tlfd@ﬁ td@ntﬁlar trdhreemehite eeminysicalinne dsvicehardyaie iapdandnstanes
generate a Hﬁh lé? he comuni cations device identifier for the instance
10of the applica Pon on that nobile comunications fromthe identifiers for
the instance of theengspieiacunigummehile senmunisatiig deice diantifiercfar thergstaesa ce

har dwar g ?fjthe ap Iu:at’bﬂ otnrtﬂﬁtsrﬁbsllet &ﬁnMUhﬂé&%n@W&H ﬁ'\eqefﬁmeffs%i; {HRNAstdfed ce

i denti fI er | 1cation on th comruni cat1 ons .
devi ce. 1516f tAermp oeén%fqréhm@loblle commy@@%tms@ezlt:@harﬁglarebr@né storage of ‘@

storage system ysgbndhif erﬁarﬁ L Rmbbid ?%rﬂgmcétﬁfns%ek}&@r:derﬁ”ﬁ&' foP storage by

communi cati ons device In orna Ion I ncluding nobi'le conmuni cati ons device
i dent i fi cat theraapliealionn toe mokikl coraynpicatienscisyige. i nf or mati on and user
verification informati on associated with the nobil e comuni cati ons devi ce

15 16. A method comprising
securely storing, on a storage of a storage system, user information including,
for a wuser, mobile communications device information including mobile
communications device identification information, and payment account information
and user verification information associated with the mobile communications device

20  identification information, and
receiving at the storage system from a transaction system a first

transaction authorisation request message including transaction amount
information, mobile communications device identification information and user |
verification information; and

25 determining by the storage system whether the received user

verification information corresponds to stored user verification information for
the mobile communications device identified in the transaction authorisation
request and, where the received user verification information corresponds to
the stored user verification information,

30 retrieving by the storage system from the storage payment
account information associated with the mobile communications device
identification information,

transmitting by the storage system to an authorisation system a
second authorisaticn request message that includes the transaction

35 amount information and the payment account information, and



20i dentification information, and receiving at the storage system
froma transaction systema first transaction authorisation request nessage
i ncludi ng transacti on anmount information, nobile conmunications device
identification information and user verification information; and
25determ ning by the storage system V\,hetQI:}er the received user verification
i nformati on corresponds to stored user verification information for the
nobi | e comruni cati ons device identified in the transaction authorisation
equest and, here Lhe. T ecs) Vel By Soldde AN bl AL TR ARL AT Esppn s
to the stored user verification OI’ITB.I r|eV|n y the storage
system fromthe st or agfea pﬁlsgtrmmOreatmurﬁsppmﬁmmsamnma@sms&t fedhw'aenomdwe
mobi | e communi cat i ons,fiyidfiol dfBLiddec HuBflo! Bf SEBH! Aliorisation_response.
transmtting by the storage systemto an authorisation systema second

aut hori sati on request mgesaggde beensmittsididdhe trarsactiemsystan aithg@ddeniifiting

i nformatd on and t he tion, and 27 on recei pt
by the sét or age syste%ﬁ%%&%eﬁp&%gp o”?f:afsrg t?%n systemof a first

aut hori sati on response nessage in response to the second authorisation
Tessage, Cays! NOTAe SRAAMLELLN0 LS Al SRANGRCIRAS H86ic SrbfdicRRfd  t o
to the transaction system w thou ntl y| ng aynment account

i nf or mat i onin thﬂtora@ﬁemnb@hem@fle @@hmnmtiom%wmbaqcesemfﬂmwllelaasmsat@iew ce
| nf or mati onyfig! fhel fddie ShfRARAGAHS WLeRe TRIIf:aRATTHRIABP "hed Sidfist
access information assocl ate e communi catrons device

i dent i f 1&at F@MPHSHiGr ifatrénense hig rmemid from db@rﬂrareaﬁfgm isistens ghngempbile
recei pt frogyhhenhRachi v 3?65& d! % ! ?ec@fé@immcﬁt%ﬁdgonﬁledewoﬁﬁ‘e
access information request 1nc I ng t e rm omuni cat rons devi ce

i denti fi cat fenMuUnicationgtdeyiee identification lnfOfmat@ﬂrl eving by the storage system

fromthe storage nobi C o] Vi C i r i i ated
with the nobile 15 co':re?rrllml t?%n?ﬁéde\%t?{:éeb%] dgﬂs é]fql gg'?? orr?#%)nggrr%%]i @%ﬁﬁl&
transmitting by €dBMynigatinge spuicenneasss hifermationcessoniatafstwih dheomiobie
comuni ¢at i ons  deyhfEnidsdti el b MdrRticRiRdn LSRR, that includes the nobile

conmmuni cati ons device access information assoclated with the nobile
conmmuni cat i ons devi cetranfantting ikydhe sierags sysiemitedne transacion sysdemaa Melilef

claim17, furt heEorﬁHGRnEét%H%Qdevlc@ efc%éé%oi?l?cﬁmraﬂoﬁ ?&s?obﬁée fHanHcMBJ@s ttﬁ@ﬁx%@ﬁé' on

system of a nobile communications device access information request
i ncl udi ng the noBRMEUBIGAYANS CRYIFONICERSTI HEOTMAEAR | AFsoRlatesh WIHF dherafmobie

retrieving by thgfhorRefrRXRlRBIdMRCEBh iMEMdtionat i on i nformation
associated 25 with the nobile communi cati ons device identification

i nfor med@ on, deternining by the storage systema subset of the user
verificationginf hEBLdtREY of claim 17, further comprising, in response to receipt from the

transaction system of a mobile communications device access information request
including the mobile communications device identification information,

retrieving by the storage system the user verification information associated

25  with the mobile communications device identification information,

determining by the storage system a subset of the user verification
information,

transmitting by the storage system to the fransaction system a mobile
communications device access information response that further includes a request

30  for the determined subset of the user verification information.

19. The method of claim 18, wherein confirming that the received user verification

information corresponds to the determined subset of the user verification information.



transmtting by the storage systemto the transaction systema nobile
communi cati ons device access information response that further includes a
request 30for the determ ned subset of the user verification infornmation.
28 20. The nethod of any one of clains 16-18, conprising securely storing
encrypted paynent account information in the storage. 21. The nethod of any
one of claims 16-20, conprising, on recé®pt froma 5nerchant systemby the
transaction systemof an initial transaction authorisation request nessage
i ncluding transaction anmount information and nobile communi cati ons device

i dentificat?2®n i MiomgHtodeH any one of claims 16-phcamirisgg Bgcyral steripgretvptad

syst em nobi %M&E&ﬁ“&ﬁ%ﬁ&?}ﬁtﬁ@sﬁéﬁs information associated with the
nobil e co i cations device 10identification information,

transmtting by the transaction systemto the nobile comruni cati ons device
a transaction vefhd ifidhb@rhs SHUSRE JFESSAAC 1528 Wdhidsihg 28R BN (RPN
informati on and a request for ‘user verification infornation, and in
response t omeeb@nhsyFiednby Hee Hpsaction giyien ehenoniiabiapsastion aythosisation
transacti on if j I &R u rifd i LR or 0N,
transmtti nrgey"géétt hg%t%éaar%sactl onﬂﬁgyg@ g?na%gtagnt ?\%ﬁ%%r a{gfgﬁ@%/ﬁsc?]gmla? ﬁe I %i!s?t

t ransact i oncRUMHBIEAtMS|deMice ddandticatipn y¥aiationc] udi ng t he transacti on anount

i nformation, the nobi mi ts] V§ j il & ' FnEOhdRdd On
and the user verifi ca!t)l_lﬁgﬁ In grﬂg}gtti}@ﬁ.gdgg é%genh %ﬁ?llﬁe%ﬁ@gbgpaﬁ?‘%i% 21,
conpri sing, on raeasspt infymeatien t assasiated aviths e emphileo rpoprmeunigatioRsindevigest em
of the jqitial th@ﬂﬁfﬁ:ﬁfi&r?fﬁfcﬁhﬁtaﬁ&{i sation request nessage including the
transaction anmount 1 nformation and nobil e communi cations device
i denti fication inforndanymtingsyy hedrnsactien sptanhéo theamolte comMpcabons o t he
storage system a | | £ {FREEMYAC bt el a J r i eeest

i ncludi ng the m)gl % cegnt’rmni cawtni g%gﬁh%gsrﬁlc?eé'qﬁgsgnﬁﬁ??%gﬁ P%ﬁu% ot‘rpén]gt%i on, and
in response to aamountieforartianandaa leanest denuseeveidicatisn infefroatipgt PO r esponse
fromthe storage syst@mdsighed B IARE fofP tERdbfe CORTAUMCEAbAL B8viES th ¢
access 30 information associated wth the nobile communications device

i dentiflTation i HeeFasten overifications feInONpg Digstase tusahsw@ificalions j¥emation. t he
mobi | e comuni Cal LGV by Cinb ISR Cshin 8T irkd SRiQD &8RP she MESACE
including transaction anount intormation and a request Tor "user
verification i nf&amsactiorh authorisation request message including the transaction amount

information, the mobile communications device identification information and

the user verification information.

20
22. The method of claim 21, comprising, on receipt by the transaction system from
the merchant system of the initial transaction authorisation request message including
the transaction amount information and mobile communications device identification
information,
25 transmitting by the transaction system to the storage system a mobile

communications device access information request including the mobile
communications device identification information, and

in response to a mobile communications device access information response

from the storage system that includes the mobile communications device access

30 information associated with the mobile communications device identification

information, transmitting by the transaction system to the mobile communications

device the transaction verification request message including transaction amount

information and a request for user verification information.

35 23 The method of any one of claims 16 to 22, further comprising



29 receiving by a nmerchant system product identification information
for a purchase transaction; receiving by the nmerchant system nobil e device
identification information identifying a user's nobile comunications
device for the purchase transaction; 5 transmtting by the nerchant system
to the transaction systemthe initial t?gnsacti on aut hori sation request
nmessage i ncluding the transaction anmount”i nformation and nobile

comuni cations device identification informtion, and on receipt by
the merchant Sysﬁe%ﬁb;‘%g.o té‘emérrcﬁ&-ﬁag“zété’rﬂ g%%p&”ko%fntiﬁ%%oéeiﬁ%h?ﬂaﬁ% Rgy igsation
response nessage, I SS |n¥1 a réecerpt tor conpleting the purchase

10t r ansact i purchase ttansactser . 24. The net hod of claim 23, conprising

recei ving i nput ; j i Ge. ti fi.cati ! : i adi ng
on REL D dent 1 5eoME T the SnétBiar Trls KT shoEChe R 1R GRL Qo aleR TS

25. The et deotifyihg aluseris ®pile corpmusicatipnselerice forghé pprehass trarsactioobi | e devi ce
identifigcation i t ] i i I I LSpl t.he_nobil e
comuni csgti ons d@%ﬁ@hég@G%éﬁ%‘% erﬁ%g?‘éhﬁit’%t%@%%%g?&t@) a%?%g,bcx%@ﬁeéli n the
RFI D i dent i framaction t &idherisstion  cogestr epesssgat ictuding dhe trebsdotion  amount
conmmuni cat| ﬁ%Fb?mgﬁéﬂ 5% indBid &erﬂhmgs‘tﬂa@é AGitde TJeRHﬁdaﬂ{m?fn‘F@rH&%n,'a%”t | fying an

i nstance of ‘an application on the nobilé comuni cati ons devi'ce and

i nformati on i denen feceipy by ke meldhast systanu friogethe drass aldivh cyste@6a thd kecanet hod
of claim 26 k). S e i.0g, by.a. reqi i NVer, t i_que
nobi | e comr%lﬁﬁcé{ F'gﬁsﬁg%%ﬁgehlggéé%i f'lg%r"%as? géé:r%tpq gf%”l ;&B@gelrt'}égrtg?i F(E}ﬁr:?\:c%“rgc'?cess
for regl®kt etranagctidgrefonthiei User.conmuni cat i ons device and the instance of the
application. 28. A method conprising steps performed by a registration
server of 30conmunicating with an application on a nobile conmunications
devi ce to id&entiTlye amethoikof i ddirr 23,0cornprésingo bededyingo impuhio divé omabild edevive

har dwar e an t |.i JeOR o - - at uni que
nobi | e comﬂﬁﬁ@g?@lgﬁ@@v@ég t?ygree%tﬂﬁgl %’? l:?))[ra E??Pet'ﬂferrlg?%oﬁéagg%%tﬁhﬂgg%g?#cati on
on t hat nob¢dremgoinationssigvicens fromthe identifiers for the instance 35of
the appj4 cation and for the nobile communications device hardware;

25. The method of claim 23, comprising receiving input of the mobile device
identification information by .imaging a visual code displayed by the mobile

communications device.

20  26. The system of claim 24 or claim 25, wherein the RFID identifier or the visual
code represents a unique mobile communications device identifier generated from
information identifying an instance of an application on the mobile communications

device and information identifying the mobile communications device.

25 27. The method of claim 26, comprising generating, by a registration server, the
unique mobile communications device identifier as part of a registration process for

registering the mobile communications device and the instance of the application.

28. A method comprising steps performed by a registration server of
30 : communicating with an application on a mobile communications device fo
identify an identifier for the mobile communications device hardware and an instance
of the application;
generating a unique mobile communications device identifier for the instance
of the application on that mobile communications from the identifiers for the instance

35  of the application and for the mobile communications device hardware;



30 transmtting the unique nobile comruni cations device identifier
for storage by the application on the nobile conmunications device.

30

transmitting the unique mobile communications device identifier for storage by

the application on the mobile communications device.

.



