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Field of the Invention

The invention relates generally to distributed computing
environments, and specifically to a system and a method for reducing the
20 number of Object Request Broker (ORB) connections in an Internet

Inter-ORB Protocol (IIOP) environment.

Background
In the field of the distributed computing, several architectures exist

25 to allow machines to communicate with one another or to share
distributed or net-centric applications. One of these architectures
includes the Common Object Request Broken Architecture (CORBA).
CORBA is an architecture design specification developed by the Object



devel opi ng standards for use in object-oriented conputing. Exanples of
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of programming languages, including C, C++, and Java. Thus, CORBA

10 allows developers to create “transparent” applications, which may be
intérpreted independent of the original programming language.
Developer and third-party vendors create objects which interact with one
another through an Object Request Broker (ORB). Using language
mappings, developers can create client-side “stubs” and server-side

15 “skeletons”, which the ORB’s understand.

Since CORBA 2.0, the CORBA specification has included a
method to allow ORB’s to communicate seamlessly with each other. The
ORB Interoperability Architecture, or more specifically, the General Inter-
ORB Protocol (GIOP) standard, defines a set of message requests which

20 ORB’s may make over a network. Various flavors of GIOP exist, each
tailored to the needs of a specific network transport. GIOP as defined by

the OMG, comprises three components:

The Common Data Representation - a transfer syntax mapping |IDL

25 types to low-level types for use between network agents.



5 The A OP Message Transport Assunptions - including that: the transport

I s connection-oriented, reliable, can be viewed as a byte stream provides
r easonablveonw1ddiii cati on of disorderly connection |oss, abPdrukat2284se
transport's nodel for initiating connections can be mapped onto the
general connection nodel of TCP/IP. 10 A common G OP inpl ementation, which
all ORB's nust by specification be able to use, is the Internet Inter-ORB
Protocol (110OP). HOP naps A OP nessages to TCP/IP, allowing the ORB to use
a TCP/IP network, for exanple the Internet, as a comrunications bus or 15
backbone. Referring to the pyramd structure of Figure 1, at the | owest

| evel of the pyramd exists the PhysicaB-Device, for exanple an Ethernet
card having a MAC (Medi a Access Control) address. Upon this sits the

Et her net pr ot odbk, GBPcMessagedesrmatsonof avhioh-thesedre suoeotyasevenopol ogy
where nessages.are,.encoded and collisions resplved, The next 20 | ayer is
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hostnane allows P to be routed. ove IP is the Transport Control
Protocol (TCP), which adds the functionality of port nunber and control

di rectives such., as Kk segnent at i on d t] o li Thi )rpvi des 25
reliabl e, stgejﬁ}ebg'gég %ﬁﬁ?&ey?r?qﬁﬂprit?ﬁﬁ'hgﬁe 5n” gd'ﬁgo@gel sits
the ORB | evel, tpahkportnBr shasctioRcorldntdt, " RMiEBRL Scanfbet Vieweapa®fa b pyram d
is the application |evel itself, which includes object WO 02/ 10917

PCT/ US01/ 22343 stream, ipspddeateasanedlanetiination abriiseiBpey conandtianelosbces, such
as the Nam ng 2q0xlGRe tdhspofts MolbEbF NG BAndtliond BAFBE Aafiiif " | bed

above and, as
onto the general connection model of TCP/IP.

10 y
A common GIOP implementation, which all ORB’s must by
specification be able to use, is the Internet Ir{ter-ORB Protocol (IIOP).
IIOP maps GIOP messages to TCP/IP, allowing the ORB to use a
TCP/IP network, for example the Internet, as a communications bus or
15 backbone. Referring to the pyramid structure of Figure 1, at the lowest
level of the pyramid exists the Physical Deviée, for example an Ethernet
card having a MAC (Media Access Control) address. Upon this sits the
Ethernet protocol, which provides a connection-based, broadcast
topology where messages are encoded and collisions resolved. The next
20 layer is the Internet Protocol (IP), which specifies the format of packets
that traverse the Internet and supports hostnames and IP addresses.
The hostname allows IP to be routed. Above IP is the Transport Control
Protocol (TCP), which adds the functionality of port number and control
directives such as packet segmentation and time to live. This provides
25 reliable, stream-based delivery. [IOP is built upon TCP. Above lIOP sits
the ORB level, which marshals the IIOP requests. At the top of the
pyramid is the application level itself, which includes object



further illustrated in Figure 2, requests 50 are passed back and forth 5
bet ween processes requiring an object's function 42, 44, 46, 48 and the
processewonpi®rent i ng an object's function 52, 54, 56, 5BCT/Uk@/22843anpl e of
Figure 2 shows n clients invoking upon mservers. Wth such a systemit is
difficult to achieve scalability when there are n x m connections, where n
represents processes requiring a group of object 1o function and m
represents the processes inplenmenting the group of object functions. This
is comonly known as a "fan-out problenf, and leads to difficulties in
ensuring systemresources are sufficient enough to allow scalability.
Techni ques exist to allow concentration4def requests through a concentrator
process to an |1 OP/ ORB domain or group of 15 object inplenentations. The
probl em i s howingplemesitatians ang atbendMRBveljecisoand deivices spdvestthe

di rection, froN%the gggect | npl enmentations within the domain, to other

obj ect inplene NG EYGPsi de of the domain. Summary of the Invention 20

To address the problesust ashstiplteliObjetiS{dbRTAs S¥SErIER] abve fipe@i nent of
the invention allows native clients, 'and servers acting as native clients,

to invoke on afurthestibusirgtedin Figuwechoequaste 2bare passed bpak eke fortha renpt e

obj ect 1 ef erenge, syl A REsc SERl HlSn LABKAL RARUS. 47t ARERARLST L0

carry out invocC onst on “object I'pl ement’e n torergn ORB

servers, usabl protessesHaipanenting atabbject'sfunctioro G2, i 4)s56h88. aée
I nplemented in renote clients (client call backs), and usable as
mechani smto c8X@MPRRT Figyechshayysn chaits veringruRardnssvars Yaisuehel i ent s.
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within the . connections, where n represents processes requiring a group of object
10 function and m represents the processes implementing the group of
object functions. This is commonly known as a “fan-out problem”, and
leads to difficulties in ensuring system resources are sufficient enough
to allow scalability. Techniques exist to allow concentration of requests
through a concentrator process to an 1IOP/ORB domain or group of
15 objectimplementations. The problem is how scalability may be achieved
going in the opposite direction, from the object implementations within

the domain, to other object implementations' outside of the domain.

Summary of the Invention

20 To address the problem of scalability in Object Systems, an
embodiment of the invention allows native clients, and servers acting as
native clients, o invoke on a remote object reference. The ability to
invoke on a remote object reference should be: scalable, robust, usable
as a mechanism to carry out invocations on object references

25 implemented in foreign ORB servers, usable as a mechanism to carry
out invocations that are implemented in remote clients (client callbacks),
and usable as a mechanism to carry out invocations that deliver events

to remote clients.



dormain to outside of the domain. One or nore naster processes are
configured which | oad-bal ance requests across sub-processes which 5
actual | y wanzlh®11 he requests. The naster processes nay dypamus@li2g43 add
sub-processes as required by the |l oad. Additionally, the master processes
can all ow concentration by ensuring that nultiple requests fromwthin the
domai n use the sane actual connection for their requests to an object

i npl ement ati on outside of the domain. A nultiplicity of these | o master
processes allow for fail-over and recoverability in case a nmaster process
di es. An enbodi nent of the invention allows both native clients, and
native servers acting as clients, to i ngeke on object references whose

i npl enent ation exists outside of an Internet Inter-ORB Protocol (I110P) 15
domai n. This provi d@neaaoluhdteranjdl enboedirhamnt efivihel invantion fieto udlize @n clients

to receive events,. for renote.clients t recelv cal | bac native
clients and seW%nge%tcP?W@erggat%r |pé<?ﬁ?s i Fﬁ%ﬁ?g 0901 & 3&”? @I}ﬂpeﬁ'ges whose
i mpl ement at i ongbmdi te ol 6f HRY ¥dthali OheWrtroR migkie? Probespessare Br oker
(ORB). 20 Description of the Fl_%gres Figure 1 illustrates how the 11 OP and

ORB | ayers r el goefiguedtwiich lgad raoceormwestsaw@ﬁs W@tﬁf@@ﬂ%sqsnwhl@ prior

Iziir E;ur ZI gu;ﬁoﬁs ‘E{y:éﬁgﬁ%bﬁﬁeo@e%gyggﬁs %@@hﬁ%’%ﬁ{ﬁ%eﬁow any Iq%h(!géll bezﬁsed
to interface batidem-prdctssdLasireqoired dydthe |66/ IAEddlilasﬂellyptfae nmteyrer WO
02/ 10917 PCT/ US01/ 22343 -6 Figure 4 shows for nbodi ment of t
i nventi on how BFPcesses can allow concentration by ensurlng that multlp reques s
from within the domain use the same actual connection for their requests
to an object implementation outside of the domain. A multiplicity of these
10 master processes allow for fail-over and recoverability in case a master
process dies.
An embodiment of the invention allows both native clients, and
native servers acting as clients, to invoke on object references whose
implementation exists outside of an internet Inter-ORB Protocol (IIOP)
15 domain. This provides an underlying mechanism allowing for remote
clients to receive events, for remote clients to receive callbacks and for
native clients and servers acting as clients to invoke on object references
whose implementation is in a remote server built with an Object Request
Broker (ORB).
20

Description of the Figures

Figure 1 illustrates how the IIOP and ORB layers relate to other
network communication protocols in the prior art.
Figure 2 illustrates a fan-out problem known in the prior art.
25 Figure 3 shows for an embodiment of the invention how an ISH
can be used to interface between multiple clients and a TCP/IP link to a

server.



| SL/ I SH concentrator may be used to mnimze the nunber of server
connections required to service n clients. Figure 5 illustrates an

enbodi newoet/1wine i nvention in which an 5 ISL and nul ti pP€T/USH/23Wer ve a
variety of client and server types. Figure 6 shows for an enbodi nent of
the invention how the routing code interacts with the ISL and the |ISH(s).
Figure 7 shows for an enbodi nent of the invention the services contained
inthe ISL. 10 Figure 8 shows for an enbodi ment of the invention steps in
the routing/binding process. Figure 9 shows for an enbodi ment of the

i nvention the unbinding process. Figure 10 illustrates an outbound HOP
enbodi ment of the 15 invention using a6bi-directional connection. Figure
11 illustrates an out bound HOP enbodi nent of the invention using a paired
connection. Figure [ERyurel4shoaseforaan cnbedimentad bebiswenrten how ehe

i nvention usin symmetri connection, . 20 .Fi f or

enbodi nent of %ﬁ\féﬁ‘??ﬁ{ﬁaﬁ?&my%ﬁ l(ﬁerdet:ot BB 'Qﬁgégﬁeéggﬁb%ﬁﬁ%vr}@nrebound
after a client chasedtionsdBH6IEéEh selkicah thshtPescription of the Preferred
Enbodi nent Vari ous enbodi nents of the invention will now be described with

25 respect to the aEigipénilisiiptes quy embodimentof thefnygrtiogns whish @nven
oo romrs D 141 e FelBERSH {sb08 SR ORARTLARENRERES o
a client or WO 02/ 16%jufe RECBhURG 1P 234 2mbotlimaat af theviavention howhthe
routing code interacts with the ISL and the ISH(s).
Figure 7 shows for an embodiment of the invention the services
contained in the ISL.
10 Figure 8 shows for an embodiment of the invention steps in the
routing/binding process.
Figure 9 shows for an embodiment of the invention the unbinding
process.
Figure 10 illustrates an outbound |IOP embodiment of the
15 invention using a bi-directional connection.
Figure 11 illustrates an outbound IIOP embodiment of the
invention using a paired connection.
Figure 12 illustrates an outbound IIOP embodiment of the
invention using an asymmetric connection. -
20 Figure 13 shows for an embodiment of the invention how a

bidirectional connection may be rebound after a client has disconnected.

Detailed Description of the Preferred Embodiment

Various embodiments of the invention will now be described with
25 respecttothe accompanying figures. Several definitions are given below,
which will be useful in the discussion of the preferred embodiments.

Client/Server - a machine or process which may act either as a client or



Domain - a collection of machines and resources that nay be adm nistered
as a unit. Donmains can be set up based on application 5 function, security
needs, omw@engwaphi cal |ocation, and are particularly usP€DUSOWR2343t uati ons
where nul tiple applications intercommunicate. Native - a client or server

| ocated within the domain. 10 Call back - the ability to i nvoke on an object
reference that has been created by a renote client (acting as a server)
such that an 11 OP request is delivered to the object inplenmentation in the
renote client. Callout - the ability to take an object reference for sone
renmote server 15 and invoke on it such that a request is delivered to that
renote server. The callout may be to a7renpte client acting as a server
(call back) or to a renote ORB server. ISH (11 OP Server Handler) - Refers
speci fically tastheerweneobeth. t hat receives |1 OP nessages fromrenote
clients, and forwards themas 20 Tunneled G OP (TA OP) nessages to native
(or in-domain) servers. This conponent al so receives the replies and nakes

sure they get pfikaint @ hheolfEttioAPr bf ahackinBst 8né | fe@blircdsn tigdte neaybad ment  of
the invention, the ISHwll also receive TA OP request msssa?es from

native client shderinistesedms aamit. Dzanaing candie setUBsRasessed @PPIEAtian renot e

o the. appr opr TN Rer T HieeEs, PLaebEReiE BBR1EE: Sats Bebitriai; 75"
I SL (11 0P Servegetil §t sifledtions viledrerraultiplet dsplicatipenimtércohahunieaiedes  whi ch

| SH shoul d handl e a particular renote client conversation with a native
server. The |ISL handles fail-over for |SHs and | oad bal anci ng of

connections to\ahlev e, ARk RGrsertdl 10828 IR dombid, he 1 nvention, the

10 Callback - the ability to invoke on an object reference that has been
created by a remote client (acting as a server) such that an lIOP request

is delivered to the object implementation in the remote client.

Callout - the ability to take an object reference for some remote server
15 and invoke on it such that a request is delivered to that remote server.
The callout may be to a remote client acting as a server (callback) or to
a remote ORB server.
ISH (IIOP Server Handler) - Refers specifically to the component that
receives IIOP messages from remote clients, and forwards them as
20 Tunneled GIOP (TGIOP) messages to native (or in-domain) servers.
This component also receives the replies and makes sure they get back
to the appropriate
remote client. In one embodiment of the invention, the ISH will also
receive TGIOP request messages from native clients/servers and send
25 the |IOP request messages on to remote servers. This component
receives the replies and makes sure they get back to the appropriate

native client/server.



5 1SL al so decides which I SH should handl e a particul ar conversation with
a renote server for object references that are not located in a client
connect eav® 02/a9171 SH. The | SL concentrates connecti ons forprPaDiUséyd2843 i nvokes
on identical renote objects. |o Inbound HOP - A concept known in the prior
art which refers to initiating an HOP request froma renote server to a
native client within the domain. Qutbound HOP - Refers to the inventions
met hod of initiating an I1OP 15 request froma native client, or server
acting as a client, in the domain to a renote server not in the donain.
Asymmetric HOP - In sone versions of G OP, HOP connections are not
symmetrical, e.g. only clients can send8requests and only servers can 20

receive them |f a server needs to send requests to an object in the
client, it nusiSkr{l@PeSarwachkisdenenne®Réfors ta the camposentihatglediescl i ent .

Bi -directional [l - ,cpnnectiopns between th | i cver..are
symetric, i. e.""h(':qﬂal(.ﬁrhl §R83ﬁﬁ§mﬁe ?e%ﬂfﬁ@ﬁ@r %eﬁ%térwgﬁtC@Wea@%tﬁ)%\évgﬁiaon and 25
servers can sepgtvegaieet.s The 1ShiemdfescanoveefbrigHsRdclbbe balatindef sane
connection. WD 02/10917 PCT/US01/ 22343 -9- HOP. CONCENTRATI ON Fi gure 3

shows a typi caconaectiamsriatnalivenhiedssin oneaembagivaeiafithe drvaniien; figent i on.
o t t pron . AL
Chventi on aciie oAt R Teh IS H B s o pSRRERA dAVERAPIMIR. | e

3 an | SH conceagt femiste $drveefbicsisiettheferenobs thatf areomotelotatzasinr 2glienied on a
remote client/server 70 by "concentrati n&; t he connecti on(s;gf ro[m [ml tiple
| ocal clients conpeeedite anlRi. alhg et soaesntEaies icRRNEEUIORS{RL YIRS ent s are

contai ned wi t hi i BE on identical remote objects.

10 Inbound IIOP - A concept known in the prior art which refers to initiating
an 1IOP request from a remote server to a native client within the

domain.

Outbound lIOP - Refers to the inventions method of initiating an 110OP
15 request from a native client, or server acting as a client, in the domain to

a remote server not in the domain.

Asymmetric IOP - In some versions of GIOP, IIOP connections are not
symmetrical, e.g. only clients can send requests and only servers can
20 receive them. If a server needs to send requests to an object in the

client, it must create a second connection from the server to the client.

Bi-directional IIOP - connections between the client and server are
symmetric, i.e. clients can send requests to servers on a connection and
25 servers can send requests to objects exported by the client on the same

connection.



sanme domain as the I SH and communi cate with each other by 1o interprocess
comuni cation. Client/servers outside the domain (renbte client/servers)
conmuni caveoxamin’ the 1SH via a standard TCP/IP link. As PCTaisew2assd in
Figure 4, an enbodi nent of an | SH concentrator of the invention is used to
i nprove the scalability of the systemfirst depicted in Figure 2. An | SH
90 reduces the nunber of active 15 connections fromn x mto n + m In one
enbodi ment of the invention nmessage queues are used to replace the direct

link to the renote servers - this reduces the number of active connections
to just n. OUTBOUND || OP SUPPORT 20 An exenplary systemincluding one
enbodi nent of the invention is shown rB-Figure 5. As illustrated, several

clients invoke upon a series of renote servers. The client nmay be, for
exanpl e, a natilof CONGENGRATION, a Java client 164, a notification

service 106, or a native,server . acting as,a.client 108, r e ‘server
may be another nati 3&9%8?\?2‘9“@5@9@?‘ @W&PFFQBSQPF%%SS?%?gﬁﬁ%ﬁﬁ%ﬁ events
112, or a non- pthy eniERtiAr. COOREhABYstEB ARV Providds fdihaiboune RO he
clients invokes upon a server, a routing process directs the connection to

the 1SL by cal cpheeniratioro2/ 1be1 mveotipusedds2sugport: dosqytbawid i k@P122. The

conneot  on. |t O BGETrRE A& shobifin dbure i B O arfiste b RRueARE 1
used. The |SL dahfber ok conhiectionsSheg@irechand & hemote ndient/serven Ty Hyi r st

checking to see if any ISH currently 5 handl es Eb onnection to the
destination sere@icentratingnihe genregtiops ferp ultiple: Ipcal Shemfedpi Merakenen t he

o eSS i AR cpL oA e RO e Ra sAfPRSC,
| SH s. same domain as the ISH and communicate with each other by
10 interprocess communication. Client/servers outside the domain (remote
client/servers) communicate with the ISH via a standard TCP/IP link.
As illustrated in Figure 4, an embodiment of an ISH concentrator
of the invention is used to improve the scalability of the system first
depicted in Figure 2. An ISH 90 reduces the number of active
15 connections from n x mto n + m. In one embodiment of the invention
message queues are used to replace the direct link to the remote servers

- this reduces the number of active connections to just n.

OUTBOUND lIOP SUPPORT

20 An exemplary system including one embodiment of the invention
is shown in Figure 5. As illustrated, several clients invoke upon a series
of remote servers. The client may be, for example, a native C++ client
102, a Java client 164, a notification service 106, or a native server
acting as a client 108. The remote server may bé another native server

25 110, a native client registered for events 112, or a non-native CORBA-
compliant ORB server 114. When one of the clients invokes upon a

server, a routing process directs the connection to the ISL by calling a



Wien an I SH is chosen 126, the client thereafter invokes that 10 server
via that 1SH 128. Since the clients and ISH are within the sane donmain

t hey may wonmmumiizat e usi ng Tunneled G OP (TA OP) 136. ThePCT/BEh1£22343
communi cate with servers outside of the domain using I1OP over TCP/IP 138.
Qut bound 11 OP Support, as enbodied in the invention, provides 15 native
clients, and servers acting as native clients, the ability to invoke on a
renot e object reference outside of the domain. This nmeans that events are
able to flowto renpte clients that have registered for events, call backs
may be done to renpte clients and objects in renote servers may be
accessed. The Qut bound HOP Support compi-ses four 20 functional parts:
Support for bi-directional HOP to objects contained in clients connected
to the | SH. |fBiNi@ sreasvnoeeIZZ?BTlseub‘qbloldehermeB wiinth I§rI136 682, ar. 184 ishen t he

| SH can utilizg the.s connection to sen eques ei ve
replies to/froﬁ? '@gﬁﬁ ge i e %p F aqugpn%?Sﬂ g‘g{%rgﬂgllrg ke 11 OP
to objects conjmdifsh hfarfl ISHS fha éﬁ@é‘ﬁgé&e"«\'HeOISLhGe’deﬁHmdsfwhlbﬁ ISRBodoes not
support bi-directional G'OP WO 02/10917 PCI/US01/22343 -11 1.2, then the

client can cal hanst thgptarnection toriyyfiesh aheckingatoe seeri ?n‘.t' dSHneTentlYt he | SH

of the liste ost/ ort H I nd paired
out bound con eBgP% ogg}?a: |$Q%®§tiés?ﬁ5t|%rlggwee§elf\l}"utg rcé’g’?}”ﬂ! h? ﬁ@% t hIo
connect ed cli eglich Ajonnedti®ounen tiesn et barderediSH will ke vhodert. He thiscom ng

connection. If the client disconnects the incom ng connecti o t hen the
out bound connebBianserithedSioseres tadancs tipiqad of iNGigaxBg WNBET 9isH or

native client. cgmeéthfr{saaﬁfBHﬁraH%\%llé&l‘@ﬁ’@ltltss rout| ng to an I SH or native

client based on
When an ISH is chosen 126, the cllent thereafter invokes that

10 server via that ISH 128. Since the clienis and ISH are within the same
domain they may communicate using Tunneled GIOP (TGIOP) 136. The
ISH’s communicate with servers outside of the domain using IIOP over
TCP/IP 138.

Outbound 110P Support, as embodied in the invention, provides

15 native clients, and servers acting as native clients, the ability to invoke on
a remote object reference outside of the domain. This means that
events are able to flow to remote clients that have registered for events,
callbacks may be done to remote clients and objects in remote servers
may be accessed. The Outbound HOP Support comprises four

20 functional parts:

Support for bi-directional IIOP to objects contained in clients
connected to the ISH. If the remote ORB supports bi-directional GIOP
1.2, then the ISH can utilize the same connection to send requests and

25 . receive replies to/from the connected client.

Support for bi-directional-like IIOP to objects contained in clients
connected to the ISH. If the ORB does not support bi-directional GIOP



lo information. The ORB is nodified to enbed client identifier information
I n an object reference. Support for asymmetric outbound 11 OP to objects not
cont ai neav® n2/197 ent s connected to an | SH. The | SL al | owsP€DUSEIE843Nt r at i on
of 15 requests fromdifferent native clients/servers that are going to the
sanme renote server to go through the sanme connection. The ISL wll allow
for |oad balancing of requests so that a specific connection does not get
over burdened. 20 To support scalability, an ISL can start up additional
handl ers as necessary, and additional |1SLs and additional |SHs can be
added to support increased outbound I1OP traffic as necessary. To support
failover, multiple | SHs can be started1dn a nmachine or wthin the domain.
If a client attenpts to use an | SH unsuccessfully, an 25 attenpt will be
made to rebi nd12hdhehjtee cliertf eanecalbanfprligatiov Erogram aretfaee (ABH.toI n a

made to rebi / ’ i .
Lam orst ot or o8 iaE oie TGeIFHE pRSyAolF i T Plariy The REETkesA n wo
02/ 10917 PCT/ USSddraP Bdied oblbdUiel titutiod HQRndrepitiscoRpdartsiveThey ar e

responsi ble for booting the ISL's with the correct startup paraneters to
enabl e out bounteplissHrarp thejcernsctedicliest athig quibeund rpRReEPNIF iRaEd The

nb f 1SL's. i . )
st e i n or i P EConf sifect Bl st Bt sBANRTE g indBing®
instal | ations speeédtion, Werkineaslitboined echsadtiohi is alscAdBALND. ROUTI NG

Functional features in the outbound routing process are shown in 1o
Figures 6-9. As shown in Figure 6 the ISL 160 and the ISH s 168

Support for invokes on an ISH or native client. The infrastructure
supports routing to an ISH or native client based on the client
10 information. The ORB is modified to embed client identifier information

in an object reference.

Support for asymmetric outbound IIOP to objects not contained in
clients connected to an ISH. The ISL allows for concentration of
15 requests from different native clients/servers that are going to the same
remote server to go through the same connection. The ISL will allow for
load balancing of requests so that a specific connection does not get

overburdened.

20 To support scalability, an ISL can start up additional handlers as
necessary, and additional 1ISLs and additional ISHs can be added to
support increased outbound |IOP traffic as necessary.

To support failover, multiple IS’Hs can be started on a machine or
within the domain. If a client attempts to use an ISH unsuccessfully, an

25 attempt will be made to rebind the object‘ reference and failover to
another ISH.

In a typical environment of an embodiment of the invention,

system administrators may be the only users that will directly interact with



(several are shown for denonstration purposes, although the system may
operate with only one |ISH) communicate with each other via a shared nenory
166. I n oveornddodi mrent of the invention the ISL is resporeT/obe&/f2643

mai nt ai ni ng i nformati on about connections to renote 15 servers. A record of
such connections is kept in the shared nenory. The ISH s use this

i nformation to allow invokes upon the renote servers. In return, the ISH s
maintain the information in the shared nmenory by wupdating it to reflect

cl osed ortorn-down connections. The ISL then uses the updated infornmation
to better allocate incom ng requests for invokes. 20 A client seeking to

I nvoke upon a renote service calls a rot-i ng code 150. The routing code
interacts with the ISL to determ ne whether a connection already exists,
and i f so pass#w iQutbblnd dI@ReSuppytcomeonedits. They are diespensible dwes not

al ready exist the.lS pse n | SH ervice he, ne ctiagn. 25
Figure 7 showsE)QB?Rag @‘Pﬁgﬁé"@@%&f@?f}%&‘ﬁ% pfé%ﬂgﬁﬁ!,’%}q(?rié@ggp%owﬁes

avai |l abl e to therld EHkets Mdtidnte@in ¥.conneticanilieARY ThE Gustler\vfaSt fse
routing code to BIND I61 or UNBIND 162 fromthe ISL. An error routine 163

ha/ndl es fai |l edbpetpdesnd thengarinusgiantup prEametess, naebe gdiustRyl Baudenioo wo
02/ 10917 PCT/ USQ1/.22343 13 i.nvok . L i ch
consi ders thé P&%@ iﬁggﬁfégc%ngﬁ%%ﬁﬁ e]?)r%ﬁhgi? 'é%%g%%p%:ag?lﬁél g&( @gwhulsg 188.

It passes thischarcesristicson back to the client 186. The client thereafter
I nvokes 187 upon the specified |ISH The |ISH thereafter handles the
communi cation 5 between the client and the server. As further shown in

Figure 9, when ' [ pni shed 190 with the server instance, or
requests the ((:)odnﬁ%cc)tgil\lolﬁ eU@II\I)Gsed, the application invokes an UNBIND 192
upon the |1SL 194. Foaclidial fdatorasan kise obtboand meutingprocessare siedvn ift er a.

pert od 10 Figures 6-9. As shown in Figure 6 the ISL 160 and the ISH's 168
(several are shown for demonstration purposes, although the system
may operate with only one ISH) communicate with each other via a
shared memory 166. In one embodiment of the invention the ISL is
responsible for maintaining information about connections to remote

15 servers. A record of such connections is kept in the shared memory.
The ISH’s use this information to allow invokes upon the remote servers.
In return, the 1SH’s maintain the information in the shared memory by
updating it to reflect closed or torn-down connections. The ISL then uses
the updated information to better allocate incoming requests for invokes.

20 A client seeking to invoke upon a remote service calls a routing code
150. The routing code interacts with the ISL to determine whether a
connection already exists, and if so passes it off to the respective ISH.
If a connection does not already exist the ISL chooses an ISH to service
the new connection.

25 Figure 7 shows some of the services the ISL 160 advertises or
makes available to the clients. Principally, a client may request via the
routing code to BIND 161 or UNBIND 162 from the ISL. An error routine
163 handles failed requests. As shown in Figure 8, the routing code 180



of time the entry for that particular connection will be renoved fromthe
1o shared neneory in a garbage collection process. OQUTBOUND HOP TYPES There
are threavaot/imient types of Qutbound I1OP: Bi-directi oneCT/Osexe43d | 1 OP
reusi ng the sane connection 15 Bi-directional-like Qutbound I1OP via a
second paired connection Asymetric Qutbound 11 OP via a second connection
Bi -directional Qutbound HOP An enbodi nent of the invention includes ISL/ISH
support 224, 20 226, 228 for bi-directional I1OP to objects contained
inclients connected to the ISH (Figures 10). If the client ORB supports
bi-directional GOP 1.2, then the ISHw I utilize the sane connection to
send requests and receive replies to/f¥3emthe connected client. A client
222 will create an object reference and invoke on a native server. The
client ORB wil InvRkes$ chNDf’hBZlkrmmfd)lﬁdSbt‘lBéNVIH@ oensidensithelreroote sameer usi ng

t he service context The service con fra with th sage to

the native ser@@g é%t@rm”\ﬁﬁeﬁnuﬁﬁm%q{ '#é'wttﬁeu%% i@ rJetf E)Fgﬁ%%%'fshe native
serverw | | conpas@natidhEbE6IS td B Eliert 186% ThlevelRpt eiesyeafter Wvidkes @7host / port
in the object WD 02/10917 PCT/USQ1/ 22343 -14 reference. If they match, the

ORB wi || add t Heon $he specified IStdnt heilSH thegafter handles thaeommuitieaiianon needed

for routing en | i ent
i nformati on %NI P%“&%&@g &%Fﬁgﬁﬁ Jare\{:ettF Q@Hﬁ%ﬁg@&fv érfle r8-5'?k’\l;hse(ﬁpassed to
ot her native sgiev/elient B msheﬂmgmlw&h tlde B@tverans@mncer oorreqaest\sethel i ent

will invoke on the object reference, The routing co I nvo on the
appropri ate ISFP”@@Q?'&%‘ hergoseqd.dhe applicatiortinykes el N%?NQJQ? uest to

the client ovefs §§e FRIRSE G aPRINRTonBetidiEosby 306, Hrtdr aea@&wt e the
of time the entry for that particular connection will be removed from the

10 shared memeory in a garbage collection process.

OUTBOUND IlIOP TYPES
There are three different types of Outbound IIOP:

. Bi-directional Outbound IIOP reusing the same connection
15 Bi-directional-like Outbound |IOP via a second paired connection
. Asymmetric Outbound IIOP via a second connection

Bi-directional Outbound IIOP
An embodiment of the invention includes ISL/ISH support 224,
20 226, 228 for bi-directional 11OP to objects contained in'clients connected
to the ISH (Figures 10). If the client ORB supports bi-directional GIOP
1.2, then the ISH will utilize the same conne‘ction to send requests and
receive replies to/from the connected client. A client 222 will create an
object reference and invoke on a native server. The client ORB will
25 identify the connection as being bi-directional using the service context.
The service context will travel with the message to the native server 236.
When unmarshalling the object reference, the native server will compare
the host/port in the service context with the host/port in the object



the reply back to the I1SH via the client connection. The ISH will receive
lo the reply and send it to the native server. Qutbound HOP Via Paired
Second Covaeriivon The invention al so includes |SH supportPOT/US01/22343
bi-directional -1ike HOP to objects contained in clients connected to the
|SH (Figure 11). If the 15 client ORB does not support bi-directional G OP
1.2, then the client can call an APl routine to notify the ISH of the
listening port in the client. The |ISH then creates a separate paired

out bound connection to send requests and receive replies to/fromthe
connected client Aclient will create an object reference. It then calls a
Bootstrap 20 function passing the objed@t- reference. The ISHw |l get the
host/port from the Interoperable Object Reference (IOR), and store it with
tge client corgferanceTHehey inmatchpninel ORBywileadshthe & clientddentfiergmssi ng t he
object referenge. The . lSH wi.ll create a servjce,context containj t he
host / port froﬂﬁler’ig"‘?rétd? 'E&at'eaﬂeﬁg?ﬂﬁ%”%ﬁwtoea?&&eg&)g”?ﬁ%@eéﬁé”wé? h the
nessage to 25 phpchakferenser This cHBeN informatdraiin neavidewitl] thet otsjeéter ence,
the native server will conpare the host/port in the service context with

t he host/ port. réfarance whgrsMeriids @esaed to pther nelivenserierst he ORB adds t he | SH

id and clien i nf or, Lon L. e At h | ect er ence.
This client S0 02/ 165800l hIBECeRBTBPERe bkt 3 ARG ot e e
obj ect ref er engpjesh esterstice. (THesrauding addeowilldhieie oattheeappeoprtate. ISAt some

point, a native server or native client wll invoke on the object
reference. Thediedithaglieridefasmationn{ bk Sidsenddha ppauast fathe q:lgqjt O¥€hassi ng

the client inf f : e iIPeress HRfkE 4 t he
client. It wl ﬁ{és%éndagt%%ﬁi@abgglaﬁ'omﬁéﬁéﬁia/élﬁ? ovgé;lﬂ‘teﬁﬁesecoén écdgnnect I on.
The client wil thereptyback tetheeiShbdiadhe ciemiccannectienl Ther Btk will receive

10 the reply and send it to the native server.

Outbound IIOP Via Paired Second Connection

The invention also includes ISH support for bi-directional-like IIOP
to objects contained in clients connected to the ISH (Figure 11). if the
15 client ORB does not support bi-directional GIOP 1.2, then the client can
call an API routine to notify the ISH of the listening port in the client. The
ISH then creates a separate paired outbound connection to send

requests and receive replies to/from the connected client
A client will create an object reference. It then calls a Bootstrap
20 function passing the object reference. The ISH will get the host/port from
| the Interoperable Object Reference (IOR), and store it with the client
context. The client will invoke on a native server passing the object
reference. The ISH will create a service contéxt containing the host/port
from the register call. This service context travels with the message to
25 the native server. When unmarshalling the object reference, the native
server will compare the host/port in the service context with the host/port
in the object reference. If they match, the ORB adds the ISH id and client

information to a tagged component in the object reference. This client



to the I1SH via the client connection. The ISHw | receive the reply and
send it to the native server. If the client disconnects fromthe ISH, then
1o the sevonzlidonnecti on will al so be di sconnected. AsynmeCT/iUs801028430und HOP
Enbodi ments of the invention also include ISL/ISH support for asynmetric
out bound 11 OP to objects not contained in clients connected 15 to an |SH
(Figures 12). The ISL allows for concentration of requests fromdifferent
native clients/servers that are going to the sane renote server to go

t hrough the sanme connection. The ISL can allow for |oad bal ancing of
requests so that a specific connection does hot get overburdened. A server
280 will get an object reference fromsdre source, which could 20 be a

nam ng service, or passed in through a client, but not |ocated in that
client. Since ifernoddjarctravelseritnthe dbjesbrefemmmestheneverdt isepasssghi®ect ed to
an | SH, the outgoing,call can not be made using the bi-directional nethod.
At sone point, CNGRARIVE SEEY]I8r or native client will invoke on the 25

obj ect reference. OpatkBfd point, d R¥MEEservBEbLnAIVSlidriBiwill thvke ar thent
i nformati on contained within the object reference. The routi ga%ecode wil |
I

recogni ze the objestrefieegnass Thentmtingiqode willriperkerpndbe anprepriaiedsH ¢ no
Lo nt e te ¢ 5 &M o . R
w0 02110017 Bopreend 55 S hiphaBBE e ISHT R (15148 b Ag EBfetlcny | MV oke

host/port. Thetd She Wlieht.rietwillrsemd #ry véqueshaoetheoclisre overuthlei setaride obj ect

reference and the client. information of the é@g 272. This is the client
i nf or mati on of coRrRedtion. Thetcliephwillexeshte therraethed and gen EPYeRACK: onnect ed

tothe ISH 5 C‘%&l A i ' f ReShe TSI d
i nfrastructur ew\j&\ﬁ [ \rqllvéo heeI Q}r%%{fﬁgﬂﬁ%ﬁ%ﬁ?eﬁgﬁ ‘\V/V\nﬁl 'fercget tﬁe @gnar?ect i on
i dentifier frogehdétothe native server. If the client disconnects from the ISH, then

10 the second connection will also be disconnected.

Asymmetric Outbound IIOP
Embodiments of the invention also include ISL/ISH support for
asymmetric outbound 11OP to objects not contained in clients connected
15 toan ISH (Figures 12). The ISL allows for concentration of requests from
different native clients/servers that are going to the same remote server
to go through the same connection. The ISL can allow for load balancing
of requests so that a specific connection does not get overburdened. A
server 280 will get an object reference from<some source, which couid
20 be a naming service, or passed in through a client, but not located in that
client. Since the object reference is not located in a client connected to
an ISH, the outgoing call can not be made using the bi-directional
method.
At some point, a native server or native client will invoke on the
25 object reference. On the first invoke, there is no ISH id and client
information contained within the object reference. The routing code will
recognize the object key as a non-native server object reference. If no

ISH id and client information is passed, then the routing code will invoke



client information and determ ne 226 whi ch outgoing connection to use to
send the request to the client. If none is connected, then the ISH w ||
Ccreate awepat@te connection to the host/port. The ORB w PCTWSINI2343 t he 10
appropriate G OP version for the version of HOP profile in the OR The
client will execute the nethod and send the reply back to the ISH via the

separate connection. The ISH will receive the reply and send it to the
native server. 15 PROCESS FLOW The following are detailed process flow
descriptions, which illustrate howthe client, ISL, and ISH interact in

one enbodi nment of the invention: 20 Fromthe perspective of the native
client At object reference bind tine t-H8-ORB determines if the object
reference is renote. If so, the ORBis initialized with client information
from the obj eca sesvieednctbe(iSL 24 passing the host@ert. i e lSrawilbretie Aot

e obi nobe(iSt. geésas _ e Aot
25 A rolti ng. oBaieraMe R R BhiE ine DRREY Bferefite ArPOien o ' 70

BIND flag is pifsemdtiortef the IShE2BL MRisRIthe etientShoramtioptofthe SH) 8t cl i ent
information and ISL information in shared nenory. |If the BIND flag is not

pr1(7asent . Stor :afB\Gc@LeéMnfpﬁ’ﬂ@ﬁ%Pf any cherdapeactad todhe ddy pPcT/ US01/ 22343
-17- menory. , T LNQ: I LR d [
y 5nd i nvg‘fgé%hg\gw%\aﬂ(gﬂ&fﬁﬁe b@eEPFeféRﬂfc%. THE MR Ysthture! | ent

identifier €s on | connection 1's torn down the system
| ooks i nside t il inGoledian ¢k IBHDThe 18K williget dppcommedion identifier ot thel | s
UNBI ND. The ISL in turn marks connecti %I} as .chosi nézi I n shared nmenory so

client information and determine 226 which outgoing connection to Use

to send the request to the client. If none is connected, then the ISH will

create a separate connection to the host/port. The ORB will utilize the

10 appropriate GIOP version for the version of IIOP profile in the IOR. The
client will execute the method and send the reply back to the ISH via the
separate connection. The ISH will receive the reply and send it to the

native server.

15 PROCESS FLOW
The following are detailed process flow descriptions, which
illustrate how the client, ISL, and ISH interact in one embodiment of the

invention:

20 From the perspective of the native client
At object reference bind time the ORB determines if the object
reference is remote. If so, the ORB is initialized with client information
from the object reference (if present). If client information is not present,
then a BIND flag i$ specified. Otherwise, no flag is specified.
25 A routing code determines if it has a remote object reference.
If the BIND flag is present: calls the BIND service. Stores returned
ISH client information and ISL information in shared memory.
If the BIND flag is not present: Stores client information in shared



| SH closes it. Fromthe perspective of the ISH 10 The ISH is invoked using
the client id. The ISH receives the nessage fromthe nessage queue. A
request vOhzandied in a inverse manner to a reply. The i nPCHEBOWRB48 €
switches the ISH to the appropriate context based on the client. If
asymmetric Qutbound I1OP, then the context is the 15 |ISH context (0), not
a client context. A copy of the HOP request is made, and the Il OP request
idis replaced with a unique id. The request is placed on a list of
outstanding requests for this context. If the context is a client context,
then it has a bi-directional 20 connection or a paired second connecti on.
| f paired second connection and the cdfAnection does not yet exist, then
one is created. Routines are called to send the I1OP request to the
client. The romem®y. buffer the request until the connection is conpleted.

the context & the | aerauiisbsndeBRS ue.sttirell TRly fof 2R Behfe, 27 i ne

t he out bound canp@sickes-onlif. there is not an existing connection, then one
is created. Routines are called to send the I1OP request to the client.
The routines buffer Whan theyceanedianiis t@’lﬁ‘ed‘é‘dﬁrfB@ﬁV&?nW@Qj@/@é@@?t e

PCT/ USO1/ 22?4543%%%@ rjnéo g\gnﬁdﬁt‘ﬁgpf%@?ﬁa@éﬁt %'}ngrlfﬂélm{le connection, the

routines are c reques & ClTent. The |SH handl es

networ k and messageTheé¢Sk ircivuentarksdfmmestion aglcjosimyias haaedk nmenwry &0
connection, the |list of outstanding requests is 5 searched for the
correspondi ng F¥4G$ES itrhe | SH repl aces the uni que id

From the perspective of the ISH
10 The ISH is invoked using the client id.

The ISH receives the message from the message queue. A
request is handled in a inverse manner to a reply.

The infrastructure switches the ISH to the appropriate context
based on the client. If asymmetric Outbound [IOP, then the context is the

15 ISH context (0), not a client context. '

A copy of the IIOP request is made, and the IIOP request id is
replaced with a unique id. The request is placed on a list of outstanding
requests for this context.

. If the context is a client context, then it has a bi-directional

20 connection or a paired second connection. If paired second connection

and the connection does not yet exist, then one is created. Routines are

called to send the IIOP request to the client. The routines buffer the

request until the connection is completed. Else, routines are called to
send the IIOP request to the client.

25 If the context is the ISH context, the connection index is used to

determine the outbound connection. If there is not an existing

connection, then one is created. Routines are called to send the lIOP

request to the client. The routines buffer the request until the connection



with the original request id and sends the reply back to the client. From
the perspective of the ISL The ISL is invoked on the first invoke on an

obj ect rafenryn®er 10 The service routine is called to bi nECTS0IcR2B43Ct
reference. The paraneters are the host, the port, and the client
identifier. The I SL hashes the host/port and | ooks in the data structures
to determne if the host/port is already in use. If in use and not at the
mul tiplex user limt, then the appropriate ISH client identifier, donain,
15 client process identifier, client queue, |ISL group and server identifier
.are returned. The user nmultiplex reference count is increnented. |If not
found and an existing | SH can handl e t-H8-connection, then the existing |SH
i s assigned to handl e the request. The appropriate ISH 20 client id,

domai n, cl i ent ispasepleted. déhdreiisan existiagtcannegtion, tie rguiings agdcalledr ver

identifier are,r f no |.SH dl e the connection, then a new
|SH is st artedt S%“@p’b@%ﬂ?ﬂ‘é?%ﬁ?gl—?gl%n identifier, client process
identifier, client THHQSA hdrdleghetWorRighdseicgsage daétléfeiventsaWheleaur ned. 25
CONNECTI ON' MANAGEMENT Connect i on managenent is the pr ocessﬁaé%/ whi ch

enbodi ment s ofenlﬁéomesémcmomarfmr@e@éﬂﬁe@ﬁu'@hgf%'é"ﬁt@é\é’ﬂﬂg Si%i$t s and
the servers, V\Q%%%Heg?cythggfr §€&A(ﬂﬁ§‘|}e°’ques]cgl' félﬂ?Pé?ﬁécf,éﬁqﬂlelu\hlcﬁle/\fdt he

system handl s nections es are current in use. One of
the goal s of t{gthithe @nginahréqueishid and sends s l‘eplwbadm’@rtbbcnhent it is
desired to mnimze the nunber of outbound connections. For this

From the perspective of the ISL

The ISL is invoked on the first invoke on an object reference.

10 The service routine is called to bind the object reference. The
parameters are the host, the port, and the client identifier.

The ISL hashes the host/port and looks in the data structures to
determine if the host/port is already in use. If in use and not at the
multiplex user limit, then the appropriate ISH client identifier, domain,

15 client process identifier, client queue, ISL group and server identifier are
returned.

The user multiplex reference count is incremented.

If not found and an existing ISH can handle the connection, then
the existing ISH is assigned to handle the request. The appropriate ISH

20 client id, domain, client process identifier, client queue, ISL group and
server identifier are returned.

If no ISH can handle the connection, then a new ISH is started.
The appropriate ISH client identifier, client process identifier, client
queue, ISL group and server identifier are returned.

25
CONNECTION MANAGEMENT
Connection management is the process by which embodiments

.of the invention handle connections between the clients and the servers,



5 reason, the system supports bi-directional connections and paired second
connections in order to have an efficient nmechanismto i nvoke on objects
cont ai neavew/hiom7 connected clients. These cases conpri se PORUSME2043i ty oOf
outbound 11 OP traffic. However, there may still be scenarios where
custoners want to invoke on object references not contained in 1o a
currently connected client. This could be object references for foreign
ORB servers; client/servers who connect and di sconnect fromthe native
domai n; or any object reference obtained froma nane server. In order to
support these type of object references, but still provide scalability, the
systemrel ocates these TCP/I P connectidfs fromthe caller process to an 15
| SH. The caller (native client or native server) invokes on the IOR and the
native i nfrast andspedficalylowdthesystarm handessonneations itevallHes FrenotsH  t hen
sends the message to the renote server using the TCP/IP connection.
However, si nce®YHBYY B P connections are no |l onger in the actual caller
process, they are n@neaéfttﬁagbersaéﬂthetméht@ﬂwmwm@nsba@bu@ Ttréfere,( nati ve
client or native server%giem ts. ymmetric_outbound | 1OP connections (not
currently usedithydasiyed kamirimize ﬂ”lﬁ)UIJ@bEéOf erthogpdrrannectiRne f1ardhis nat i ve
client or nati r ieL) | Y. he | ast
cal l er exi tzéo}rleeast%%cgﬁ% SS{)S%% ?E‘@%%nbg%ﬁe?r%oul mﬁ@cgﬁﬁ#haeﬁ% rgpent
al ternatives feecomheginegtidhs m&ydwaeﬁorhewecamtémmedt rhéCRardsmrte atvioka®nar e
described in the follow ng,6 sections. g\éggﬂ%sﬁo 7 PCT/ US01/ 22343, -20
Ref er ence Counppﬁﬁtsawt@@ﬁﬂd’&'m'ﬁr?oﬁﬂe 1en CSPLGASRAGAMRPINS S as
follows: The H‘Eaté Ytg oflou n@rll(ﬂptt#éfﬁc SEEWEer! Hi8E Ny $tieo&BE&tdrios
reference) invo 2R an ob) ect erence.

where customers want to invoke on object references not contained in

10 a currently connected client. This could be object references for foreign
ORB servers; client/servers who connect and disconnect from the native
domain; or any object reference obtained from a name server. In order
to support these type of object references, but still provide scalability, the
system relocates these TCP/IP connections from the caller process to an

15 ISH. The caller (native client or native server) invokes on the IOR and the
native infrastructure is used to send the message to an ISH. The ISH
then sends the message to the remote server using the TCP/IP
connection. However, since these TCP/IP connections are no longer in
the actual caller process, they are not automatically torn down when the

20 caller (native client or native server) exits.

Asymmetric outbound IIOP connections (not currently used by any
callers) should be torn down if the caller (native client or native server)
exits. This could be immediately after the last caller exits or it could be
after some timeout period. The different alternatives for managing

25 asymmetric outbound IIOP connections are described in the following

sections.



5 On the first invoke, the ORB nakes a call to the BIND service in the
ISL. An entry for this host/port is added to the shared nenory. An entry
for the ivdent/idier of the user (native client identifierPOT/UR@2294 server
group/srvid) is added to the shared nenory. The ISL returns a connection
identifier (maps to the 10 host/port entry in the shared nenory) and the
appropriate client information for an ISH that will contain the TCP/IP
connection to the renote server. The ORB uses the client information to
send the nmessage to the appropriate ISH The |ISH uses the connection
identifier to 15 determ ne which outbound HOP connection to use. The
native client or native server continug-to perform invokes on the object
reference. , Each invoke results in a nessage sent to the ISH |If another
native client RefetenserCauntibgend Validatior of bse's 20 t he sanme host/port,

the BIND service wib ﬁtern t he agsrre fo%onnectlon identifier and the sane
client information A8IStFLIRRING WO[ISFS IOJRWS, of er ence count of the host/ port

entry will be .incrementgge AdtiDIcli¥nt oF ddivel s&mbt f(usér of thbeolsieeiond user
(native client or native server) is added to the shared nenory. 25

Event ual | y, t he 'fi r mfemntes svwokas @searsobjeckeaferenge. obj ect reference. The

first user | ease resul 3 *}r«‘]‘ﬂﬁ%ﬁh}&é‘@ 5%41@&%\@1'%3 §?a‘ﬂ't6emevw§|ﬁb

decrenents t e reference entry renoves th

identifier of the ugeticeOn tH‘eﬁISE.CAﬁdeMpror\/ﬁlsDwa&ir'i’ i£Q0deadd/ he343 -21
rel ease, the reference count of the host/lport entr decre nted to

zero. The |SL renpv&baiadeMesReNpdyt ealry (O #h%iﬂqnﬁgggﬁgﬁ pative

clientidentifier or native server group/srvid) is added to the shared
memory. The ISL returns a connection identifier (maps to the

10 host/port entry in the shared memory) and the appropriate client
information for an ISH that will contain the TCP/IP connection to
the remote server.

. The ORB uses the client information to send the message
to the appropriate ISH. The ISH uses the connection identifier to

15 determine which outbound IIOP connection to use.

. The native client or native server continues to perform
invokes on the object reference. Each invoke results in a
message sént to the ISH.

. If another native client invokes on an object reference with

20 the same host/port, the BIND service will return the same
connection identifier and the same client information as the first
user. The reference count of the host/port entry will be
incremented. An entry for the identifier of the second user (native
client or native server) is added to the shared memory.

25 Eventually, the first and second users release the object
reference. The first user release results in a call to the UNBIND
service, which decrements the reference count of host/port entry

and removes the identifier of the user. On the second user



and marks the connection entry (different fromhost/port entry) as 5
closing in the shared nenory. The |ISH cl oses the connection when it sees
that thewa@onm®eti on entry in the shared nenory is nmarkedre@wusdieas. |t
mar ks the connection entry as unused. This is the case where the user exits
normal |y and rel eases object |o references. Qher cases include the user
exitingw thout releasing object references and the user abnormally
exiting. In order to ensure that connections are rel eased when no | onger
needed, this alternative uses validation, in which the ISL validates the
i dentifier of users of the connection; stores the id' s in the shared
menory; checks to see if a 15 server i<li-nactive; and if on the | ocal
machine, the ISL will conpare a tinestanp to see if the native client is
still active; or useslease dhé raferencalcodatef the hast/part eningistdecrementednot on
the sane machine as the ISL. Asymretric Qut bound Connection Tineout with
No Unbind 20 This alternative works as follows: The native client or

native server {Jisen ThetlBg MG&s theeit/poeeIntiyniroketheharad aldmoty
reference. On the first invoke, the ORB calls the BIND service_in the

ISL. An entry @od maiks Heseppaestions @tﬂ‘&i’é‘c(dﬂ'ffﬁr?mefré?ﬁhrh@ét/ﬁ%wry) a5 The | SL
returns a cogzg&ém%tquﬁg{%bpéoehe%gs to the host/port entry in the shared

menory plus _ géneration/tinmestanp field) and the appropriate
client information WO 02Th@9ISH RITgadStHY 28AA8ctior?2 vtferr itasedsSthaththie wi | |
contain the TCP/IP connection to the renote server. The ORB uses the
client information EENRRGHPN RNHPLEgsbared memory is marked as closed.

. It marks the connection entry as unused.
This is the case where the user exits normally and releases object
10 references. Other cases include the user exitingwithout releasing object
references and the user abnormally exiting. In order fo ensure that
connections are released when no longer needed, this alternative uses
validation, in which the ISL validates the identifier of users of the
connection; stores the id’s in the shared memory; checks to see if a
15 server is inactive; and if on the local machine, the ISL will compare a
timestamp to see if the native client is still active; or uses a call to

validate a native client that is not on the same machine as the ISL.

Asymmetric Outbound Connection Timeout with No Unbind
20 This alternative works as follows:
. The native client or native server (user of the object
reference) invokes on an object reference.
. On the first invoke, the ORB calls the BIND service in the
ISL. An entry for this host/port is added to the shared memory.
25 The ISL returns a connection identifier (maps to the host/port
' entry in the shared memory plus an additional
generation/timestamp field) and the appropriate clientinformation



to the appropriate ISH The | SH uses the connection identifier to 5

det erm ne whi ch out bound HOP socket to use. |If the connection identifier is
no | ongewoati1due to connection tineout), then an errBETUSOWRB48 ned.
The native client or native server continues to perform invokes on the

obj ect reference. Each invoke results in a 10 nessage sent to the ISH If
anot her native client invokes on an object reference with the sane
host/port, the BIND service will return the sane connection identifier and

the same client information as the first 1invoke. No reference counting
will be perfornmed on the host/port 15 entry. Eventually, the first and
second users rel ease the object refer&dce. No.unbind service is called.
The connection stays up. On each invoke, the | SH updates an activity
timestanp field in {20 aghi@tethatmitbegntatsy thehECRARmarnestion ththe tespiear ~ basi s,
the ISL wll tineggé %Fe connection if no activity takes place within a
user specified ti 'B ‘iod. The ISL will mark the connection as cl osed and

renove the host/port enThy ORBaséSthadlient tifeteativicio ddme the mesaigen when it
sees the connection has been nmarked _as closed. It nmarks the gonnection

entry as 25 unused. {gtherpprierriaie &$Hahhe boin si6ep dhe aprnestionoidgptifierdpease
ney f , _ ; . eres
obj ect re qsrfalnces d%ﬁ?ﬁlt@&\&ﬂfbﬁﬁéﬂﬁﬁ%@llwﬁé a%g)(o HQeﬁ?tH&?(%}rﬂ;{%rt{bh IS

active. It w be torn as no en active especified
tinme period. An objdestifieeiteoe furgemeylic (due tdeorwsdtidn timeouipthersad wi t hin

t he specified WO 02/10917 PCT/ US01/22343 -23 tinmeout period. In this case,
the connection wil|HeriSJeHAgdn and the host/port entry removed. The | SH

will receive the request hyaldifat Qihb®r native server continues to perform

invokes on the object reference. Each invoke results in a
10 message sent to the ISH.

. If another native client invokes on an object reference with
the same host/port, the BIND service will return the same
connection identifier and the same client information as the first
invoke. No reference counting will be performed on the host/port

15 entry.
. Eventually, the first and second users release the object

reference. No unbind service is called. The connection stays up.

On each invoke, the ISH updates an activity timestamp field in

20 shared memory for the connection. On a regular basis, the ISL will
timeout the connection if no activity takes place within a user specified
time period. The ISL will mark the conneption as closed and remove the
host/port entry. The ISH will disconnect the connection when it sees the
connection has been marked as closed. It marks the connection entry as

25 unused.if the users of an connection die or do not release object
references, then the connection will stay up as long as it is active. It will

be torn down when it has not been active fdr thespecified time period.

An object reference may still be valid, but not used within the specified



connection id, and return an error. This error will cause the ORB to
rebi nd the object reference. This will involve a call to the ISL BIND 5
servi ce amaoamexi sting connection may be used or a new chPONESM/2843 may be
created. This rebind should not be visible to the user. Reference Count

wi th Asymmetric Qutbound Connection Tineout This is a conbination of
alternative | and 2. The nmain difference 1o is that connections are torn
down as soon as no one is using them This alternative works as foll ows:
The native client or native server (user of the object reference) invokes
on an object reference. On the first invoke, the ORB calls the BIND
service in the 15 I1SL. An entry for t+BBs host/port is added to the shared

menory. The ISL returns a connection identifier (maps to the host/port
entry in the sfraeedt pening.yinghiscase, tdconogeion \gélri@e mrncdﬂwn aadtthép fiel d)

and the appro e ISHid and cl or mat | wi ||

contain the T%Wﬁ O&ﬂﬁ@éf?@?\vq(gf ‘%t‘_h(\ém 'é‘?ﬁ?fvf gpegt ﬁ@a—é(%gﬁ ses the
| SH id and cligsHndcibRi@BAENEMefufn %ﬁmérrbhefrmmmwmt@aaébetr@mrtoate | SH.
The 1 SH uses the connection identifier to determ ne which outbound Il OP

connection to febind the objest cefienenad. obhis dhtinyole 3 sathdoitbadst BENPd (due to
Connect Lon, o7 Sl EBCih an SRR Bld i b Rd o Bl BEUBURH. L0
i nvoke resul t smag bz creatskRJaissrebind shddie nobbe v\Mbl@&bllﬁ)@mzePCT / US01/ 22343
-24 | f another native client invokes on an object reference with
Reference Count with Asymmetric Outbound Connection Timeout
This is a combination of alternative 1 and 2. The main difference
10 is that connections are torn down as soon as no one is using them.
This alternative works as foliows:
. The native client or native server (user of the object
reference) invokes on an object reference.
On the first invoke, the ORB calls the BIND service in the
15 ISL. An entry for this host/port is added to the shared memory.

The ISL returns a connection identifier (maps to the host/port

entry in the shared memory plus an additional

generation/timestamp field) and the appropriate ISH id and client

information for an ISH that will contain the TCP/IP connection to
20 the remote server.

. The ORB uses the ISH id and client information to send the
message to the appropriate ISH. The ISH uses the connection
identifier to determine which outbound [IOP connection to use. If
the connection identifier is no longer valid (due to connection

25 timeout), then an error is returned.

. The native client or native server continues to perform
invokes on the object reference. Each invoke results in a
message sent to the ISH.



the sane host/port, the BIND service will return the sanme connection
identifier and the sanme client information as the first invoke. The

ref erencavaoundiof the host/port entry will be 5 increneprCPdSOU/BISNt ual |y,
the first and second users rel ease the object reference. The first user
rel ease results in a call to the UNBIND service. It decrenents the
reference count of host/port entry. On the second user release, the
reference count of the host/port 10 entry is decrenented to zero. The I SL
removes the host/port entry fromthe shared nmenory and marks the
connection as closing in the shared nenory. The |ISH cl oses the connection
when it sees that the connection entrg4in the shared nenory is nmarked as
closed. 15 It marks the connection entry as unused. |f the users of an
connection die or do notlf aeoibaseatbr dient invekes eneaLbietspfereRCMithect i on

wll stay up as | Ontﬂg‘gg%mpl bgsﬂféﬁ Ve IBII f&NAgg \fglﬂrlrétﬁir‘é‘? hdgfimdt has not

been active for the e peri o ect erence may still

be valid, but not ussmhestibhiideritiier apethé samhe ¢Iietmémfbrrpamorods thenfitshi s case,
t he connection will be torn down and the H)g é_@pgrt enr&’ renn“ed On a
subsequent invoke, ifMeke.sSHhgi raference; gaunt q 9§Vp° ntpa il Re

connecti on |dent|f|ﬁ "?'Qq cfeturn an error. This error vaI cause the ORB
to rebind tRe objec eference. This will involve 25 a cal | to the ISL BIND
servi ce and ar exi sting Ewentaally, dine fiest drel ss@xhd wsera raleasedheobidatn nay be

PCT] US01/ 22343 - 29ToEDF% ARAITRasrrRegase resulls™R & S8l to e NN
service. It decrements the reference count of host/port entry. On
the second user release, the reference count of the host/port

10 entry is decremented to zero. The ISL removes the host/port entry
from the shared memory and marks the connection as closing in
the shared memory.

. The ISH closes the connection when it sees that the
connection entry in the shared memory is marked as closed.

15 o It marks the connection entry as unused.

If the users of an connection die or do not release object
references, then the connection will stay up as long as it is active. It will
be torn down when it has not been active for the specified time period.

20 An object reference may still be valid, but not used within the specified
timeout period. In this case, the connection will be torn down and the
host/port entry removed. On a subsequent invoke, the ISH will receive
the request, validate the connection identifier, and return an error. This
error will cause the ORB to rebind the object reference. This will involve

25 a call to the ISL BIND service and an existing connection may be used
or a new connection may be created. This rebind should not be visible

to the user.



Use of Bi-directional Connections for Callout In sone scenarios a client
may connect, create a persistent subscription to an event, and then

di sconnesw@ot/tom t he 1 SH When the 5 client reconnects tPCEUSHEA43It then
expects to receive events for that persistent subscription. In one

enbodi ment of the invention, the ISL knows about current bi-directional
connections and then uses theminstead of creating a separate connection
to the host/port in the IOR Notifying the ISL of 10 bi-directional
connections allows for the optimal use of resources. The ISH notifies the
| SL of the bi-directional information. This requires |locking of the shared
menory or extra nessages on connection-&beation and deletion. 15 Cient

Di sconnection In this scenario, illustrated in Figure 13, the client has

di sconnect ed f rARDIHONBIEEATURESI s still |istening at the same host and

port. The obje refer.epce contains the clie i nformation of the

di sconnect ed ﬁ%ﬁﬁ%?ﬁ%@%%ﬁ%m t?d'orl?ﬁal %usvmavai | abl e 20 service,
the infrastructure whlsomhetsidhafitses dient Tey SBFnddt) lcréiBdh edrbistenter r or

and rebind 304 the ob{ ect reference. An ISHW Il be selected to create a

new connecti on subscriptiertmar eventy and therl dissenaects dom Hie St Woen thel | be

rorory. They > oED Hapcilys g P31 e TPneP B BeR = dPntp JUHERT o
the life of thsorkiSterir@bbérptioptis. If an | SL dies and restarts, it wll

reattach to the WD 02/ 10917 PCT/ USO01/ 22343 -26 shared nenpry and will be
abl e to recover any §rafeemnhagimeant optheinvention, the ISL knows abodt current

bi-directional connections and then uses them instead of creating a
separate connection to the host/port in the 1OR. Notifying the ISL of
10 bi-directional connections allows for the optimal use of resources. The
ISH notifies the ISL of the bi-directional information. This requires locking
of the shared memory or exira messages on connection creation and

deletion.

15 Client Disconnection
In this scenario, illustrated in Figure 13, the client has
disconnected from the domain, but is still listening at the same host and
port. The object reference contains the client information of the
disconnected client. When the ORB invokes upon an unavailable
20 service, the infrastructure will return an error. The ORB will handle this
error and rebind 304 the object reference. An ISH will be selected to
create a new connection to the remote server, and the client information

will be updated.

25 Data Design
The ISL and ISH each have data that they keep in memory. They
also share memory for items that need to be persistent across the life of
the ISL and its ISHs. If an ISL dies and restarts, it will reattach to the



saved in that shared nenory. Shared Menory 5 The | SL shares nenory with the
ISHs that it controls. If asymetric outbound HOP is enabl ed, then

addi ti onavosyowions will be present in the shared nenoryPCEUR@/22343 S
menory is used by the ISL to do appropriate concentration and | oad

bal ancing and is used by the ISH to keep track of which connections it
needs to create. The ISL is the |o primary witer of the shared nenory.

| SH Failure The I SH has to keep information around that does not need to be
in shared menory. Anong the information that does not need to be 15 shared
is areas for holding informati on about the current request, areas to map
request ids to clients (server). The | SE6rs responsible for restarting an
| SH. When it restarts the ISH it will clear out the old shared nenory
slots for the defwmted Sremmody enduwitl béable e re@weridrly slatendtat has bemat 1SL' s

shared menory. 20 If. glpcl ihent i nvokes on an object reference bound to the
| SH that fail e%ﬁvegrln ?to§ EWB‘P MYOLL. The caller will rebind, and an | SH

will be selected to performthe invoke. This could be the restarted | SH or
another ISH 25 ISL Failure The ISL will eventually restart if the system
adni ni strat or sPharesiMemory t h recormended settings. |If an object code was

i nvoki ng the _ servi 0 sel.ect.ed er.ver a
alternative 1°sL Wi | fﬁﬁ\ﬁ)qggl ?@%rf’r% b@ﬁéﬁo%@z &Iép‘g?ﬁ}% @e‘foentct{a)i%. Ff t he
obj ect code wasasymv@lsiritgolitbeuse\OR & endblee) grihestiditiénalsictiens Wilkbet he
systemreturns an error to the client. Wen the |ISL |

present in the shared memory table. This memory is used by the ISL to

do appropriate concentration and load balancing and is used by the ISH

to keep track of which connections it needs to create. The ISL is the

10 primary writer of the shared memory.

ISH Failure
The ISH has to keep information around that does not need to be
in shared memory. Among the information that does not need to be

15 shared is areas for holding information about the current request, areas
to map request ids to clients (server). The ISL is responsible for
restarting an ISH. When it restarts the ISH, it will clear out the old shared
.memory slots for the dead ISH and ensure that the ISH will connect to
that ISL's shared memory.

20 If a client invokes on an object reference bound to the ISH that
failed, an error will eccur. The caller will rebind, and an ISH will be
selected to perform the invoke. This could be the restarted ISH or
another ISH.

25 ISL Failure
The ISL will eventually restart if the sYstem administrator started
it with recommended settings. If an object code was invoking the
service, but has not yet selected the server, then an alternative ISL will



eventual ly restarts it will reconnect to the shared nenory. 5 Native Cient
(or server acting as a client) Failure The ISL will periodically scan the
i st of owdbmurd’ connections. If a connection has not beraT/@sti/22e43i n t he
ti meout period specified, then the corresponding entry will be freed and

t he out bound connection disconnected. This will ensure that outbound
connections created by 1o native clients or servers will always be torn
down if the native client or server fails. Garbage Coll ection There are
"events" that can cause sone portion of shared 15 nmenory to be cl eaned up:
Renote server fails. The ISHw Il return an error to the client (or
clients if multiple clients were usi ng -2he connection). Wen the client
exits and the ISL is notified it will clean out the appropriate host and

port slot and appselpetest &f theobjact cadewas invokingdheiservieg and selectegitheeal i zes

cor reepondi ng. (TS WA TEeophLfty TherehdrdfY, dfpaTh BheE T

closing. On thee\n#ﬁ@alaﬁ RS it Yl RIcoAned tblthdeharidimaesbriyo the caller, and
the ORB will 25 rebind the object reference. A new connection wll be

created and the invoke will occur.. The ISH dies. The ISL restarts the

ISH On the X e, an error wll
occur. The c l@?ﬁwﬁfﬁ\%‘@&%@{ﬁ%gﬁhﬁg%ﬁf@&ﬂ&% rebind and an | SH
wi || be sel ected to Ples (SI will periddivallyescanltre liskofsdutbgumdtonrections. ifhe | SH
will remain in the shared rrermrg. On | . . .

a connection has not been active in the timeout period specified, then

the corresponding entry will be freed and the outbound connection

disconnected. This will ensure that outbound connections created by

10 native clients or servers will always be torn down if the native client or

server fails.

Garbage Collection

There are "events" that can cause some portion of shared
15 memory to be cleanéd up:

. Remote server fails. The ISH will return an error to the
client (or clients if multiple clients were using the connection).
When the client exits and the ISL is notified it will clean out the
appropriate host and port slot and appropriate client identifier

20 slot(s).

. The ISH realizes that a connection has exceeded the
timeout set by the administrator. The éorresponding entry will be
freed and the socket will be marked as closing. On the next
invoke, an error will be returned to the caller, and the ORB will

25 rebind the object reference. A new connection will be created and
the invoke will occur.

. The ISH dies. The ISL restarts the ISH. On the next invoke

on that bound object reference, an error will occur. The caller will



the first invoke, the restarted ISHw |l connect to the renote server. 5
The ISL dies. At restart tinme, it checks all ISHs and cleans up entries
for any v8blo2/hmt7 has died. The ISL is shutdown. The | SL Bensoighatsdown
messages to the ISH The ISL renoves the shared nenory. The nachi ne
crashes and ISL and all the ISHs die at the 10 sane tine. The shared
menory di sappears. Ot her features, aspects and objects of the invention can
be obtained froma review of the figures and the clains. It is to be

under stood that other enbodi nents of the invention can be devel oped 15 and
fall within the spirit and scope of the invention and clains. | NDUSTRI AL
APPLI CABI LI TY The invention has particuk&f use in the field of

bj ect-Oriented systens, and specifically CORBA-conpliant systems where n
clients 20 may invokbingdpband mansksH aiilk beBelkeiad It parfarmathg ihvokeuihe n x m

nunber of connections.to handl e t requests. _The . in i ribed
allows there to be %ﬁftﬂpgrﬁ Bﬁﬁ&r{}ﬁ%ﬁﬁaﬂﬁfﬂga'gémh?gﬁﬁ%egoﬁggﬁéﬁﬁfq)@antIy
reduces resource rggdifirlsfpiicked e abstawadsISH atlil | ddrnecil i@ th&reRioten
further allows for nultiple intelligent nmaster concentrator processes, to

tackle 25 concentr &¥€failure and offer dynam c scalability. WO 02/10917
i stribut ed dbj'ect enviroieite pise AfieBaTEimect chpo AVEHREAFLIRE 1! O,
to invoke upon a reny ensiesver asgSH tieat hasadipd) si ng:
. The ISL is shutdown. The ISL sends shutdown messages
to the ISH. The ISL removes the shared memory.
. The machine crashes and ISL and all the ISHs die at the

10 same time. The shared memory disappears.

Other features, aspects and objects of the invention can be
obtained from a review of the figures and the claims. It is to be
understood that other embodiments of the invention can be developed

15 and fall within the spirit and scope of the invention and claims.

INDUSTRIAL APPLICABILITY ,
The invention has particular use in the field of Object-Oriented
systems, and specifically CORBA-compliant systems where n clients
20 may invoke upon m servers. Typically this would require n x m number
of connections to handle the requests. The invention described allows
there to be only m connections on the server which significantly reduces
resource requirements and alldws scalability. The invention further allows
for multiple intelligent master concentrator processes, to tackle

25 concentrator failure and offer dynamic scalability.



a concentrator, which binds a request fromthe client application
i nvoke upon the renote service, identifies the renote server, and
connect s wae2/ol9itent to that renote server. 10 2. The systpraT/@R01¢I23d3m 1
wherein the concentrator further conprises: at |east one connectio
handl er, which handles the connection fromthe client to the serve

a |listener whi

ch determ nes which connection handler to use to 15
the connection. 3. The systemof claim2 wherein the |istener and
connection handler comunicate via a shared nenory. 20 4. The syst

n the shared nenory conprises a |ist of currently co

cl ai m 3 wher ei

servers, and the connection handl er

to
oper ably

n
r; and,
handl e

em of
nnect ed

han@®t ng each connection. 5. The

system of claim2 wherein the concentrator conprises a 25 plurality of
connecti on handllaies 6. The systemof claim5 wherein the |istener

det er m nes whi
shared nenory.

%gonqe.ctéfpn_handl er to use based on the entries in
B ABGCF BCT/ US01/ 22343 -30 7. A nethod for use

di stributed object environment for allowing a local client applica

i nvoke upon a

renote service on a renote server, conprising: bindi

t he
in a
tion to
ng a

request from tHe clifksysteppiareaeina disfibuiasohigeirenvirenment orAllovwirg vi ce;

identifying the

5 G, S B9 o RTERE] o SRS b, 0 (et

renote serve

10

15

20

25

comprising:
a concentrator, which binds a request from the client application
to invoke upon the remote service, identifies the remote server, and

operably connects the client to that remote server.

2. The system of claim 1 wherein the concentrator further comprises:
at least one connection handier, which handles the connection
from the client to the server; and,
a listener which determines which connection handler to use to

handle the connection.

3. The system of claim 2 wherein the listener and connection handler

-communicate via a shared memory.

4, The system of claim 3 wherein the shared memory comprises a
list of currently connected servers, and the connection handler handling

each connection.

5. The system of claim 2 wherein the concentrator comprises a

plurality of connection handlers.

6. The system of claim 5 wherein the listener determines which

connection handler to use based on the entries in the shared memory.



10 8. The nmethod of claim7 further conprising: referencing a shared nenory
space to see if the renpte server is currently connected to a connection
handl er. V@0 oFhw1met hod of claim8 further conprising: 15 PETARE /28430t €
server is not currently connected to a connection handler, then connecting
the renote server to a connection handl er and wupdating the shared nenory.
10. The nmethod of claim9 wherein the step of updating the shared 20
menory conprises updating a list of currently connected servers, and the
connection handl er handling each connection. 11. The method of claim?7
wherein one of multiple connection handlers may be used to handl e the
connection. 25 12. The nethod of clai m3a-further conprising the step of:
det erm ni ng whi ch connection handl er should handle the connection by

ref erenci ng t hd.ent rA aethed idraiseliaaatistibuindyobjee awircogent frellosing 22343
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conprising: a GRpesNE6RIpAEBingf or bi nding an invoke request froma client 5
application upon the renote service, said concentrator further including a
plurality of connecthiodingantgaiest fropr theapigntapRlisatien ivekinoweon then t he
client to th§ igl:nv% se i'%(JL.StenerV\/ni ch determ nes a particul ar connection
handl er of sai [9 ural1ty of connection handlers to handl e the connection;
and, 10 a shared nergeptiffiog thé rembtegserwamarnd;at i on bet ween sai d

operably connecting the client to that remote server through a

connection handler.

10 8. The method of claim 7 further comprising:
referencing a shared memory space to see if the remote server is

currently connected to a connection handler.

9. The method of claim 8 further comprising:
15 if the remote server is not currently connected to a connection
handler, then connecting the remote server to a connection handler and

updating the shared memory.

10. The method of claim 9 wherein the step of updating the shared
20 memory comprises updating a list of currently connected servers, and

the connection handler handling each connection.

11. The method of claim 7 wherein one of multiple connection
handlers may be used to handle the connection.
25
12.  The method of claim 11 further comprising the step of:
determining which connection handler should handle the

connection by referencing the entries in the shared memory.



| i stener and said plurality of connection handlers,

including a list of currently connected servers, and the connection

handl er Wamd}/iaeg7 each connecti on.

sai d shared nenory

| ocal client application perfornms the steps of: determ ning, at object
time, whether the object reference is renote, and if so
initializing the ORB with client information fromthe object reference;

ref erence bind

if a bind flag

is present binding the service and storing returned

client information and |istener information in said shared nenory;

bind flag is not present storing client

searching wthi
i nvoki ng upon i

unbi nd the service

1S& \/I\DgZII(?. . P
clai m 13 wher eith '@ €0 r?eocF}'PBHOVHa

a nessage from
client context

the HOP request, and cepregiratgrt fr bioding: @ie §ivokpdreguest drami 4

n said shared nenory for3&-client identifier and. 25

| SH
if a

t; and, when the connept_i on is torn (_jovvn sear chi ng wi t hin
sai d shared netibry A eystemefoappe apai distebutedrghjectrenvironmpnd dorallomting t o
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1 yage queue; 5 switching the handler to either

of

a

15 14. The system of cl BEMUSB/22843r ei n t he

20

information in said shared nenory;

ViGacei vi ng

or a handler context based on the client; maki [}g a copy of

ieng:

placing the Leanestafth fpbf fle AnGHIB Bl EEALEHtof RbHEPirtiudif Cont ext
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15

20

25

a plurality of connection handlers, for handling the connection
from the client to the server;

alistener which determines a particular connection handler of said
plurality of connection handlers to handle the connection; and,

a shared memory for allowing communication between said
listener and said plurality of connection handlers, said shared memory
including a list of currently connected servers, and the connection

handler handling each connection.

14. The system of claim 13 wherein the local client application
performs the steps of:

determining, at object reference bind time, whether the object
reference is remote, and if so initializing the ORB with client information
from the object reference;

if a bind flag is present binding the service and storing returned
ISH client information and listener information in said shared memory;

if a bind flag is not present storing client information in said shared
memory;

searching within said shared memory for a client identifier and
invoking upon it; and,

when the connection is torn down searching within said shared
memory for the appropriate entry, and using said entry to unbind the

service.



if the context is a client context, and if paired second connection and

t he connecti on does not yet exist, then creating one, and sending the Il1OP
request twoohieoetient; if the context is the handl er contPT/USuUg2B4p a
connection index to 15 determ ne the outbound connection, and if one does
not exist then creating one, and sending the I1OP request to the client;
and, when a reply cones back froma connection, searching the |ist of

out standi ng requests forthe correspondi ng request, replacing the unique id
with the original request id, and sending the reply back to the client. 20
16. The systemi of claim 13 wherein said |listener perforns the steps of:
calling a service routine to bind the eB3ect reference, together with

host, port, and client identifier paranmeters; 25 searching within the
shared nmenory to determne if the host/port is already in use;

incrementing a user | tiplex . reference count: VWO 02/10917 P /22343
-33 if an exi stﬁﬁg yéferegﬁclﬁgﬂaﬁgvﬂqg@ng@%%qegﬁsm ﬁ@ﬂ[eégéﬁéﬁﬁ%}g t he
exi sting handl e k@ppasrdl e the request; and, if no existing handler can

handl e the connection, then starti n%_ a new handler. 5 17. The system of
cl ai m 13 wherei n t héeegivisgta mesgage divoen tie mesaage dUSEd+ client a Java
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based on the client;
making a copy of the lIOP request, and replacing the [IOP request
id with a unique id;
placing the request on a list of outstanding requests for this
10 context;
if the context is a client context, and if paired second connection
and the connection does not yet exist, then creating one, and sending
the IIOP request to the client;
if the context is the handler context, using a connection index to
15 determine the outbound connection, and if one does not exist then
creating one, and sending the IIOP request to the client; and,
when a reply comes back from a cohhection, searching the list of
outstanding requests forthe corresponding request, replacing the unique

id with the original request id, and sending the reply back to the client.

20
16.  The system of claim 13 wherein said listener performs the steps
of:
calling a service routine to bind the object reference, together with
host, port, and client identifier parameters;
25 searching within the shared memory to determine if the host/port

is already in use;

incrementing a user multiplex reference count;



a native server, a native client registered for events, or a non-native
CORBA- conpl iant ORB server. 19. A nethod for use in a distributed object
envi ronmewo of/o91al l owi ng 15 a local client application tpCT/HS@kR343pon a
renote server service, conprising: providing a plurality of connection
handl ers, for handling the connection fromthe client to the server;
determning, at a listener, which particular connection handler of 20 said
plurality of connection handlers to handl e the connection; and, binding a
request fromthe client application invoking upon the renote service, said
step of binding includes; identifying the renote server, and, operably
connecting the clientto that renote ser®erthrough 25 said particular
connection handler. 20. The nethod of claim 19 wherein said |ocal client
appl i cation perf or ifsan k¥istindihendlesicap thapdiethe canreztionothenmEssiand/ 22343

-34 determnin at. ohj ec f.er I {] et her the object
reference is rg%ggls(ﬂah%q&pfe?&&h%ﬂﬁﬁ%ﬁp??ggé hgn with client information
fromthe object reféfmpesisting hanbieheahlhatdiestny esemictibhnthiengstaitiagser vi ce
and storing returned 5 ISH client information and listener information in
sai d shared nemswhandler.a pbind flag is not present storing client
information i.n said shared nenory; searching within said shared nenory for
a client identifier and invoking upon it; and, 10 when the connection is
torn down sear ciffi, ng Wie $ystemedfcclasihat @vherein the client is any one of a native

C++ client a Java client, a notification service, or a native server acting

as a client.

10 18.  The system of claim 13 wherein the remote server is any one of
a native server, a native client registered for events, or a non-native
CORBA-compliant ORB server.

19. A method for use in a distributed object environment for allowing
15 a local client application to invoke upon a remote server service,
comprising:
providing a plurality of connection handlers, for handling the
connection from the client to the server, '
determining, at a listener, which particular connection handler of
20 said plurality of connection handlers to handle the connection; and,
binding a request from the client application invoking upon the
remote service, said step of binding includes;
identifying the remote server, and,
operably connecting the client to that remote server through

25 said particular connection handler.

20. The method of claim 19 wherein said local client application

performs the additional steps of:



menory for the appropriate entry, and using said entry to unbind the
service. 21. The nethod of claim 19 wherein said connection handl er

per f or rs wQB2/1t9¢7 addi ti onal steps of: receiving a nessageP€TomRtes3nessage
gueue; switching the handlerto either a client context or a handl er context
based on the client; making a copy of the I 10OP request, and replacing the
| 10OP request 20 id with a unique id; placing the request on a list of

out standi ng requests for this context; if the context is a client context,
and if paired second connection and the connection does not yet exist,

t hen. creating one, and sending 25 the HOP request to the client; if the
context is the handler context, using a34connection index to determne the
out bound connection, and if one does not exist then creating one, and

sending the |1 0P regetermining: laé objectmeferenes bind time: vdetherdheusiect 2343
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out st andi ng re(ﬁ% ESS B %ﬁl?t%’oqchrﬂ gﬁémgdﬂﬁe@?éﬁ@p %@f‘@dt”@ourﬁ ique id
with the origi Wmtmdﬁj%ht teteremad; sending the reply back to the client. 5
22. The nethod of claim 19 wherein said |istener perforns the adcatlonal

steps of: cal ling aifs@bindlag isupresent %‘”Qinﬂdhﬁrﬁrﬁ'ﬁ?@@@ $tariag EBfUENeq oget her
wth host, Iéde'ﬁ?ﬂt frofm, dntd%rﬂf Lété rlﬂﬂf fo‘ﬁ.rlﬁ’sa %‘@H.’?ﬁehﬁb iin the
y

shared nenory t CF m A& G port 0is a rea in use;
if a bind flag is not present storing client information in said shared

memory;
searching within said shared memory for a client identifier and
invoking upon it; and,
10 when the connection is torn down searching within said shared
memory for the appropriate entry, and using said entry to unbind the

service.

21.  The method of claim 19 wherein said connection handler performs
15 the additional steps of:
receiving a message from the message queue;
switching the handler to either a client context or a handler context
based on the client;
making a copy of the IIOP request, and replacing the llOP request
20 id with a unique id;
placing the request on a list of outstanding requests for this
context;
if the context is a client context, and if paired second connection
and the connection does not yet exist, then.creating one, and sending
25 the IlOP request to the client; ‘
if the context is the handler context, using a connection index to
determine the outbound connection, and if one does not exist then

creating one, and sending the 1IOP request to the client; and,



incrementing a user multiplex reference count; if an existing handler can
handl e the connection, then assigning the existing handler to handle the
request; va@dz/169i7 no exi sting handl er can handl e t he connePCT/OR)1/12B43n
starting a 15 new handler. 23. The nethod of claim 19 wherein the client
s any one of a native C++ client a Java client, a notification service,
or a native server acting as a client. 20 24. The nmethod of claim 19
wherein the renote server is any one of a native server, a native client
registered for events, or a non-native CORBA-conpliant ORB server.
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when a reply comes back from a connection, searching the list of
outstanding requests for the corresponding request, replacing the unique
id with the original request id, and sending the reply back to the client.

5 22. The method of claim 19 wherein said listener performs the

additional steps of:

calling a service routine to bind the object reference, together with
host, port, and client identifier parameters;

searching within the shared memory to determine if the host/port

10 is already in use;

incrementing a user multiplex reference count;

if an existing handler can handle the connection, then assigning
the existing handler to handle the request; and,

if no existing handler can handle the connection, then starting a

15 new handler.

23.  The method of claim 19 wherein the client is any one of a native
C++ client a Java client, a notification service, or a native server acting
as a client.

20
24.  The method of claim 19 wherein the remote server is any one of
a native server, a native client registered for events, or a non-native
CORBA-compliant ORB server.



