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comuni cation systens, and nore specifically to intelligent routing of

I nternet networks. The Internet is increasingly being used as a nmethod of
transport for communi cation between conpani es and consuners. Performance
bottl enecks have energed over tine, limting the useful ness of the
Internet infrastructure for business critical applications. These

bottl enecks occur at distinct places along the network paths. Each 15

di stinct bottleneck demands a custom solution. The "last mle" bottl eneck
has received the nost attention over the past few years and can be defined
as bandw dth which connects end users to the Internet. Solutions such as
xDSL and Cabl e Internet access have energed to dramatically inprove | ast
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Intgﬁrnet routi ng and the nost problematic under conventional approaches to
resol ving such 25 bottlenecks. The "mddle mle," or core of the Internet,
i s conposed of |arge backbone networks and "peering points" where these
networ ks are joined together. Peering points have traditionally been
congest ed and under - bui | BAGKGBOLMNDIGE THEINVIBYEION general |y no incentive
for existing backbone network providers to cooperate to alleviate the
congestion that exists. Gven that over 90% of all Internet traffic passes
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15  distinct bottleneck demands a custom solution.

" The “last mile” bottleneck has received the most attention over the past few
years and can be defined as bandwidth which connects end users to the Internet. Solutions
such as xDSL and Cable Internet access have emerged to dramatically improve last mile
performance. The “first mile” bottleneck is the network segment where content is hosted on

20  Web servers. First mile access has improved through the use of more powerful Web servers,
higher speed communications channels between servers and storage, and load balancing
techniques.

The “middle mile,” however, is the last bottleneck to be addressed in the area
of Internet routing and the most problematic under conventional approaches to resolving such

25  bottlenecks. The “middle mile,” or core of the Intemet, is composed of large backbone
networks and “peering points” where these networks are joined together. Peering points have
traditionally been congested and under-built structurally, and there is generally no incentive -
for existing backbone network providers to cooperate to alleviate the congestion that exists.
Given that over 90% of all Internet traffic passes through multiple networks, just increasing

30  core bandwidth and introducing optical peering will not provide adequate solutions to these

problems.



peering points are generally settlenment-free, that is each side pays for
the circuit costs to the peering point but not beyond. There is an

addi ti onawoaess®pt of paid-peering which is a hybrid of tha/utSemissENari os.
A subset of the routing table is sent, yet a "not change"” is incurred for
traffic sent into the paid peering point. 10 Routes received through
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of maintaining service | evel commtnents outside or downstream of” t hose
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system (AS) but provide no service level outside of that system. Thus, the Internet path from
end to end is generally unmanaged with a “best effort” service level, making the Internet
unreliable as a data transport mechanism.
Conventionally, several network providers attempt to improve the general
25  unreliability of the Intemet by using a “Private-NAP” service connecting major service
providers. This solution, however, is incapable of mainfaining service level commitments
outside or downstream of those providers. In addition the common technological approach in
use to select an optimal path is susceptible to multipath (e.g., ECMP) in downstream
providers. The conventicnal technology thus cannot detect or avoid problems in real time, or
30  near real time.
Additionally, the conventional network technology operates on only egress
traffic. The ingress point of the network is difficult to control. These shortcomings prevent

any kind of service level assurance across multiple providers, or end to end on the Internet.



5 traditional approach is real tinme passive analysis of the traffic being
sent and received, utilizing such tools as TCPdunp, and vendors such as
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BRIEF SUMMARY OF THE INVENTION

25 The present invention relates to intelligent routing of data over networked
communication systems, and more specifically to intelligent routing of Internet networks.
The present invention maintains a traffic service level for data communicated by a computer
network having a source. The computer network is electrically connected to at least one of
many networks (e.g., the Internet), where each of the networks includes a number of paths

30  used to, among other things, to transport the data to a destination. At least two of the
networks are electrically coupled at an interconnection point and where the data
communicated flows through the interconnection point. Such networks and interconnection

points might respectively be Autonomous Systems and peering points, for example.



metrics, and selecting an alternate path fromthe other paths between the
source and the destination. The alternate path provides for a traffic
servi ce |woak/osdvat resol ves the service |evel violation fPcarusohelssource to
t he destination. 10 Anot her enbodi nrent of the present invention is a nethod
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router to route the traffic f
associated destination, and forming an aggregate service level from two or more traffic flow

characteristics with the associated destinations. The aggregate service level for the associated
destinations is used to determine an alternate path from the source addresses to the

25  destination addresses. ‘

Yet another embodiment is a system for maintaining a traffic service level of a

traffic flow in which the traffic flows to and flows from a computer network having a source.
The computer network is coupled to at least one of many networks, each of the many
networks includes a number of paths for transporting the traffic to a destination from the

30 source. At least two of the networks are electrically coupled at an interconnection point and
the traffic flows through the interconnection point. The system comprises a passive flow
analyzer configured to receive the traffic flow, a calibrator configured to actively probe one

- or more alternative paths to the destination to determine a subset of alternative paths, a traffic

flow repository coupled between the passive flow analyzer and the calibrator to store
4



5 according to the nodified routing table. The nodified routing table

i ncl udes a changed source address where the changed source address is
associ at ewowiztog9an optim zed i ngress path fromthe desti matrius2/arsd7 an
alternate path to the destination. Yet still another enbodinent is a system
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central traffic flow repository an first regio route server and the
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BRI EF DESCRI P OF THE DRAW NGS O Figure 1Ais a conputer system for
pr dSentregigns afizst tegion calibeggr donfigured teactivelytrabbeonamopmerstaliemative pathoti ment

of the sent..invention: FiLgure | B _shows,.basic subsystens in.the conputer
ayst om Bt SRRGGTY Hedlie s B3} hibaur R 349500 Seipn cAlinsipy 5
gener aldoafgurddl agidiveyfprabd ot Grdhore ABkaETe PRhyRr thie Setinahbetd dfermitia W t h
the present invention; Figure 2 is a sinplified block diagramof a service

| evel rfaspadenbsct ebpltnrmriivedaths, & paial traffisrfisotirapesitory cowmled petwisemtheifinstent i on;
5 Fi gurgoidh bSssfeHoWPhddly A the HcBfa HaAH SHI0L aBwSAIRE:, ltljlegpulsy\ﬁ'gggt TP

pr obe;
20  calibrator and the second calibrator to store information regarding the first subset and the

second subset of alternative paths and the first region and the second region traffic flow, and
a central route server coupled between the central traffic flow repository and the first region
route server and the second region route server to receive a first region routing table and a
second region routing table, respectively. The central route server provides the first route
25  server with a first modified routing table and provides the second route server with a second

modified routing table.

BRIEF DESCRIPTION OF THE DRAWINGS
30
Figure 1A is a computer system for presenting to a user a user interface
suitable to practice an embodiment of the present invention;

Figure 1B shows basic subsystems in the computer system of Figure 1A;



Figure 4Ais a sinplified bl ock diagrama POP according to one enbodi nent;
Figure 4B is a nore detail ed bl ock diagrama POP according to a specific
enbodi menwp ogiogeese 5 depicts a general network using mnultipeatusomissei n
passive analysis is 10 to be applied; Figure 6 is a block diagramof a
passive flow anal yzer according to a specific enbodinent; Figure 7 is a
sinplified tim ngFaguael&ns agentsalizedidiagram née hypidel comgetst negwork Fitgbledo8 i s a
sinmplifi ed‘ﬁﬁgg&?k di agramtof .a network path optim zer according 15 to a
speci fi 8% TRERTIOIVER Y r esent invention; Figure 9 is a detailed bl ock
di agram of a rout @iSRE ¥4 a Hsdphtied bldekidpagi@A Bk 2 k&Hicea6red ifhinAgkr hbcoddiQl ReT
enbodi ment of the present invention, Figure 10 is a sinplified network

di agr amp6peceids esBogimentoithelpeeseirvespomdi ng i ngress path according to
convgntional routig chni.gues: .20 .Figure 11.1s anot.h i iof i .net wor k
di ag?am of egqr essh:bé’trggq%t%ﬂ%pg%ﬂfgégﬁ%gﬁa%m} %%%%@qgggﬁ@e%hﬁ@iﬂﬁgg%o t he
present inventi onFidurg4Ads 3 2inpslified dedokl diggak| 08B dé@ediaptObneterfsudimentf at i on
el enent according _to yet another enbodi nent of the present invention;
Figure 13 is a bl SégurefBds amoss defailsdshlach disg@m P ARIGECUIHIE tarspecHed wor ki ng
25 chang&%éﬁ%@l{.di ng to still yet another enbodi ment of the present

i nvention; Figure 14 is a block diagramof a systemused to nake w de area
networ ki ng chang@sguae 6 deplic3g delerahnetlvoel isilig maltpatiodherein passiv@atadysiHisi s a
bl ock diagram of a nulti-regional system operating according to the
pred@nt 19 bRaRlicdn: 30 Figure 16 is the bl ock diagram of Figure 15
illustrating one {@ﬁrp at i, .. ] ck

di agram of Fi gur e% I F?{Jésﬂtﬂrgg% P%g’aggéﬁgfs%%% %{ag)&gﬂes%c%gdéh%}ot 0 g?igitgi on; 6
WO 02/ 08#Bbdinte@®/ US02/ 11357 Figure 18 is the bl ock diagram of Figure 15
illustrating yet apother exenplary .method of eration; Figure 19 is the
bl ock di agr am of %F%’tﬁ‘?zlsl%mm 1@@%&’&% aﬁ@fn%ﬁch%m’é%gﬂﬁworgﬁ%%ﬁﬁ%“} met hod

of operation; Figure 8 is a simplified block diagram of a network path optimizer according

15 to aspecific embodiment of the present invention;
Figure 9 is a detailed block diagram of a route server using a route modulator
according to another embodiment of the present invention;
Figure 10 is a simplified network diagram of egress paths and a corresponding
ingress path according to conventional routing techniques;
20 Figure 11 is another simplified network diagram of egress paths and
corresponding ingress paths according to the present invention; )
Figure 12 is a detailed block diagram of a configuration element according to
yet another embodiment of the present invention;
Figure 13 is a block diagram of a system used to make wide area networking
25  changes according to still yet another embodiment of the present invention;
Figure 14 is a block diagram of a system used to make wide area networking
changes according to an alternative embodiment;
Figure 15 is a block diagram of a multi-regional system operating according to
the present invention;
30 Figure 16 is the block diagram of Figure 15 illustrating one exemplary method
of operation;
Figure 17 is the block diagram of Figure 15 illustrating another exemplary

method of operation;



5 Figure 20 is a detailed block diagramof an exenplary controller
according to the present invention; and Figure 21 is a block diagram

i Il ustratwog2obesuse of a traffic classification engine &cxarsde/mst he
present invention. 10 DETAI LED DESCRI PTI ON OF THE SPECI FI C EMBODI MENTS

Det ai | ed descriptions of the enbodi ments are provided herein. It is to be
under st ood, howevEigura ks thheloglh disgram ofiigwreildnllnsixating yetrdyothice exednmplamyr i ous
forns. er, re, .specific details disclosed herein are not to be

i nt erprét%%%HaOf%{’%?ng r|1’ng, but rather as a basis for the clains and as a
representative baBigard ¥ is tieaslbE N @GagRafm @ﬂfiignhze%iinustuaﬁnngEt il .26WePY the
present invention in virtually any appropriately detarled system structure
or nann&fempiarygretiaod of opeRtioand 1C il lustrate basic hardware conmponents

sui table for pr 1.1 A [ ni ;invention. Figqure 1A 4s an ..

T Gatration of comuli AP e EeBRE B2 AR bt el S eohd PRy p
scr een the pfesbitrigtenfionpaigies st andard conputer conponents (not shown) such as
a disk drive, COROM drive, display adapter, network card, random access
menory (RAM), cenkigdre Pris@ddecktiaduamillysopting thedse of pdafficoriprsitiention
subsystg{?n V| L:pput devi ces such as nouse 11 having buttons
13, and eyeg%g?rggg%gg%ss r}(ﬁ\ﬁen’u ‘her user input devices such as a
trackbal |, touch-screen, digitizing tablet, etc. can be used. 25 In
general, the conputer systemis illustrative of but one type of conputer
sys1 em such as a desktop conputer, suitable for use with the present

i nventi on. COWDWHFA&L@@'DES,CWWQﬁdrHE‘.sﬁbﬁdﬁmEﬁdﬁclf)ﬁﬁﬁﬁ%ﬂﬁar dvar e
conponents and can be made i n many di mensions and styles e.g., laptop,

pal nt op, pentop, server, workstation, mainfranme). Any hardware platform

suitable for perfqQrmng.the processin escribed herejn is suitable for use
with the present 8%11?%%ﬁ‘??t ?"Ogaﬁtﬁr‘g’(’%@q?’}t“f peprayided Rergiay ttléFﬁsg? hat m ght

typi calypndeReodOnEweved, tBatGROPULEH invelGh Ray 50 BRUb&Ed tn vidbuEirgiise 1B,
subsystenms within box 20 are directly interfaced to internal bus 22. Such

subl$dy st Brexeforep brssifioydesails disshnsed herdinvire hotrtotheenterprptad es lisytétes hutgathhr asa
within,cabinet 7, 0of Figure 1A. Subsyste i ncl.ude input/.out put, (I/

cont r oltas Bihe &sls s Freps SR bebie o OB o AR B e S
access tHepREsht ivoMidn ABvirtGLIR} £ aé)Bf b Ataildd dysteltl)sitotured of Bladder, Adapt er

30, Serial Port 40, Fixed Di'sk 42 twork Interface Adapter 44, which in

turn is coupl ed IEgwes L AchB) apdtls Blustsatabasic hardw areseomefonputs seifabld foows each

\?\; ¢ thr{%ﬁ%ﬁ%{t&g@?e‘ét@q’cﬁé@%ﬁ ;r%?l&ﬁfet @%%ga%riﬂuaya?%%tf%g%pﬁgp Sys%‘r)ns E ﬁc?&)dgﬁgt antly,
20  display 3 having display screen 5. Cabinet 7 houses standard computer components (not

shown) such as a disk drive, CDROM drive, display adapter, network card, random access
memory (RAM), central processing unit (CPU), and other components, subsystems and
devices. User input devices such as mouse 11 having buttons 13, and keyboard 9 are shown.
Other user input devices such as a trackball, touch-screen, digitizing tablet, etc. can be used.
25  In general, the computer system is illustrative of but one type of computer system, such as a
desktop computer, suitable for use with the present inveﬁtion. Computers can be configured
with many different hardware components and can be made in many dimensions and styles
(e.g., laptop, palmtop, pentop, server, workstation, mainframe). Any hardware platform
suitable for performing the processing described herein is suitable for use with the present
30  invention.

Figure 1B illustrates subsystems that might typically be found in a computer
such as computer 1. In Figure 1B, subsystems within box 20 are directly interfaced to
internal bus 22. Such subsystems typically are contained within the computer system such as
within cabinet 7 of Figure 1A. Subsystems include input/output (I/O) controller 24, System

7



5 SparcTM an Intel CPU, a Power PCTM or the equival ent. External devices
can communicate wth the CPU or other subsystens via bus 22 by interfacing
with a sueyewemson the bus. Thus, Mnitor 46 connects wPCh/ IS0 pi3ay
Adapter 30, a relative pointing device (e.g. a nouse) connects through
Serial Port 40. Sone devices such as Keyboard 50 can communicate with the
CPU by Mimecy (arezndommadchssunerastyri®R AME) 2y icentdd tpeodessingsnit CBTJ 22 Migplay;, vi a an

i nt 0 copt ral d i i sters. i th the external
ohys! caR Rl TP o 4oh B RSk oVevoRchofiafipS AdaRiey 4 b g iat | ons
are possgupled-eldehan9 td Bnbivortk.! WBd fRtdrHas 08 albls A% STUhd afbkGsterrORfthGREAL | ON.

Subsyst ens, conponents or devices other than those shown in Figure 1B can
be addedita Aneng swhBysterapaplimost symrenily, avitththe N7 eviaate thictCRImiggibeg al | of

th in Fi |.B. F t andal t
need noibe B BAT Ry P R b or 0 st Fhlee Bl S Rstr st tbe
requi r eglith BelEPU Sﬂbﬁﬂéﬁilﬁ@%ﬁ@ﬂ;ﬁﬁa%s a2 GREMEThY ith JHBHRIEHS oRAEPusr at or,

etc. can be included in the configuration wthout affecting the

per f or nEEeMehiterrd egpueetaivith Rinplay Adepiar 30, pushitive pointing dedcd @.4. ¢ nzouse)

general | ! f i wor k 1 ha 1 gh used ta 20 .practice
- erpodrag ARl At 4P Se BEHER e Akl SR8 S Rons 26l 50
i ncl udehe CPEMEY ditect arahs withoup ks g ciemphindiat-Obusis, fobtedrgtt; vidkd heeaiptspeci fi c

net wor k progocols, physical |ayers, topologies, and ot her network
pr dfer tGoBFoLgrang pgsosiftdegistess n, the present invention is suitable for use

w th any path-div, ( ﬁ'g‘l Lo . i connect ed
wi th ot her netmrfi?&hgk?%&é?lﬁygcilé?’ c np{d?lgg{%%tﬁ?lgﬁs%?éﬁ%}ea% ed to
Ser ver |subsyisterecontigheationd aregobsible. Figurd €B hyilmstaiwwibut Stecduitable Et her net

Asyn,chron?us Transfer Mdde, | EEE standard 1553 bus, nbdem connecti on,

Uni ver SOPUEERIYL YStEE, companents; Al daVaces oteT fhaghossshewn dn Figarel Bipae pbut
can be yenfinad efl syt 1SS 01, ; el i t he
ot er e RGaL SR ek s Qo &ERRAIY ey it SR WEe oll FECUBRGRE

r ouber sh@@n itNBigere3(B.t Rat exatople) sstanddlotdreompiter meetl nbobe chiuplead th utetworkr

conmuni cati on inforpation is not.strictly . necessary to ctice the
pr esentso%%ﬂﬁlﬁ% r‘%ﬁ‘? 4??"%&@@6 ﬁ%&e%'oqﬂ?quﬁgl?sryétteglséug‘fv)%%‘? @Bé%l\éﬁlﬁb’&i nent ,
bel ow. drifhidiQicecléifr e ah be MotRled &2 RWLALSANGn Wi‘tﬁoﬁlt_%?fegﬂﬁé jgn of server
and cli1ent machines is not crucial to an Tnplenentation of the present

i nvent ipsHormusERDf thesiyplemenf thepresmnt ooentéot.ed directly to the Internet.

Serverl's connectd.on the Internet is 8 02/,084951 .PCT/. 2/ 11357
typically by a r |1%‘FF5}§|1§"‘|$F%§¥3 H g °f%?ﬁ%‘§?‘%‘ﬁ%r¢@g§ﬂgﬁg’ﬁé‘ﬁe‘g? a Ti
line, rabdict kembodvBichpofthe Brebétl hiviftion. On Fidere 1K fetvidkROMER SotindTh@lRt be

connected in a_ simlar fashion as with ] .
several local networks coupled to the Internet. Although specific network protocols, physical

layers, topologies, and other network properties are presented herein, the present invention is
suitable for use with any path-diverse network (e.g., a multi-homed network interconnected
with other networks).

25 In Figure 1C, computer USERI1 is connected to Serverl, wherein the
connection can be by a network, such as Ethernet, Asynchronous Transfer Mode, IEEE
standard 1553 bus, modem connection, Universal Serial Bus, etc. The communication link
need not be a wire but can be infrared, radio wave transmission, etc. Serverl is coupled to
the Internet. The Internet is shown symbolically as a collection of server routers 82. Note

30 that the use of the Internet for distribution or communication of information is not strictly
necessary to practice the present invention but is merefy used to illustrate a specific
embodiment, below. Further, the use of server computers and the designation of server and
client machines is not crucial to an implementation of the present invention. USER1
Computer can be connected directly to the Internet. Serverl’s connection to the Internet is

8



USERL1. Simlarly, other conputers 84 are shown utilizing a | ocal network at
a different Ilocation from USERL Conputer. The conputers at 84 are coupl ed
to the | mnvermms49%i a 5 Server2. USER3 and Server3 representrcyatsoxit3si rd
installation. In a specific enbodinent, one or nore routers descri bed
herein are configured as Internet server routers 82 and peering points are

exenpl i fybRAINSy aREiali GE1R ARG HaR B dH0 traR@l iR SN mRE TP SkchS8 VT ICIheD b TBI1RRS S -
Furthernore, sone or all of the elenents of the service |evel manager 100

of Fi guMetre Axae Edfernrstandhklile elbayghiininight be Sonuscterdiig astmidarfpshiaroastwiglur ed 10

ol or nab SRy Siplh. Bt PRl SRR ARG F o o S B ne v

The prepestion MdAMNISERL CoopuReSTEEEhHRels QY 84 arSspupRAGStHThRUGhviaeal tine
anal ysis of traffic, |ocal path di verS|_t¥ and visibility into the

dowrist r deeray &I JEk endodarye3 represeakenisithird insiadleieni s managed by a control
mechani smreferr eﬂl@%{e@ﬁ% ei’?ooﬁirﬁ%{e,ts(; %lcjr%rlci(re rll%t?rgl%lggéﬂb%blh eir ﬁje &nfififted

f eedback fromthe system coinpone 0 make I'gen ecl srons out
ser vi cead Iatehet gerobrdoutensS it peRriag potits &8 eagApifial sdntcasvhédionaBbi on to
overconme those violations., |In qQne_enbodinent, real tine passive service
| evel abRAY§E} Retwerk e irRIgVisersa Fusthemnere, some prai0hhe plements of the servatRer
aggr ega e, ris
v o oV A AR 1 0obriaE 3 Ao RAWEE bR 130RF KRyrd s Y BEARECEL L5
cont(r ol foeesidarineeithet ower de mdrercotripetisgdariion shewelin Figuvd DA adrexdterdativelpodveer

enbodi nent, a n k path_optim zer includes_a controller that uses
Vi si bi I?qefrimﬂrﬁﬁs\ﬁ{'mmggsﬁ?‘ﬁﬁ?‘{j%‘feéf.a‘@ﬁﬁq’fka control ler is configured to
sel ect anong a sefd Gt ehtg%r?@?mg% 9&%&&?@&&@&%&@@&&}@*}5&#&% rich path

diversity at the aggregation he controller can also alter the

r egi onadnalysgrodsmfipgiloval path diversitytand visitityneto the ldatinsigea@bavaplablepgthsolAncy
advertised to the connecte roviders qor b ni pyl at.i ng the urce address
and us| FETRHEY SRR Rgtaseo e PBuS] He BT St Eegh Are praedetshon

Vi sjisbi | dohwrollereli&inReddk RN d9étemiBnpRatte th Bk OMENigent 8édifonOfboaet i ve
mechani sns provided by a calibrator to calibrate each provider's traffic
and al | sepren/leddrviolatienscod ie stleaan peiontated(iemedial pesiomitngveropmedhose The acti ve
mechani sns..characterize the path. in both directions,and. can.distinguish

bet woor 9Bt HE CPBUTG For e RS Al SO D BT PR e BT em 1
yet an(t}iabﬁfre f6Wedb R at titdisiont akereeaiasdintltb @Adurb fath Aswerdiey. MeWasanal yzer
is used_ in conmbination with optimzed paths as provided by _the network

di ver sifqvepnalyzgsis s are of Pgrseryicedevds whighgeest by mesntpiped gt Walhnef#y aal one are

I nageq : V- of multipath (e.g., ECWP).
MUl ip;t{% ﬁf’g&dgg?%\;ﬁﬁ‘gt@e%gﬁen%c g%lféé’rglo@:"?eg‘g% 9 WO 02/ 084951 PCT/ US02/ 11357

In another embodiment, a network path optimizer includes a controller that

uses visibility into the connected providers. Such a controller is configured to select among a
series of alternative providers available through rich path diversity at the aggregation point.
The controller can also alter the regional ingress point on the network by manipulating

25  routing policy advertised to the connected providers or by manipulating the source address
and using the diversity of the routing policy already in piace. Such visibility into connected
providers is enabled through a series of active mechanisms provided by a calibrator to
calibrate each provider’s traffic and all provider interconnection points (i.e., peering i)oints).
The active mechanisms characterize the path in both directions and can distinguish between

30  problems inbound to the sysfem or outbound from the system. ‘

" In yet another embodiment, additional feedback from the passive flow

analyzer is used in combination with optimized paths as provided by the network diversifier.
Optimized paths as determined by active mechanisms alone are inadequate to compensate for

the prevalence of multipath (e.g., ECMP). Multipath is used with a connected provider’s
9



routing protocols, both IGP and EGP, and the calibration results fromthe
active analysis otherwi se may not be indicative of the experience the

cust oner 'wotmagf9st observes. Thus, a service |evel nmanagecTarsd2/msswor k
path optim zer according to the present invention are used to ensure that
a new provider is maintaining the mninmmservice level to the final 5
desti na&wﬁlﬁ prbtobdl§, B8 ¥GIE End B! arldSthB ChIiHR&H SHoreBRits Hm EadBEY AR der
another patfi'is sel'ected until the service level is met or the set of

i nbound othevise ey matbpadinative ofthh ausdrzdch thewustemen trffiidoparves.2Thus| ast r at es

| t em 100 ' | . . 100 di ng. t
Spocrt eerefb bENinanassy %a BSPEE Bk SPRtnidfT PRing e afoRlR o Redsed 10
nmanager tol&{3uf thhtl nbvepvider NAYMAtalingd el miflemuh QErvieeAeRd] € tHeasmt ve flow

anal yzer 165 ("PFA"), controller 166, calibrator 168, configuration el enent
172,5 t r destingtien. o theysoaee lsvel is netbeammimetchit the newprovders prashéripath ignelestzér 165

I's conf|qur . fve, .w t.hout interfering.wt network c ni.cati on
data 164, stﬁg Flérglgé %’3’31 lgnr%ert FHter En éln%?%qng.%otuﬁgfp ﬁthéésr%ﬁFSé%fg%ﬁOﬂﬁS dat a
pat h164wide.e., Internet traffic) seen by passive flow anal yzer 165 is the
default routed path of the Internet traffic and is provided to passive flow
anal yzer 165 fronF iR 2illuptrates exsapplanytsypigm KW, pasavice levebmarageiile, t he
hop- by- t . erm ned by
ot andar R5 b PILERLIREED Jr I PR 0 S B SenBEIBRITT T

coupd edntanagenn00 of Fipurel 555 shownnteiticilrle] fol exampleopusyike clowi andlyeat 855 whet her

the specjfig Internet 20 traffic is within the range of acceptable

per f or nhRE& wereRirelder 1960 splifratopta8y pendigyration slereny 122 traffic pwagpestiapnt |

Passi veI&%ﬁQp& ?gr 165 operates to instantaneously nonitor service

| evel s of all traffic received by passive flow anal yzer 165 by overcom ng

t he conpl i cati onsPadsiverfielvwy anadlyzeoll €9 is configwred Yereceiat fwithan ddtyrdéring Wikien

addr essi LA vi ol ations, exanpl e, passive flow anal yzer 165 operates
to over BYHE MB%H%@%L@L SRt QuBlomeh st 55 N%F‘_ﬁ?f iCCEHEIGAOR i n
theyPpr egQnpetHOE4 {nel.,tmﬂea{ehtrsﬁic seen%ggﬂa)ssivéf hewaghiyalr 16538 R T.(t%@ Into

y sed k “prob ow

passive flow analyzer 165 is a net wor robe. Passive
anal yz epath 86 thexniermet sraffleeandrisipfoviddedtto passivierfldyoenmlylier 6§ fromsro@ifer 73. i ngr ess

and egres an | assifies each of the traffic strea into fl . Such
1 ows CaPERSAP e bR 54T pis iAo o reth Dodiees aaiers et apaEc yorls
under | yiaRg a8'deteRilled %&%ﬁaﬁdﬁxﬂ-rgutjntgsp{ﬁfbcéﬁ. PAssttelow WRdlyidr M85 ifQEctBeARP! €,
passive flow anal yzer 165 classifies the traffic flow according to round

trip | ataimisd tosentraller 3 §@ topropisiskefosmatian whigh dndi¢catessvhqtherrthe speeifici Ipternet
pr co f.or . f t tr iC es, or flows. ch.trhaffic r.oute
A et if R Pipea hEfeckb@ple b pRHARE mefies, it GHFRARIASRI e
traf ficlebtlogrdenicat Rissivatloatmabaer 165 aReHteOatiadartMeauddly Beties serdice Net wor k

refixes.
P levels of all traffic received by passive flow analyzer 165 by overcoming the complications of

relying solely on active traffic analysis. When addressing SLA violations, for example,
passive flow analyzer 165 operates to overcome the complications of performing active
25  traffic analysis in the presence of multipath (e.g., ECMP).

The actual traffic received into passive flow analyzer 165 is used as a network
probe. Passive flow analyzer 165 examines the traffic stream in both directions (i.e., ingress
and egress) and classifies each of the traffic streams into flows. Such flows are monitored
within passive flow analyzer 165 according to the underlying protocol state (e.g., such as

30 TCP) over time. For example, passive flow analyzer 165 classifies the traffic flow according
to round trip latency, percentage of packets lost, and jitter (for specific protocols) for each of
the traffic routes, or flows. Such traffic route information is used to characterize the
“end-to-end” performance of the traffic flow rates of packets and is aggregated into a series

of network prefixes.
10



10 WO 02/ 084951 PCT/ US02/ 11357 1|In an enbodi nent of service |evel nmanager
100, passive flow analyzer 165 is electrically coupled to store, fetch and
updat e t rebfozms49sut e i nformation stored in traffic flow rPegpasor/org7 162.
Exenplary traffic route repository 162 is a database, such as a storage
device, configured to store a large nunber of records for storing traffic

route informationln an Fnbodiateat ofsentied Ireeel thahagef 00, fassetiRdW &R0t P6Yis162 i
very useeg%gcaﬁ;ét he end user_ enpl oyin system such as the one shown in

Figure 8 Pourded orsorefaichmpd ypeste trftfﬁc rawtgipfoamation stongd &t Fafficdlomi ce
provi deEe iﬂgrg%ha Pla?}]g &éfi’ifcf &éﬁ%}éﬁﬁ&ﬁ%%&é&’axtﬁﬁa@% §u@ﬁ|a§' g‘rang term

statistic ut t ese S stics w used eporting
and analdgﬂacs cpnuﬁgwscém stouech lpnge\nuﬂxber gftveesrdb fdr@&db@@iﬁfﬁ@r@tm&rnnaﬁul@ h

f eedpac consi s fo of types of 10 tr ff| bei ng. sent,
sour ﬁhﬁ Pa@élé%ma’a’sém Hﬁﬁﬁcaﬂutaamoé%@sl&amsffrwa%ﬁlbwst © ERAYYF EMBIONINGR ToS

or DSCE sterl) sfuf:@% f‘hegﬁg Sh&pd Hlngl)gm%% bi {;vgll %We%eﬂt«%? qgryé){ég@%é' @%ed into a

dlfferentlated billing syste and volune of ‘tra t he
above. Tﬁﬁ@@et strcé povler. Wil datewithih traffio flowakpogitory l@ﬁmnnmpiessllohg teyml62

wher e, epartin not .shown me other anal ysi s
process® 3@%}%3@@1@1&@@@5 caﬁ‘ tlsgg%wﬁ}]éeoqsrﬁ PIIRP 183 PRALYSISBUIPOSES ot e
reposi t gid/providtPgslRta fée@vaa&st%ratuseﬂ Stheddbalil vil] e B alaplEF gfgb@éf
arranged in any suitable data structure as would be "appreci ated "Dy one

ski 10 edtrpffictheingsgent, spurdaaddyesses, desimg’emarldrem spplecafiboytrafiad sy:maby T6Soi s

et 11 caPSGRAPLATs ok ERPL S Se Rk v EEn s PRRGER BloasitlontaRE b on

det er m gigcbrby amlBeslinne of kreffcjadavk 8F thk@Bovd. f TiesP atatidticd Wall beltdl info thikat ed
(i.e., 20 one or nore perfornmance netrics are outsi de one or nore agreed

upon r afgEgerasitom if2syhere, pf@%@i%@ lageperting gugine (@b skosymhemiseme ether o t he

undor- pe IRl b Gl R RREAE o el IR b st e Bt i

customedats rdprebhting suehehetc duts dhhfﬂéf@n%ﬁésvdrﬁaﬁgéd I0@§Tsulteble tath stroture@Re OF
nore pre-det er m ned performances netrics violations which, when

encount WPeld, eraéalﬁ‘”raéeéi QYd?q@é'@S%l leddn theariefjdatgbgsqymeragement. ow anal yzer 165
communi cates suchpge.fa zEPl@SOiQ Eﬁi’r’]étﬁéd er 801%&1% l:e%xc%pe@{e]f then

functlonstotakererre |onfor S un ornmn i c route.
The f uagreemenl(TSHA’ arp(drfsnnme mmﬁflnmmﬂoaj’ommﬁerﬁgaﬁist e tﬁaﬁﬁ; perfoi@seice bed
bel ow i h_.connect,ion w gure. 20, In anot her

embodi nmEfRrmgHoR ﬂ%te’ﬁ?’é‘géﬂi’ P%lﬁgg@ q%YC)fr’flla i I Ogﬁgfel :;Iélﬁéticuiﬁé@é@&e’rs viglated §ice-4 ncl udes
o B R SR PR Sl ne MR R Blpol S o RIBAT, her
t hi ngs, paas:ta'gﬂnw mlﬂh'matgkﬁS wh8npecdtiey toghandtiverkethti atoating chdriga ds madsygii s of
the Custto(r)m% pre Enc% 1s un er-pe%grhl%gl When passive flow analyzer 165 determines that a
customer’s traffic reaches a minimum service trigger level (i.e., one or more pre-determined
performances metrics violations which, when encountered, requires corrective action),
25  passive flow analyzer 165 communicates such a condition to controller 166. Controller 166
then functions to take remedial action for this under-performing traffic route. The
functionality and structure of exemplary controller 166 is described below in connection with
the description of Figure 20.
In another embodiment of the present invention, service level manager 100
30 includes account manager 508 coupled to passive flow analyzer 165 to manage each
customer’s costs according to different levels of service. Among other things, account
manager 508 performs differentiated billing analysis of the customer traffic. The traffic is

consolidated per classification (described below) and is presented to, for example, an external

billing system as a distinct billable event with potentially a different billable rate. Since
11



consolidated per classification (described below) and is presented to, for
exanpl e, an external billing systemas a distinct billable event with

pot ent i alWg ca/08496f erent billable rate. Since 11 WO 02/ 08496T/1IRCT/113SD2/ 11357
passive flow anal yzer 165 observes and parses the traffic it is able to
determne any billable event in that traffic fromprem umclassification
to ti mepmsivel fipwianatyzaf fi5obealves@nd pansey elie @4RDk itk ablsho deteBtiine ahy biiRbRS esent
i nvention, service_level mapager 100 _includes a traffic classification
engi ne 58t m‘ldf"%tf“f"? ¢ HPRJErPREh claghieatign fe tisseLiday tntipiieyolwuns passive flow
anal yzer 165 to ' ey i r ' -1 he, | hfn SO
that service | e%%mg‘?ég%%%gﬂ@ééﬁ O?r&%t t egpf\glggﬁbohlé ger{léfé}ggeq%fmg#%&e?g%t

cl assesinclizdes afriffic clasfifieatjvnsangirer5@Df iTeaftic abssificstidn engirerforiecaPled 1o

di scussed .bel.ow in connection wth Figure 21.. Controller 166 is coupled to
cal %b_r a&aﬁ?w‘iggwtaagldiz?v]iégéo Br‘?i’é‘i\fnt Ef‘ﬁéﬂﬁng ng%fma@% on tlee7ingfas faffie Sﬁélﬁat_rrgeti ng
the m NeRe £elihaRebeIRl can PR SRADYETbedl B iibfellb1adR8 oF etk 10 1 NI L ates

a calibration which determ nes a e aval e network paths to the
dest i nalfxemplay draéscladsification emdinel b Okistdiscosdeld eliw mcopnediios wWitOFigne 21.

comuni cated to | .avai le Internet paths. The.retyrnjng caljbration
probes 163 report %@g@riﬁ)ﬁfﬁ’é@?‘%ﬁ’ @g‘kr%%rc&%[%m%"dﬂi? ?Slt’é‘?g%‘ﬁi‘iﬁﬁﬁch

cont ai nis7aViath Aot nidetiksthe AlRtrhh k&ivickGsdl NORCEIRICENEH, RBRLARW 188 $ent © T €aCh
the destination address via a particular provider, such as Network Service

Pr d0i depitiates azajibrydm wrhich dejesmpicari} of Hici dyatlatde nats@rk pattis srthe destination ur t her

det ai | | ow. 1. Confi r,ation epent 172.is coupl ed.bet ween, cont.r.ol |l er 166
and rou g?egi%.ongég%gflgﬁl?“g’rcaﬁg@u ‘_FBW (%y_s?ﬁré’ %8@@%%?3@&3@1 qvauhle

dest i ndhfegrivt paths.r Eﬂéltdturﬂﬂlﬁ%@ﬁﬁﬁﬁbﬁ ?@b@&l@%oﬂ%ﬁft{e‘ frRLONS® SRS 172
then operates to change the default routing behavior for that destination

at routceptratjes 166wduch enntains avadable pathg.e Contipleri 166 shenedateyminashowchest tool | er 20

conmuni : ' f nal yzer 165 t | earqits stat nd to
Fesume e i PGSt BRESL U £ o et i, B B sl ot i pat
me@bs t(ESP2N). Enengdaryicakbray @68 (sedigbussedrin fivitied dbfalmelodf. SLA, or no
unaccept abl e devi ati ons from agreed upon performance netrics). In one

. R :
aspect, confi gur &9uigueatienglement b7% isspupled pptween sonteollss A Gepnd TontesddBher
aspect, | U AL ' I r . ' | gured to
o 1y Gl (¢ abY8, 6L S utt (P UBabdh 271 M Bhe W00 0RN. 91757, ¢
adapt edCandigprativn denmant Tthembpantes tf cranpd ihenlefaiiauttingbaianidr (oréhs") and

th "COB") t [c, As sh in Figure 2, confi ti | t 172
el ud GEsHEBoR roulsT | B eDUES THEF Rt B BRrEIeon g CHRIRF ed addr ess
fopo i REMmAARIdaldbhEE 0ANLsiRd ﬁew%g?%pl ésQ% rcf‘e%gté/g(at%%ﬂd RS g%hﬁ&s n&&%{oﬂﬂ er 173

ic. 30 | les

a nodified address for egress tr rator 1 provi ctive
mechanitedestinatipatte ensune thahthemawuoetepér path, meets the minimum service level (e.g.,

no violations of SLA, or no unacceptable deviations from agreed upon performance metrics).
In one aspect, configuration element 172 resides in a route server. In another aspect,
configuration element 172 resides in a router and is configured to modify a route map. In yet

25  another aspect, configuration element 172 is adapted to provide configuration information
about inbound (“CIB”) and outbound (“COB”) traffic. As shown in Figure 2, configuration
element 172 includes CIB 512 to receive and provide to router 173 a modified address for
ingress traffic and also COB 510 to receive and provide to router 173 a modified address for
egress traffic.

30 Calibrator 168 provides active mechanisms to determine the nature of
downstream or upstream paths. This information is not carried in any conventional protocol
used on the Internet, and must be collected external to the normai processes of the Internet.
Each Point-of-Presence (“POP”) including an embodiment of this invention has several

computer systems dedicated specifically to the collection of this information, as depicted in
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downstream or upstream paths. This information is not carried in any
conventional protocol used on the Internet, and nust be collected external
to t he nowoabk/opscesses of the Internet. Each Poi nt-of - Prezarsoz1(35POP")

i ncludi ng an enbodi ment of this invention has several conputer systens
dedi cated specifically to the collection of this information, as depicted
in 12 Whige¢ 4B4 61 exrorle/sech of Bs 2lenkiniuwighe Bresdmt inventiopinéghtde dinpleinented
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conput i AY? FRGICSEMPUTRR dguice, sugh 4rd Seret. oF Thight Pe: rﬁﬁ@@ f\PYEF TG EF TRE or
nore copmphiifpdaeisces. Each of the conputers in such an AS or-in a POP

may be, for exanple, one or 5 nore commercially available PCs running an
oper ati ng syst ens Barh pf thewempuiges inrsach FCASIdP in Al Pemey batfovexample lonasr shown

var At o B Hatp BB BT P S0FuE Sle yelPpied YoPRE 550

i mpl enefhplein@htation, Wath agiglowned Fande 0pehd 8. DB rdimgl sfste sHichaiey isski I 1 in
the art, however Wi appreciate that other operating systens (OS) may be
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used t o typeedlyiaas BST: variass avhera BreeBSBrs thsrmest@vaitable sines the TEPAE restricti on
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al gorithms w il d(%terrpt .to predict the future ferforrra,nce of that path. If
t helO al Joentiomandfastdnpreieng FRatriclopde tsecanlufrepRBeR of BSIL® &nptel have poor
per f ormance over : ) ' { : . e.,
controller) can ta%gq’ép?ég%g%m\?gg %oc?lt%lrﬂgﬁlg?) Sltf&gﬁé;ﬁg e hﬁﬁgﬁ%%@%??%ﬁéé
upcon ngrevéledbngtedagtaidtts fonuseNeithvaetwotlh predizsiomaiberidand, Bech fsakusal of

predictive algorithps .gre af, for exanmple, "preference 175" which jis higher
Phan ¢ hStvaara g1ieh AR RUTHEH! et fo Pogisy f&eh‘fﬁwr%ﬂv?qrmfp%om@mam déthgue to

. : ' . D ol ati
passi ve,RRals deidind st a %g%ﬂﬁg& %ﬁ:‘s@%%l%vé oot .eiéqg,tnﬁ ec%‘g‘% C%i ofations

("preference 200" or above). preference
pr ei®er enpming perdd) theretworkf engnteementi (cat esatmllpr)ebe takegproaxtive actiming ot her
alternat,jve routes. Predictive routing changes are co nicated to the

et vor kISP HG T by Spestit SEviAE LoBaangs Lot FIGEr M Pt Perment
(i.e., B&&Ebt(g_f yg@a&&k@@gdmﬁﬂ@ Bredst, Br eXAHYIE, PFid¥erchfe BNPAWIREN RIRGKH TR the

cal i brator erforns its process and resides on 25 router 173 itself,
or can 8efaplhrauggsdieard, yeitloweniien ety mutcs@derriden duaitaspassive raalysis apt thet ar y

i npl ' , i al | i | abl t ,sui t abl tice th
or sent bR iR Tyl vland el B AT S BU: S Bl anceAgent
(" A" ) prefiredve insighed ¥ BGPipreftenteviiced e profrdmRk imcdtesMpltaregroRes to

send out active probes. SAA allows routers to . .
among other alternative routes. Predictive routing changes are communicated to the network

using either the route server or another configuration element (i.e., route modulator) such as a
route map.
In another embodiment, calibrator 178 performs its process and resides on
25  router 173 itself, or can be integrated into controller 166. There are several proprietary
implementations of commercially available routers suitai)le to practice the present invention,
For example, Cisco systems uses Service Assurance Agent (“SAA”) which is derived from
the remote monitoring (“RMON”) probes to send out active probes. SAA allows routers to
measure and report network-originated application round trip times. Although not every
30 probe mentioned below is available in SAA for network calibration, one skilled in the art
would appreciate how each of the following might be implemented to practice one or more
embodiments of the present invention. |
An ICMP (Internet Control Message Protocol) echo request, or ping, is a
simple and the most common probe used on the Internet. This probe uses a special type of
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measure and report network-originated application round trip tines.

Al t hough not every 30 probe nentioned below is available in SAA for network
cali bratiwn,02oe®sskilled in the art would appreciate howpeaalsoriisshe
followi ng mght be inplemented to practice one or nore enbodi nents of the
present invention. An ICW (Internet Control Message Protocol) echo

request padkiet i egord itlse ®und iriplige FRII TN o BBHéci GOTITRR O DEh etz HBragt t he
Internet. This probe uses a special type of 13 WO 02/084951 PCT/ US02/ 11357
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firthal Inshigherpeesentagepanket bamthpn evdimary snaffis woldd @bsase. fAddmtlgmlty tig probed at
all. I | cies 1.0

f | | d t
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performance problens in the paths downstream fromthe 15 probed address. A
| i ght wePighes POROYsLNEPT pwg beps @sﬁn@nom the nebwerkdd find heqrotmbdﬁoa;isimssea m o)

e usoara; B bt bR Bl arafFes vl YR e B B e

normml webed idlréssc and therefore bypass restrictive firewall fi I ters TCP
traffic is handl ed at nornal ﬁ)rlorlty in most Internet 20 routers getting
around yet anot hef Lghtweighh ik -hasedmrobeds aag pia sererl othgr probes usedd® goi ng to

be rate, Jehwzﬁge(gl Dﬁ/th HQ@&IQ&{]% dFACREE VAL eﬁg‘%]%hte ?%F-g%éé’d Sﬁéﬁg@&%@&i‘% prBbe ?g‘g' e

| i ght wel ow 'in Fig normnma
SYN to ’D@Ptstasﬁs dl’heqrrobé]'eaffmp;embaﬁfaﬂe tcslmcla 1i&s nonealgedardfic andthetedsreng HITP

traff | f that ei Vi end,_ the, probed nachine wll
o pondPYEHeRes Bl T lragic s RAdle g TERE ICEiCh A BOHARE% an
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t hen cl ose he connectlon e receivingren
be rate limited by providers to prevent denial of service attacks.

A sample lightweight TCP probe is shown in Figure 3. The probe sends a
normal TCP SYN to port 80 or another open port, such as one used for monitoring HTTP
traffic. If that port is open on the receiving end, the probed machine will respond with a SYN

25  ACK. The round trip time for this handshake is an estimate of network latency. The probe
can then complete the handshake and then close down tﬂe connection. If the receiving end is
not listening to that port an RST should be sent and again the round trip time is the estimate
for network latency. These probes can be repeated and any time a handshake is not
completed it is an instance of network loss and that is recorded as well.

30 As shown in Figure 3, a lightweight TCP-based probe performs certain
measurements. The probe is nominally sent to a common port, such as port 80, that is open
on most firewalls and is normally open on any web server. The probe measures the time it
takes to perform a TCP handshake and that measurement of time is indicative of the time

instantaneous network latency. The probe initiates the handshake with SYN packet 813
14



not listening to that port an RST should be sent and again the round trip
tinme is the estimate for network | atency. These probes can be repeated and
any tinme wolansiwhnke is not conpleted it is an instance ofrcmatSemnisst oss and
that is recorded as well. 30 As shown in Figure 3, a |lightweight TCP-based
probe perforns certain mneasurenents. The probe is nomnally sent to a

comon Rfich, affdd @VeRsshider del3 809! thttarsst refRRds AWARSY N ACRMBAdKkS: #ad The
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di fference between these two packets 812 is the neasured round trip tine

(RTD) . thpéarsgione liskang asibe s inivestinckypiseldestimions will swpendyitre NGPacket
816 t i i Qn. ! i 17

whi ch i SSABAAASI Kok s PRSI TCP s KB EERE RIS RREFRIE T 1
port i ncagbesisedinstehg.pi cal destinations will respond with a TCP reset

i nstead of SYN A 814. Such a TCP reset is suitable as a_neasurenent for
RTT and can be uAcdingpseleds a morssonigstispisd &yneofd (hopiobs siihsnighbed t ype of

TCP pro Mgéd;itﬁlitfrx?g %Eti%eof.tﬁ eQéﬁ‘%‘ﬂNthi«%rﬂg%%@gi&% iQBf%@arHrtﬁa? grﬂ:tasu es

i nventi on. probe is program dsur es orward and return
pati® pafoketrdland setium @atld padkeniosinradtiition ko hettveinlc latenthi Thal dllows the@naoht r ol

process of coptroller 6.to jdentify the egress path or ingress _path that
P F e RSB PECGBRRIERLSS A B et BBk SHrEsimig: BBCErREs AR e gent
routi ”%a@ﬁ@b?ﬁﬁ@ﬁoﬁf&&*ﬂej@@d&e%d.based on other significant probes, such as

traceroute. Traceroute is a cormon active probe used for path anal ysis that
uses a 15 seri esntflligddPrquiick desisiong might plse-bd dhsadrimebersogisficaat pbies, i ne t o

| TTL). Wen the TTL i t h twork,. th di | t
Wil TG s el TR e SRR A bro PhecL i PrhBnR BP s o 1 &
vay)s bysehiBE6EUBPaBiektd Wah § Pee-0E RN cSIRERAY Gfte teq%%_r}“}ﬁevvh&s ghergan get

a response fromevery hop i'n the path. This response w al so record the
round eaxpirgs en the netwarkethh darwanding eleingyt wilkbmntif heofendéred ¢he expired dlles to a

speci fic..destingtion. acrgss 20.every egres vice proyider yiel t he
nop- by EERIGHAR s OB SRR S bRt Re 3400 G Bt bokethes "t oo
can al seold 68 ge0b redpbfedione STdribge irPfhe WAl erHidRsParse kiiill M1s6 fredob®the RGN K
| atency is occurring. Additionally, with routing table information, it is

possi bl tep tigns tadhr han, Tarectns a senias Okthess trsprogtss ie 8 sparilic destingynaracrase AS
nurgger e%@r%pe%?%s g&v?ce%%ﬂdertﬁﬁhs B %oﬁ%?r[ﬁ%%hgvigr to the destination from each
vantage point. This tool can also give you a rough estimate of where the majority of the
network latency is occurring.
Additionally, with routing table information, it is possible to identify the AS
that each hop corresponds to. When the AS number changes on a path, that hop represents a
25  peering point or transit connection. These are iriteresting points on the Internet to map and
maintain current state on. With enough probe results an AS using an embodiment of the
present invention can build and maintain a map of all inter-provider peéring points and the
current state of those peering points. A
Additional probes such as “pathchar,” which is well known in the art, can be
30  used to estimate the amount of capacity available at these peering points. An embodiment of
the present invention will use a series of massively parallel trace probes to send a high
volume of probes and map out the peering points when there is sufficient network resources

to run these probes. The destinations of the probes can be arbitrary. Example targets would
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25 peering point or transit connection. These are interesting points on the
Internet to map and nmaintain current state on. Wth enough probe results an
AS usi ng wo eenkodi nent of the present invention can buil eécandozei3stain a
map of all inter-provider peering points and the current state of those
peering points. Additional probes such as "pathchar,” which is well known
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| nt er net he results, such as received by calibrator 175 of Figure 2, are
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8, for exanple. If changes to routin behaV|or (e.q. angi ng routing
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routing behavi or, stﬁar &S 1R el gRsfomyohe areat, @SS?wtlé@yt%atﬁlﬁmurrem
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the service |evels belng
probes might be unable to catch and record events used to optimize routing. These probes
follow the default routing behavior, such as indicated by the routing tables, to the current set
of destinations that are active. These probes are designed to monitor the service levels being
maintained during a pre-determined interval and therefore are sent fairly frequently, such as
25  on the order of every 5 minutes.

A final set of probes might be sent during an episode (i.e., episode probes)
when a service level is not being maintained. These are a series of high resolution probes
originating out of all service providers to determine the ordered list of provider performance
to select a best egress point on the nétwork to that destination. The results from these probes

30  are fed back into the control process of controller 166. These probes are executed and
terminated by controller 166 as needed to resolve an episode.

The above probes received back by calibrator 168 of Figure 2 are sent out by

their source addresses. Probes are all sourced and received on an exemplary stats computer

system resident, for example, in the local POP, or as a stats process on the router. An
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mai ntai ned during a pre-determned interval and therefore are sent fairly
frequently, such as 25 on the order of every 5 mnutes. A final set of
probes nmiwbto2losesent during an episode (i.e., episode prolreTjusomnss a
service level is not being maintained. These are a series of high

resol ution probes originating out of all service providers to determ ne
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Border Routers 280 that are running RP (Virtual Router Redundancy
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secondafeyorl dArpIiUideiseess Witk Boreeshb RS RO NEurhBerdf BUSHITE cBicsPPABI itk POPESS
paths in ghe POP. . Each address maintains a relationship with a given
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280. T t
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frame 2ty eattdordayrader 280udsain 980 qi VL AN tpgsheekdntpld/i WihealthaReagiged Game
Forwardi ng table (V 82 that has. a routing entry specifying.the next
hoglof & o Porder Fq?@éwﬁ passer BuY L Rowing Fhrardid able (VRF) 2%2cthat has

a routing entry specifying the next hop of any of network service providers 295 that the

source address is associated with. This allows the stats computer system 279 to overcome
default routing behavior and actively probe all possible providers in the local POP.
To route stats traffic, there is an association of a source address with a

25  downstream provider either configured locally or read in from a configuration table at startup.
Each provider has one address from the providers address space and one from the locally
advertised address space. When a probe is sent, there is a policy statement on stats computer
system 279 that associates the source address with Virtual LAN tag 281, such as 802.1q
VLAN, that is built between border router 280 and stats computer system 279.

30 When tagged frame 281 arrives at border router 280, border router 280
associates that tagged frame 281 with VRF 282 that fofces that probe out the next hop
associated with that service provider 295 regardless of default routing behavior for that
destination. This forces the probe out the necessary interface and overrides the default

routing behavior. If the source address was from the provider space, the return path will be
17



source address is associated with. This allows the stats conputer system
279 to overcone default routing behavior and actively probe all possible
provi der swomk®si ocal POP. To route stats traffic, therePCI/@m02/assDci ation
of a source address with a 25 downstream provider either configured locally
or read in froma configuration table at startup. Each provider has one
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source . si bl at\hs .by_ mani pul atin i der ,source
addr oos tiths S HAL EGpscifPR R, YloRehiiarts ARG B Al G Db Ty R
out a fpathiof gRrproleeis picsantels the NRPA phthaTdhe QBein@’ s tatic ! TAf G fue sA19HT @
second service proviider ("NSP2"). This information i s necessary for a
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addr ess%&%?roﬂjgs gﬁ%ﬁ%@tgé%%ﬁ?f@gﬁg%ﬁv\gféﬂg&speci fic (i.e., customer)

addiess space is Eijusr4B sleovs dxemiplirg PORYS 40 cordingr b thdgedendinveieon)r obe i s

t he sane aﬁ.%(ge return path of the custonmer's traffic. This is true only if
t he souVBhdpripdassemice Invl memager 180 iof Figyrs 3 and Agjedsp3b PREmiZEALIGPL i n whi ch
case t hg; i . t fic
Cakes. B s e o RERUEEs bOlfi T ShohBb ot s Gnbrbf

i nvent i @, a calibrator, aswbil destats dntabase 342y al ofwhizh ere ddderiimdd Hergnir Alsd and

net wor k. Qliltdh optim zer 150 of FEigure 8. Exenpl ary stats system 541

i ncl udeYCRARdEaNG T PIOSRLUR APYSS o4 PESETRTE TSI O OBRATSALZEIEAT at or
as 2! | roaferssa. Colerahass4942, f&le&mﬂ{)?\ﬁgb&mﬂ&n&%ﬁfrmﬁ _nlfts%{&lsgl of the 0

included is one or nbre core routers one or nore regions 544 and one

or nor eroRgY elcpat Autonomous Systems’ network. Reéions 544 represent, for example, additional

POPs and corresponding networks in different geographic regions. Such regions 544 are

depicted in Figure 13 as regions 310. Aggregate routers provide control and access for the

network’s customer, according to the present invention. A person having ordinary skill in the
25  art should appreciate how to implement stats system 541 with POPs known in the art.

Figure 5 shows the effects of multipath (é. g., ECMP) on active calibration in
which the service manager using a passive flow analyzer detects and compensates for such
effects. Two possible paths exist between Washington DC and San Jose for a given network
service provider. The first path 270 traverses New York, Chicago and Seattle. The second

30  path 271 traverses Atlanta, Dallas and Los Angeles. Suppose that the costs to use either of
the paths is equal in the routing protocol. Most router vendors when presented with two
equal costs paths will load share traffic between them making sure that paths in the same flow
will follow the same route. The path selection algorithm is vendor specific but generally
relies on the source IP address and destination IP address. Unless the source IP address and
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20 routers 545. Core routers 543 are, for exanple, a central router
controlling nost or all of the routers of an Autononobus Systens' network.
Regi ons 5w mepesent, for exanple, additional POPs and eorrsspordi ng
networks in different geographic regions. Such regions 544 are depicted in
Figure 13 as regions 310. Aggregate routers provide control and access for
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exenpl ary passive flow ~analyzer 165 of Figure 2. In Figure 6, passive flow
analdy z espetdBi®s toemovieeeriaatiaskets aptiiometheaetyvork d2i50rs ip dokletmel amte @ser2pace

correl ation,.engi ne 25 regator 253 and service |level 10 anal yzer 154.
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cust onMedan Helcapiell @ir6 e} b ik SpaaB Sibhit Wingd e cHRPWRF KPUCERIcH packeds drkaf fic
164 is used to facilitate traffic analysis and to determne a particul ar
traf fi ctypisaerempyed pecordinginena on merefilises badoms)they Pgehpttrede Hyelyfikersngiine 250
i s desi S I fik stream
el i g s Pheb R SRR LB, ol o e BREHRA B bR B bt
ca@our especigt aédd&ladge Orengdsesr dng cotibinatios @Ff b@irte preddsthaionmdlifegsn t he
network drivers _in the kernel into user space _by witing custom network

driver spr_f"iﬁ’c@ab%cﬂfﬁteﬂ%f‘apf dgfp mpteha glce tSevess] sRFUDRALIDHEICH §¥iE] IRIPCPAR S can be
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packets ar
packet capture written at the Lawrence Berkeley National Laboratory. Packet capture engine

250 is also designed to duplicate each of the packets, and its information, which flow in and
25  out of packet capture engine 250, wherein the original packets pass through passive flow
analyzer 155 without modification. '

Parser 251 is coupled to receive captured raw packets and operates to
deconstruct the packets and retrieve specific information about the packet from each in the
traffic flow. Exemplary parser 251 extracts information from the IP and TCP headers. Such

30 extracted information from the IP headers include source and destination IP addresses, DSCP
information encoded in the ToS (i.e., “type of service™) bits, and the like. DSCP carries
information about IP packet QoS requirements. Each DSCP defines the Per Hop Behavior of’
a traffic class. DiffServ has 64 code points so that it can define 64 different types of traffic
classifications. TCP header information includes source and destination port numbers,
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typically renoved according to one or nore filters before they are
captured. Such filters and the use thereof are well known in the art and
can be dewognessssp renove all TCP traffic, a 20 specific addressyirange or
ranges, or any conbi nation of source or destination address, protocol,
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retry evidit filc i nformati on about the packet fromeach in the traffic
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traffic, however, does not rely on TCP and |nstead uses UDP. UDP does not

cont ai roreleeols aedyhdp tmng@hlmtr@mmg)meﬁm@ndéf odeer apjeg &P (‘@32%).aBesketliony t o

oot i neroenes el S8R vel QPR e uf B s BBt By 1 et ovan

anmount 1ﬁfpoﬁ@1htl1§teau&hgﬂ%dﬁaaté incln@ﬁp@@cet mivapuﬁasmvmﬂeﬂ‘slc&nﬁion@ re%i‘fddes of
active prohes to the sane destinations, or have the anal ézer parse deeper
i

into tHe as pHek damhigal e peatereds uch 26 Fat23itepert therpbseypd jitter in dack eyanel e. g..
B e e T s A
net wor ko distrésee fimetdepeddentmedia datphliy IR makriafti vath feadBackallf pdssied flow
analyzer 165 of Figure 2 is “application-aware,” it can capture and observe the contents of the
RTCP and be aware when the underlying network path is not meeting minimum jitter
requirements. This could trigger an SLA violation in the same manner that 30% packet loss
25  would.
Correlator 252 operates to interpret the elements (e.g., TCP and IP) from the
packets to determine the current service level of the flow and then groups the packets into a
specific traffic flow. The current service level as determined by correlator 252 is performed
by measuring several traffic characteristics during a TCP transaction. For example,
30  correlator 252 determines the round trip time (“RTT”) incurred on a network, and hence, this
serves as a measure of latency for the network traffic. Figure 7 shows how a correlator of
passive flow analyzer 155 of Figure 6, placed near a source (i.e., client’s source address), can
determine the network latency (“NL”) and server response time (“SRT”) for a TCP traffic

stream.
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protocols and include things |ike stream ng nmedia and Voi ce over |P

("H. 323"). Packet loss and |atency below a certain | evel are secondary
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this value, correlator 252 calculates 10 percentage packet |oss froma
total count of seytERdsdetemninedby eatelstor 235@epehdoonlits cationedoRHie $30 of

Figure 7.. far | by ;-est.i matin he lta.ti .between the HTTP GET
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Request message and the first data segment returned minus the RTT observed before the GET

Request. If passive flow analyzer 155 is closer to the server side, the estimation is essentially
the delta in time between the GET Request and the response. Congestion estimations are also
possible by using the TCP Congestion Window (“cwnd”) and by identifying the delta in

25  receive time between segments that were sent back to back by the server, where the TCP
congestion window controls the number of packets a TCP flow may have in the network at
any time. Correlator 252 is electrically coupled to provide the above determined exemplary
flow characteristics to aggregator 253.

Aggregator 253 primarily operates to group all flows going to each set of

30  specific destinations together into one grouping. Aggregator 253 uses the service level
statistics for each of the individual flows, received from Correlator 252, to generate an
aggregate of service level statistics for each grouping of flows which are to go to the same
destinations in the network, or the Internet. Aggregator 253 is also coupled to store such
aggregated (i.e., grouped) traffic flow characteristics in storage 161. Traffic flow
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describe typical service levels being offered across all flows is to use median values, rather

than average values. A person having ordinary skill in the arts will appreciate that either
technique is possible and will depend on the definition of the service level that must be
maintained.

25 Service level analyzer 254 is coupled to aggregator 253 to receive the
aggregated flow characteristics associated with each groﬁping of destinations, and is
configured to receive input service level parameters in which the performance must not fall
below (i.e., minimum service level). The input service level parameters are the service levels
that must be maintained, for example, by traffic type. Service level analyzer 254 operates to

30  interpret the flow information for each of the groupings and provides feedback to the network
control element, such as controller 166 of Figure 2. Controller 166 initiates the necessary
routing changes to configuration element 172 and then assesses previous routing changes.

Exemplary service level analyzer 254 monitors each of the aggregated flow
statistics from aggregator 253 over a pre-determined interval of time, and if the service level
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Fovel - BIEHESE, Aenlaty ALl %Bﬁ%@gl}ﬁ%g%ﬁg‘%shﬁe@ng okl bl ed B0
acdépt abtans vipibilitg erte theecoheectdd pawarketrevidkisrant seletthemohfe sesgrofi ce | evel

anal yzer, 254 co i cat such cqondition to notify the controller 166 of
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or ntil change

waits . positive feedback fromcontroller 166 until
conf i gpeliey advertissdinthe rpandries providemsporamlte@mtively cyeinanipulasiog Wecsoutcev el

anal yzer 4 ci s, al revi-gus aggregated state or.states.far that prefix
ond ot L00ER e RS R P BRI SRl RovisR TR Wbl die Tt ef vl
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has al |l eviated the condition. Service |evel analyzer . ,
attempt to calibrate each provider and all provider interconnection points, such as peering

e

points.
Network path optimizer 150 operates, in part, to modify an ingress path when

service levels cannot be attained. Typically, an ingress point into a network is determined

25  largely by the advertisements made to downstream providers as well as the policy that
network providers set up and advertise to the eventual ISP that is hosting the destination. The
degree of path diversity available in the network, however, decreases the closer you get to the
destination. Most destinations on the network have but one connection to the network,
though some servers are multi-homed to the network through several providers. The same

30 path diversity constraint is apparent on the return path as well, in fact it is more pronounced
since ingress into a network is statically determined by the routing policy of the downstream
providers. In general there is only one return path into the network regardless of the egress

path selection made by the system.
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10 then provides the appropriate feedback to controller 166 which will nmake
anot her change, if necessary. This process is repeated until the problem

i s escal awed208495Df the region or the service level is nmPCI/RoyLr3s7 8
depicts an exanple of another enbodi nent of the present invention. In
Figure 8, an exenplary network path optimzer 150 is shown. Network path
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net wor k through several provi sane versity constraint is
appar enin statistiberepeditory 1p&t Optisiiznbh of the rdatirig tables & pepfoemed byoptivaier 180,nce

I ngress_.into etwork is statically determ ned by the routing policy of

t he doMFF@&&ePWWP%%‘FQPmPW%@r&M here is only one return path into

t he network regar f t : [ ystem 23
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t o Enabhative @rakies 76 évslanend oolieetixivrmatiop dioinahll yeatlas cfjtipd Inteaxhétporstolai ke
out bound cantent delivery, where nost_of t net wor k perfornance
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in the &deRarH 17BEKBICh i9UsARTed 19IsREE raBIYPEKinARAthied BBty 178 Blobkd cal to
the 5 operation of the1 systerr? rrt?difircation 1of tﬁg I n r%ggy;l)‘g?hp{gh%éul d be

at t enpt &t chiaeastasiae (hapath indhath directioms and earadisti guist. beThess, problems athound tgpat h
optim z oper at es . .0 _proyi alternative ingress path or paths for
neet i ngl%_{rﬁe%?g%rﬁqsogr%\ﬂug%tfﬁo_g@r&u@qﬁ%t work path optinizer 150 includes router
1590 cal i brat or 1FkemplbBtdpsinieér 180 is coupled to receive statistics 179 from the statistics

repository 178. Statistics 179 include one or more statistics, such as the latest received probe

results 160, or previous, long live probe results, and/ or a combination thereof. Optimizer
180 uses one or more algorithms to determine the optimized routing for all destinations that
are of interest. Such optimized routing information is provided to configuration element 181
25  so as to optimize associated router 159’s routing table. Any changes to the default routing
behavior of the routing tables are changed by configuration element 181, which injects the
optimization changes to the routing policy or routing table on router 159. In a specific
embodiment of the present invention, configuration element 181 is structurally and
functionally equivalent to configuration element 172 of Figure 2. Thus, network path
30  optimizer 150 provides for an optimized ingress point into the network.
Optimization of the routing table, by optimizer 180, can be done for any prefix
that has long term statistics available from the stats routines. “Long term” refers to a
predefined period of time typically longer than at least the predetermined interval described
with the active probes above. The optimization is done on an interval basis and routing
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repository 178, optim zer 180, and configuration elenment 181. Network path
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for example, through a series of constraint based |inear optim zation

al gori t Hi% QUSEXanarpaPumivet Paihnd 85 ay eeteranaed aopimirgr HO QidFiRWE 85 80¢ ¢fet wor k
more characterized or monitored paths 186 (i.e., probed paths) as determined by calibrators

168 and 175 from Figure 2 and Figure 8, respectively; and instantaneous service levels 187
and other information provided by passive flow analyzer 165 from Figure 2; or other

25  information that provides for route modulated routing tables. Thus, route modulator 184
operates to modify BGP4 routing table 183 and to generé.te one or more modified BGP4
routing tables 188. Modified BGP4 routing table 188 iﬁcludes changed routing 189,
advertisements of more specific routes 189, etc. New modified BGP4 routing table 188 is
then fed to all BGP clients in the network, who then use it to guide traffic to the destination.

30 For a given source address, the ingress point into a network is determined
typically by the advertisements made to downstream providers and a policy that is set up by
such providers. Eventually, the Internet Service Provider (“ISP” ) that is hosting the
destination will receive such advertisements. At steady state, there is generally only one
selected route back to the source address as shown in Figure 10.
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| atency, network jitter, available bandwi dth, link or provider cost, or

ot her constraints. Optim zed routing changes are conmunicated to the

net wor k u&Drg/0849e1 | ocal route servers or other confi guratcaruset/erssnt s
(e.g., such as setting a route map). 10 Figure 9 shows an exanple of yet
anot her enbodi nent of the present i nvention, where route nodulator 184 is
used to nodify de ault exa
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nodul at 1 ate dify BGP4 routing t 3.and to generate
one or %&Se F‘?té(?nﬁéﬁil ‘Eﬁi?ﬁsri’@tht%{“&l?ég ﬁ&jpaftlpieﬂxgﬁgfzthqesg{qu ng table
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r ecei veselgted ba'dxsmgtB@Bnﬂmpsth shown ttfafaugh AB30é and h\&%ﬁ ls peferzechdinge thel A one
sel ect ed . put ck t he ,source €SS, as 10. 2

021 O gt R RS rsa OF wR GBS ORR ISR 1R FNRP unslh ehethel s g Bl
sour ce pulgt ess of a packet, nerely changing the egress path for a given

destination does nothing to change the return_ path back to the source. For
ex@%l e, changi ndfehanging the advesdsearanissione apasifinsoyree asldrmsr dges nesaffontber s to

the AS fahbh Wokdss PEAEAY AANGWAT: BlhfCto, B tREsIF addPRs fifks2nd not

facilitate network path diversity. For example, Network Address Translation (“NAT”) is

commonly used to share a single source address among multiple sources. NAT is the facility

which translates all the source addresses and port numbers in IP packets originating from the
25  unregistered private network to the public IP address of the host running the NAT software.

NAT will allow systems on a private network to share the single registered IP address to

access network services such as fip, telnet, email and the World Wide Web.

Figure 11 shows how by modulating the source address of a packet to a

provider supplied address 263, the return path back to the traffic source can be modified. The
30 source address 263 is advertised to a number of distant downstream ISPs and each path (i.e., |

route) to the destination address and back to the source address is significantly different.

Ingress path one 264 shows a path that is taken back to the UUNet™ source address, ingress
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5 downstreamfromthat AS. Wiile this does afford sone flexibility in the
I ngress point of the network it will not propagate downstreamto the next
hop proviwerm/osydl may not afford sufficient ingress pathPdinMsoitsg7to neet
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AS 261 alfrmatisedngessagh erect Teagddngress natie Z@ecpmerﬂvaé&bg@w dosommodtedhead of

20 11 chgrm e bR A PRIRRY RE e ideeof B o B b R BueaBe

afford tr@ﬂﬂi@tﬁlﬁm neél 05w Rgtdds foiMeingd thé neEvdrR Qe then detemiind Fhidkedwhat i ng the
source address, does facilitate network path diversity. For exanple,

Net Wbr kIngergs BRistsTS Hiedieal isaond: fhgTbest ingresg poiRbiSIPJacgd dro rpobipy fos t@nslatm@ e
source

transi afseoary BRI HEY 2R BFBues M ArOyitbE 1C o1 roliBi R

or i gi nadiffegently dmthichpdobab Intemegirsitingresk pith dﬁrtafsltyéﬁ yehideetdlo t he publi c | P
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2740 Whpretocb, fteRlak m%cr(wswnm&mcob%b@%ma clidAeirTBinitioh Yvef Ipt he
advertised traffic that woul d t‘ake ingress path three as 276 the default
These applications might be denied the ingress path diversity provided and might be forced

into a sub-optimal network path. Additionally, changing the source address in the middle of
an active flow might disrupt that flow. Other embodiments of the present invention described
herein can be implemented to overcome the NAT’s disruption of active flows. For example,
25  aservice level manager of Figure 2 might be implemented to verify that no active flows to
that destination are in progress before the NAT policy is applied.
One embodiment of the present invention is shown in Figure 12. Figure 12
shows a detailed diagram of an exemplary configuration element 550 that operates to change
a source address of a packet, and in doing so, modifies the return path that the traffic takes
30  back into the network. Exemplary configuration element 550 need not be limited to only one
physical component and might include one or more physical elements, and also includes
software. For example, configuration element 550 might comprise one or more routers,

interfaces, switches, etc. Although Figure 12 illustrates an ingress route modulation system
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5 return path. But if the return path, for exanple, becane congested and
unable to neet the mninmumservice |evel, by nodulating the source address
to i ndi cawe ostsse | P address 275, alternative ingress pach/uso®1B37 and

i ngress path 278 becone avail able to accommobdate the m ni num service

| evel . Mbdul ation of the source address occurs by first recognizing that
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determ ni ng whi ch of the 10 ingress p0| nts is the best. Second, the best
i ngr essMERtormysh) Adsodke anfgsess IYJEE MOulaT. transl ating the source address

into the | P spac P%Eé?a@}g

differently in tﬁ%{g}; 0 %ngﬂp%Q déxlg%glaég %@ﬁ?gf&\/gﬁg@?@&ﬁga‘gc I eved.
A typi calsteapahd taes tinidpats, RiExpeplk] fromtadweries ofasatatng ghiresSudstdstats shats in
sorre pr%ailate |.P ad 1giess space and_is not connected to the Internet, such as

g suffjaient lwrals?wr pH@opsiblpdocal providess todhe destinghion, pitiec
rout abl Fes REAE ag%r@g&t&i $nd @MP&G@%M isGR4H s&ﬁﬁﬁjt Q;}ﬁhtg'mfftﬁecl%gﬁlt Yrdihiange

t he way t at traffTc 1s sent towar t he net accept a for
nmost apgich patviders Tan delbttmnps based ohhaetenembrometsmfms'ﬁudaas zp/radalﬂabamll%dﬂ;r om

breakin he _.releyant a ications f h NAT i s unacc | e.
howevergnf@ OHFHOPH@?}@ Ip p‘:&ﬂﬁ%encﬁ ﬁY‘?rég? PrBH ehrilERey ‘?Xr}i’t?’é?rr‘?éﬁ %y h as V0| ce
over | Byblider, ii &)tt& &&%n@a%@%k brovidd 288 Wrtballydfe eés@wﬁéél the pRMfder.ag | PSec
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applQ casevemsprovigers azenteehngﬂlemalmmgrsewscedawdh itlisvaseeritable fardhe spstinatod ni ght
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i npl enented to overconme the NAT's disruption of active flows. For exanple,
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550 that operates to change a source address of a_ packet, and in doing so,

nodi fi eAn a$EmpPEeY ﬂﬁgladzeﬁnméhatﬂﬁ@efqlafsvﬁﬁ@lefnak@@veéth@aéﬂahlﬁp@theﬁ@xmmr k.
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In a specific embodiment, controller 912 receives information from the
passive flow analyzer regarding the nature of the traffic classification that is not meeting the
25 minimum service level. Traffic classification is discussed below. Different classes of traffic
require different service levels. Based on the nature of the traffic classification, as
determined by a passive flow analyzer, the control decision is made on the appropriate
characteristic of the network performance be it loss, latency, or jitter, or some combination of
all three. Once the network path has been determined, a controller 912 informs its episode
30  manager (see below) of the prefix and next hop address to change in the appropriate routing
table (VRF) or control informs the network that an ingress must change and enables that
change through the NAT policy engine on the CPE or Aggregation router.
Ingress Route modulator 184 is configured with several provider supplied
addresses (NSP1, NSP2, ... NSPn). A small amount of address space is acquired from each
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system and takes its inputs, for exanple, froma series of faststats or

hi gh resolution stats that 5 have run for a sufficient interval over all
possi bl e Woaalos4sovi ders to the destination. The results acaagyisgated and
a control decision is made based on the quality of the results from each

provider. The selection is based on a series of constraints such as
avai | abofthp dﬁm@@m prgwdm@ndm utaddoardk the in§restesqpue iviaribe dommgetiort tioe

T T e AT

provi deﬁ&w@ﬂ@nﬁﬁﬂﬁﬂgﬁ&ohﬁb&nmmatﬂﬂmﬁﬁﬁ Viesoli@¥edupplitd rénsaCoaRicliBh 835.0r the
systemto nake a decision based on transit cost. The avail abl e bandw dth

on the T hwkrowlﬁr pridrestie ot asiaternadion thieash therR QR to aviateaties 836 whengithe NAT
ut i 'é z ghé({@ r%xaﬁggge %H'a%&‘tgr S}Qq’%é&s%rﬁ& rﬁ%mf%‘é{ e 0%%§§§1%er n the

syste rposes e ano

current mnﬁms equip@pit rbbtet or TORE”)de 2k | lagg’égmbnrremee senirsthé Ere)Pa Madt of

bandw dt h required fromthe new provider I|ink. assunpti on m(?ht be nmade
that ifP¥HSH ieriaes ?3@%@%%%@@%@@ph@m@re@ﬁow@g feethe Nebpaddressk, t hen

t he do i s sufficient bandwi dth available in the systemto
accomm %léegt eﬁ%gl:/ﬁvrtg ITdPLa Passi ve anal ysis 187 perforned by the passive
f | ow anal yzer, hbheadkiress\is zhﬂplind)tcea degoddadiirssntancletion cddfigaration 269t i on
urns and_appropri ate 20 cfion c¢an beta n anof. her
o{h Afrhé\?fg’gﬁﬁﬁﬁ?h béﬂ%ﬁ thstreny RG0S IaoBed o fhat méﬁﬁ ASER a%cer ing
avai | abdoea BoliRITE P SRl vANH WA WIREDsdato Bt diffefRBPRIGSe DA,
characteristits of al raffic traversing the system In a speci
enbodi neiicy-baset addidse tragsl@or emeponest 267 resides, oo the sagra ohter thphembles thd ow
anal yz rﬁt{é:%a din ng the nature of the traffic classification that is not
neet i nSN YA rum service level . Traffic classification is di scussed
bel ow. Different pdiry3%s 1Q§pﬂlire§fb§/'tﬁe 1088l &oh@olirbéRE BNEort@IN¢t P58 WhiKE! S. Based

on the nature of the traffic claSsification, 'as determ ned by a passive
fl o anddtgrmenes thﬁéh%marqs@pathempghwmgrmdet waetingemappnomeatedevels, for

or someamt s f oty BEL Rt PEisn SERC e bRl ¥ A dpeiinte "

det er m the dest dngreRtpat toekleBtlahdi dokOS fol ckadples asiag athltipfiapdibrdtione bel ow) of
the prefix_and next hop address to chan e in the gpprwgrlate routing table
¥&Pp

(VRF) dechodites.aas destribedubevrainsenngstipn withtthe ase ofgc 8+ change and

enabl es that chapg |y

Aggregation router. énfg?gﬁéagﬁﬁ%r}?)t %Iéﬁ%htcg%ta %Igén@?%%n@agfﬁ%‘gm\%{t h sever al
pr @0i denaintalioptlal settbeasidrss §3NGPIhe NERE that doddSkah p&ligndd is sibjedtto of
address@g&}ace is acquired fromeach_ 28 WD 02/ 084951 PCT/ US02/ 11357 of the
downst r pYbRn Adngreghiepth eushehapge {3 dagicua destiatignnolicy basedypiingne

connectyqdns bblied for that destination to reroute the source traffic through interface 836 on the
CPE 302 or aggregation router 304 that has a NAT policy applied. Once the NAT interface

sees the new traffic, the outbound source address is changed to the provider address and the
25  traffic is sent on to the destination. The outbound source address then is new source address
199 and is routed back into the network differently than the original traffic. Atthe
destination, the return traffic is routed back to the provider source address, creating a
different path for return traffic from the default path. This function could also be
encapsulated at the ingress interface of the border router 200 and need not be a separate
30 policy on a different router. It should be understood that the entire process could be
integrated as part of one router according to the present invention.
Figure 13 illustrates a specific embodiment of the present invention where
exemplary route servers 191 are used to make regional or wide area networking changes to

the default routing table (i.e., with one or more modulated source addresses). Figure 13
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t hat downstream provider. For exanple, NSP 1 is routed by the service
provider into the network including a route nodul ator 184 via the provider
suppl i ed woangs49sctonnecti on 835. The provi der address i s pcautseg1i3at ernal |y
t hrough the POP to an interface 836 where the NAT 5 is applied 836, for
exanple, either on a router at the customer prem ses 302 (i.e., a custoner

prem seshegUinoTesions ®10 &id chtraliRE rdute keradr SEFOhadaipl@fentOdéciionddédr batht he
POP. Each, particular interface 836 will have a seﬁgrate NAT policy

cor r espEENG 10 by dsernmme AEPaskicy amons severdasnt BQRS Bt ik Eavhessionir ess.
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ser vi cetulng\eetlsof thechildzantpl muteasrers might be cbupied fooome argngrasegiors. traf fi c

anal ysig. .Control]er 198 then determ nes_.the best jngress path o select
and doeBurHRRToTS gitioug r‘Fﬁ‘Ptéaﬁlzﬁé Foge W?fiséétlﬁd%‘%?‘iﬁ%fﬁnghng egetirafties! as
descri baghufbRgnderstssiNARGhE Steth Sbv R HSEeqB aRplhitht B SRfiur fic

t hat doesunot nafch pol i cy %&ate#ght 268§?§ uﬁéffe%@ed and 26£2§P%@§§ns
northl Bgesstafigdr ess 837. The traffic that does match policy 268 is

bj ect t NAT. i th t ch f. ti |
doot i nat i on.  pol i 295 s PotEeRed Bas S e S et of rBfE st 1k endn 1o
rer out ejstcBRfiSabd tfrebéioé ExiernbBPAGEeds Ho?h [REEBPRAN Subk eBERER32Or

aggregation router 304 that has a NAT policy applied. Once the NAT
i nt er f aeasrelaedinte A RTA dhat conthivs ell ledally somboumindtedganice. Rbatesssverslnamged to

out bourdPbrBdS sRRuBlY e R PR ML fof viG S RO R 0BT hack

i ntG t hall RRteyak k hiihkf pretédcy thdhaRe Remal fotdddHont frf1bé praftiddrd)€Thus, any
destination, the return traffic is routed back to the provider source

addr essroutingehanges tat iguefserveni 9 panakes will bepraferred oxer the lqoabreuten beingf aul t
path. Thi i d al so be encapsulated at the ingress interface of
t he bof@%&iéggﬁééggggﬁ%%d need not be a separate 30 policy on a different

router. It shoul dPdsiveridersiaBaer 1956k comfipueed forrecgivoreis aadtaffide
integrated as part of one router according to. the present invention. Figure

( ng s
13 i || Jefymelen i weridy that susiomerdrafints meclnganigawa servicaJeYRs- ofreppiey
ex I : : : : L,egl I j a :
oty B AsVOHbR BEHYET P50 ks BLEVRRS it blity R PSP Afotive
nmodul at@dibstion peocaskis psfes)ed Ui gulibetdrB3ZAs described in connection with Figure 2

that characterizes (using probes) the quality of all local paths to the Internet. Calibrator

information 198 and passive flow analyzer information 196 are communicated to central
storage 314. Each of the local route servers 191 also provide local routing tables 802 to

25  central route server 525 in at least one of the POPs which uses standard BGP4 engine 316 to
create one or more regional BGP4 routing tables 194. BGP4 engine 316 is similar to BGP4
engine 182 of Figure 9. '

In one embodiment, central route server 525 is coupled to provide regional

BGP4 routing tables 194 to central route modulator 199, which uses the calibrator

30 information 198 and passive flow analyzer information 196 from storage 314 to make region
specific changes to the modified routing table 170 (i.e., for region 1). Such changes are then
communicated via a network using internal Border Gateway Protocol (“iBGP”) 200 to local
route server 191. Central route server 525 also coordinates all changes being made by local

route servers 191 and arbitrates decisions between the local POPs. Central route server 525
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WO 02/ 084951 PCT/ US02/11357 shows two regions 310 and centralized route
server 525 that inplenents decisions for both regions 310 by determ ning
BGP pol i cwoanosyysseveral |ocal POPs in a region. Each regiran/usByi@i3ss
configured to include one or nore elenents depicted in Figures 2, 8 and 9,
and includes local route server 191. It should be understood that many nore

r egi onsal@finaticnsee hél?saﬂﬁé‘dl POP fihEi BEER rG@k wiileh tigdrel issndOlbcal eaite eat caut e
nodul ation is possible. For exanple, a parent central route server m ght
be couphes thomppaugy seppeelerel; (Theaewimeiecisians anadshyestral rautesgvar S22 dor of
t he chi ¢ 1 : neghons.
Fur t her Aar s af < ah s pRROURI Sl B30, B eEHRE 9 b o, HacBEBIBM T g

egr ess rougfstivers 191 coalmuiicht®dfew Releingtiaisies 170ato 1béed reytsits 400 stawetworkFi gure 13
al so mght be configured tqo handle 10 inqre s traffic. Router 190 is

confi guisig IBGToHY, btwegslogy] roweserver BHranglosd geeskider 191 and s
configured to recgi - i s GP
feeds are correF]gtﬂ‘é(ge‘:f;\e)‘kr?!té gfgﬁklgg{éﬁggﬁg%ﬁ{r%%%bgﬂqﬁ%tatg q‘g‘%ggﬁﬁégﬁgg ed
rout es thatRouteaerver wit be Wahdmawa and omitinguwidlfail dowartoi loghest availableat i on usi ng
i BGP back_to the local POP routers 190 with.15 all routes at a hjgher

pref er GHEiant PSRl R GOH ESoTFb Y Eﬂés’! eiors oY e ol any
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| ocal routes being heard fromthe providers. Passive ow anal yzer 7195 is
corifoi gihebavibolepmee ifiwen thedddal proxmtgrs raffic information to verify that

t traffic | ti 1 Nni | ce. A . | 20, i
L ow anal yoor | 10 ea TG RESERBL R RS Toiht b6 ol 60 o tora B ipliss B v e o
An act e, 1dal ﬂoﬁfeﬁ&%‘:@? 6 C86E” fob a PES 6] MBite R¥rvERlouRY, 8400 8y nafondEscr i bed

in connection wt igure 2 that characterizes (using probes) the quality
of al | rouieabrventduts, ets. {Thés pravidesithe hicaichy imprsierenqsfand plowe penti@seirers passi ve

flow anal.yzer, .i nformat.ion 196 gre co nicated to central storage 314.
Each o;ﬁlsﬁgafb(’)%%fer?“g?ﬁtée%g%?’\%?agsigfrs o provide local routing tables 802
t0135 central rout@tRBrould sebve? SDH aBb uk@AstfeadiRedlo sifital BSHt] phucedtesibes
standard BGP4 engine 316 to create one or nore regional BGP4 routing

t abl es locpd POBsa setheyi inputdopnenslosplfipisedes. oEmegmles, acaending teope embpdigipngod. | n
) ' oo . e
o1 o S IR0 Bga HE¥ P B MBlreREd A2 ai AR, B Mo EbAE

cal i br e26rhea@ al cohanvrty thit sifi81sahélngsfer UELP, wloamgtadzetheipaéforened o Othatl 96

fromstorage 314 tq _nake region specific ,cha}gi?cgs to the nodifi e?‘érouti ng
tabl e Fovies aaaiuepbi G i adyertisschiocHkatd SESHIENS SEDRTRATLC AP&d vi a a

1o AR e SRR SRS BT PO g ot
made byandoesalve non-local service level violations. When the violation is cleared the central route
server 525 communicates this by withdrawing the “10 preference” route.
Figure 14 shows a number of route servers 206 inter-operating between
themselves to reach a consistent inter-regional routing decision. Each region 350 is
25  configured to include one or more elements depicted in region 310 in Figure 13. Each region
350 includes passive flow analyzer 202 and controller 203 configured to use statistics based
upon the calibration information from calibrator 205 and passive flow analyzer information
from passive flow analyzer 202. Such information is locally gathered and stored at local stats
storage 204 and region storage 352. According to'a specific embodiment of the present
30  invention, route server 206 is configured to determine a metric for each destination based on
local observations of the path characteristics. Such path characteristics include round trip
loss, latency and observed jitter.

Route servers 206 determine each of the path metrics and are configured to

exchange and advertise their local metrics 207 with other regions using a modified version of
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route servers 191 and arbitrates deci sions between the | ocal POPs. Central
route server 525 30 WD 02/084951 PCT/ US02/ 11357 also functions to help a
| ocal POPwDIim@sesbetter route when there is no | ocal rout@crhsn/ess neet
the m ni num service |level. The routing decisions nmade by central route
server 525, for exanple, are at a higher preference than |ocal route
server BOP4déccaidmasto tiHa ekeroplatyhmenkfigumtion pHerch roeteverver 2Wlpar asgiomicaett e new

ti b 70.t0.l I t 19 ' kK 5 ' i BGP.201
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server will be withdrawn and routing will fall down to the highest
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deci55i org)s \e/vitlol fall down to local route servers 191. If |local route server
191 °f ai (%9F8ting will fall back to the default routing 10 behavi or

| earned fromthe CogalunfYatvh B&HSen FUERINATY 208 eifbLaie thdlpiespetisGhe
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route sebsweed fita @V&orouse Oy ehissdmestofltite siegondinventidn @es plaebssiasicl n

| ocal POPs to gather_input for_ non-local episodes. Episodes, according to
ond OentyBenagentsepbelowhio onerate withithe logel controbpracessss efirepiralie 293 of Eigsei 14y e

di scus | . : nj

Si gnai S0 B o ERALR e O GG Kol P FBLE BrEPTIR Mdode Il |, 4
val ue divo'rblte sanvelrsraze stobwat, imadig Sndre niightdel intefcomhsctéd:hi | dren). route servers
191. The 20 | ocal i sgde manager. of control | not shown) will interpret

e . I.
this as the need Fi8Y§arHERst s D m‘élﬁHSt?téé’éFl\?éﬁ% 1ppal systeraaf route peavers

vi ol at i pRgHMh Eoﬁr%@ti?fﬂ @ﬁgtﬁi ed 53 Sl LR SEhhPOE RN hitk 248 1odRE¥Ed 525
comuni cates this by wthdram ng the "10 preference” route. Figure 14 shows
a Mdnbessariatedwith tlwee ddfeser @6xtimpdP-adpessesi(hd. Ibstive A, 1.4 Heh)s dheepstém r each

a consistent jintersregjonal roufi decj si on. h.region.350 is 25
cont 1 gureadey flEvitERbie Bow cish 108 i wofian it B WEE S0 I n Fi gure
13. Eaqlh.o'eeRPR listalol Bhidss PasduMBe fa'bfé"éo?@@{sﬁ%fde@tg?aﬁ%ﬂgréf&rﬁl’()ﬁ)ﬁ| er 203

configured to use statistics based upon the calibration information from
cal i br apwte peefereaeri2 PagsiAbepdth 32, and thermaxt-hap eddrass D3. Thedesapsistinve 1 ow

ot L oriet <L RS kP b R Rt AR WA S e

enpodi ment of t hgnphesabbdidtent, IEESHHRMNer (MOYERDWEEMREUrdA8) héndlhi ghded to
determne a netric for each destination based on |ocal observations of the

pat h clidlrsspties lecelivialationseor gpigodes lvad mekes 2 Beties pathrielegen fosbath agresp and
ingress paths. Episodes are described below. The control process of the controller is

hierarchical in nature. If the control process running locally cannot resolve the problem
locally it will escalate to the next level and ask the regional controller, and its control process,

25  for help. Figure 15 shows the lines of communication that the controller has with the other
processes. Inter-POP and Inter-regional communication could be inter-process
communication, though it is possible to piggyback this communication on the iBGP
communication that is already occurring between local and regional route servers. The
controller is notified of episodes (i.e. service level violations) through communication with

30  the passive flow analyzers. The controller makes changes via the API into the config module
(i.e., configuration element), for example, which is implemented as the modulator in the route
server. This API specifies a prefix, a next hop and any and all BGP attributes that are

necessary to communicate routing changes to the local and regional routers. The controller
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| oss, latency and observed jitter. Route servers 206 determ ne each of the
path netrics and are configured to exchange and advertise their |ocal
nmetrics 200 ozios4yspt her regi ons using a nodified version offCTAKOYMI382/ 084951
PCT/ US02/ 11357 BGP4. According to this exenplary configuration of each
route server 206 per region, each of the |ocal decisions |s based on | ocal
dat a antFadatviilableresesin Ko the ARbekthe sejite srIverion aR% Prefix Rasise A&k der s over
one or i : a r | ' en the
Fegi ons e R A e oo P B e e R o
networ k 5 connect Figare [@depicts a dddabsysteai aeensttuztiire tersolee oc2Derdedlebel done

t hrough specific B comunity attributes. The ecific communities, or

r egi ons Y1 n%(MG?Pﬂégﬁééchfﬂ%‘ial Rehpw i, 8Y3BiaPiEs o GIEUES - GBIFEHPES usi ng
i mes i nglanl RIS iDALBVEDRBEHBLLSH L& B0 0TS Burthe bASAAL AIGPRMrarBFer ved
for a given route. One enbodi ment of the present invention uses a 1ocal

epi soderdife ofthhddr Teeservie lovdl vialatopes detected bl 1¢dabpdssivalflosomtatyakr Dripcesses

Cout o SBRAUTORBP BPaLsSTEIE AL o CoBitl ot SITBERRONY HCt ol PO LOGRA o ar e

shown, 1RENBRErsEhd BEicRRInE N BRRNREHAE redch¥hY GeshiBatidnl MsdhALEs:.an 2 ni ti al
state of a nulti-regional systemof route servers described in connection

Wi t h Fi thus essolvingithd S14\ viBktinn PORetsfrse, tthe lnealaopairbldyl 24 6 mmdifes tRoBcab
asspciated w t hree djfferent next- P ress £1.1. 1.1. 1.2,
LA Sl R SR e SR PR e e e R e TS T
rout i ngijttmdpda@ ofQri.1.ne TRIsebhts iS NN Bommiinated 4 the cesirdlrsite delvar usaaciB@OP. The
routing table consists of a destination prefix 210, a route preference
211, ances®egian21B®12 and the next-hop address 213. The | ocal system
conmuni cat es over.a ne rk to a central (or regional) n rK. m usi ng
i BGP 214. 20 In oﬁ‘@“&en%o Oﬁ@ﬁP,eX?‘HBQc"SﬁP‘P’oﬁ ’ieé’r"%%lnsg’t"te%%rg%‘ﬁg Wseﬁ{“z%fééaw) |

hand| esviamioasiwhichlchnsf béiré@eavedallyl Topétiise, thire & sepvies levaindolHgto a
better gath selection for both egress and ingress paths. Episodes are

p )
deskY i b&8-0H¥B enroutn 12 thet hen bash pedesedry lopel coBlel®13p8r Passivefiasy apalydcal in
nat ur e. ' I n [ . bl em
ocal 3334 bRttt RhOETRe TadBiH B0l Qellrtalorl POk ESRONKE 33T ST, PO
and i t salt ofthe ddcapproeiiess and3f ha@te dfehgm chn guolee fife sshdvesletdlevidlativas thaf
comruni cati on li)hat t he cong&ol ler has with the ot Egé ocesses. I nter-POP

and | nt Bfstemeyilbhss the Bestarlehts ighteZdd) et sempHpgated Or aSSIRATGE &t i on,
ough Lt ! I8 : P : .
Comani PR 334 Bl S A bl P o AT D R erlll e 3 eeives 1 o

serXer sthishioete updaterapt Isnalsso alb bf fhieether POPsiis o degsor( usieg a yernbweréfereabed
violati I%Ql%g (“tlg {)Pelil an%Q)”{HﬂétC eggir?argio\ﬁWZ,tZE, indicating that they all should try to find their
best route to that prefix.
Figure 18 shows an example of how one or more local POPs gét involved in
making regional routing decisions. For example, each local pop in Figure 18 has been
25 notified of a problem prefix through a low preferenced route addition to that prefix from
central route server 340. Each local controller (not shovs}n) detects all possible routes and
starts the process of finding the best local route. Once found, the controllers then advertise it
locally with a “200” preference, for example, as preferences 223 and 224.
Each local best route is also advertised back to central route server 340
30  through the iBGP connection with some additional information passed as BGP community
attributes. The local controller indicates the time-instantaneous loss and latency values
observed to the destination prefix in this community attriBute. In the case of POP 2, the
round trip latency is 50ms with 2% packet loss. These values are communicated to the

central route server 340 in the routing update 225. In the case of POP 3, the round trip
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30 the passive flow anal yzers. The controll er makes changes via the API
into the config nodule (i.e., configuration elenent), for exanple, which

i s i npl eneotredsasit he nodul ator in the route server. Thi PCARISOZpBETfies a
prefix, a next hop and any and all BGP attributes that are necessary to

comuni cate routing changes to the | ocal and regional routers. The
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level Vjuei hdesolvdibthe SXSHRN Wroh rbb%%vlﬁ@ﬁum%hnguﬁddtam@uﬁ&uh cokfhl yet

conmuni cate the need for assistance to central route server 334 using BGP
conffuni Topting tabﬂq)&‘jiﬁe capel c@érqlkaB6@@gznalbme@plnmedgn@1t\t@ﬁlemhqrlﬂQ:Psrhym e

d : ! :
o et or claans Afydet Pifs. pardfrdbe das Hrkrintal, [l Bral5o0ha e o3 g
that t hayd 286l are bpuakeﬂ tdcyl ¢omtioilad 36D eIl stdpesitatteipttotindt d Witteprotitd 8. thEi gur e

18 shows an exanple of how one or nore |ocal POPs get involved in nmaking
regi onaPr®f%ut i ng deci si ons. For exarrpl e, each local pop in Figure 18 has

been 26 noti 11 ed ol R ARLEMIY SELKC DRGNS o B RESHALGIRES it ©

addition to that rom central route server
cora( ol d:cﬁmro(1ﬁ0166sif<ﬁ\gl)re dahdcbstraldr 1p688Figuee § tuhuds adurthersdpisotis niahggepr ocess
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224. notification of an SLA violation 238 which, for example, is provided by a passive flow
analyzer (not shown). Event scheduler 237 is configured to receive a delta receiver input239
from a local route server (not shown). Delta receiver input 239 is a signal including
25  information of all routing updates into the network system. Delta receiver input 239
_ primarily provides BGP messages such as Add, Remove', and Update.
If an instantiation of calibrator 168 is running (not shown), ev‘ent scheduler
237 can be configured to receive results from active probes into the system through Stats
Input 240, as provided by a calibrator (not shown). And if the controller in which episode
30  manager 804 resides is running a control process, the controller can notify the system of a
routing change (i.e., a modulated source address or new next hop to update routing tables)
that should be made through control input 242. Each of these inputs is placed into event

queue 242 for processing. Event scheduler 237 is able to prioritize certain events such as the

clearing of service level violations over other events. This allows the system to better operate
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Each | ocal best route is also advertised back to central route server 340
30 through the i BGP connection with sone additional information passed as
BGP commumiotog/osest ri butes. The | ocal controll er indicates Pchraiso2/11357

ti me-i nstantaneous | oss and | atency val ues observed to the destination
prefix in this community attribute. In the case of POP 2, the round trip
| at encyini the Bﬁemi; ofia titlsaged wherk etlarke asmbdiefserwad laed vaqsletimmm niddatlgdngu t he
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POP 3 and exit wth a next hop. of I gure shows an exanpl e of
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360 will verify the service level after a short interval. If the service

| eVl vsevied 1e@ﬁIS+ gﬁ; sbls/tedindzuch 8 pathy alqcal cagmligr will iyaie ghetlpeal deBulti ng
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that t heeere(iidiniing g Real foutstreMRus sy RSH lthfaedlltrdsxﬁelsuﬁ tatloedl POJpas Iﬁaaeel VI ng
this routing update and updating central 15 routing table, 233, central

cont r ol e sééiegie@yrrapge tIhe l%krﬂm a0 hag an pRGBSREsIoTPEit thaparsii yeiie ng

al | uting

t abl eslgfgger\m{}% é@g gr}c% éﬁﬂ% ggé%%%’%r oI ers %%8 %Ph%t%aajs

attnpts to find Halbetdl eOntrcﬂla:rfs tmblehte findradbeat pafhi tgatrmeéi‘f)thelrﬂnuﬁ’ﬁurﬁt es a
speci fi c_enbodi nent of he resen nventi o ere .20 controller 166 of

Fi gur e SSTERRY fokeiniespRaplorgEse R ¢ éa%&stgaﬁﬁwe/@u%iﬂ & PTEIGFPRRH aép?r d¥tfager
804 of d:dzﬂﬂﬁﬁtﬁ&mb%\/@éﬁm&ﬁ@% 26y afed thé SertAMduBbIEerliRat HER s Y&uiad BHT put
indicating a "notification of an SLA violation 238 which, ‘for exanple, is
provi deitle px;eﬁac 1pa}madyertfsbm\mt avainythesr wiynidit letabmnite seEvernillseheblst ButgIBt i s
confi gur recei.ve ta, recejver put 239 froma | ocal route server
(not s%gﬁﬁﬁl‘obﬂﬁf‘eﬂ?t&é t& ‘?rquﬁep’ﬁtno %GP@&S signal including 25 infornation

of @ | routing up@aks she d%hﬁaltﬂaﬁte%@Né’?fééefv#&r%ﬁve%e}r@nf 6€haThe hdlput 239
primarily provides BGP nessages such Add, Renove, and Update.
community attribute, the central route server w111 advertise the same prefix to all children

route servers (except the originating local route server) with a preference of “10.” This value
is far below the default value of “100” communicated from the eBGP sessions and will never
be used as an actual route to a destination. This is favorable, since the route is not meeting

25  the minimum service levels and the “10 preference” is a signal to the local systems that
another POP requires help with this particular prefix.

When the local route servers receive an advertisement, they send the details of
the BGP message along to the local episode manager of the controller. When the episode
manager receives a new route that has a “10 preference,” this is the indication from the

30 central episode manager of the central controller that another POP needs help with this route.
The local episode manager will then find the best local route to that prefix, and if it meets the
minimum service level, advertise that route back to the central route server via a network

using iBGP. The local episode manager will also encode the path characteristics such as loss
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If an instantiation of calibrator 168 is running (not shown), event

schedul er 237 can be configured to receive results fromactive probes into
t he syst ewotohnsasgh Stats [ nput 240, as provided by a cal iPleratsoz/1(38Dt
shown). And if the controller in which episode 30 manager 804 resides is
running a control process, the controller can notify the system of a
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such t hat | .rquters in e | ocal (%DCP are madﬁi%g&%r f the new route.
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the change as wel|. 15 [f a local controller I's unable to find a local path
t hatts methe serttted episodemenagserevokes dllavddtanditereqoests foir help omi this sefixect t he best

at h avail abl e, eference it at, "20Q," but t C, nity attr.i bute or
ﬁet ric that acti %ﬁ%szeéhéleé’@mrf’ﬁﬁe SF’E)‘SW@@&PV@& Wﬁ@?etﬁ%n?lgﬁf”eﬁfmlf%d on
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wll set a best route, yet 1 nformothers regions that the route is not
accept dbhthas 2ot Widaen hiedc diisriakepeatgd anglegllzontasdiews bean exhausirde df théenent t hat
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| ol rskRr s€the@bdal MOPdid uplhg b B @M EeemPlunity Btiributbi Thisavillgzet bthef@giohe! ow t he
default val ue of "100" comrunicated fromthe eBG sessions and wll never

be use_cin&@l"%indé@_ﬁﬁilsoﬁi%ute to a destination. This is favorable, since the
route Is not rreetAﬂ&her‘way to implement this is to allow all of the local route servers to

=

communicate with each other or through route reflectors. This method is shown in Figure 14.
The same method of encoding time-instantaneous route characteristics as BGP community
25  attributes could be used. Then the standard BGP4 ciecision tree could be modified to make
path selection based on these metrics a very early decisibn, even before AS-Path length, for
instance. This would allow all of the route servers to act independently and yet reach the
same routing decision. Such a modification would be required for any apparatus as the
hierarchical system requires too much policy to be in place for it to operate across more than
30  asingle provider. For the single provider scenario, the hierarchy implicit in the parent-child
relationship makes the solution more scalable.
In one embodiment, a message-based system of communication could be used
between parent and child episode managers instead of the state based communication that is
encoded in the BGP attributes. This will allow the episode managers to communicate
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25 the mninmum service levels and the "10 preference"” is a signal to the

| ocal systens that another POP requires help with this particular prefix.
When t he woarlos49sut e servers receive an adverti senment, thegTaseziitse
details of the BGP nessage along to the |ocal episode manager of the
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attri busvadabl®hi s route will then be advert i sed WI t h a "300 preference

down to the | ocal Chl|d rout rv The | ocal passi flow
sho d t hen det erReriaterfegiong Wétﬁfi’ia §t0d thesorigin ro“?‘& 1ﬁ§é§5¥ﬂ’ f?rﬂr Fﬁ‘servr ce
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acknowl e gnent of this atin e route adverti'senment.” This tine, with
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thelogal PoR

When t hQ TEPLSSBSHANEHe éheﬂd@rﬁ beﬁ‘g CFIE EH"‘I T BHevi ous

rout es Setaid ¥hidhePEpY Al %1sée%@&dreﬁﬁ%ﬁleﬁ%w%ﬁcefmmd%m@&nart eheétg%e in
other words, 15 the central episode manager revokes all outstanding

r egidesttbe {agal mtqasemrt Kithe mugd gexvers freicannesiad, dltméyrﬁempdlﬁ@@feonste rike BGRent r al
did not_neet ntr w | |

get 5 UPTESRPo RaROUAaRis ateiShateira 16 o b0 R sl O RR BE poen

tried. Jddiesssoek aRe@fte Thistlilolvs ably duidk &nvBéacd e Ridran si@ehgelahd hil S
condition exists, the central route server will signal its parent for help

in nmuchmeininsdhe coUrakek asentralizedwuting dpcisiopieiseleciye RYPs. Barexagmiein t y
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way to to alrow a rou
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shown Irr(])utlzI 189 h%s %élen withdrawn, route server 191 operates to remove the withdrawn route from
modified routing table 188.
Figure 21 depicts an example of “application-aware” routing according to the

present invention. “Application-aware” routing includes mechanisms to optimize

25  performance of certain applications based upon requirements of the application. Traffic is
classified on the ingress into the network system and each type of traffic is routed according
to the requirements of the traffic. Traffic classification engine 243 monitors all traffic and
matches it against a classification policy. Individual packets 370 are then classified by
setting the Differentiated Services Code Point field in the IP datagram. "The DSCP bits in

30  each packet 244 can be set according to exemplary classifications such as low loss traffic,
low latency traffic, low jitter traffic, and other types of classifications. Such bits can also be
set for a specific application such as Voice over IP. Based on the classification of the traffic
it can be routed to one of several virtual routers (VRFs) using simple policy 245 as it enters

egress router 246. Each VRF routing table 247, 248 and 249 are structured to meet the
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The sane nethod of encoding tine-instantaneous route characteristics as BGP
comunity 25 attributes could be used. Then the standard BGP4 decision tree
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early decision, even before AS-Path |ength, for instance. This would all ow
all of the route servers to act independently and yet reach the sane
r out i ngspedicsapphicatiSu céyuarenmdisfof dle trafificywohich nieey arevpyi mod de tlor saaryasdippar at us
as the hierarchical..systemrequires too jruch policy too.be in.place for it
'o operaifi dapEey Hisre” Thine asork Beprers, R HaBPt ok HEnaPifEs pr ovt der
Scenar i @ecididi ¢ @ ERYrdiiPtd the brdsBhtlifffenPiBhent - child relationship makes
the solution nore scalable. In one enbodi nent, a nmessage-based system of
communi cat i on coulnck fpecifisethboldmmantahe pregress trafneliscbidicdepd stdsfiadnager s
i nstead_of the staf.e based co nication that i encoded in the
£ o) bR SR RO o Ga RS Heco A HEE! &Y P Suu ity B e o
02/ 0849 ¢ @y @&béﬂ%@m@%ﬁﬂoﬁﬁ dedhsd ARutdr@r alswithe. AQTeRhpBEr the

u

comuni cat i on. rt hernmore, an enbodi nent could be inplenented such that

t he epiBrgsrat yisalier wibdassiy traffées thongworduedas tofseitimgdhe ByToBaDiEE dilges

such as. " e". Or "W raw.” This .c Letely. de-cou t. e de
manager mftggﬁfé%a&e%&; &S rgrér}rg%ﬁc tafl%lP{.Zeﬁ 1§ Q%WQ }% ﬁ%eag’ ’Pgﬁ’ reﬁ 5&1 E@éﬁﬁg ggfsiﬁn??f?t he

epi sodewhihallews b differttsbificaibvdd ¥hddkeped ClaBE fic A [LAleswisks the dyseh ddae rout e
server is responsible for withdrawing the originated route and the routing
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to sel ective POPs. Fo xappl.e, in_route server 191 of Figure. route
server ot Farteeaprech cERE MR ngs Rrebrrel aREpER P et SRt Rr aw o
rougoe fan@metdas shEBné 8ette 1dvil ERIMRE 540 forlcaSIirER cld3bifica®id Qpe.thet a

nodi fied route 189 has been wi thdrawn, route server 191 operates to renove
t he wi tax@malm threqsepamategngines 243 and managers 580 are associated with resolving each of

network jitter, network loss, and network latency.
Such classification is necessary because different classes of traffic have
different requirements that the network must meet. For instance, real time traffic such as
25  Voice over IP or streaming media demands strict attention to network jitter and less attention
to packet loss or latency below certain minimums, which are generally attainable in the
Internet today. Transaction or encrypted traffic may demand strict attention to packet loss
whereas normal TCP traffic may require that the network minimize latency to increase
throughput. Thus, the passive flow analyzer according to the present invention performs
30 traffic classification to facilitate “application-aware” routing.
An exemplary controller is configured to receive information regarding the
nature of a service level violation, such as the classification of traffic that is failing to meet

the minimum levels. Based on this information, the controller is able to analyze the stats

38



nodified routing table 188. Figure 21 depicts an exanple of
"application-aware" routing according to the present invention.

"Appl i catwornzasese” routing includes nmechani sns to opti m PETABPErtDr nance
of certain applications based upon requirenments of the application. Traffic
is classified on the ingress into the network system and each type of

traf fi coutput barhebis pespeativagnd trake helassifjuiticentased dadisiomend sublséquent chaagd i ¢
C|aSSIfIC tion e 243 itors all traffic and nmatches it against a
cl assi f f& FPBﬁm58§W%§DuPﬁ%ggﬂﬁual packets 370 are then classified by
setting the Dift ensmbhd dd prebifesiibRYS; Bniscib@hdyiilrds it 1o ‘ééﬁ“@gr am
The DSCP bits in 30 each gc ket can %e set according to ex npl ary

cl aSSI f Bmmdlmaetssmnfasdlhaxw dkdkm the aftfwit ;realize\thalt dteencmbbdla’iehtsca,re mwl}"i tter

traf d other ty s of classifications. n al s .set for
L Spor MG ralaerihtiube SoBSeatal of et ot tve detriotdE ! on
of the HERfibdGhe httwoADcHBmuANEESH 882 Q8B GhetSBNBE, 3t should %nde%‘tﬁcﬂrtﬁat(tﬂﬂ: s)
using sinple policy 245 as it enters egress router 246. Each VRF routing
tabl e 2peserga®eation ribdestometrorks ingandral endreesd noh be WO/ I0BHGE data.

PCT/ US04 14367 f f.the traffic, which
or ey 61 98¢ of BG st u FRS BarPe b 8W500E Bod® 1o & notuork

becones "application-aware" when routing decisions are nade according to
the present invention. In a specific enbodinent, the ingress traffic is
receéd ved and classified, 5 according to appllcatlon or application class,
as determned by a service |l evel manager 580 including a passive flow
anal yzer configured to use a router or a switch. An exanple of the present
invention will classify traffic at the network edge by setting the IP ToS
or DSCP bits in the IP header. The passive flow analyzer is able to read,
interpret, and classify this field which allows a different service |evel
check per classification. Likew se, the systemcan 10 maintain separate
virtual routers (VRF) for each classification that can override default
routing behavior. Therefore, an AS inplenmenting the present invention wll
maintain a low latency routing table, a low loss routing table, and a | ow
jitter routing table. The routing tables are distinct since the best route
to a destination in the low | oss table may have a 15 different next hop
than the best route in the low loss table. Once the traffic is classified,
it is sent to the proper virtual router using 802.1qg trunks or other
policy routing mechanisnms. The traffic is then forwarded based on the
proper virtual routing table. Although only one traffic classification
engi ne 243 and one service | evel manager 580 is shown providing separate
virtual routers for each classification, a preferred enbodi nent uses one
traffic classification
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20 engi ne-243 and one service |evel manager 580 for each traffic
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su bg}éq uent chang eglof’%?qrf%thﬁ ‘f%ﬁ'@rse\f/\’ 1% ]L??ﬁ’l ats%‘{fﬁt%dgwﬁé BFe .OP %Ietpﬂu(g %lbtp{ 0? R%tﬁs

pr egent hdtR¥@Ntht ehub@andeedeslimarssed with respect to specific enbodi nents,
one of ordinary skill in the art wll realize that these enbodi nents are
merdy 5 illustrad§teminiagavhether thedralfie servise leyel essecipted svith haongetthaxanpl e,
al thpu LRLI rihe » network comruni cati on data as
Intfeb(r)ngﬂ“%aﬁigxf?ﬁ%t{ﬁsllﬂge?r;o%%h‘%ge%%?}?lsa%%o et}lﬁg’t the present invention

relat es to networkdicating g 6&vizk l@rtviotedn WHen beflovesf ddie t@tdmunichtet evaehe dat a.
The scope of the invention is to be determ ned by the appended clains. 10

39 Mo opruitered pathdeivesn shesoytre angjacrdgstinetion fgrtenat least gne of the pertermrance

maint ai ping.a kraffic service level for data comunicated 2 by a conputer
1 h S;
networ k ‘havi’ng a source, the conputer network coupled to at | east one of a
3 pldurality of negelsetikg an eherhatefpathhfeorn elisvthésofithepluckdisy af pdther tadtween thé pat hs
for transporti&&&%e 4 data comunicated to a destination, where at | east
t wolof SOMECSREd tl%‘?té’ne! ectrically 5 coupled at an interconnection point
andjgaher e the datgnGommebEGhae phihsviley Rrahatiteserficd [MVEIBEANBEHdshe POI Nt ,
t he nmet hod conpri sing:
17  service level violation from the source to the destination.

1 2. The method of claim 1, wherein selecting the alternate path further
2 comprises: m
3 monitoring the traffic service level associated with the other of the plurality of
4  paths between the source and the destination;
5 determining a subset of alternative paths that meet the one or more
6  performance metrics, where the subset of alternative paths are configured to transport data
7  between the source and the destination;
8 choosing an optimized path between the source and the destination using a set
9  of statistical data from the subset of alternative paths; and
10 applying the optimized path,
11 wherein the optimized path resolves service level violations associated with
12 the path from the destination to the source.
1 3 The method of claim 2, wherein choosing the optimized path

2 comprises:
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7 monitoring the traffic service |l evel associated with one of the plurality
of paths 8 between the source and the destination; 9 determ ning whether
the traf fwo mesassce | evel associated with the one of the poO/yshrissity of
pat hs neet one or nore performance netrics; 11 indicating a service |evel
viol ation when a flow of data conmuni cated over the 12 nonitored path
bet\leen t he sour cetoramgltht meond@sdd fivatd efidatarddnsmaiticdtedsver@ach of thé PRirality of
performance 13 netrics; and 14 selecting an alternate path fromthe ot her
of the PARY 38 Sa5leA daai 8 bet ween the 15 source and the destination, 16
whersein the alter : Jo\VA for a traffic service |evel that
reS(JSFves the 17 %ﬁﬁf@?ﬁ?g@é{ﬁ@\#o ?iti on fromthe source to the
destination. 1 2. The method of claim1l, wherein selecting the alternate
patH further 2 cénpriBesmetBodofickhon i pyrthbecompatsingrogtngy thedlovweyBdata
assqciated with the. ot f.th lurality of 4 paths. bet ween the source
o & noiat et gRd Patiha i st dheniidetrmanfnSier Suliatealemate noe
t he sone, @ nore 6 performance netrics, where the subset of alternative
paths are configured to transport data 7 between the source and the
destination; 8 choosing an optini zed path between the source and the

destli nati on usi ng-a sethe methpd of eleing ¢, whdreingouting miloweofslatsineludés

al t grnatyi , | ving the opti,nized t 11. wherei,n.the

opt 2 g GaP by SupBliots AN fh A PR £EoR e bt i 48° e
pat 3 f ritbgdédii@ati@sioithatdu@ee.t 0 t he source. 1 3 The nethod of claim2, wherein
choosing the optim zed path 2 conprises: 40 WO 02/ 084951 PCT/ US02/ 11357 3

storing the noni téj\r ed flows_ of data comruni cated, over each of the plurality
of 14 paths as sttt stihednethed af claimy lsfuptherqomprisig sring the mepjtered fipxwsa. 1

4. The 1@l ﬁpzmglr,' | ' t flow of data 2
f ro-r% t h@%ﬁﬁ%ﬁéﬁgﬁ%ﬁa‘%ﬂéﬁﬁg at g%%O%%FH%gQ%ér formance netrics
path to the alternate 3 path. 1 5. The nmethod of claim4, wherein routing

thelfl ow of data 7% ncl Ullesmethod of claim 2, wherein the optimized path is applied to a
2 routing table available to the network.

1 8. The method of claim 3, wherein the optimized path is an egress path.

1 9. The method of claim 1, wherein the one of the plurality of paths is a
2 default route path.

1 10.  The method of claim 2, wherein determining the subset of alter;lative
2 paths comprises: A

3 transmitting one or more probes over at least one of a plurality of networks

4  from the source to the destination; and

5 receiving one or more probes returning from the destination, wherein each

6 returning probe includes alternative path information which is used to determine the alternate
7  path.

1 11. The method of claim 10, wherein at least one probe includes

2  information about the network latency of each of the plurality of paths from the source to the

3  destination.
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2 changing one or nore source addresses in a routing table to include the
optim zed path from 3 the destination to the source. 1 6. The nethod of
claim1, Worozlemsconprising storing the nonitored flows 2cafusdatBs?

comuni cat ed over each of the plurality of paths as statistical data. 1 7.
The met hod of claim2, wherein the optimzed path is applied to a 2
routing table avajlable to the network. 1 8. The nethod of claim3, wherein
t he lopti ni zed path-i s Ghe wgthed of plaim 10, wheyeinmh deagieanequols ingludesm 1, wherein
t he ,0n i t IS I t th. 1 . The
ot o nforfeltn Rigth fic dobw ik 188 acsbofing RLSRIB S W B8 krdies (00 s
congr i sdestindionr ansm tti ng one or nore probes over at |east one of a
plurality of networks 4 fromthe source to the destination; and 5

recei ving one or re probes returning fromthe destination, wherein each 6
ret ﬁr ni ng probe iﬁgl ude¥® J/F ﬁiﬁgﬁlﬁ%lgaw’\er?m@rlﬁﬁfpﬁﬁpﬁﬁh?éﬂ?h@Sused to

det er m jjérkidfodhidRh Retrk %ttﬂac; achtoflthe pl Qit?%!fﬁﬁ)cﬂs Aonfin 's{ﬁrl'gtot erein at

| east one probe includes i nformation*about the networ atency of each of
t he 3pl udestinatipnof paths fromthe source to the 3 destination. 41 WO

02/ 084951 PCT/US02/ 11357 1 12. The nethod of claim 10, wherein at | east

one .probe i ncl ud 2 inpformatiop .about the network | ps each of _the
pl urlgl ity of paths fro etrﬁgt%g%af%lgqu g Y @elngn%%qg&ﬁ? %ﬁ&fcferlvg?e $¥’ net hod
of ol aidgokiated Wb @adiofthe pRiRGHy BN'Bathy SRRt Y88Ze 4nd MHeQcSRiion raBRyt

network jitter of each of the plurality of paths fromthe source to the 3
desBi noppasest 14. The nethod of claim 1, wherein nonitoring the traffic

seryice level 2 . it ch the plutali of paths between the
sou?ﬁce and the de%?‘%%gﬂ?ﬁ%ﬁ&"#ﬂﬁ& OWBOQ%ﬁapllsiassﬁgglhﬁH&ﬁce‘iy}??’ni ng whet her the
flow of data is andpecific traffic type; 5 and 6 classifying the flow of

data as the specific traffic tyge, 7 wherein the specific traffic type is
use@ in routing towssiyipgthsrfloygpadata as the specific traffic type,

7 wherein the specific traffic type is used in routing the flow of data.

15. A method for passively analyzing data flow to maintain a traffic
service lével for data communicated by a computer network having a source, the computer
network coupled to at least one of a plurality of networks, each of the networks includes a
plurality of paths for transporting the data communicated to a destination, where at least two
of the networks are electrically coupled at an interconnection point and where the of data
communicated flows through the interconnection point, the method comprising: A

capturing one or more data packets flowing from a source address to a
destination address;

parsing the one or more data packets to retrieve packet information; -

combining the packet information from the one or more data packets into one
or more traffic flows;

interpreting a service level for each of the one or more traffic flows from the
packet information of the one or more captured data packets;

correlating a traffic flow characteristic with the interpreted service level for

O 00 N O 1 A W N = & i B W N

each of the one or more traffic flows;

ot
)

grouping the traffic flow characteristic with an associated destination; and

—
—

forming an aggregate service level from two or more traffic flow

—
[3®]

characteristics with the associated destinations,
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1 15. A method for passively analyzing data flowto maintain a traffic 2
service |level for data communi cated by a conputer network having a source,
t he conpuwero2/o8498et wor k coupl ed to at | east one of a pl ur @crtgsozii3set wor ks,
each of the networks includes a 4 plurality of paths for transporting the
data communi cated to a destination, where at least two 5 of the networks
areldl ectrical |y ddgpieiesgssgate sewicedeved&arthe agsoriated sigstingtionsistused t9f dat a
6 C ' I I e_inter [Welg] LNt the t hod

combr s e o afihade Bl iy IEhEU-CIGERRORT) e Bibdions PRsfa sour ce
address to a 2 destination address; 3 parsing the one or nore data packets
to rktrieve packef6.i nf @heatetlend, of4laimrs, whegid beptyragkae ohadbomortidagn from t he
oneefr nor. e 3@%&1 packets into one 5 or nore traffic flows; 6 interpreting
a setvi BEKFlS FSPIRHEF of the one or nore traffic flows fromthe 7
packet informatio : r ioRagkets; 8 correlating
a triffi c flow chg}tg@'{léeg?g %effwﬂcﬁ&?ﬁlgq?%?}g{eggég? sogfw ce level for 9
eacht of the one orenmoneg theaht brmblopekets Op dromuhienptwork. traffic fl ow
characteristic with an associ ated destination; and 11 form ng an aggregate

servjce |evel fromtwo,.0r re tratfic flow 12 characteristics wth the
assofci ated desti natii ongﬁe nfngloaﬁfﬁ%rﬁéigg%er %E’Jgﬁ e?%%ﬁnﬁﬁlﬂﬁ]ﬂ\é\aeéian t he
aggregaiRr&eiddrdss ah®Y gbstin@fion Rirg&gsoci ated destinations is used to 14

determ ne an alternate path fromthe source addresses to the destination

addresses. 1 16. The nethod of claim 15 wherein capturing the one or nore
datd 2 packets fifthelhegefiododslaig 16; further eryprisiagipacket s according to a

filtering criterign.: r i F.NDLe packet.s up fromthe
netvor k. 1 17, - rriteae BRI o P e R RSO et 1 o

i ncludegdestinatibnsour ce address and a destination address. 1 18. The net hod of
claim15, further conprising: 2 receiving the grouped traffic flow
charfaicteri stics fHFEIVHE %56E8es veldnetdcdesti nati on; 4 receiving a service

(Ve MRric S 1 AEERARE WA REREN ik GV MAIER ViGkRl; MRt ric Ts violated;

6 and

7 upon such a violation,

8 providing feedback for use in resolving such a violation.

1 19. A system for maintaining a traffic service level of a traffic flow in

2 which the traffic flows to and flows from a computer network having a source, the computer

3 network coupled to at least one of a plurality of networks, each of the networks includes a

4  plurality of paths for transporting the traffic to a destination, where at least two of the

5 networks are electrically coupled at an interconnection point and where the traffic flows

6  through the interconnection point, the system comprising:

7 a passive flow analyzer configured to receive the traffic flow;

8 a calibrator configured to actively probe one or more alternative paths to the

9  destination to determine a subset of alternative paths;
10 a traffic flow repository coupled between the passive flow analyzer and the
11 calibrator to store information regarding the alternative paths and the traffic flow;
12 a controller coupled between the passive flow analyzer and the calibrator;
13 an optimizer coupled to the traffic flow repository to determine optimized
14  ingress paths;
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7 upon such a violation, 8 providing feedback for use in resolving such a
violation. 1 19. A systemfor maintaining a traffic service level of a
traffic fwow2ios921 which the traffic flows to and fl ows fr ecrasormsst er
networ k having a source, the conputer 3 network coupled to at |east one of
a plurality of networks, each of the networks includes a 4 plurality of
pat hs for transpopfiadglatercopplg brioveen the ensisrizeranddhe comoller %tgepérasqatm of
t he n . e cirjcally coupled at an interconnection point and
mhe%% t é%@%%¢?§%9%§%§%&£% t hrough the interconnection point, the system

conprising: 7 a pasaitseoirbwtetiangdfié Slowcoobidiiy ©dhé modHrdirvetitgebler af fi c
flow, 8 a calibrator configured to actively probe one or nore alternative

pat h% t §hereen the mpsdifiedyeuting tabls igeludesy changedsayaea adgdresa Mhereihe Fhangpat hs: 10
atyaffi ' : ' oW r and the
11 B R SRR Gl M ) Ul B0 ME AL EARB R 20 e
t rald i caltdroawe path ta tleodestimdtioar coupl ed bet ween the passive flow anal yzer and
the calibrator; 13 an optim zer coupled to the traffic flow repository to
determne optimz 14 ingress paths; 43 02/ 084951 PCT/US02/11357 15 a
modu! at or coupl ed%jret \Aéewséﬁ'bf%ﬁ)ﬁfai“?"ffu?@tgaa £ BEIVISEHEYS PY Frat {FSHERi e a

16 mpdi fd It aBblisic ; Moo hgotf thew

2ccor di B o B e L e g

t abl% i intd¢rocesciionprni by changingededaidl metingtabies of helurhbiygd degio®l selwrarks,

address is associ ated with.an .optinLzed ingress path, fromthe. destination
ol S - Sl AL R I P LR S TS
Mai Y ai rpg, and 4 fcbhEresfindl fRwbRViabluaYes sdbnd f35dn fowRr ebupléito Lsebsidor ks

electrically coupled at an interconnection point, where traffic flows
t hr dughregion Ruiersewes daheystanpeompprising: by changi ng default routing tabl es of

a plurality of regi.onal .network 4 ere first reai aqnpa twor
Mol tides ot st T OO B ERRee Touptel b corTieb o riisos ol % e,
and @ seeanst regighonal network includes a second region router coupled to a
second 6 region route server, the systemconprising: 7 a first region
passl ve flow anal §seaond segiempassiae flow aebizorcanfiguraddp receiviel thavrpffisHovg t he
fir reqian. .9 cond regi on passive flow anal yzer configured to receive
t he raﬁ%@ﬂw%\?ﬁdi@%ﬁ?omthe second regi on; A

11 a first region calibrator configured to actively probe one or more alternative

12  paths to the destination to determine a first subset of alternative paths;

13 a second region calibrator configured to actively probe one or more alternative
14  paths to the destination to determine a second subset of alternative paths;

15 a central traffic flow repository coupled between the first region passive flow
16  analyzer, the second region passive flow analyzer, the first region calibrator and the second
17  calibrator to store information regarding the first subset and the second subset of alternative
18  paths and the first region and the second region traffic flow; and

19 a central route server coupled between the central traffic flow repository and
20  the first region route server and the second region route server to receive a first region routing
21  table and a second region routing table, respectively,

22 wherein, the central route server provides the first route server with a first

23 modiﬁed routing table and provides the second route server with a second modified routing

24  table.

1 21.  The system of claim 20, wherein the central route server is coupled to a

2  second central route server.
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11 a first region calibrator configured to actively probe one or nore
alternative 12 paths to the destination to determne a first subset of

al ternatiwe opag4sst 13 a second region calibrator configuredTiwsoactisvel y
probe one or nore alternative 14 paths to the destination to determne a
second subset of alternative paths; 15 a central traffic flow repository
coupl ed between the first regiopn passive flo 16 al yzer, the second
regilon passive fl#w anaigstem ?ﬂ’éalm ?%tWI}eé"dP\gﬁ? ‘E?&FEE‘PH CorTVah Y CtOHBleééQ:Bnd
17 cal 'ﬁgir tQentg r&]&egsvbﬂmgf@ﬁ ih‘ég:afeﬁ@@éxﬂz' Pebukd\eerd drti huriPS&lo1nd ohber
second subset of alternative 18 paths ang the first region and the second
r egidon mpef dentralfoutar samets these eenbf tie one vt eosecantral toitgylsevetsetreveen t he
central traff'c.thl ow repository and 20 the first region route server and
t he 4sec?§ﬁ%°1?t8‘éjl“’c‘) PG BIOLLIBE ™St 0 receive a first region routing 21 table
and a second region routing table, respectively, 22 wherein, the central

routie server provizles tieskichsbe Rk £, SRIVER Y paterd chitka koutd derb®di T i ed
routing table and provides the second route server with a second nodified

r outd ngproidles tisifisst centpal rotth seypswihnadirsterairahmodifipheuging tabheanskprovides r out e
server s coupled t 2. second central_route, ser . 144 ) [ 084951
T AosoF P Bt fsfud ot S BRR wifk Bhe B mb S e AR ouce
server is coupled to a 2 parent central route server, wherein the parent
centiral route ser3er iThd systeaesf daiupd®dutieeredepeting3 nmore central router
servers where each_of the one or nore _central router servers are 4

ass@ci at ed wit h ohBrshregisy gatfie dlowirepositopscoupled toyhs Brst egion passve Hownher e n

it TRl O et Rling o ARARRe bRt e GRRC B L P Y T o

centr al repiouf sndservers with one or nore central nodified routing tables. 1
24. The systemof claim 20, further conprising, 2 a first C{e%i on traffic
fl oW repository chb¥fSPRregEn e flowirepesiopheqimiedto dhg Je50pd EIORNAFIES 1 o

stofge 1§ ’éﬁﬁ&ié?!i’o £t8%%§§rﬂ§ﬁti&bf‘e§gxlrc%ﬁg; ﬂﬂ@taité’lﬁa@@éf P thd Gafcdidw 6f thbow of

the Tirst egion; a a se egion traffic flow repository coupl ed

t o t’hhe seamheigioagi on passive 6 flow analyzer to store infornmation '
regarding the alternative paths and the traffic flow of the 7 second

ion. 1 25. A t f i nt ai ni. traffi j | | t
leadt two of the 2% netwgred 1o uemiaints A e prda” Krelaver At SRSt tRon
Poi Bt , NRbRs ledfrichlly EoupIad 4thinQtt8Rohf®tion point, where traffic flows through the *

3 interconnection point, by changing default routing tables of a plurality of regional networks,

where a first regional network includes a first region router coupled to a first region route
server, and a second regional network includes a second region router coupled to a se;:ond
region route server, the system comprising:

a first region passive flow analyzer configured to receive the traffic flow from

the first region;

O 00 3 O W b

a second region passive flow analyzer configured to receive the traffic flow

10  from the second region;

11 | a first region calibrator configured to actively probe one or more alternative
12 paths to the destination to determine a first subset of alternative paths;

13 a second region calibrator configured to actively probe one or more altemativ¢
14  paths to the destination to determine a second subset of alternative paths;

15 a first region calibrator repository coupled to the first calibrator to store

16  information regarding the alternative of the first region;
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3 interconnection point, by changing default routing tables of a plurality
of regional networks, 4 where a first regional network includes a first
regi on rowpex/osodapled to a first region route 5 server, ardTASYCBRTY

regi onal network includes a second region router coupled to a second 6
region route server, the systemconprising: 7 a first region passive flow
anal¥%zer confi gur @ecoosd regien cadibraier tepedifory: coupded ortbasecgnd paitratpsto stagi on; 9
a sgcon I, ' f er._conf i ed to receive the traffic

fl of\vglsc 1’8’@@%&%5@2@%‘%%& Arl%}é}%agﬂ?!’ﬁeéew srfL‘gglé’gi on calibrator configured to
actively probe onegfiest régiorec@itiollenedupled bebkeddxh Sirdt @edibre calpsiton@pbsitors O
determ ne a first subset of alternative gat hs: 13 a second regi on

cal #br atush the Sngtregiewpassiyeflow nalxzen tparsbrrgias copplerfutherroupled to the pat hs

h e j £ er.nai hs; 15
]Eiorislt erﬁf;s?%é Calolﬁ s%Rze??otﬁﬁ&tﬁ@a%&%@%ﬂﬁﬁ%ﬁﬂ@%é 1‘6%,%{1' ve paths a

rator repository co ITst ’calibrator to store
16 2nf ormati on r egsecdhd gegidrecamttolematupled betwédnahé Eecond repivrotulibddo\O

02/ 084951 PCT/ USP2/ 11357 17 a second region calibrator repository coupled
to +he Keeyindy é%f? &‘EFS&%‘# TEgoR PEEYe fon anfirerdbs B7PORR GO FRRtToHe I nat i ve
of 3he SRERAoRABHd tidh 1hhle ! 504" e S Ly

fi rést reglon 8a I t?r at or glro((}}p%ro{éi ?%?5%268103%88%ﬁgéo#jlﬁrrg%&?gige?gcnt%pass?%aﬁow
andyzer, the firwheresghe firstoegiomitduer sehwartahé thecsropidadgion rotte seRér drer st
region rou server to advertise a first region nmetric to other regions;
angiégz %O“QL%JHHeng’ﬁiaogr‘?Wdﬁfhltee?’?}l"P@?“% B"Iné?dltﬁ‘ﬁ’gﬁe\%@é‘n the second region
calibrator 23 repository and the second region passive flow anal yzer, the
second region controller further 24 coupled to the second region route
server to advertise a second region netric to other regions, 25 wherein

the first region route server and the second region route server are 26
coudl ed to resol v¥.a sérpmpater praducieidhatyips somposingiadegputesgeadablel 26. A

conta rze SRl coBlaudsTpelot bt SXRHsPle e s RREPY FhikBf RALR wRiTRWT i 2

levag Br gk comhtintasilly £LedmshtehhetvGRHavinga sdakspihé chmipuftg netwoskir ce, the
conputer network 4 coupled to at |east one of a plurality of networks, each
of the ouplediir at lepst paeata aluglity af petyodss, eshpfthanatyprks ingiadss emlwglits dat a
co ni t ' I : ks are

ol oot i R bl BoifR (O i BmptHRkRah o BEk bl i B ISR
conmbuni et endks fiteoalscttitallywplplet at aminésrcomeetids pointemdntherstierdatan t he conput er

readabl e 8 nedi mai_nt ai.n he traffic service |level by execuijng the
i nst’ru qunaﬂgm%eiﬁ]ewﬁ{m@éght e&nterconnectmn point, wherein the computer reada fe g

8  medium maintains the traffic service level by executing the instructions on a computer

9  system, wherein the computer system maintaining the traffic service level includes a d
10 processor coupled to a memory, wherein the processor is further coupled to the computer
11 network, the computer product comprising
12 computer code to monitor the traffic service level associated with one of the
13 plurality of paths between the source and the destination;
14 computer code to determine whether the traffic service level associated with
15  the one of the plurality of paths meet one or more performance metrics;
16 computer code to indicate a service level violation when a flow of data
17  communicated over the monitored path between the source and the destination fails at least
18  one of the performance metrics; and
19 computer code to select an alternate path from the other of the plurality of

20  paths between the source and the destination,
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9 system wherein the conputer systemnmaintaining the traffic service |eve
i ncludes a 10 processor coupled to a nenory, wherein the processor is
further cwopkes4ssp the conputer 11 network, the computer pomatbozii3s7
conprising 12 conputer code to nmonitor the traffic service |evel associated
with one of the 13 plurality of paths between the source and the
destination; 14 coviputietheca@enaopadk peovidasdombetfiiersetvivee leval filidt cesobrew ilee
Iev assoc Wi t h S the one of the .plurality of paths neet one or
pers?laiﬁ‘?aﬁ%’gv}?é%tﬂncé om e O8RS P dre ‘E%H’ga 408 i ndi cate a service | evel
violatlon when a flow of data 17 comuni cated over the nonitored path
bet wgen the sourcgrand ReoARatd %du@ﬂ"off&élh)%ﬁtfuﬂﬂ%%mpﬂlﬁng REmPhtet BKie

performance netrics; and 19 conputer code to select an altéernate path from
t he 2t héo rasite thiedlopt of datd frgmdhe n@itpmt ipsthietwearihe sewrsoaurt e dostination that
destnat. 46, WO 084951 PCT/ US02/ 1135 mher n the alternate path
pr ov#deg fcﬁi legst ?%9% © REFQIARCY 1BEHLICS PAL ﬁ%"ﬁbﬁ’ %‘% 22 service |evel
violation fromthe source to the destination. 1 27. The conput er product of
claim 23, further conprising conmputer code 2 to route the flow of data
fromthe nonitored path between the source and the destination that 3
fails at | east one of the performance netrics path to the alternate path.
47
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