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CONTROL SYSTEM, COMMUNICATION SYSTEM, COMPUTER PROGRAM,
CONTROLLING METHOD, AND COMPUTER PROGRAM PRODUCT

TECHNICAL FIELD
The presenit invention relates to a control system, a
communication system, a computer program, a controliing

method, and a computer program product.

BACKGROUND ART

Recently, communication systems performing
communication via communication networks such as the
Internet and exclusive lines have become widespread along
with regquests for reductions in business trip expenses and
business trip times. Such a communication systen
establishes a session for transmitting and receiving
coriteént data such az image datae and voice data between
communication lterminals, thereby achieving communication
between the communication terminals.

It is known that, when communication between
communication terminals is started, a communication system
of a teleconference controls a session by a teleconference
management system (refer to Patent Literature 1). In this
case, a plurality of teleconference terminals are connected
to one teleconference management system, and based on a
reguest from any of the teleconference tesrminals,; the
telegonference mandgement system performs procassing
related te the start of communication. Owing to this, when
the number of the teleconference terminals connected to the
teleconference management system increases, a large load
associated with processing is imposed on the teleconference

management system.
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restricting unit lmposes, based on the terminal
identification information transmitted from the first
controller, a restriction s8¢ that the second communicaticn
terminal does not start any communication other than the
communication performed according to the reguest. The
soccond transmitter transmits, to the first controller,
restriction infermetion indicating that the restrictich on
the second communication terminal is completed. The first
controller performs processing related to the start of the
communication performed according to the regquest after the
restriction on the first communication terminal and the
restriction on the second communication terminal are

completed.

BRIEF DESCRIPTION OF DRAWINGS

-

FIG. 1 is a schematic diagram of a communication
system dccording to an embodiment of the present invention.

FIG. 2 is a conceptual diagram illustrating the state
of the transmission and reception of image data, voice data,
and various types of managemént information in the
communication system.

FIG. 3 is an external view of a terminal according to
the embodiment of the present invention.

FI&. 4 is a hardware cenfiguration diagram of the
terminal according to the embodiment of the present
invention.

Fi5. 5 is a hardware configuration diagram of a
management system according to the embddiment of the
prasent inventicthi.

F15. 6 is a functional block diagram of a terminal,
apparatuses, and a system constituting the communication
system according to the embodiment.

g

FIG. 7 is a conceptual diagram illustrating a




WO 2015/072583 PCT/JP2014/080993

destination list.

FIGS. 8A and 8B are conceptual diagrams illustrating
relaying appardatus management tables,

FIGES. SR and 9B are conceptual diagrams illustrating

5 terminal authentication management tables.

FIG. 10 1s a conceptual diagram illustrating state
management tables.

FIGS. 11A and 11B are conceptual diagrams illustrating
destination list management tables.

10 FIGS. 12A and 12B are conceptual diagrams illustrating
session management takles.

FIGS. 13A and 13B are conceptual diagrams illustrating
state change management tables.
FIG. 14 1= a conceptual diagram illustrating a

15 relaying apparatus selection manhagement table.

FIGS. 15A and 15B are coriceptual diagrams illustrating
terminal management tables.

FIG. 16 is a conceptual diagram illustrating a reguest
management table.

20 FIG. 17 is a conceptual diagram illustrating the state
of the transmission and reception of various types of
information in the communication system.

FIG. 18 is a seguence diagram illustrating inter-node

cooperation,

25 FIG. 19 is a sequence diagram illustrating processing
in a preparatery stage for starting communication between
terminals.

FIG. 20 is a segquence diagram illusitrating processing
te synchreonize the operation states eof terminals.

30 FIG. 21 is a seqguence diagram illustrating processing

related to the start of communication.
FIG. 22 is a sequence diagram illustrating processing

to request the start of communication.
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FIG., 23 is a state transition diagram illustrating
transitions between states of a terminal.

FIG., 24 is a flow diagram illustrating processsing to
change the state of & terminal.

FIG. 25 is a sequence diagram illustrating processing
to start communication between terminals.

FIG. 26 18 & ssguence diagram illustrating processing
to start communication among three terminals.

FIG. 27 is & seguence diagram illustrating processing
to end communication.

FIG. 28 is a conceptual diagram illustrating a

destination list of ancther smbodimen

DESCRIPTION CF EMBODIMENTS

Overall Structure of Fmbodiment

An embodiment according to the present invention will
be described below. First, the overall structure of the
embodiment will be described with reference to FIG. 1 and

FIG., 2. FIG. 1 is a schematic diagram ¢f & communication

system according to the embodiment of the present invention.

FIG. 2 is a conceptual diagram illustrating the state of
the transmission and reception of image data, veoice data,
and variocug types of management information in the
communication system.

The communication system according to the present
embodiment includes a data providing system that
communicates content data unidirectionally from one
communication terminagl to another communication terminal
and a communication system Lhat transmits informaltion
mutually among a plurality of communication terminals.

This communication 3ystem is a system for transmitting

o

information mutually among a plurality of communication

terminals {corresponding to "communication terminals™) via
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& communication management system (corresponding to a

"communication management system"), and examples therect

may include teleconference systems, videophone systems,
oice conference systems, voice phone systemz, persaonal
computer (PC) screen sharing systems, and data sharing

Bystems.

The present embodiment describes a communicatiorn
system, a cdmmunication managenent system, and 2
communication terminal assuming a teleconference system as
an example of the communication system, a teleconfersnce
management system as an example of the communication
management system, and a teleéeconference terminal as an
example of the communication terminal. In other words, the
communication terminal and the communication management
system according to the present embodiment are not only
used in the teleconference system, but also usad in the
communication system or the cemmunication system.

This communication system 1 illustrated in FIG. 1
includes a pliurality of communication terminals (1l0aa,
10ab,..), displays (1i20aa, 12Cab,..) for the respective
communication terminals (10za, 10ab,.), a plurality of
relaying apparatuses (30a, 30b, 30c, 30d), a plurality of
communication management systems (500ab, 500cd)}, a relaying
apparatus selecting apparatus 80, a program providing
system 20, and a maintenance system 100. The communication
terminals 10 perform communication through the transmission
and reception of image data and voice data as examples of
content data. The content data is not limited to the image
data and the vodice data and may be at least cone of image
data, voice data, and text data, for ezample The image of
the image data may be & woving image and a still image and
may be both a moving image and a still image. The present

embodiment describes a case in which the image of the image
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data is a moving image.

Ir the following, the "communication terminal” will be
simply denoted as a "terminal," the "communication
management system” will be simply denoted as a "management
system," and the "relaying apparatus selecting apparatus”
will be simply denoted as a "selecting apparatus.” Among
the communication management systems (500ab, 500cd), any
management system will be denoted as a "management system
500." Among the terminals {10aa, 10ab,..), any terminal
will be denoted as a "terminai 10." Among the displays
{120aa, 120ab,..), any display will be denoted as a "display
120." Pmong the relaying apparatuses (3%0a, 30b, 30c¢, 30d),
any relaying apparatus will be denoted as a "relaying
apparatus 30."

As iliustrated in FIG. 2, in the communication system
1, a session sei for management information is established
for transmitting and receiving various types of management
infermation between the terminals 10 via Lhe managément
system 500. A s&ssion is established for transmitting and
receiving image data and volce data between the terminals
10 via the relaying appardatus 30. In this example, the
session for transmitting and receiving the image data and
the veoice data is collectively illustrated as a session sed
for content data.

The terminal 10 illustrated in FIG. 1 performs the
transmission and reception of content data such as image
data and voigce data in order to perform communication with
the cther terminal 10. In other words, the communication
in the present embodiment ircludes not only the
transmission and reception of the voive data, bul &lso the
transmission and reception of the image data. The terminal
10 may perform the transmission and reception of the voice

data without performing the {ransmission and reception of
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the image data. The relaying apparatus 30 selected out of
the relaying apparatuses 30 by the sslecting apparatus 85
relays content data among the terminals 10. The management
system 500 may be censtructed by a plurality of coeomputers.
In the communication system 1 illustrated in FIG. 1, a
plurality of controlliers (50a, 50b,..) and a managsnment
apparatus 60ab construct the communication management
system 500ab. In the fovllowing, among the contrellers (5Da,
50b,..), any controller will be denoted as a "controller
50, "

A plurality of routers (70a, 70b, 70¢, 70d, 7dab,
70cd) select an optimum path of content data. In the
following, among the routers (70a, 70k, 78c, 704, 70ab,
70cd), any router will be denoted as a "router 70."

The program providing system 90 includes a hard disk
{HD} 204 described below, which stores therein a program
for terminals to cause the terminal 10 to implement variocus
functions {or to cause the terminal 10 to function as
various units} and can transmit the program for terminals
to the terminal 10. The HD 204 of the program providing
system 90 also stores therein a program for relaying
apparatuses o cause the relaying apgparatus 30 to implement
various functions (or to cause the relaying apparatus 30 to
function as varicus units) and can transmit the program for
relaying apparatuses tc the relaying apparatus 30. The HD
204 of the program providing system %0 also stores therein

a program for a selecting apparatus to cause the selecting

7]
]

apparatus 80 to implement various functions {or to cau
the selecting apparatus 80 to function as various units)
and can transmit the program for a selecting apparatus to
the selecting apparatus 80. The HD 204 of the program
providing system 90 also stores therein a program for a

maintenance system to cause the maintenance system 100 to
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implement various functions {(or to cause the maintenance
system 100 to function as varlous units) and can transmit
the pregram for a maintenance sysztem te the maintenance
system 100

The maintenance system 100 is a computer for keeping,
managing, or maintaining at least one of the terminal 10,
the relayving apparatus 30, the management system 500, the
selecting apparatus 80, and the program providing system 90.
When the maintenance system 100 is domestically installed,
and the terminal 10, the relaying apparatus 30, the
management system 500, the selecting apparatus 80, and the
progtram providing system 50 are installed abroad, for
example, the maintenance system 100 keeps, manages, or
maintains at least one of the terminal 10, the relaving
apparatus 30, the management system 500, the selecting
apparatus 80, and the program providing system 9C remotely
via a communication network 2. The maintenance system 100
performs maintenance such as the management of thHe model
number, serial number; customer, maintenance and inspection,
trouble history or the like of at least one of the terminal
10, the relaying apparatus 30, the management system 500,
the selecting apparatus B0, and the program providing
system 90 without the inveolvement of the communication
network 2.

The terminals (1CGaa, 1€ab,..), the r2laying apparatus
30a, and the router 70a are communicably connected via a
LAN Za. The terminals {10ba, 10bb,.), the relaying

apparatus 3Ck, and the router 7Cb ars communicably

connected via a LAN 2b. 7The management system 500ab, the
LAN Za, and the LAN 2Zb are communicably connected via an

excluszive line 2ab including the router 70ab and are
constructed in a given region A. The region A is Japan,

the LAN Za ls donstructed in a Tokyoe office, and the LAN 2b

.1)
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is constructsd in an Osaka office, for example. The
management system 500ab manages the state of the terminals
{10aa, 10ab,..10ba, 10bb,..) connected to the LAN 2a or the
LAN 2b and controls the connection between the terminals 10
using the relaying apparatuszes (30a, 30b).

The terminals {10ca, 10bb,..}, the relaying apparatus
30¢, and the router 70c are communicably connected via a
LAN Zc. The terminals (10da, 10db,..), the relaying
apparatys 30d, and the router 70d are communicably
connected via a LAN 2d. The management system 500cd, the
LAN 2c¢, and the LAN 2d are communicably connected via an
sxclusive line 2c¢d including the router 70cd and are
constructed in a given region B. The region B is the
United States of America, the LAN 2c¢ is constructed in a
Néew York office, and the LAN 2d is constructed in a
Washington DC office, for example. The region A and the
region B are communicably connected via the Internet 2i
from the routers (70Cab, 70cd), respectively. The
management system 500cd manages the state of the terminals
{10ca, 10cb,..10da, 10db,..) connected toe the LAN 2c¢ or the
LAN Zd and controls the connegction among the terminals 10
using the relaying apparatuses (30c¢, 30d).

The selecting apparatus 80, the program providing
system 90, and the maintenance system 100 are communicably
connected with the terminal 1G, the relaying apparatus 38,
ot the management system 500 via the Internet 2i. The
selecting apparatus 80, the program providing system 90,
and the maintenance system 100 may bes installed in the
region A or the region B or may be installed in any region
other than these regions.

In the present embodiment, the communication hetwork 2
accoerding to tihHe present emboediment is constructed by the

LAN Za, the TAN Zb, the exclusive liné 2ab, the Internet 21,
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the ezxcluslive ling Z2ed, the LAN Z2¢, and the LAR 2d. The
gcommnication ne ¥k 2 may include a part in which, not

only wired, but also wireless communication such as
Wireless Pidelity (WiFi) and Bluetooth (registered
trademark) is performed,

The terminals 10 may be used in, not only
communicaticn betwesn a plurality of offices and
communication between different rooms in the same office

but also communication within the same room and putdoor

to-
indeor or outdogr-to-cutdoor communication. When the
terminals 10 are used outdoor, wireless communication such
as mobile phone communication network is performed.

Hardware Configuration of Embodiment

Next, the hardware configuration of the present
embodiment will be dezcribed. First, the hardware
configuratioen of the terminal 10 will be described with

eference o FIG. 3 and FIG. 4. FIG. 3 is an external view

£ a terminal acceording to the embodiment of the present

o

invention. FIG. 4 is a hazdware configuration diagram of
the terminal according to the embodiment of the present
invention. The following will describe with the
longitudinal dircetion of the terminal 10 as an X-axial
direction, with the direction orthogonal to the X-axi
direction on the horizontal plane as a Y-axial direction,
and with the direction {the veritical direction) orthogonal
to the X-axial direction and the Y-axial directicon as a z-
axial direction.

As illustrated in FiIG. 3, the terminal 10 includes a
heusing 1108, an arm 1200, and a camera housing 13060. BAn
intake plane {not illugtrated) formed by a plurality of
intake holes is formed on a front wall 11310 of the housing
1100, whereas an exhaust plane 1131 formed by a plugfality

of exhaust holes is formed en a rear wall 1120 ef the
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housing 110G. This takes in outside air in the rcar of the
terminal 10 via the intake plane (not illustrated) and
exhausts it to the rear of the terminal 10 via the exhaust
plane 1121 by the drive of a cooling fan incorporated in
the housing 1100. A sound pickup hole 1131 is formed on a
right wall 1130 of the housing 1100, and sounds such as
voices, sounds, and noises can be picked up by a built-in
microphone 114 described belaow.

An operating panel 1150 is formed on the right wall
1130 of the housing 1100. The operating panel 1150
includes a plurality of operation buttons (108a to 108e)
described below, a power switch 109 described below, an
alarm lamp 119 described below, and a sound output plane
1151 formed by a plurality of sound output heles for
passing through output sounds from a built-in speaker 115
described below. A heusing unit 1160 as a recess for
housing the arm 1200 and the camera housing 1300 is formed
on a left wall 1140 of the housing 1100. A plurality of
connecting ports (1132a to 1132¢) are formed on the right
wall 1130 of the housing 1100 for electrically connecting
cableg to an external device connection I/F 118 described
below. A connecting port {not illustrated) is formed on
the left wall 1140 of the housing 1100 for electrically

-

device connection 1/F 11

by

connecting a cable 120c for the display 120 to the external
8 described beslow
In the fellowing description, an "operation button
108" will be used when indicating any cperation button
among the operation buttons {108a to 108e), and a

"connecting port 1132" will be used when indi

S

U
torgue hinge 12106, and the aim 1200 is rotatable in the up

and down direction within the range of a tilt angle 81 of
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135 degrees with respect to the housing 1100. FEIG. 3
illustrates a state in which the tilt angle 061 is 90
degrses.

The camera housing 1300 includes a bullt-in camera 112
described below, which can image users, documents, rooms,
or the like. The camera housing 1300 forms a torgue hinge
1310. The camera housing 1300 is attached to the arm 1200
via the torgue hinge 1310¢. The camera housing 1300 is
attached to the arm 1200 via the torque hinge 1310, and the
camera housing 1300 is rotatable with respect to the arm
1200 in the up and down and right and left directions
within the rangs ¢of a pan angle 02 of *180 degrees and
within the range of a tilt angle 03 of +45 degrees with the
state illustrated in FIG. 3 as 0 degree.

As illustrated in FIG., 4, the terminal 10 according to
the present embodiment includes a central processing unit
{CPU) 101 that contrpls the entire operation of the
terminal 10, a read only memory (ROM) 102 that stores
therein the program for terminals, a random access memory
(REM) 103 used as a work area of the CPU 101, a flash
memory 104 that stores therein various data such as image

solid state drive (3SR} 105 that

£t

data and voice data,
controlg the reading and writirig of the various data from
and into the flash memory 104 in accordance with the
control of the CPU 161, a media drive 107 that controls the
reading and writing {(recording) data from dnd into a
recording medium 106 such as a fiash memory, the oparation
button 108 used when selecting a destination of the
terminal 10 or the like, the power switch 102 for switching
ON/OFF of the power of the terminal 10, and a nstwork
interface (I/F) 111 for performing data communication using

the communication network 2 described bhelow.
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The terminal 10 also incliudes the hullt=-in camera 112

that images a subject in accordance with the control of the
CP¥ 101 and obtains image data, an imaging element I/F 113
that controls the drive of the camera 112, the built-in
microphone 114 that inputs voices, the built-in spesaker 115
that outputs voices, an voice input/output I/F 116 that
processes the input and output of voice signals between the
microphone 114 and the speaker 115 in accordance with the
centrol of the CPU 101, a display I/F 117 that communicabes
image data to the external display 120 in accordance with
the controel of the CPU 101, an external device connection
I/F 118 for connecting various external devices, the alarm
lamp 119 indicating abnormalities of the various functions
of the terminal 10, and & bus liine 110 such as an address
bug and a data bus for electrically connecting the above
components a&s illustrated in FIG. 4.

The display 120 is a display unit including liguid
crystals cr organic EL displaying images of subjects,
operating icons, or the like. The display 120 is connected
to the display I/F 117 via the cable 120c. The cable 120c
may be an analeg RGB (VGA} signal cable, may bDe a component
video cable, and may be & High-Definition Multimedia
Interface (HDMI} or Pigital Video Interactive (DVI) signal
cable,

The camera 112 includes a lens and a salid-state
imaging element that converts light into electric charges
to digitize an image {(video) of a subject, the solid-state
imaging element being z complementary metal oxide
semiconductor {CMOS), a charge coupled device (CCD), or the
like.

External devices such as an extesrnal camera, an
external microphone, and an external speaker can be

glectrically connected to the external device connection
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I/F 118 with a universal serial bus (USB) cable or the like

L

inserted into the comnecting port 1132 of the housing 1100
iliustrated in FIG. 3. When the exzternal camera is
connected, the external camera is driven preferentially to
the built-in camera 112 in accordance with the control of
the CPU 101. Similarly, when the ewternal microphone is
connected, or when the external speaker is connected, the
external microphone and the external speakers are driven
preferentially to the built-in microphone 114 and the
built-in gpeaker 115, respectively, in accordance with the
control of the CPU 101.

The recording medium 10€ is attachable and detachable
te and from the terminal 10. It is only reqguired to be a
nonvolatile memcory that reads and writes data in accordance
with the contrel of the CPD 101. Without being limited to
the flash memcry 104, it may be an electrically erasable
and programmable ROM (EEFRCM) or the like.

The program for terminals may be recoerded in a
computer-readable recording medium (the recording medium
106 or the like) as an installable or execiutable file and
distributed. The program fer terminals may be steored in
the ROM 102 rather than the flash memory 104. Ths external
view and the hardware configuration diagram illustrated in
FIG. 3 and FIG. 4 dare nierely ah embodiment and are not
limiting. The appearance and hardware may be, for example,
a general desktop or notebook personal computer, a
smartphone, a tablet type terminal, an electronic
blackboard, a projectox, and an image forming apparatus
such as a multifunction peripheral and a printer. In this
case, a camera and a microphone are not necessarily
regquired to be built in and may ke externally sttached.

The fellowing descripes the hardwars configuration of

the controiler 50, a management apparatus &0, the relaying
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apparatius 3%, the selechting apparatus 80, the program
providing system 90, the maintenance system 100, and the
management system 500 with reference to FIG. 5. FPIG. 5 is
a2 hardware configuration diagram of a controller according
to the embodiment of the present invention. The relaying
apparatus 30, the management apparatus 60, the selecting
apparatus 80, the program providing system 90, and the
naintenance system 100 have the same appearance as a
general server computer, and the description of their
apprarance 1is omitted,

The management apparatus 60 includes a CPU 201 that
controls the entire operaticon of the management apparatus
60, a ROM 202 that stores therein a program for use in the
drive of the CPU 201 such as an initial program loader
{IPL), a RAM 203 used as a work arezs of the CPU 201, an HD
204 that stores therein various data such as a program for
communication management, a haxd disk drive (HDD) 205 that
centrols the reading and writing of the various data from

and into the HD 204 in accordance with the control of the

~J

)

CPU 201, a media drive 207 that controls the reading and

.

writing {rececrding) of data from and into a reccrding
sh

medium 206 such as a fla memory, a display 208 that
displays varicus types of information such as cursors,
menus, windows, characters, and images, a network I/F 200
for performing data communication using thé communication
network 2, a keybecard 211 having a plurzality of keys for
inputting characters, nwneric values, various instructions,
and the like, a mouse 212 that performs the selection and
execution of varicus instructicns, the selection ¢f an
object to be processed, the movement of a curscr, and the
like, a CD-ROM drive 214 that controls the reading and
writing of various data from and into a compact disc read

only memory {CD-ROM) 213 as an example of a2 detachable
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recorxding medium, a clock 215 as an internal clock of the
management apparatus 60, and a bus line 210 such as an
address bus and a data bus for elechirically connecting the
above components as illustrated in FIG. 5,

The program for communication management may be
recorded in a computer-readable recording medium such as
the recording medium 206 and the CD-ROM 213 as an
installable or executable file and distributed, The
program for communication management may be stored in the
ROM 202 rather than the HD 204.

The relaying apparatus 30, the controller 50, the
selecting apparatus 80, the program providing system 90,
the maintenance system 100 have the same hardware
configuration as the management apparatus 60, and the
detailed description thereof is omitted. The HD 204
records therein the program for relaying apparahuses, the
program for cemmunication contyxel, the program for a
selecting apparatus, a program for program provision, or &
program for maintenance for contrelling the relaying
apparatus 30, the selecting apparatus 80, the program
providing system 90, or the maintenance system 1C0. Also
in this case, the programs may be recorded in a computer-
readable recording medium such as the recording medium 206
and the CD-RCM 213 as an installable or executable file and
distributed. The programs may be stored in the ROM 202
rather than the HD 204. The programs may be recorded in a
computer~readable recording medium such as a compact disc
recordable (CD~R) and a digital versatile disc {bYD), which
are other examples of the detachable recording medium and
provided.

Functional Configuration of Embodimernt

Next, the functional cconfiguration of the present

embodiment will be described with reference to FIG., &. FIO.
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6 is a functional block diagram of a terminal, apparatuse
dnd a gystenm constituting the coommunication system
acearding to the embeodiment. In FIG. 6, the terminal 10,
the relaying apparatus 30, and the managerment system 500
are connected so as to perform data communicatien via the

3

communicaticon network 2. The program providing system 80

rope 4

and the maintenance system 100 illustrated in FIG. 1 are
omitted in FIG. 6, because they are not direchly related to
communication in a teleconfarence.

Functiconal Configuration of Terminal

The terminal 10 includes a transmitter/receiver il, an
operation input ac ting unit 12, a login requesting unit
13, an imaging unit 14, a veice input unit 15a, & volcs
output unit 15b, a display controller 16, a storage/reading
processing unit 19, and a destination list creating unit 20.
These components are functions or means that function
implemented by the operation of any of the components
illustrated in FiG, 4 by commands from the CPU 101 in
accordance with the program for terminals lcoaded from the
flash memory 104 onto the RAM 103. The terminal 10
includes a storage unit 1000 including the RAM 103
illustrated in ¥FIG. 4 and the [lash memory 104 illustrated
in FIG. 4. The storage unit 1000 stores therein a
destination list frame 1100-1 illustrated in FIG. 7. FIG.
7 is.a conceptual diagram illustrating a destination list.

Functional Components of Terminal

Next, the functional configurations of the terminal 10
will be described with reference to FIG. 4 and FIG. 6. In
describing the functicnal comfigurations of the terminal 10,
the feollowing will alsce describe the relation with
principal components for achieving the functicnal
configurations of the terminal 10 among the components

llustrated in FIG. 4.

[ S




WO 2015/072583 PCT/JP2014/080993

ot
VT

The transmitter/receiver inplemented by commands

from the CPU 101 illustrated in FIG. 4 and the netwnrk I/F
111 diilustrated in FIG. 4 and performs the transmission and

eception of various data (or infermation) with the other

3 4 B

terminals, apparatuses, or systems via the communication

network 2. The transmitter/receiver 11 starts the

reception of respective piecez of state information

indicating the states of the respective terminals 10 as

destination candidates from the management system 500

before starting communication with the other terminal 10.
This state informaticn indicates the operation states

ence whsan

TR

being online or offline, whether bheing in confsc
G

being online, or the like) of the respective terninals

The state information indicates not ounly the operation

the respective terminal 10, but also various

from the

o

LoN]

states, in which the cable 120c is detached

terminal 10, images are not output although voices are
output, and veoices are not output (mute) in the terminal 10,
The following also describe a case in which the state
irnformation indicates the operation stats, as an example.

The operation inmpgut accepting unit 12 is implemented
by commands from the CPU 101 illustrated in FIG. 4 and the

operation button 108 and the power switch 109 illustrated

in FIG. 4 and receives various iaputs from a user. When
the user turns on the power switch 109 illustrated in FIG.
4, the operation input dccepting unit 12 illustrated in FIG.
6 receives the power-on and turns on the power.

The login requesting unit 13 is implemented by
gommands from the CPU 101 illustrated in FIG. 4. With the
auceptance of the power-on as a trigger, the login-

equesting unit 13 antomatically transmits login request
nfe iogin from the

mation indicdating a reguest for a

I3

fer/roceiver 11 to the managemsant e 500 via

ayat
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the communication network 2. The trigger for transmitbing
the login request information is not limited to the power-
on and may be the acceptance of operation input hy the user

via the operation input accepting unit 12. When the user

o

turns off the powsr switch 109 from the power—-on state, kthe

trahsmitter/receiver 11 transmits state information

indicating the turning off of the power teo thée management

system 500, and then the operation input accepting unit 12

perfectly turns off the power. This causes the managsment

10  system 500 to grasp that the terminal 10 has been turned
from the power-on to power~ofi. In the present embodiment,
the terminals (10aa, 10ab,..10bka, 10bb,..) on the LANs (2a,
2b) are connected to the management system 500ab, whereas
the terminals (10ca, 10cb,..10da, 10db,..) on the LANs (Z2c,

15 24} are connected to the management system 500cd.

The imaging uniit 14 is implemented by commands from
the CPU 101 illustrated in FIG. 4 and the camera 112 and
the imaging slement I/F 113 illustrated in FIG. 4, images a
subject, and outputs image data obtained by the imaging.

28 The voice input unit 15a is implemented by commands
from the CPU 101 iliustrated in FIG. 4 and the wvolce
input/output I/F 116 illustrated in FIG. 4, and after a
voige ¢f the user is ceonverted inte a voice signal by the
microphone 114, inputs voice data related to the voice

25 signal. The vcice output unit 15b is implemented by
commands from the CPU 101 illustrated in FIG. 4 znd the
voice input/output I/F 116 illustrated in FIG. 4, dgutputs a
volice signal related to voice data to the speaker 115, ang
outputs a voice from the sgpeaker 115.

30 The display contreoller le is implemented by commands
from the CPU 101 illustrated in FIG. 4 and the display I/F
117 illustrated in FIG. and gerfarms control to transmit

4
received image data to the display 120.
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The display controller 16 causes the display 120 to
display a destipaticn list including destination names
based on information received from the management system
500. The display controlleér 16 displays the destination
list frame 1100-1 &s illustrated in FIG. 7 on the display
120, for ezample. The destination list frame 1100-1
digplays destination names such as a destination name
"Tokyo Gffice AB terminal" 1100-2, icons {(1180-3a, 1100-3b,
110C~3c, 1106-3d) indicating the state of the terminal 10

for each destination name, and an icon 1100-4 indicating

a

o

region. The icon 1100-3a indicates that the terminal 10 a
ohe of the destination candidates is in an offline state
(hereinafter, this state is called "Offline.") and that it
is incommunicable with this terminal. The icon 1100-3b
indigates that the terminal 10 as one of the destinatiocon
candidates is in & standby state before starting
communication (hereinafter, this state is called "None.")
The icon 1100-3c¢ indicates that the terminal 10 as one of
the destination candidates is in a state requesting
communication with the other terminal (hereinafter, this
state is called "Calling."} or a state being reguested from
the other terminal 10 (hereinafter, this state is called
"Ringing."). The icen 1100~3d indicates & state in which
the above request is accepted (hereinafter, this state of
the terminal 10 is called "BAoccepted.") or a state in which
the ferminal 10 as one ¢f the destination candidates iz in
communication with the other terminal 10 (hereinafter, this
state is called "Busy.")}) The destination list frame 1160-1
displays a scroll bar 1100-5 on the right, and upward and
downward triangle icons are selected, thereby displaying
destination names and state of destination candidates not
illustrated in FIG: 7.

The storage/reading processing unit 19 ig implemenied
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by commands from the CPU 101 illustrated in FIG. 4 and the

)

58D 105 illustrated in FIG. 4 or implemeiiled by commands

3

from the CRU 101 and performs storing varicus data in the

-

storage unit 1000 and reading the variecus data stored in
the storage unit 1000, The storage unit 1000 stores
therein terminal identification informaticon {(terminal IDs)
for identifying the terminal 10, passwords, and the like.
The storage unit 1000 stores therein image data and voice
data received each time communication with a destination
terminal is performed in an overwriting manner for each
reception. An image is displayed on the display 120 based
on image date before being overwritten, and a voice is
output from the speaker 115 based on voice data before

being overwritten. The IDs such as the terminal IDs in the

‘h

present embodiment indicate identification such as
languages, characters, gymbols, and variocus kinds of marks
used for uniguely identifying the terminal 10, the user of
the terminal 10, or the like. The IDs may be

dentification obtained by cowmbining at least two of the
languages, characters, symbols, and varicus kinds of marks.
The destination list cregting unit 20 creates and
dates a destination list indicating the states of the
terminals i0 as destination candidates with icons as
illustrated in FIG. 7 based on information received from
the management system 500.
Functional Configuration of Relaying Apparatus
The relaying apparatus 30 includes a

transmitter/recesiver 31, a relaying unit 32, ar

-
13 4

'_3

storage/reading processing unit 39. These components are
functions or means that function implemented by the
operation of any ¢f the components illustrated in FIG. % by
commands from the CPFU 201 in acoordance with the program

for relaying apparatuses loaded from the HD 2G4 onto the
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RAM 203. 'The relayving apparatus 30 includes a stcocrage
3000 including the RAM 203 illustrated in FIG, 5 or the HD
204 illustrated in FIG. 5.

Functisnal Compenents of Relaying Apparatus

Next, the functional components of the relaying
apparatus 30 will be described in detail. In describing
the functional configuratiors of the relaying apparatus 30,
the following will also describe the relatien with
principal components for achkieving the functional
configurations of the relaying apparatus 30 among the
components illustrated in FIG. 5.

The transmitter/receiver 31 of the relaying apparatus
30 illustrated in FIG. is inplemented by commands from
the CPU 201 illustrated in FTIG. 5 and the network I/F 209
illustrated in FIG. 3 and performs the transmission and
reception of various data {or information) with the other
terminals, apparatuses, or systems via the communication
network 2. The relaying unit 32 is implemented by commands
from the CPU 201 illustrated in FIG. 5 and reslays content
data transmitted and received among the terminals 10 in the
session sed for content data via the transmitter/receiver
31. The storage/reading processing unit 392 is implemented
by commands from the CPU 201 illustrated in FIG. 5 and the
HDD 205 illustrated in FIG. 5 and performs storing various
data in the storage unit 2000 and reading the various data
stored in the storage unit 3000.

Functiocnal Configuration of Management Apparatus

The manzgement apparatus 60 includes a
transmitter/receiver 61, an extracting unit 64, and a
storage/reading processing unit 6%. These components are
functiens or means that functien implemented by the
operation of any of the components illustrated in ¥FIG. 5 by

commands from the CPU 201 in accordance with the program
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for a mandgement system loaded from the HD 204 onto the RAM
2032, The management apparatus 60 includes a storage unit
6000 including the HD 204 illustrated in FIG. 5.

Relaying Apparatus Management Table

The storage unit 6000 includes & relaying apparatus
management. DB 6001 including a relaying apparatus
managemaent table as illustrated in FIGS8. 8A and 8B. FIG.
8A is a conceptual diagram illustrating a relaying
apparatus management table managed by the management
apparatus 60ab, wheresas FIG. 8B is a conceptual diagram
illustrating a relaying apparatus management table managed
by the management apparatus 6Cocd, The relaying apparatus
management table manages relaying apparatus IDs of the
respective relaying apparatuses 30 for which the control of
conection can be performed hy the management system 500 to
which the corresponding management apparatus &0 belongs and
passwords for connecting to the respective relaying
apparatuses 30 in associatioen with each other. The
relaying apparatus management tabkle illustrated in FIG. 8A,
for exampls, indicates that the password for connecting to
the relaying apparatus 30a identified by the relaying
apparatus ID "lila@ip.co.com™ is "xxzxx." In the present
embediment, the relaying apparatus 1D includes domain
information {(communication control information) such as
"jp.oo.com” indicating the management system 500 that can
perform control along with the start and end of
communication using the relaying apparatus 30 identified
-hereby. When indicating the relaying apparatus ID in the
following description, it will be simply denoted as "l1llla"
or the like with the domain information such as “jp.oo.com”
omitted, unless particulariy specified., The following
describes a case of using the relaying apparatus ID as

information used for connecting to the relaying apparatus
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as an embodiment accolding to the present invention,

4

However, any information used in the contrel of connection

ul

to the relaying apparatus 30 in the controller 50 is usse
as the information for connecting to the relaying apparatus
without being limited te the relaying apparatus ID.

Terminal Authentication Mahagement Table

The storage unit 6000 further includes a terminal
authentication management DB €002 including a terminal
auvthentication management table as illustrated in FIGS. %A
and 9B. ¥FIG. YA is a cvonceptual diagram illustrating a
terminal authentication management table managed by the
management apparatus 60ab, whereas FIG. 9B is a conceptual
diagram illustrating a terminal authentication management
table managed by the management apparatus 60cd. The
rerminal authentication wmanagemsnt table manages respective
terminal IDs of 211 terminals 10 connected to the
management system 500 to which the corresponding management
apparatus 60 belongs and respective passwords in
asscciation with each other. The terminal authentication
management table illustrated in FIG. Y%A, for example,
indicates that the terminal ID of a terminal 10aa is
"Olaalijpl.oco.com” and that the password is Yzaaa.”" In the
present embodiment, the terminal I0 includes domain
information (terminal connection information) such as
"qpl.oo.com” indicating the vontroller 50 to which the
terminal 10 identified thereby connects. When indicating
the terminal ID in the following description, it will be

1

simply dencted as "01l&8a" or the like with the domain

o

information such as "ijpl.co.com" omitted, unless

-
1

particularly specified. The terminal ID indicated in this
example 1s merely an example of information for use in
authentication, and this table is only reguired to include

at least identificaticn for identifying the terminal 10 or
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the user of the terminal 10 and informatien for identifying

the controller 50 to which the terminal 10 connects and is
not limited to this form.

State Management Table

The storage unit 6000 includes a state management DB
6003 including a stats management table as illustrated in
FIG. 10. FIG. 10 is a conceptunal diagram illustrating a
state managemenit table. The state management table manages
the terminal IDs of the respective terminals 1C managed by
the management system 500ab and state information
indicating the states of communication in the terminals 10
in association with each other., The state management table
illustrated in Fig. 10, for example, indicates that the
state information of the terminal 10aa with the terminal ID
"0laa" is "None".

The state information "None" indicates a standby state
bafore starting communication. The state information
"Inviting" indicates a state in which the terminal 10 is
reguesting communication with the other terminal. The
state information "Invited" indicates a state in which
communication is being requested by the other terminal 1G.
The state information "Ringing" indicates a state in which
the terminal 10 is outputting a dial tone. The state
information "Calling” indicates a state in which the
terminal 10 is outputting a ring tons. The information
"Recepted” indicates a state in which a request for
communication is permitted. The information "Busy"
indicates a state in which the terminal 10 is in
communication with the other terminal 10.

Destinatien List Management Table

The steorage unit 6000 includes a destination list
management DB 6004 including a destination list management

table as illustrated in FIGS. 11A and 11B. FIG. 11A is 3
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conceptizal diagram illustrating a destination list
mariagement table managed by the management apparatus e0ab,
whereas FIG. 11B is a conceptual diagram illustrating a
destination list management table managed by the management
apparatus 60cd. The destination list managsment table
manages the terminal ID of Lthe terminal 10 connected to the
management system 500 to which the corresponding management
apparatus 60 belongs and as a reguester terminal of the
start of communication and all terminal IDs of the
terminals 10 registered as communicable destination
candidates in association with each other. The destination
list management table illustrated in FIG. 11A, for example,
icates that destination candidates the terminal 10aa
with the terminal ID Y0laa" as the requester terminal can
request the start of communication in a teleconference are
the terminal 10ab with the terminal ID "0lab" and the like.
The destination list management table also manages the
terminal ID of the terminal 10 connected to the other
management system 500 as the terminal ID of the terminail 10
as a destination candidate., This enables, for example, the
tarminal 1l0aa connected to the management system 500ab to
seléct the terminal 10db cennected to the management system
d as a destination, The destination candidates are

xd by addition or deletion through reguests for

b
addition cor deletlon from any terminal 10 to the management

Session Management Table
The storage unit 6000 includes a session management DB
ssion management table as illustrated in
FIGS. 12A and 12B. FIG. 123 is a c¢onceptual diagram
illustrating & session managementi table managed by the
management apparatus 60ad, where=as FIG. 12B is a conceptual

diagram illustrating a session management table managed by
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the mapagement apparatus 60cd. The session management
table manages session IDs for identifying the session sed
for content data between terminals 10, relaying apparatu
I0s fer identifying the relaying apparatus 30 for relaying
the content data in the session sed for content data, and
terminal IDs for identifying the terminals 10 that are
performing ecommunication in the session sed for data
content in assoclaticn with each other. The seasion ID may
be identificatlion such as conferende ID, communication ID,
and call ID jdentifying events such as a conference,
communication, a call corresponding to the session sed for
content data. The session management table illustrated in
FIG, 124, for example, indicates that the relaying
apparatus 36a with the relaying apparatus ID "1lla"™ is
relaying content data between terminals {(10aa, 1Cbd) in the
session sed for content data identified by the session ID
"seQl@ip.oc.com.” In the present embodiment, the session
ID includes domain information {(communication control
information} such as "jp.oco.com" indicating the management
system 500 that can perform control alcong with the start

v

and end of communication with & session sed for content

fote
<o

data identified thereby. When indicating the session 1D
Lhe following description, it will be simply denoted as
Ysel(l" or the like with the domain information such as
"jp.oo.com” omitted, unless particularly specified.

State Change Management Table

The steorage unit 6000 includes a state change
management DR 6009 including a state change management
table as illustrated in FIGS. 13A and 13B. FIGS. 13A and
13B are conceptual diagrams iilustrating the state change
managemant tables. The state change management table
illustrated in FIG. 13A manages pieces of management

information transmitted from the terminal 10, pileces of
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pre-change state information indicating pre-change states

of the terminal 10, and pleces post-change state
information indicating post-changs states of the ferminal
10 in asscclatinon with sach other. The management
information "Call"™ in the state change wanagement tabiz in
FTa, 132 indicates that, when the session sed feor content
data 1s established betwesn the terminals 10, the other
terminal 10 requests to participate in this session. The
management information "Join" indicates that the terminal
10 requests to start relaying content data. The management
information “Leave” indicates that the fterminal 10 reguests
to end communication.

When not only the state of the terminal 10 as the

transmission source, but also the staite of the terminal 10

(=

as the transmission destination is changed by perfsrming

control based on the management information, the state
change management table in FIG. 138 is used. In the state
change management table in FIG. 13B, terminal information
indicating whether the terminal 10 whose state is changed
is the transmissicen scurce or the transmission destination
of the management information 1s managed in additien to the
pieces of information in FIG. 132 in association with each
other., It is indicatsd, for example, that when fthe
managsment systdm 500 receives the manadgement information
"Tnvite," the state of commuhication is changed from "Nona"

inte "Inviting" for the terminal 10 as the transmission

H

source of the management information, wheirea o
communication is changed from "None' inte "Invited" for the
terminal 10 as the transmissicon destination. The
management information "Invite" indicates that the terminal
10 reguests the start of communication The managemant

information "Ring" indicates that ths terminal 10 accepts a

g1}

rizguest to start communication and scunds a dial tone. Ths
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nanagemant information "Accept” indicates that the terminal
10 permits the start of communication. Ths atate
information "Inviting" indicates a state requesting the
start of communication, whereas the state information
5 TInvited" indicates a state in which the start of

communication is being reguested.

Functional configurations of Management Apparatus

Next, the functional configurations of the manadagement
apparatus €0 will be described. In describing the

10 functional configurations of the management apparatus 60,
the following will also describe the relation with
principal components for achieving the functional
configurations of the management apparatus 80 among the
components illustrated in FIG. 5.

15 The transmitter/receiver 61 is implemented by commands
from the CPU 201 illustrated in FIG. 5 and the network I/F
208 illustrated in FIG. 5 and performs the transmission and
reception of various data (or information) with other
apparatuses or systems via the communication nefwork 2.

29 The extracting unit 64 is implemented by commands €from
the CPU 201 illustrated in FIG. 5, searches the respective
management tables of the storage unit €000, and extracts
various types of information.

The storage/reading processing unit €9 is implemented

g
by commands from the CPU 201 illustrated in FIG. 5 and the

25
HDD 205 illustrated in FIG. 5 and performs storing various
data in the storage unit €000 and reading the various data
stored in the stordge unit 600C.
Functional Configuration of Controller
30 The controller 50 includes a transmitter/receiver 31,

an authenticating unit 52, a state management unit 53, an
extracting unit 54, a restricting unit 55, a connection

destination identifying unit 26, a session maragement unit
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57, an identifying unit 58, and a storage/reading
preocessing unit 52, These components are funcitiens or
means that function implemented by the operation of any of

the components illustrated in FIG., 5 by commands from the

3] >} 201 in accordance with the program for a management
system loaded from the HD 204 onto the RAM 203. The
management system 500 includes a nonvolatile storage unit
5000 and a volatile storage unit 5100 including the HD 204
illustrated in FIG, 5.

10 Terminal Management Table

The nonvolatile storage unit 5000 includes a terminal
management DB 5003 including a terminal management table as
illustrated in EIGS. 15A and 15B. FIG. 153 is & c¢onceptual
diagram illustrating a terminal management table managed by

i) the controller 50a, whereas FIG. 15B is a conceptual
diagram illustrating & terminal management table managed by
the controller 50b. The terminal managemsni table manages
the terminal IDs of the respective terminals 10,
destination names with the respective terminals 10 as

20 destinations, and the operation states of the respective
terminals 10 in association with each other. In the
prasent embodiment, the operation states include the state
of the connection between the terminal 10 and the

controlier 50 {online; online {in conference), and offline).

w
w

25 "Oniine" among the operation states is a state in which the

terminal 10 and the controller 50 are c¢eonnected, and

communication with the other terminal 10 is capable.

1"

"Oonline {in conference)" among the operaticn states is a
state in which the terminal 10 and the contreller 50 are

30 cennected, and communication with the eother terminal 10 is
in progreags, "Offlime" among the operation states is

1
state in which the terminal 10 and the controlier 50 are

noet connected, and communication with the other terminal 10
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is incapable. Ths terminal managemeni table illustrated in
FIG. i5Aa, for example, indicates that the destination name
of the terminal 10aa with the terminal ID "0laa" is "Tokyo
Office AA terminal" and the operaticn state thereof is
"oiffline."

Reguest Management Table

The nonvolatile storage unit 5000 includes a reéquest
management DB 5006 including a reguest management table as
illustrated in FIG. 16. FIG. 16 is a conceptual diagram of
a reguest management table. Upon acceptance of various
requests such as a slart reguest or management information
from the terminal 10, the reguest management table manages
the terminal IDs of at least terminals 10 connected to the
corresponding controller 50 among the terminals 10 related
to the reguests and pieces of request information
indicating the requesis in association with each other.
The reguest information (also referred to as management
information) "Invite"™ in FIG., 16 indicates that the
terminal 10 reguests the start of communication. The
request information "Ring" indicates the sounding of & dial
tone. The reguest information "Accept”" indicates thait the
terminal 10 permits the start of communication. The
request information "Call" indicates that, when the session
sed for content data is established between the terminals
10, another terminal 10 reqguests to participate in this
session. The request information "Jein” indicates that the
terminal 10 requests to start relaying content data. The
request information "Leave" indicates that the terminal 10
requests to end conmunication. The reguest management
table in FIG. 16 indicates that a communication start
reguest from the terminal 10ab with the terminal ID "0Olab®
to the terminal 10ac with the terminal ID "Dlac" is

accepted.
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Functional Cenfiguratisns of Controller

Next, the functicnal configurations of the controller
50 will be described in detail. In describing the
functional contigurabions of the controller 50, the
following will also describe the relation with prircipal
components for achieving the functional configurations of
the controller 50 among the components illustrated in FIG.

The transmitter/receiver 51 is implemented by commands
from the CPU 201 illustrated in FIG. 5 and the network I/F
209 illiustrated in FIG. 5 and performs the transmission and
receptﬁon nt various data {or information) with the other
terminals, apparatuses, or systems via the communicatien
network 2. This causes the transmitter/receiver 51 to
receive start request information from the terminal 10,
thereby accepting a reguest for the start of communicabion.
Relaying apparatus connection information for connecting to
the relaying apparatus 30 is transmitted Lo the terminal 10,
thereby performing control aleng with the start of
communication. The transmitter/receiver 51 transmits
participation notification (start information) including
the terminal ID and the session ID of the terminal 10
participating in the session sed for content data to the
terminal 10 that is performing communication in this
gession, The transmitter/receiver 51 receives or transmits
post-change state informstion indicating the post-change
state of the teiminal 10.

implemented by commands

o

The authenticating unit 52 1
from the CPFU 201 illustrated in ¥FiG. 5 and performs
terminal authentication by searching the terminal
authentication management table {(refer to FIG. B) of the
storage unit 6000 with the terminal ID and the password

inciuded in the login reguest information received via the
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transmitier/receiver 51 as search keys and determining
whether ths same terminal ID and password are managed in
the terminal authentication npanagement table.

The state managemenl unit 53 is implemented by
commands from the CPU 201 illustrated in FIG. 5, and in
prder to manage the operaticon state of the requester
terminal that requested a login, steores and manages the
terminal IDs of the reguester terminals, pieces of state
information indicating the operation states of thes
requester terminals, and the IP addresses of the requester
terminals in association with each other in the terminal
management table (refer to FIGS., 15A and 15B). A first

&

changing unit %3a of the state management unit 53 changes

the state information managed in the terminal management
table when the operation state of the terminmal 10 is

changed based on contrel by the corresponding controller 50.
A second changing unit 53k of the state management unit &3
changes the state information managed in the terminal
management table based on post-change state informaticn
transmitted from the other controller 50 when the operation
state of the terminal 189 is changed based on control by the

other controller 50.

43

g implemented by commands from

b

The extracting unit 54
the CPU 201 illustrated in FIG. 5 and extracts the terminal
ID by searching the destination list management table
(refer to FIG. 11} with the Lerminal ID of the reguester
terminal that reguested a login as a key and readind the
terminal ID of the terminal 1C as a destination candidate.
The exztracting unit 54 searches a destination management
table with the terminal ID of the regquester terminal that
reguested & login as a key and also extracts the terminal
ID of the other requester terminal that reglsters the

terminal ID of the above reguester terminal as a candidate
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for the destination terminal.

The extracting unit 54 is imnplemented by commands f[ros
the CPU 201 illustrated in FIG. 5, searches the terminal
management table {refer to FIG. 15) with the terminal ID of
the candidate for the destination terminal as a search ksy,
and réads the operation states of the respective termiral
IDs. This enables the extracting unit 54 fo extract the
operation state of the candidate for the destination
terminal that can communicate with the reguester terminal
that requested a login. The eztracting unit 54 searches
the terminal management table with the terminal ID as a
search key and also acquires the operation state of the
requester terminal that requested a login.

The restricting unit 5% is implemented by commands
from the CPU 201 illustrated in FIG. & and imposes a
restriction {(acguires a lock} so that the terminal 10
connected tc the corresponding contreller 50 dees not start
any communication between terminals 10 cther than the
predetermined communication. To impose a restriction
described in this example indicates that the restricting
unit 355 performs control to restrict the terminal 10
connected thereto not to start communication.

The connection destination identifying unit 56 is
implemented by commands from the CPU 201 illustrated in FIG.
5 and identifies the controller 50 as a connecticen
destination of the terminal 10 not connected to the
morresponding controller 50.

The session management unit 57 is implemented
commands from the CPU 201 illustrated in FIG. 5, and each
time the sessicon sed for coentent data between the terminals
10 is newly established, generates session ID for

sed for content data. The sessicon

-
(..

identifying the sessi

ore

D

management unit 57 steres in the session management table
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{refer to FIGS. 12A and 12B) lLhe terminal ID for
identifying the terminal 10 that performs communication in
this session and the relaying apparatus ID of the relaying
apparatus 30 used in this session in asscclilation with each
other.

The identifying unit 58 1ls implemented by commands
from the CPU 201 illustrated in FIG. 5 and identifies the
other contreller 50 being in eperation arranged in the same
segment..

The storage/reading procsssing unit 59 is implemented
by commands from the CPU 201 illustrated in FIG. 5 and the
HDRD 205 illustrated in FIG. 35 and performs storing various
data in the nonvolatile storage unit 5000 or the velatile
storage unit 5100 and reading the various data stored in
the nonvelatile storage unit 5000 or the volatile storage
anit 5100,

Functional Configuration of Selecting Apparatus

The sslecting apparatus 80 includes a
transmitter/receiver 81, a selecting unit 82, and a
storage/reading processing unit 88, These components are
functions or means that function implemented by the

f any of the components illustrated In FIG. 5 by

o

operation
commands from the CPU 201 in accordance with the program
fer & management system loaded ftom the HD 204 onto the RAM
2G3. The selecting apparatus 80 includes a storage unit
8000 including the HD 204 illustrvated in FIG. 5.

Relaying Apparatus Selection Management Tabkle

The storage unit 8000 includes a relaying apparatus
selection management DB 8001 zs an example of a
communication control information management unit including
a relaying apparatus selection management table as
illustrated in FIG. 14. FIG. 14 is a conceptual diagram

illustrating the relaying apparatus selection management
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table. When selecting a relaving apparatus for use in
relaying information transmitted and received between the
tarminals 10, the relaving apparatus selection management
table manages, for all relaylng apparatuses 30 as
candidates for selection, relaying apparatus IDs for
identifying the relaying apparatuses 30. The relaying
apparatus ID managed in the relaying apparatus selection
management tabkle includes domain information {communication
control information) such as "Jjp.oo.com™ indicating the
management system 500 that can perform control along with
the start of communication using the relaying apparatus 30
identified thereby. The relaying apparatus selecticn
management table manages priority informatior indicating
pricrity when selecting the relaying apparatus 30
identified by the relaying apparatus ID for the respective
terminal IDs. The relaying apparatus selection managemeht
table illustrated in FIG. 14 indicates that when the
terminal 10aa identified by the terminal ID "Claa" starts
communication, the priority when selecting the relaving
apparatus 30a identified by the relaying apparatus ID
"1ila™ is "3." The priority in the relaying apparatus
selection management table is set so that a higher priority
gives a higher wvalue based on a bandwidth bhetween the
terminal 10 and the relaying apparatus 30 or a delay time
when information is transmiitted and recelved between the
terminal 10 and the relaying apparatus 30, for example.

The priority may ke calculated based on time zones used by
the terminal 10 and the management system 500. In this
case, the value of the priority can be set higher as the
time zone used by the terminal 10 and the time zone used by
the management system 500 become close to each other, for
example.

Functicnal Configurations of Selecting Apparatus
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Next, the functional configurations of the selscting
apparatus €0 will be described in detail., In describing
the funciional configurations of the selecting apparatus 30,
the follawing will alszso describe the relation with
principal components for achieving the functional
configurations of the selecting apparatus 80 among the
components illustrated in FIG. 5.

The transmitter/receiver 81 is an ezample of a
selection request information accepting unit and an outpubt
unit, 1s implemented by commands from the CFU 201
illustrated in FIG. 5 and the network I/F 209 illustrated
in FIG. 5, and performs the transmission and reception of
various data (or information) with the other terminals,
apparatiuses, or systems via the communication network 2.
This causes the transmitter/receiver 81 to receive (accept)
selection request information indicating a request to
select the relaying apparatus 30 transmitted from the
management system 500. The transmitter/receiver 81
transmits {outputs) the relaying apparatus ID identifying
the relaying apparatus 30 selected by the seilscting
apparatus 80 Lo the management system 500.

The selecting unit B2 is an example of a relaying
apparatus selection unit and a communicatien control
information extracting unit and selects at least one
relaving apparatus 30 out of a plurality of relaving
apparatuses 30 as candidates based on the priority
information managed in the relaying apraratus selection
management table (refer to FIG. 14). The selecting unit 82
selects the relaying apparatus ID managed in the relaying
apparatus zelection wmanagement table, thereby also
extracting the domain information included in the relaying
apparatus ID.

The storage/reading processing unit B89 is implemented
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by commands from the CPU 201 illustratsd in FIG. 5 and the
HDD 205 iliustrated in FIG. 5 and performs storing varicus
data in the storage unit 8000 and reading the various data
stored in the storage unit 8000,

Processing and Operation of Embodiment

Next, the processing and operation of the controller
50, the management apparatus 6C, and the terminal 10 will
be described with reference to FIG, 17, FIG. 17 is a
conceptual diagram illustrating the state of the
transmission and reception of various types of information
in the communication system 1.

The management system 500ab {an example of a controls

ystem) includes the controller 50a {(an example of a first

w

controller) and the controller 50b (an ezample of a second
controller) that perform the control of the session sed for
transmitting content data between the terminals 10
according to a request from the terminal 10. The
transmitter/receiver 51 (an example of a request accepting
unit) of the controller 50a accepts a2 reguest to start
communication betwesn the terminals (10aa, 10bd) {an
example of between predetermined terminals). The
restricting unit 55 (an ewample of a first restricting
unit) of the controller 50a imposes a restriction (acquires

a lock) so that the terminal 10aa {an example of a first

cemmunication terminal) connected to the corresponding
controller 50 ocut of the terminals (10aa, bd} does not
start any communication petween the terminals 10 other than
the communication according to the réequest. The

transmitter/receiver 51 {(an example cf a first transmitter)
of the contreller 50a transmits the terminal ID of the
terminal 10bd connected te the controller 5Ck out of the
terminals (10aa, 10bd) to the controller 50b.

.

Bazed on the terminal ID transmitted from the
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controller 50a, the restricting unit 5% (an example of a
second restricting unit) of the contreller 50bh imposes a
restriction so that the terminal 10bd connected to the
corresponding controller 50b not to start any communication

between e terminals 10 other than the communicatian
et the t i1s 10 ot} th the comm atig

(83

performed according to the reéguest. The
transmitter/receiver 91 {an example of a second
transmitter) of the controller 50b transmits, to the
controller 50a, restriction completion information {an

10 example of restriction information) indicating that the
above restriction lhias been imposed on the terminal 10bd.

After the restriction on the terminal 10aa and the

restriction on the terminal 1I0bd have been completed, the
controller 50a performs processing (an example of

15 processing related to the start of communication}) to
establish the session sed for content data performed
according to the reguest between the terminals {10aa, 10bd).
With this, the processing related to the start of
communication performed in the management system 500ab is

20 restricted to processing performed according te one request,
thereby preventing coperation according to twe or more
different reguests from being performed in a duplicate
manner.

The management system 500ab may include three or more

25 contrellers 50 that control the seszaion for content data
between the terminals 10 according to a reguest from the
terminal 10, In this case, the connection destination
identifying unit 56 {an example of an identifying unit) of
the gontroller 50a identifies the controiler 20 as &

30 connection destination of the terminal 10bd not connected

to the corresponding controllier 50a oubt of Lhe terminals

0kd). The transmitter/receiver 51 of the

1
controller 50a transmits the above terminal ID to the
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identified controiler 50 identified by the connection
destination identifying unit 56. This enables, even when
three or more controllesrs 50 are provided, to reguest a
atriction of processing aifter identifying the connection

estination of the terminal 10 not connected to the

N
0,

corresponding controller 50.

In this cas=, the transmitter/receiver 51 {an example
of an identification information transmitter) of the
controller 59a transmits search information (an example of

10 identification information) for identifying the controller
50 as a connecticon destination of the terminal 10bd not
connected to the corresponding contreller 5H0a out of the
terminals (1lCaa, 10bd} to the respective controllers 50
within the management system 500ab. This transmission

15 enables the connection destination identifying unit 56 to
identify the contrciler 50 as the connection destination
based on a response to the search information from any
controller 50.

The transmitter/receiver 51 {an example of a domain

20  information accepting unit) of the controller 50a may
accept, from edach of the terminals (10za, i0bd},; domain
information of the controller 50 connected to the fterminal
10. This aceeptance gnables the connecticn destinaticen

-

identifying unit 56 to identify the controller 50 as the

25  connection destination based on this domain infeormation.
When a new request to start communication bstween
communication terminals 10 including the terminal 1l0aa or
the terminal 10bd while the above restrictions on the
terminal 1Caa and the terminal 1C0bd are imposed, the
30 respective transmitters/receivers 51 of the controller 50a

and the contreoller 50b transmit an error message to the

terminal 1C as the requester terminal, thereby rejecting

)}

the new reguest, This can prevent processing according Lo
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two or more different requests from being performed in a
duplicate manner.

The reguest management DB 5006 {an example of a
reguest lnformatior managemient unit) of the cvontroller %0a
and the controller 50b manages the terminal ID of the
terminal 10, which is connected to the corresponding

co olle

H

50 and is a start requester terminal requesting

a start of the communicatiocon or a destination of the
reqguest. This management enables the restricting unit 5%,

when a new reguest to start communication between the
terminals 10 including the bterminal 10 identified by the
terminal ID managed in the regqusst management DB is
accepted, to reject the new request.

Next, the detail of processing performed in the
communication system 1 according to the present embodiment
will be described.

Inter-controller Cooperation

First, inter-node cooperabtion between the controllers
50 present within the same domain will be described with
reference to FIG. 18. FIG. 18 is & sequence diagram
illustrating the inter-node cooperation. As illustrated in
FIG. 18, the controller 50a performs searching for the
other controller 50 located in the same segment (Steps 81-1,
§1-2, 81-.). In this case, the transmitter/receiver 51 of

the controlier 50z transmits, by means of brecadcasting,

7

search information for sedrching to the segment in which
the controller =0a iz located. The search information
includes a controiler ID for identifying the controller 50a.
The transmitter/receiver 51 ¢f =ach controller 50 that has
recalved the search information from the controller 50a
transmits response information to the contreller 50a {(Steps
$2-1, 82-2, 82-..). The response information incliudes each

controller ID feor identifying each controller 50 that has
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received the search informaticon. When the
transmitter/receiver 51 of the controller 5S0a receives the
response information from the other controller 50, the

identifying unit 58 identifies the other controller 50

P
]
V]
=
@

eing in operation located in the sagment hased on the

]

response information (Step 83).

Whan the controller 50 being in operation located in
the same segment is ldentified at Step S3, the controller
50a performs the inter-node cooperation with the identified
controller (50b, 50.). In an embodiment according to the
present invention, the inter-node cooperation means that
one controiler 50 is regarded as a node, a plurality of
controliers 50 have the same domain name, and ithe
controllers 50 can be operated cocoperatively with each
other. When the controller 50a and the controller 50b
perform the inter-node cooperation, for example, the
controller 50z and the controller 50b operate as if they
are the same controller 50. In other words, bhoth when the
terminal 10 is connected to the contreller 58a and whien it

i

0]

connected to the controller 50b, the same processing is
performed in the controllers 50a and 50b.

< \

The inter-node cooperation is performed at given time
intervale. This enables the controller 50a to perform
inter-neode release when the controller 50 cooperated wi
the controller 50a undergoes maintenance or goes down.
This causss the controllers 50 in inter-node cooperation,
even when inter-ricde cooperation or release with any
contreoller 50 constituting the management system 500&b is

erformed, to operate as i1f they operate singly.

§9)

Also for the contreller 50 other than the controller
50a constituting the management system S00ab, the inter-
neode cooperation with the other controller: 50 present in

the same domain is performed. This processing is similar
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to the processing at Steps 81 to &

3, and the description
thereof is omitted.

State Management

The following describes, as an example of the inter-
node cooperation, processing to synchronize the operation
states of the terminals 10 managed by the respective
controllers 50 constituting the management system 500ab
between the controllers 50 with reference to FIG. 192 and
FIG. 20. FIG. 19 is a seguence diagram illustrating the
processing in a preparatory stage for starting
communication between terminalis. FPFIG. 20 is a seguence
diagram illustrating processing to synchronize the
operation states of the terminals. In FIG. 1% and FIG, 20,
various types of management information are transmitted and
received entirely through the session sei for mapagemsnt
information illustrated in FIG. 2.

First, when the user of the terminal ilaa turns on the
power switch 109 illustrated in FIG. 4, the operation input

accepting unit 12 illustrated in FIG. & accepts the power-

3

on and turns on the power (Step 51i). The login requesting
unit 13 auvtomatically transmits legin request information
indicating a login reguest to the controller 50a via the
communication network 2 with the acceptance of the power-on
as a trigger (Step S12). The trigger for transmitting tlie
login request informaticn is not limited to the power-on
and may be the acceptance of operation input by the user
via the operation input accepting unit 12. The present
smbodiment continues to describe on the assumption that the
terminals (lOaa, 10ab,..) connscted to the LAN 2a are
connected to the contreller 50a, the terminals {(10ba,
10bb,..) connected to the LAN 2b ars connected to the
conitroller 50b, the terminals (10ca, 10ch,.) connected to

the LBN 2c¢ are connected to the controller S5Q0c, and the
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terminals (10da, 10db,..) connected to the LAN 2d are
connected to the controller 50d. The login reguest
information includes a terminal TD for identifying the
corresponding terminal 10aa that is the requester terminal
or the user of the terminal 10aa and a password. The
termingl ID and the password are pleces of date read from
the storage unit 1000 via the storage/reading processing
unit 19 and transmiticed to the transmitter/receiver 11.
The terminal ID shown in this example is merely an example
ef information for use in authentication, and the login

-

request information is only reguired to include at least
identification for identifying the terminal 10 or the user
of the terminal 10 and information for identifying the
controller 50 to which the terminal 10 is connected, and is
not limited te this form.

Next, the authenticating unit 52 of the controller 50a

equests atuthentication that is parformed by determining

5]

whether the terminal ID and the password included in the
login reéeguest informatien received via the
transmitter/receiver 51 is managed in the terminal
zuthentication management tabkle (refer to FIG. 9) {Step
513)y. 1In thiz case, the transmitter/receiver 51 of the
controller 50a transmits the terminal ID and the password
included in the login reguest informstion to the management
apparatus 60ab and searches the terminal authentication
management table, thereby requesting to search for the

password corresponding to this terminal ID. The extracting

[+4]

unit 64 of the management apparatus 6Hab extracts the

1
3
ii

(4

terminal ID inciuded in the

@

passwotd corresponding to
loegin request informstion in the terminadl authentication
management table. If the extracted passvword and the
password transmitted from the contrelier 50a match, ths

rransmitter/receiver 61 of the management apparatus &0ab
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transmits an authentlication result indicating that the
terminal 10aa has a valid awthority to the contreller 50a.
If the extracted passwerd and the password transmitted from

the contreller 50a do not match, the transmitter/receiver

$ 61 of the management apparatus §0ab transmits an
authentication result indicating that the terminal 10aa do
not have a valid authority to the controller 58a. The
authenticating unit 52 manages the same terminal ID and
password, and when determined to be a login reguest from
10 the terminal 10 having the valid authority, the first

changing unit 53a of the state management Unit 53 stores in
the terminal management table (refer to FIG. 13A) the
terminal ID of the terminal 10aa and the operaticn state in
association with each other [Step 314). This causes the
15 terminal management table to manage the terminal ID "Qlaa”
and the state information "Online" in assoclation with each
other.
The transmitter/receiver 51 of the controller 50a
transmits authentication result information indicating the
20 authéntication result obtained by the authenticating unit
%2 tu the terminal 10aa as the requester terminal that
requested the login via the communication network Z (Step
515). The presént embodiment continues to describe below

the case determined to be a terminal having a valid

(8,
N

2%  authority by the authenticating unit ;

(447

When the terminal 10 successes a login to th
controller 50a or when the terminal 10 transmits various
types of management information to the controller 50a after
the login, the state informaticn of the terminal 10 managed

30 in the terminal management table of sach contrellier 50 is
changed {refér to Step S14) and the controllers 20 working
he inter-node cooperaticn synchronize the operation

t
states of the respective terminals 10 with the changed
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operation statec. The follewing describes a caso of
synchronizing an cperation state between the controlier H0s
and the controller H0b. When the opexation ztate managed
in the terminal management table (refer to FIG. 15A) is

changed by the first changing unit 53a based on various

om the terminal 10 {the

yvpes of managesment information
terrminal 1Caa in this exampls) vonnected to the controller
50a, the storage/reading processing urit 589 stores in the
volatile storage unit 5100 the terminal ID "0laa™ of the
terminal 10aa and the cperaticn gtate (Online, for amnple}
indicating the changed state of the terminal 10aa in
association with each other as local data for
synchronization {Step 5Zla).

Next, 1f theve is another controller 50 working in the
inter-node cooperation ({Step 82Zaj, the
transmitter/receiver 51 of the controller 50a btransmits
oneration state information indicating the changed state
information to the controller 50b in the inter-noe
cooperation {Step S23a). The operation state information

includes the Iccal
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volatile steorage unit 5100, that i1s, the terminal ID “"0laa”
and the operation state "Oniine."

The opsration state information transmitted from the
controiler 50a is received by the transmitter/receiver 51

boge
o
¥

t

of the controller 50b. The second changing unit 53k of

D:

state management unit 353 of the controller 50b changes the

Q.

operation state msnaged in assgciation with the terminal ID
"0laa"™ into “"Online” based on the operation stdte
information in the terminal management table {rsfer to FIG.
158} (Step 5Z4¢

In a similar manner to the precessing al Step S14 and
the like, when the operation state of the terminal 10

able of the controller

[

managed in the terminral managoement
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o

»0b 1s changed by the firsl changing unit 53a of the
controller 50b, the controller 50h and the other controller
50a working in the inter-node cooperaticn synchronize the

operation states with

(9]
T
[a1

Coimmuinication Start Processing
Next, processing related to the start of communication
10 between the terminal 10aa and the terminal 10bd will be

described with reference to FIG, 21. FIG. 21 is a ssguence

diagram illustrating processing related to the start of

o

N
[

communication. In FIG. , various typss of management
information are transmitted and received entirely through

ession sei for management information illustrated in

First, ths user of the terminal 10aa presses down the
operation button 108 illustrated in FIG. 3 to select the
terminal 10bd as a destination candidate, thereby causing

20  the operation input accepting unit 12 illustrated in FIG. 6
to accept a request to start communication (Step 531). The
transmitter/receiver 11 of Lhe terminal 10aa transmits, to
the controiler Hda, the start request information "invite®

that includes the terminal ID "Q0laa"” of the terminal 10as

5
;;,

inal of the start of communication and

8]
ul

[
Fx

I

=

as the reguesler L
the terminal ID "0lbd" ¢f the terminal 10bd as s
destination and indicates request to start communication
{Step 532). The transmitter/recsiver 51 of the controllsr
H(a receives the start request information, thereby

accapting the request to stari communication between the

&

terminal (0esa and the termingdl 10bd.

(a3

Then, the storage/reading proce:

(8

=4
- management table {(rofer to FIG. 16}, thereby
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checking whether Cthe terminal ID "0laz” of the terminal
10aa connected to the corresponding contropller 50 ont of
the terminal IDs included in the start regquest information
is managed in the requost management table (Step $33). If

5 the terminal ID "Dlaa" of the terminal 10sa has been
managed in the request management table, a restriction on
the terminal 10aa is already imposed so as to disable the
imposition of a new restriction of processing (the
acquisition of a lock) on the terminal 10aa (No at Step

10 834), and ths transmitter/receiver 51 transmits error
information indicating inabiliry to start communication
between the terminals (10aa, 10hd) to the terminal 10aa
{3tep 835}).

if the terminal ID "0laa™ of the terminal 1Caa 1is not

P

15 managed in the regquest management table (Yes at Step S534)
the restricting unit 55 stores the terminal ID cf the
terminal 1faa connected to the corresponding controller 50a,
the terminal ID "0laa" of the terminal 10aa as a start

squester terminal, the terminal ID "0lbd" cf the terminal

N>
80
o

Ubd as a destination of a start reguest, and the reguest
nfo

on "invite" indicating the start request in

E_.I.

(=N

association with each other in the reguest manadement table,

O

thereby imposing a restriction {acguiring a lock) sc that

no new processing targeted for the terminal 10sa is

3
:

(82

performed {Step 8$36).

Then, the transmitter/receiver 51 of the controller
50a transmits reéstrictilon regquest information that includes
the terminal IDs of the terminal 10aa as the start
requester terminal and the terminal 10bd as the destination
20  of the start reguest and the regquest information indicating
the start reguest and indicates a regquest for a réstriction

of processing te the contreller 5Cb as the connection

destination of the terminal 10bd based on tHe domain
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50
information "jpd.oo.com" included in the terminal ID of the
terminal 10bd as the destination {(Step $37).

As another embodiment according to the present

invention, the controller 50 as the connection destination
of the terminal 10bd may be identified without depending on
the domain information included in the terminal ID. In
this case, the transmitter/receiver 51 of the controllerx
H50a transmits search information that includes the
controller ID of the corresponding controller 50a and the
terminal ID of the terminal 10bd not connected to the
cottroller 50a to search for the conngction destination of
the terminal 10bd to the devices within the same domain as
the corresponding contreller 50a by means of broadcasting
though similar processing to the prosessing at Steps 51-~1,
51-2, and 8l-.. in FIG. 18 (8teps S37-1-1, 837-1-2, 837-l-..
refer to FIG. 18). Then, the transmitters/receivers 51 of
the respective controilers 50 within the same domain
transmil response information indicating whether the
corresponding controller 50 is the connecltion destination
of the terminal 10bd or not, to the controiler 58a by
similar processing to the processing at Steps 32-1, 32-2,
§2~., (Bteps §37=2-1, 8531-8-2, 837-2-., refer to FIG. 18}.
The connection destination identifying unit 56 identifies

the controller 50 as the connection destination of the

L1}

terminal 10bd based on the pieces of response information
tiv

transmitted from the respective controllers 50.

The restriction reguest information transmitted from
the controller 50a is accepted by the transmitter/receiver
51 of the controller 50b. Upon acceptance of the

restriction request information, the storage/reading

processing unit 58 of the controller 50b réfers to the

53

est management table (refer to FIG. 16}, thereby
k £

other the terminal ID "01bd" of the terminal
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10bd connected to the corresponding centroller 50b is
managed in thé request management table (Step 528). If the
terminal ID "01bkd" of the terminal 10bd is managed in the
request management table, a restriction on the terminal
10bd is already imposed to disable the imposition of a new
restriction of processing (the acquisition of a lock) (No
at Step S539);, and the transmitter/receiver 51 of the
controller 50b transmits error information indicating a
failure in restriction to the controller 50a (Step 840-1).
Upon acceptance of the error information by the controller
50a, the transmitter/receiver 51 of the controller 50a
transmits error information indicating inability to start
the communication betwsen the terminals (16aa, 16bd) to the
terminal 10a& (Step 540-2).

If the terminal ID "0lbd" of the terminal 10bd is not
managed in the reqguest management table (Yes at Step 339},
the restricting unit 55 steres the terminal ID of the
terminal 10bd tconnected to the corresponding controller 50b,
the terminal ID of the terminal 10aa as the start requester

terminal, and the reguest information "invite™ indicating a
start request 1n asscociation with =ach ether in the reguest
managemeni table, thereby imposing a restriction (acguiring
a lock) so that no new processing targeted for the términal
10kd is performed {Step S41j.

The transmitter/receiver 51 of the controller 50b
transmits the restriction completion information indicating
that the restriction cf processing on the terminal 10bd has
been completed to the controller 50a (Step S42). Upon
reception of the restriction completicen information, the
cantroller 50a performs control {refer to Steps 850 to 554-
2 described below) related to the start of the
communication between the terminals {10aa, 10bd) based on a

request from the terminal 10aa.
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When the transmitter/receiver 51 of the controller 50a

\)

accepts a request to start communication with the terminal
10aa from another terminal 10 {the terminal 1l0ab, for
example) while the terminal ID of the terminal 10aa is

managed in the request management table, the requesi is

rejected through similar pro sing to the processing at
above Steps S32 to S35 (Steps 832~2 to 535~2).

When the transmitter/receiver 51 of the controller 50b
accepts a regiest to start communication with another
terminal 10 {the terminal 10ac, for example)
from the terminal 10bd while the terminal ID of the
terminal 10bd is managed in the request management table,
the request is rejected through simiiar processing to the
processing at above Steps $32 to 835 (Steps 532-3 to S535-3).

When the transmitter/receiver 51 of ancther controllerxr
50 {a contreolier 5002, for example) accepis a request Lo
start communication with the terminal 10bd from the
terminal 10 {2 terminal 10bg, for example) while the
terminal ID of the terminal 10aa 1s managed in the request
management table, the request is rejeckted through similar
processing to the processing at above Steps $§32 to 840-2
(Steps $32-4 to 540-2-4).

When the control {(refer toc Steps 850 to 554-2
described hereinafter) related to the start of the
communication between the terminals (10aa, 10bd) has been
completed, the restricting unit 55 of the controller 50a
deletes, from the reguest management table, the terminal ID
of the terminal 10az connected te the corresponding
controller 50a, the terminal ID "0ibd" of the terminal 10hd
as the destination of the start reguest assocviated
therewith, and the request information "invite" indicating
a start reguest, thereby releasing the restriction

{releasing the lock) on the terminal 10aa {Step S543).
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Then, the Lransmitter/receiver 51 of the controller
50a transmits relesase reguest information that includes the

terminal IDs of the terminals (10aza, 10bd) as the start

requester terminal and the destination of the start request
and the reguest information indicating the start request

and indicates the release of the restriction of processing
to the controller 50b as the connection destinatien of the
terminal 10bd (Step S44).

The restricting unit 35 of the controller 50L dsletes,
from the request management table, the terminal ID of the
terminal 10kd connected to the contreiler 50b, the terminal
IB "0laa" of the terminal 10aa as the start requester
terminal associated therewith, and the request information
"invite" indicating a start request, thersby releasing the
restriction (releasing the lock) on the terminal 10bd ({Step
S45}). The transmitter/receiver 531 of the centroller 50b
transmits release completiocn information indicating that
the restriction of processing on to the terminal 10bd has
been released (Step 548).

the

[44]

Next, processing related to the start of
communication between the terminal 10aza and the terminal
10bd will be described. When the controller 50a receives
the restriction completion informatien from the controller
50b (refer to Step S42), the transmitter/receiver Si
transmits, to the selecting apparatus 80, selection reguest
information that includes the terminal ID "Q0lza" of ths
terminal 10aa and the terminal ID "0lbd” of the terminal
1Ckad and indicates a reguest to select the relaying
apparatus 30 for use in relaying the content data
transmitted and received betwesn the terminal 106aa and the
terminal 10bkd (Step 850).

The transmitter/receiver 81 of the selecting apparatus

80 receives the selection reqguest information, thereby
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aecepting the reguest to select the relaving apparatus 39,
The selecting unit B2 then selescts at least one rolaying
apparatus 20 for use in relaying the content data

transmitted and received betwesn the ternminal 10a8a and Lhe

(8]

terminal 10bd out of the relaying apparatuses 30 wmanaged in
the relaying apparabtus selection management tabis (refer to
FlG. 14).

In this case, the selecting unit B? extracts, for each
of the relaving apparatus iDs managed in the relaying

10  apparatus selection management table, priority associated

ru
0
1]
o
ot
{0

with the terminal 1D "Ulaa” of the Lerminal iQaa
reguester terminzgl and priority asscciated with the
terminal ID "C0lbd" of the terminal 10bkd as the destination
(refer to YIG. 14). The selecting unit 82 then calculates,
15  for each of the relaying apparatus IDs, the sum of the
extracted priorities and selects the relaying apparatus ID
whose calculated sum of the priorities is the largest. 1In

resent emboediment, the sum of the priorities

the

p'l
corresponding o the relaying spparatus ID "1llla" is Y5, "

N
<

whichk is ths largest. The selecting unit 82 selects the

rélaying apparatus ID mandged in the relayving apparatus

“

selection management table, thereby also €xtracting the

t

domain information included in the relaying

[
%

'

T
ot}
=
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o
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Upon completion of the selection of

25  apparatus 30, the transmitter/recéiver 81 of the selecting

¢ transmits, to the controiler 50z, selecbtion

it

2
@
,\
]
o
ot
for
&)
X

result information that includes the relaving apparatus iD
identifyirng the selected relaying apparatus, the terminal

ID "Q0lza" of the terminal 10aa, and the terminal ID "01hd"
t

I
<
F
ot
o

¢ terminal 10bd and indicates the result of the
selection, and cutputs it.
Next, control related to the start of communication

3n

will bo described with reference to FIG. 22. FIG. 22 is a
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seguence diagrain illustrating processing toe request the
atart of eommunication. In FIG. 22, various Lypss of
management information are transmitted and received
entirely through the sessicn s=l for management information
illustrated in FIG. 2.

t 53 changes the state

]

First, the state management uni
information of the terminal 10 related to a start request
among the terminals 10 managed in the state management
tahle {refer to FIG., 10) based on the start reguest
information "Invite" transmitted from the terminal 10aa at
Step 532 {Step S51). The processing at Step 8531 will be
described in detail with reference to FIG. 23 and FIG. 24.
FIG., 23 is 2 state transition diagram illustrating
transitions between states of a terminal. FIG. 24 is &
flow diagram iliustrating preocessing to change the state of
a terminal.

in the present embodiment, the state management unit
53 changes the state of the fterminal 10 in accordance with
the rules aboult changes of the state illustrated by the
state transition diagram in FIG. 23. When receiving the
start request information "Invite" from the terminal 10,
for example, the state iriformation "None" of the terminal
10 is changed inte the state information "Inviting" or the
state information "Invited.” Also when management
information "Ring", "Accept", "Join", and "Leave" other
than "Invite" is transmilted from the terminal 10, the
state management unit 53 changes the state of the terminal
10 in accordance with the rules about changes iliunstrated
by the state transition didgram in FIG. 23. The detailed
description thereof is omitted. Altheugh the present
embodiment will describe an exanmple using the state change
management table (refer to FIGS. 13A and 13B} in order to

[

achieve changes of the state by the state management unit
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53, it is not limited to the method using the state change
managenmant table s long as a cvommunication state can be
changed in accordance with ths rules illustrated in FIG. 23.

First, the state management unit 53 acquires, from the
state management table, the state information "None? of the
terminal 10aa as the transmission source of the start
request information and the state information of the
terminal 108bd a&s the transmission destination {(refer to FIG.
10 (Step $51-1). In this case, the state management unit
53 of the controller 50a transmits the terminal ID of the
terminal 10aa as the start reguester terminal and the
terminal IR of the terminal 1Cbd as the transmission
destination of the start reguest information to the
management apparatus 60ab via the transmitter/receiver 51,
thereby requesting to extract corresponding pileces of state
information. The extracting unit 64 of the managemen
apparatus 6Cab extracts, from the state management table,
the pleces of state information corresponding te the
respective tarminal IDs. The extracted pieces of state
information are transmitted to the controller 50a via the
transmitter/receiver 61.

Next, the state management unit 53 acquires the pre~
change state information "None" of the terminal 10 as the
transmission source and the transmission destination
corresponding te the start request information "Invite" as
management information from the state change management
table {(refer to FIG. 13B) {S5tep 851-2). 1In this case, the
state management unit 53 of the controller 50a transmits
the start reguest information "Invite" to the management
apparatus 60ab via the transmitter/receiver 51 and searches
the state change management table, therebhy refuesting to
gsearch for the pre-change state information corresponding

to this start request information. The extracting uniit 64
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of the managem=nt apparatus 6Qab extracts the pre-change

state infermation corresponding to the start request

information in state change mansgement table. The
extracted pre-change stale information is tranemitted to
the controller 50a via the transmitter/receiver 81. Nexi,
the state management unit 53, for the bterminal i0aa as the
tramnsmission sourte and the terminal 10bd as the

transmission destination separately, comparses the state

informatieon acquired from the terminal management table and
the pre-change state information acquired from the state
change management table (refer Lo FIGS. 13A and 13B) and
determings whether these are the same {(Step SH1-3},

Tf it is determined that these pisces of information
are the same (Yes at Step 851~3), the state management unit
53 acdguires the post-change state information "Inviting"” of
the {ransmission sourcé and the post-change state
information "invited” of the transmission destination of
the start request information "Invite" from the state
change management table (Step 851-4). 1In this case, the
state management unit 53 of the contreller 50a transmits
the start request infermatien "Invite" to the management
apparatus 60ab via the transmitter/receiver b1 and searches
the statc change management table, thersby requesting to
search for the post-change state informat
this start request informaticn. The eztracting unit &4

to
of the management apparatus 60ab exfracts the post-change
state information corresponding to the start request

informaticn in the state change management table. The
extracted post-changs state information is transmitted
the controller 50a via the transmitter/recelver 61.

Next, the first changing unit 53s of the state
management unit 53 changes the state information associated

with the terminal ID "Glaa” of the terminal 18aa aszs the
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Lrapsmission source into "Inviting” based on the acguired

post-change state information in the state management table
(refer to PFIG. 10} (Step S851-5}. Similarly, the first
changing unit 53a of the state management unit 53 changes,
in the stabe management table, the state information
asgoclated with tha terminal 1D "01bd" of the terminal 10kd
as the transmission destination into "Invited" based on the
acquired post-change state information. In this case, the
state management unit 53 of the controller 50a transmits,
to the management apparatus 60ab via the
transmitter/receiver 51, the terminal IbDs of the terminals
(10aa, 1C0bd) as the start requester terminal and the
transmissicn destination of the start reguest information
and the pleces of post-change state informaticn of the
respective terminals, thereby reguesting to manage the
pieces of state information. The storage/reading
processing unit €9 of the management apparatus &lab changes
the pieces of state information corresponding to the
respective terminal IDs based on the received pieces of
state information, thereby updating the state management
table.

After the pileces of state information of the
respective terminals (1Caa, 10bd) are changed by the first
changing unit 53a of the contreller 50a, the first changing
unit 53a changes the operation states of the respective
terminals (10aa, 10bd) managed in the terminal management
table from "Online®” into "Online ({(in conference}". The
pest-change operation states are synchronized between the
controller 50a and the controller 50b based on the
processing at Step S2ia to Step S24a.

If it is determined that the piesces of information are
not the same =2t Step 8%1-3, it is considered that any

terminal 10 is not in a state that can start communication,
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of the managemeont appavatus €0ab reocords the denerated
session ID, the relaving apparatus ID "iila" of the

25 se ted relaying apparatus &, and the terminal Ihs
"Oiaa" and “01bd"™ of the respective termirnals {(10aa, 1Chd;

30 tablie (FIGS. 8A und 8B) wikh the

relaying apparatus D "1lla" of the s=zlected relaying
apparatus 30 as a key, thereby extracting the
corregponding password "zxax" {Step 353).  Tn thig case,
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the session management unit 57 of the controller 50a

transmits the above sessgion ID and relaying apparatus ID to
the management apparatus 60ab via the transmitter/receiver
51, thereby reguesting to provide notification ef the
corresponding password. The extracting unit 64 of the
management apparatus 60ab extracts the password
corresponding to the relaying apparatus ID from the
relaying apparatus management table. The extracted
password is transmitfted to the controller 50a via the
transmitter/receiver 61.

Next, the transmitter/receiver 51 of the controller
502 transmits the start request information "Invite"
transmitted from the terminal 10aa at Step $32 and the
session ID "seQl" to the terminal 10bd via the controller
50b (Steps S54-1, $54-2}. The terminal ID of the terminal
10bd as the transmission destination of the start request
information includes the domain informaticn "jp2.o00.com,”
and the transmitter/receiver 51 can transmit the start
request information via the contrcller 50b based on this
domain information. The start request information includes
the terminal ID "0iaa" of the terminal 1l0aa as the
transmission source of the start reguest information and
the terminal ID "Oikd" of the terminal 10bd as the
transmission destination. Along with this, the
transmitter/receiver 51 of the controlier 50a transmits the
relaying apparatus connectien information faor connecting to
the selected relaying apparatus 30a to the terminal 10bd
via the controller 50b. The relaying apparatus connection
information includes the relaying apparatus ID "1lla" of
the relaying apparatus 30a and the password "zxxx" for
connecting to the relaying apparatus 30a.

The transmitter/receiver 11 of the terminal 10bd

receives the start requesl informaticn, thereby accepting
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the request to stari communicaiblon from the terminal 10as.
jpon receiving the start reguest information, the
tranamitter/receiver 11 of the terminal 10bd transmits call

information "Ring" that indicates acceptance of the request

te start communication and is for sounding a dial tone at

s

thHe terminal 10aa to the controller 50b (Step 85%5-1). The
call information includes ths terminal ID "Olbd" of the
terminal 10bd as the transmission source of the call
information, the terminal ID "0laa" of the terminal 10aa as
the transmizsion destination, and the session ID
"ge01€9p,.co.com, "

The call information transmitted at Step £55-1
received by the transmititer/receiver 51 of the controller
50b. This causes the transmitter/receiver 31
controller 50b to accept a request to sound a dial tone at
the terminal 10aa.

The first changing unit 53a of the state management
unit 53 of the contrcller 50b changes the state information
of the terminal 10aa managed in the state managemsnt table
{(refer to FIG. 10} intce "Cailing" and changes the state
information of the terminal 10bd into "Rirnging" based on
the call information "Rirng" transmitted from the terminal
10bd (Step 855~2). Proacessing to change the pieces of

r

b2
i3

state information of the termindls (10aza, 10kd) is szimi
to the processing at Steps 551-1 to 851+6, and the detailed

description thereef is omitted.

A

sdon

wm

In a similar manner teo Step 8§53, the se
management. unit 57 searches the relaying apparatus
management table {(FIGS, 82 and 8B; with the relaying
apparatus ID "111la™ ¢of the selected relaying apparatus 30a
as a key, thereby extracting the corresponding password

2] =

The tranjasmitter/receiver 51 of the contreller 50k

> - n fasts ~
Trxxx" (Step 8555~

uJ
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transmits the call information "Ring" transmitted from Lhe
terminal 10bd at Step 555-1 wia the controller 50a to the

terminal 1Caa (Steps 85%5~4, 855-%5). The tfterminal ID of the

3

terminal 10as as the transmission destination of the start

ludes the domain information

5 reqguest information in
"ipl.og.com, " and the Lransmitter/receiver 51 <an transmit
the call information via the controller 50a based on this
domain information. This call infermation includes the

cerminal ID "01lbd" of the terminal 10bd as the transmissicn

ct

10 source of the call information, the terminal ID "Ulaa" of
the Terminal 1{laa as the transmission destination, and the
session ID. Alcong with this, the transmitter/receiver 51
¢f the controllier 50b transmits the relaying apparatus

connection information for connecting to the relaying

!)J
T
-
o
0

15 apparatus 320a to the terminal 10aa. The relaying appar
connection information includes the relaying apparatus ID
"ilia" of the relaving apparatus 30a and thes password
"xxxx" for conneclting to the relaying apparatus I0a.

The transmitter/receiver 11 of the terminal 10aa
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thereby accepting a
request to sound a ring tone at the terminal 10aa. This
enables the voice output unit 15b of the terminal l1léza to
sound a dial tone ircocm the speaker 115,

In the terminal 10bd, the voice output unit 135b sounds

[y
Ui

2 ring teone from the speaker 115. This enables the user of

\

the terminal 10bd to know the request to start
communication from the terminal 10aa. At the same tine,
the operation button 108 of the terminal 10kd accepts
permissien to start commiunication with the terminal 10aa

30 {8tep 856). Upon acceptance of the permission to start
communication, start permizsion information "Accept”

indicating permission te start cc

o
te the controller 5Ch {Btep 5587-1). This start permiszion
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information includss the terminal 1D "dlkd” of the terminal
10bd as the transmissicon source of the start germission
information, the terminal ID YGlaa™ of th2 iLerminal 10aa as
the transmisaion destination, and the session ID
"se0l@ip.co.com.” This causes the transmitter/receiver 51
of the controller 50b to accept a responss Lo the
permission to start by the terminal 10bd.

Then, the first changing unit 52a of the state
management unit 53 of the controller 50b changes the state
information of the terminal 10aa and the state information
of the terminal 10bd managsed in the state management tabkle
(refer to FIG. 10) intoe "Accepted" based on the start
permission information "Accept” transmitted from the
terminal 10bd (Step $58). Processing to change the pieces
of state informaticn of the terminals 10 is similar to the
processing at Steps §51-1 to 851-6, and the detailed
description therecf 1s omitted.

The contreliler 50b then transmits the start permission
information "Accept" transmitted from the terminal 10bd at
Step S857~1 to the terminal 10aa via the controller 50a
{Steps $58-1, §59-2). The terminal ID of the terminal i8aa
as the transmission destination of the start permission
informaticn includes the domein infermation "dipl.oo.com,”
and the transmitter/receiver 51 can transmit the start
permission information via the controller 50a based on this
demain information, This start permission information
includes the terminal ID "01lbd" of the terminal 10bd as the
transmission source of the start permission informatien,
the terminal ID "0laa" of the terminal 1Caa as the
transmission destination, and the sessicn ID.

The following describes precessing to start the
ion sed for content data petween the terminals (10aa,

8
10bd) afrter the request ko start communication is permitted
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with reference to FIG., 25. FIG. 25 is a sequence diagram
illustrating proacessing te start communication between the
terminals 10. In the communication between the terminal 10
and the controller 50 in FIG. 25, various types of
management information are transmitted and received through
the session sei for management information illustrated in
FIG. 2.

First, the terminal 1l0aa connects to the relaying
apparatus 30a based on the relaying apparatus connection
information received at Step S$55~5 (Step 561-1). The
tranamitter/receiver 11 of the terminal 10aa then transmits
relay reguest information "Join" indicating a request to
start relaying to the controller 50a {(Step 8562-~1). This
relay reguest information includes the terminal ID "Qlaa®
of the terminal 10aa and the session ID "sell&jp.oco.com."
This causes the transmitter/receiver 51 of the controller
50a to accept the request to start relaying by the terminal
10aa.

Then, the first changing unit 53a of the state
management unit 53 of the controller 50a chariges the state
information of the terminal 10aa managed in the state
management table (FIG. 10} into "Busy" based on the relay
request information "Join" transmitted from the terminal
i0aa (Step S63-1). Processing to change the state
information of the terminal 10 is similar to the processing
at Steps S51-1 to S51-6, and the detailed description
thereof is omitted.

The transmitter/receiver 51 of the contrellsr 50a
transmits the relay request information including the

terminal ID "0laa" of the terminal 10aa and the session ID

»

"sel" to the relaying apparatus 30a (Step S64-1}. Upon
acceptance of this relay reguest information, the

transmitter/réceiver 31 of the relaying apparatus 30a
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transmits relay permission information that includes the

terminal ID "0laa™ of the terminal 10za and the session ID

T

Ysell" and indicates permissior

e’

to mstart relaving to the

wn
—

cantzaller 50a (Step $65-1). The transmitter/recéiver
nf the contreller 50a transmits the received relay
permission information to the terminal 1laa {(Step 86&-1}.
This establishes the session sed for content data between
the terminal 10aa and the relayiling apparatus 30a.

The terminal 10bd connects te the relaying apparatus
tus connection information

30a based orr the relaying app
861-2). The

ar
received at Step 356 (Step
transmitter/receiver 11 of the terminal 10bd then transmiis
the relay regueat information "Join" indicating a reques

to start relaving to the contreller 50b {Step S562-2). This
relay request information includes the terminal 1D "0lbd"
of the terminal 10bd and the session ID Ysell@jp.oo.com.'
This causes the transmitter/recsiver 51 of the controller
50b to accept the reguest to start relaving by the terminal
10bd.

The first changing unit 53a of the state management

-

mit 53 of the controller 50k changes the state information
of the terminal 10bd managed in the state management table
(refer to FIG. 10) into "Busy" based on the relay request

information "Jein" trvansmitted from the terminal 10bkd (Step

J

$83-2Y. Processing Lo change the state information of the
terminal 10 is similar to the procedgsing at Steps S851~1 to
351-6, and the detalled description thereof is omitied.

The transmitter/receiver 51 of the controller 50k then
£

W

¢

transmits the relay reguest information including Lhe

terminal ID "0lbg" of 10bd and the sesszion 1D

h
cr
gt
s
[¢]
ot
]
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"sell" to the relaying apparatus 30a {Step 564-2). Upen
acceptance of this relay request information, the rolaying

apparatus 30a transmits velay permissicn informaticon that
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inciudes the terminal ID "01lbd" of thé terminal 10bd and
the session ID "sell1l" and indicates permission to start
relaying te the controller 50b (Step S65-2). The
transmitter/receiver 51 of the controller 50b transmits th
received relay permission information to the terminal 10bd
{(Step 866-2). This establishes the session sed for content
data hetween the terminal 10bd and the relaying apparatus
3Ca. Upon establishment of the respective gessions sed for
content data, the relaying apparatus 30a relays the content
data including image data and voice data transmitted from
one of the terminais (10aa, 108bd) to the other, thereby
starting a teleconference.
articipation
The following describes processing te start
cemmunication among three terminals 10 through the
participation of the terminal i0bb in the session sed for
ontent data has

content data after the session sed for

IS
been established between the terminal 10aa and the terminal

Al

10bd with reference to FIG. 26, FIG. 26 is a sequence
agram illustrating processing to start communication
among the three terminals. In the communication betwesn
the terminal 10 and the controller 50 in FIG. 26, various
types of management information are transmitted and
received through the session sel for management information.

First, the usér ¢f the terminal 10aa that is

w

performing communication with the termimal 10bd presse
down the gperation butten 108 illustrated in FIG. 3,
thersby causing the operation input accepting unit 12 to
accept a request to invite the terminal 10bb to the session
in communication (Step 871). Next, the
transmitter/receiver 11 of the terminal 10za transmits

gseszion invitation information that includes the terminal

(‘

ID "Olaa" of the terminal 10za, the terminal ID "01bbk" of
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the terminal 10bb, and the sesszion ID "se0l" and indicates

invitation te the session in communication te the
controller Hh0a (Step $72),. The zession ID may be
identification such as conference ID, communication ID, and

call ID identifying esvents such as a conference,

(9]

communication, a call corresponding to the session sed for
content data. The transmitter/reéceiver 51 of the
controller S0a transmits the received session invitation
information tc the terminal 1Cbb via the controllsr 50b
10 (Steps 873-1, §73-2). The terminal ID of the terminal 10bb
as the transmission destination of the session invitation
information includes the domain information "jp2.oco.com, ¥
and the transmitter/receiver 51 can transmit the session
invitation information via the controller 50b based on this
15  domain information.
In response to this invitation, the
transmitter/receiver 11 of the terminal 10bbh transmits
participation request information "Call" indicating a

request to participate in this session to the controller

20 50k (Step 574). This participation request information
includes the terminal ID "0lbb" of the terminal 10bb that
requests to participate in this sesslon and the session ID
"sell@ip.co.com." This causes the transmitter/receiver 51
of the contreoller 50k to accept the request to participate

25 din the session sed for ceontent data from the terminal 1Gbb.

The first changing unit H3a of the stake management
unit 53 of the controller 50b then changes the state
infermation of the terminal 10bk managed in the state
management table {(réfer to FIG. 10} into "Accepted” based

30 on the participation requeslt infermation "Call" transmitted

from the terminal 10bb (Step 87%}. Processing to change
the state information of the terminal 10 is similar to the

processing at Steps S$51-1 to $51-6, and the detailed
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description therecf is omitted.

After the state information of the terminal 10bb is
changed by the [irst changing unit 53a of the controller
50a, the first changing unit 53a changes the operation
state of each terminal 10bb managed in the terminal
management table from "Online” intce "OGnline (in
conference}."” The changed operation state is synchronized
between the controller 50a and the controller 50b based on
the processing at Step S21lbk to SBte

The session managesment unit 57 of the controller 50b
adds the terminal ID "01bb" of the terminal 10bb that

reguests participation in a destination terminal field of

il

record including the session 1D "sell" in the session
management table {refer to FIGS. 1Z2A and 1ZR}) (Step 576}.
In this case, the session management unit 57 of the
controller 50b transmits the zbove session ID and terminal
ID to the management apparatus 60ab via the
transmitter/receiver 51, thereby requesting to reccrd these
pieces of information in the session management table. The
storage/reading processing unit 62 of the management
apparatus 60ab records the terminal ID "0lbb" in the
session management table in association with the
destination terminal field of the record including the
seasion ID "se01".

)b

o
o)

The transmitter/receiver 51 of the contreller
transmits participation notificaticn including the terminal
iD "01lbb" of the terminal 10bb participating in the session
sed for content data and the session ID "se0l" to the
terminal 10aa and the terminal 10bd that are performing
communication in this session (Steps $77-1, S77-2Z2-1, 377-2-
2}. This enables the terminal ll0az and the terminal 10bd
tc grasp the participation of the terminal 10bb in the

session sed for content data.
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The session management unit 57 searches the relaving

ie (FIGS. BA and #B) with Lhe
rela”inq apparatus ID "llla" of the selected relaying
t

apparatus 30a as a key,

the session management unit 57 of the controller 50b

transmits the above session ID and relaying apparatus ID to

-

the management

e

51, thercby requesting to provide notification of the

corresponding password for connecting to the relaving

apparatus 60ab via the transmitter/receiver

apparatus 30a. The extracting unit 64 of the management

relaying apparatus ID from the relaying apparatus

apparatus $0ab extracts the password corresponding to the

management table. The extracted password is transmitted to

the controller 50b by the transmitter/receiver €1.
The transmitter/receiver 51 of the controller 50b

transmits the relaying apparatus connection informaticn

content data in this session to the terminal 10bb. The
relaying apparatus vonnection information includes the
relaying apparatus I "1llia" of the relaying apparatus

and the password "mmxx" foxr cohnecting to the relaying
em

woo
Il
i

apparatus 30a managed in the relaving apparatus manag

table (refer to FIG. BA} {Step §74)

Then, by performing the processing similar to Step
’ & 2 .

for

-~

connecting to the relaying apparatus 3fa that relays the

L.

S561-2 to 866-~2, the session sed for content data between

the terminal 10bb and the relaying apparatus 30a is
established {(Steps 580 to 885}. Upon establishment of

session, the relaying apparatus 3¢

this

& can relay the content

data among the terminals {10aa, 19bb, lohd). ThHis enables

the terminals {10aa, 10bb, 10bd) to start a teleconferena

—

fnd
The following describes processing in which, after

the
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session sed for content data has bsen established among the
terminals {10aa, 10bb, 10bd), the terminal 10bd leaves the
session sed for content data to end communication with
reference to FIG. 27. FIG. 27 is sequence diagram
illustrating processing to end communication. FIG., 27
illustrates processing to transmit and recelve various
types of management information through the session sei for
management information.

First, the user of the terminal 10bd presses down the
operation button 108 illustrated in FIG. 4, thereby
accepting a reguest to end communication (Step 591). The
transmitter/receiver 11 of the terminal 10bd transmits end
request information "Leave" including the terminal ID
"0lbd" of the terminal 10bd and the sessiocn ID
"se(l@jp.oo.com” identifying the session sed for content
data used in this communication to the controllier 50b via
the controller 50b (Step $92). Thig causes the
Lransmitter/receiver 51 of the controller 50b to accept the
request to end communication from the terminal 10bd.

The first changing unit 53a of the stdte management
unit 53 of the controller 50b changes the state information
of the terminal 10bd managed in the state management table
{refer tc FIG. 10) into "None" based on the participation
request information "Leave" transmitted from the terminal
10bd (Step 593). Processing toc change the state
infermation of the terminal 10 is similar to the processing
at Steps 851-1 to $5i~6, and the detailed description
thereof id omitted.

After the state information of the terminal 10bd is
changed by the first changing unit 53a of the controller
50b, the first changing unit 53a changes the opsration
state of the terminal 10bd managed in the terminal

management table from "COnline (in conference)" into
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Tonline,

between the controller 20b

the processing at Step §21
The SeSslon manageman

"O1hdY
L

the rogord including the s
management table (refer to

In this case, the ses

. .
50b transmits

controllsr I

The changed operaticn

sion management unit

the above

PCT/JP2014/080993

[
state

and the controller 5Ca basaed on
b to Step S24b.
L unit 57 deletes the terminal ID

d from the terminal ID field of
ession ID "sef1lY" in the =sassicon
FIGS. i7A ard 12B} (Step 834).

5% of

segsion ID and terminal

ID to the management apparatua 60ab wvia the
transmitier/receiver 51, therchy reguesting to delete the
terminal ID managed in the sa2ssion management table. The

e/reading processing

paratus £8ab deletes the
destination terminal field

session ID "sedl" in the

The session management un

table
"1l1
the

apparatus mahagement

T

raelayving apparatus

apparatus 30a as a key,

sagsion

o
a'

unit 89 of the management

terminal ID "0lhd™ from the

of the record including the

managsment table.
it 57 searches the relaying

(FIGS. with the

of the relaying

reby extracting the

corresponding password "xxxx™ (Step $%5). In this case,
the sesgsion management unit 57 of the contrciler 50b

ransmits the above session ID and relayving apparatus ID to
the management apparstus 60ab via thHe transmitter/recesiver

xtracti ng

relaying apparatus ID from
management tabkle, and the
the extractesd password to

The transmiti

information to end relaying dinciuding the

"Rihd" of the terminal

by providing notification of
anit

axtracts the

ar/receiver

10bd

P

the corresponding

64 of the managsment

password corresponding to the
the relaying apparnatus
transmitter/receiver 61 transmits
the controllasr 50b.
51 transmits relay end

terminal ID

"ee0l" to

ane sion ID

0)

th

s

e S

1
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the relaying apparatus 30a (Step S96). The relaying
apparatus 30a then transmits relay end permission
infeormation that includes the terminal ID "0lbd" and the
gession ID "se0l" and permits to end relaying te the

controeller bhO0bh (Step S97). This causes the rel

3 1

ing

(W

)
et

apparatus 38a te stop the relay of the content data
transmitted from the terminal 10bd to the terminals {(i0aa,
10bb) and the relay of the content data transmitted from

the terminals (l0aa, 10bb) to the terminal 10hd {(Step S96;.

—
Lo

This causes the terminal 10bd to end the communication with
the terminals {i0aa, 10bd} and to leave the session sed for
content data.

Supplemental

The controllier 50, the management apparatus 60, the
15 selscting apparatus 80, and the program providing system 90
of the above embodimernit may bhe constructed by & single
computer and may be constructed by a pluraiity of computers

1

¢ which divided components (tunctions or means) ars

+

-~

arbitrarily assigned. When the program providirig system 90

[EN]
<

is constructed by a single computer, the program to be
ransmitted by the program prOViding system 90 may be
transmitted after being divided intc a plurality of modules

and may be transmitted without being divided. Wheén the

)

i

6]
o)

>on

]

program providing system 9

tructed by a plurality

a3

2%  of computers, a plurality of modules may be transmitted

from the respective computers in a divided manner.
Recording media storing thereln the program for

management apparatuses, the program for controllers, the

program far a selccting apparatus, the program for

[
o

terminals, and the program for relaying appéaratuses, the HD
204 storing therein these programs, and the program
providing system 90 including the HD 204 according to the

]

used when they ares provided
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domestic or overseas users or the like of the above program
for termingls, program for relaying apparatuses, and
program for communication management as program products.
Although Lhe abeve embodiment is an exanpleé in which
when recsiving Lhe siart reguest information "Invite" from
tha terminal 10, the controllsr 50 imposes a restriction of

= -

the processing on the terminal 10, the present invention is

net limited to this embodiment. The controlier 50 may
impose a restrictionh of the processing on the terminal 18

4

in a similar manner to the processing at Steps 32 to 42
when recelving various types of management information
YRing, Accepted.” The controller 50 may impose a
restriction of the processing on the terminal 10 in a
similar manner to the processing at Steps 32 to 36 when
receiving various request information “Call, Join; Leave."
The above embodiment may manage the fully qualilied
domain names (FQDN) of the respective pieces of domain
information, In this <as&, IP addresses corresponding to
the FRDNs are acquired by a known domain name system (DNS)
server. The ID such as the terminal ID and the relaying
apparatus 1D may be denoted as, for example, "relaying

tion information indicating the

r".

apparatus connection desting
connaction destination to the relaying apparatus 30 on the
communication network 2," "relaying apparatus destination
information indicating the degtination to the relaving
apparatus 30 on the communication network 2," "terminal
connection destination information indicating the

(o

_ ~inatlofy to the teérminagl 10 off Lhe

connectlion des

ocommunication network Z," o¥ "terminal destination

infermation indilcating the destination Lo the terminal 10

[..‘

on the communication netwerk 2.0
In the present embhodiment, the "teleconfersnce" is

ks

usad as a term replaceable with a "videcoconfercrice."
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Although the above embodiment déscribes the teleconference
system as an example ¢of the communication system 1, it is

not limiting and may be a telephone syshem such as Internet

[

Protocol (IP) telephone and Internet telephons. Th
cemmunication system 1 may be a car navigation system. In
this case, for cxample, one terminal 10 corresponds to a
car navigation apparatus installed in a car, whereas
another terminsl 10 corresponds to a management terminal or
a management server of a management center managing the car
navigaticon or a car navigaticon apparatus installed in
ancother car. The communication system 1 may also be a
volce conference system or a personal computer (PC) screen
sharing system.

The communication system 1 may be a communication
system of mokile phones. 1In this case, the terminal
corresponds to a mobile phone, for example. A display
example of a destination list for this case is illustrated
in FIG. 28. FIG. 28 is & conceptual diagram illustrating a
destination list of ancther embodiment. Specifically, a
terminal 310 as a mobile phone includes a main body 310-1
of the mobile phone, a menu screen display button 310~2
arranged on the main bedy 310-1, a display unit 310~3
arranged con the main pbody 310-1, a microphone 310-~4
arranged on the lower part of the main body 310-1, and a
speaker 310-5 arranged on the main body 310-1. Among these,
the "menu screen display button" 310-2 is a button for
displaying a menu screen displaying lcons indicating
various applicaticns. The display unit 310~3 is formed as
a touch panel and can perform comnunication with another
mobile phone through the selection of a destination name by
a user.

Although the above embodiment describes a case of

performing & telsconference by the communication system 1,
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it 13 not limiting and may be used in meetings, general
conversations such as ones betvween members of a family or
friends, or unidirsctional information provision.

1,

Ag described above, according Lo the present invention,
ezch controller performs control to restrict e&ach
pradetéermined communication terminal connected thereto not
ta start any communication other than the communication to
be performed according te the reguest. After the above
control to restrict the communication terminals has been
performed, the controller performs processing related to
the start of communication bstween the predetsrmined
communication terminals. With this, the processing relabed
to the sta of communication performed in the control
gystem is restricted to processing periormed according to
one reqguest, which produces the effect of preventing
processing according to two or more different requests from
being performed in a duplicatce manner.

Althcough the invention has been described with respect
Lo zpecific embodiments for a complete and clear disclosurs,
the appended claims are not e be thus limited but are to
b2 construed as embodying all moedifications and alternative

constructicns thab may occur te one skilled in the arl that

[

fairly fall within the basic teaching herein set forth.

SIGNs LIST
1 Communication system

ion terminal

16 Communicat

. 7o

Transmitter/receiver

12 Operatiown inpub accepting unikt
13 Login reguesting unit

14 Imaging unit

1%a Velce inputbt unit

15k Veoice output unit
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16 Display controller
19 Storage/reading processing unit
20 Destination 1list creating unit
30 Relaying apparatus

31 Transmitter/receiverx

32 Relaying unit
39 Storage/reading processing unit

0 Controller

51 Transmitter/receiver (an example of a request
accepting unit, an example of a first transmitter, an
example of a second transmitter, an example of
identification information transmitter, an example of a
domain infeormation accepting unit)

52 Authenticating unit

53 State management unit

53a First changing unit

53k BSecond changing unit

54 Extracting unit

55 Restricting unit (an example of a first
restricting unit, an example of a second restricting unit)

5¢ Connection destination identifying unit (an
example cf an identifying unit)

57 Sessign management unitc

58 Identifying unitl

52 Storage/reading processing unit

60 Management apparatus

61 Tranamitter/receiver

64 Extracting unit

69 Storage/reading prodessing unit

70 Router

80 Relaying apparatus selecting apparatus
81 Transmitter/receiver

82 Selecting unit
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5 500 Communiication management system {(an example of
control system)
1000  Storage unit
3000 Storages unit
5000 Nonvolatile storage unit
10 5003 Terminal manags 1t DR
5006 Reguest management DB {an example of a regquest
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53100 Volatile storage unit
6000  Storage unit
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CLAIMS
1. A communication system comprising:

a first controller connected to a first communication
terminal;

a second controller connected to a second
communication terminal;

a relaying apparatus configured to establish a session
for transmitting content data between the first
communication terminal and the second communication
terminal; and

a management apparatus configured to manage the
relaying apparatus, wherein

the first controller includes

a request accepting unit that accepts a request
to start communication between the first communication
terminal and the second communication terminal;

a first restricting unit that imposes a
restriction so that the first communication terminal does
not start any communication with another communication
terminal other than the second communication terminal in
response to the request; and

a first transmitter that transmits, to the second
controller, terminal identification information for
identifying the second communication terminal,

the second controller includes
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a second restricting unit that imposes, based on
the terminal identification information transmitted from
the first controller, a restriction sc that the second
communication terminal does not start any communication
with another communication terminal other than the first
communication terminal in response to the request; and

a second transmitter that transmits, to the first
controller, restriction information indicating that the
restriction on the second communication terminal is
completed, and

the first controller performs processing related to
the start of the communication performed according to the
request after the restriction on the first communication
terminal and the restriction on the second communication

terminal are completed.

2. The communication system according to claim 1,
comprising three or more controllers including the first
controller and the second controller for controlling a
session for transmitting content data between the first and
the second communication terminals, wherein

Lhe first controller comprises an identifying unit
that identifies a controller as a connection destination of
the first communication terminal or the second
communication terminal not connected to the first
controller, and

the first transmitter transmits the terminal
identification information to the controller identified by

the identifying unit.

3. The communication system according to claim 2,
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wherein

the first controller comprises an identification
information transmitter that transmits identification
information for identifying a controller as a connection
destination of the first communication terminal or the
second communication terminal not connected to the first
controller to the respective controllers in the control
system, and

the identifying unit identifies the controller as the
connection destination based on a response to the

identification information from any of the controllers.

4. The communication system according to claim 2, wherein
the first controller comprises a domain information
accepting unit that accepts, from each of the first and the
second communication terminals, docmain information of a
controller connected to each of the first and the second
communication terminals, and
the identifying unit identifies the controller as the

connection destination based on the domain information.

5. The communication system according to any one of
claims 1 to 4, wherein when a new request to start
communication between communication terminals including the
first communication terminal or the second communication
terminal is accepted while the restriction on the first
controller and the restriction on the second controller are
imposed, the first controller and the second controller

each reject the new request.

6. The communication system according to claim 5,
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wherein

the first controller and the second controller each
comprise a request information management unit that manages
the terminal identification information of a communication
terminal connected to the corresponding controller, the
communication terminal being a requester terminal
requesting a start of the communication or being a
destination of the request, and

when a new request to start communication between
communication terminals including the communication
terminal identified by the terminal identification
information managed in the request information management
unit is accepted, the first restricting unit and the second

restricting unit each reject the new request.

7. A communication system, comprising:
the communication system as claimed in any one of
claims 1 to 6; and

the first and the second communication terminals.

8. A computer program that causes the first and the
second controllers to implement the units as claimed in any

one of claims 1 to 6.

9. A communication method performed in

a communication system comprising:

a first controller connected to a first communication
terminal;

a second controller connected to a second
communication terminal;

a relaying apparatus configured to establish a session
for transmitting content data between the first

communication terminal and the second communication
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terminal; and
a management apparatus configured to manage the relaying
apparatus, wherein

the method comprising:

accepting, by the first controller, a request to start
communication between the first communication terminal and
the second communication terminal;

imposing, by the first controller, a restriction so
that the first communication terminal does not start any
communication with another communication terminal other
than the second communication terminal in response to the
request;

transmitting, by the first controller, terminal
identification information for identifying the second
communication terminal connected to the second controller
to the second controller;

imposing, by the second controller, based on the
terminal identification information transmitted from the
first controller, a restriction so that the second
communication terminal does not start any communication
with another communication terminal other than the first
communication terminal performed in response to the
request;

transmitting, by the second controller, restriction

information indicating that the restriction on the second
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communication terminal is completed to the first
controller; and

performing, by the first controller, processing
related to the start of the communication performed
according to the request after the restriction on the first
communication terminal and the restriction on the second

communication terminal are completed.

10. The communication method according to claim 9, wherein
the communication system includes three or more controllers
including the first controller and the second controller
for controlling a session for transmitting content data
between the first and the second communication terminals,

the controlling method comprises identifying, by the
first controller, a controller as a connection destination
of the first communication terminal or the second
communication terminal not connected to the first
controller, and

the transmitting by the first controller includes
transmitting the terminal identification information to the

controller identified in the identifying.

11. The communication method according to claim 10,
comprising transmitting, by the first controlier,
identification information for identifying a controller as
a connection destination of the first communication
terminal or the second communication terminal not connected
to the first controller to the respective controllers in
the control system, wherein

the identifying includes identifying the controller as
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the connection destination based on a response to the

identification information from any of the controllers.

12. The communication method according to claim 10,
comprising accepting, by the first controller, from each of
the first or the second communication terminals, domain
information of a controller connected to each of the first
or the second communication terminals, wherein

the identifying includes identifying the controller as

the connection destination based on the domain information.

13. The communication method according to any one of
claims 9 to 12, wherein when a new request to start
communication between communication terminals including the
first communication terminal or the second communication
terminal is accepted while the restriction on the first
controller and the restriction on the second controller are
imposed, the controlling method comprises rejecting the new

request by the first controller and the second controller.

14. The communication method according to claim 13,
comprising managing, by the first controller and the second
controller, the terminal identification information of a
communication terminal connected to the corresponding
controller, the communication terminal being a requester
terminal requesting a start of the communication or being a
destination of the request, wherein

when a new request to start communication between
communication terminals including the communication
terminal identified by the terminal identification
information managed in the request information management

unit is accepted, the restricting by the first controller
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and the restricting by the second controller each includes

rejecting the new request.

15. A computer program product comprising a non-transitory
computer-readable medium containing a computer program,
wherein

the computer program causes a first computer to
perform:

accepting a request to start communication between a
first communication terminal and a second communication
terminal;

imposing a restriction so that the first communication
terminal, which is connected to the first computer, does
not start any communication with another communication
terminal other than the second communication in response to
the request;

transmitting terminal identification information for
identifying the second communication terminal connected to
a second computer to the second computer, and

the computer program causes the second computer to
perform:

imposing, based on the terminal identification
information transmitted from the first computer, a
restriction so that the second communication terminal does
not start any communication with another communication
terminal other than the first communication terminal in
response to the request; and

transmitting restriction information indicating that
the restriction on the second communication terminal is
completed to the first computer, and

the computer program causes the first computer to
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perform processing related to the start of the
communication performed according to the request after the
restriction on the first communication terminal and the
restriction on the second communication terminal are

completed.



