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general ly to tel ecommunications systems and nore particularly to a Session
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20 Conventional systems do not provide a convenient mechanism for developing
apblication programs that comply with SIP. A developer must custom develop
applications and ensure that the applications conform with the behavior mandated by SIP
protocol. This difficulty makes application development cumbersome and discourages the
proliferation of new applications that comply with SIP. Given the custom nature of such

25 applications, maintenance of such applications may also be difficult,

Summary of the Inventian

~ The present invention addresses the above-described limitations of conventional
30 systems by facilitating the use of SIP servlets. The term “‘servlet,” as used in this context,
refers to a portion of computer codes that executes on a server to provide desired
functionality. A servlet may be considered the server-side analog to an applet. In the
present invention, the servlets provide telephone services logic. In onc embodiment of the
present invention, an Application Programming Interface (API) is defined for SIP servlets.
35 An APl is 4 set of methods that an application may use to request and carry out lower level
services. The SIP servlet API identifics interfaces and objects that a servlet should support



WO 01/ 46822 PCT/ US00/ 42695 to be a full fledged SIP servlet. The API
identifies what functionality is needed for an SIP servlet. In accordance
wi th one aspect of the present invention, an SIP scrvlet is provided in 5
a data p?“&@‘é@?ﬁg apparatus. The SIP servlet is run to i npC&ANP4398} ephone
service logic. As part of the tel ephone services logic, the SIP scrvlet
may exam ne, manipulate or redirect an SIP nessage, such as an SIP request
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t he st ep@cesaeiithaeempenityiored to i npl ement call screening in the
illustrati ve enbodi ment 2 WD 01/46822 PCT/ US00/ 42695 FIGJRE 5 is a flow

chart illustyating the steps that are perforned to inplenment call
forvidr di ng i 1 achIpIce Yath aurther aspess af e Rresems IDentip,@d chstonicgevion of t he

i nvent i feludes an interface for receiving an SIP message. The device also includes a serviet for
handling the SIP message to implement telephone service logic.

Bricf Descripti ¢ the Drawi
20

An illustrative embodiment of the present invention will be described below
relative to the following drawings.

FIGURE 1 depicts a block diagram of a first systcm that is suitable for practicing
25 the illustrative embodiment of the present invention.

FIGURE 2 depicts a block diagram of a second system that is suitable for
practicing the illustrative cmbodiment.

30 FIGURE 3 15 a flow chart illustrating the general steps performed to implement

telephone services logic in the illustrative embodiment.

FIGURE 4 1s a flow chart illustrating the stcps that are performed to implement call

screcning in the illustrative embodiment.



The illustrative enbodi ment sets forth an Application Programm ng Interface
(API') for SIP servlets. Developers nmay use this APl to develop SIP
servlets §¥ﬁ§/§&gvide custom zed behavior. The SIP servlets provide

i npl ement WPI%H2%f the nethods set forth 10 in the SIP ser YFEUSHA29SThe g p
servlets enable users to dynamcally extend the functionality of the
server on the fly. The SIP serviets can inspect nessages, change val ues of
nmessage headers, redirect nessages and generally handl e nmessages to

i npl enent tel ephone services |ogic. For exanple, the SIP servliets can be

sed to | ereamk e o ening.and nobility services.
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used t o 4 HATYERAL PF3tiyR 5mb P@FEphone services logic. The SIP serviets of
the illustrative enbodi nent nay be witten in a progranm ng | anguage, such

as the paMB.PHEAHINTA EEIhLWHﬂ@? from Sun M crosystens, Inc. Those skilled
inthe art w appreciate at the servlets may al so be witten in other
appropriate 20 programm ng | anguages. SIP (i.e., sessions entail the

passi ng of %’millgsqatwequésdxmssmﬁshaﬂckppﬁmﬂﬁo MJ@S separe the
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a respo §,8K8h o f second user w shes to
parti (F:)l n%? g&}%ﬁ t he %}%?:?roh(i’@M u?}géﬁ&t}gwg? cma}niﬂef)tdﬂes&?%'r%‘ﬁ?%ﬁ a first

syst em YHU§HRimGssse 1 éedl“ﬁi‘t TpaRacs erdhgpnerdly hhmdle hcsmpesabiimpleershodi ment
of the piephemdtseivivariogianForkxusple, mmsllp}z’é‘rvl@tslb%ﬁbe qwitS%%@mEﬂ?éa i s capabl e

of comrpdy,, er._devi e ac uter system a
cel lul ar Qﬂﬁ eg| gg}rgﬁc?eneﬁg% anlgrﬁ%blﬂ é%rpccsacgbots%f)lﬂnﬁ%/d‘d‘l‘b‘? 1l é&qu"(‘ﬁﬁt (PDA) or

nor € geH@r&H’ Fgﬂletsaﬁ?y dpels wﬁmxrmémm additional selerpabbeevieds IBgict | i pating in
an SI P session. The second user 3 V\D 01/ 46822 PCTI USOQ 42695 al so enpl oys

a user devicg 1 pe of conponent that is capable of
partici pati ngh‘fﬁmsﬁr"é‘ft?ﬁg%gél? H’a‘e ogiment ;ay be AFHILR)D 2 progRimgming 1, a S P
pr oxy sésnguags, sueh psthe dptragyregramiting Ehghafgéwém&ﬁfMedfro%ehx% RB. TRodeNt er nedi ary
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requests on behal f of other client 7 2PBRHEY*r un on a
dediPat BIPELHOE langyagest er system or may be run on a shared conputer
system Requests are either

SIP (i.e., sessions entail the passing of “calls™) request messages and response
messages. These are the two exclusive types of messages used in SIP. The rcsponse
messages respand to request messages. For example, when a first user wishes to initiatc a

25 session with a second user, the first user sends an INVITE request to the sccond user. The
second user receives the INVITE request and responds with a response message that
identifies whether the second user wishes to participate in the session.

Figure 1 depicts a block diagram of a first system 10 that is suitable for practicing
30  the illustrative embodiment of the present invention. A user employs a user device 12 that
is capable of communicating via SIP. The user device 12 may be a computer systcm, a
cellular phone, an intelligent pager, a personal digital assistant (PDA) or more generally,
any electronic device that is capable of participating in an SIP session. The second user

w)



processed by the SIP proxy server 16 or passed on, after translation, to
ot her servers. The SIP proxy server 16 interprets and, if necessary,
rewites WOrddo83t before forwarding the 10 request. A nunb€T/U800/£26%5vi et s
22 may be resident at the SIP proxy server 16 to inplenent telephone
services logic. A servlet nmanager 20 is also resident at the SIP proxy
server 16. The servlet nmanager 20 is responsible for receiving nessages
and det er i, nj g 'uﬁé?deﬁxcéhewkﬁet{mbszbmﬁmym ef ¢campementaba it trp2bie9§ages. 15

The system 10" q desuReyser agent server 18. The user
agent sé’PV%fp"%gi“s“ gé?s\s/‘lé)ﬁ&c%lqlgil:%t?g% fhat contacts the user of user

device 14 when an SIP request is received. In addition, the user agent
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of the |ores§,ral¥efr g&\(&ga}my bél_hinsons.yﬁxtafﬁﬂ‘@&phﬂaﬁkﬁcbﬂﬁ Rispiestslenei either 30 and 32.
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34 does ngfe %ﬂ%mgl:ﬂ H.is Id%porﬁliu?e fedeqeitg mewagesand detganining vhichef the ed

servi et mana 30 Before discussing the details of the
SI P servi é?rv%ff’lzzpafowpdoe {)ML?L%& ‘ustrative enbodinment, it is helpful to

briefly review how t he servl ets may be enployed. Figure 3 provides a flow
chart pf an OV%XE)FS‘(%nQiO I)Mg@xfeapﬂsdxhalhdmyusbmgaen‘eo-rem& Ube ngprepantser vl et s.
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i'n conjunction Wt se ﬁ.t
i npl enent ;&@leetphmnewsrhrlwadé@whdm§S%§S‘§}§SWM80$‘PE§8‘2‘?W ‘US%“ f§§§ 42
in Figure 31 ¢clR& cfe@ch@li‘Oﬁeres?p%hé/é £&8&ptd, QQb&s SExgdiceted thiel eeqaest- Ghe asaragtdr of

di fferent \fypes rocessi roa npl enmented in
t el ephone wémayalsp &Yeeasi°°|“‘§°£gﬁ%gm ?ﬁﬁnpgétr?e;sfaldng the steps that

are peppornmed to realize call 5 screening. Initially, a server receives an
| N\VI TE r equest éh{f?%éh@\osm{ ﬂyérﬁﬁxtvbQf’ste)mﬁ@'for';ﬂ@i&ubﬁlbllmllﬁﬂs‘ﬁﬁ'ﬁ'eﬂﬂmﬁmwp 44 in

Figure 4). The reguest co
? ) of the present mvcntxon This systrét Rl eslue"\s{:r cr\]r%ccgs( Q@L.rllcpﬁ System 28

differs from system 10 in that system 28 employs a redirect server 34 rather than a proxy
server 16. The redirect server 34 is a server that accepts an SIP request, maps the address

25 set forth in the SIP request to a new address and returns this address to a client. Unlike the
SIP server 16, the redirect server 34 does not initiate its own SIP requests and, in contrast
to a user agent server 18, the redirect server 34 does not accept calls. The SIP redirect

server 34 has an associated serviet manager 36 and servlets 38.

30 Before discussing the details of the SIP serviet API provided by the illustrative
cmbodiment, it is helpful to briefly review how the serviets may be employed. Figure 3
provides a flow chart of an overview of the steps that may be performed using the servlets.
In general, a servlet is provided on one of the servers (step 40 in Figure 3). The serviet is

run alone or in conjunction with other servlets to implement telephone services logic (step



identifying the caller that wishes to initiate the session (i.e., the
"call"). The caller information is noted by the servlet (step 46 in Figure
4) . Basedwoaf6822e cal ler information, the servict deternPaeasoiusdser to
screen the call and how to screen the call 10 (step 48 in Figure 4). The
scrvlct may access a database or other information source that identifies
the appropriate way to screen the call. The information in the database,
may, for exanple, informthe servlet that the call is to be bl ocked,

r edi r ect£d, FosRa 3 PReatlophondisereicke bgictrmayaincloie anvao f 2 pingker of i{igFenpl aced in a
gqueue. 15 Fi gur LS: Ial; i nYildrBosd 8R&nishat are
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I NVI TE request (step 50 in Figure 5). The servlet accesses a database or
anot her infor I, QMNs 8 AW CBat AL BRh@ighe steps thitarepatarmed itofeolizedalion. In this

i nstance, the I'l. processi ng .i nfor N | | fies t:hat ot call is to be
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appropri %%%i@ﬁ%tthgé’z{lkpﬂaﬂﬁﬁﬁ& 5 6nitifte Kiedsston ()., tAONCAII'. Tat kallerwi shes to
make an al’l', the

caller f t locates rver s an SIP
request tdomEoR ERRLed bYTIRES ﬁ{si%#ﬁd%?fgé‘ﬁ:u@'st a?%({e‘étpr?%?‘ﬁﬁ;&?%gr equest. The
SI P 25 r gffe@stionaie bevicedtitarmites dvhothemmscicen igealland bay o srcqehis b request s
by prgxi g{?cﬂ#ﬁsx [ﬁgﬁ%ﬂ)ﬁ TRt 8 & mdyREdss b Qaabdse B otttet Mforhidtioe sateEehatUser s are

| ocat ed 10S rc identifi egT b% &gUERLS { Uni [h?r esour ce.

Locat or s )dentfies thRRRPIERIKS VAR BF5H o1 Gle prmafgR i, e fatab e, Part is a
user namg,ghoit SheRRAREscuBiRLt thnchll e tridecked, tdiretai tohpoperatbordifeatcAane or
a nuneric ne.tvvor.i g dr ess.lagcgié% (&Rt i oned above, each SIP nmessage is
ei t her a'?ajEReEPa pia °%%‘b%nse. fese" nmessages use a generic nessage
format as set forth in RFC 822. D. Crocker, "Standard For The Format O

Engi b1 ng Ta s e L e et Lo oseagp.{ Al ncl udes
£} T, ) . . h

start |irferwadpg (il s 7%@&5’%‘5&3&E6ﬁ?egﬁmﬁ_§§%ﬂ§§g§rwi e%ds, and an
enpty | i ngriiatcdssdiaciatabsseton@nether informatéonsenrteto ehtaintall RERECSSHS opt i onal
nessage body. The jlJ. | 5By infifl i iR RsRER kN &l inbste act
base obj e@gyrﬁllag%% #‘ﬁﬂé? %Eea?l%%}s{ﬁca%m tehe clgnt rag%?lbst rd%ﬁi onszo.f 1:Lhem
Si pSer v eforwided. Ths suchixbe perviet peisethay the callhas &, b taryyarded (step i Eiet

20 5). The INVITE request is then forwarded to the appropriate destination (stcp 56 in Figure

5).

When a caller wishes to make an SIP call, the caller first locates a server and scnds
an SIP request to the scrver. The most common request is an INVITE request. The SIP
25 request may be redirected or may trigger a train of new SIP requests by proxies. Uscrs can
register their locations with SIP scrvers. Uscrs are located at hosts and arc identificd by
SIP URLs (Uniform Resource Locators). SIP URLs take the form of user@host, where the
user part is 2 user name or telephone number and the host part is cithcr a domain name or a
numeric network address.

30
As mentioned above, cach SIP message is either a request or a response. These

messages use a gencric message format as set forth in RFC 822. D. Crocker, “Standard
For The Format Of ARPA Intcrnct Text Mcssages,” Request For Comments 822, Internet
Engineering Task Force, August 1982. The generic message format includes a start linc,



Generi cServi ce object class, which inplenents the servlet interface. The

Si pServlet class defines the default nethod for handling all SIP requests.
Thi s et Wwoot¢ss2d t i pl exes each request and i s responsi bl eedTwsuoAeRi ng t he
appropriate nethod on the proper instance of a serviet. The SipServlet
abstract base cl ass defines additional nethods for handling 10 particul ar
types of SIP requests. These nethods are automatically called by the
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and ser uneiptishg) mekkage badyax. scrvl et package |s a package that i s defined by
Sun M crosystens, Inc. of Palo Alto Cal ifornia. A "package" groups classes
of objects by functionality, A "clag is. a collection of ata and 15
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Si pSer vl @g $ RIS Gespomiitits fardevoRingInes sppasprand xeeﬂhacen&cgﬁopmﬂmngalmcsbemer 25

class S t\t/ l‘%‘ﬁ Sxé%.rvsl tulgareg? L%t%sc a%g m%g %cﬁp 5naﬂ)1tn'c81rags ?or%ﬁx?c}_}mg

Medi aDes RS e seen servlet.sip
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Si pBi ndi ngLi stener interf hese I terface?% escered in nore

Gt ol | GOIRHRE SPR98 PLRIRERS HIBSETBEGE S*adafhfmﬁx SEHE BEIOBRt . si p
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15 methods that operate on the data. Each package groups a number of interfaccs

“interface” is akin to an abstract base class and provides a signature of methods and
attributes that must be implemented by an object in order to support the interface.

The servlct.sip package is defined as follows.
20
interface SipServletRequest
interface SipServietResponse
interface SipSession
interface SipBindingListener
25
class SipScrviet
class URI
class SessionDescription
class MediaDescription
30 class SipUtils

As can be scen above, the serviet.sip package includes four interfaccs: the
SipServletRequest interfuce, the SipServietResponse interface, the SipSession interface

and the SipBindingListener interface. Thesc Interfaces will be described in morc dctail



has been descri bed above. The URI object class is an object that

encapsul ates information 5 regarding SIP uniformresource identifiers. The
Sessi onDsvaeoi4s8izon obj ect cl ass holds attributes and net heds/ussbateong t o
particul ar sessions, and the Medi aDescription object class holds
attributes and nethods relating to nedia that may be supported by servers
during an SIP call. Lastly, the SipUils object class is an ob{' ect class
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gct Servl et P MRLE S motHRS6 StitiR 16 aicSR bt afky(Yeanbpateddyeatve)s,  public

Si pSessicga sg@?%é&@%%éb&%k%%bbi.f%(;ol ?c%an N SReé]y‘(J?%}n‘EQéS?i%EBPLsdaval i dQ The
Si pScr vidsrinRey SEs¢alk sy, AReSgERISPACCHAHIBA] ELYVEG “provi de ¢l rent request

I nf unnatj,@fhet Or@ilges.vi ct. The get AuthType nethod gets authcntification type

information froma request header. SIP supports a nunber of different

aut h&®tication options. The 7 WD 01/46822 PCTI U 0%{ 4%%?5 getCailid nethod
obtai ns the cBidSipSdryloWeanest inegirssts megdamallydeincg 391819%% 2 uni que

identifier of a call. The getDateHeadcr ntthod obtains a date header field
froma rcqucst.

public String gctAulhTych;
15 public String getCallld(); '
public long getDatcHcader(String nome);
public String getleader(String namc);
public Enumeration getHcaderNames();
public int getintHeader (String name);
20 public String getMethod();
public String getPathInfo();
public String getPathTranslated();
public String getQueryString();
public String getRemoteUser();
25 public String getRequestedSessionlD();
public String getRequestURI();
public String getServletPath();
public SipSession getSession (boolcan create);
public SipSession getSession().
30 public boolcan isRequestedSessionIdValid();

The SipScrvict Request interface defincs an objcct to provide client request
information to a servict. The getAuthType method gets authentification typc information
from a request header. SIP supports a number of different authentication options. The



The get Header nmet hod obtains a header that is specified as a paraneter to
the nmethod. The gctHeader Nanes net hod obtai ns nanes of the headers at a

gi ven requast468Zhe 5 getl nt Header net hod obt ai ns an i nt egerCmesodazass The

gct Mt hod net hod obtains a nethod. The getPathlnfo nmethod retrieves an SIP
URI or other path information. The getPathTransl ated net hod obtains
paraneters relating to path information for a path that has been

transl ated. The get QueryString nmethod obtains a gery string, and the

get Remt@k@zand rRitvdcbbgitssthe cflBPfecrh the requgsirhgpdey. dhe e3P GIBIAYE| . e. | the

caller).. T g ggggélﬁeﬂ#fﬁfﬁﬂé@&%b%cm% BRbhied d%@tHch@%Qﬁlcﬁﬁ&ﬁ%&tmstl Dfroma

request. tains a.req que URI an ﬁ %e ﬁrsfl‘gt Pat h
met hod rﬁmwgﬂéﬁe@ea‘“ﬁ%&‘f’ﬁ opiging adigpdar dhat ispRES b‘%e?ss'b%??’%err’r@t hér returns
an exi st jdidcARASirAE MethéEbtsing namasalfties hoaddrs a4 gigen trqucss Tb@s& on has not

et been ¢ [ n r. HeshHNndieti d
?lret ho r%?t{ﬂeﬁ a%gr %cﬁi %gﬁ&bﬁ%u?t?&?%g%i i%éé?%rgugﬁgg%s nhl Dis vial id or
not. 15 Thegf-S?sz@é‘fQ/F’é'chRéﬁﬂﬁ@é aPE % ﬁ't%‘wdg’f?'ﬁéa '8y vP'et Response

i nt gr ; ac gfjtpiﬂft?glsllhta& mcmodl;m?btuﬁseparmhiaﬂgéatxl:ghe tpahpwmamqnf@s lgg A@éﬁt nter I a;: e
S cfin as 0 U pu IC StatlC
final inpasdEeRir H&ﬁ‘?\g 'Bg bQlerfSfihl fyeltodBoraiglia g 8TA %Eedr{p FORVIARDED)

publ i ¢ skaRemofelsal method ST M@aw&mdlmrwt%?w chc heegllepndhec ok

publ i EDP%,&MS&R%SS?OMD slet¥elr ditBlds- 2k i (D fr3r5 a.Q’U@ldsC 'H'Ieégctmcqfubﬂﬁm i nt

SC I | C at |
publ i c sehkins afrF%%fPtWr{ Ssté‘f‘k@gza&ﬁ?ﬁglﬁd e fs M‘Fr?a %t USE PROXY:

publi ¢ StafSessidn Method auncseamhﬁﬂmsun@cmr@awmssaoxaﬂ}mnmeatgtgatmt@ final int

SC_BAD R Q§J “&,&ﬁ(}{‘)@% @%&Réd%nﬁ'c%&cs laRkssiof, ﬂgmmﬁmmxﬂw&ll& static

final int® tatic final int SC BAD FORBI DDEN, 8
method returns a boolcan valuc mdlcatmg whc er a session 1D is valid or motl.

15
The SipServietResponsc interface extends the ServletResponse interface of the java
x.serviet package. The SipServietResponse Interfacc is dcfincd as follows.

public static final int SC_TRYING;

20 public static final int SC_RINGING;
public static final int SC_CALL_BEGIN_FORWARDED;
public static final int SC_CALL_QUEUED;
public static final int SC_OK;
public static final int SC_MULTIPLE_CHOICES;

25 public static final int SC_MOVED_PERMANENTLY;
public static final int SC_MOVED_TEMPORARILY;
public static final int SC_SEE_OTHER;
public static final int SC_USE_PROXY;
public static final int SC_ALTCRNATIVE_SERVICE;

30
public static final int SC_BAD_REQUEST;
public static final int SC_UNAUTIIORIZED;
public static final int SC_PAYMENT_REQUIRED;
public static final int SC_BAD_FORBIDDEN;



WO 01/ 46822 PCT/ US00/ 42695 public static final int SC NOT_FOUND;, public
static final int SC METHOD- NOT- ALLOAED; public static final int SC -

PROXY- AUMWENT468RTI ON- REQUI RED; public static final int SQAARIESTITI VMECOUT,
5 public static final int SC CONFLICT; public static final int SC GONE;
public static final int SC LENGTH REQUI RED;, public static final int SC
REQUEST URI TOO LARGE; public static final int SC REQUEST EN= TOO LONG

Ilgt pgg‘ iBf\DStE Béflélssltdn@%nal Rt SSNUNSEBBRRTED MEDI A T%E/p mﬂ?ztﬁlv . chNZtB ?\f 'L E\BfL 'E nal
_public stat Peblistatic 1%#‘“@%@%%@@& atic final

i nt
sc LOOP_DETFpHikRtatic fapinb 5 CcPROXY_AUTHRNTIGATISH REQWIRNDHOPS,  publ i c

static final %%5&'%@@@5’3@ EpuAl.ic static final int

SC_AMBI cuous? Lﬁ&bﬁ% I C st at | c f‘l 8’%" E SC_BUSY_HERE; public static final int
SC - SSERVER- PRAIERetic- fERRORSC_SENFIA Tt static final int SC_NOT_| MPLEMENTED;
public Statl(faufnlhd’k’lihdﬁﬁal ﬁ@SBADGElEI'EV\AY public static final int SC SERVICE

UNAVAI LABLE; ubl HEVWAY TI MEQUT; public static
final int SC %%—%ﬁ Aé%lglaggﬁgg}ﬂ I'c st atic final

i nt

SC_BUSY_EVERywhlizREatiqfinsl ing SWSTWLF@OSEAB@, | NE; public static
final int SC ﬁrEﬁ(lnT T_BENTITYCTOORLONG nal int.
SC- NOT- ACCEPTA {.E 30

String nanme); public
voi di@endEr r GuPY f‘a‘é"cﬁ %mﬁé ggE |£bn public void

sendEr r or (i ntpubli¢ sthtie Hna mt(SEk (Beqdb ERTENSION;
| public static final int SC_TEMPORARLY UNABAILABLE;
_public static final int SC_CALL LEG_DNE;
public static final int SC_LOOP_DETECTED;
15 public static final int SC_TOO_MANY_HOPS;
public static final int SC_ADDRESS_INCOMPLETE;
public static final int SC_AMBIGUOUS;
public static final int SC_BUSY_HERE;
public static final int SC_SERVER_INTERNAL_ERROR;
20 public static final int SC_NOT_IMPLEMENTED;
public static final int SC_BAD_GATEWAY;
public static final int SC_SERVICE_UNAVAILABLE,;
public static final int SC_GATEWAY_TIMEOUT,;
public static final int SC_VERSION_NOT_SUPPORTED;
25 public static final int SC_BUSY_EVERYWHERE;
public static final int SC_DECLINE;
public static final int SC_DOES_NOT_EXIT_ANYWHERE:
public static final int SC_NOT_ACCEPTARBLE;

30 public boolean containsHeader(String name);
public void sendError(int sc, String mesg) throws [OException;
public void sendError(int sc) throws IOException;
public void sendRedirect(String location) throws IOException;
public void setDatcHcader(String name, long date);



public void sendRed 1 rcct(St ring location) throws | OException; public
voi d set Dat cHcadcr (String nanme, |ong date); 9 WO 01/46822 PCT/ US00/ 42695
publ i ¢ voNO og@é®Rader (String nanme, String value); public vPCTIUS00/42695

setl ntHcadcr(String name, int value); public void setStatus (int sc);
public void setStatus (int sc, String sm; 5 As |listed above, interface
includes the definition of a nunber of constants (i.e., static final

vari abl e). Thetse wihstHetds(Someespendritdvalie: st at us codes defined within

the SIP specigl'lcfc\potiarﬁéﬁmg&dmgﬂ%b§gg,\ﬂne¢aﬁf¢§;ponse interface also contains a
S. e

nunber of methods. . cont ai nsHeader method returns a bool ean val ue
speci fyi ng whklkeyoid F'FéS‘ta%‘é;S‘é‘hécg' contains a header or not. Miltiple

sendF. rror nmpukiadsoiasasdeisi(inest, Suingemor ate error al arns. The input

par angst ers may include just a status code or nay include a status code and

a nessage in String format. Th end i rect .nethod ¢ exception to
and speci fi es“xs\/%fé‘?dea%av‘EbS“tF@%cﬁdﬂg‘é‘Peisg’ct%gﬂ‘émf‘é’éﬁn 58}?’53?@#§§§%€9 (55t eHeader

met hod ashidliinabfeRbR).VEhese cotandatoeresgvad tethe states qodes defined #itdin thetHod

establ i s<he§ﬁg%nx6gl ue for a particular named header. The setl ntHeader nethod
sets a VAfue tor an int eger header. The setStatus nethod sets a status

code and may al so include the additional paranmeter of a String that

specijfi es a StifgisSeriREReapnse Rerftoe alSo pGusiss onumberefimakodsodhai ns t he

fol I owi ng nethods. publ i.6. | ong g8l Cheatl anTiRMes trieliosctontags et | d() ;
public | ?ﬂ‘i&‘ﬁé{%@?ﬁ%@%&s@%ﬁ Jrr%& u@?i‘% iﬁ%{tngg@t Max| nac [jl vei nt erval () ;
publ i ¢ Quaeetorget. \Multipld BpAEme Metheds;are Mepéo BEEFRG T Sl %Kl‘zgrres() . 30
public Vf?irgrngt@}é%iﬂi"i\t:ﬁ@ just Pstius ode@o ipgnindlsddeaititns code and a message in

String format. The sendRedirect method causes an exceplion to and specifies where a

15 response is to be redirected. The setDateHeader method establishes a value for date
header, and the setHeader method establishes a value for a particular named header. The
setintHeader method sets a value for an integer header. The setStatus method sets a status

code and may also include the additional parameter of a String that specifies a status

message.
20

The SipSession interface contains the following methods.

public long getCreationTime();
25 public String getld();
public long getLastAccessedTime();
public int getMaxnactivelnterval();
public Object getValue (String name);
public String [] getValueNames();
30 public void invalidatc();
public boolean isNew();
public void putValue(String name, Object value);
public void removeValue(String name);
public void setMaxInactivelnterval(int interval);

10



public void putValue(String nane, Object value); public void

renmoveVal ue(String nane); public void setMaxl nactivelnterval (int interval);
10 WO 01MBBIMBSRCTI USOQ 42695 The get Creati onTi me net hod PEL/USM0B2695€
creation tine for a session. The creation tinme information is retrieved
froma session description object. The getld nmethod returns a session ID.
The get Last AccessedTinme nethod returns information regarding the last tine
5 a session was accessed. The get Maxl nactivel nterval nethod returns the

| argest period of tine for which the session has been inactive. The

get Val ue net had JegtULRSTanY Aethd f@UmA thegirsstion tiareldr aséssionuTae cihgorget Val uc
nanmes method returns the n s of _val ] - i L Pl pbj ect.
The i nval TORETHEPR I VAl FaRces R Sap s b R bR 8
returns sshaolabhegdiuastigsesscdVinrgnahed rFaims ROraRLESH FREUHRE Bt HOR v

creat gd gges%iﬁn QAL accliied PehdadiNaxREDRMhestirhtthed Rsuras thellagedtpenad of ven
attribute.

e rempveVval u t hod remyes val u an
set Max| na@¢ ifoéYlel'é?h\?éFSSWEﬁﬁf) eeé‘s“f‘%l%‘l"f”rsrﬁlécsgcéﬁ@lﬁf Hgﬁ}ogrrc{aﬁ%mevr%\}lﬁ for e i nacti ve
i nt er val gigtd nidhert Biribitve TBiepSesdicorBia diatdirsuaisahe paRBFHYRE W F or mal | y
defin )ed gegs%{l; lik WS tion gbﬁTd@_ubh% ﬁw\iﬁﬂdgq mathue BoandhiésShe Sasish,omBithelisNgiy ent
event); public void val ueUnbound(.Si psessi Qn [ t
Si pSessi B‘ﬁ§1°ﬂdf‘ﬁﬁ’lfiag1°8%§?vqﬁ? &R ares gviegx%ﬁ@e? %sggﬁ\?‘gﬁ{ | s?eg’xg?;eftﬁ%—gff ace of
the 120 havabhepufVdles mpthed sjeblisires svalyn foF # given pimibie-i The RAYEYaUR object to
be notif h&%&f}%obés 4 ValueD 24N Ee QEMERDAIMELSE@E) @ethied sitablishdssa vabue foothed
above, the serviet .SIP%%E&Q i ncl udes a nunber of objects. The SIP
servi et GRERYMIRACHYE EGTSE Yedefined as foll ows. 25 public SipServl et
(); protected void dol nvite(Si pServl et Request req, SipServletResponse resp)

throws Servl eﬁ%ﬁﬁssﬁg i%x 0 Egguzrqﬂtegf%qu %}Bﬁﬂy Lomq as follows.

get Last Modi fi ervie uest req); 30 protected void
doAck(%i pServl et Request req, SipServletResponse resp) throws
Ser vl et Except i pilic k6EaRRBb&IY (SipSessionBindingEvent event);

public void valueUnbound(SipSessionBindingEvent event.

The SipSessionBindingListener interface extends the EventListener interface of the
20 javéx.servlet package. This interface primarily causes an object to be notified when it is

bound or unbound from a session.

As mentioned above, the serviet SIP package includes a number of objects. The
SIP servlet object is more formally defined as follows.
25
public SipServiet (};
protected void doInvite(SipServietRequest req, SipServletResponse resp)
throws ServletException, IOException;
protected long getLastModified(SipServletRequest req);
30 protected void doAck(SipServietRequest req, SipServietResponse resp)
throws ServletException, IOException;
protected void doBye(SipServietRequest req, SipServietResonse resp)
throws ServletException, IOException;
protected void doCancel(SipServletRequest req, SipServictResponse resp)

11



protected void doBye(Si pServl et Request req, SipServletRcsonse resp) throws
Servl et Exception, | OException; protected void doCancel (Si pServl et Request
req, SipSaol/as8BRcsponse resp) 11 WO 01/46822 PCTI USOQ 42@%F/usohmrzias

Servl et Exception, | CException; protected void doRegi ster(Si pServl et Request
req, SipServlet.Response resp) throws ServletException, |OException;
protected void doOptions(Si pServl et Request req, SipServletResponse resp) 5

throws Servl et Exceptio I c jon: protected void

servi ce( Si pSeHyP¥t %é’ﬁkﬁ@g‘fq%,’ f@%‘iﬁg@}c’\ﬂ’ et Response resp) throws

Ser vl et Excepprotaicd vOEdo&etisten(Sinsehi ¢1R equsMIed e F BRIt KsBliest 1 eq,

Servl et ResPO”ﬁ?g&?_s,ﬂ%lctEﬂEQY&\, feEMepiidaccepti on, | OException; 10 This object

has a number of nethod o.r-h(gn(él [ n%RresRegti Y%JMP@ @Jgsggq sts. For

exanpl e, t hePRHCHI B IRAMBE PP GEAT T HF REhATEYG FRE f eqUests. Simlar

met hgds are ahrsws SewvlktBadptiarn I@Recep®; BYE, CANCEL, REQ STER and OPTI ONS -

request. The  JEI ki LRSI sBrR AR dedl SigBlFRipIkerssp) has been
e_Meai, e

descri bed above. é I‘Ieg.l on object is defined as follows:
public class NeQwsBesEHcPEP g‘b? '@t ed String name; protected String
address;  pr gusied wid Sirvice(§etvidiR equegtireq, SetvieIR Sponseyesnnect i onl nf o;

protected Stri bandw TOE42e0Rbft €cted String encriptionKey;
protected Str it%‘vaﬁgﬁtg%&k)%%tlggt ed String nediaAttributes; public

Medi 8®escri ption 0; 30 _
This object has a number of methods for handling respective types of requests. For

example, the dolnvite method is used for handling INVITE requests. Similar methods are
also provided for the ACK, BYE, CANCEL, REGISTER and OPTIONS request. The

service request provides a default service as has been described above.

15
The MediaDescription object is defined as follows:
public class MediaDescription

20 protected String name;

protected String address;

protected String title;

protected String connectionlnfo;

protected String bandwidthnfo;
25 protected String encriptionKey;

protected String duration,;

protected String mediaAttributes;

public MediaDescription ();
30 '
It contains the name, address and title attributes for the media. [n addition,
connection information and bandwidth information is contained therein. An encriptionkKey
may be included in the media description object, and duration information specifying the

12



It contains the nane, address and title attributes for the nedia. In
addition, connection information and bandwi dth information i s contained
t herei n. Wamor#6822 pti onKey may be included in the nedi a dexarispid6esobj ect,

and duration information specifying the 12 WD 01/ 46822 PCTI USOCQO' 42695
duration of information contained in the nedia may al so be incl uded.

Medi aAttri butcs may be contained therein. The SessionDescripLi on object
class is defi an as

.ol L9 - T 35S bessai@APRs&Id Atritutes pr ot ect ed
String VEFRSPBA ‘“f%f“&il%’?;f’oenggﬁdrl?ﬁ}gél@\%\%gﬁg’lgsggﬁot ected Stri ng nane;
pr ot ect ethy3terdonginsdsdrenl nfo protected String URI; . protected String

email; protected String phone; 15 protected String connecti oni nfo;

protected String bandw dt hl nf o; rote d. Ve sessi onAtt ib; protected
String durat i’%ﬁ%cﬁ*ﬁﬂ%‘:ﬁ%“’&o&eﬁbﬁ?&Ilnse‘g%'f;‘gc;l as %B%ﬁbl i ¢ Sessi onDescri ptionQ,
The session description object holds description information regarding a

particul ar sessj T Ehdtgnes include a version attribute, an owner
attribute ancpugﬁélglﬁ%ssé:???rlﬁ%ut el.;1 25 The attributes nmay al so concl ude

session information and a IJRT. |;mail information and phone information
may al so be sjrefeedd 8&ingtversidmit es. Connection information and bandwi dth

i nformati on may, be nt al as attributes. Duration and schedul e
i nformation ?févc%’ceigggl aoé’?l%gd as attributes and a vector of session

attrilBut es mypPraicsGdSEIREIRME ned therein. 30
protected String sessionlnfo

protected String URT;
_protected String email;
protected String phone;

15 protected String connectionlnfo;
protected String bandwidthInfo;
protected Vector sessionAttrib;
protected String duration;
protected String schedule;

20
public SessionDescription();

The scssion description object holds'description information rcgarding a particular
sessior. The attributes include a version attribute, an owner attribute and a name attribute.
25 The attributes may also conclude session information and a URT. Email information and
phone information may also be stored as attributes. Connection information and
bandwidth information may be contained as attributes. Duration and schedule information
may be contained as attributes and a vector of session attributes my also be contained
therein.
30
While the present invention has been described with referencc to an illustrative
cmbodiment thereof, those skilled in the art will appreciatc that various changes in form
and detail may be made without departing from the intended scope as defined in the
attached claims.

13



Whil e the present invention has been described wth, reference to an
illustrative enbodinment thereof, those skilled in the art will appreciate

t hat vari voi@s01c#822ges in form and detail nay be nmade w t horCTaspasadtg from
the intended scope as defined in the attached clains. 13 WO 01/ 46822

PCT/ USOO' 42695 dains 1 1. In a data processi ng apparatus, a nethod,

conpri si Qgirhhe steps of: 2 providing a Session Initiation Protocol (STP)
servlet; and 3 running the SIP servlet to inplenent telephone service

| ogic 4 1 2. The nethod of claim1 erel n. the}'\mg? rocessi ng appar at us
is anl SI P ser\fgrdala progessing FhRarpiy, ﬁd’&eub - £9pR§ing ¢ &Ph, as part of the

teI ephone servi ce progiding 4 3mssi&h Ritidiondrotbet! (BPamemEs; aad S| P nmessage. 3 1
met hod of c e service |ogic,

the g?P 2 scrvl et%@esses%%lﬁ}légit%ﬂ?pr@?%%t@%w%ngQérg‘cgwk?ﬂe met hod of claim

1, wheérein, as part of the tel ephone service logic, the SIP 2 servlet

processes. Sl PTheA@SHSS cidim 1, Ghcrdifehd @l @dcdbing lagpdtuths iswiSRisétveds part of

the tel ephone service logic, the SIP 2 servlet processes SIP responses. 3

1 7. The method of claim1, wherein the data processing apparatus is part

of a het®ork ﬁemﬁmdyﬁpmﬂswbﬂwl rstparteé theneisploansisevi)logig, tha SB The

met hogl Oﬁe&ieabmnesmgrﬁln{hsiaﬁe data processing apparatus is part of the 2

| nt er net . 9. The nethod of claim1l, wherein the tel ephone service
Iog|c3|s caII formardlng | ogi c.
1 4 The method of claim 1, wherein, as part of the telephone service logic, the SIP
2 scrvietprocesses an SIP invitation.
3
1 5. The method of claim 1, whercin, as part of the telephone service logic, the STP
2 servlet processes SIP requests.
3.
1 6. The method of claim 1, wherein, as part of the telephone service logic, the SIP
2 serviet processes SIP responses.
3
1 7. The method of claim 1, wherein the data processing apparatus is part of a network
2 that supports the Internet Protocol (IP).
8. The method of claim 1, wherein the data processing apparatus is part of the
Internet.
9. The method of claim 1, wherein the telephone service logic is call forwarding logic.

10.  The method of claim 1, wherein the telephone service logic is call screening logic.

11.  Inacomputing environment, a method, compnising the steps of:

3
1
2
3
l
2
1
2
1
2 providing servliets;
3

providing a servlet manager for managing the servlets

14



2 1 10. The nethod of claim1, wherein the tel ephone service logic is call
screening logic. 2 1 11.

t he st epswv@bir/46822 provi di ng servl ets;

managi

comuni cation that conplies with the Session initiation 5 Protocol

with t
isto
with t

(40)

In a conputing environnment, a nethod,

conpri si ng

3 providing a servl etPaTarsngaz69s or

ng the servicts 14 WD 01/46822 PCTI USOQ 42695 4 receiving a

he servl et manager,

(SIP);

determ ning that a selected one of the servlets

7 process Le;go L GRLLON : arBdedod stigtpRMUNI cati on
he sel ect ed“€erW} g?%mﬁ‘ggl%h%?\ ARG e PH AL € ot Bt

SCr
2 conprises forwarding the

step of processing the co i. ion 2 conprises nodifying the
conmuni cat i offoc%s .°°TE“%EA’%E

€ method of claim 11, wherein the st

2. The nethod of claim11l, wherein the
step of produswealdSHNe comuni cati on

! ep of
processi ng the copmeassiogthiceammpuniatph aBdhewhdtd gVEtP requests. 3 1 15.
thod of claim1ll, wherein the step of processing the comunication
ses handling SIP responses.. 16. A _nmedium LNg.:d nstructi ons
for bxeddti omhpipediofaf gain 856@??%%6&??2%%%?58‘3 @cﬁer*%g%&{r}et hod,
conpsi sichdpides faxvaplingthe cGmpuoicatvmig aaleSawdpmn | nitiation Protocol (SIP)

comit 1

servéet;

| ogi

51 17. The nedi um.of clai m 16,

service Bogi The msthodjopclam 11, whercin the step o pr%rcgsjsxrxlx’g R c%&n@;&io&\he t

2

3
1
2
3
1
2
3
1
2
3
4
5
1.
2
3
1
2
3
1
2
3
1
2

comprises modifying the communication.

14. .The method of claim 11, wherein the step of processing the communication
comprises handling SIP requests.

15.  Themethod of claim 11, whercin the step of processing the communication
comprises handling SIP responscs.

16. A medium holding instructions for cxccution by a data processing apparatus to
pcrform a method, comprising the steps of:
providing a Session Initiation Protocol (SIP) serviet; and

running the SIP serviet to implement telephone service logic.

17. The mediwm of claim 16, wherein, as part of the telephonc scrvice logic, the SIP
serviet examines an SIP message.

18.  The medium of claim 16, whercin, as part of the telephone service logic, the SIP
servlet processes SIP requests.

19.  The medium of claim 16, wherein the telephone service logic is call forwarding
logic.

20.  The medium of claim 16, whercin the telephone service logic is call screening
lugic.
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and g running the SIP scrvlet to inplenent tel ephone service

el ephone

6

nTguni cat i o e klaR@der,akterdinidg 3t 2 Sehetadamieof thefseolesiste, wherein the |
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2 servlet examnes an SIP nmessage. 3 1 18. The nedi um of claim 16,
wherein, as part of the tel ephone service logic, the SIP 2 serv |let
processesw@loR46822juests. 3 1 19. The nmedi um of claim 16, wer/eson/bs

t el ephone service logic is call forwarding 2 logic. 3 1 20. The nedi um of
claim 16, wherein the tel ephone service logic is call screening 2 logic.
15 WO 01/ 46822 PCTI USOQD 42695 1.21. An el ectronic device, conprising: 2 an
i nt erlf add- f orAlF HERTORMGRF VeSS BHE ni ti ati ons Protocol (SIP) nessage; and 3
a servl et for handihgetfhe (6 Rcereingagessian Infprien@imtosad (HBhmsesagsapfce | ogi c.
4 1 22. The device | i ‘Wﬁﬁa' eent telephone@RPicRogiy.st em 2
1 23.2'” The devi ce onfsgg:vll%if@llm%,gajﬁurt e?h%(s)atr%sci)gﬁ%lg addi t?(l)nal servl%ts for
providing 2 additional tel ephone service logic. 3 1 24. The device of

cl ai m 215, whepgl Qvida@ferish 06, winteh iesderitdid i enapuiSispstamssages and 2.

wherei n the device further conprises additional serviets for processing the
addit2onal SIP 3 nessages. 4 1 25. . The device of claim24, wherein the
devi ce f 23.t heThadnvjmiof el 28 cfuthetcompriaigs eddigpnal seryietsSPRPRVINPE f or each of

the agdi tjoncal teldBhomsseag@slogiohi ch of the servliets is to process the 3
rressa?e. 16

| 24. The device of claim 21, wherein the device receives additional SIP messages and
wherein the device further comprises additional servlets for processing the additional SIP

messages.

25.  The device of claim 24, whercein the device further compriscs a serviet manager for
dctermining, for each of the additional SIP messages, which of the servlets is to process the
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mecssage.
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