WD 03/ 073724 PCT/ US03/ 03623 SYSTEM AND METHOD FOR DETECTI NG AND

ELI M NATI NG | P SPOCFI NG I N A DATA TRANSM SSI ON NETWORK BACKGROUND COF THE

| NVENTI ONWp@B@23724hi s i nvention relates to data network caeatrruss/e3sss ens and
nore particularly to a systemand nethod for nonitoring and filtering
traffic to maintain a constant streamof data flowing in and/or out of a
particular location and nore particularly to a systemand nethod for
detecting and protecting against I|P spoofing. [0003] Data flowin and out
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intervals, a major ¢§E exi sts. e way to inlt\@rrupt such data flowis
by flooding any comunication Iine (or any network device on the pathway)

with so many data packetBACKRGROWND QETHEEINVERNTION| ogs and ceases to
function properly. In such a situation, data can be |ost, transactions not

conpl eted and the fl ow, of h d. ' [
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of Service attacks that are not specific to an applicatiaqn, but

exi ts)]t constare strern whdita fooDQSH aodier knovir Rasticilarderation epd gofapariiedlpdy type of
probl emis nanua i.ntervention by a.s admpnl. std.at or scrolling on
access ‘BRI A Qj_teﬂ%ogrefr%‘ﬁeq?%l égfqt?/&&gg%@%{rﬂ;l%gﬁ' tk an of f endigng | P
address. [0006] This, of course, presupposes that the operator even knows
whi ch  sendi ng [60033d dv:sA6@ ) ahd owtaifaidaty frbessging bicetion isfvitahte theoppesendi ng

address and/ or addresses k hangi ng, th wor
2dni ni SptioR pf mEnY EETrEES. WHREIE G pEdSIeTE i v (RIS ct | on
sensor i 5 ¥ AoReis by hn

&3 séR &%XW%%E}%{%Q Q?l‘gf \g%}gfo' iR riupduch Batdidodc byFRolR@inydet ect ed

and listst I'ng ress. third solution is renote
noni t oicb@nuafication line (or any network device on the pathway) with so many data packets that

the device simply clogs and ceases to function properly. In such a situation, data can be

lost, transactions not completed and the flow of commerce halted.

[0004] Companies are getting attacked via data flooding by a wide range of
flooding mechanisms, including certain types of Denial of Service (DOS) and Distributed
Denial of Service (DDOS) attacks that are not specific to an application, but exist in the

network.

[0005] One known solution to this particular type of problem is manual
intervention by a system administrator scrolling on access control list screen to manually

select and block an offending IP address.

[0006] This, of course, presupposes that the operator even knows which
sending IP address(es) is causing the problem. If the rogue sending address and/or
addresses keep changing, the operator (network administrator) is at a loss. There are today
remote intrusion detection sensors that provide manual notification that an attack has been
detected and lists the known offending IP address. A third solution is remote monitoring of
network conditions. The problem with the solutions to date is the fact that by the time a
human can respond to the existing condition, it is already beyond his/her ability to control

the traffic and the network is brought down by the intruding traffic overload.



network conditions. The problemw th the solutions to date is the fact that
by the time a human can respond to the existing condition, it is already
beyond hiwbhewn7abkil ity to control the traffic and the netraarisos/aseks ought
down by the intruding traffic overload. WO 03/073724 PCT/ US03/ 03623 2

[ 0007] For exanple, even assum ng a nodest speed of, let's say a 1,000
packet/second, about half of the maxi num data rate of a Ti channel, the
human eye cannot respond that fast to read the I P addresses, digest the

i nformation a”fb ! 58} SknIB Wen%ﬂmlnmb@és‘ﬁs&aﬁ%f lethesagwsiL@on and cause
damage. Typica prise can receive a mllion hits in an hour, nade up
of per pagst/decond), atb@@t half & thosjagnOmp datk eats of STd whpnnehdhnlumrpay evespnngiacket s,
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i dent i ﬁah{d&{s%n@&dﬁ@@%)enpﬁn@me@@&nﬁgém%ﬁﬁl érﬂérpﬂs@@m'reaama‘amﬂﬁen hitéual 1y,
the conputer which 'has had its | P address oof ed" is not_even aware of

the spobbimgade 0poFpertnpes, ﬁ@@%@@%@ﬁ%@%ﬂc Prpotdr IR AYEEHH a har dwar e
addr ess I dre called the TCIP
addr es??‘ﬁﬁﬁﬂc’rXlll?e%gﬁc%lgu%hgaqlg%ﬁl%%wtgﬁ%?ﬁ%tf@%&n@on y k?\?)whsaddr ess. If the

ethernet card in a conputer were to be thought of as a house, the mailing
address woul d ipenoshe AiGidP tystcifesack oifvengitvgsi isdP Spdofiegsshat onhat house

could al so be stated i.n ter of. cqordi nat es | at p_.Sshow ng where
t he hoGS@PpiET A9HIpS 3§I13?1t1f}5g§t"éléres geolty Wm%er&gh%ﬁ‘}?’%s ‘in terms of

"Legal LQE&];?;F Rt diputer wiich hés héa%tlﬁlaadﬂegé “spBoRde RiroREvenlivdgkohea certain
pl ot map He Trest o? us refer to a house by its mailing address. Spoofers

r andonisyoaferger ate | P addresses (the software and TC/ I P address) fromtheir
conputer, or they change their IP address in the conputer to the I P address

ol o rosdC, < TR © ruhds Bl N Sabad RSt el BOAR nliw ANBER Sl 2711 ©
software address. The software address is called the T C/IP address, which can be thought of
as the commonly known address. If the ethernet card in a computer were to be thought of as
a house, the mailing address would be the TC/IP address. The physical address of that house
could also be stated in terms of coordinates on a plat map showing where the house is
physically located. Deeds to homes usually speak in terms of “Legal Description”, i.e., a
certain lot in a certain block on a certain plot map. The rest of us refer to a house by its
mailing address. Spoofers randomly generate IP addresses (the software and TC/IP address)
from their computer, or they change their IP address in the computer to the IP address of a

target computer from which they want to steal or generate traffic, since most systems

respond to TC/IP address.



WO 03/ 073724 PCT/ US03/ 03623 3 BRI EF SUMVARY OF THE | NVENTI ON [ 0010] The
present invention is directed to a system and net hod which includes
several twolmiogires that are used to detect and prevent speafiusgs/oienze
technique is to use the MAC or hardwdre address on every Ethernet card
that's burned into the card and conpare that address to the IP address to
see if a match condition exists in a particular database. This is akin to
mat chi ng the "Legal Description” against the mailing address of each sent
letter before deliveri pgreh8UNmiARY CROTREIRVENEGNN. | n operation, the
system woul d store hardware and software addresses as they are generated.

Wien a new packet arrives it is checked ag(gi nst a validity database. |f
suddenl y the hi90#0kr Ehepresen invention isaliterted fye sxstem gub@gthoddieh  t hen the
system knows that. there | i r i i s, i ng
spoof e’&c%ﬁ ief]erajkﬁeggjﬁgﬁesttg%%ﬁ? H%g tlg g Qt?gtbigg h%%ree{c}%tgg ﬁ}s?g?}%&% tﬁ e L%E{ig E,e name

ser ver ydeahb 88AC o hadghedddidie oh Y@ Eeherha cual thatid surmdkintethe zard d@daddr ess
exists in the tables. If the answer  cones bac ,sagi.ntg, "No,. it's not in
our t abmapare thah addressdaithe TPsaddress hses iipmaichcopdifipm PXiFH & a BILCWAT i s deal i ng
with a ; : DM Qg BinkSthd Matlff ddBfesé &Y nunber s
cont ai %%86’ alg?ti'eﬂﬁg%l %a%%?ﬁﬁgkﬂgggﬁesgﬁﬁi Vi ng zrilt or Iaeggi ng ;

dest i naddhaent 18erdefipeticlivriageha tetten tma destivation, Inlopsretion thasysisar woyldt

d d high t d so hoth th der th
st R R C R i G e
| eavi ng, chgékeﬁl%gﬁgd Vvalidte daRBRRCHRMIER0HBB Berd¥fardaiiies and ald Dwddsedre

unexpect ed sequence, thefe again is a high probability that the systemis
deal i ndoesinttmateh, ithanathe dystene keews fhabthete ioa&ighiyelrbiity thas an addiess iy ent i on
i ncl udgs. a sgsil m which inplenments a three tiered architecture where the
dat abaS8PPRE'8H one conputer, or across nultiple conputers, and the
kernel and all of its intelligence runs on a separate conputer

[0011] Another technique is to send requests to the domain name server tables

throughout the Internet to validate whether an IP address exists in the tables. If the answer
comes back saying, “No, it’s not in our tables,” there again is a high probability that the

system is dealing with a spoofed address.

[0012] Another technique is to use the ID numbers contained in the IP header
of packets arriving at or leaving a destination. As computers are exchanging data, these ID
numbers get advanced higher and get exchanged so both computers (the sender and the
receiver) know the sequence of data packet addresses arriving at or leaving. If sufldenly, the
expected sequence of numbers follows some unexpected sequence, there again is a high

probability that the system is dealing with an invalid packet.

[0013] One embodiment of this invention includes a system which
implements a three tiered architecture where the database runs on one computer, or across
multiple computers, and the kernel and all of its intelligence runs on a separate computer
while the applications and management tools run on other computer(s). The system is
designed to monitor every TCP/IP packet directed toward a company and to keep track of

each packet from each IP address, including all of the bytes of information associated with



while the applications and management tools run on other conputer(s). The
systemis designed to nonitor every TCP/IP packet directed toward a
conpany awo wo7keep track of each packet from each | P adacedasps/nises udi ng
all of the bytes of information assoc#ated with WO 03/073724 PCT/ US03/ 03623
4 each packet. The goal of the systemand nethod is to prevent flooding
which is defined as a threshold above which data throughput or packet

t hroughput nmust not go. [0014] If desired, the system can have several

thr eshﬁkgpﬁcke? He S 8B aYAYm aﬁﬁ%{@lﬂﬁﬁb@o rehen fdolieeahiet { definéached.
Thr esh |s context; means that the nunber 01 arriving data packets

and t hareshaldrabbed wmchldméhroughmypepa@ﬁ thrughpeitneshnefi8d-ng a preset tine
period, (called a primary tinme slice (PTS)) has nmet a limt. Wen this

happens certai cket
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partlc res nown P address; and known bad data
pat t ermket{saai&hnmnethﬂe&,,an\dﬁpewentedc(mnmrardy)fﬂrm@awglgﬁlrmlgbﬂeﬁ e four (or

nor e or Iess threshgl d | i ch n f the
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20, 30to tgén ﬁQwRﬁfo gﬂ%he%fysteﬁx '"I"Hér&aﬁ)thfedt Bketé Ardfsbliebtedl basedion audegaristie | onest

t hr eshol everythirng rans snooth ce the nunber of arr|V|ng packet s
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t hreshgl Qcﬁir@srseaﬁdlaloa&rﬁ%dtda&rpamﬁeﬁg and nore severe action is taken, i.e.,

nore and nore packet(s) are prevented fromflow ng through the system and

additional alarns _and notjfications areﬂs Q
[0015] Generally, when it comes to flooding, there are four (or more or less)

threshold levels which exist which are percentages of the total maximum band-width of the
network. The thresholds can be for example 20, 30, or 40 percent of maximum. If the
traffic flow is under the lowest threshold, everything runs smoothly. Once the number of
arriving packets and/or accumulated bytes violate a threshold, the system begins,
automatically, the process of choking or holding certain packets and sends alarms and
notifications to predetermined lists of people. If higher thresholds are violated then more
and more severe action is taken, i.e., more and more packet(s) are prevented from flowing

through the system and additional alarms and notifications are sent.

[0016] One embodiment of the system includes several real time displays, or
tools, to analyze, manage, and monitor the data bases, the kernel, and the whole system.
One visual display of data and addresses shows the packets that have been choked and,
optionally could show why. This information can be displayed locally and can be
communicated remotely to any terminal or communication device anywhere in the world.
Thus, a user, operating from any terminal with the appropriate user ID and password can

- make adjustments to the system by changing the different parameters allowing more or less

data flow. The operator can, if desired, adjust the criteria for choking data.



[ 0016] One enbodi ment of the systemincludes several real tinme displays, or
tools, to anal yze, nmanage, and nonitor the data bases, the kernel, and the
whol e syswems/o73& vi sual display of data and addresses slramISodreseprcket s

t hat have been choked and, optionall$§ could show why. This information can
be displayed locally and can be comruni cated renotely to any term nal or
communi cati on device anywhere in the world. Thus, a user, operating from
any termnal with the appropriate user |ID and password can nake

adj ust ment st ojglp@] SYfL &FLEDIERANINGEAritGeirbhdly @i feR@re3al eschniahl owi ng
more or less data flow e operator can, if desired, adjust the criteria
for chakianggesaefthe Yosos/ioration pgieUBa3he detaiied despuiption of theinVeiti®oi ng has

outlined t her broadly the featu . i ' . Lhe

pr esentiat ferereR praeeraR A AR hE R AR AR Blich®,
that f @l BYGeBYedRerbighiter whitll &yt the subjAd df thealdmshé dtelinemtiand Itadvant ages
of the invention w1l be described hereinafter which forri%the subj ect of

the cl shionid of anpeciatad byithasp skilled insthe art thab thegopeantion2ad SR ihose skilled in

the art _fthat t i it '[;H;ﬁg i ; be

readi | Wﬁ?@ﬂe?gﬁség&gqﬁ%s?%eg @g' I?Ytg%%?)%lé %Basgér%gg%l g |nr$gd rgt&%llgﬁﬁgg?%ct ures
for cagyohigs ftcatri@goanthepunp pamosafoftiteprpsant arvention dhshawhd alke behoul d al so
be realized by those skilled . in the art t?at such equiv éent constructions
Bo not realigit by hobmalied indhe &1 bR eaBeiont cREopE 1o PERC SRR R b

t he ap%ﬁﬂg%ﬂi &:log% H?ﬁle-ﬁtﬂ\%nﬂeﬂ &4 seh ERtLinGRe ap¥ehddll @hitasbaihe ved feauie

characteristic e invention, both as to its organization and nethod of
oper at ivhich drobelidved tavb¢ tharantertstic obthiedeventiancbotiiosietisgeganigationgad pet t er

understoqd . fromt.he fol] ow.ng.descri.ption n ider ' tion
with tﬁ@aﬁ’@cﬁ{?ﬁﬁﬁi‘}%ﬁogﬂjﬂlﬂlﬁg@rﬁfr ?bégctt%albdeﬂé’%tra < f;llldD‘SGrP g[re }s o(fg%?&ﬁ)wever,
that eggh @ foifvihb AdE@DtibE whER¥bibatkrédin cofitectiptl ithsile adcoipatigngat i on and

description only and is not intended as a definition of the I_&m'ts of the
pr esenfiginresdibis torbe evipressdy ondgerstaobbvmeyathetesh of the figures is provided for the

purpose of illustration and description only and is not intended as a definition of the limits

of the present invention.



6 BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0018] For a nore conpl ete

under st andi ng of the present invention, reference is now nade to the

fol | ow ngwoasorizpt i ons taken in conjunction with the accomearysosgse2sir awi ng,
in which: [0019] FIGQURE 1 shows the ipvention working in context to data
flowwng to/froma network, such as the internet; [0020] FIGURE 2 shows in
detail the basic blocks which enable the invention; [0021] FI GURE 3 shows
a flow di agram of the system operation; [0022] FIGURE 4 shows a seven

t hreads of the systempupkiyESCRIFENES OF 4HE DRIAOVRIGSFI GURES 5- 8 show
various displays used to nonitor system operation; [0024] FIGURE 9 shows a
flow chart of the use of a central registry far spoofjn detection; and

[0025] FI GURESIOM 8hndor 2 masp armpplstaumdprstandingof ghe prgseyt mé(el%ti%f PEASS or

et i e il B R TR B sl e A bR o

packet grRdAg ih digh:nt ernet 18 (or any source), they travel to dat a

converter 11-1 (11 2) through |ine 10, which couI d be a Ti, OoC48 or
any other co [ a converter 1lc er al data
converters whi ﬁaﬁﬁﬁ@%@ﬁ pvgntigy woring llrlr’ﬁgn%ﬁﬁ%% d&%\fi T¥"8hat dat a

to an t+ ﬁlrzl"ﬁé oﬂprsg&pé‘sqhenﬁéiﬁgt as token ring, FDDI, TCP/IP or other
pr ot oco esl re by an enterprise. These packets t hen pass to security

system 200-1 one nedium 14. Wen the packets arrive  at Security system

200-1, each pad®@®0]wiHIGURE %ﬁhﬁwszlédietadsihﬁhmsllc acks whigh srableBe 1RO S, |

[0021] FIGURE 3 shows a flow diagram of the system operation;
[0022] FIGURE 4 shows a seven threads of the system working interactively;

[0023] FIGURES 5-8 show various displays used to monitor system

operation;

[0024] FIGURE 9 shows a flow chart of the use of a central registry for

spoofing detection; and

[0025] FIGURES 10 and 11 show flow charts of the use of a time stamp or

sequencing system for spoofing detection.



Only those medi um packets which make their way through security system
200-1 are delivered to router 12 over 15. Router 12 could be a conbi nation
router/ gawveway7zie4 in fact, router 12 and/or firewall 10&®cxaisosiodses built
directly into security system 200-1 if so desired. [0027] If desired, a
spoofing detector and control 120 can be added to applications 107 or
could be stand al one (as shown) and can be added where desired prior to
intranet 13. Al so, one or nore controls 120 could, if desired, be placed

after intranet 13 tgypiMSIHYHICHPPIGE O TRETRVENKIONhe operati on of
control 120 will be dEet allf ed hereinafter with respect to FIGURES 9, 10 and

11. [0028] Those packets that manage to nmake it through security system
200-1 are del [0026kd Tumiegnew pe FEEURRtle pspackets somg fronein@spg 1840 413 ewal |

108. Connected to intranet 1 her i@t r r te. For
oxapl 8outrah Pk uavado R EomtisTa TS Uil R st olihe £F17F0
ConneciRehgl R 8Ptk coithuinibation fediac Datdeondayert MpE cafi belesviers datauch as
routers 102, gateways 103, servers_ 104, voi ce-over, | P, -protocol

PCs 105,
syst emsonyeviersPyhich Gike dhe daig packgts off the ki ardsconyert thah doigito #h eintsraglem i s
desi gned hayi ng, a - j i n@l&gﬁ S,
i nf o?rr&f(?t?ﬁ‘? 1% glé??/\go%gggggi 1{‘/12}?5ﬁl’r/%m&ﬁ%féé}gi?tgégggeﬁﬁe& Tkt or dr(jaegar_rpl e from
i Nt er ngtedefpackute thelldfass foiseaity dysierd 200-1 chhenqulagk ¢4 s Wheatthepaeketsiagivel- 2 are

processed in a simlar y a thq e com ng Vi F'dl’ ex t.tgely do not
pass t [ SUBHLYSYEGH %_qp'bfs\{\‘géﬂ? w1 gb‘?ﬁ’i‘@ yeed@s aril g ??gﬁsg‘%ﬁgjﬁ@? “Yet s
noti 1 Qshyb Hidhe SRAHE baciS¥SHEER 2ARs thelr S AhrobiyRSIduE) Hareai 200V efd oaded. | n

such an even ormati on stops fr owng fromT and starts flowi ng WO
03/ 073 HRUvRET0IBARL 013628 158 Rousen IPicopld berd epnilynatidngektergatayay elrithiagt,

ot hor  avest reaisn sy sl ALF spad e PRl i ERRR e TR IRt PR

systens 200-1 and 200-2 and is used to store the information anal yzi ng
every packet th@$27g0Megesiied, A dpobfi@g ddibetdr and control 120 can be added to

applications 107 or could be stand alone (as shown) and can be added where desired prior to
intranet 13. Also, one or more controls 120 could, if desired, be placed after intranet 13 to
internally protect the network. The operation of control 120 will be detailed hereinafter with
respect to FIGURES 9, 10 and 11.

[0028] Those packets that manage to make it through security system 200-1
are delivered to enterprise internal (intra) network 13, firewall 108. Connected to intranet
13 can be other intranets, local or remote. For example, intranet 13-N is connected to
intranet 13 via medium 17. Connected to any of the intranets can be any type of device
such as routers 102, gateways 103, servers 104, PCs 105, voice-over IP, protocol systems

(VOIP) 106, or any type of devices .01.

[0029] The system is designed having a back up line T1-2 so that, if the user
desires, information is always delivered from the external network for example from
internet 18, over data lines T1 and T2. The packets that come via T1-2 are processed in a
similar way as those coming via T1-1, except they do not pass through security system 200-
2 until security system 200-2 gets notified that security system 200-1 is not functioning or

overloaded. In such an event the information stops flowing from T1-1 and starts flowing



[ 0030] Applications 107 can be renote fromsecurity systens 200-1 and 200-2
if desired and, connected via intranet 13, or they can be |local to security
syst em 2000103/0T31e4 preferred arrangenent woul d be for applPcTratSosms23107 to
be in a separate CPU fromthe one pr8cessing system 200-1. They can be run
froma location via internet 18 if needed. In that case, the information
woul d conme in on nodem TI-1 and T1-2 as any other information would cone
into the system This, as will be discussed, allows a user to renotely
access fd1@1 DY StifiNs SRk luPrsySthiR AnM SEREBSIRIFDChARGED-2 oar, fier Syst em as
desired. [0031] Data from applications 107 is advant a%eousl y binary

encr yptezamsls, cqmanmicafegvlthmcﬁpﬁm avsrwpasium 109. PatahagerlPadventageoyalyi§pt . As

data flows |ntoo,securjt te -1, yzed and
o not BaRestedS pair bl R A2 (G s Rl Sk e IR K AP RLpRg Y2l e
as W | levbs phcid Wisd @embevRiTaf beT1-2[ 0032] FI GQURE 2 shows a bl ock di agram by
way of exanple only, of security system 200: Data enters,,via nedium 4, to

CPU i nterface 20, which_ advantageously coul d be Sun Ul Co

runni ng oper at i[ﬂ‘bﬁg y SArticationinOd ??a’?: gﬁ F%r_lcﬁ% %‘)@05!68’111? Sﬁgef)&a t?r{)@‘ll %ng {)'?re

interf %gésci}%& ahd) %ﬁg}e&ﬁ@mliﬁtrﬁfe?lﬁ,%rthe EH Bk 16Ha5 R RSty sy@eahoovhiTHe are
ase driveni and t e bel f

data b e other two g visual displays of the kernel in
real tipreferreatrangeaset wotldibedoreapplizatime 107 to oruin assenmplecCPOitgen Be®never si on

8.1.7.0.0, and contain.a,., nunber of tables based.on le 8 hit ecture.
Not | 11 chpicsng st 208 17 oy Tt e Rin st & JReBRT Tt R0y 2 fSicRedl GRS ¢
e-mai | Q0d RAYRImAlieH (duRScoRRCK nSn@Rin BNAlayid g1 -Barhnyciadaaonttidrer i ng
processes 25 are Solaris 8 | oadabl e kernel nodul es that actually filter or

di sal | ovoydctme i forthersysersi Rhist #rwilldte dissasssgsallonys agppr tpgemetedppdcesfoni t or i ng
intelli t hat., | i i i t t at f
secur (5 STrRatisr SO AR RS IRLAER SIME ° 2 28 0y packets

to external interface 15 using Sun Fast Ethernet PCI N C Internet access.
Notification sye0¥n 23ataénasapdigesonsd 0T ddvantdgausyrpmary keeryptegssage type,
e e kb Bt B WSO N HAEROR, LSRG v 1O

200-1 (200-2) the packets are analyzed and do not pass to router/Gateway 12 unless they are

logged through the system as will be discussed hereinafter.

[0032] FIGURE 2 shows a block diagram, by way of example only, of
security system 200: Data enters, via medium14, to CPU interface 20, which
advantageously could be a Sun Ultra Computer running operating system 24 which could be
Solaris 8. Administrative interfaces 21 in our example are four visual displays; two of
which are data base driven and the other two being visual displays of the kernel in real time.
Data base interfaces 22 are, in our example, Oracle 8i version 8.1.7.0.0, and contain a
number of tables based on Oracle 8 architecture. Notification system 23 is an alarming
system that involves sending out e-mail and pager alerts as packets get analyzed and
choked. Filtering processes 25 are Solaris 8 loadable kernel modules that actually filter or
disallow packets from passing through the system. SMI 26 is self-monitoring intelligence
that is continuously monitoring the complete state of security system 200-1 (200-2).
Network interface 27 processes data packets to external interface 15 using Sun Fast Ethernet
PCI NIC Internet access. Notification system 23 sends pages, e-mail and/or any other

message type, advantageously via the SMTP protocol through external interface 14 using,



9 for exanple the Sun Sol aris Milx program Threshold settings control 28
allows for fixed and variable settings. [0033] Conmands interface is a

Uni x shelwoangfzyes DOS shell command line interface to theCINsH®me623
Interface all ows external issue of cofmands that change the internal
configuration paraneters of the system Along with changing the internal
configuration, the configuration database is updated sinultaneously and
automatically. The following is a partial list of configuration itens that

can be fof tamesle thHRtSiinBolarid ehils pidpearhy Thieshdl® sétiisgs dhtrol T&altwns fogtiked i on
itens that can be altered and their current status Email - turn on/off

enmai | aprnér\tagabepggggs turn on/ of f pager alerts; Iptrack - turn on/off
witing to the iptrack database; |pchoke - turn on/off witing to ipchoke

dat abase; | pi c[ﬁpssa t@éﬁnﬁﬁé&iﬁﬁeﬂﬁ&éh'aﬂ@m&% $IPLRIS W85 ahaseomMassage - turn

on/ of f message reporting an ange t e nessage reporting level;
Trace -intenfave trthetystemn laterfaog a]ﬂcerfzm@mmgj istnd ofib¢rematdrethatrhengd the aﬁennabor ting

Pt s| - .nodi.fy the PTS Th | d. -t | of f h
L es holoBTEBRLPY PEgslprs of Boritom o Al Woar emedlf uratohaeielvs (& or
via boxco%%uﬁéhan d%ﬂés@ﬁ@ dptiatdd %&Buﬁ?%@@:ﬁ&n@@&t ?t Thé fallbwizath Routine

302 | ooks at the packet to see if P address of the packet has sent
any pr eparigaldisbefconfiguratian items that san ke altigrédy i s maintai ned i n dat abase 19
(FIGURE 1) of how many bytes each packet contains and the nunber of bytes
of the packet is added to the total for that sane | P address. The system
al so keeps track Wntusevelistibe sistaeto lit 21 the qonfigination depethat ean henadteradki mum
packet aidabeioturtdne status

Email - turn on/off email alerts;

Pager - turn on/off pager alerts;

Iptrack - turn on/off writing to the iptrack database; -
Ipchoke - turn on/off writing to ipchoke database;
Ipicmp - turn on/off writing to ipiemp database;

Message - turn on/off message, log reporting and change the message
reporting level;

Trace - turn on/off error log reporting and alter the trace level reporting
Ptslice - modify the PTS period; and

Threshold s 1-4 - turn on/off each threshold level.

[0034] FIGURE 3 shows system diagram 300. Packets enter via box 301 via
medium 14 (FIGURE 2) and each packet is analyzed. Routine 302 looks at the packet to
see if the IP address of the packet has sent any previous bad information. Also a tally is
maintained in database 19 (FIGURE 1) of how many bytes each packet contains and the
number of bytes of the packet is added to the total for that same IP address. The system
also keeps track of how the packet size fits with respect to the maximum packet size of the
other incoming data. Also tallied are the amount of bytes since the last primary time slice

(PTS) has been stored along with, the accumulated bytes for the whole time the system has



other incomng data. Also tallied are the ambunt of bytes since the |ast
primary tinme slice (PTS) has been stored along wth, the accunul ated bytes
for the vivolos/oti7ee t he system has WO 03/ 073724 PCT/ US03/ 026€2A1S04/@6bEen
running for that |IP address. The datelwhen an | P address first sent a
packet through the system along with the date of the | ast packet is

mai ntai ned along wwth the current nunber of bytes for that PTS all of

whi ch are stored in database 19 via routine 303. [0035] Analysis 304

i nvol VesecHeli@iifg firfBatiiP alli@sd) UrHeaiatedwh@pake £1dedasl fitdd eent agakei tiabegh byt es
per | P address over each PTS, taken as a whole, is enough to violate any

of the thegystpmedeng withdahdatelof e dast pagkebis mpaintaiarg sloag 30 the 68t er ni nes,

on a copt i i i / . i war rant the
R e R LA s T L N T R
to each threshold |l evel and preset packet rate. [0037] Threshold conpare

305, conpares t}0635junhealysit 304 ey detegninive if detnuniBeBofiperketsiahd flier st sorts
byt s, BRI RSt 7 RURSEE e Var oy FE s PG B 80
sorted gont RrtheRet thitdshd@8eddl eshol d has been viol ated box 306, if the

total nunber of bytes that cane through for all |ip addresses during that

PTS is greater than one (or nore) of the threshold levels or if the packet

rate viol ates al0f3elseAnplysikdp4 pleo detecrmmen ond. confiripus bpeis.df thefpagked batei on
happens 307 .a determ nation, d. d { i | .ol at ed.
I f any %‘i%}l%%‘z%‘f’ raﬁés W %lﬁéffl%%qd@%ngﬁ Sgﬂé&%célloﬁ oglgl% ggdﬁgs%éﬂostﬁ‘g?lgbogﬁgﬁ%ég from
f 1 owi ngad dohgiagdil tolkacisthsésaold 160 3BY pfdetgaskdt ateshol d is viol ated the system
begins to disall ow packets fromcertain |IP addresses to pass through the

system Since the systemh al ready _and continuousl keeps track of the
total bytes as WROBY aghlieﬁléﬁ Gemaare 505 fompates thepurabes bVﬁﬁSdg‘a‘Eﬁg@gaSéorted

in desceidivigOf 4Rk sééfts {Re YhthiSRmt R BF bited {0Yeal PTIERRKEs By RELAlMRBRBRAT age Of
traffic. The system does this by |ooking at packets ffromIP agdresses t hat

are knoobittes. In other words, the highest number of bytes by IP address gets sorted to the top.
If the threshold has been violated box 306, if the total number of bytes that came through

for all IP addresses during that PTS is greater than one (or more) of the threshold levels or if
the packet rate violates a preset packet rate threshold. When a level of violation happens,
307 a determination is made as to which level has been violated. If any threshold is

violated, then certain data packets are choked from flowing through the system.

[0038] Once a threshold is violated the system begins to disallow packets
from certain IP addresses to pass through the system. Since the system has already and .
continuously, keeps track of the total bytes as well as the number of packets for every IP
address sorted in descending order it now uses that tally to choke a certain percentage of
traffic. The system does this by looking at packets from IP addresses that are known to
have sent bad packets in the past. If choking only these packets is not enough to bring the
bandwidth down below a particular threshold level, the system chokes the next IP address
on the list having the largest data volume per PTS. If this total accumulation of bytes as
well as the packet rate for this IP address brings total bandwidth down to threshold level
then the system stops adding IP addresses to the choke list. If the throughput still remains



have sent bad packets in the past. If choking only these packets is not
enough to bring the bandw dth down below a particular threshold |evel, the
syst em chwbasg/otited next | P address on the |ist having thePcargeso3odat a

vol une per PTS. If this total accunul#tion of bytes as well as the packet
rate for this IP address brings total bandw dth down to threshold | evel
then the system stops adding | P addresses to the choke list. If the

t hroughput still remains WO 03/073724 PCT/ US03/ 03623 11 over threshold,

nor e anfeMréshbfl, R SRERSrAPdaEed atdaddee te-ihekBoltd 18t ubitil the pidper pr oper
t hroughput is achi eved. [0039] During this time the systemis

simultd byt iglachégviellni ng if there is a violation of any other
thresholds. If the next higher threshold has been violated, then the

System goes | gl {RAHR: AROBRISych shABKAARSAL o AR RT,BE5eENt a0E

| evel to choke em goes one of the IP
addr ess@slafion bhenycdibdrahieslsdldar i€ ther eaxoligtler thifeslicdd hhaebdehvésihiot dhend theel s are

| ower ed, the cached (choked) addresses ar?ﬁ,r .1 owed throug ﬁekthe
dat abas¥stsRueess diaugh be sApE Peagessy pulilagling & pprsgRipee kepeifochokeneed be,

nore adg Olfe's%gtt%gﬁéo% 'ﬁﬁﬁﬁ‘éqgrefsﬁdw] thBsdrhOsEnt Hsﬁddrgsrs&cme%ﬁ&éghs%%ge control

st or age rocess 310 sends unchoked data through the system
[ 0040] réemovedr Wherdbe Shredinald ]I@aq:ipewslow‘eredyfbc yaCthhd ¢iobed) dddessessirerul t aneousl y

is anyti ve d int hold | ev de de € tionis
oo T Bt g Bus ne aMipalt AN st foh el B e RO BT " ¢
they argcaskiMbre dd0fRsdsRrd KMl ROM thehélREist NPeBedsi3oh &aB1t fsntivext hi gher

| evel . Active neans that the I P address has accunul at ed byt es and/ or

packet ssteragé afdatheviiileqrogers31( sendyanchokedidatp Byaughsthe pysteve for a PTS,
meaning it has not accunul ated any bytes or packets in the last PTS , then

b oo R MR IB Rk Sl RS B S R e o
per centiggagimanadodp uprordawy it threshsld leeel iEmady tidetegmirafipe ismbdeatodea v f or
every I rre tﬁ.latl a%g currently%emg choked are still active. If they are active, then we leave them

on the choke list at the next higher level. Active means that the IP address has accumulated

bytes and/or packets during the last PTS. If that IP address is inactive for a PTS, meaning it

has not accumulated any bytes or packets in the last PTS , then it is removed from the choke

list before other IP addresses are added or removed.

[0041] Two important parameters of the system are 1) threshold percentages
and 2) primary time slice. Everything happens brand new for every time slice, which
advantageously is two seconds but could set to any length desired. Then the way the system
prioritizes how traffic is choked is by determining how many bytes and packets are

accumulated, if any, during the last PTS for each IP address.

[0042] The reason for checking to see if an TP address is still active is to
prevent an aﬁacker from continuing to change IP addresses, which could occur if “dead” IP

addresses were not removed quickly from the choke list.

[0043] FIGURE 4 is a description of what is going on during a primary time
slice. There are seven processes operating in the processor for every primary time slice and

these processes are repeated at 2 second intervals (assuming a 2 second PTS is selected).



advant ageously is two seconds but could set to any length desired. Then the
way the system prioritizes howtraffic is choked is by determ ning how
many byt evoand73yackets are accumul ated, if any, during tReTIEe3/038TE f or
each I P address. [0042] The reason for2 checking to see if an I P address is
still active is to prevent an attacker fromcontinuing to change IP
addresses, which could occur if "dead" |IP addresses were not renoved

qui ckly fromthe choke list. [0043] FIGURE 4 is a description of what is
goi ng on duri ng0e44]r i Ties parirheers fot disestorbige far the éatsieme stofapecasbes oper at i ng
in the processor for every iqrimary time slice and éhe e proceas S are
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expirati or} o]I[Jr%acti V?J%L i nactive packets. The user could determ ne the
amount B¢ P AW ¢ dPune of data that they need to store and for how | ong
and for how many PTS. [0045] Paraneters for database storage and back-up

wi |l depend upopoidle PdarmRmBlersXor B@eﬁlﬁﬁéﬁ%ﬁgb@ﬁ&b&cﬁc—ﬁiﬁﬁ/ﬂgdé&ﬁ@hﬁ&dt&nd wi |
depend upon when the inactive list is avallable such as by the_ hour

i ncr emegveeng pf Bandwidthatdeheips reserdsdwend will densad yaek when fhetipactivg ligtigi n

dat abasg | |.s.f.r L ' - 1 f i affic.
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12 conpanignis dftabdke BWv2)s fof cdmntwsitiegdusipigsimaof feddind meffidynam cal | y.
There are four states for every conponent which can, if desired, be shown
in different colors f i cker i i f.icatiaon.of sy St at The
colors in par enﬁ”ﬁéé'i j@&#%rﬁﬁ?%ﬁ@ﬁ%@&%bﬁ‘%g@&eég _ lﬂ’ﬁaﬁ)ed) - the
COMPON&dhywk qZ@erf@pﬁéﬁ% (S5 o't Dsystelt i &thfos ifEtdal- thnle :&gﬁalﬁi'cﬁll}b I tiRde aret he

conmponent i1s working and has beeninitialized b _
four states for every component which can, if desired, be shown in different colors for quicker

identification of system status. The colors in parenthesis (optional) are suggested colors.

Down (in red) - the component is down and NOT working - needs HELP.

Init (in blue) - the component is working and has been initialized but is
currently NOT active.

Idle (in yellow) - the component is working, initialized, and running but is
currently not processing data.

Run (in green) - the component is working, initialized, running, and actively
processing data.

[0047] FIGURE 6, shows dynamic visual IP Filter monitoring display 600.
Table 601 entitled “IP Address Information™ is a real-time dynamic list of each and every
packet that the system sees on the internet. Table 602 entitled “IP Filter Information” is

real-time dynamic list of every single packet that the system chokes.
603 is the total bytes the system has processed starting when the system was
initially started.

604 is the total number of packets the system has processed starting when the
system was initially started.



currently NOT active. Idle (in yellow - the conponent is working,
initialized, and running but is <currently not processing data. Run (in
green) - wbasowmmponent is working, initialized, running, &cd/os/03cesy
processing data. [0047] FIGURE 6, shows dynamic visual IP Filter nonitoring
di splay 600. Table 601 entitled "IP Address Information"” is a real-tine
dynamc |list of each and every packet that the system sees on the
internet. Table 602 entitled "IP Filter Information" is real-tine dynamc
i st of every singfi5ds fieakial nihibdr of betes yist syuteniink eBokedGlrtisg tvhen thet al byt es
t he sysiemmhags ialthugsaaddstarting when the systemwas initially started.
604 is the total nunber of packets the system has processed starting when
the systemwas igutis el thtabhatib@®E pY¥ReBIHO Gt hRCHOMSO FARHE IhentBe 605 i S

t he tots? teMUTREhitRlLy RYeg the system has choked starting when the system
was initrally started. 606 is the total nunber of packets the system has

choked starting when the systemwas initially started. [0048] FIGURE 7,
shows vi sual | HOU48c kKila§/RIaT athases vismableTreckingdaiabage spinagen’d®® anhi ch

id ' ti, bout h and P ad t hat .t h t
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with colum 700a's I P address up to the current PTS.

shown.

700a is the IP address.

700b is the domain name associated with column 700a’s IP address up to the
current PTS.

701 is the total accumulated bytes that has been processed for IP address
700a.

702 is the total accumulated bytes during the current PTS for IP address
701a.

703 is the total accumulated bytes during the last PTS for IP address 701a.

704 is the accumulated bytes for IP address 701a up to the last PTS.

705 is the date in which the IP address 701a was first logged.

706 is the date the IP address 701a was last updated.

801 is a pull-down menu of data which is associated with this system’s
configurations.

There can be many different configurations associated with this system.

[0049] FIGURE 8, shows visual management tool 800 for the system
configuration database demonstrating a pull down menu of multiple configurations. The

system can store as many different configurations in the database as a company would like.

[0050] Turning to FIGURE 9, there is shown system 900, which, as discussed
above, could be stand alone (perhaps in conjunction with FIGURES 10 and 11) or could be
integrated into applications 107 (FIGURE 1), and which operates when a central registry is
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address. System 900 operates to control spoofing detection and conpare 120
( FI GUREdawn opgny misaher a§othae thatgsh dogint %3  shoesriliispaeapomrié theldiSssevetsarn act ed

at proc ' 2N L¥-l.gger.s.. a. v.ia pr ss. 902, to the

"t or nepe Lges ARp . KR N RS R R e b T PUrIFRS 2 PRSP B ough a
socket pBkedcidlgroddss bodaridtbie stddarorld pit thdrenOMmtiariM@riscdl dafbasd dogdbeat i ng
that the identified |P address or ~domain nanme is not in the tables, no

concl usfugHesash Peogd Maddessignal isthernogangrated a process Wwn or any number of
ot her things. Login 903 shoes this process. If the DNS servers on

[0051] If, as discussed above, the DNS search was inconclusive then process
904 searches local database 905, to see if the IP address (both software and hardware) is in
the local database. If so, the system checks for a “good” or “bad” determination via process
908. A mismatch determination results in a spoofing determination 911 via process 910. If
there is no match, via process 908, the system is indeterminate, box 909, and care must be
taken. If a match is found in the local data base, via process 908, then a good address signal

is returned via 907.

[0052] Turning now to FIGURE 10, there is shown system 1000 which
operates when a time stamp and/or sequencing mode is used to detect spoofing. As
discussed above with respect to FIGURE 9, when traffic comes from the Internet, the IP and
hardware address is extracted from the header and the hardware address is ascertained via
process 1001 (which could, of course, be the same process as box 901). Step 1002
determines if those entries are in the database (or memory) 1003. If they are in the local
data base (or memory), the system progresses to step 1004. If the address pair is not in the
database, it is inserted via process 1005 with a date and time stamp and with a sequence

number.

[0053] If the address pair is in the database, as determined at step 1004, then
the system compares the newly arriving address pair with the last arrived (and stored) pair

to determine if a proper relationship exists. If, at process 1004, a comparison reveals a



the Internet respond. saying "Yes, the identified IP address is in our
tables a nessage is passed to process 906 and the system woul d put that
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the DNS search was inconclusive then process 904 searches |ocal database
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I n the database, as fermned at .step 1004, then the system conpares the
new y &W%?%%%m%@@%ﬁe W‘E‘Hptl‘?{blsls%%‘lﬁon&?‘?’i/g&o( and stored) pair to

determne if a proper relationship exists. If, at process 1004, a
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it is good traffic and the data is passed on via process 1006. on the
ot her H&fsiatedwithagqiliple &P pddresras eyariameydatemimadrigne interval. possiltel e spoofi ng

(procesgech@bfion i€¥hat that IP address has been spoofed.

[0055] Turning now to FIGURE 11 (which is shown on the same drawing
sheet with FIGURE 2), there is shown system 1100, which is a third technique for detecting
spoofing. As traffic comes into the system the sequence numbers are extracted via process
1101, out of the IP header and/or the TCP header. The extracted sequence numbers are then
compared, via process 1102, to see if they are already in local database/memory 1103. If
they are not in the database, the system inserts them via process 1104. If they are in the
database, then, process 1105 compares the arriving sequence numbers and time intervals
with the last ones that were inserted into the database. If the sequence is wrong, the system
knows that it is being spoofed via process 1106. If the sequence is right then, at process

1107, a good address signal is generated.

[0056] When the IP address comes from a local (within the same system)
hardware, an optional method of determining if an equipment address is valid with respect
to an associated IP is to send a Reverse Address Resolution Protocol request to all hardware
on the local subnet. Each piece of hardware will then reply immediately with its hardware
address. This allows for an association to be made immediately between the hardware
address and the IP address.
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Wien t e désted d@diegssdaithichaokds heGiired M tbRbsrahy @088 Bn W icRHe har dware,
an optignal nethod of determning if an equipnment address is valid with
respectauof"’@dé‘hp&@soci ated IPis to send a Reverse Address Resol ution
Protocol request to all hardware on the |ocal subnet. Each piece of

har d AN ' ' | | . Thi
i ows for an dogel oRieK, SEERRT, ot kol PR N e BERL bk <

been reduced, decisions may be made as to which data, if any, should be allowed into the

system. This also can be decided based upon a “probability” of spoofing for each packet as
determined by the processes described in FIGURES 9-11. These probabilities can be

calculated and stored for each data packet or for certain address locations.

[0060] Although the present invention and its advantages have been described
in detail, it should be understood that various changes, substitutions and alterations can be
made herein without departing from the spirit and scope of the invention as defined by the
appended claims. Moreover, the scope of the present application is not intended to be
limited to the particular embodiments of the process, machine, manufacture, composition of
matter, means, methods and steps described in the specification. As one of ordinary skill in
the art will readily appreciate from the disclosure of the present invention, processes,
machines, manufacture, compositions of matter, means, methods, or steps, presently existing
or later to be developed that perform substantially the same function or achieve substantially
the same result as the corresponding embodiments described herein may be utilized according

to the present invention. Accordingly, the appended claims are intended to include within



address and the I P address. WD 03/073724 PCT/ US03/03623 16 [0057] The
processes discussed with respect to FIGURES 9-11 are exanples of spoofing
det ect i orwoTh@y37eean be used i ndependently from each ot her PCarusSos03623
conbination, to develop a |evel of confidence that certain packets are
"good" and certain are "bad". Al so, because sone of the processes
described yield indeterm nable results, it nay be inappropriate to take
drastic_action on such packets. However, when conbined with the system
descr i HBeIr 6¢0pE spdspreesssesomprhiyrRAgamufg;ueheonyositibnnef miateermeanathethodsan be an
addi t i of t paranmeter to check when it is desired to store certain data
based on threshold |evels of the system [0058] Thus, when different

t hreshol ds of throughput arise, the anobunt of certainty (or uncertainty)
of a spoofed address with respect to a certain packet can be used, if
desired, to help select which packets are stored in tenporary storage and
which are allowed to pass. [0059] Also, once data is sent to tenporary
storage and the threshol ds have been reduced, decisions may be nade as to
whi ch data, if any, should be allowed into the system This also can be
deci ded based upon a "probability" of spoofing for each packet as

determ ned by the processes described in FIGJRES 9-11. These probabilities
can be calculated and stored for each data packet or for certain address
| ocations. [0060] Although the present invention and its advantages have
been described in detail, it should be understood that various changes,
substitutions and alterations can be nade herein w thout departing from
the spirit and scope of the invention as defined by the appended cl ai ns.
Mor eover, the scope of the present application is not intended to be
limted to the particul ar enbodi nents of the process, machi ne, manufacture,
conposition of matter, neans, nethods and steps described in the
specification. As one of ordinary skill in



the art will readily appreciate fromthe disclosure of the present

i nvention, processes, machines, manufacture, conpositions of matter,
means, newbade®7370¢ steps, presently existing or |ater topPogdevedseped that
perform substantially the sanme functi®n or achi eve substantially the sane
result as the correspondi ng enbodi nents descri bed herein may be utilized
according to the present invention. Accordingly, the appended clains are
intended to include within WD 03/073724 PCT/ US03/ 03623 17 their scope such
processes, machi nes, manufacture, cObpddSti ons of nmatter, neans, nethods,
or steps. WD 03/073724 PCT/ US03/ 03623 18 CLAIMS What is clained is: 1. A
traffic man nt _systemfor use in conjunction with packet data, said
systen1operggﬁgg“V8W' 44%i ng data packets there through, said system
conprising: neans for extracting certain paraneters of data from each

packet of data which js flowing into_said, systenm, and neans for conparing
sai d extracted dat'%atr%flgaﬁ%?ge&%er‘?%m&?ésﬁgt%ﬂ&lP%Wé@t@Plﬁﬁtﬁétai gaidt he data
packet &%gﬁé&@v@vﬂ SHoHaBFRGL AR hSsaldky Mnd.raffic
nanagen%%t S stenloP ??d&ﬁ\fﬁﬁﬁére%n gg@%ﬁg%f%%%%ggmﬁ§¥%&mﬁﬁ%ludes t he

sof t war e andmieansfen extratidg esrtainparaineteoy oflateafrom eath paket gfatakeewhicBis The
traffic manaaement %%tstem&)f claim2 wherein a network database is queried
for eacHOBRERBE FEDGUHAR t he extracted address infornation of said

packet. 4. ThRald Rf tofipdBRadrRIetacey bR HefihstCh #da8 chelddfabBRto ldpfeliiiens: a
| ocal dat abase wherein extracted ones of said hardware and software
addr essthe datagacketgssagiated with said extracted data is valid.

2. The traffic management system of claim 1 wherein said extracted data

includes the software and hardware address of the originator of said packet.

3. The traffic management system of claim 2 wherein a network database is

queried for each packet based upon the extracted address information of said packet.

4, The traffic management system of claim 2 further including:
a local database wherein extracted ones of said hardware and software addresses are

stored.

5. The traffic management system of claim 4 wherein said comparing means
compares the extracted hardware and software address pairs from each packet against said

stored address into data in said local database.

6. The traffic management system of claim 1 wherein said extracting means

extracts sequencing data and/or time stamp data for said packets.

7. The traffic management system of claim 5 further including:
a local database wherein extracted ones of said sequencing and/or time stamp data is

stored.



5. The traffic managenent system of claim4 wherein said conparing neans
conpares the extracted hardware and software address pairs from each packet
agai nst swibd3/0%370¢ ed address into data in said | ocal datalrazaiso§o3ecihe
traffic managenment system of claim 1l Bherein said extracting neans

extracts sequencing data and/or tine stanp data for said packets. 7. The
traffic nmanagenent systemof claim5 further including: a |local database
wherein extracted ones of said sequencing and/or tinme stanp data is

stored. WO 03/ 0737hatraifitmysog¢0ae 2gsteh ®f 8laimewhareih fsaid compagegarinsyst em of

claim?7 r.ei id.c arin ans_ _conpares.the extracted sequences

and/ or %%%%ttgﬁg%a%%t%doﬁ%%csa%ﬁ%ggﬁ%ftalgggiaﬁ‘sffoné g9 Pag?%@&ﬁﬂ%‘eﬂg nce

and/ or gtoree seqirRAPeshdiattiné fampbdlddte GodaidRalasMas?d. A data network
nonitoring systemconprising: at |east one data sniffer; a tenporary
storage device; a processor for determ ning spoofing with respect to data
passi ng through sAi(ﬁtar&y@@&rﬁloﬁﬂgin%@ygelﬁrcgﬁﬁ,ﬁgﬁg: further operative for
diverting to said tenporary storagé device “selécted data entering said
system sai cptdeasbenedptyisifiezontrolled in part by information obtained from

said data snj [ f . determ nation of spoofing. 10. The data
net wor k mn{%%ﬁnﬁ%ﬁggg){%g%@g lcg’l aim9 wherein said systemfurther conprises

a store of deprechiavi fog deedeiaineapbefiedRithedspeitss UHE padith WRRERIsMasal d

processor operates to conpare said store of undesirable data with data

obt ai ne¥SFPeadai d dat a sniffer to assist in said spoofing determ nations.

é il'sp;rgs dat gl WeEdorRRthLiUpeRive Y5 Gl ihe & SidRetpbti BEFagtAIRLL ST N9 a
selected data entering said system, said selected data controlled in part by information

obtained from said data sniffer and from a determination of spoofing.

10. The data network monitoring system of claim 9 wherein said system further
comprises a store of data having undesirable characteristics, and wherein said processor
operates to compare said store of undesirable data with data obtained from said data sniffer

to assist in said spoofing determinations.

11. The data network monitoring system of claim 9 further comprising a display

for displaying in real time certain parameters pertaining to spoofing.

12. The method of controlling a traffic management system, said method
comprising the steps of:

reviewing certain parameters of data packets flowing into said system, said
parameters pertaining to possible spoofing;

remembering for a period of time said reviewed certain parameters in conjunction
with each received data packet; and

upon attainment of packet flow volume into said system reaching a certain level,
temporarily storing certain subsequently received packets in accordance with selective

remembered parameter of previously received packets.



for displaying in real time certain paraneters pertaining to spoofing. 12.
The nmethod of controlling a traffic managenent system said nethod

conpri si ngotoh®7xeeps of . reviewi ng certain paraneters of aaraspacices s
flowng into said system said paramdters pertaining to possible spoofing;
remenbering for a period of tine said reviewed certain paraneters in
conjunction wth each received data packet; and upon attai nnment of packet
flow volume into said systemreaching a certain |level, tenporarily storing
certai n substfuentlhgmethodiof elhimpdediesein said cedrid devckiswisetrcontbbed.i ve
remenbered paraneter of previously received packets. WO 03/073724

PCT/ US03/ 03623 20 13. The nethod of claim 12 wherein said certain level is
user control I4d. The meHwdredclaod 18fwherein said 2emthie deichinshides € phitaity of evel

i nclud plural i f. levels. wherein the attainment of each successive

| evel relzeg?ajlf’t‘gﬁ?rﬁmathgrﬁ?‘émg?ﬁioﬁﬁﬁdﬁltSuc%ﬁ?ﬁ)‘l"? l:eé’Ff’iﬁ’ﬁul In2moye sEMgRder ed certain

par anet gypticatidh of Hak ieRlchRredicefbiaipataheer ei n sai d remenbered paraneters

include one or nore of. a sender"s software address; a sender's hardware

address; a prior trouble causing address; a notice of a potential trouble

address; anousit ofrh@Iﬁieﬁmhroaefamltw%e]géiQHAié r@BEhb &Y ge[ramg%ﬁf ifeRds BpdoPer ! gd
ra

of tinme; nunber of packets arriving froma particul ress 1n a perio

of ti memompisaaenses’s selibyvere addrgsie a sdader’s hrdvwiire addressypuiortteruble dansiap

addr ess; e | t er.with an _addres a .sequence nunher of a
trans ac%dldg%{s’ %Rtﬁtllcr?;btfglﬁ) 2 %ﬁgﬁ%;{l%iet ?dgﬁ%sﬁ’ca(nil%ﬁleog%ga %ﬁ%ﬁf*}@?‘ﬂﬁ&m& PR 15
wher ei nadsiadsd i€ @ peodiof e nuintbet veiRfEkets Ririviad frbd Dfartidu@Melddreds AR N a
sequence, . and wherein as the sequence of levels gets closer to an absolute
maxi murRidHRS: am agdaress domain pamg; dlatenidnigipl engpenteevisihie addressadateref latest ar e

encounter with an address, a sequence number of a transaction; a time stamp of a

transaction.

16. The method of claim 15 wherein said certain level includes a plurality of
levels arranged in a sequence, and wherein as the sequence of levels gets closer to an
absolute maximum data flow rate more and more of said remembered parameters are

included as a basis for said determination to temporarily store a particular packet.

17.  The method of claim 16 further including the step of:

arbitrarily selecting packets for temporary storing when said data flow rate reaches

its maximum capacity.

18. The method of claim 12 further including the step of:

retrieving said temporarily stored data packets when traffic flow into said system

falls below said certain level.

19.  The method of claim 26 further including the step of:

putting at least some of said retrieved data packets through said system.



included as a basis for said determnation to tenporarily store a

particul ar packet. 17. The nmethod of claim 16 further including the step
of : ar bi twerosloy37s€l ecti ng packets for temporary storing wren/isas/Bednt a fl ow
rate reaches its maximum capacity. 18. The method of claim 12 further
including the step of retrieving said tenporarily stored data packets when
traffic flowinto said system falls below said certain |evel. 19. The

met hod of claim 26 further including the step of: putting at |east sone of
said retrievdd dafhe pwiodiof claim dd dhrtieaicdmpyising the p &3/ 073724

PCT/ US03/ 03623 21 .20.. The net.hod.of claim 12 further conprisi .the step
of . dynam ca W?%é’l (Bfﬁ-ll-%ng WPBW%@W’?iﬁ’ Fﬁrrmfrqrﬁyts ﬁ%‘mfﬁf’?gmétored
ones ofd#@pstkettat a packets. 21. The nethod of claim 20 wherein said

di splaying step includes: transmtting said display information to a
renote location. 22. A nethod for preventing data fromflow ng beyond a
particul ar ppi.nt TEShRMhodlRaRith 6 wiRRgh kg dRBRIRIM ddVin@Rgqc ated with that
point; said systemconprising the steps of: “rénenbering certain paraneters
of data passiraymiting splrdispday inforpetion to awmdtelocatiion par anet ers sel ect ed
fromthe list of. software address of a sender; hardware address of a
sender; tinme stanp of a transaction; sequence of a transaction; data

pertai ni ng t22.spodfmethod foapreventingdata frgmsfiiveog deyatdtagpafticontarpassifiersai d
partic int..when 1he data handli capabjlity associated w th_that
ot nt - r UL Rt bR, R0y B Rt B anr Gt Livlsth SRga e et g
remenber ed pehREEhS ctlih phitineGrd 6f dhed ShsHhe A PalNuRASSint) SaiddbfaiRar ti cul ar

point. 23. A data flow control systemfor preventing an enterprise data
pr oces shgyueters selected from the list of: software address of a sender; hardware address of a

sender; time stamp of a transaction; sequence of a transaction; data pertaining to spoofing;
and

preventing selected data from passing said particular point when the data handling
capability associated with that point reaches a preset limit, said preventing step relying on

said remembered parameters pertaining to data previously passing said particular point.

23. A data flow control system for preventing an enterprise data processing
system from being overloaded with spoofed data requests directed to said enterprise system
from sources external to said enterprise system, said data flow system comprising:

a gateway for accepting data directed to said enterprise system from any said
external source;

a data monitoring circuit for observing selected portions of certain data directed to
said gateway, and

a delay path operable when the amount of data currently being handled by said
enterprise system reaches a certain threshold for temporarily removing selected data which
is directed to said enterprise system away from enterprise system, said selected data having

an uncertain probability of spoofing.



system from bei ng overl oaded with spoofed data requests directed to said
enterprise system fromsources external to said enterprise system said
dat a fl ovweyshesmeconpri sing: a gateway for accepting dat aPpdiTresos/est2s o sai d
enterprise systemfromany said extelnal source; a data nonitoring circuit
for observing selected portions of certain data directed to said gateway,
and a del ay path operabl e when the anount of data currently bei ng handl ed
by said enterprise systemreaches a certain threshold for tenporarily
removi ng sel &bt edThastempEelaim 33 whewss g exert vapsofenidatatr Whishayst em avay

frome i i I e a-havi.n an certain probability
of spogtit‘e ?{ﬁgfi‘@%r%%&ﬁ%i%ﬂg% §C§§8§§%m§(§m§ .og?ﬁ) 1d§§g)[yesmdo4atq:| ai m23
wher ei nmbhitoringacitcuitnes of said data which are tenporarily renoved are

sel ected under control of information. provided by said data nonitoring
circuit. 25. The systemof claim 23 wherein said certain threshold has
gradations ap8l WNRé §jstent bEclaE2IWwhath daidesta®f theRhaldtHagdbraahGordsegRor ari ly

renoved operate in proportion to said gradations.
wherein the amount and types of data that are temporarily removed operate in proportion to

said gradations.



