WO 2021/198807 PCT/1B2021/051847
1

MULTI-VALUE PRIMARY KEYS FOR PLURALITY OF UNIQUE IDENTIFIERS
OF ENTITIES

BACKGROUND

[0001] The invention relates generally to a database system, and more specifically, to a
computer-implemented method for unambiguously identifying entities in a database
system. The invention relates further to a related database system for unambiguously
identifying entities in the database system, and a computer program product adapted to

perform the method.

[0002] Enterprise information management remains one of the key topics of enterprise IT
(Information Technology) organizations. This is not only true for the large Global 2000
companies but also for small and midsized businesses. The reason is simple: the number of
sources for data management and the sheer amount of data to be managed to be successful
in the information age is ever-growing. One approach to addressing this difficult situation
has been to create enterprise data catalogs in the context of data warehouse projects and to
use data management concepts. However, reality has shown that this approach is quite
difficult as new data sources and new types of data hit IT organizations in ever shorter
periods of time. Thus, a more dynamic way to address this common problem in many

enterprise applications and across those applications of duplicate data objects is required.

[0003] For example, the same customer can be entered many times into an ERP system
with slightly different names or with employer identification number (e.g., tax number) put
in different formats. It is not enough to create some unit constrains because the same
customer name may be saved with upper or mixed case or with a full company name or a
short name. Over time, those topics can be discovered, but merging of other related data is
often difficult, time-consuming and sometimes impossible. In the course of time, invoices,
orders, and many other related data objects may be created in the ERP system — and also in
related systems like, a customer relationship management system (CRM), a supply chain
management system (SCM), a logistic system, and so on). Also all these systems may use
the duplicated customer records. If, for example, one would like to give a customer

discount based on a cumulative order value, it requires aggregating the orders saved with
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different customer data, a functionality which may not be available in today’s ERP

systems.

[0004] However, the described problem does not only exist in databases storing customer
data and the like, but also in databases for highly technical applications, e.g., configuration
management databases (CMDB) used to control, prioritize and allow or deny access to

compute resources.

[0005] There are several disclosures related to a computer-implemented method for de-
duplication of an entries storage system. Document US 2017/0308557 A1 discloses a
method and a system for cleansing and de-duplicating data in a database. The method
includes filtering garbage records from a plurality of records based on data fields, and
applying cleansing rules to create a cleansed database. A similarity vector is generated,
where each vector corresponds to pairwise comparison of distant data entries in the
cleansed database. Matching rules are applied to label each vector as one of matched,

unmatched and unclassified.

[0006] Additionally, document US 2017/0011088 A1 discloses a method for finding
doublets in a database comprising calculated hash values for at least two field groups for
records in the database, wherein a field group comprises at least two fields of the records,
and a hash value of the few groups for a record is based on the values in the at least two

years of the respective field group stored in the respective record.

[0007] However, these known approaches to address the problem, as discussed above,
cannot solve the difficulties enterprise information organizations face when dealing with
multiple entries in a database supporting enterprise and/or technical applications

seamlessly and effortlessly.

[0008] Hence, there may be a need to overcome the above-described technical problem
and provide an advanced solution to correctly store and unambiguously identify entities

that relate to the same and/or different data objects.
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SUMMARY

[0009] According to one aspect of the present invention, a computer-implemented method
for unambiguously identifying entities in a database system may be provided. The method
may comprise storing data items in a table of a database, the data items being stored as
records comprising a plurality of attributes, storing naming rules for selected combinations
of the attributes of the data item, and prioritizing the naming rules. The method may also
comprise determining a hash value for each of the selected combinations of the attributes
of the data item, and identifying duplicate data items using the determined hash values and

the prioritized naming rules.

[0010] According to another aspect of the present invention, a database system for
unambiguously identifying entities in the database system may be provided. The database
system may comprise first storage means adapted for storing data items in a table of a
database system, the data items being stored as records comprising a plurality of attributes,
second storage means adapted for storing naming rules for selected combinations of the
attributes of the data item, and prioritization means adapted for prioritizing the naming
rules. The database system may also comprise determining means adapted for determining
a hash value for each of the selected combinations of the attributes of the data item, and
identification means adapted for identifying duplicate data items using the determined hash

values and the prioritized naming rules.

[0011] The proposed computer-implemented method for an execution of a stateless service
on a node in a workload environment may offer multiple advantages, technical effects,

contributions and/or improvements:

[0012] The problem of duplicate data entries in the sense that two records identify the
same physical entity is successfully addressed. The proposed solution is based on using a
multi-valued key and naming rules as well as a prioritization of the naming rules together
with a determination of a hash value for the selected combinations of attributes of the data
item in order to unambiguously identify entities in the database. This may render the
problem of using classical enterprise data management systems (e.g., commercial
databases) as well as technical databases (e.g., CMDB) having stored multiple the records

meant to identify the same physical entity as solved.
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[0013] This will make it much easier for enterprise information management to eliminate
double but slightly different entries in a database system if the same unique physical entity
shall be described. The proposed method and system relies on the concept and works
automatically and autonomously once it is set up. For example, duplicate entries may be
identified automatically and merged to the extent necessary and predefined without any

additional manual intervention.

[0014] The proposed concept may be especially useful for online transaction database
systems in contrast to de-duplication efforts in backup or archive systems. However, the
proposed method may be used advantageously in other environments. Based on the ever
growing number of sources for additional data in enterprise computing environments, the
proposed concept may help to better manage enterprise intellectual property in terms of
customer, prospect, and product identities as well as technical data used to manage large
and complex enterprise IT devices or networks, including personal devices and on-site
computing systems, as well as remotely accessible computing resources (e.g., in the sense

of cloud computing concepts).

[0015] In the following, additional embodiments of the inventive concept — applicable to

the inventive method as well as to the related database system — will be described:

[0016] According to one useful embodiment of the method, the database system may be a
relational database system. This may represent the most common application. However, for
the proposed concept, other types of databases or storage concepts may used for the
proposed technical idea, such as object-oriented databases, graph databases, hierarchical

databases, a flat file system storing data records, and so on.

[0017] According to another useful embodiment of the method, the database system may
be a configuration management database (CMDB). Such databases may underlie a specific
internal organization and may in particular be used to manage technical devices and
applications in data centers. Thus, the proposed concept may easily be used in different

technical fields.

[0018] According to an advantageous embodiment, the method may also comprise

merging the identified duplicate data items by maintaining the determined hash values as a
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multi-valued key for a merged —i.e., combined — data item. Hence, the concept of the
multi-valued key in database systems may here build a solid technical basis for the

implementation of the here proposed concept.

[0019] According to an advanced embodiment, the method may also comprise merging
other data items that are in composite relationship with the identified data items. Hence,
not only the application data fields themselves may be directly related to each other, but
also dependent data — i.e., those that are in composite relationship with the identified
duplicating data item may be merged, so that all data describing characteristics of an entity

may be jointly and unambiguously accessible.

[0020] According to another advantageous embodiment, the method may also comprise
maintaining a pointer to a same row identifier — i.e. Row-ID — of the merged —1i.e,,
combined — data item for the determined hash values. Thereby, primary key uniqueness
may be maintained, and the Row-IDs may become the real primary key in the table of the
database. However, they are not visible to the database user at all. Alternatively, they may

be visible to the database user but may not be changeable by the database user.

[0021] According to a further advanced embodiment, the method may also comprise
maintaining an index of the table, and maintaining a pointer in a search tree related to the
index such that for combined data items, the pointer value may point to the same record
identifiers. Consequently, the here proposed concept may also be expounded to fast
searches in the database. The central applied idea does not slow down the functioning of
search trees. This is achieved by giving the pointers in different branches of the index tree

the same value.

[0022] According to an even further advanced embodiment, the method may also comprise
using a “create SQL statement” — which is herewith newly defined — adapted for a creating
of the naming rule and its related priority. Hence, a user or an application program (e.g. via
an API) may create the naming rules and the related priority as required for a specific

application or naming conventions typically used for identifying entities, described by data

items.
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[0023] According to one permissive embodiment, the method may also comprise using a
multi-value primary key for a sorting of records in the table of the database. Thus, the
proposed concept is not typically used in the way of normal database table operations and
not typically applied to traditional database system tables.

[0024] According to another permissive embodiment of the method, a multi-value primary
key may be used for clustering cluster data on multi-node database engines. Thus, the
proposed concept may also be expandable to more complex and distributed types of

databases.

[0025] According to a further useful embodiment of the method, a multi-value primary key
may be comparable to a single value column data item. Hence, known operations like data
field comparisons across tables — as known from traditional databases — may also be

applicable under the here proposed technical concept.

[0026] According to an additionally advanced embodiment, the method may also comprise
collecting statistical database data for data blocks for single-valued primary key and multi-
valued primary keys. Therefore, the technical concept of the method is not only to manage
database systems according to best practices, but also to allow the use of statistical
methods to better manage the underlying database management system, including the

multi-valued keys.

[0027] Furthermore, embodiments may take the form of a related computer program
product, accessible from a computer-usable or computer-readable medium providing
program code for use, by, or in connection, with a computer or any instruction execution
system. For the purpose of this description, a computer-usable or computer-readable
medium may be any apparatus that may contain means for storing, communicating,
propagating or transporting the program for use, by, or in connection, with the instruction

execution system, apparatus, or device.
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BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS

[0028] It should be noted that embodiments of the invention are described with reference
to different subject-matters. In particular, some embodiments are described with reference
to method type claims, whereas other embodiments are described with reference to
apparatus type claims. However, a person skilled in the art will gather from the above and
the following description that, unless otherwise notified, in addition to any combination of
features belonging to one type of subject-matter, also any combination between features
relating to different subject-matters, in particular, between features of the method type
claims, and features of the apparatus type claims, is considered as to be disclosed within

this document.

[0029] The aspects defined above, and further aspects of the present invention, are
apparent from the examples of embodiments to be described hereinafter and are explained
with reference to the examples of embodiments, but to which the invention is not limited.
[0030] The following detailed description, given by way of example and not intended to
limit the exemplary embodiments solely thereto, will best be appreciated in conjunction

with the accompanying drawings, in which:

[0031] FIG. 1 shows a block diagram of an embodiment of the inventive computer-

implemented method for unambiguously identifying entities in a database system.

[0032] FIG. 2a shows a table showing different records for the physical same entity.

[0033] FIG. 2b shows a table illustrating the problem of a discount on a total order volume.

[0034] FIGs. 3a, 3b, and 3¢ show hierarchically organized database tables with exemplary

fields, name, address and order data.

[0035] FIGs. 4a and 4b show entries of database table entries to be merged based on a

unique attribute.
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[0036] FIGs. 4c and 4d show entries of database table entries to be merged based on a
naming rule.
[0037] FIGs. 5a and 5b show entries of database table entries to be merged together with a

related index tree.

[0038] FIGs. 6a and 6b show entries of database table entries to be merged under a naming

rule together with a related index tree.

[0039] FIG. 7 shows a block diagram of an embodiment of the database system for

unambiguously identifying entities in a database system.

[0040] FIG. 8 shows an exemplary block diagram depicting the hardware components of
the computing system comprising the database system according to FIG. 7, in accordance

with the exemplary embodiments.

[0041] FIG. 9 shows a cloud computing environment, in accordance with the exemplary

embodiments.

[0042] FIG. 10 depicts abstraction model layers, in accordance with the exemplary

embodiments.

[0043] The drawings are not necessarily to scale. The drawings are merely schematic
representations, not intended to portray specific parameters of the exemplary embodiments.
The drawings are intended to depict only typical exemplary embodiments. In the drawings,

like numbering represents like elements.
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DETAILED DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS

[0044] Detailed embodiments of the claimed structures and methods are disclosed herein;
however, it can be understood that the disclosed embodiments are merely illustrative of the
claimed structures and methods that may be embodied in various forms. The exemplary
embodiments are only illustrative and may, however, be embodied in many different forms
and should not be construed as limited to the exemplary embodiments set forth herein.
Rather, these exemplary embodiments are provided so that this disclosure will be thorough
and complete, and will fully convey the scope to be covered by the exemplary
embodiments to those skilled in the art. In the description, details of well-known features
and techniques may be omitted to avoid unnecessarily obscuring the presented
embodiments.

[0045] References in the specification to “one embodiment”, “an embodiment”, “an
exemplary embodiment”, etc., indicate that the embodiment described may include a
particular feature, structure, or characteristic, but every embodiment may not necessarily
include the particular feature, structure, or characteristic. Moreover, such phrases are not
necessarily referring to the same embodiment. Further, when a particular feature, structure,
or characteristic is described in connection with an embodiment, it is submitted that it is
within the knowledge of one skilled in the art to implement such feature, structure, or

characteristic in connection with other embodiments whether or not explicitly described.

[0046] In the interest of not obscuring the presentation of the exemplary embodiments, in
the following detailed description, some processing steps or operations that are known in
the art may have been combined together for presentation and for illustration purposes and
in some instances may have not been described in detail. In other instances, some
processing steps or operations that are known in the art may not be described at all. It
should be understood that the following description is focused on the distinctive features or

elements according to the various exemplary embodiments.

[0047] In the context of this description, the following conventions, terms and/or

expressions may be used:
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[0048] The term 'unambiguously identifying' may denote the ability to non-
interchangeably identify physical items uniquely by a related data item. In simple words,

there should not be two data items pointing to the same physical entity.

[0049] The term 'entity' may denote a physical object to be identified and/or addressed by a

data item, e.g., a record to a database.

[0050] The term 'database system' may denote a storage device — either physical or logical
— adapted for storing data items. Examples of a delivery system may be a relational
database system, a hierarchical database system, a flat file system, a graph database and/or
an object database or a combination of the above. Generally, the proposed concept can

work in a large variety of different databases.

[0051] The term 'relational database system' may denote a database system being
organized according to the rules of C.F. Codd. A relational database system may denote a
storage device enabled to stored data preferably in records, either of fixed or of variable
length each. Typically — and especially in relational database systems — data are organized
in tables having rows. Each row may represent a record with attributes. Different records

of different tables may be set in relationship by applying selection routes to the attributes.

[0052] The term 'attribute' may denote a field in a record of a table in a database system.

[0053] The term 'naming rule' may denote constraints or an interpretation framework to be
applied to attributes of a record. The naming rules may be formulated in a way to relate

similar but different data items to each other.

[0054] The term 'prioritizing the naming rules' may denote defining a sequence of the
available naming rules according to their importance for a specific attribute or a

combination thereof.

[0055] The term 'hash value' may denote a mapping of a data field of variable length (e.g.,
a text field) to a data field with fixed length, e.g., an integer value. The mapping may
typically be performed using a hash function or a hash table.
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[0056] The term 'duplicate data item' may denote the process of eliminating data items that
relate to the same physical entity but which may have only similar values in specific
attributes instead of identical ones. However, it should be noted that the similar values of

the attribute will not be eliminated but only redundant information and other attributes.

[0057] The term 'multi-valued key' may denote the concept of having more than one value
in a key attribute field instead of only one according to traditional rules. The uniqueness
may now no longer be defined via this specific attribute but by a Row-ID to which a user

may not have manipulative access.

[0058] The term 'composite relationship' may be interpreted in the sense of UML
(universal markup language). A composite relationship may represent a specific case of an
association. In both, aggregation and composition, an object of a class “owns” another
object of a higher class. As an example, a room may not exist without a house. Thus, the

two objects room/house have a composite relationship.

[0059] The term 'row identifier' may denote a unique identifier in a specific table of a
database identifying uniquely a specific record. The row identifier, i.e., Row-ID, may be
used as a replacement for an original primary key which may have been replaced by a

multi-valued primary key.

[0060] The term 'index' may denote a mechanism to increase an access speed to individual
records in a database table, particularly in search operations. Index tree leaves may

comprise pointers to specific records, e.g., to specific Row-IDs.

[0061] The term 'SQL statement' may denote a command in the programming language

used for databases called structured query language (SQL).

[0062] In the following, a detailed description of the figures will be given. All instructions
in the figures are schematic. Firstly, a block diagram of an embodiment of the inventive
computer-implemented method for unambiguously identifying entities in a database
system is given. Afterwards, further embodiments as well as embodiments of the database

system for unambiguously identifying entities in the database system will be described.
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[0063] FIG. 1 shows a block diagram of a preferred embodiment of the computer-
implemented method 100 for unambiguously identifying entities in a database system. The
method 100 comprises storing, 102, data items in a table of a database — in particular in the
form of records in a relational database but also any other storage format. The data items
are stored as records comprising a plurality of attributes of fixed or variable length,

respectively.

[0064] The method 100 comprises storing, 104, naming rules — in particular at least two
rules for two combinations of attributes — for selected combinations of the attributes of the

data item. It may be noted that a combination can also be related to only one attribute.

[0065] Furthermore, the method 100 comprises prioritizing, 106, the naming rules, i.e.
defining a sequence of applying them or defining an order of the rules. The periodization

shall be dependent on their importance for entity identification.

[0066] Then, the method 100 comprises determining, 108, a hash value — using a hash
function — for each of the selected combinations of the attributes of the data item, and
identifying, 110, duplicate data items — in particular at least one record — using the

determined hash values and the prioritized naming rules.

[0067] In other words, naming rules are a way to uniquely identify given entity. Naming
rules are based on entity attributes. For example, to identify the customer, one can use his
name. In most cases, just the customer name is enough to distinguish customers. Thus, this
can be the first naming rule. The next naming rule can use a customer’s tax identifier,

sometimes called employer identification number (EIN).

[0068] Naming rules can also be based on a set of attributes, for example, a good naming

rule would be the one based on a customer’s name and his related EIN.

[0069] Naming rules for a given entity shall be sorted based on their respective
importance. For example, a naming rule based on EIN is better because it is almost
impossible to have two customers with the same EIN. It is also more important because if
the person creating a record for a customer in the system has access to an EIN database (or

database table), they likely also have access to other relevant customer data. Hence,
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somebody that only knows the customer’s name but not their related EIN, is not a very
good source of customer data. Therefore, naming rules based on just the customer name

shall have a comparably low priority.

[0070] Naming rules are created for a given table and are automatically considered and
applied by the database engine. When one enters a record for a table, the database system
lists all applicable naming rules (i.e., or name words based on attributes that are not null
attribute values). The database engine then determines each naming rule value is a hash

value based on concatenated attributes’ values.

[0071] For example, for a customer, one may use the first naming rule mentioned above
and determine its value as

NR1 = hash(customer name) = hash(ABC) = UUIDI, and

NR2 = hash(customer EIN) = hash(EIN1234) = UUID2.

[0072] With this, both values can be used as a given record primary key. A record can
contain many naming words, and as a result, there can be many primary keys (as opposed
to the original, historical definition of the primary key in databases). The related record can
now be found and identified by each of them, so each of them is an equally important
primary key. The solution to this potential foreground conflict is the usage of unique Row-
IDs as the true unique primary keys which, however, are typically not accessible to

database users.

[0073] Since one has multiple values as a primary key, one can also use it as a foreign key.
So, to create foreign key constraints, one can use row’s ROW-IDs (unique row identifiers),
which is a given row internal identifier, which can — under certain circumstances — be
visible to the database user, but it should never be used in database users’ queries. The

database engine or database system may prohibit this activity.

[0074] FIG. 2a shows database table entries showing different records for the same
physical entity. More explanatory text, relating to this figure, can be found in the
background section of this document. The column PK refers to the shown primary keys
customer identifier CID1, CID2, CID3 relating to customer names ABC, A-B-C and ABC

Ltd. which may — in this example — be referred to as the same physical entity, i.e., the same
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customer. In this example, the customer is shown, with two similar but not completely

identical EIN numbers EIN1234 and EIN-1234.

[0075] FIG. 2b shows database table entries illustrating the problem of a discount on an
order volume. The text describing the problem can be found in the background section of
this document. Thus, FIG. 2b shows an order entry table with a primary key order entry
(IODi), an order number, a customer identifier, and an order value per column. The link
between the two tables is based on the customer identifier as indicated by the arrow. All
further examples of tables and database entries in record form should be interpreted in this

described sense.

[0076] FIGs. 3a, 3b, and 3¢ show hierarchically organized database tables with the
exemplary fields: name, address and order data. FIG. 3a shows that the two customers
(potentially identical) are registered in the database. FIG. 3b shows related addresses of the

customers of FIG. 3a. Each of them has an order as shown in FIG. 3c.

[0077] It may be assumed that somebody wants to create a new customer named “ABC”

with “EIN1234”. This is shown in the following figures.

[0078] FIGs. 4a and 4b show entries of database table entries to be merged based on a
unique attribute. As a result of such a merge of records, two existing customer records
need to be merged — in particular the one of the first row of the table of FIG. 4a, and the
one with the third record in the table of FIG. 4a as indicated by the right side ellipse within
FIG. 4a. The attribute “name” comes from the third row created with a naming rule
defining a higher priority (note that in the third row EIN attribute, which is of higher
priority, is set), so that “ABC” is kept as the name. The EIN field is empty in the first row,
so that the value from the second row is kept in the merged records. As a result, one has
one entry with a double primary key CNR1#A, CNR2#B but with one true unique

identifier shown as RowID (row identifier).

[0079] FIGs. 4c and 4d show entries of database table entries to be merged based on a
naming rule in a superior context. Typically, addresses are “named” in a context of the
customer. This means that they cannot exist without a superior object, i.e., object

“customer”. This is denoted in the address naming rule in which “customer” is defined as
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the first attribute. Since superior objects should be merged (customers), one needs to
determine if one also needs to merge dependent objects (objects named in context of a

customer, i.e., here the address).

[0080] FIG. 4c and FIG. 4d refer to such a context in which the attributes “street” and
“city” are merged, such that the multi-valued primary key ANRI1#A and ANRI1#B are
created under the unique Row-ID ARIDI.

[0081] Hence, one can determine that merged customers have two addresses with the same
attribute “street” and “city” that can be merged. The old primary key value ANR1#B is
also kept because it could be used as a reference in other objects or even in some external
systems. But since it is determined using a previous Row-ID, there is no risk of conflict
with other primary key values, which could result in an over-merge. Over-merge is a
situation where two distinct objects, which would present different entities, are merged,

although they shouldn’t be.

[0082] FIGs. 5a and 5b show entries of database table entries to be merged together with a
related index tree. In addition to the above discussed merge techniques, one also needs to
support a primary key uniqueness despite its multi-valued nature. Principally, one needs to

store a plurality of primary key values pointing to the same Row-ID.

[0083] In a given table, aliases can be stored in a single column as a collection of aliases.
When an index is created on this column to maintain a primary key constraint, the list of
aliases is split to individual aliases, and each of them is used as a single value in the index.
All those index leaves point to the same record in the table. This is shown in FIG. 5a and
FIG. 5b. In FIG. 5a there are two leaves of the index tree referring to different rows in the
unmanaged table, wherein in FIG. 5b, the same two index tree leaves now point to the

same record having the multi-valued key and the unique Row-ID.

[0084] FIGs. 6a and 6b show entries of database table entries to be merged under a naming
rule together with a related index tree. These figures refer to the case of child tables. In this
case, one additional index is created based on a superior (or parent) alias. The list of

superior aliases is split to individual aliases and each of them is used as a single value in
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the index. Those values are stored in leaf nodes and point to one single record in the child

table.

[0085] FIGs. 6a and 6b show entries of database table entries to be merged under a naming
rule together with a related index tree. For addresses, one has an additional index based on

the superior attribute “customer”, as shown in FIG. 6a.

[0086] Of course, if one has 3 child records and 2 parent primary keys, one ends up with 6
leaf nodes because one needs to be able to find all 3 rows for both parent primary keys

CNR1#A and CNR2#B, as shown in FIG. 6b.

[0087] FIG. 7 shows a block diagram of an embodiment of the database system 700 for
unambiguously identifying entities in a database system. The database system 700
comprises first storage means — in particular a first storage unit 702 — adapted for storing
data items in a table of a database system, wherein the data items are stored as records

comprising a plurality of attributes.

[0088] The database system 700 also comprises second storage means — in particular a
second storage unit 704 — adapted for storing naming rules for selected combinations of the
attributes of the data item and prioritization means — in particular, a prioritization module
706 — adapted for prioritizing the naming rules as well as determining means — in
particular, a determination unit 708 — adapted for determining a hash value for each of the

selected combinations of the attributes of the data item.

[0089] Last but not least, the database system 700 comprises identification means — in
particular, an identification module 710 — adapted for identifying duplicate data items

using the determined hash values and the prioritized naming rules.

[0090] It may be noted that the modules, units and/or means can be interconnected for a
signal and/or message exchange between or among them. The connection may either be
implemented in a one-to-one manner or using a database system internal bus system 712.
To this database system internal bus system 712, the first storage unit 702, the second
storage unit 704, the prioritization module 706, the determination unit 708 and the

identification module 710 can be connected directly or indirectly.
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[0091] FIG. 8 depicts a block diagram of devices within the present invention, in
accordance with the exemplary embodiments. It should be appreciated that FIG. 8 provides
only an illustration of one implementation and does not imply any limitations with regard
to the environments in which different embodiments may be implemented. Many

modifications to the depicted environment may be made.

[0092] Devices used herein may include one or more processors 02, one or more
computer-readable RAMs 04, one or more computer-readable ROMs 06, one or more
computer readable storage media 08, device drivers 12, read/write drive or interface 14,
network adapter or interface 16, all interconnected over a communications fabric 18.
Communications fabric 18 may be implemented with any architecture designed for passing
data and/or control information between processors (such as microprocessors,
communications and network processors, etc.), system memory, peripheral devices, and

any other hardware components within a system.

[0093] One or more operating systems 10, and one or more application programs 11 are
stored on one or more of the computer readable storage media 08 for execution by one or
more of the processors 02 via one or more of the respective RAMs 04 (which typically
include cache memory). In the illustrated embodiment, each of the computer readable
storage media 08 may be a magnetic disk storage device of an internal hard drive, CD-
ROM, DVD, memory stick, magnetic tape, magnetic disk, optical disk, a semiconductor
storage device such as RAM, ROM, EPROM, flash memory or any other computer-

readable tangible storage device that can store a computer program and digital information.

[0094] Devices used herein may also include a R/W drive or interface 14 to read from and
write to one or more portable computer readable storage media 26. Application programs
11 on said devices may be stored on one or more of the portable computer readable storage
media 26, read via the respective R/W drive or interface 14 and loaded into the respective

computer readable storage media 08.

[0095] Devices used herein may also include a network adapter or interface 16, such as a
TCP/IP adapter card or wireless communication adapter (such as a 4G wireless
communication adapter using OFDMA technology). Application programs 11 on said
computing devices may be downloaded to the computing device from an external computer

or external storage device via a network (for example, the Internet, a local area network or
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other wide area network or wireless network) and network adapter or interface 16. From
the network adapter or interface 16, the programs may be loaded onto computer readable
storage media 08. The network may comprise copper wires, optical fibers, wireless

transmission, routers, firewalls, switches, gateway computers and/or edge servers.

[0096] Devices used herein may also include a display screen 20, a keyboard or keypad 22,
and a computer mouse or touchpad 24. Device drivers 12 interface to display screen 20 for
imaging, to keyboard or keypad 22, to computer mouse or touchpad 24, and/or to display
screen 20 for pressure sensing of alphanumeric character entry and user selections. The
device drivers 12, R/W drive or interface 14 and network adapter or interface 16 may
comprise hardware and software (stored on computer readable storage media 08 and/or

ROM 06).

[0097] The programs described herein are identified based upon the application for which
they are implemented in a specific one of the exemplary embodiments. However, it should
be appreciated that any particular program nomenclature herein is used merely for
convenience, and thus the exemplary embodiments should not be limited to use solely in

any specific application identified and/or implied by such nomenclature.

[0098] Based on the foregoing, a computer system, method, and computer program
product have been disclosed. However, numerous modifications and substitutions can be
made without deviating from the scope of the exemplary embodiments. Therefore, the

exemplary embodiments have been disclosed by way of example and not limitation.

[0099] 1t is to be understood that although this disclosure includes a detailed description on
cloud computing, implementation of the teachings recited herein are not limited to a cloud
computing environment. Rather, the exemplary embodiments are capable of being
implemented in conjunction with any other type of computing environment now known or

later developed.

[0100] Cloud computing is a model of service delivery for enabling convenient, on-
demand network access to a shared pool of configurable computing resources (e.g.,
networks, network bandwidth, servers, processing, memory, storage, applications, virtual
machines, and services) that can be rapidly provisioned and released with minimal

management effort or interaction with a provider of the service. This cloud model may
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include at least five characteristics, at least three service models, and at least four

deployment models.
[0101] Characteristics are as follows:

[0102] On-demand self-service: a cloud consumer can unilaterally provision computing
capabilities, such as server time and network storage, as needed automatically without

requiring human interaction with the service’s provider.

[0103] Broad network access: capabilities are available over a network and accessed
through standard mechanisms that promote use by heterogeneous thin or thick client

platforms (e.g., mobile phones, laptops, and PDAs).

[0104] Resource pooling: the provider’s computing resources are pooled to serve multiple
consumers using a multi-tenant model, with different physical and virtual resources
dynamically assigned and reassigned according to demand. There is a sense of location
independence in that the consumer generally has no control or knowledge over the exact
location of the provided resources but may be able to specify location at a higher level of

abstraction (e.g., country, state, or data center).

[0105] Rapid elasticity: capabilities can be rapidly and elastically provisioned, in some
cases automatically, to quickly scale out and rapidly released to quickly scale in. To the
consumer, the capabilities available for provisioning often appear to be unlimited and can

be purchased in any quantity at any time.

[0106] Measured service: cloud systems automatically control and optimize resource use
by leveraging a metering capability at some level of abstraction appropriate to the type of
service (e.g., storage, processing, bandwidth, and active user accounts). Resource usage
can be monitored, controlled, and reported, providing transparency for both the provider

and consumer of the utilized service.
[0107] Service Models are as follows:

[0108] Software as a Service (SaaS): the capability provided to the consumer is to use the
provider’s applications running on a cloud infrastructure. The applications are accessible
from various client devices through a thin client interface such as a web browser (e.g.,

web-based e-mail). The consumer does not manage or control the underlying cloud
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infrastructure including network, servers, operating systems, storage, or even individual
application capabilities, with the possible exception of limited user-specific application

configuration settings.

[0109] Platform as a Service (PaaS): the capability provided to the consumer is to deploy
onto the cloud infrastructure consumer-created or acquired applications created using
programming languages and tools supported by the provider. The consumer does not
manage or control the underlying cloud infrastructure including networks, servers,
operating systems, or storage, but has control over the deployed applications and possibly

application hosting environment configurations.

[0110] Infrastructure as a Service (IaaS): the capability provided to the consumer is to
provision processing, storage, networks, and other fundamental computing resources where
the consumer is able to deploy and run arbitrary software, which can include operating
systems and applications. The consumer does not manage or control the underlying cloud
infrastructure but has control over operating systems, storage, deployed applications, and

possibly limited control of select networking components (e.g., host firewalls).
[0111] Deployment Models are as follows:

[0112] Private cloud: the cloud infrastructure is operated solely for an organization. It may

be managed by the organization or a third party and may exist on-premises or off-premises.

[0113] Community cloud: the cloud infrastructure is shared by several organizations and
supports a specific community that has shared concerns (e.g., mission, security
requirements, policy, and compliance considerations). It may be managed by the

organizations or a third party and may exist on-premises or off-premises.

[0114] Public cloud: the cloud infrastructure is made available to the general public or a

large industry group and is owned by an organization selling cloud services.

[0115] Hybrid cloud: the cloud infrastructure is a composition of two or more clouds
(private, community, or public) that remain unique entities but are bound together by
standardized or proprietary technology that enables data and application portability (e.g.,

cloud bursting for load-balancing between clouds).
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[0116] A cloud computing environment is service oriented with a focus on statelessness,
low coupling, modularity, and semantic interoperability. At the heart of cloud computing is

an infrastructure that includes a network of interconnected nodes.

[0117] Referring now to FIG. 9, illustrative cloud computing environment 50 is depicted.
As shown, cloud computing environment 50 includes one or more cloud computing nodes
40 with which local computing devices used by cloud consumers, such as, for example,
personal digital assistant (PDA) or cellular telephone 54A, desktop computer 54B, laptop
computer 54C, and/or automobile computer system 54N may communicate. Nodes 40 may
communicate with one another. They may be grouped (not shown) physically or virtually,
in one or more networks, such as Private, Community, Public, or Hybrid clouds as
described hereinabove, or a combination thereof. This allows cloud computing
environment 50 to offer infrastructure, platforms and/or software as services for which a
cloud consumer does not need to maintain resources on a local computing device. It is
understood that the types of computing devices 54A-N shown in FIG. 9 are intended to be
illustrative only and that computing nodes 40 and cloud computing environment 50 can
communicate with any type of computerized device over any type of network and/or

network addressable connection (e.g., using a web browser).

[0118] Referring now to FIG. 10, a set of functional abstraction layers provided by cloud
computing environment 50 (FIG. 9) is shown. It should be understood in advance that the
components, layers, and functions shown in FIG. 10 are intended to be illustrative only and
the exemplary embodiments are not limited thereto. As depicted, the following layers and

corresponding functions are provided:

[0119] Hardware and software layer 60 includes hardware and software components.
Examples of hardware components include: mainframes 61; RISC (Reduced Instruction
Set Computer) architecture based servers 62; servers 63; blade servers 64; storage devices
65; and networks and networking components 66. In some embodiments, software

components include network application server software 67 and database software 68.

[0120] Virtualization layer 70 provides an abstraction layer from which the following
examples of virtual entities may be provided: virtual servers 71; virtual storage 72; virtual
networks 73, including virtual private networks; virtual applications and operating systems

74; and virtual clients 75.



WO 2021/198807 PCT/1B2021/051847
22

[0121] In one example, management layer 80 may provide the functions described below.
Resource provisioning 81 provides dynamic procurement of computing resources and other
resources that are utilized to perform tasks within the cloud computing environment.
Metering and Pricing 82 provide cost tracking as resources are utilized within the cloud
computing environment, and billing or invoicing for consumption of these resources. In
one example, these resources may include application software licenses. Security provides
identity verification for cloud consumers and tasks, as well as protection for data and other
resources. User portal 83 provides access to the cloud computing environment for
consumers and system administrators. Service level management 84 provides cloud
computing resource allocation and management such that required service levels are met.
Service Level Agreement (SLA) planning and fulfillment 85 provide pre-arrangement for,
and procurement of, cloud computing resources for which a future requirement is

anticipated in accordance with an SLA.

[0122] Workloads layer 90 provides examples of functionality for which the cloud
computing environment may be utilized. Examples of workloads and functions which may
be provided from this layer include: mapping and navigation 91; software development and
lifecycle management 92; virtual classroom education delivery 93; data analytics

processing 94; transaction processing 95; and multimedia modification 96.

[0123] The present invention may be a system, a method, and/or a computer program
product at any possible technical detail level of integration. The computer program product
may include a computer readable storage medium (or media) having computer readable
program instructions thereon for causing a processor to carry out aspects of the present

invention.

[0124] The computer readable storage medium can be a tangible device that can retain and
store instructions for use by an instruction execution device. The computer readable
storage medium may be, for example, but is not limited to, an electronic storage device, a
magnetic storage device, an optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination of the foregoing. A non-
exhaustive list of more specific examples of the computer readable storage medium
includes the following: a portable computer diskette, a hard disk, a random access memory
(RAM), a read-only memory (ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a static random access memory (SRAM), a portable compact
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disc read-only memory (CD-ROM), a digital versatile disk (DVD), a memory stick, a
floppy disk, a mechanically encoded device such as punch-cards or raised structures in a
groove having instructions recorded thereon, and any suitable combination of the
foregoing. A computer readable storage medium, as used herein, is not to be construed as
being transitory signals per se, such as radio waves or other freely propagating
electromagnetic waves, electromagnetic waves propagating through a waveguide or other
transmission media (e.g., light pulses passing through a fiber-optic cable), or electrical

signals transmitted through a wire.

[0125] Computer readable program instructions described herein can be downloaded to
respective computing/processing devices from a computer readable storage medium or to
an external computer or external storage device via a network, for example, the Internet, a
local area network, a wide area network and/or a wireless network. The network may
comprise copper transmission cables, optical transmission fibers, wireless transmission,
routers, firewalls, switches, gateway computers and/or edge servers. A network adapter
card or network interface in each computing/processing device receives computer readable
program instructions from the network and forwards the computer readable program
instructions for storage in a computer readable storage medium within the respective

computing/processing device.

[0126] Computer readable program instructions for carrying out operations of the present
invention may be assembler instructions, instruction-set-architecture (ISA) instructions,
machine instructions, machine dependent instructions, microcode, firmware instructions,
state-setting data, configuration data for integrated circuitry, or either source code or object
code written in any combination of one or more programming languages, including an
object oriented programming language such as Smalltalk, C++, or the like, and procedural
programming languages, such as the "C" programming language or similar programming
languages. The computer readable program instructions may execute entirely on the user's
computer, partly on the user's computer, as a stand-alone software package, partly on the
user's computer and partly on a remote computer or entirely on the remote computer or
server. In the latter scenario, the remote computer may be connected to the user's computer
through any type of network, including a local area network (LAN) or a wide area network
(WAN), or the connection may be made to an external computer (for example, through the
Internet using an Internet Service Provider). In some embodiments, electronic circuitry

including, for example, programmable logic circuitry, field-programmable gate arrays
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(FPGA), or programmable logic arrays (PLA) may execute the computer readable program
instructions by utilizing state information of the computer readable program instructions to

personalize the electronic circuitry, in order to perform aspects of the present invention.

[0127] Aspects of the present invention are described herein with reference to flowchart
illustrations and/or block diagrams of methods, apparatus (systems), and computer
program products according to embodiments of the invention. It will be understood that
each block of the flowchart illustrations and/or block diagrams, and combinations of
blocks in the flowchart illustrations and/or block diagrams, can be implemented by

computer readable program instructions.

[0128] These computer readable program instructions may be provided to a processor of a
computer, or other programmable data processing apparatus to produce a machine, such
that the instructions, which execute via the processor of the computer or other
programmable data processing apparatus, create means for implementing the functions/acts
specified in the flowchart and/or block diagram block or blocks. These computer readable
program instructions may also be stored in a computer readable storage medium that can
direct a computer, a programmable data processing apparatus, and/or other devices to
function in a particular manner, such that the computer readable storage medium having
instructions stored therein comprises an article of manufacture including instructions which
implement aspects of the function/act specified in the flowchart and/or block diagram

block or blocks.

[0129] The computer readable program instructions may also be loaded onto a computer,
other programmable data processing apparatus, or other device to cause a series of
operational steps to be performed on the computer, other programmable apparatus or other
device to produce a computer implemented process, such that the instructions which
execute on the computer, other programmable apparatus, or other device implement the

functions/acts specified in the flowchart and/or block diagram block or blocks.

[0130] The flowchart and block diagrams in the Figures illustrate the architecture,
functionality, and operation of possible implementations of systems, methods, and
computer program products according to various embodiments of the present invention. In
this regard, each block in the flowchart or block diagrams may represent a module,
segment, or portion of instructions, which comprises one or more executable instructions

for implementing the specified logical function(s). In some alternative implementations,
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the functions noted in the blocks may occur out of the order noted in the Figures. For
example, two blocks shown in succession may, in fact, be accomplished as one step,
executed concurrently, substantially concurrently, in a partially or wholly temporally
overlapping manner, or the blocks may sometimes be executed in the reverse order,
depending upon the functionality involved. It will also be noted that each block of the
block diagrams and/or flowchart illustration, and combinations of blocks in the block
diagrams and/or flowchart illustration, can be implemented by special purpose hardware-
based systems that perform the specified functions or acts or carry out combinations of

special purpose hardware and computer instructions.

[0131] The descriptions of the various embodiments of the present invention have been
presented for purposes of illustration, but are not intended to be exhaustive or limited to the
embodiments disclosed. Many modifications and variations will be apparent to those of
ordinary skills in the art without departing from the scope and spirit of the described
embodiments. The terminology used herein was chosen to best explain the principles of the
embodiments, the practical application or technical improvement over technologies found
in the marketplace, or to enable others of ordinary skills in the art to understand the

embodiments disclosed herein.

[0132] The present invention may be embodied as a system, a method, and/or a computer
program product. The computer program product may include a computer readable storage
medium (or media) having computer readable program instructions thereon for causing a

processor to carry out aspects of the present invention.

[0133] The medium may be an electronic, magnetic, optical, electromagnetic, infrared or a
semi-conductor system for a propagation medium. Examples of a computer-readable
medium may include a semi-conductor or solid state memory, magnetic tape, a removable
computer diskette, a random access memory (RAM), a read-only memory (ROM), a rigid
magnetic disk and an optical disk. Current examples of optical disks include compact disk-
read only memory (CD-ROM), compact disk-read/write (CD-R/W), DVD and Blu-Ray-
Disk.

[0134] The computer readable storage medium can be a tangible device that can retain and

store instructions for use by an instruction execution device. The computer readable
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storage medium may be, for example, but is not limited to, an electronic storage device, a
magnetic storage device, an optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination of the foregoing. A non-
exhaustive list of more specific examples of the computer readable storage medium
includes the following: a portable computer diskette, a hard disk, a random access memory
(RAM), a read-only memory (ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a static random access memory (SRAM), a portable compact
disk read-only memory (CD-ROM), a digital versatile disk (DVD), a memory stick, a
floppy disk, a mechanically encoded device such as punch-cards or raised structures in a
groove having instructions recorded thereon, and any suitable combination of the
foregoing. A computer readable storage medium, as used herein, is not to be construed as
being transitory signals per se, such as radio waves or other freely propagating
electromagnetic waves, electromagnetic waves propagating through a waveguide or other
transmission media (e.g., light pulses passing through a fiber-optic cable), or electrical

signals transmitted through a wire.

[0135] Computer readable program instructions described herein can be downloaded to
respective computing/processing devices from a computer readable storage medium or to
an external computer or external storage device via a network, for example, the Internet, a
local area network, a wide area network and/or a wireless network. The network may
comprise copper transmission cables, optical transmission fibers, wireless transmission,
routers, firewalls, switches, gateway computers and/or edge servers. A network adapter
card or network interface in each computing/processing device receives computer readable
program instructions from the network and forwards the computer readable program
instructions for storage in a computer readable storage medium within the respective

computing/processing device.

[0136] Computer readable program instructions for carrying out operations of the present
invention may be assembler instructions, instruction-set-architecture (ISA) instructions,
machine instructions, machine dependent instructions, microcode, firmware instructions,
state-setting data, or either source code or object code written in any combination of one or
more programming languages, including an object-oriented programming language such as
Smalltalk, C++ or the like, and conventional procedural programming languages, such as

the "C" programming language or similar programming languages. The computer readable
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program instructions may execute entirely on the user's computer, partly on the user's
computer as a stand-alone software package, partly on the user's computer and partly on a
remote computer or entirely on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user's computer through any type of network,
including a local area network (LAN) or a wide area network (WAN), or the connection
may be made to an external computer (for example, through the Internet using an Internet
Service Provider). In some embodiments, electronic circuitry including, for example,
programmable logic circuitry, field-programmable gate arrays (FPGA), or programmable
logic arrays (PLA) may execute the computer readable program instructions by utilizing
state information of the computer readable program instructions to personalize the

electronic circuitry, in order to perform aspects of the present invention.

[0137] Aspects of the present invention are described herein with reference to flowchart
illustrations and/or block diagrams of methods, apparatus (systems), and computer
program products according to embodiments of the invention. It will be understood that
each block of the flowchart illustrations and/or block diagrams, and combinations of
blocks in the flowchart illustrations and/or block diagrams, can be implemented by

computer readable program instructions.

[0138] These computer readable program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or other programmable data
processing apparatus to produce a machine, such that the instructions, which execute via
the processor of the computer or other programmable data processing apparatus, create
means for implementing the functions/acts specified in the flowchart and/or block diagram
block or blocks. These computer readable program instructions may also be stored in a
computer readable storage medium that can direct a computer, a programmable data
processing apparatus, and/or other devices to function in a particular manner, such that the
computer readable storage medium having instructions stored therein comprises an article
of manufacture including instructions which implement aspects of the function/act

specified in the flowchart and/or block diagram block or blocks.

[0139] The computer readable program instructions may also be loaded onto a computer,
other programmable data processing apparatuses, or another device to cause a series of

operational steps to be performed on the computer, other programmable apparatus or other
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device to produce a computer implemented process, such that the instructions which
execute on the computer, other programmable apparatuses, or another device implement

the functions/acts specified in the flowchart and/or block diagram block or blocks.

[0140] The flowcharts and/or block diagrams in the figures illustrate the architecture,
functionality, and operation of possible implementations of systems, methods, and
computer program products according to various embodiments of the present invention. In
this regard, each block in the flowchart or block diagrams may represent a module,
segment, or portion of instructions, which comprises one or more executable instructions
for implementing the specified logical function(s). In some alternative implementations,
the functions noted in the block may occur out of the order noted in the figures. For
example, two blocks shown in succession may, in fact, be executed substantially
concurrently, or the blocks may sometimes be executed in the reverse order, depending
upon the functionality involved. It will also be noted that each block of the block diagrams
and/or flowchart illustration, and combinations of blocks in the block diagrams and/or
flowchart illustration, can be implemented by special purpose hardware-based systems that
perform the specified functions or act or carry out combinations of special purpose

hardware and computer instructions.

[0141] The terminology used herein is for the purpose of describing particular
embodiments only and is not intended to limit the invention. As used herein, the singular
forms "a", "an" and "the" are intended to include the plural forms as well, unless the
context clearly indicates otherwise. It will further be understood that the terms "comprises"
and/or "comprising," when used in this specification, specify the presence of stated
features, integers, steps, operations, elements, and/or components, but do not preclude the
presence or addition of one or more other features, integers, steps, operations, elements,

components, and/or groups thereof.

[0142] The corresponding structures, materials, acts, and equivalents of all means or steps
plus function elements in the claims below are intended to include any structure, material,
or act for performing the function in combination with other claimed elements, as
specifically claimed. The description of the present invention has been presented for
purposes of illustration and description, but is not intended to be exhaustive or limited to

the invention in the form disclosed. Many modifications and variations will be apparent to
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those of ordinary skills in the art without departing from the scope and spirit of the
invention. The embodiments are chosen and described in order to best explain the
principles of the invention and the practical application, and to enable others of ordinary
skills in the art to understand the invention for various embodiments with various

modifications, as are suited to the particular use contemplated.



