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| NVENTI ON The present invention relates to an information storage system
and in pawpDiosBss2to a 5 process and system for storing iPafrovtsanidss havi ng
a predeterm ned use which requires said information to be secured.
BACKGROUND The secure storage of electronic information is a major concern
for many organisations. In 10 particular, the storage of custoner
information creates risks of privacy violations and theft of potentially
val uabl e informati on. For exanpl e, many organi sations store credit card
information for their custoners. The storage of a custonmer's credit card
information obviates the need for the custonmer to re-enter the sane credit
card nunber, expiry dat NETOATE td redit card
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attractive to their custoners. For exanple, the storage of credit card
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al ways at | east potentially vulnerable to theft by hackers, 25 malicious
staff, contractors, cleaners, |IT services suppliers, etc. This risk is

al ways prgsericrounNgyyY organi sation that keeps such information on record.
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10 particular, the storage of customer information creates risks of privacy violations and theft

of potentially valuable information. For example, many organisations store credit card
information for their customers. The storage of a customer’s credit card information
obviates the need for the customer to re-enter the same credit card number, expiry date,
and card name every time a credit card transaction is processed. Organisations with the
15 ability to avoid this inconvenience and process transactions rapidly are likely to be more
attractive to their customers. For example, the storage of credit card information enables
the use of so-called ‘one click’ purchasing over the Internet, as described in US Patent
5,960,411, thereby increasing the completion rate of online purchases. Moreover, the
storage of sensitive information such as credit card numbers avoids the need to re-transmit
20 the information over potentially insecure communications networks, making it less

vulnerable to theft during transmission, by transmission monitoring, for example.

On the other hand, the storage of such information is unlikely to ever be totally secure, and
the stored information is always at least potentially vulnerable to theft by hackers,
25 malicious staff, contractors, cleaners, IT services suppliers, etc. This risk is always present
for any organisation that keeps such information on record. The loss of such information is

embarrassing and is potentially extremely costly for the organisation. It is desired to



useful alternative. SUMVARY OF THE I NVENTION 5 I n accordance with the
present invention there is provided a systemfor storing information

havi ng a woadesseszi ned use whi ch requires said informati orCroviwg/oessur ed,
including: a client systemfor generating first data and second data from
said information, such that said information can be generated from said
first data and said second data, and _said predeterm ned use is infeasible
with only one of said first data and said second data, 10 and for storing
an identifier with said first data; and a renote server for storing said
second data with an encoded identifier generated fromsaid identifier. The
present invention also provides a systemfor storing information having a
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i nf or mat ussfulaldrmtivedenti fier, the encoded information having been
generated fromfirst data of said informati on and an encoded version of
second data of said information, wherein said infornmati on can be generated
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a remote server for storing said second data with an encoded identifier generated

from said identifier.

The present invention also provides a system for storing information having a
15 predetermined use which requires said information to be secured, including:

a client system for storing an encoded version of said information and an identifier,
the encoded information having been generated from first data of said information and an
encoded version of second data of said information, wherein said information can be
generated from said first data and said second data, and said predetermined use is

20 infeasible with only one of said first data and said second data; and
a remote server for storing said second data and an encoded identifier generated

from said identifier;

wherein said client system is adapted to send at least the encoded version of the

second data to said remote server.

25

The present invention also provides a process for storing information having a
predetermined use which requires said information to be secured, including generating first
data and second data from said information, such that said information can be generated
from said first data and said second data, and said predetermined use cannot be performed

30 using only one of said first data and said second data.



-3 The present invention also provides a process for storing information
having a predeterm ned use which requires said information to be secured,

i ncl udi ngworoaogtost ng an identifier and first data from a @CTe3syssem

havi ng second data, said 5 first data and said second data being such that
said informati on can be generated fromsaid first data and said second
data, and said predeterm ned use cannot, be perfornmed using only one of
said first data and said second data; and storing said first data with an
encoded identifier generated fromsaid identifier, wthout storing said
identifier. 10 The present invention also provides a process for generating
informati on having a predeterm ned use which requires said information to
be secured, including: determning, on the basis of an identifier, first
data of said information; receiving second data of said information froma
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i nf or mat i@\ .of ¥die fedtataind spidededrdiiadduse is infeasible with only one of
said first data and said second data. 25 The present invention also
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The present invention also provides a process for generating information having a
predetermined use which requires said information to be secured, including:
determining, on the basis of an identifier, first data of said information;
receiving second data of said information from a remote server; and
15 generating said information from said first data and said second data, wherein said

predetermined use is infeasible with only one of said first data and said second data.

The present invention also provides a process for generating information having a
predetermined use which requires said information to be secured, including:
20 receiving an identifier;
determining first data of said information on the basis of said identifier; and
sending said first data to a client system to enable said information to be generated
from said first data and second data of said information, wherein said predetermined use is
infeasible with only one of said first data and said second data.
25
The present invention also provides a process for generating information having a
predetermined use which requires said information to be secured, including:
determining, on the basis of an identifier, an encoded version of said information,
the encoded information having been generated from first data of said information and an

30 encoded version of second data of said information; and



30 encoded version of second data of said information; and WO 03/ 088052
PCT/ AU03/ 00433 -4 sending said identifier and said encoded information to
a renote wormmssofnr generation of said information from farddosnesssdat a
and said second data, wherein said predetermned use is infeasible with
only one of said first data and said second data. 5 The present invention
al so provides a process for generating jnformation having a predeterm ned
use which requires said information to be secured, including: receiving an
identifier and an encoded version of said information; determning first
data of said information on the basis of said identifier; generating said
information fromsaid first data and second data of the encoded 10
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on a client system sending the other part to a renotely | ocated server
for safe keeping. This reduces the risk of theft of the credit card nunber

because neither the client systemnor the server keeps a record of the
entiré& nligepresensi inMertions alspeprovides ¢ preasss fow @enqrating Apformetiqm havipg &j ngl e
transm ssi client s ] r, . a charge needs
to be az)f)ffodlége%% in\c,\?%glg%#@Chcrgéﬁgstsalé%@o%gg&[ {g%grsgg%é ’rlré(é@gg'f romthe

respective syséRivingntlidehgfier dadia@fehyodedivetton efuaR] fdrmatibhle pur pose of
sending a transaction to a banking system and then  the record of the full
nunber is destietpypriningtrshdatyefisaid ommaionesm the beis ofsaldddaifissy theft s
greatly reduc 3 R i M r fment s
of the pr esen%g{ler{ve %& are %eﬁérgﬁjﬁg\l?ag %gﬁi:r I be Iygﬁ)ﬁﬁ\/\%;%f% el

10 information, wherein said predetermined use is infeasible with only one of said first data

and said second data;
using said information for said predetermined use; and

discarding said information.

15 Preferred embodiments of the present invention provide processes that allow an
organisation to store only part of a customer’s credit card number locally on a client
system, sending the other part to a remotely located server for safe keeping. This reduces
the risk of theft of the credit card number because neither the client system nor the server
keeps a record of the entire number. Neither is the entire number ever transmitted in a

20 single transmission between the client system and the server. When a charge needs to be
applied to such a card, the two parts are extracted from the respective systems and then
briefly united, solely for the purpose of sending a transaction to a banking system, and then
the record of the full number is destroyed again. Thus the risk of credit card number theft
is greatly reduced.

25
BRIEF DESCRIPTION OF THE DRAWINGS

Preferred embodiments of the present invention are hereinafter described, by way of
example only, with reference to the accompanying drawings, wherein:
Figure 1 is a schematic diagram of a preferred embodiment of an information

30 storage system;



exanple only, with reference to the acconpanyi ng drawi ngs, wherein: Figure
1 is a schematic diagramof a preferred enbodi nent of an information 30
st or age sweotps08D 03/ 088052 PCT/ AU03/ 00433 -5 Figure 2 ipSTAAUBBOGHK3di agr am
of a client systemof the informati on storage system Figure 3 is a block
di agram of an information server of the information storage system Figure
4 is a flow diagramof an information s§orage client process executed by
the 5 client system Figure 5 is a flow diagramof an information storage
server process executed by the information server; Figure 6 is a flow
diagramof a first preferred enbodi nent of a transaction client process
executed by the client system 10 Figure 7 is a flow diagramof a first

preferred embagyrentis @hlRkdiIAREAGE h @Rerd 8YMEth of BAAARTMaBNEGBFaBE siierthNe
i nformation server; Figure 8 1s a flow diagram of a second preferred

embodi nent of Figure Znisag blask diagram:of ¥y seation sepiee @ Bhe infarnagtioangtogget em
Figure 9 g ged. flow diagram of a second preferred enbodi ment of a
transaction 15 server process executed by the informtion server; Figure
10 is a flow diiggedrs aflosndiagmoy efean infrroetien slorpge (clienitprpsess exssuisd dyihed by
the clq enfiesssiey and Figure 11 is a flow diagram of an information

del eti'on server pfocess executed by the information server. 20 DETAI LED
DESCRI PTI ON OFigusE SPREFeRRERzEnBdRnNETmagonstionage serveingocass éxecated by the

I nf or mat i. ystemincludes an informati on server 102, a client
system 1 ﬁ@n%&tﬁ@?%?g?hash server 106, and, in the case of the second
enbodi nent, a Figure 6 is a flow diagram of a first preferred embodiment of a transaction client

process executed by the client system,;
10 Figure 7 is a flow diagram of a first preferred embodiment of a transaction server
process executed by the information server;
Figure 8 is a flow diagram of a second preferred embodiment of a transaction client
process executed by the client system;
Figure 9 is a flow diagram of a second preferred embodiment of a transaction
15 server process executed by the information server;
Figure 10 is a flow diagram of an information deletion client process executed by
the client system; and
Figure 11 is a flow diagram of an information deletion server process executed by
the information server.
20

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

As shown in Figure 1, an information storage system includes an information server 102, a
client system 104, a secure hash server 106, and, in the case of the second embodiment, a
transaction server 108. The servers are interconnected by a communications network 110,
25 such as the Internet. The client system 104 and servers 102, 106, 108 are standard
computer systems, such as Intel™ x86-based personal computer systems running a
Microsoft Windows™ operating system. However, to improve performance of the
information storage system, the servers 102, 106, 108 can alternatively be high-
performance network servers, such as SunFire™ servers available from Sun
30 Microsystems, Inc™. As shown in Figure 2, the client system 104 includes client modules
202, a customer database 204, and new customer data 206. The client system 104

optionally includes transaction processing modules 208, as described below. As shown in



transaction server 108. The servers are interconnected by a comuni cati ons
network 110, 25 such as the Internet. The client system 104 and servers
102, 106,wO®3/088082 st andard conputer systens, such as | nt @CTMU086e43ased
personal conputer systenms running a M crosoft WndowsTM operating system
However, to inprove performance of the information storage system the
servers 102, 106, 108 can alternativel y be high- performance network
servers, such as Sun FireTM servers available from Sun 30 M crosyst ens,
IncTM As shown in Figure 2, the client system 104 includes client nodul es
202, a custoner database 204, and new custoner data 206. The client system
104 optionally includes transaction processing nodul es 208, as descri bed

bel ow.  Agyshown gid; HoHe80ne foeTihnotdaay Q%ésmgglgeg gggf &nd an liMformation

i nformati séfver I ncludes server nodul es an i nformation

regi stry r&fidiry e Thefinfommbiiansesesri62 nidyAnclage frashetibm proesssiag malnlgs268essi ng
nodul es 208. The conponents 102 to 108 of the information storage system
execute information storage 5 processes that provide secure storage of
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use. The reassenbled information is destroyed as soon as it has been used.

In the césdtsoformak sesitivecer valnabtbarse wheinsreassembles Gpmi teneprappaentgnmbEhe | nt o
two portions, storing the portiaons..separatel and reassenbling th o]

o ochas somBpngle e afbsed Ferhicty AhRiE@R Rlieal toPind. ARR BETIY AT v e
been mentyHed réfuiRd M & bredetetmiplel e, | Dit feadsemBEal igforMatiéhR desidsackisosh t he
reassenbl ed nunber is destroyed. As neither 15 portion of the credit card

nunber cafitdesbsen usedl. plngbe s8seaofia ergfit icard numhesabis availy dinding thaaumbeher
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card nunber, cannot be matched up | . .
imstitution for completing the transaction, the reassembled number is destroyed. As neither
15 portion of the credit card number can be used to process a financial transaction without the
other portion, theft of a database containing either portion of the number is of little
consequence unless the complementary portion is also obtained. Moreover, even if both
databases are stolen, the components of a credit card number cannot be matched up

because the components do not share any database keys, as described below. Furthermore,

20 the thief must know how to generate the credit card number from its component portions.

In any case, the communication of each portion over the network 110 is digitally signed
and encrypted using 128-bit encryption, making it infeasible to obtain any portion by
eavesdropping on the communications. In the described embodiment, the information

25 storage and transaction processes are implemented as software modules executed by the
system components 102 to 108. However, it will be apparent that modules of the system
may be distributed over a variety of locations, and that at least part of the modules may be
alternatively implemented as one or more dedicated hardware components, such as
application-specific integrated circuits (ASICs).

30



because the conponents do not share any dat abase keys, as descri bed bel ow.
Furthernore, 20 the thief nmust know how to generate the credit card nunber
fromits worppossest portions. I n any case, the comuni cat iPGR/AIf030&EH
portion over the network 110 is digitally signed and encrypted using
128-bit encryption, nmaking it infeasible to obtain any portion by
eavesdroppi ng on-the conmmuni cations. |® the described enbodinent, the

i nformati on 25 storage and transaction processes are inplenented as

sof tware nodul es executed by the system conponents 102 to 108. However, it
wi || be apparent that nodul es of the system may be distributed over a
variety of |ocations, and that at |east part of the nodul es may be
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as a standing transaction anmount, as shown in the table below, 10 Customner
nunber: ifoBBa®N] and apgaieixlata suchmsdi standingSransantiog anpeunt 26 shown Bniba table $25 J

i nfor rrat'k Nw. Cardhol der: Roger WSmith Card type: VISA Generic credit card
Expiry d ¥&%Y-05/ 03 information
10
Customer number: 1025543 Organisation-specific
Standing transaction amount: | $25 information
Cardholder: Roger W Smith )
Card type: VISA Generic credit card
Expiry date: 05/03 [ information
Card number: 3647 3495 2341 1942

However, this customer data is vulnerable to theft, constituting a significant risk on the
part of the customer and the organisation storing the data. To counter this risk, the
information storage system divides sensitive information into at least two components. In
15 the case of credit card information, the credit card number is divided into two portions.
The credit card number is stored using an information storage process, comprising a client
storage process of the client modules 202 executed by the client system 104 and a storage
process of the server modules 302 executed by the information server 102, as described
~ below.
20
New customer information received by the organisation is received by the client
system 104, and stored as new customer data 206. For a new customer, this information
typically includes personal details of the customer, including name, address, and credit
card information. In the case of an existing customer of the organisation, the new

25 customer data includes credit card information for a new credit card that the customer



Card nunber: 3647 3495 2341 1942 However, this custoner data is vul nerable
to theft, constituting a significant risk on the part of the custoner and
t he or gamveamiogsesxst ori ng the data. To counter this risk, tea/Atuosoensati on
storage system divides sensitive information into at | east two conponents.
In 15 the case of credit card information, the credit card nunber is
divided into two portions. The credit_§§fd nunber is stored using an

i nformation storage process, conprising a client storage process of the
client nodul es 202 executed by the client system 104 and a storage process
of the server nodul es 302 executed by the information server 102, as

descri bed below. 20 New custoner information received by the organisation
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| 1025543 | 34952341 |

15
At step 406, this message is digitally signed. To sign the message, a hash value is
generated from the message content, and the resulting hash value is encrypted with a
private encryption key of the client system 104. All encryptions are based on the standard

RSA public key encryption scheme, described at http://www.rsa.com; however, it will be

20 apparent that other encryption schemes can alternatively be used. The encrypted hash,

being the signature of the client system 104, is added to the message, as follows:

| 1025543 | 3495 2341 | Signature of Client |

At step 408, the entire message is encrypted using a public encryption key of the
25 information server 102. This ensures that the message can only be decrypted by the
information server 102. At step 410, the encrypted message is sent to the information
server 102 using a suitable communications protocol, such as TCP/IP. The process then

waits to receive a reply from the information server 102 at step 412.

30 As the client system 104 waits for the reply, the information server 102 executes an

information storage server process, as shown in Figure 5. At step 502, the encrypted



the first portion as follows: 1025543 3495 2341 15 At step 406, this
nmessage is digitally signed. To sign the nessage, a hash value is

gener at edwDros8g0Re nessage content, and the resulting haskCrawa/ i3
encrypted with a private encryption key of the client system 104. Al
encryptions are based on the standard RSA public key encryption schene,
described at http://ww.rsa.conm howevey, it will be 20 apparent that other
encryption schenmes can alternatively be used. The encrypted hash, being
the signature of the client system 104, is added to the nmessage, as

foll ows: 11025543 3495 2341 Signature of Client At step 408, the entire
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server 1QgssabliSneRSMIRS clifidll 04herd¥BR A9 thhiOihaioRReHRE 1UR! A sRY J0ae
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1025543 3495 2341

15 At step 508, the customer number is hashed using the secure hash server 106. That is, the
customer number is sent to the secure hash server 106 over the Internet 110 using TCP/IP.
All communications between the information server 102 and the secure hash server 106 are
digitally signed and encrypted, as described above, to further enhance security. The secure
hash server 106 generates a hash value from the customer number using a robust one-way
20 cryptographic hash function known only to the secure hash server 106. For example, the
secure hash server 106 could provide the following one way transformation between the

customer number and a corresponding hash value:

1025543 hashes to 2093 8408

25 Hash functions that may be used include standard hash functions such as MD35, available
from RSA at www.rsa.com, but the hash function is preferably a non-standard, undisclosed
hash function so that even if both the client system 104 and the information server 102
were compromised, a third party would still not be able to match records from the

customer database 204 and the registry 304. Such a preferred hash function may be based



10 intact and has not been altered in transit or otherw se corrupted. The
information server 102 has now verified the nessage, and has the custoner
nunber armaOrm3asios2 ei ght digits of the credit card nunber PCIATOINIGBHS:
1025543 3495 2341 15 At step 508, the customer nunber is hashed using the
secure hash server 106. That is, the custoner nunber is sent to the secure
hash server 106 over the Internet 110_yging TCP/IP. Al communications
between the information server 102 and the secure hash server 106 are
digitally signed and encrypted, as described above, to further enhance
security. The secure hash server 106 generates a hash value fromthe

cust oner nunber using a robust one-way 20 cryptographic hash function known
only to toﬁem%ﬁf_ﬁéﬁ@oﬂlaé? sﬁ%ﬁ&éf&rhéﬂﬁﬁma%nsgﬁwﬁmpfeh% haBC HnBtibR ShatSBfsY €T
106 coul d provide the fol low ng one way transformafion between the

cust oner enchrpges sehetteal digits of frenuistognen axwimben huk thet 0366 HEs hnmputta an MIIB 8408
25 Hash &fpjgﬁfﬂi@otns W&g&a be used include standard hash functions such as
MD5, avai clign U www. rsa. com but the hash function is
preferably a non-standard, undisclosed hash function so that even if both

the client system 104 and the information server 102 were conpromi sed, a
t hi rd Sparlhy sgeultaat desh vakyet is rentklom tthe gequed hase seryer lPorintthe infouspbener

dat abase 204 t.he r.egi st 30 Such a.preferred ha fupcti an be
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digits of the custoner nunber and then uses this as input to an MD5 hash

f unct i on i theiragipley 3eb dndesedhy thedghedgnstomes pumpber es fdlogsht from t he secure
hash server 106 to the information server 102, where it is used as a

dat abase key for storing the mddle eight digits of the customer's credit
card nunber at step 510. Tha&ey s, the p@abitaal credit card nunber is stored

in the registry 304, indexed by the hashed custoner| nunber, as foll ows: Key
Dat a 2093 8408 3495 2341

10

The secure hash server 106 is used rather than a hash function stored on the information
server 102, in order to provide enhanced security by physically separating the hash
function from the partial credit card storage.

15 At step 514, the credit card digits are hashed using the secure hash server 106; for

example:

3495 2341 hashes to 9394 2934

At step 516, the hashed credit card digits are included in a reply message with the customer
20 number. At step 518, this reply message is digitally signed. This includes creating a hash
value for the customer number and hashed credit card digits, and encrypting the resulting
hash value using the private key of the information server (IS) 102. The message then

appears as follows:

1025543 | 9394 2934 Signature of IS

25
At step 520, this message is encrypted with the client system’s public key, and the
encrypted reply is sent to the client system 104 at step 522.



2093 8408 3495 2341 10 The secure hash server 106 is used rather than a
hash function stored on the information server 102, in order to provide
enhanced wedassoy2 by physically separating the hash functCamtfosomsshe
partial credit card storage. 15 At step 514, the credit card digits are
hashed using the secure hash server 106; for exanple: 3495 2341 hashes to
9394 2934 At step 516, the hashed creﬁ%%_card digits are included in a
reply message with the customer 20 nunber. At step 518, this reply nessage
is digitally signed. This includes creating a hash value for the custoner
nunber and hashed credit card digits, and encrypting the resulting hash
val ue using the private key of the information server (1S) 102. The nessage
then appears as follows: 1025543 9394 2934 Signature of IS 25 At step
520, this nessage is encrypted with the client system's public key, and the
encr ypt eRetvepihy to Fignend, the redeeved éneryptelyeplyns Hedrypted sising the 2lien\By§8m88052
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credit card digits included in"the reply are combined with the second 5
porti én pértichef theededit card dumbehde formpart enceded asd poesumablnidvalide stediiivayd

invalid, credi rd__nunber, for e _,cust o . At step 420,.the encoded
rod t  cHIBA AR PuBngy oat s 470w B crelle BHERuDG i sl U e
CUST OITET cRUGHAEY dafibale 204, aRRSEd bPihe daStohfel hidtvber deldsdabibRée Wono&@:25543
Card number: 3647 9394 2934 1942 10 Consequently, theft of the custoner

dat abase 204 will not provide valid credit card
Customer number: 1025543

Card number: 3647 9394 2934 1942

10 Consequently, theft of the customer database 204 will not provide valid credit card

numbers.

Similarly, the registry 304 stored on the information server 102, appears as follows:

Key Data

2093 8408 3495 2341

15
As only the first portion of the credit card number is stored in the registry 304, theft of the
registry 304 also does not provide credit card numbers. Moreover, because the
registry 304 is indexed by the hashed customer number, there is no apparent direct link
between the credit card portion stored in the registry 304 and the complementary portions

20 stored in the customer database 204. In order to reconstruct the credit card numbers, a
thief would need to have access to the customer database 204, the registry 304, the hash
function used by the secure hash server 106, and would need to know how to combine the

two portions.



nunbers. Simlarly, the registry 304 stored on the information server 102,
appears as follows: Key Data 2093 8408 3495 2341 15 As only the first
portion oWotlnessesedit card nunber is stored in the regi st PgTBI3/00438ft oOf
the registry 304 also does not provide credit card nunbers. Moreover,
because the registry 304 is indexed by the hashed custoner nunber, there
I's no apparent direct link between thg credit card portion stored in the
registry 304 and the conplenentary portions 20 stored in the custoner

dat abase 204. In order to reconstruct the credit card nunbers, a thief
woul d need to have access to the custoner database 204, the registry 304,
the hash function used by the secure hash server 106, and would need to
know how to conbine the two portions. WO 03/088052 PCT/ AUO3/ 00433 -12

Al though the described enmbodi ment includes dividing the credit card number
in a reAithowgh yhes |da$ﬂr$edaembmd1myntemcﬂlab‘s | digidinege the doddat earghnuldbgn urs athe

credit card number ld alt t be.d d b
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for each customer, such as by making it depend upon sone other attribute
of thé calidroatediginfborvarerpthis wid bg amdb gyen m@r«t eeaplex by rraalmﬁw@rdlwmgd be
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divisions can be used, making it extrenely unlikely that a party having
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ot eS8 AREERE it B RS B BB o
| evel100f be apphirédt ¥hA\RinydonRleddivisiGisvan®e usyd neiking it extremely unlikely that a
party having access to both databases would be able to reconstruct credit card numbers
without also having access to the sequence generation process code. Consequently, the
information storage system provides a greatly enhanced level of security over prior art
storage systems.
15
The information server 102 may be owned and operated by the same organisation that
owns and operates the client system 104, but may be alternatively owned by a second
organisation that provides information storage services to client organisations for a fee. In
order for the client organisation to make use of the customer credit card number, it must, of
20 course, be reassembled at some point in order to process a credit card transaction.
Transaction processing is performed using a transaction process, comprising a client
transaction process of the client modules 202 executed by the client system 104, and a
transaction server process of the server modules 302 executed by the information server

102. Two preferred embodiments of the transaction process are provided, as described

25 below.

In a first preferred embodiment of the transaction process, the client system 104 executes a
client transaction process, as shown in Figure 6. A customer of the organisation will have
incurred charges, by ordering products and/or services of the client organisation, for
30 example. This might be achieved through a customer using a web browser application

executing on a computing device to access a web server and transaction engine (not



15 The information server 102 may be owned and operated by the sane

organi sation that owns and operates the client system 104, but nay be

al t ernat iwelog/ogssned by a second organisation that provi desTiAtfosomasi on
storage services to client organisations for a fee. In order for the
client organisation to make use of the customer credit card nunber, it
must, of 20 course, be reassenbled at _sgme point in order to process a
credit card transaction. Transaction processing is perfornmed using a
transaction process, conprising a client transaction process of the client
nodul es 202 executed by the client system 104, and a transaction server
process of the server nodul es 302 executed by the information server 102.
Two pref piadi t el i
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browser application executing on a conputing device to access a web server
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client system 104 via the | nternet for ex lL.e, ar by .so ot her,

ot andar o TRETRs perm i, REARE PO ol andleoftd PR At gHFaBRT Bp e By a

| east t h%tepCG@G,OﬁT'&é%Lfest_ GeRbdgki isadrbABd Nhehdinhg aRE custohfdh SAmibed tiRNBAdded The
client transaction begins at step 602 when the encoded cr edi t card nunber
of the cubashadrporsion &xirthe wasfomen srediecas] ausbeeind fatalgye drapsastiopmusthsp 604,
t he enco r.edi i.5.Split into two portions, being the
encoded %%gg%gﬁgg%%&%ﬁgdﬁﬁggg%gggmbortion, as descri bed above. At step
606, B) request nessage is created including the custonmer nunber, the
encoded (hashed)—portion of the custoner credit card nunber and a uni que
transacti on nunbepusteisers Nwabert o | dnsodadan Laedit pArangactoginugibst 10

Card digits
1025543 9394 2934 99594

The message is then digitally signed, encrypted with the public key of the information
server 102, and sent to the information server 102, at steps 608 to 612, respectively. At
step 614, the process waits to receive a reply from the information server 102. In the
15 meantime, the information server 102 executes a server transaction process, as shown in
Figure 7. After receiving the encrypted message at step 702, the message is decrypted with
the information server 102's private key, at step 704, and the decrypted message is verified
at step 706 using the client system 104's digital signature. At step 708, the customer
number is hashed to generate a database key for the registry 304. At step 710, this key is
20 used to retrieve the first portion of the customer's credit card number from the registry 304.
At step 712, the retrieved partial credit card number is hashed, and at step 714, the hashed
partial credit card number is compared to the hashed value in the message. If these two
values are not equal, then a reply message is created at step 718, containing an error code
indicating that the customer data was not valid. Alternatively, if the values are equal, then
25 at step 720 a reply is generated including the partial credit card number and the unique

transaction number, as follows:



Cust oner Nunmber Encoded Credit Transaction nunber Card digits 1025543 9394
2934 99594 The nessage is then digitally signed, encrypted with the public
key of thwoiofssosnti on server 102, and sent to the informatiAan3isenyer 102,
at steps 608 to 612, respectively. At step 614, the process waits to
receive a reply fromthe information server 102. In the 15 nmeantine, the

I nformati on server 102 executes a serygﬁ_transaction process, as shown in
Figure 7. After receiving the encrypted nessage at step 702, the nessage is
decrypted with the information server 102's private key, at step 704, and
the decrypted nmessage is verified at step 706 using the client system
104's digital signature. At step 708, the custonmer nunber is hashed to
generate a database key for Jrm [STTY 30 r—S}ep 710, this key is 20
used to retrieve the first por?ﬁ%ﬁg%@ tie c%??@ner s credit card nunber
fromthe registry 304. At step 712, the retrieved partial credit card
nunber i s hashed, and at step 714, the hashed partial credit card nunber

i s conpadedither dabe thasdpdyl is/digtially sighdde theesigragereplyf isteneryptedwsing/the pabliar e
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the val ugssBpL72MdahR6, fhgdtidgdlyat step 720 a reply is generated including

the partial credit card nunber and the unique transaction nunber, as
foll ows: WD 03/088052 PCT/ AUO3/ 00433 -14 3495 2341 99594 In either case,
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sent to tsh&erillio@Ndndsths redly 10hen varified, aPstey 883.1 If, 4t3fep 6205 RES HetéRhivied that
Returning to Figure 6, the reﬁly is decrypted at step 616 using the private
key of t rgﬁbe Eaplhe trdicatess ab gyren Ahem g snen@ﬂefgwrangaqtueéris \iepieflj and, thgtereordp 618.
If, at s v ad itk S1o ' el . ry: 1t hen
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10 not indicate an error, then at step 623 the transaction number in the reply is compared with

the transaction number in the original message, to confirm that they are identical. If not,
then at step 622 the transaction is again denied and the error is processed. Otherwise, at
step 624 the transaction number returned in the reply is used to determine the
corresponding request message. (Although the client transaction process of Figure 6 is
15 shown as a single process, the generation and sending of a request message on the one
hand and the processing of replies on the other hand can be executed as separate processes

due to the latencies of the various components of the system.)

At step 626, the customer's complete credit card number is reconstructed from the first
20 portion contained in the reply received from the information server 102, and the second
portion from the customer database 204. At step 628, the transaction is processed using
the transaction modules 208 of the client system 104. This requires transmission of the
complete credit card number to the transaction server 108, which is owned and operated by
a transaction acquirer, such as a bank. This communication of the complete credit card
25 mnumber is the only time that the complete credit card number is transmitted by the
information storage system. This transmission is preferably secured by including a digital
signature of the client system 104, and encrypting the message with the public key of the
transaction server 108, but can alternatively be secured by other methods used by the

transaction acquirer. To further enhance security, the complete credit card number may be



processed, and the client transaction process then term nates.
Alternatively, if the reply did 10 not indicate an error, then at step 623
t he transwotmsossosunber in the reply is conpared with thePCTai®an043sn
nunber in the original nessage, to confirmthat they are identical. If not,
then at step 622 the transaction is again denied and the error is
processed. CQtherwise, at step 624 thejfransaction nunber returned in the
reply is used to determ ne the correspondlng request message. (Al though
the client transaction process of Figure 6 is 15 shown as a single process,
t he generation and sending of a request nessage on the one hand and the
processing of replies on the other hand can be executed as separate
processegentdHg 4 Privig ﬁe’i‘&z@fkcfa%ﬁeroﬁlaﬁ hepiiid esBnReFReRRN hewetk khéh aythem )
At step 626, the custoner's conplete credlt card nunber is reconstructed
fr om t heIritemst 11020 portion contained in the reply received fromthe
informati on server 102, and the second portion fromthe custoner database
204. At step 628, the transaction is processed using the transaction

nodul es 28 Qhe tfABsHetibe Wetadly Ha@BbbOl senktoSthe Qftakictidn tdcaiser $isd BrRdRfcatdie
conplete credit card nunber to the transaction server 108, which is owned
and oper atmbey desirqyied atstep 63h aad thei dient transadiioarecassierds. Thi s comuni cati on
of the conplete credit card 25 nunber is the only tinme that the conplete
credit card nunber is transmtted by the information storage system This
transm ssh @RedondPrefefredlbmbodiatant 66the)ranbatiot iphsbess, dhedirhdhctionl oedsing i©f t he
client system 104, and encryptlng the nessage with the public key of the
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of the transaction process e transacti on processing Is per ormed by the
i nformation server 102, rather than by the client system 104. In this

Encoded Credit Card number | Customer Number | Transaction number

3647 9394 2934 1942 1025543 99594

15 This request message is then signed, encrypted, and sent to the information server 102 at
steps 806 to 810. While the client system 104 waits to receive a reply from the
information server 102 at step 812, the information server 102 executes a server
transaction process, as shown in Figure 9. As in the first preferred embodiment, the
message is received, decrypted, and verified at steps 902 to 906, and the customer number

20 is hashed using the secure hash server 106, at step 908. At step 910, the resulting hash
value is used as a database key for retrieving the middle eight digits of the customer's

credit card number from the registry 304, as follows:

1025543  hashes to 2093 8408

Key Data
2093 8408 3495 2341

25



enbodi ment, the client system 104 executes a client transaction process as
shown in 10 Figure 8. At step 802, the custoner's encoded credit card
nunber i swoasssesed from the custoner database 204. At swPep/AAd4/0043r equest
nmessage i s constructed including the encoded credit card nunber, the
custonmer nunber, and the transaction nunber as follows: Encoded Credit
Card nunber Custoner Numnber Transacti9@6nunber 3647 9394 2934 1942 1025543
99594 15 Thi s request nessage is then signed, encrypted, and sent to the
information server 102 at steps 806 to 810. Wiile the client system 104
waits to receive a reply fromthe information server 102 at step 812, the
informati on server 102 executes a server transaction process, as shown in
Figure 9 -At'%?e# dmt, fest kfiddie re{gt%ft Qi drERRALE TBAL thd fRurc B3R 3896l F0d, 86€1Y €d,
decrypted, a verlfled at steps 902 to 906, and the custoner nunber 20 is
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transaction results are received from the transaction server 108 over the Internet 110.
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Alternatively, if the information server 102 is owned and operated by the same
organisation that owns and operates the transaction server 108, then communication of the
customer's complete credit number can be entirely within a secure internal network of the
15 organisation. After the transaction is complete, a reply message is constructed at step 924

including the transaction results, and the unique transaction number, as follows:

Transaction results 99594

The reply is then digitally signed, encrypted using the client system’s public key, and sent
20 to the client system 104 at steps 926 to 930.

Returning to Figure 8, the encrypted signed reply message is received at step 812,
decrypted at step 814 and its content verified at step 816. At step 818, the transaction
number included in the reply is used to identify the corresponding request, as described

25 above. At step 820, the transaction results are processed as required. The transaction data
. can be keyed by the unique transaction number. Any interception of the reply message in

and of itself provides insufficient information to be useful to a third party. Furthermore,

the client system 104 never has access to the complete credit card number.



Internet 110 to the transaction server 108 for final processing. At step
922, the 10 reconstructed credit card nunber, having been used, is

dest r oyedwOAB/08%06p 923, the transaction results are receiPcadtfosomsshe
transaction server 108 over the Internet 110. Alternatively, if the

I nformati on server 102 is owned and operated by the sanme organisation that
owns and operates the transaction serygy_ 108, then conmunication of the
custoner's conplete credit nunber can be entirely within a secure internal
network of the 15 organi sation. After the transaction is conplete, a reply
nmessage is constructed at step 924 including the transaction results, and
the uni que transaction nunber, as follows: Transaction results 99594 The
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message at step 1102. At step 1104, the message is decrypted and verified. At step 1106,
15 the customer number included in the message is hashed using the secure hash server 106,
and at step 1108, the hash value is used as a database key to retrieve the customer's credit
card digits from the registry 304. At step 1110, these digits are hashed and the hash value
is compared to the hash value included in the deletion request message. If, at step 1112,
the values are not found to be equal, then an error reply message is created at step 1114.
20 Otherwise, at step 1116, the record in the registry 304 containing the customer's credit card
digits is deleted, and at step 1118 a reply message is created, indicating the customer's data

has been successfully deleted, and including the customer number as follows:

deletion success code | 1025543

25 In either case, the reply message is signed and encrypted at step 1120, as described above.
The encrypted signed reply message is sent to the client system 104 at step 1122.
Returning to Figure 10, the reply message is received from the server 102 at step 1008.
The message is decrypted and verified at step 1010. If, at step 1012, the message indicates

that an error occurred on the information server 102, then the appropriate error processing



the custoner database at step 1002. At step 1004, a del etion request
nmessage is created 10 including the custonmer nunber and the encoded digits
of the cuwDo®Es0s2 credit card nunber. At step 1006, the mETsEWa/00483si gned,
encrypted and sent to the information server 102, as descri bed above. The
information server 102 executes a server deletion process, as shown in
Figure 11. The information server 102_receives the del eti on request

nessage at step 1102. At step 1104, thé nessage is decrypted and verified.
At step 1106, 15 the custonmer nunber included in the nessage is hashed
usi ng the secure hash server 106, and at step 1108, the hash value is used
as a dat abase key to retrieve the custoner's credit <card digits fromthe
registry r is
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st ep 1112redittdaed nﬁ’bmeﬁloansrerrmvedl fronuthe oudtemendeddbase A@4) and therprocess empdsy
nmessage is created at step 1114. 20 Ot herwi se, at step 1116, the record in
the registry 304 containing the custoner's credit card digits is deleted,
and at StSihi ﬁéal@l?'a af ﬁ@bﬁmﬁf‘%ﬁ %?@@elbt?orpﬁl%@és%choeb REh&3hE A \Rrvcd 028 the dat a
has been stUccessfully deleted, and including the custonmer nunber as
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at step 1008. The nessage is decrypted and verified at step 1010. If, at
step 1012, the message indi cates that an error occurred on the information
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customer's credit card nu
the credit card accounts o other customers, because at no point would all of the credit card

15 information be compromised. Compromise of both the customer database 204 and the
registry 304 does not compromise credit card numbers, because the secure hash server 106
is required to associate data records in the customer database 204 and the registry 304.
Loss of the registry 304 would make it impossible to process transactions. For this reason,
remote and secure mirroring of the registry 304 is preferred. Similarly, loss of the secure
20 hash server 106 would make it impossible to process transactions. However, backups of

the secure hash server 106 would address this issue.

The system uses public key cryptography to render the links between the client system 104
and servers 102, 106, 108 secure, so as to provide authentication of the sender and the
25 integrity and privacy of the message. These safeguards are used because of the desirability
of separating the two databases physically, and the attendant risk of compromise of

communications.

Although the preferred embodiments have been described above in terms of stored credit
30 card numbers, it will be apparent that the system is applicable to any kind of information

that meets a number of criteria. First, the information can be split into two or more parts,



The information storage system provides a nunber of benefits, sonme of which
have been 10 di scussed above. For exanple, although conprom se of the

i nformat iwp 03e8808 102 or the client system 104 coul d al CTCANPOOIIB Se
those custoner credit card accounts that were charged (for conprom se of
the information server 102) or first entered (for conprom se of the client
system 104) during the period of conprqgise, this would still not

conprom se the credit card accounts of other custonmers, because at no
point would all of the credit card 15 informati on be conprom sed.

Conmprom se of both the custoner database 204 and the registry 304 does not
conprom se credit card nunbers, because the secure hash server 106 1is
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enbodi nents have been descri bed above in terns of stored credit 30 card
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system. As a four digit quantity (e.g., 03/02) with only one bit of information in the first

15 digit (always a 0 or a 1) and at most two bits in the fourth digit (because credit cards are
typically issued to expire at most three years in the future), there are few possibilities. If

the first two digits are split away, there are at most four possibilities for the second two. If

the first and the fourth are split off, there are only six possibilities. This four-digit quantity

cannot be adequately protected using the information storage system unless it is first pre-

20 processed.

Such pre-processing can be done in many ways: one example is the generation of a random
sequence of the digits from 0 to 9 (for example, “4960582713”) and a key (in this case
“4947”) giving the offsets of the digits required. In this example, the offsets provide the
25 fourth, ninth, fourth and seventh digits of the sequence, yielding “0302”. Thus, the four-
digit quantity can be encoded as a combination of the random sequence and the key. Thus
the four-digit key can be combined with the random sequence in some way (e.g., the four-
digit key could be used as a prefix or suffix, or inserted into the random sequence at an
intermediate position, to form a fourteen digit number), and the resulting number can be
30 divided into a first portion and a second portion, as described above. Using this method,

data with as little information content as a single binary digit or bit (a 0 or a 1) can be



regeneration, the better the protection. For exanple, a credit-card with 8
m ssing digits would be able to be regenerated using trial and error by
cycling twooagssoat | the possi bl e conbinati ons, but at one PamtAdOpO438r
second, 10 this would take over three years. A credit card nunber cannot
be protected, however, by splitting off a single digit, because credit card
nunbers are fornul ated using a check-dhgit system and a single m ssing
digit can be re-generated fromthe other 15 digits. Another exanple: a
credit-card expiry date would be protected only extrenmely weakly using this
system As a four digit quantity (e.g., 03/02) with only one bit of
information in the first 15 digit (always a O or a 1) and at nbst two bits
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fourtmen digit nunber), and the resulting nunber can be 30 divided into a
first portion and a second portion, as described above. Using this nethod,
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i nt er est textual and certain other kinds of information are not in general so well suited to division

because each component may be ‘readable’ to some degree, depending upon how the
15 information is divided. However, if the information is first scrambled or otherwise encoded
in some manner that makes it unintelligible without the appropriate decoding step, then the
system can be used to effectively divide and store the encoded information. Moreover,
most encoding methods require the encoded information to be complete and intact in order
to be decoded. In particular, an encrypted item of information, such as an encrypted
20  document, cannot be decrypted if the encrypted document is not complete. Accordingly, a
document could be encrypted and then divided into portions that are stored separately, as

described above.

This provides secure storage of documents with arbitrary content. It will be apparent that
25 this process is not restricted to text documents, but can be used to securely store any type

of information or data that can be represented electronically.

Finally, the splitting into two components is simple and in most cases sufficient. However,
it will be apparent that the system can be extended to divide information into more than
30 two components, further reducing the risk of compromise by collusion. However, it will be

apparent that it is not necessary to use further division at all. Any method that generates



The information storage system can be used to protect many ki nds of

val uable information. 5 For exanple, it can be used to securely store
account rwolwa8s0fe. g., bank account nunbers), financial daqecanttosiess3(e.g.,
account bal ances), nanes (e.g., cardholder information, patient nanes),
and so on. Moreover, the system can be used to protect nultiple pieces of
information in one application, for exgyple, in the credit card exanple,
protecting cardhol der details in addition to the credit card nunber. 10 Due
to the seemngly arbitrary arrangenents of nuneric information (such as
credit . card and account nunbers), they are well suited to division and
separate storage. In contrast, textual and certain other kinds of
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reduci ng the risk of conprom se by collusion. However, it will be apparent
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divided so as to separate the handling of the interaction with multiple servers (and their

synchronisation) from other parts of the client functionality, creating a three-tier

15 architecture: client(s), gateway, and server(s).

Such communication with multiple servers can involve potentially quite remote servers,
accessed, for example, using the Internet. Such communication often involves substantial
latencies, and in these circumstances it can be advantageous to group together batches of

20 transactions for handling as a group. In this way a series of transactions to be carried out is
sent as a batch to a server (or servers), where they are processed and the results of each
transaction are then bundled and returned together to the client. Where the communication
latency is large in comparison with transaction processing time on the server, this approach
can result in significantly improved performance.

25
As described above, any compromise of the customer database 204 alone is ineffective (in
that no sensitive information is contained in that database alone), and for the same reason
any compromise of the server registry 304 alone, or the customer database 204 and the
server registry 304 together in the absence of access to the secure hash server 106 is also

30 ineffective. Nevertheless, the information storage system may be vulnerable to a

compromise of the client system 104 where such compromise is sufficiently extensive to



two or nore conmponents frominput information, fromwhich the input

I nformati on can be re-generated, and where the conponents are not in

t hensel vewowsm8sesz val uable, or intelligible (as the casecrmuobe)43san be
used. 5 The potential for tenporary failure of the systemdue to

unavail ability of access to a working server (e.g., the information server
102 or the secure hash server 106) canppe reduced by the use of multiple
synchroni sed servers. This increases the overall availability of the
system but introduces additional conplexity in managi ng connections to
multiple servers and their synchronisation. However, techniques to
synchronise nultiple servers are 10 known and established. For exanple, to
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enforcing a minimum time between transactions) can make such brute-force approaches
15 ineffective and can lead to the consequences described above, including the raising of an

alarm, enabling the detection of the compromise.

When data on the information server 102 is updated (such as when a customer of an
organisation using the system informs the organisation of his or her new credit card
20 number), there is no requirement that the previously valid data be deleted. Transparently
to the client system 114, the information server 102 can keep track of any number of old
versions of data by version or by timestamp, rather than over-writing them with the
updated information each time. This approach of data “versioning” in the information
server 102 can give the client system 104 access to such facilities as roll-back of
25 transactions very simply. Equally importantly, it can make the checkpointing of databases

by time or by version easy to implement.

There is no requirement to use all of the information in the output (the hash digest)
produced by the secure hash server 106: it can be readily identified that the size (number of
30 bits) in the output of the secure hash server 106 is only that required to make co-incidental

matches unlikely. The use of 64 bits (for example) is more than sufficient in most cases



WO 03/ 088052 PCT/ AUO3/ 00433 -22 enable access to the custoner database 204
and provi de authorised access to the information server 102, because such
a conpronweadsineseszl al | ow a brute-force attack. The party PGaiAtiongo433

unaut hori sed access would be able to process the custoner database 204,
record by record, querying the information server 102 for the conpl etion of
each record in 5 turn, and thus possibhy defeating the protection offered
by the informati on storage system There are several nethods that can be
used to defeat or |imt such conprom se. Firstly, «client access can be
limted by rules appropriate to the business of the owner of the custoner
dat abase 204. Such rules can include I[imtations by tinme of day, day of
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access, slowing of access, or the raising of alarns, either together or in
conmbi nation. Furthernore, methods such as transaction throttling
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30 bits) in the output of the secure hash server 106 is only that required
to make co-incidental matches unlikely. The use of 64 bits (for exanple) is
nor e t harweuwBfsswsent in nost cases WO 03/088052 PCT/ AU0O3/ ®@0483J030@33f or
this purpose, whereas common hash functions produce between 160 and 1024
bits in their output digests. The interposition of a transformation
function (whether a sinple subsetting_fmnction, such 5 as the use of only
the first 64 bits, or sonething nore conplex) can be used to provide a
mechani sm where an entire database can be re-keyed effectively instantly:
sonething that mght well be required in the event of a conprom se of a
client database. This re-keying can be done by storing the entire digest
wi th each record, but conparing only against the output of the
transf or ABYISt unction. Re-keying of a database of essentially arbitrary
size 10 can be achieved effectively instantly by sinply changing the
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data fromsaid i nformation, such that said information can be generated
fromsaid farrdeitaldjmeaetamndnethusﬂ: is mfcﬁsd)lfdmth onl}awmt ofshd fpsedhdd andsaibstcosd i s

i nfeasible wth | y .one of aid second data, and for
storing an %{\% ﬁ??é}owgt%lggﬁbtdqr Hﬂﬁrg?d% renote server for storing
said second dat@métd Serddt PRERHRAE shideRboidd @ita %ﬂﬁé@bﬁ%de& i@mtisiad Henerated
identifier. 10 2. A systemas clained in claim1l, wherein said renote

server is aftemtseid identifiand an

10 2. A system as claimed in claim 1, wherein said remote server is adapted to send an
encoded version of said second data to said client system, and said client system is
adapted to generate an encoded version of said information from said first data and said

encoded second data, and to store the encoded information with said identifier.

3. A system as claimed in claim 2, including a remote hash server for generating the

15 encoded second data.

4. A system for storing information having a predetermined use which requires said
information to be secured, including;:
a client system for storing an encoded version of said information and an
identifier, the encoded information having been generated from first data of said
20 information and an encoded version of second data of said information, wherein said
information can be generated from said first data and said second data, and said
predetermined use is infeasible with only one of said first data and said second data;
and
a remote server for storing said second data and an encoded identifier generated

25 from said identifier;

wherein said client system is adapted to send at least the encoded version of the

second data to said remote server.



encoded version of said second data to said client system and said client
systemis adapted to generate an encoded version of said information from
sai d firswodawssoand said encoded second data, and to storPeTiAI®3EM3dded
information with said identifier. 3. A systemas clained in claim2,
including a renote hash server for generating the 15 encoded second data.
4. A systemfor storing information haying a predeterm ned use which
requires said information to be secured, including: a client systemfor
storing an encoded version of said information and an identifier, the
encoded i nformati on having been generated fromfirst data of said 20

i nformati on and an encoded version of second data of said information,

wherei n sai g dyakR ARtiAMed 30 chenoenaciaing 4 bRAIRH of daid sdmdletsarven thrdiad d
second data, and said predetermned use’is infeasible with only one of

sai d first ghewayafer sdéadingedioleast durcaol thentemote satvers, sadvier feorardingrdaty sai d
second data _and enc d jdentifier generatied, 25 fromsaid identifier;
ohor o on el RemlaRlainl SRR b BhsAEMEL RuBSt ofieloW I coded ver i on
of the seﬁgnd date}to sai d. renot.e iﬁr.\/er. 03/ 088052 PCT/{ AU03/ 0043 -25
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and for forwarding data received fromsaid client systemto the sel ected
at | east oniaforentive, siehvkat said inferpatoesan bogersraed figni siid findtdatnardasaicdhy a
predeterm ned u whi ch requires said 5 information jo.be secured, .

Phol udi ng. GerenGartoa sad HRdPERnRal Sse Suird e ot pBed BsRE oRfifaiesh seid,
such that sgisglddthbed 888 k&ongamabe generated fromsaid first data and said
second data, and said predeterm ned use cannot be perforned using only one
of said first data and said second data. 7. A process as clained in claim
6, including pweessass wipimad odeeledata helgingaiganerating encoded data from said

10 information, wherein said first data and second data are generated from said encoded

data.

8. A process as claimed in claim 7, wherein the quantity of said encoded data is

substantially larger than quantity of said information.

9. A process as claimed in claim 7, wherein said step of generating includes encrypting

15 said information.

10. A process as claimed in claim 6, wherein said first data and said second data are stored

at respective locations physically remote from one another.

11. A process as claimed in claim 6, wherein the process is executed by a client system,
and the process includes:
20 sending said first data and an identifier to a remote server for storage; and

storing said second data and said identifier.

12. A process as claimed in claim 11, wherein an encoded identifier generated from said

identifier is stored with said first data.

13. A process as claimed in claim 12, wherein said encoded identifier includes a

25 cryptographic hash of said identifier.



10 information, wherein said first data and second data are generated from
said encoded data. 8 A process as clained in claim7, wherein the
guantity wbosassdsencoded data is substantially |arger thacToguasvi43y of
said information. 9. A process as clainmed in claim?7, wherein said step of
generating includes encrypting 15 said information. 10. A process as
clainmed in claim6, wherein said firstydata and said second data are stored
at respective |ocations physically renote fromone another. 11. A process
as claimed in claim6, wherein the process is executed by a client system
and the process includes: 20 sending said first data and an identifier to a
renote server for storage; and storing said second data and said

identifigy.a i)?ocegs R AGERS i@aagh 3B NBHerbh SlPhdEh }slrenw&n%ieﬂbrﬁed R6604%esh

identifier generate rom sail rdentifier 1s stored Wth said first data.
13. A pr ocefsactam wikabwado said cliaitsyten ant enknowrst sidaeoottestriedent i fi er
includes a 25 cryptographic hash of said identifier. WD 03/088052

PCT/ AU03/ 00433 -26 14. A.process .as clainmed in claim 13, wherein said hash
is renntégyAégﬁﬁ?%W%ém' pﬁgcgnﬁiiﬁmgmﬁﬁ@tion unknown to said client system

and unknown t gecgiifth 5PEMRbBeEPEMBh of ddid fifst REAGRSS sAld réthéte¥BFet; Ang! ai m 11,
i ncludi ng: receiving an encoded version of said first data fromsaid renote

serve; and 5 ggesvating imencadedrosigadisaidshipametion om thafeaeorsd i fopt datdand he
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process had s&l ddnfifiet. Nf Or mati on having a predeterm ned use which requires
said information to be secured, including: 10 receiving an identifier and
first data froma c|ient, system having second data, said _, . .
16. A process for storing” information having a predetermined use which requires said
information to be secured, including:
10 receiving an identifier and first data from a client system having second data, said
first data and said second data being such that said information can be generated from said
first data and said second data, and said predetermined use cannot be performed using only
one of said first data and said second data; and
storing said first data with an encoded identifier generated from said identifier,

15 without storing said identifier.

17. A process as claimed in claim 16, including:
generating encoded first data from said first data; and
sending said encoded first data to said client system for storage with said second

data and said identifier.

20 18. A process for generating information having a predetermined use which requires said
information to be secured, including:
determining, on the basis of an identifier, first data of said information;
receiving second data of said information from a remote server; and
generating said information from said first data and said second data, wherein said

25 predetermined use is infeasible with only one of said first data and said second data.



first data and said second data being such that said information can be
generated fromsaid first data and said second data, and said

pr edet er mvoad/o8ss2 cannot be perforned using only one of ®ardudonesssdat a
and said second data; and storing said first data with an encoded
identifier generated fromsaid identifier, 15 without storing said
identifier. 17. A process as clained i4;claim16, including: generating
encoded first data fromsaid first data; and sending said encoded first
data to said client systemfor storage with said second data and said
identifier. 20 18. A process for generating information having a

predet ermi ned use which requires said information to be secured,

i ncl udi ncﬂ; determning, on the basis of an identifier, first data of  said
i nf or mat 18nA preceseiar Spgerating Mafornationods elaimeed; wr daipmd S.oimciding sen

server; an n
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19. A process for eneratln information as clainmed in claim18, including
sendi ng sai&ney Qmﬁﬁﬂl‘i‘@@&?d renote server, and said step of receiving
i ncludes receiving, fromsaid renote server, sai d second data determ ned
on theg bagig Biocald QQC&%ﬁﬁd' ﬂfrmnfn' 4R, mu&mgt 86nd rQMA SaltmbEGtof I @id 5
20. A process as claine n aim 18, i ncluding using said information for
said predgredetemededise aad dthenhbisvadiisg saidlinfgrnsagiod. | nf or mati on. 21. A process
for generating information according to claim20, wherein said information
i ncl udes redit ard nupb r nd . said redt Qfdj £S. i
processi %3 PreGeRy 5|g§flerf’ Qakion fge rﬁgngb S egm é”?heaﬂ“&F%ﬂ.‘? R T i

nunber. 10 j3dndés Ar &8s scaf&rnuﬁ%ﬁraﬁal e ippédetdimidedNudeaitich@led Rb&Psihgrdan ned
use which requires said information to be secured, including:
financial transaction on the basis of said credit card number.

10 22. A process for generating information having a predetermined use which requires said
information to be secured, including:
receiving an identifier;
determining first data of said information on the basis of said identifier; and
sending said first data to a client system to enable said information to be generated
15 from said first data and second data of said information, wherein said predetermined

use is infeasible with only one of said first data and said second data.

23. A process for generating information having a predetermined use which requires said
information to be secured, including:
determining, on the basis of an identifier, an encoded version of said information,
20 the encoded information having been generated from first data of said information and
an encoded version of second data of said information; and
sending said identifier and said encoded information to a remote server for
generation of said information from said first data and said second data, wherein said

predetermined use is infeasible with only one of said first data and said second data.



receiving an identifier; determning first data of said information on the
basis of said identifier; and sending said first data to a client system
t o enabl eweaBssont or mati on to be generated 15 from said PCTstUd@043 and
second data of said information, wherein said predetermned use is
infeasible with only one of said first data and said second data. 23. A
process for generating information havhgg a predeterm ned use which
requires said information to be secured, including: determning, on the
basis of an identifier, an encoded version of said information, 20 the
encoded i nformation having been generated fromfirst data of said
information and an encoded version of second data of said information; and
sending said identifier and said encoded information to a renote server for
gener at i 8A. Afprecessl farrgepenating dnformalipnshaving @ predelgamined wee shidh wavisefasagtht a,
wher ei n sai redetermn use ks i nfeasible with only one of said first
data and saﬁﬁo"@é@g‘hg" a%eﬁ.ﬁ‘%%%‘g]é‘ﬁ%s%z PCT/ AU03/ 00433" -28 24. A process
for generati ngedefiy apidentifidrami ag eAcqiled detstinoMmeid itfoemutivrgh requires said

information to be secured, including: receiving an identifjer and an
encoded ver si @gteBRingng frst fats phepd sHormation ophe basty afispidhideptifiersor sai d
information o . [: S : Ed kdent ) icer; I P tion
from rs)jgi d fi rg? ﬁ%gt%@a%{ﬁ lfs?%gg%ﬁ dg'? % %)41& tﬁﬁget de%%o egé&%ﬁ}ﬂ%ﬁa ﬂ]oelné,}ﬁc\%ﬁge?ei n
sai d pr edet@forinadon,uskerein said predetetmained tuse dninfeasibde ofithsailyl ohe roftsaiddfitse and
sai d second_data; using said information for said predeterm ned use; and
di scardi ng %@Wqﬁﬁ‘g?%ﬂlﬂ‘?éﬁ?; 10 25. An information storage system having

conmponent s fO?B%%Htimgmam’dﬁﬁ%ﬁﬁg%“%%&a%“; gclaims 6 to 24. 26. A

conput er -r ead storage nedi ving stored thereon program code for
executi ng t he disceydmgodaidaimfororationf clainms 6 to 24.

10  25. An information storage system having components for executing the steps of any one

of claims 6 to 24.

26. A computer-readable storage medium having stored thereon program code for

executing the steps of any one of claims 6 to 24.



