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IC CARD AND PORTABLE ELECTRONIC DEVICE
FIELD

Embodiments described herein relate generally to an IC

card and a portable electronic device.
BACKGROUND

In recent years, an IC card that includes an
integrated circuit (IC) chip has been widely spread. Since
the IC card is of a portable size, it is sometimes called a
portable electronic device. The IC card is not only used
for credit cards, commuter passes, and other settlements of
commercial transactions, but is also used as identification
cards (IDs), such as employee IDs, membership IDs, and
insurance IDg, in various fields.

The IC card may be roughly divided into a contact type
and a non-contact type. Since the contact type IC card
operates by power fed by a contact terminal, it can obtain
a sufficient supply current from a terminal of an IC card
reader/writer, etc. On the other hand, since the non-
contact type IC card operates by power supplied in a non-
contact manner via an antenna, there is a possibility that
a small~amount of current is obtained from a terminal, or
‘thafz if there8§é distance between the terminal and the
card, sufficient power for operation may not be obtained.

For example, an advanced IC card with a fingerprint
authentication function is known. However, since such
advanced IC card executes processing with a heavy load,

such as image processing, the advanced IC card is realized
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by the contact type IC card where sufficient power can be
obtained. Since there is a possibility that sufficient
power may not be obtained, this is difficult to be realized
by the non-contact type IC card.

Furthermore, there is known a mechanism for
automatically lowering a frequency of an oscillator inside
an IC chip of an IC card (inner oscillating frequency)
depending on the power supply amount, and reducing a power
amount necessary for operation.

BRIEF DESCRIPTION OF THE DRAWINGS

A general architecture that implements the various
features of the embodiments will now be described with
reference to the drawings. The drawings and the associated
descriptions are provided to illustrate the embodiments and
not to limit the scope of the invention

FIG. 1 is a block diagram showing an example of an IC
card system according to an embodiment.

FIG. 2 is a top view showing an example of an IC card
according to the embodiment.

FIG. 3 is a cross-sectional view showing an example of
the IC card according to the embodiment.

FIG. 4 is a block diagram showing a schematic
configuration of a secure IC chip of the IC card according
to the embodiment.

FIG. 5 is a block diagram showing a schematic
configuration of an image processing IC chip of the IC card

according to the embodiment.
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FIG. 6 shows an example of operation sequences of an
IC card processing unit and the IC card, and an operation
sequence inside the IC card.

DETATILED DESCRIPTION

In the following, an IC card system according to an
embodiment will be explained with reference to the
drawings.

In general, an IC card includes an antenna, a first
oscillator, a first processor, a second oscillator, and a
second processor. The first oscillator is configured to
output a first clock signal of a first frequency, and
output a second clock signal of a second frequency that is
higher than the first frequency as requested. The first
processor is configured to operate by a current induced
electromagnetically in the antenna, operate based on the
first clock signal when not during an execution period of
first processing corresponding to a reception command
received by the antenna, request the second clock signal
for executing the first processing, execute the first
processing based on the second clock signal of the first
oscillator that receives the request, and instruct to
execute second processing corresponding to the reception
command received by the antenna. The second oscillator is
configured to output a third clock signal of a third
frequency, and output a fourth clock signal of a fourth
frequency that is higher than the third frequency as

requested. The second processor is configured to operate by
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a current induced electromagnetically in the antenna,
operate based on the third clock signal when not during an
execution period of the second processing, request the
fourth clock signal for executing the second processing
based on an instruction to execute the second processing
from the first processor, and execute the second processing
based on the fourth clock signal of the second oscillator
that receives the request.

FIG. 1 is a block diagram showing an example of an IC
card system according to an embodiment. As shown in FIG. 1,
the IC card system comprises an IC card 1 and an IC card
processing unit 2 for processing an IC card.

The IC card 1 is, for example, a card in the size of
85.6mm x 54mm x 0.76mm, and is a portable electronic device
assumed to be portable for a user. Furthermore, the IC card
may also be referred to as a smart card, etc. The IC card 1
is a non-contact type IC card that obtains operating power
by non-contact power supply. That is, when the IC card 1
enters a communication area (magnetic field area) of a card
reader writer of the IC card processing unit 2, an antenna
(coil) of the IC card 1 is activated by electromagnetic
induction, and is operated by the induced current. In the
present embodiment, an IC card referred to as a combination
type that supports both functions of a non-contact type
that communicates with the IC card processing unit 2 in a
non-contacting manner, and a contact type that communicates

with the IC card processing unit 2 in a contacting manner
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will be explained. The operation and processing explained
in the present embodiment can also be applied to the non-
contact type IC card.

The IC card processing unit 2 is installed at
entrances and exits of facilities such as shops or
stations, communicates with the IC card 1 that is held up
by a user, and transmits information to the IC card 1, or
receives information from the IC card 1. A number of IC
cards 1 circulate the market, and the IC card processing
unit 2 installed at each location communicates with the IC
card 1 that is held up by the user.

Here, a schematic configuration of the IC card
processing unit 2 will be explained. The IC card processing
unit 2 comprises a processor 21, a read-only memory (ROM)
22, a random-access memory (RAM) 23, an auxiliary storage
device 24, a card reader writer 25, an operation unit 26,
and a display 27, etc.

The processor 21 corresponds to a central portion of a
computer that executes various types of processing, such as
calculation and control necessary for operating the IC card
processing unit 2, based on a program stored at least in
one of the ROM 22 and the auxiliary storage device 24. The
processor 21 is, for example, a central processing unit
(CPU) or a micro processing unit (MPU). The IC card
processing unit 2 may also combine two or more processors
21 and execute various types of processing by having these

two or more processors cooperate with each other.
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For example, by executing the program, the processor
21 has a function of transmitting a command to the IC card
1 by the card reader writer 25, and a function of executing
processing based on data such as a response received from
the IC card 1, etc. By these functions, the processor 21
transmits data that input to the operation unit 26, etc. or
a write command that includes write data to the IC card 1
via the card reader writer 25.

The ROM 22 is a nonvolatile memory dedicated to
reading that corresponds to a main storage portion of the
processor 21 corresponding to a computer. The ROM 22 stores
a program, such as an operating system or an application
software. The ROM 22 also stores data, etc. that the
processor 21 uses upon performing various types of
processing.

The RAM 23 is a nonvolatile memory that corresponds to
a main storage portion of the processor 21 corresponding to
a computer. The RAM 23 is utilized as a so-called work area
for storing data temporarily used by the processor 21 upon
performing various types of processing.

The auxiliary storage device 24 corresponds to an
auxiliary storage portion of the processor 21 corresponding
to a computer. The auxiliary storage device 24 is, for
example, an electric erasable programmable read-only memory
(EEPROM) (Trademark), a hard disk drive (HDD), or a solid
state drive (SSD). In some cases, the auxiliary storage

device 24 stores a part of or all of the above-mentioned
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programs. Furthermore, the auxiliary storage device 24
stores data to be used by the processor 21 when performing
various types of processing, data generated by the various
types of processing performed by the processor 21, or
various setting values, etc.

The card reader writer 25 is an interface device for
transmitting/receiving data to/from the IC card 1. The card
reader writer 25 comprises an antenna, a contact terminal,
and a communication controller, etc., communicates with a
combination type or non-contact type IC card 1 (the antenna
of the IC card 1) in a non-contacting manner via the
antenna, and communicates with the combination type IC card
1 (the contact terminal of the IC card) by physical and
electrical connection via the contact terminal.

The operation unit 26 receives an input instruction
from an operator of the IC card processing unit 2. The
operation unit 26 transmits input data corresponding to the
received input instruction to the processor 21. The
operation unit 26 is, for example, a keyboard, a ten key,
and a touch panel.

The display 27 is a display device that displays
various information under the control of the processor 21.
The display 27 is, for example, a liquid crystal monitor.
For example, the display 27 may be formed integrally with
the operation unit 26.

FIG. 2 is a top view showing an example of an IC card

according to the embodiment. Furthermore, FIG. 3 is a
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cross-sectional view showing an example of the IC card
according to the embodiment. As shown in FIG. 2 and FIG. 3,
the IC card 1 may be configured by, such as, a plastic card
base material 11. An electronic board 12 is provided on the
card base material 11. On the electronic board 12 is
provided an antenna (coil) 13, a contact terminal 14, a
secure IC chip 15, an image processing IC chip 16, a
fingerprint sensor 17, and a charge unit 18. In the present
embodiment, the IC card 1 comprising two IC chips will be
explained; however, the IC card may comprise three or more
IC chips, or one IC chip. Furthermore, in the present
embodiment, the IC card will be explained as comprising the
charge unit 18; however, the IC card may also not comprise
the charge unit 18.

When entering the communication area (magnetic field
area) of the antenna of the card reader writer 25, the
antenna 13 of the IC card 1 is activated by electromagnetic
induction, and generates a current. The antenna 13 is
connected to the contact terminal 14, the contact terminal
14 is connected to the secure IC chip 15, and the secure IC
chip 15 is connected to the image processing IC chip 16,
and the image processing IC chip 16 is connected to the
fingerprint sensor 17.

For example, the secure IC chip 15 operates as a
master IC chip, and the image processing IC chip 16
operates as a slave IC chip. The secure IC chip 15 controls

communication with the card reader writer 25. The secure IC
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chip 15 also executes fingerprint authentication
processing, etc. The image processing IC chip 16 executes
image acquisition processing for acquiring a read
fingerprint image output from the fingerprint sensor 17,
and image processing for extracting a plurality of features
from the read fingerprint image, and generating a read
fingerprint image template based on the plurality of
features.

The fingerprint sensor 17 is a capacitance, an
optical, or an ultrasonic sensor, reads a fingerprint from
a finger placed on the fingerprint sensor 17, and outputs a
fingerprint image obtained by the reading result to the
image processing IC chip 16. The sensing scheme of the
fingerprint sensor 17 is not limited to the above, and may
be another sensing scheme.

The charge unit 18 includes a chargeable and
dischargeable device, such as an electrical double
capacitor (EDLC) or a secondary battery, and is charged by
the current induced in the (coil) antenna 13. Furthermore,
the current discharged from the charge unit 18 is supplied
to the secure IC chip 15 and the image processing IC chip
16, and the secure IC chip 15 and the image processing IC
chip 16 operate by the current discharged from the charge
unit 18. The thickness of the IC card 1 is approximately
0.76mm, and the capacity of the charge unit 18 mounted on
the IC card 1 is approximately several mFs to several tens

of mFs. Furthermore, the charge unit 18 detects the
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residual capacity in real time, and notifies the residual
capacity to the secure IC chip 15 and the image processing
IC chip 16. In a case where the IC card 1 does not include
the charge unit 18, the current induced in the antenna 13
is supplied to the secure IC chip 15 and the image
processing IC chip 16.

When using the IC card 1, the user places a finger on
the fingerprint sensor 17 and holds or inserts the IC card
1 above or into the card reader writer 25. The antenna
(coil) of the IC card 1 is activated by electromagnetic
induction, and the fingerprint sensor 17 reads the
fingerprint of the fingertip by using the induced current,
and outputs a fingerprint image. The secure IC chip 15 and
the image processing IC chip 16 of the IC card 1 cooperate
with each other to execute the fingerprint authentication
processing based on the fingerprint image.

FIG. 4 is a block diagram showing a schematic
configuration of the secure IC chip of the IC card
according to the embodiment. As shown in FIG. 4, the secure
IC chip 15 comprises a controller 150 and an oscillator
156, etc., and the controller 150 comprises a processor
151, a ROM 152, a RAM 153, a nonvolatile memory 154, and an
interface 155, etc.

The processor 151 corresponds to a central portion of
a computer that executes various types of processing, such
as calculation and control necessary for operating the

secure IC chip 15, based on a program stored at least in
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one of the ROM 152 and the nonvolatile memory 154. The
processor 151 is, for example, a central processing unit
(CPU) or a micro processing unit (MPU). The secure IC chip
15 may also combine two or more processors 151 and execute
various types of processing by the cooperation between
these two or more processors.

For example, by executing the program, the processor
151 has a function of interpreting the command transmitted
from the card reader writer 25 and received via the antenna
13 to execute processing based on the command, and a
function of transmitting a response to the card reader
writer 25 by the antenna 13. The processor 151 also
executes card authentication processing based on a card
authentication command.

The processor 151 senses the residual capacity
notified by the charge unit 18, and senses a current value
obtained by the non-contact power supply. Furthermore, the
processor 151 changes operating frequencies between during
and not during an execution period of the processing
corresponding to the command. For example, the processor
151 changes the operating frequency based on operating
frequency change information stored in the nonvolatile
memory 154. When not during the execution period of the
processing corresponding to the command, the processor 151
operates based on a first clock signal of a first
frequency, and, when during the execution period of the

processing corresponding to the command, the processor 151
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operates based on a second clock signal of a second
frequency that is higher than the first frequency. Details
will be explained later on.

Furthermore, the processor 151 commands the image
processing IC chip 16 to perform the processing
corresponding to the command, and controls the operating
frequency of the image processing IC chip 16. For example,
the processor 151 commands the image processing IC chip 16
to change the operating frequencies between during and not
during the execution period of the processing corresponding
to the command based on the operating frequency change
information stored in the nonvolatile memory 154.

The ROM 152 is a nonvolatile memory dedicated to
reading that corresponds to a main storage portion of the
processor 151. The ROM 152 stores a program, such as an
operating system or an application software. The ROM 152
also stores data, etc. that the processor 151 uses upon
performing various types of processing.

The RAM 153 is a nonvolatile memory that corresponds
to a main storage portion of the processor 151. The RAM 153
is utilized as a so-called work area for storing data
temporarily used by the processor 151 upon performing
various types of processing.

The nonvolatile memory 154 corresponds to an auxiliary
storage portion of the processor 151. The nonvolatile
memory 154 is, for example, EEPROM. In some cases, the

nonvolatile memory 154 stores a part of or all of the
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above-mentioned programs. Furthermore, the nonvolatile
memory 154 stores data to be used by the processor 151 when
performing various types of processing, data generated by
the various types of processing performed by the processor
151, or various setting wvalues, etc.

The nonvolatile memory 154 also stores the operating
frequency change information for operating frequency change
processing executed by the processor 151 and a processor
161. The operating frequency change information includes a
command list in which command identification information to
be the target of the operating frequency change processing
in each of the processor 151 and the processor 161 is
registered. Furthermore, the operating frequency change
information includes operating frequencies to be the change
target in each of the processor 151 and the processor 161.
For example, the operating frequencies to be the change
target in the processor 151 are first and second operating
frequencies, and the operating frequencies to be the change
target in the processor 161 are third and fourth operating
frequencies. Furthermore, the operating frequency change
information includes information regarding the change
timing of the operating frequencies in each of the
processor 151 and the processor 161. For example, the
operating frequency change information includes information
regarding a timing at which, in the processor 151, the
first operating frequency is applied when not during the

execution period of the command processing, and the second
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operating frequency is applied when during the execution
period of the command processing. Furthermore, the
operating frequency change information includes information
regarding a timing at which, in the processor 161, the
third operating frequency is applied when not during the
execution period of the command processing, and the fourth
operating frequency is applied when during the execution
period of the command processing. The operating frequency
change information includes a capacity threshold for
determining the residual capacity of the charge unit 18.
The operating frequency change information also includes a
current threshold for determining the current value
obtained by the non-contact power supply. In the case where
the processor 151 and the processor 161 independently
perform the operating frequency change processing, the
nonvolatile memory 154 stores the operating frequency
change information for the operating frequency change
processing executed by the processor 151, and the
nonvolatile memory 164 stores the operating frequency
change information for the operating frequency change
processing executed by the processor 161.

For example, the operating frequency change
information stored in the nonvolatile memory 154 may be
rewritten by the IC card processing unit 2. In this manner,
the operating frequency change information can be set in
accordance with the usage environment of the IC card 1 or

the processing load of the command executed by the IC card
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1, etc., and the operating frequency change processing can
be realized in accordance with the usage environment of the
IC card 1 or the processing load of the command executed by
the IC card 1, etc. Although there are differences in the
individual characteristics of each IC card 1, the operating
frequency change information can be set in consideration of
such differences in the characteristics.

Furthermore, the nonvolatile memory 154 registers a
registered fingerprint image template for the fingerprint
authentication. The nonvolatile memory 154 may register a
plurality of registered fingerprint image templates
obtained by reading the fingertip of one finger a number of
times, or may register a plurality of registered
fingerprint image templates obtained by reading fingertips
of a plurality of fingers once or a number of times. The
registered fingerprint image template is generated based on
a plurality of features extracted from the fingerprint
image.

The interface 155 communicates with the image
processing IC chip 16 and receives the read fingerprint
image template generated by the image processing IC chip
16. The interface 155 also receives a command, etc.
transmitted from the contact terminal 14.

The oscillator 156 outputs one of a plurality of clock
signals corresponding to a plurality of frequencies. For
example, the oscillator 156 outputs one of the first clock

signal corresponding to the first frequency and the second
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clock signal corresponding to the second frequency that is
higher than the first frequency. The oscillator 156
receives a power supply and starts output of the first
clock signal. Alternatively, the oscillator 156 receives a
clock request from the processor 151 and starts output of
the first clock signal. Furthermore, the oscillator 156
receives a request for operating frequency change (changing
the first clock signal to the second clock signal (speed
up)) from the processor 151, switches the first clock
signal to the second clock signal, and outputs it.
Furthermore, the oscillator 156 réceives a request for
operating frequency change (changing the second clock
signal to the first clock signal (slow down)) from the
processor 151, switches the second clock signal to the
first clock signal, and outputs it.

FIG. 5 is a block diagram showing a schematic
configuration of an image processing IC chip of the IC card
according to the embodiment. As shown in FIG. 5, the image
processing IC chip 16 comprises a controller 160 and an
oscillator 166, etc., and the controller 160 comprises a
processor 161, a ROM 162, a RAM 163, a nonvolatile memory
164, and an interface 165, etc. The basic configurations of
each part of the image processing IC chip 16 and each part
of the secure IC chip 15 are substantially the same.
Therefore, the differences thereof will be mainly
explained, and explanations on the common portions will be

omitted.
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For example, the processor 161 executes image
acquisition processing for acquiring the read fingerprint
image output from the fingerprint sensor 17, and image
processing for extracting a plurality of features from the
read fingerprint image, and generating the read fingerprint
image template based on the plurality of features. The
interface 165 communicates with the fingerprint sensor 17,
and communicates with the secure IC chip 15.

The processor 161 senses the residual capacity
notified by the charge unit 18, and senses the current
value obtained by the non-contact power supply.
Furthermore, the processor 161 changes operating
frequencies between during and not during an execution
period of the processing corresponding to the command. For
example, in the case where the processor 151 operates as a
master, and the processor 161 operates as a slave, the
processor 161 changes the operating frequency based on the
instruction from the processor 151, and executes the
processing corresponding to the command. Alternatively, in
the case where the processor 151 and the processor 161
operate independently, the processor 161 changes the
operating frequency based on the operating frequency change
information stored in the nonvolatile memory 164. When not
during the execution period of the processing corresponding
to the command, the processor 161 operates based on a third
clock signal of a third frequency, and, when during the

execution period of the processing corresponding to the
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command, the processor 161 operates based on a fourth clock
signal of a fourth frequency that is higher than the third
frequency.

The oscillator 166 outputs one of a plurality of clock
signals corresponding to a plurality of frequencies. For
example, the oscillator 166 outputs one of the third clock
signal corresponding to the third frequency and the fourth
clock signal corresponding to the fourth frequency that is
higher than the third frequency. The oscillator 166
received a power supply and starts output of the third
clock signal. Alternatively, the oscillator 166 receives a
clock request from the processor 161 and starts output of
the third clock signal. Furthermore, the oscillator 166
receives a request for an operating frequency change
(changing a third clock frequency to a fourth clock
frequency (speed up)) from the processor 161, switches the
third clock signal to the fourth clock signal, and outputs
it. Furthermore, the oscillator 166 receives a request for
an operating frequency change (changing the fourth clock
frequency to the third clock frequency (slow down)) from
the processor 161, switches the fourth clock signal to the
third clock signal, and outputs it.

The first frequency and the third frequency may be
substantially identical frequencies or may be different
frequencies. That is, the first clock signal and the third
clock signal may be substantially identical frequencies or

may be different frequencies. Similarly, the second
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frequency and the fourth frequency may be substantially
identical frequencies or may be different frequencies. That
is, the second clock signal and the fourth clock signal may
be substantially identical frequencies or may be different
frequencies. Since there are individual differences between
the oscillator 156 and the oscillator 166, even if they are
designed to output the same frequencies, they may not
always be able to output signals of completely the same
frequencies.

Now, measures for suppressing electric power
consumption while maintaining constant processing
performance will be explained. In order to suppress
electric power consumption, the frequency of the oscillator
inside each IC chip in the IC card may be lowered; however,
in this case, the processing performance may deteriorate.
Therefore, in the IC card 1 of the present embodiment, in
the case where the processing load of the IC chip (referred
to as first IC chip) of one of the secure IC chip 15 and
the image processing IC chip 16 is heavier than the
processing load of the other IC chip (referred to as second
IC chip), the IC chip (first IC chip) is operated by the
clock signal of the higher frequency, and the other IC chip
(second IC chip) is operated by the clock signal of the
lower frequency. Furthermore, in the case where the
processing load of the other IC chip (second IC chip) is
heavier than the processing load of the IC chip (first IC

chip), the other IC chip (second IC chip) is operated by
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the clock signal of the higher frequency, and the IC chip
(first IC chip) is operated by the clock signal of the
lower frequency. For example, the IC chip (secure IC chip
15) that functions as the master controls switching of the
clock signals of each IC chip. Alternatively, each IC chip
may be designed to control switching of its own clock
signal.

FIG. 6 shows an example of operation sequences of the
IC card processing unit and the IC card, and an operation
sequence inside the IC card. In the present embodiment, a
case in which the two IC chips (secure IC chip 15 and image
processing IC chip 16) of the IC card 1 cooperate with each
other to execute authentication processing (card
authentication processing and fingerprint authentication
processing), and the frequency change processing is applied
to such authentication processing will be explained.

The card reader writer 25 of the IC card processing
unit 2 outputs a polling signal and waits for a response
from the IC card 1. When a user holds the IC card 1 above
the card reader writer 25, and the antenna 13 of the IC
card 1 enters the communication area of the card reader
writer 25, the antenna 13 of the IC card 1 is activated by
electromagnetic induction, and the IC card 1 obtains an
operating current and operates. The processor 151 of the
secure IC chip 15 senses the polling signal received via
the antenna 13, and returns a response signal via the

antenna 13.
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When the IC card 1 obtains the operating current by
the electromagnetic induction of the antenna 13, the
oscillator 156 outputs the first clock signal of the first
operating frequency in accordance with the input of the
signal received via the antenna 13, and the oscillator 166
outputs the third clock frequency of the third operating
frequency in accordance with the input of the signal
received via the antenna 13. That is, when the IC card 1 is
held above the card reader writer 25 and obtains the
operating current, the secure IC chip 15 starts operation
by the first clock signal, and the image processing IC chip
16 also starts operation'by the third clock frequency.
Furthermore, the secure IC chip 15 continues the operation
by the first clock signal until the operating frequency
change is requested, and the image processing IC chip 16
also continues the operation by the third clock frequency
until the operating frequency change is requested.

The card reader writer 25 receives the response signal
from the IC card 1, and transmits a card authentication
command (step ST1l). The processor 151 in operation by the
first clock signal senses the card authentication command
received via the antenna 13, and requests the operating
frequency change (speed up) to the oscillator 156. In the
case where control information of the nonvolatile memory
154 includes a command list, under the condition that the
card authentication command is included in the command

list, the processor 151 in operation by the first clock
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signal may be designed to request the operating frequency
change based on sensing the card authentication command. By
applying the operating frequency change information
(command list), the operating frequency change processing
can be executed for a specific command, such as a command
with a heavy load. The oscillator 156 receives the request
for the operating frequency change, switches the first
clock signal that is being output to the second clock
signal, and outputs the second clock signal (step ST2).

The processor 151 executes the card authentication
processing based on the card authentication command on the
basis of the second clock signal (step ST3), returns a card
authentication result indicating a card authentication
success (OK) or a card authentication failure (NG) via the
antenna 13 (step ST4), and requests the operating frequency
change (change from the second clock signal to the first
clock signal (slow down)) to the oscillator 156. The
oscillator 156 receives the request for the operating
frequency change, switches the second clock signal that is
being output to the first clock signal, and outputs the
first clock signal (step ST5).

The determination result of the residual capacity of
the charge unit 18 on the basis of the capacity threshold
included in the operating frequency change information of
the nonvolatile memory 154 may also be added to the
applicable condition of the operating frequency change

processing. For example, the processor 151 in operation by
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the first clock signal senses the card authentication
command, requests the operating frequency change (speed up)
in the case where the residual amount of the charge unit 18
is higher than the capacity threshold, and does not request
the operating frequency change in the case where the
residual amount of the charge unit 18 is equal to or lower
than the capacity threshold. The capacity threshold may
also be set so that a state in which the residual capacity
is higher than the capacity threshold is a fully charged
state with respect to the performance of the charge unit
18. This can reduce the risk of failing to execute card
authentication processing due to the lack of current.

The determination result of the current value obtained
by the non-contact power supply on the basis of the current
threshold included in the operating frequency change
information of the nonvolatile memory 154 may also be added
to the applicable condition of the operating frequency
change processing. For example, the processor 151 in
operation by the first clock signal senses the card
authentication command, requests the operating frequency
change (speed up) in the case where the current value
obtained by the non-contact power supply is higher than the
capacity threshold, and does not request the operating
frequency change in the case where the current value
obtained by the non-contact power supply is equal to or
lower than the capacity threshold. This can reduce the risk

of failing to execute card authentication processing due to
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the lack of current.

When the card reader writer 25 receives the card
authentication result indicating the card authentication
success (OK) from the IC card 1, a fingerprint
authentication command is transmitted (step ST6). When
receiving the card authentication result indicating the
card authentication failure (NG) from the IC card 1, the
processing ends at this point.

The processor 151 in operation by the first clock
signal senses the fingerprint authentication command
received via the antenna 13, and requests the operating
frequency change (speed up) to the oscillator 156. In the
case where operating frequency change information of the
nonvolatile memory 154 includes a command list, under the
condition that the fingerprint authentication command is
included in the command list, the processor 151 in
operation by the first clock signal may be designed to
request the operating frequency change based on sensing the
card authentication command. The oscillator 156 receives
the request for the operating frequency change, switches
the first clock signal that is being output to the second
clock signal, and outputs the second clock signal (step
ST7). In step ST7, the determination result of the residual
capacity of the charge unit 18, or the determination result
of the current value obtained by the non-contact power
supply may be added to the applicable condition of the

operating frequency change processing.
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The processor 151 executes the fingerprint
authentication processing based on the fingerprint
authentication command on the basis of the second clock
signal (step ST8), and requests the operating frequency
change (changing the second clock signal to the first clock
signal (slow down)) to the oscillator 156. The oscillator
156 receives the request for the operating frequency
change, switches the second clock signal that is being
output to the first clock signal, and outputs the first
clock signal (step ST9). For example, in the fingerprint
authentication processing, the registered fingerprint image
template is confirmed as being registered in the
nonvolatile memory 154, and control information to be
output to the image processing IC chip 16 is generated. For
example, the control information includes a fingerprint
image processing command and clock frequency control
information. The fingerprint image processing command
requests the image acquisition processing and feature
extraction processing to be executed, and the clock
frequency control information requests operating based on
the third clock signal when not during an execution period
of the processing corresponding to the fingerprint image
processing command, operating based on the fourth clock
signal when during the execution period of the processing
corresponding to the fingerprint image processing command,
switching from the third clock signal to the fourth clock

signal to correspond to the execution of the processing
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corresponding to the fingerprint image processing command,
and switching from the fourth clock signal to the third
clock signal to correspond to the end of the processing
corresponding to the fingerprint image processing command,
etc. The image acquisition processing and the feature
extraction processing are processing indirectly
corresponding to the fingerprint authentication command.

The processor 151 in operation by the first clock
signal transmits the control information including the
fingerprint image processing command and the clock
frequency control information, etc. to the image processing
IC chip 16 based on the fingerprint authentication command
(step ST10). The processor 161 of the image processing IC
chip 16 requests the operating frequency change (speed up)
to the oscillator 166 based on the clock frequency control
information included in the control information. The
oscillator 166 receives the request for the operating
frequency change, switches the third clock frequency that
is being output to the fourth clock frequency, and outputs
the fourth clock frequency (step ST11l). In step ST1l1l, the
determination result of the residual capacity of the charge
unit 18, or the determination result of the current value
obtained by the non-contact power supply may be added to
the applicable condition of the operating frequency change
processing.

Based on the fourth clock frequency, the processor 161

executes the image acquisition processing that acquires the
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read fingerprint image output from the fingerprint sensor
17 (step ST12). Furthermore, based on the fourth clock
frequency, the processor 161 extracts a plurality of
features from the read fingerprint image output from the
fingerprint sensor 17, and executes the feature extraction
processing that generates the read fingerprint image
template based on the plurality of features (step ST13).
Furthermore, based on the fourth clock frequency, the
processor 161 transmits the read fingerprint image template
to the secure IC chip 15 (step ST14). Furthermore, based on
the clock frequency control information included in the
control information, the processor 161 requests the
operating frequency change (changing from the fourth clock
frequency to the third clock frequency (slow down)) to the
oscillator 166. The oscillator 166 receives the request for
the operating frequency change, switches the fourth clock
frequency that is being output to the third clock
frequency, and outputs the third clock frequency (step
ST15) .

The processor 151 in operation by the first clock
signal receives the read fingerprint image template from
the image processing IC chip 16, and requests the operating
frequency change (speed up) to the oscillator 156. The
oscillator 156 receives the request for the operating
frequency change, switches the first clock signal that is
being output to the second clock signal, and outputs the

second clock signal (step ST16).
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Based on the second clock signal, the processor 151
executes collation processing (step ST17). In the collation
processing, the processor 151 collates the registered
fingerprint image template that is registered in the
nonvolatile memory 154 with the received read fingerprint
image template, calculates the degree of similarity, and,
based on the calculation result of the degree of
similarity, determines the fingerprint authentication
success or the fingerprint authentication failure. The
processor 151 returns the fingerprint collation result
indicating the fingerprint authentication success or the
fingerprint authentication failure (step ST18) to the
fingerprint authentication command transmitted from the
card reader writer 25 (step ST6), and requests the
operating frequency change (changing the second clock
signal to the first clock signal (slow down)) to the
oscillator 156. The oscillator 156 receives the request for
the operating frequency change, switches the second clock
signal that is being output to the first clock signal, and
outputs the first clock signal (step ST19).

A summary of the operating frequency change explained
above is as follows.

(1) Each IC chip (for example, the secure IC chip 15
and the image processing IC chip 16) of the IC card 1
operates by the first clock signal (a standard clock
signal) with a low frequency when not during the execution

period of the processing corresponding to the command, and
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operates by the second clock signal (a clock signal with a
higher frequency than the standard) with a high frequency
when during the execution period of the processing
corresponding to the command. Regardless of whether or not
it is during the execution period of the processing
corresponding to the command, the IC chip can operate more
efficiently with low power compared to the case in which
each IC chip is operated by the clock signal of the same
frequency. By applying the operating frequency change
processing in a case where the periods of the processing
corresponding to the command in each IC chip do not
overlap, the IC chip can operate efficiently with low power
in a more effective manner.

(2) The IC chip (for example, the secure IC chip 15)
that functions as a master among each of the IC chips
collectively controls the operating frequency change
processing in each of the IC chips. For example, the IC
chip functioning as the master can control switching of
frequencies at a start timing and an end timing of each
command processing in each of the IC chips. Each command
processing executed by a different timing in each of the IC
chips is performed by a clock signal with high frequency,
and, during a command processing waiting period in each of
the IC chips, the IC chip can be operated by a clock signal
with low frequency. By collectively controlling the
operating frequency change by the IC chip functioning as

the master, power consumption can be reduced without
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deteriorating the entire performance of the IC card 1.

(3) Each of the IC chips of the IC card 1 can apply
the operating frequency change processing in accordance
with the received command. For example, by registering a
command that commands image processing with a heavy load,
etc. on the command list as a target of the operating
frequency change processing, electric power consumption can
be suppressed without delaying the processing. Furthermore,
by registering a command in which the processing period
does not overlap in each IC chip on the command list,
electric power consumption can be suppressed more
effectively without delaying the processing.

(4) Each of the IC chips of the IC card 1 can apply
the operating frequency change processing in accordance -
with the residual capacity of the charge unit 18. For
example, in the case where the residual capacity of the
charge unit 18 is higher than the capacity threshold, the
operating frequency change processing is applied (speed
up), and, in the case where the residual capacity of the
charge unit 18 is equal to or lower than the capacity
threshold, the operating frequency change processing is not
applied.

(5) Each of the IC chips of the IC card 1 can apply
the operating frequency change processing in accordance
with the current value of the non-contact power supply. For
example, in the case where the current value of the non-

contact power supply is higher than the current threshold,
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the operating frequency change processing is applied (speed
up), and, in the case where the current value of the non-
contact power supply is equal to or lower than the current
threshold, the operating frequency change processing is not
applied.

In the present embodiment, a case in which the
operating frequency change processing is applied to the
image processing, etc. of the read fingerprint image read
by the fingerprint sensor 17 is explained. However, the
operating frequency change processing is not limited to the
fingerprint sensor 17, and may also be applied to heavy-
loaded processing executed by a high-performance IC card
that comprises a sensor, a display, and a button, etc. as
in other camera elements.

According to the present embodiment, the following
requests can be met.

For example, the high-performance IC card comprises
two IC chips, and each of the IC chips share the function.
In such high-performance IC card, if the frequency of the
oscillator inside each of the IC chips is simply reduced,
there is a possibility that the processing performance may
not fulfill the standard. In the future, also in view of
enhancing performance of the IC card, a technique to
suppress electric power consumption while maintaining
constant processing performance is desired.

According to the present embodiment, an IC card and a

portable electronic device that can suppress electric power
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consumption while maintaining constant processing
performance can be provided.

While certain embodiments have been described, these
embodiments have been presented by way of example only, and
are not intended to limit the scope of the inventions.
Indeed, the novel embodiments described herein may be
embodied in a variety of other forms; furthermore, various
omissions, substitutions and changes in the form of the
embodiments described herein may be made without departing
from the spirit of the inventions. The accompanying claims
and their equivalents are intended to cover such forms or
modifications as would fall within the scope and spirit of

the inventions.
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What is claimed is:

1. A portable electronic device comprising:

an antenna;

a first oscillator configured to output a first clock
signal of a first frequency, and output a second clock
signal of a second frequency that is higher than the first
frequency as requested;

a first processor configured to operate by a current
induced electromagnetically in the antenna, operate based
on the first clock signal when not during an execution
period of first processing corresponding to a reception
command received by the antenna, request the second clock
signal for executing the first processing, execute the
first processing based on the second clock signal of the
first oscillator that receives the request, and instruct to
execute second processing corresponding to the reception
command received by the antenna;

a second oscillator configured to output a third clock
signal of a third frequency, and output a fourth clock
signal of a fourth frequency that is higher than the third
frequency as requested; and

a second processor configured to operate by a current
induced electromagnetically in the antenna, operate based
on the third clock signal when not during an execution
period of the second processing, request the fourth clock
signal for executing the second processing based on an

instruction to execute the second processing from the first
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processor, and execute the second processing based on the
fourth clock signal of the second oscillator that receives
the request.

2. The portable electronic device according to claim
1, wherein the first processor is configured to output to
the second processor an instruction for requesting the
fourth clock signal for executing the second processing.

3. The portable electronic device according to claim
1, wherein the first processor is configured to request the
second clock signal to be switched to the first clock
signal after the first processing.

4. The portable electronic device according to claim
1, wherein the first processor is configured to output to
the second processor an instruction for requesting the
fourth clock signal to be switched to the third clock
signal after the second processing.

5. The portable electronic device according to claim 1
comprising:

a charge unit configured to be charged by a current
induced electromagnetically in the antenna, wherein

the first and second processors operate by the current
from the charge unit, and

in a case where a residual capacity of the charge unit
is higher than a capacity threshold, the first processor is
configured to request the second clock signal for executing
the first processing.

6. The portable electronic device according to claim



10

15

20

25

- 35 -

5, wherein in a case where a residual capacity of the
charge unit is higher than a capacity threshold, the first
processor is configured to output to the second processor
an instruction for requesting the fourth clock signal for
executing the second processing.

7. The portable electronic device according to claim
1, wherein the second processor is configured to execute
the second processing corresponding to image processing
based on the fourth clock signal.

8. The portable electronic device according to claim 1
comprising:

a fingerprint sensor, wherein

the second processor is configured to execute the
second processing for processing an image from the
fingerprint sensor based on the fourth clock signal.

9. An IC card comprising:

an antenna;

a first oscillator configured to output a first clock
signal of a first frequency, and output a second clock
signal of a second frequency that is higher than the first
frequency as requested;

a first processor configured to operate by a current
induced electromagnetically in the antenna, operate based
on the first clock signal when not during an execution
period of first processing corresponding to a reception
command received by the antenna, request the second clock

signal for executing the first processing, execute the
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first processing based on the second clock signal of the
first oscillator that receives the request, and instruct to
execute second processing corresponding to the reception
command received by the antenna;

a second oscillator configured to output a third clock
signal of a third frequency, and output a fourth clock
signal of a fourth frequency that is higher than the third
frequency as requested; and

a second processor configured to operate by a current
induced electromagnetically in the antenna, operate based
on the third clock signal when not during an execution
period of the second processing, request the fourth clock
signal for executing the second processing based on an
instruction to execute the second processing from the first
processor, and execute the second processing based on the
fourth clock signal of the second oscillator that receives

the request.



