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m m m 
: 7 74 J\sV--s<^W.&£Xf7 74 J\sV--s<is7,TJx 

[0001] 7 7^ ^^'7 7 ̂  

tcHtlt" §0 

ftil&Mr 
[0002] -mmz, 

XTA^LT, 7 7^M-/^XfA^0^tlT^§o :®77^^-

=s-%m%h7-^±mf-^^jp^uts/c 

[0003] Z. CD Hi1 fA it Is:> X 7^ A tC <£ tUi\ 0JAl£ffeA£^£*l-aia£J:9&il 

?T-^ (J^Ts (^F 

fA»ll+f - ex) fil L T Jl#t 3 tl £ 0 

[0004] lE-ffiAfi'v'X7"Afc£% lE-FfiAfs"1}"—tiX•§)^ 

£s ^fA»n•+f-/\*izttz>jiM#*y 

[0005] &fc\ ±IEL/CJ:9^^^T1-^^IX1'JM9 d 

5§:r— $ %L$kT%\\l>~§~Z>~fjT^b. LTtis —Bs"*§"fb<l3cfcU^^tC^iS® 

it («®it) (^^) ^ Bt^bfcJ; 

(^itfc^tW&it) (£5fc) £«]£>tiTl^o 

[0006] tzzv. m:?&&&i'ZTAlZ&^r&. 
IS^lZteZt^Zbtl5o ^(DtcSb, m.^LM%iS/X^AlCfc^T^ilMI 
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[0007] stc, 

tczbizm.%%(Dnttk^%i (Ht-ex) i 
mt;iffoz>0 z(Dtci£>, m 

mtzn^numm (tr-tfx) m<om («®it) 
fll«9l(DMi)^<ft5o 

[0008] L/cA^T, m?UM&*>7>JrMZ]6^ZWt$ST-*%:VgmbtZim'&lZ 
a* mmmmn^^wzh u , •? 

IA\> 
[0009] £tz, ^M^0t^^fy^L/c±T\ HJCJUT©^ 

1 IA\ 
[0010] fsi0^miN 

tZfoZ> o &*m%<07=7 4'^s^ZtMZ^mS 
ft&z.ttfU'M.-zti&o z(Dtc$b, w.=f-nLMm/7>TMz^ 

%(D 7°^ -f /\**> £561£"t Z tctbizttN 

u^o wiZs n 
~(D§im%mm<nnT%ixmm+j— 
my-zxizs^zm^bnz ^ in - mtz>& 
mMZ$>ZZt%ftfeZ$t£^£^? #i^'l4 WcLT^Silt^L 

[0011] H2(Dwmt, 

»ifeifeSo $t®<iii 

#tcs mm%) 

numm-v— zzzmmtz ̂  K =& mmt £ it© w>& # M 

$t& 1 -Dz$>&zttfmMttiz$>z0 
[0012] fg3©^m^ z 
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nkmrnv-- /< & <£ « -x - * © ft # £ ̂  e> ftr t, IN IN 

- IS W tC & m ? fA» If+t - /< 33 J: tf IS# JC L T =fc $1 ® T1' - * 0 1*1 # £ ® 
s-e^siit^is LING ^/C, zo^vtamTUMt1-9—/\*33<fctfws# 

£J; 9 

i^wn# WIE ̂ 11 < £ ̂  ̂  9 
1; /cii^r-e& o T t(DBW* 3 < T? $ £ £ ̂  9 %y£ & £ 

o 

[0013] ±§EL/cfs1 ~I3 0Ifr^;i/ct/cft(:, (M) 

L/cf§ 1 ~W, 3 <0153.1$%XbtiZ* JUTs £©f§ 1 ~f§3(OTit® 

[0014] &fc\ J^T0|^0^^fclNT^ 

^ w- bti/c^Miiet^ tc a w- a & ran 33 x. m<mm?k§im%m&mm&<t xf 
-n, n^nuwm (v—;<) izm-ittbntz&m 

itBf^- iz 33 tt £ &M&33 <£ t/Wit £ &rait33 J; t/if &#$g 
s/c, 

nmmmm^7tmtz>0 

[0015] m^(D^^t, n?nLm&*>7>TMz£^T&m%m&mm$:;z<D££n 
^hmmm&mmt Lxmmtz>s t^^^xh&o 

[0016] m 1 <DttlZ&tt2>m<D£.I&&&Xf<§mZ'D^Tm%t2>o M1(DJ5^IZ 
j:tL^ 

7(D?%(D%m%mw®m&mm§im%mw:iz]D^T!£±izwmt!nz>0 -
jis ^\mm.m.[zis^x^istitc^\mm^7(Do-tb(D^\mw^mm 
^ Lxm^z>tcisbiznttkmmjy--y<iz^mznz> 
o 

[0017] H£N ^ 1 (MlI^>-^r>X) ICO 
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zm^Tmm%mmx^{bznz>0 et^b^titzm& 

ti-So 

£ 3 ft £ o fA»ll+f - A' £ 33 ^ T 3 ft fc B£^T1'- ̂  N 

ffl IN T z ti £ o 

[0018] ±IEL/cJ:9^mi ©^iSKcfcfttf, (SM#) ^ 

J:lN0 L/CT^T, f§1(OTit&, ±§EL/c 

f§20^£>^/c-to S/c, f§ 1 (OTi^CJ;tU£\ 

^mffitiSMtfti: ftft«m^"e $ t£INfcto, gfg#* A 7s- * (D ft 

7^ $&IN0 f§1(OTit&, ±§EL/cf§3®^ 

^)S/ct-o 

[0019] i2©^tt ^\mmm (SM#) ^ 
mnttkmmmm^7(Doi5(Dnttkmmmw®m%:§im%mw:xwmtz> 
, t^?j5&-Z$>2>0 

[0020] M2(Dj5^Z]ntf&m(D£!&]n&t?mmZ'D^Tmmt&0 M2(DJ5^Z 
j:*u^ mm^m 
%mm^7(Do-tb(Dm.^km%mmmmmm\mm.m.[ziB^x^±[zm 
S3ft£0 

©1E^ 4*111 Si fc£% lE'FfiAfs"1}"—ti£>0 &33N if§2®^] 

^^33INT, m^kmmmm^y^ &m^mm^y^tzimom^kmm 
ffl®i^7 (oJU, ^IIB<J:«1©^7) 

£tz, nttkmmm^y* mzon^kmSIZ&^T# 
^§£^Tii^ffG<HC±§EL/cf§ 1 (DJ5 

[0021] W> 2 0^"i^tC33^'i)0s"^"'fb33c^t/^"^"MlMtC'I>lNX'H5&0^"^"'i)o W> 2 
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vgmtzn&o min^m^^w^km$sv--y<izm 
m-znzo &m%mwfrt>n=?i%xmm-y--'Uz.mm-zntzmmkm&jT-* 

$n£o uM&y--/<iz&INT3ntz^mtM^T—$ 
—/"NAN £>LTi^Ha ̂  tis fl!"?"fA®$sffi 

[0022] ±^Ltz£?lzm2<DttlZ&tll& 
TtM&±Liz±j$$tiz0 -DSV, 

Ltztf^Zs ±IE L/cH 

1 ©Ift^i/cto ttz, W>2.(D^Mz&ti[£s V&mkWt&T-tteW^nL 

Ltzif-oXs %2 <DJj£l*s ±§E LfzM 3 COW 

ft%ffifzTzttf-e$&o 

[0023] i3®^it (g<s#) ^ 

(D 9 "^©1B:?fA®$iffl®l!SSi^:1i!:?"fA®$tj"1^"—AT'lf 

IIt&s 

[0024] n3<Dj51&lZ&lljZ>m(D3L®tlS&Z?mmiZ'D^TtmTZ>0 M3(D?5^Z 

iz&^ T sn/cfA»nffl7ti, -/<icmmznz 

©ffl?tixmmmffi&m&s ^mm^kmm+t-yir%±izwns n3 

0 ctucj^ 

T&xfm^kmmmm^m^mmta& 
fc\ ^3©^JC33^Ts '•^A*!ifflit^:P^ 
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tl£>0 Z. Z. fA®$sfflSi/^77^!§;'(H 

J:lN0 

[0025] %3<DttttZ&tt2>Vgmt&£XfW.mi\!mZ'D^-cmRt2>o SI3 

vgmtznzo mmmmmt-bm^mmv—y<izm 
mznzo mm%mmfrbnttmmjy--/<izmmzntc^{kT-$i£, 
IE"?fA®tNT^p^®"ffA®$s"ty" ft§o S/cN ^ 

A'-e0£^k3ft£o z.niz£^Ts 
^ystr of^/sra) o 

•§-^ ft5o 

[0026] ±lBU/c<fc9tcm3 0^^tcd;fttfN m^fA»$f 

7 £&$kmz£.I&-ZtlZ o ^3©^JC33^Ttts 
tm^mz^^titcm^km%mm^7 «Dm^km%m&mm) 

L/c^T, H3 0^^^N ±§EL/cf§ 

i©n^i/ct s/c, H3©^^j;ft^ mmmm (g<s#) wu 
L/CT^T, St3(OTit&, 

±§E Ufcfg 2 ©^^^)Hfc-ro 

Sfcff&ffi&iiK 
ftffF&s: 

[0027] fcifcfcittl : t#¥FfS4 0 10 7 6 

[0028] '• M. Blaze, G. Bleumer, M. Strauss. DivertibLe Protocols a 

nd Atomic Proxy Cryptography. In Eurocrypt' 98, LNCS 1403, pp. 127-14 

4, 1998 
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ttzmm 

Lfc^T, S11 ±fEU/cf§ 1 <DWftL%Mtc'$tZ.\>\ 

[0030] ^ 2 <0£j£(C otitis H 1 i><J:tJc!&3©g#£jS7c1"o LfrU&tf 

(B?*A»IIM^ti) £gM#^®T?££KWSL£ttftf£&e>&^ 
o Lfc^ot, !2 0H(t ±!EL/ci§2<D^#£>i/c£&V,N0 

[0031] %tcs M3(DJ5-&IZ£M£S i1 SJ:t){i2 0lft$:lfcto LfrL&tf 

e>, ^3©^JC33lNT^ 

U "T 35 l,U IN T «?&»!! 

15, oSU, 13©^t^ 

S#lCttUT$®7;-*©fc#£ife&g-r5C:£#"C$&l\, L/c^^t, H 

3©^iU£, ±BEU/cfg3 

[0032] o|iJ% ±1EU/CH 1 ~H3 

[0033] 

fflW. t Z> Z. £ ifX % -g) 7 7 -f JU+I--J33 <fc tf 7 7 -f JUtf -/^> 7.7^ A £ 

•& £ (^ (C •§ o 

#)<£>#& 

[0034] mmmtc j; ti«\ x - $ £ 52ns •r & 52ns# K o x %u m s n z> 
m-r- tzgmtz sit# tc & o x m m ts ti £ <h 

istitcyr^ ju-t—/<$£W tfiMte 3ti50 

[0035] ^tt^{:#5 7 7'fJI/t-/^itt, 

i£lS^I&££JHiT3o 
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[0036] 

tiz&^xmbnz- * izm^mttz tMzm^bnz 

[0038] 

tuIB^S^ti7t^-/<^0f^bT:-^^fulB^S#ffi0t^bT1-^ 

izftvgmtt&o 
[0039] mmmms 

IZJMHET S0 

[0040] [ni]^i (Dmm^mizmsm^hmm^x^AfD^tLxmmm^^ty 
P'^@„ 

[ H2] BIZ # £ S/X-rAtCfe%^Tffl^e>tLSyP^rS/M0B 

tC *3) IN T 1" ̂  /c to 0 @0 

[ H3] IC# & MT fA»fl *> X -x A tc 33 V, vT 3 ti 2> it^Jt 4M© 

7 • —^l7 — Ko 

[ @4]^|S|1 IC# § ̂  *A»!f X ̂  AIC 33 V,N T 3 ft § « T1'- 0B 

•^MH 33 j; T1,- ̂  f % tc to © @0 

[@5]fg 1 0^lM^H#i)l:^fA»fi^XxAtC33lNT|ltT^tl^^S^-

* 0t^bMHO)Mll^]III £7 • -^ * - Vo 

[@6]H 1 ©HM#^tC#Sl:?a#^s>X-rAtC33^rllfi:^nSfill®-r-

^^Mll£>Mli^JIII£^~t7 P-^l?- Ko 

[ H7] ?fA»ii £ f y m t & iz -D INx t & tc & © m0 

ms^m%mm%(DnTfammy—;<2 o zmmtzm-siz-D^xmrnt& 
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tcsb ©io 

• l^@o 

[ m 10] M 2 ©iifi izm z> i i/x^Aiz&^x m? z n £ « ̂ 

[ m 11 ] m 2 ® II®I K m z> uMffi x ̂  A K a i vx z n £ « ̂ 

mR*mmtz>tcib(Dr*m 
[0041] uTs mmttmMLXs &mmMmiz^xmwtZo 
[0042] (is 1 ommMm) 

i1 ̂ #ILT, W. 1 ©Illicit 7 7 ̂  A0MC 

?«kii^^fA«:i£LT^5o &LT<DmmztS^Z&, *mMMPMzm 
z>77^)\s*f-;^x^ix[zn.=f*LM%%^x^ixxfoz>*>(bt Lxmmtz 
o ^(D^mBfMz'D^x^nm.xhho 

[0043] @1 tt, ^MMMPM.tiZi%:&WIFfA#ff:>X-r ACD:E<>: 
yp v omxh&o 

[0044] |S| 1 (C^j\"3~d; *MC% WL-F^k^sfisisXTAfc£% 1 0N 1E-?-fA*$s 

+J—/< (7 7^^-/^11) 2 0 33J:0^f#gg3 0£ffi;i£o &fc\ 

iMin o, i^A»lf+f-A'2 <m, ^eti^ti 
K^T7*!^ K^i7hV 

7 LTHii^tlTlN^o V7 h^x7tt ^ 

Sr7-?fr£>r >X h-JU3tl, ^gil 0, 2033 

ctt/3 £>&£<, 

[0045] <m, 15a(SIAC^e>titaa§<t ^ f-^ § 
m&T-*zmmtzmm%iz&?zmm3tiZo m?nkwm-y—'<2o& 
s sttgi3oc 
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•?>"9"—tiX —tiX) §o &<I3N lE-ffiAfI"9~ 

-A'2CHi, h7-?£^LT^!#gg1 0ej:^Mgi3 0i: 

Jg^tiTl^o Sffgi3 0tt 

[0046] Oli, T1-—^A^lp|31 1 £J:rm^b*raSB1 2£#fr0 7s 

-^A^M 1^ ottmtzmmmvmt (WM) KJ&I; 
T, Wt&T-tZAtit&o 

[0047] Bt^bMn^i 2(iN (n?nLm&m&mm) zm^xT 
— ^A;t)p|31 nc^TA^3ti/c«^-^ (JU"F. 
IE) ^Bt^bf^o Bt^bMH^I 

, nttixmmv—;<2 ofrbwmznzo et^bMn^i 2^ 
m m * « ivr m&?—* mt s n & z t iz & ^ x % b n & et mt mm ̂  
-* (OJU, mmttsn tc.mm^—9) ^m^mmv—y<2 OCMLT 
mmtZo 

[0048] n?nuwm-y—'<2 <m, Mffl^n»2i, nB£^bit*£^ 
2 2N M0t^bMH^2 3 &£XffemtJT-*&Hto&2 4 

[0049] 1 tCti. Z(DV~ 

±§EL/c^S#SM1 O(C#^ti^0t^bMlI^1 2KJ:o 

Tffi lN tl'So 

[0050] HB£^bit*£^2 2£li, ifBi^b&tf$&M3*l£o HB£^bit*£^ 

2 2KteM3*lT^£ifBi^b^iN 1 

T IN £ -th-/ <m &Mil£ ffl ivTm$ST — * Bt^lb 3 ft £ d £ (C <£ o T ?# ^ 

tlZVemtWltiST — f Ht-z^fflBt^bWT1-^) £, 

zztiz^^xmbtiz^mm^-t (J^~K 
^^§E) (CMBt^b-r^/cto^ffllN^ti^o &fc\ 

&*&r £ j: 9 iz ̂ \mmm 3 o xmmz nt^s gMsssi £**£&£> 
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[0051] 3 i o ^ 2 iz<t 

[0052] 3 nB£^bit*£^2 2 iz&Mzn-c^zftfemt 

— *P §0 

[0053] 4Ktt, if Bt^bJMSB 2 3KJ:oTifBi^b;**l 

fcSMfflBg^ttSx-^ (OJU, 

W?~ * tfifBt^b 3 ft £ d £ IZ J; o T ?# £ ti £ Btmt W^-

*) tfteM3ft£o &fc\ Bt^b7i-*teM®2 4KteM3ftfcgM#fflBi 

§{bi®T-^ii, m^f#gg3o (*%mtz>%m%) frbvw* 
izfo[;znT%xmmv—;<2 o^^sttgi3 o^^LT^i^ti^o 

[0054] sftgi3ott 1, %m%mm®m.&m\!>3 2, 
t-/^lM3 3, HB£^bit£j^3 4, m^MH^3 5fcJ;0^-

^ai^SP3 6£#fr0 

[0055] gM#ffl^£/£SB3 1 

[0056] ^M#j«^it*£^3 2Ktt, gM#ffl^£/££B3 1 KcfcoTfeSSft 

[0057] "t>—/\*ffl^£/££B3 3tt, 

3titc-y—/<m&mmzn?nLm&-y—'<2oizttLTmmt2>o &&\ -tr 
-A'fflit£j^3 3KJ:oT&M3ftfc-t>--/\*ffl&^fciu ±§BLfc^F& 

[0058] HB£^bit£j5^3 4&N gM#ffl^£/£SB3 HC^T£j5£3tl/c^f 

y—;<mm±f&^3 3iz£?x£.i&z 

£„ C0liB£^bit£j^3 4^<^T£j$3ft£liB£^bit^ ±1 BL/c 
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[0059] o 

IZttLXmmt&o MB£^b$i£/»3 4K^T^S3ft7tcMB£^{b$l& 

s nT%xmmv—;<2 0iz^%nz>m%mkmfam^2 2izfamtsnz>o 
[0060] m^M5i^3 5^ nttixwmv—;<2 

zmmtz* n^rasi33 5 &, 

[0061] f-^W3 6«, 5iz£?xm^$tifcm8!jT-9 (^ 
ss BI^<b«T-$%'<g.^tz>ztilz&^Tmbtiz>m&?-

9) ^:tti^Ilt"'2)o 

[0062] H2^#B§LT, 

IN £>tl£ 7°P ^r^MBs-^-'fbSfff (Proxy Re-Encryption) INTI^B^ 

t&o 

[0063] tltlT'^N — $ (^«>-tz-^) 1 0 0%^\ktZ>Zt[Z&^X\% 

"ClMfSo 
[0064] %t\ i^T-^ 1 0 0 tiN iL-+f A^Hfi$t2 0 1 fcJBV^TB^HbStl 

Z (XTV7°S 1 ) o ZtllZ£?r, n—tf AfflBf^bft!®^-* 1 0 1 

?#e>*i&o &*>\ ^.-+fA^M^^e>n/c^M-es> 

y, WT1-^ 1 0 o&Bg^ibtzfcitxDm-e&Zo 3-—fAH/Affim2o 

1 tt&mtSg'e&kK ^^-f'Affl^ii2 0 1 LTiret,7s-* 

[0065] IL--tfAtt, 2-fA«i2 0 2£ffl^TzL-Hf Aj3B£^« 

1 0 1 UT^70S2)0 £tUCcfc oT\ ZL-HfA^ 

iSf-^1 0 &fc\ ZL—tf 0 2li% 
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ZL-Hf btltc=L-+f 0 1 ^ 

E^ZL— "tf A ^^HHi 2 0 1 lNT0s"^"fb^ tl£ Z. *3 TfH Bs"^ 

=L—tf ASfW2 0 2Mi 

Sg-C&kK ASfW2 O2^7TU5i0W<j-^^i§ 

[0066] S/c, 0UtfiL—If AS®^i2 0 2fed;t/zL-Hf BfflM3 0 1 

lfB£^bit4 0 1 (X^>>7°S3) 0 |fB£^bit40 

1 ttN ZL-Hf Affl^lbMf-^ 1 0 1 £ZL-Hf Bffl^fbMf-^ 1 

0 2Cim§{b (£&) ZL—-tfBffl^fbMf-^ 

1 0 2tt, ZL-Hf (ZL-Hf BfflM3 0 1 ) 

fo&o &fc\ ifBf^b&4 0 1 ©£/££&, ZL—tf ASfW2 0 2£fijffl 

T&tclsb, 3- — ̂ k(D7^WL1f>&WZfoZ>o 

[0067] &fc\ CCTiiZL-Hf AS®^i2 0 2 £<£t/zL-Hf BfflM3 0 1 £ 

ffllNTifB£^bit4 0 1 LXtm Ltct>\ znbomz 

0 2feJ:t/3 0 1 (CJP^TZL-Hf Affl^li2 0 1 £<£t/zL-Hf Bffl^it 

3 0 1 £ffllNTifB£^bit4 0 1 

[0068] ftlZ, ZL-H/ Affl^lbMf-^ 1 0 Hi, iiB£^bit4 0 1 

ifBt^bStia UT^7°S4) 0 CtUCj^T, ZL-Hf Affl^lbiSf 

-^101 ti, ZL-Hf Bffl^fbMf-^ 1 o 2^iiB£^b3ti£o 

s iiB£^bit4 0 1 LT^ZL — +f A^Bs-^-'fb^^T1 — $ 

£ZtttX$&l\ 

[0069] ZL-HfB&N ZL-Hf Bffl®Si3 0 2%m^X=L-if BfflB^^fbMf-

*1 0 2^t§ (X^>>7°S5) 0 CtUCj^T, ZL-HfB(iN 

1 0 0%mZ>Zt1fXx*Z>o 

[0070] ±§E L/cd: 9 7°P^>ifB£^bM^J:tUi\ flUtfu.—If AfflBf^ 

1 0 1 t>mmsnz>ztt£<, mz=L-*fAffl^^wf-

^10 1 £ZL-Hf Bffl^fbMf-^ 1 0 2^MBt^b"r^)C«>:^prt^ 
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&-2>0 

[0071] 

[0072] z.<Dzfn**>nm^<b&. 
T)Mzm±f&„ m^s -Domm^h 
tz&o &<B- II^E^KN Bs^-jbs ^H"*§"tC"3> l^x ti®;%©&111 It Be-*§-£: ̂ IW-ZiSb 

§ o 

[0073] -?n*is&ms^{blZ£lj&m<kJ&7Jl>3'J XAKe y Ge n tis "tr^zL'j 
"r 4 J^=? y>— *? 1 k£ A^3<h Us P k s k CDll ( p k , s k ) 
£ J±i ^ •?> o OS ̂  KeyGen (1k) -» (pk, sk) Tr&£0 

[0074] ^P^jfBg^btCfcttSBt^b^Ulf'JXAE n c ti, ft|?A (0IUtf 

s ZL +fA) ©mpkAtiSf-^ (¥£) m^Xtltb, %m3-—*f 

AfflBt-S§flS$&x-* (B^l-i) CA%&j3t£0 Enc (p k A, 

m) —»C A T~ & li> <> 

[0075] 7n*$/ifB£^btC£t:)-£tI^7JU=PjXADe c ti, 3.—FAJS5&&&& 

s kfiisizxfiiL—ifAmvgmbWi&Tr-fCfiZAJjt u 
j]~t~&o Dec (skA, CA) 

[0076] XAR e K e yGe n 

ti, mti'n —fAR'Affimp k A, i-fA*skA, n.-+fBffl^H 
ipkB, :i —+f Bffl®® s k B£A:fc£: L, SiBi^Hbit r k A^B$:tiiJjt £o 

^SlJ, ReKeyGen (pkA, skA, pkB, skB) -»r kA,Btfe 

•So 

[0077] ^•^^SB^'fbtC33^§SBt^77;U=riJ XA R e E n c ti, ffBg-^fb^ 

r kA^B£cfc£/:i-1fA^0i^lb«x-^CA£A2j<!: U ZL-^BffiBf^ 

IbMf-^ (Bf^£) CB^di^-rSo osy, ReEnc (rkA.B, CA 
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